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7 ORI CRER RIS A2, V7 U T OREDORESCENERAIRERNN— R T =7 2
A= bW L TEETE LI ENEETT, RIZ, MEE L LFEEZRLET,
« T3/ CiscoNX-0S NG TN a—F 47 V—LEEELET,
« CLI T SPAN 72X Ethanalyzer ZffH L, 71 h=2/b FL—RZHG L CTHfr LET,
« WEIR— N OREZ R E 73R L E T,
s AA T Y a— VOREERD E IR L ET,
s LAV 20MEEZHIBIOMELEL £,
s LAY 3IOMEEZWBIOMEELET,
A TFET v T T L — ROBEENSEIRLET,
+ Cisco TAC /23 A ¥~ — YR — MEYERFEHT 27 X 7B L 0E0MmoZE
TR e LET,
AT LAYvE—

VAT A A=V, VATALA VT N 2T nbaryy— (BXWMEETHIOY AT A
DrXL T P—r) CEEESRET, TRTOA v E—IRF A ZORIEE 5 LTV D b
TEHY EBA, DA v E— VW ”’%ﬁ%?#ﬁﬁf#ﬁ Vs, WiliA— R
T.ERET AL R VT R =TI A EEOBMICR DA v — Y b 0 ET

VAT A AyE—Y TxA ML RREUATLXFINITT, A vE—YOZOHSITIE
AR MZOWTOFHIRERNEENTWDIHERH Y T, GENHERIT, HRER— b
FE. XV NT—27 T RLA, $ITT AT A AEFIDOT FLAZMNTOMBIZKIET S
7FVXT¢O:®Tﬁ74~wF®%$if/t LR ADT, TN v
([ THAEBONXFEITRLET, 728 2F 10 L [dec] 2 ETELET,

PORT-3-IF_UNSUPPORTED_TRANSCEIVER : A > % —7 = A A [chars] D T > ¥ — N3 H
R—hSHTWEEA,

BYAT LA vE—V0OHEITIT, A LHERLENTTH SN THES, 727y axid 177
Va INESH Y FH A (Noactionisrequired) | DX ) 2RO THLZ L b dH Y £,
WOBID L ST, BIEFECHT L2007 7 =Y R— h~OEFEHRT 2508 H Y
ij‘o
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Syslog H—/\DE%E .

Error Message PORT-3-IF_ UNSUPPORTED TRANSCEIVER : A ¥ —7 = A A [chars]
DRToy—NEIHR—FSNTOERA,

Explanation k7> 3 —/% (SFP) NBERU X —DLOTIEH Y XA,

Recommended Action = AJJ L %7, show interfacetransceiver fif LT3 h 7
=BT D CLI 2~ REZIZFEEED DCNM 22w > K, BE R T v— X
YHE—=DY A NMIOWNWTIE, DAZ~— PR — MEYFICBHWAEDEL TN,

Syslog H—/\(DE

Syslog 77 > VT 4 #fEALT, XA ANDLAyE—Y B Oat—%FA MIEETD
L BITHICEVZ S DKA=Y a2 iR TE ET, ZOMREIL, REIMICHhZ->TrH
THPFRIZD . TARAL AT 7 BATERWEAICHEHTX £,

RIZ, Solaris 77 > N7 4 —L ETSyslog 7 7 v U7 4 ZEHT 2 K97 A A& ET D
FlarLEd, T2 TlidSolaris AR A M&EH L ET 2, X TD UNIX I LU Linux > A7 A
1231 % Syslog DFEITFEFIZ L LTV ET,

Syslog Ti&, 77> U7 4 ZHEH LT, Syslogth— N ETDOA v E—VDMEHEELE A v E—
VOEKRKENPREINET, Syslogh— STlx, BRDRA v -V OEREZ R D HIETR
HTEXET, 2ExE Avb—VZ2eD7 7 A MIREERT D Z L0, HED2—VIZE
A—VTEETDHIEHTEET, syslog = "NTOERKELNNVEHRET D L. syslog —
NTRETEX LD, ZOLWLEOEKRE (LVEWEE) OFXTDOA vy =22 L
THBEPTOINET,

\}

GE)  syslog 4%—*/*‘%5&%3“5%%733‘&50 %9, CiscoNX-0S A vE&—I1%, itk Syslog A vt —
TEBA LWL ST, fEARESyslog 7 7 AV EERIO T 7 A MRS SN D LERH Y T, /
file VAT ALTHR Y 77/])/1/7%/%/3 F72NTL &N, B Avbt—U T/ 774V VAT A
MNSIENNIRDZDIFEE LS H Y EHA, ZOFITIE, ROMEEFEHLET,

* syslog client: switchl

* syslog server: 172.22.36.211
* (Solaris) syslog facility: locall
* syslog severity: notifications (level 5, the default)

* CiscoNX-OS A vy —VZFET 51 7 7 A /b @ /var/adm/nxos_logs

Cisco NX-OS T syslog #REZ B ET 511X, O OFNRICIENET,
1. switch# config terminal

2. switch(config)# logging server 192.0.2.1 6 facility locall

show logging server i~ RZMH L, <> F&2MH LT, syslog ¥ ELMERLET,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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B orssrs50va—5400

OJI12& 5%

switchl# show logging server

Logging server: enabled
{172.22.36.211}
server severity: notifications
server facility: locall
server VREF: management

Syslog " — " ZFRET HI21L, WOFNRIZENE T,
1. locall DA v E—I %M 5 K 91T, Jete/syslog.conf 258 L £, Solaris DAL,
facility.severity & #L{& (/var/adm/nxos logs) DIz &6 1 DDOX THRMETT,

locall.notice /var/adm/nxos_logs

2. o 7y ANEERLET,

touch /var/adm/nxos_logs

3. syslog 7ot AZHEH L £,

/etc/init.d/syslog stop
/etc/init.d/syslog start

syslog service starting.

4. syslog 7B ARG N Z L 2R L E T,

ps -ef |grep syslogd

CiscoNX-0OS TA X h&/ERK LT, Syslog— %27 2 FLET, ZOHA, A— kel
Yy MU UVBIOHEAREEIL, Syslogh— /N ETKRO LI IR REINET, T34 &
DIP T RV y a THENATHET,

tail -f /var/adm/MDS_logs

Sep 17 11:07:41 [172.22.36.142.2.2] : 2013 Sep 17 11:17:29 pacific:
PORT-5-IF DOWN INITIALIZING: $%$SVLAN 1%$ Interface e 1/2 is down (Initializing)

Sep 17 11:07:49 [172.22.36.142.2.2] : 2013 Sep 17 11:17:36 pacific: $PORT-5-IF UP: $SVLAN
1%$ Interface e 1/2 is up in mode access

Sep 17 11:07:51 [172.22.36.142.2.2] : 2013 Sep 17 11:17:39 pacific:
$VSHD-5-VSHD SYSLOG CONFIG I: Configuring console from pts/0 (dhcp-171-71-49-125.cisco.com

— N ~ — -~ N
kSOOI a—TFT42F
CiscoNX-0S TliE, T3 A LTI ESERIA TDVAT I A vE—V %A LT, Syslog
P—NIZEEFELET, INODOAvE—VEERTHIEICLY, BERAL TWHDREDE
RNEpolzmgEEDH 5 A4 X b EHBITEET,
CiscoNX-OS Dr JIZT7 7B A L THRKITHIZIE, ROoa~vr REFEHLET,

switch# show logging ?
console Show console logging configuration
info Show logging configuration
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EDA—LD LT TLYa—TFTa2Y .

ip IP configuration

last Show last few lines of logfile

level Show facility logging configuration
logfile Show contents of logfile

loopback Show logging loopback configuration
module Show module logging configuration
monitor Show monitor logging configuration
nvram Show NVRAM log

onboard show logging onboard

server Show server logging configuration
source-interface Show logging source-interface configuration
timestamp Show logging timestamp configuration

Wi%. show logging server D1l R L CWEd, a~<r RIgH L TERRENET,

switch# show logging server

Logging server: enabled
{172.28.254.254}
server severity: notifications
server facility: local?7
server VRF: management

EDaAa—ILDLS TN a—F425

I—WIIEV 2 —Dar Y —)LR— MIE#EER LT, TV a2— /LOEBRFOMELZ F 77
WY a—T 47T B ENTE £ T, attach consolemodule <> REfEHAL, LT, &
Ca—Dary—)R— MERELET,

T = 7T v aDAR—ZADBMENFEIK T, Cisco Nexus End-of-Rack (EoR) AA » F AL
ECRT 52DV ET, ZOXIRGEIX. 3 Y —/L D bash ¥ = /L b 2E X FHl A
R L, RERT7 7 ANEHIRLT, 77— 7T v allHoRzEsT o A7 EkE R L E
T, THIZEY, EoR ZA v FDAL—RRREDMEFESNET,

NVRAM O 5 D F K

TIAFVT 40, 1, FRREF2OVAT AA =X, A== FE T 2—/LONVRAM
RSN ET, AL v FOFREI%. show logging nvram %1l L T, NVRAM IZZHh H D
syslog A v =V AR RTEET, avy NI L TERRINET,

switch# show logging nvram

2013 Sep 10 15:51:58 switch %$ VDC-1 %$ %SYSMGR-2-NON_VOLATILE_DB_FULL: System n

on-volatile storage usage is unexpectedly high at 99%.

2013 Sep 10 15:52:13 switch %$ VDC-1 %$ SPLATFORM-2-PFM SYSTEM RESET: Manual sys
tem restart from Command Line Interface

2013 Sep 10 15:57:49 switch %$ VDC-1 %$ %KERN-2-SYSTEM MSG: Starting kernel... -
kernel

2013 Sep 10 15:58:00 switch %$$ VDC-1 %$ $CARDCLIENT-2-REG: Sent

2013 Sep 10 15:58:01 switch %$ VDC-1 %$ %USER-1-SYSTEM MSG: R2D2: P1 SUP NO GMTL
FOR P1 SUP - r2d2

2013 Sep 10 15:58:01 switch %$ VDC-1 %$ %USER-1-SYSTEM MSG: R2D2: P1 SUP NO GMTL
FOR P1 SUP - r2d2

2013 Sep 10 15:58:05 switch %$ VDC-1 %$ SUSER-1-SYSTEM MSG: R2D2: Pl SUP: Reset

Tx/Rx during QOS INIT - r2d2
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i |

B r=xs5x—vf—r~omnabe

hAAT—

2013 Sep 10 15:58:16 switch %$ VDC-1 %$ %USER-2-SYSTEM MSG: can't dlsym ssnmgr i
s_session_command: please link this binary with ssnmgr.so! - svi

2013 Sep 10 15:58:16 switch %$ VDC-1 %$ %CARDCLIENT-2-SSE: LC READY sent

2013 Sep 10 15:58:17 switch %$ VDC-1 %$ snmpd: load mib module :Error, while loa
ding the mib module /isan/lib/libpmsnmp common.so (/isan/lib/libpmsnmp common.so
: undefined symbol: sme mib get if info)

2013 Sep 10 15:58:17 switch %$$ VDC-1 %$ $CARDCLIENT-2-SSE: MOD:6 SUP ONLINE

HR— b~ADELEDE

D=2 T VD RNT TNy a—T 4 U TEREFEH L COMEELTE R20WEGEEIZE. &
AH < — =AY ICHERE LT, BB IO REZIT TSN, HYENRTE
HIRD FIERNY R — b 272D L0, KT HRNCROEREZHE L T EE0,

o LEE ORI B

e X —vDVYTNEES (=T OHENRRIAVOERNZSH D T VZREH STV E
7)

VT My =T OFHE Y Y —AFKS

« AUT U AR E F IR

o MO

« RIBEZ YV 30 LIRIRT B 72012, T CTIZFAT L T2 FIROEL

T 7 =01 BilR— WA DR B ENCE T 5 FIEOFEMIZOWTIEL, TAC I[ZEET 2 Hi
WZEITTAHFRIE (113 5—) 2B LTI E S,
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=% =R

AR N=)L, TYTTL—F, JT—F
DESITIa—TFa2b

T v T T L—RKEYT—RMIONT (11 3—=)

T ST —FRE VT = DF 27U AL (11 =)

VT NI T Ty L — ROMR (12 2—)

VT NI 2T DT T T —REEF T —RD T TN a—T 407 (133—=)
VTN T VAT LEDV T =D T TN a—T 4T (15 X—=)
EPENAT— FOEE (34 X—)

FTyvITITL—kEYT—RIZDWT

T T T L= REYT— NI, MR Y NI =T AT FURT VT4 BT 4T, 3
BBERE CINOORELFIATT L& 1T, Ry U= 2Hlrd 5 Y 27 ZR/NRIZH A,
A7 RIETEA LT & ORI EE 3 5 HTIEEZ R T 20BN H Y £7,

N

CE) ZoO~=z27/)LTIX, CiscoNX-OSDT v 7L —KREA L —ROWMGEIRTT v 77
L—REW) HFEZFERHLET,

TyvTOL—KEYT—rDFTVvI YR K

ROF vy 7 VA MERLT, 7y 77 L—RELIF) 77— FOBHZ LET,

FzyP )Rk Done
TS T L= RERFIF T L= RT3V V=20V J—R J— 2R LTL
EEW,

FTP £/7IX TFTP Y — "NV 7 "7 =T A A=V %X on— RTE 52 8 2R
Li‘d‘o
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B oroz77075—rom

FrvI)X B Done
bootflash: F721% slot0: D A—/X=NRA P T a2 —/WZH LA A=V ab’—LF
77,

showingallallimpact 2~ > R&EHEH LT, LA A—UREFTHDLHZI L, BX
WL — RPAEHMEICBEA L CN— Ry =TI 52 2B R LE 3, Ak
EHERLET,

startup-config 7 7 f /L& NVRAM DA F v gy h a7 4Falb— g (la
E—LET, ZOFIHETIX, AF— Ty Fard s Xal—ar 774010
Ny I T o7 abt—%ERLET,

Running Configuration % Startup Configuration (Zf&fF L £ 9,

WEOAL—% Y TE— | TFTP — NNy 7 T v LET,
Fv NU—7 Ot A T oAM= REA SV a— LV LET,

Frv I UVANERETTHE, Ry NT—IHNOIATAET v F 7L —REFITY 7— T
7% Yefig NN E T,

)

GE) T o T L —FRCTIT 47 A—r8— S PR AL LN A= P2 D DITTE R
TREETT,

\}

GE)  ERFEM Critical LT (L1 0, 1, 2) DK 100 HDO T 27 X v+ —7 NVRAM ITIRE S
nE94, Zonr i, showloggingnvram 2~ REANTHILETHHOTHLERTEET,

YVIbDxz7 T7vTTL— FDOHER

show ingall all status =~ > R&EFERATIVUT 2~ FEFHALTY 7 Y27 T 77 L —FK
OEITIRM 2R L=V . #EifThoingalal 2~ > REZITREZICA A b—/L X7z install
ala~> K (Y=, SSH, F7/-id Telnet v avnb) OulaaHR Lz LE
T ToaATY RE, I Y UIRRICER L TOWRWEAETH, 7277 47 A=/ =" %
FVa— L E RPN A= RNV 2 — VOO ingall all HEFRLET,
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| 4R b= 7Y TIL—FK UT—FD IS TNYa—F 10
YILYIIFOT v TIL—REGIL I L— RS TLva—T125 ||

JVIEI9TT7DRT7vTIL—KRESDUGL—FKD RS
IINa—TF429

YOIz T7 7T L—KAIS—THRTIT S

Bl

EFAbNBDREE

Ji)a—v 3>

Ty T T L— iR T — Tk
795

AR INAARBED A — /X — R
A Y FY 2 —/LD bootflash:
T AN VAT A, BHE
NTeA A= B ANBTZTO
A= AR,

delete =~ F&MEH L, L
T, RER7 7 A vZHIBRL
£

ZOHETHAL TV ingall
al 2= R0, AZ U A4R
BED A — /8 XA P B o —
IVTAT &N,

awy Rk, 7277 4 7IRKE
DA—IN— AP T 2— )L
TOHRANTTLTLESN,

T 7T L— ROBITHIZE
Va— R AINT,

AAF=NZHELET,

Ty 77— ROEITRIC Y
AT LOBEINGIEr S iz,

AA =2 HBLET,

Bole 7 b 2T A A=Y
INADETE SINT,

VE—hF B —3 3 r~D/
AR E EMEICHTELE T,

BOT v 77 L— Rt Tic
HEATH,

TRTCOEMETY AT LD
ReZ ezl L., 10 %ICT v
JU—REHRALET, 108
PINICT v 77 v — K&
TAHE, avy NIESER
T4, Ty 77 L— RRBIE
HEITHTHDHZ L ERTT
T— Ay —UNRFRENE
R

T 2= VDT v T T L— R
WZREE L7,

Ty T L— R FiEET 5
7>, installmodule =~ K%
FEHLT, KR L'V 2—
NET v T T L—RLET,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B cisconxosvorvzroryTIL—k

CiscoNX-0S VI rHx7D7vIHL—F

EOVATATH, CLITHEBN Y 7 v 027 77 7L —REETTEET,

1R BRI

TIT 4T A== AP DarV—) L, Telnet, £7-I1LSSHR— FZNH L TAAL vFIZ
A4 LET,

PVEIZIHEL T, BBFEDa Ly 74 X2l —ay Z7AMDNNY 7T v T2 ERLET,

FIRDOHE

1. ingtall all [nxos bootflash:filename]
2. show module

F IR D

ARV RERETIVa Y B &
Z 5w 71 |ingall all [nxos bootflash:filename] Ty T T L— REFRTLET,

G¥) install all =< > KO FRHIREN T
RCDOAA RTA & L TOWDHIEE
X, I_XTOEY 22—/ (R—r3—34
PELORL v TF 7)) BT v 7T L—
FEET,

GH) 7 7 AN ERE L7 T ingtall all =
<~ R AN LESAIE, o~ Rk
DE@%%:/ﬁmiﬁéﬂ\7/77
L— RENDHEY 2— RN EMENE
T, IBIT, A VA M= NERFITT D)
EDMOFERR RO HIVET, FefTE®
WTDE, AL v FTHERE TSI
HNXOS V7 h =T A A—=URA v
A R =&, BEIZSE LT, ETHO
AA—VDEESEREY 2—/LDBIOS
NT v 7L —RENET,

A v 72 |show module VAT LAY = EKT L, FiLng—IF L
o arEWT, Ty 7L — RNEhizA—
R RA Y FV 2=V EERLET,
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| 4R b= 7Y TIL—FK UT—FD IS TNYa—F 10
YIrYrT VRFLDY Tt RS TN a—F425 ||

JINDITTP7ORTLDYY T— D STV a—T~«
5

BREBAFEIIRAYFD) T— BNV TT B

Bl EZZAONSERA |(YUa—P3y
FaT )V A== AR | T — T T > W L7 — b 77y apllfE (15 2—
RCEFERAEINIAL v [ VaPHHELT |V) 2R L TSN,
FDV T — R BN TTBH | WET,
BIOS MR LT | ZDEY a— LT F W, BEED
WET, HDLEV 2=V EELTDHEDIZ, YAIaD
HAH<w— PAR— MEYBEFIZEK L TLEE
AN
nx-08 4 A=W | MG U TAAL v FOBRETFHERAL, A
R L CuvE 4 v FIZ TLoadingBootLoader| A »t&—I)
7, TRINTZH Crl-CEZH LT, >n—4% 7'
VIR TT =R EHELET,
T—=FRFG A= | T =M RNTGA—HEMRLEEL, V) T—
AMIELLHY FLET,
E

BELEIT—F2725vadnEE

TRTDOTNA ARENF, WEHT — 7T v 21HVEd, WETZ 7 AV AT ANREND
L. BREBRKDONABENRHY 3, RET 7 A WTTEMICHRIEFEL, Ny 277 7 LTL
ZEW, BHOVAT AT — ME, RONEFTEITESNET,

1. EAAH A5 L (BIOS) r—FZ2o—RKLET,

2. B—XiInx-0s f A—YHFZRAMIZu—RL, A A=V %2EEILET,

3 nxos A A—=UNF, AA—FT v TRET 7 A NEHALY £9,

VAT ADnx-0s 4 A—UNEHELTEY ., T TERW (=T —KEE) HEIE. ROTETHL
B+ 2ABIOSIREL—T A VT 4B ATILT, VAT AT = =AML, £ A=

FEIHTEET, B LIENET A A7 2 EBIHTOIMLERD DGEICDHR, ZD2—TF 4V
TAET 7EBALTLIZE N,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B zeLr-o-ro59v20m8

A

FE O OZOHETHHATSBIOS OZEFIL, L7 — 7T v 2 2 HIAT A OLLEER L
DTI,

BIHFNETIX, @FEO—7 AW TH0ERH D £, N —7 AL, VAT LD
BREL LT, VAT AT BT MR EICEREINDGETOI DO =—X (BIOS,
T—bhar—%, BXOnx-os A A=) @i LET, ROKRIZ, VAN FHTaEAOF
82~ L E9,

= 2:) A\ O

7x—X [BEOTOCT L |[UANY) T T~ |5REA
(B7xz—RAD# | (DRTLBRD
THICRRINLE |7z —XITEFLHL
9) BEICRREINE
9)
BIOS loader> 7 — NA[EE7R T 34 | BIOSIE, fEIRBEAREE CL2WrT X b,
ANH Y FHEA AEY TR, BIOYZEOMD AR
V=T YT VAT AT Y r—39
VEMGLUET, T A NOETHIZ,
Ctrl-C&# L C BIOSFRE=2—7T « U
T 4 ZHE L. netbootA 7T g o &{F
FALET,
77—k nx-os DA loader> T—har—XiE, va—RIhic/ 7k
07— VT EERL., ZOT7 v ANLES
BELTHEALTA AV ET—FL
FI, A A—VEFT— T T2k
LU THEMMREICZRY 3, A€V T
ARNBETLEDL, Ec&fiLTT—
fo—F7a 7 FERBLET,
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| 4R b= 7Y TIL—FK UT—FD IS TNYa—F 10

n—g—nsoEg>7nr7h ]

Jz—X |@EOTOUTr [YUAhNY) TOr T+ |EREA
(B7x—RAD# | (VRTLHBERD
THEICRTEINTE |7z —XIC#EFHL

) BEICRTIEINE
ED
nx-0s 4 | AT LDJEHEM | switch(boot)# T B =R T e — AP T LT
A= B3 Ctrl-] (Cul¥—¢457 77 vk F—)

ZH LT, switch (boot) # 'm
cEAJJLET, Telnet 7 747 b

LT, ZhooxF—n 7
TWAHEERHY, F—A e —27 D
Hey B ITRMBELRDERHY
F9, Telnet 7 7 A 7 > FOMEHT S
~v=a T VESRLTIIES N, E
WZkoTarvy—nnzoryer7
TEILEL7ESET, nx-0s 4 A—V %2
=L TV AT 22V T—rLET,

nx-os 1 A—UE, REICHRAFSNTZE
ITRREDHREZ 7 AV Eu— KL, A
AyvFouars/fr7Tar7 MeRLE
7

O—4—mnoMDRE> A>Tk

FIRDHE

help =~ REMHL, a2~ FEFEHLT, a—4%—>7 a7 o7 ur 7 NCff
FAARE/R o~ RO U R M &2FRTHD, FDVU X MNOKED o~ NICET 2GR
Bfs L £,

1R BRI

ZOFNATIE, initsytem a~ > REEHA LT, A ADT 7 ANV AT KT +—~< v
FLET, ZOFEEBBTLEIC, 274 X2l —al TrANDNRy I T v T EER
LTLEEW,

0—X—>7na 7 NI, #EO switch# F 7213 switch(bootyt 7’12 > 7"k L1372 0 £,
CLI =t~ F5Et4AEIL loader >7' 1 7 b TIIEREE ", EE LRV T =044 5 7]
BEERHY ET, avr FERRTDHITIL, a~vr FEEMRIZANTOMERH Y £7,
n—4—>7na 7 ML TFTPRRHE T — T 585581E, VE— M —_"EDA A= ~D
TN NAERETDHIRLERDH Y 7,

1. loader> set ip ip-address
2. loader> set gw gw-address
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B -s—riomEsTnosr

3. ©—#— cmdlinerecoverymode=1
4. loader> boot tftp: tftp-path

5. switch(boot)# init system

6. switch(boot)# reload-nxos

FIEDEEH
aAX U RFERET7TIV3 Y B#

AT 71 |loader> set ip ip-address VAFAOE—HILIP T FLABIOF TRy b
Bl VRS EHRELET,
loader> set ip 172.21.55.213 255.255.255.224

ATy 7 2 |loader> set gw gw-address T4V TP = A DIPT FLAZEELE
f kR
loader> set gw 172.21.55.193

AT 73| n—%— cmdline recoverymode=1 switch(boot)# 7' 12> 7 N C, 7 — k Yk ARMEIL
Bl THEHICHELET,
loader> cmdline recoverymode=1

R 7 4 | loader> boot tftp: tftp-path MBI — 35 nx-08if A—V 7 7 A VA FLE) L
15“ : iﬁ—o
loader> boot switch(boot)# 7 12 7" ME, HH FIHEZR nx-0s 4 A —
tftp://172.28.255.18/tftpboot/n9000-dk9.6.1.2.11.1.bin| CRBHBH L ERELET

AT 75 | switch(boot)# init system nx-os ¥ A7 LEBIA L £,
fl EE Zoavxy Re AT LA, 207 4
switch (boot)# init system Xal—aly T77ANVDONRN T T v

TRERENTWAE Z 2R L TLE
é l/\O

R T v 7 6 | switch(boot)# reload-nxos nx-0s { A=Y 77 ANDT v 7Fa—RKe&%ET LE

{5 EE

switch (boot)# reload-nxos

451
VAT ADOE—HNWIPT RLAREY TRy N AT BRETDHHERLET,

loader> set ip 172.21.55.213 255.255.255.224

set ip 172.21.55.213 255.255.255.224

Correct - ip addr is 172.21.55.213, mask is 255.255.255.224
Found Intel 82546GB [2:9.0] at Oxe040, ROM address 0xf980
Probing...[Intel 82546GB]
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Management interface

Link UP in 1000/full mode
Ethernet addr: 00:1B:54:C1:28:60
Address: 172.21.55.213

Netmask: 255.255.255.224

Server: 0.0.0.0

Gateway: 172.21.55.193

WIWZ, TTANRN =R ADIPT RLAEZHBETAHEZEZRLET,

loader> set gw 172.21.55.193
Correct gateway addr 172.21.55.193
Address: 172.21.55.213

Netmask: 255.255.255.224

Server: 0.0.0.0

Gateway: 172.21.55.193

WIZ, = 3035 nx-0s 4 A —V HEENT A5 2R L F T,

loader> boot tftp://172.28.255.18/tftpboot/n9000-dk9.6.1.2.I1.1.bin

Address: 172.21.55.213

Netmask: 255.255.255.224

Server: 172.28.255.18

Gateway: 172.21.55.193
Filesystem type is tftp, using whole disk

Booting: /tftpboot/n9000-dk9.6.1.2.I1.1.gbin console=ttyS0,9600n8nn quiet loader
ver="3.17.0"....

............................................................................. Im

age verification OK

Starting kernel...

INIT: version 2.85 booting

Checking all filesystems..r.r.r.. done.

Setting kernel variables: sysctlnet.ipv4.ip forward = 0

net.ipvd.ip default ttl = 64

net.ipv4.ip no _pmtu disc = 1

Setting the System Clock using the Hardware Clock as reference...System Clock set. Local

time: Wed Oct 1

11:20:11 PST 2013

WARNING: image sync is going to be disabled after a loader netboot
Loading system software

No system image Unexporting directories for NFS kernel daemon...done.
INIT: Sending processes the KILL signal

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2013, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #
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B x7rzrgrnexomeEs

AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |

DATLEREETOERDOBERE

FERREF IIEEARARER =T —NRAET DL, VAT AFLIF VAT A EDOT ok AR
Ty RENAZERHYFET, ROFRIZ, BXONDHRIKNEMERRLRLUET,

Bl

EZALNBEE

Jy)a— 3y

VAT AETIT VA
T A EDOT ot AN
Uty ki,

VAT AERIIVAT LD T 0
TR TCEIEFRER =T — 23 F8E
LE L7,

VAT AT HEHCRIED S [EE L
F L7, VAT LAOFEEOMRE
20 =) BEHRLTLIEEW,

VAT ATEIERERT T — N
AL,

VAT AXRE S BB EE T
TEHA, BRZRET DI, &
AT AOFEREOREE (203—)
EHRLTLEEN,

Iyl EY a—VIZEENEAEL
TWAHZ e afERLET, EENR
Bl ayl FPa2— L ERD A
YT AR L T,

VAT LOBEEBDREE

Tat AEFEET 57N,

syslog A vE—7& CallHome A X 3L INET, A

Y IR RCRBEG ARG ETH, SREETDZETH—EAOPERNEET S
BEMERN D D72, T ITIRIBZFFE L TR T 2 LR H Y £77,

\)

GE)  FEEZET Lk, 77 =00 BR— MIYFITHEE L, a7 ¥ TOMREKET 52 &
T, BEBREORK & MRREZRE L4,
4a & HREIIC
RO ER SN ET,

« VAT MI, ATk aT 7y A% TFTP —NICE#fica ' —LE4, ZOHE

ITRETE T A,

« TFTP Y — "~DEFED 2T 7 7 A )LD a E—|L, copy core://modul e/ pid#

tftp://tftp_ip_address/file name Zffi ] L TFE)T U HTE£7,

NV ET,

o A—/N— AW 7

== VA N RRAE LT A

a~y REFEHT L0

ay7iFx oA~ a7 27T

T eh o FY) v s 77y allbLWREENHY £,

s TV REHEBTE A KEEIL. T _XToOFav 2o At (HA) A —n—

T,

Lo HvwarT vy A anbEEEINET,

(ZONRTA—ZITHRETEEEA, ) TR ANRKREEZEL THEHT 5
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FIEDEE

F IR D

FE I TN |

ATLBEDO T O ATHRETXSaT7 77 A NVDEKKIT. (TEO et AOHARY > —0

R ASE

switch# show log | include error
switch# show processes

switch# show process log

switch# show processlog pid pid
switch# show system uptime
switch# show cores

switch# copy core: core path
switch# show processes log pid pid
switch# system cores tftp: tftp-path

©ENSOGHWN

(ZDONRT A= ITHRETET, 3ITRESINET)

ARV RFERERTIVa Y

E:)

&

switch# show log | include error

1

switch# show log logfile |

Sep 10 23:31:31 dot-6 %

LOG_SYSMGR-3-SERVICE TERMINATED: Service "sensor"
(PID 704) has finished with error

code SYSMGR EXITCODE SY.

switch# show logging logfile | include fail

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 0.0.0.0, in classd=0 flags=1 fails: Address

already in use

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 127.0.0.1, in classd=0 flags=0 fails: Address
already in use

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 127.1.1.1, in classd=0 flags=1 fails: Address
already in use

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 172.22.93.88, in_classd=0 flags=1 fails:

Address already in use

Jan 27 23:18:59 88 % LOG_PORT-5-IF DOWN: Interface
fcl/13 is down (Link failure

or not-connected)

Jan 27 23:18:59 88 % LOG_PORT-5-IF DOWN: Interface
fcl/14 is down (Link failure

or not-connected)

Jan 28 00:55:12 88 % LOG_PORT-5-IF DOWN: Interface
fcl/1 is down (Link failure

or not-connected)

Jan 28 00:58:06 88 %
Zone merge failure,
port fcl/1 (VSAN 100)
Jan 28 00:58:44 88 %

include error

LOG_ZONE-2-7ZS_MERGE_FAILED:
Isolating

LOG_ZONE-2-7ZS_MERGE_FAILED:

syslog 77 A VEF/RLT, fREBEI L7 mEX L
FEE) LB AR TE D L O IC LT,
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B  x7roBEBODE

ARV RFERIETV3Y BHY
Zone merge failure, Isolating
port fcl/1 (VSAN 100)
Jan 28 03:26:38 88 % LOG ZONE-2-ZS MERGE FAILED:
Zone merge failure, Isolating
port fcl/1 (VSAN 100)
Jan 29 19:01:34 88 % LOG _PORT-5-IF DOWN: Interface
fcl/1 is down (Link failure
or not-connected)
switch#
R T 7 2 | switch# show processes FATTOTuE R EZE T O AD AT —F X & FoR
fi LET
switch# show processes WD a— R, IREE (FutkRIREE) O AT AH
E’E?__ ?Ea_&f }i(i ______ S_t_a_r_t___c_n_t___ T_T_Y__ Process| j]’(’fj#;ﬂq éﬂijﬂo
————————————— _ i < N Al
1 S 2ab8e33e 1 - init » D=7 LCIRIE Gis 1/0)
2 S 0 1 - keventd| [ .
R=377RE (EfT¥%=—15)
3 S 0 1 -
ksoftirqgd CPUOQ . SZMQJJ:EF'
4 S 0 1 - kswapd
5 s 0 1 - bdflush  «T= hL—RE7 I
6 S 0 ! - kupdated .z —defunct( [V B ) Tk
71 S 0 1 - T
kjournald * NR =TT
136 S 0 1 - e . . e -
kjournald ¢ ER=FAITINTNBERE 70N, BEFEITIN
140 S 0 1 - TR
kjournald
431 S 2abe333e 1 - httpd . N } _
443 S 2abfd33e 1 - xinetd| CG¥) ER |l %, (L FEE SN, AT
446 5 2acledle L - sysngr A o> CREES RIS LTI Sh
452 S 2abedla2 1 - httpd - R . T
453 S 2abe9la2 1 - httpd TEHEs, Tk ADBGT KRBT
456 S 2ac73419 1 SO vsh 7fo
469 S 2abedla2 1 - httpd
470 S 2abe9la2 1 - httpd
R T 7 3| switch# show process |og BEKT LI awRE, AX v hL—2AFT
5l - T HTRBHNE I ERFELET,
switch# show process log
Process PID Normal-exit Stack-trace Core
Log-create-time
ntp 919 N N N Jan 27
04:08
snsm 972 N Y N Jan 24
20:50
ATy 7 4 | switch# show process|log pid pid B LTV AEED T ot AOFEMIE#E #R L
15“ : iTo
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ARV RFEREETIVa Yy Be

switch# show processes log pid 898

Service: idehsd

Description: ide hotswap handler Daemon

Started at Mon Sep 16 14:56:04 2013 (390923 us)

Stopped at Thu Sep 19 14:18:42 2013 (639239 us)

Uptime: 2 days 23 hours 22 minutes 22 seconds

Start type: SRV _OPTION RESTART STATELESS (23)

Death reason: SYSMGR DEATH REASON FAILURE SIGTERM
(3)

Exit code: signal 15 (no core)

CWD: /var/sysmgr/work

Virtual Memory:

CODE 08048000 - 0804D660
DATA 0804E660 - 0804E824
BRK 0804E9A0 - 08050000
STACK TFFFFD10
Register Set:
EBX 00000003 ECX 0804E994 EDX
00000008
ESI 00000005 EDI 7FFFFCOC EBP|
TFFFFCAC
EAX 00000008 XDS 0000002B XES
0000002B
EAX 00000003 (orig) EIP 2ABF5EF4 XCS
00000023
EFL 00000246 ESP 7FFFFC5C XSS
0000002B

Stack: 128 bytes. ESP 7FFFFC5C, TOP 7FFFFD10
0x7FFFFC5C: 0804F990 0804C416 00000003 0804E994
0x7FFFFC6C: 00000008 0804BF95 2AC451EQ0 2AAC24A4
......... Q.*.8.%*

Ox7FFFFC7C: T7FFFFD14 2AC2C581 0804E6BC 7FFFFCAS8
0x7FFFFC8C: 7FFFFC94 00000003 00000001 00000003

O0x7FFFFCOC: 00000001 00000000 00000068 00000000

0x7FFFFCAC: 7FFFFCE8 2AB4F819 00000001 7FFFFD14

Ox7FFFFCBC: 7FFFFD1C 0804C470 00000000 7FFFFCES

F T«
0x7FFFFCCC: 2AB4F7E9 2AAC1FO0 00000001 08048A2C
éib:'éégl"',"'
SAP: 0
UuUID: O
switch#

ATy 75 | switch# show system uptime HEEBINFOIRAE LT I hEFRRLET,
B FEELEN MR VSR LIRS B 0% 1R RAET S
switch# show system uptime ONZEHIWTBHIIE,. AT L0BE L T A EFE
Start Time: Fri Sep 13 12:38:39 2013 . o .
Up Time: 0 days, 1 hours, 16 minutes, 22 ODEé%:%\ﬁE@J@&/]}AZ&/7 &tlﬁi}(bi?‘«o
seconds

AT 7 6 | switch# show cores TIT 4T A== R PNSBIET v r— R
Bl - AR TR COarT2£RLET,
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B  x7roBEBODE

ARV RFERETIVa Y

switch# show cores
Module Instance Process-name PID
Date (Year-Month-Day Time)

28 1 bgp-64551
23:51:26

5179 2013-09-13

AT 77 |switch# copy core: core path FSPF =27 # > 7% 1IP 7 KL A% ffl LC TFTP ¥—
il - Nzae—LET,
switch# copy core://5/1524 tftp::/1.1.1.1/abcd

R T 7 8 | switch# show processeslog pid pid 07 7 4 L7 hUIZ zone server 10g.889 &\ 9 44 fif

fi

switch# '''show processes log pid 1473''"'
Service: ips

Description: IPS Manager

Started at Tue Jan 8 17:07:42 2013
Stopped at Thu Jan 10 06:16:45 2013

(757583 us)
(83451 us)

Uptime: 1 days 13 hours 9 minutes 9 seconds
Start type: SRV_OPTION RESTART STATELESS (23)
Death reason: SYSMGR DEATH REASON FAILURE SIGNAL
(2)

Exit code: signal 6 (core dumped)

CWD: /var/sysmgr/work

Virtual Memory:

CODE 08048000 - 080FB060

DATA 080FC060 - OB80FCBAS

BRK 081795C0 - 081EC000

STACK TFFFEFCEO

TOTAL 20952 KB
Register Set:

EBX 000005C1 ECX 00000006
EDX 2AD721EOQ

ESI 2AD701A8 EDI 08109308
EBP 7FFFF2EC

EAX 00000000 XDS 0000002B
XES 0000002B

EAX 00000025 (orig) EIP 2AC8CC71
XCS 00000023

EFL 00000207 ESP 7FFFF2CO
XSS 0000002B

D77 ANEERLET,
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EEFins 27 L0BED [

ARV RFERRTIa Y =)

Stack: 2608 bytes. ESP 7FFFF2CO, TOP 7FFFFCFO

Ox7FFFF2C0: 2AC8C944 000005C1 00000006 2AC735E2

D..* . ... 5.%

Ox7FFFF2D0: 2AC8C92C 2AD721E0 2AAB76F0 00000000

P B A

Ox7FFFF2EO: 7FFFF320 2AC8C920 2AC513F8 7TFFFF42C
* *

Ox7FFFF2F0: 2AC8EOBB 00000006 7FFFEF320 00000000

--*----

Ox7FFFF300: 2AC8DFF8 2AD721E0 08109308 2AC65AFC

R U Z.*
Ox7FFFF310: 00000393 2AC6A49C 2AC621CC 2AC513F8

* 1% *

éé%ffffBZO: 00000020 00000000 00000000 00000000
Oé%ffffééé;'ééééOOOO 00000000 00000000 00000000
6é%fffféiéz'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000
6é%ffffé%6;'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000

Ox7FFFF3A0: 00000002 7FFFF3F4 2AAB752D 2AC5154C

. output abbreviated ...
Stack: 128 bytes. ESP 7FFFF830, TOP 7FFFFCDO

25w 7 9 | switch# system corestftp: tftp-path TETP #— %Ml LC 27 42 7% TFTP H—3
Bl CRET B LD ICBELET,

switch (config) # system cores tftp://10.1.1.1/cores| Z D a<> KIZLV, A7 AL TFTP h— "~D
a7 Ty ANOHB -2/ LET,

EEFREEG D AT LOHIEE
T OBEITIE, BEERIER S AT AFRERBINIAET SRR H D £,
cHERT R ANKIL, FEB T2,
« FREANV AT AFRETIHFAI SN TV DL Z B THER L,
e TRt RAL, VAT LARETHAINTWVD XD SHBICHES L7,
7mtx)k/k®wai TR EICRESNIZARY =l Lo TRED £9°, BIER

BERUEY M . BREENKDONTZY, T I T 4 TR A== A PREEEFH LY, ZA—
IN—NA 4j:7b§7<4' ‘)7‘%“—/*‘*— L7z, VAT LANFEILEZVTDHZENDY 9,
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ZDIETHM LTV % showsystemreset-reason =~ > RIZ L 0, UTFOHRNFRENET,

crEODZT Y N, BEODEY 22— /L TO, BEDO4ODO) vy NEE, Y 2 — /LOMFE
LAWSEAIZE, F0oEya— 10Uty MR a— NIFERRENET A,

s THIShZE ) e—=RFBXOTFH LAWY v — FRBAELTLA A I 7 LHEBHOEEKTORE
i,

Uy FERIZT e —RBRAELTZLEEDZ A L AZ T,

cEVa—ADY Yy hEIEZY r— ROMH,

Uy FERIFYr—FORRE RS —E X (FIEHTE 20107 TIERWY)
VY FEREFY B —FRRIZETSNTWEY 7 h =T ONR—=Va

switch# show system reset-reason module 27

————— reset reason for Supervisor-module 27 (from Supervisor in slot 27) ---

1) At 281000 usecs after Wed Jun 26 20:16:34 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

2) At 791071 usecs after Wed Jun 26 20:04:50 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

3) At 70980 usecs after Wed Jun 26 19:55:52 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

4) At 891463 usecs after Wed Jun 26 23:44:48 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

A2 INL ZA—IN—INA HEFZLBKT S

AR N A== RAPX, T 77— RRIEBILETA, WOV AT AL AvE—
NERINDZ ERHY FT,

SYSMGR-2-STANDBY BOOT FAILED

ZDAvE—=VIE, = NBIOSICL > THr— RENTHEI~67TAL LU/ A==
AYPNT = FIlEZTTERY (m—hLarvy—rouasA(y a7 MIBEETER
W) GAICHAENE T, ZOAyE—UE, BE. AX N, A== PIHEUNCRE
SINTVWRNT — MEFIZ L > THRAELET, ZOAyE—ViE, n—47rnr7 M Ca—H
DEMMIZ (Bse ¥—Z2#LC) EBFIEZFIE LA RAET L REERH Y 77,

AR R A== RA P Da—R) ar)—)VWIEGELET, A== PRa—F 7
a7 MIWAEAIE, boot =2~ REMH LT, 7— FFRIEZFITLET, TS D%
AiZ. rdoad 2w RET VT 4T A== N_NAYFDOVSHE Y a UMb AN LN, A—
IR—=RAPFIZK L TCAD LET, ZoOBICforcednld 47> a VEFEELET, AX AN
FrTA NI oTe b, T NEBR NI E L CRIBE AR L E T,
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| 4R b= 7Y TIL—FK UT—FD IS TNYa—F 10
gra 27— roaa [

R EZEXbNBRE yYya—av

ARG A=3— |TFTPIH 7 — F ENT2T 7 T 4 7 |bootflash: 8D T 7 T 7 A—s3—
AL FREB L ER | 2= Faxos £ A=V, (AL FE)r—FLET,

oo

EBE/NRT— FDEE
KONVWTNDLDHET, Xy N =7 FHREFERAT— REEIE T ET,
« network admin #[R % Ff-DO 2 — ¥4 T CLI B EIET 5
o T ADEIRE AT S
c FNAL 2% Y m—FT D

2y b=V EHEERTOCLUOERICLL2EEE/NNRT— FOMEE

FIEDHE
1. switch# show user-account
2. switch# config terminal
3. switch(config)# username admin password new-password
4. switch(config)# copy running-config startup-config
FIED FHH
ARV RFERIETY a3y B#
AT 71 |switch# show user-account 2 — W42 network admin FEFR 3 & 5 7 E D DA file
15“ : %}r}\ L/ 5]3 ﬁ‘o

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:dbgusr
this user account has no expiry date
roles:network-admin network-operator

R T w 7 2 | switch# config terminal Jua—)L a7 4 Xal—ay T— &G
1 - LET

switch# config terminal
switch (config) #

R F v 7 3 | switch(config)# usernameadmin passwor d new-password | = — 44 |Z network admin HE[E3 b B84 1%, #T L
B Wy b — g S SR T — REE ST ET,
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B #2220 F2EET 20071 ROBREBEA

ARV RFERFTIVaY =)

switch (config)# username admin password egBdf GE) new—password“ﬂi\ $j{$0i{%ﬁﬁf‘3i

A,

Z T w 7 4 | switch(config)# copy running-config startup-config FTary 74 FXal—rvark, AX—hKT vz

1

switch (config) # copy running-config startup-config

V74X al—v g lat—LET,

EEENRT—FZEETH-HODT /NS ADERBIEA

network-admin #EfED BHHF A 2 LT v a VAR TEXR2WESIEL, 523 ZAOERY
BEALTRY NT—VEHE R — REEETAZ LN TXET,

A

IE

NAT — REEFIEEZFETTH5E. TAAMALEOTRTO NG 7 4 v 7 RFEnET, ¥
A AL DRI TR T2 ~3 oMok EnEd.

B A —T A AL D Telnet F-13EF=7 =/ (SSH) v a rhbEEE AR
U— REEETIZLIETEXEHA, B—b ar Y — S AT A 0ERH Y 9,

G¥)

NRAT—=ROEEICL > TEHINDLDIE, v —hN 22— F = X—=2ANOH L WVEEE
INAT—RDOHLTT, VE—FAAA P —_"ORXZAT— RFEHINEHA, FTLWLIAIZ T —
RiE. B —=ANAGRAERA R—T NV DOGEIZORANRY . U E— FMRIAEDGEITHENT/ Y
FH A, WNATU—=RKREIETDE, a ) —nb0n JA A% 5 a—h )VEEGERA R —
T BHa—FIEa Y= B LWVWIAT — R TR I A U TEXH L9120 F
R

(GE)  copy configuration-file startup-configD EATHRFIZ 2 —HF AR a7 4 Falb—ra 77 A LT
FBE SRS T TeDIZ/RA T — R [EIET 2 W1 & 554 fast-reload £ 7213 reload =~
Y REFEITL, AT v 7 12 Twriteerase & EI 7T DXL ENH Y £,
IR HAETIC

2ODA—NRN=NRA VT 22— )L EEH L72T A ZAOEET. BEFIEOZBTRICT 7T 4
T B a— IR B A== N P 2 — )L TRAT— RAEFIEE FTTHLERNH Y
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EREART— FEEET 50071 2OBEERA ]

FT, MDA N NAYFEL 2= VBT 7T 4 TR ERNEIITT DI, ROEED

WP EFATLET,

cMHFDA— =N P ETT 2 — N E Ty —I LRV L ET,

A TFIENETTAET, DA —N— YA P Ea—LDar—)L a7 &
WD2H5OTFay T FOWTNINIERE LFET,

* loader >

* switch(boot)#

Flg
AR RERIFTIa Y =l
RTFYTN | TIT 4 THRA—R—NAFETa—Day V—|—
VR bTHARE Y v VRN L R GE) USFx—~ v FLS D F—~ v 7 & ffi
LTWBEAE, 7vA 7 V= A
DERD T DIZEEIR X — o —F A
EHLUTCHEELRWAREERH D F
9, ZO%E., ZTHEHAOAKE US ¥ —
v SICRETHZ ML 9,
F—R—K~<=v b 7D, Ctrl-C
% Ctrl-] ROV ICATTTEET,
ATwF2 |SSH FERTI a2 L—4 &AL Cary Y — |—
WVAR— MIT 7 AT H5EEIE. AT v 7 61
%\\i‘g—(]
ATFY T3 |Telnet #fEH LTy Y — LR R— T 78RS |—
L8E. Cul] (fah v =) ZfIL T, Telnet = | (s CiscoNX-0S 1 7' v 717 hjs%
26‘%70 “/*—/7‘/1 &ﬁ/ﬁl\ inﬁl/‘:l: 5 &: Lij—o @ii@ﬂkﬁ?fﬁ Telnet 7"]:1 :/7" ]\ Z);‘
{1 FoRINWEEIE, FlE6 IR E
switch login: Ctrl-] ‘é‘o
ATFv T4 |Telnet 727 FRFRINDEETE. Telnet = X | RIZ. Microsoft Telnet T CtrlH\ 2= A4/ — 7 F—
r—=F =l A% Cul] By a) USNOL | —r o 2 LTRETHH 2R LET,
Je N SN - 7K
FYm T AR LET GE) CiscoNX-08 B 7' A o Fu v 7 h iRz
1 : DFEFEDIREET, Telnet 72 o7 b2
telnet> set escape "\ FREIN72WIGEIL, FIE 6 (ZH#EARE
Escape Character is 'CTRL+\' ‘@40
ATwv 75 |Enter % 1[0]F 72 (38 ELBIH L T CiscoNX-0S 17 7 | —

A TarsT MIEDY £,
1 -

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B ces 20— r2EET 20071 ROBREEA

ARV RFERETI Y S
telnet> <Enter>
switch login:

ATYT6 | TN ADERE —EY > ThLHEHEALEST, |—

ATw 71 |Crl-CEH LT, n—F—>Tanr7 N7 7% |—
A2 LET,

&1

Ctrl-C
loader>

ATv 78 | v—%— cmdlinerecoverymode=1 YAy B— RO B ET,

&1

loader> cmdline recoverymode=1

ATvT79 7 — & —> boot N9000-dk9.x.x.x.bin 2L v F T —h Fur 7 MIEBIET DI, nx-os
i - ARA=VRETTT A, AHEHLET,

loader> boot n9000-dk9.x.x.x.bin
Booting iash
Trying diskboot
Filesystem type is ext2fs, partition type 0x83
Image valid
MD5Sum mismatch

INIT: Loading IGB driver ... Signature
Envelope. (36) Invalid Tag in Signature Envelope
Installing SSE module ... done

Creating the sse device node ... done
Installing CCTRL driver for card type 3

Checking all filesystems.......

Installing SPROM driver

Installing default sprom values
done.Configuring network

Installing psdev

Installing veobc

Installing OBFL driver

Starting portmap daemon...

creating NFS state directory: done

starting 8 nfsd kernel threads: done

starting mountd: done

starting statd: done

Loading system software

No system image is specified

INIT: Sending processes the TERM signal

INIT: Sending processes the KILL signal

Bad terminal type: "linux". Will assume vt100.
Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac
Copyright (c) 2002-2013, Cisco Systems, Inc. All
rights reserved.

The copyrights to certain works contained in this
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EREART— FEEET 50071 2OBEERA ]

ARV FFEREETIVa Yy

E:)

software are owned by other third parties and
used

and distributed under license. Certain components
of this software are licensed under the GNU
General

Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php
and
http://www.opensource.org/licenses/lgpl-2.1.php
switch (boot) #

ATv 710 |Enter & 1 [B1F 7213 EEIH L T CiscoNX-0S = 7' | —

Ay 7Ta 7 MIREY T,
1 -

telnet> <Enter>

switch login:

ZFw T | switch(boot)# config terminal Fehar T4 Fal—sa T FEBALE
i) T s
switch (boot)# config terminal
Enter configuration commands, one per line. End|
with CNTL/Z.
switch (boot) (config) #

R T w712 |switch(boot)(config)# admin-password new-password | x v ~ U — 7 &&#IFE 2T — REAFHE T LET,
K GE) copyconfiguration-filestar tup-config ™ 5
switch (boot) (config)# admin-password egBdf Tl c2— 4R ar 7 X2 — 3
WARNING! Remote Authentication for login through N < S -

console has been disabled s /r /I/VC*E/E é ﬂfiﬁ"? [SYSLolte
NAY— R&BET 2 0ER D L5
fast-reload F£7-1% reload =2~ > K& 3
ITL, ZOFIHEIFAF Y7L, write
erae1~ > R&E AL T, ROFIEIZ
EHET,

R Fw 713 |switch(boot)(config)# exit T—har74Xal—IaryrEF—RFREETLE
i EE
switch (boot) (config) # exit
switch (boot) #

25w 714 |switch(boot)# |load-nxos nx-os f A —Y % — KLZ%EJ, load-nxos=~ > K

1 :

switch (boot)# load-nxos

. RENTWVBEBVICATTTALERDH D £
T, ZOaAv RTIE, A A=Y 77 A NV4E A
JILNTL 72 &0,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |

B =z x0—rzEET 20071 20y 0—F

ARV FFEREETIVa Yy

S

RTYT | FHLWVEBHERAT— REFHLTT A Acn |FTar74Falb—rva ik, ary—in
74 LET, BB 7 A K LT a— I ARERENA F—T T
Bl - RoOTNDZENRINET, FLWIRATY— K%
iten lomin: admin SHOBT A L THRMCT DIz, Efrar 7 g
w1l in: 1 > -
Pasoword: qnde Xal—a VEEELANTL S0, AAAY—
N ETHRIE LT EBE AT — FEFHRE L CRlE
L7eh, VE— FEREEZA X —T7 M TEET,
switch# show running-config aaa
!Command: show running-config aaa
!Time: Fri Jun 7 02:39:23 2013
version 6.1(2)I1(1)
logging level aaa 5
aaa authentication login ascii-authentication
R w716 |switch# configterminal ra—)ar7Z4Xal—3ay T— N2
1§|] : L/jzﬁﬁo
switch# config terminal
switch (confiqg) #
R w 711 |switch(config)# username admin password HLWWRAT— REFHRELTC, figxy hu—2
new-password BHZ 0 hab (SNMP) /XA T — R ELTHA
i - T&EHEIICLET,
switch (config)# username admin password egBdf
AT 718 |switch(config)# exit Ju—)ar7 4 Xal—ary ET— REKT
15'] . Li—g—o
switch (config)# exit
switch#
AT9 19 | MEECT, BICEVINLIZA S LN A—rR— | —
NAY BTV a— by v — IR T £,
RTFYTN | MEET T, AZ LN, AR N PRV 0 — | —
JLTCnx-08 f A— T &EEEILE T,
R T w721 |switch(config)# copy running-config startup-config |92f7a. 7 4 X2l —arv ks, REZ— KT v/

51

switch (config)# copy running-config
startup-config

a7 4 Xal—Taricar—LET,

EEENAD—FZEETE-ODOTNNAAD)O—FK
FNRA ZADBREZBFBEAL TR Y NT—VEHFE AT — REFHRETXET,
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wmE 27— keEET 3007 2oun—F [

AR ZOFEEFETTIDLELE, TAARALEDOTRTO T 7 4 vy 7 BRPEiSET, T35 X &0
fel I ~T 2~ 3 5HbkrsnE7,

\)

GF) BHEHA LA —TzAALDTenet £7713 X277 =/l (SSH) v g rnhbEHEHE A
U— REEHETAZELIITEXETA, =l ary ) — AR EHTXANERNL Y £7,

GE)  RNAU—FROEEICE>TEHINDIDIE, v—h 2—% F—F X—ZANOH LVEE
NRAT—=ROHZRTT, VE—F AAA P —"ORAT— RIEHFESNEREA, FLUVWIRT —
Rix, B—BNAGERERA X — T VOGEICOHEMN/ D . U E— MBIEOLEITA N2
FH A, NAU—FNREIETEZE, o —Anbou l A kT 5 a—h VIR A R —
TN Bl —WZa Y —AnEH LW A T — KT A TCEDX01C20 F

ﬂqo
FIEDHE
1. 70T 4T RA=—"N—NR_A P ETa—LDary—)LR— TRty > a 2L
7,
2. switch# reload
3. 1=z—4—>boot n9000-dk9.x.x.x.bin
4, FEHENRRATU—RZEETIEZODT A ZADOERFHEAN 28 X—=Y) ODAT 76~
20%5FEITLC, Ry NT—7EBHERAT—-REHHRTLET,
FIED M
ATV RFEEIEFT7ZII Y B #
AFY TN T ITF 4 TR A= =S P E T a— DAL ) —|—
JVIR— M TRy v a U aEL L ET,
AT v F2|switch# reload n—% a7 MIEET DL IICT A 25 Y

Bl B— RLET, ROA v E—VBRERSNED,
switch# reload Ctrl-C %??ﬁ‘ﬂ\gﬁ)% D iﬁ‘o

This command will reboot the system. (y/n)? [n] Booting nx-os image:

Y bootflash:/n9000-dk9.x.x.x.bin....
2013 Jun 7 13:09:56 switch %$ VDC-1 %$
$PLATFORM-2-PFM SYSTEM RESET:

Manual system restart from Command Line Interface

writing reset reason 9,
GNU GRUB version 0.97

Autobooting bootflash:/n9%9000-dk9.x.x.x.bin
bootflash:/n...
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B ==z zx0—roz=

ARV RFEREET7TOVa Y BHY
Filesystem type is ext2fs, partition type 0x83
Booting nx-os image:
bootflash:/n9000-dk9.x.x.x.bin.... (-===>
Press Ctrl + C)
. .Aborting Image Boot
GNU GRUB version 0.97
Loader Version 3.22.0

loader>
AT v 73| u—&—>boot n9000-dk9.x.x.X.bin A F T— kK a7 MIBEIET HI121E, nx-os
- ARA=VEFTT A, AxFHEZH LT,

loader> boot n9000-dk9.x.x.x.bin
Filesystem type is ext2fs, partition type 0x83
Booting nx-os image: n9000-dk9.6.1.2.I1.1.gbin....

Lesser General Public License (LGPL) Version 2.1.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php
and
http://www.opensource.org/licenses/lgpl-2.1.php
switch (boot) #

ATy TN EENRAT — RZMETLHZODT A ZADER | —
BEA 028—) ORAT v 6~20%FEITL
T, Ry NT— UV EHE R — NEFERELE
T,

EEENRAT—KODLHE

Xy MU= EHENRZAT— REBHET 52013, admin & LTRZA T D0ERH Y 3,

BHEENRAD—FOEEIZET A 54 0 EHIREE

BHFNAY — FE2EET5I1E, ROFEEFEHELGIFFHICE > T EEN,

« CLIZ~ & R no service password-recovery & 4 2 £ 721X T 2 I12i%, HHE ThH HME
N0 ET,

cEHENAY = FEERTLHIE, BHEL LT /A T O0ERHY 7,

« BiEID 7 — kN TEBLE D CLI 2N LG, 77— 7n 7 M b EBRE R T —
REEETLHZLITTEETA,
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BEERT— FOEEICET 541 k51 esimsn ]

A\

GE) ®BHEHFZFLLTEIZA L TWARAWVWESIT, =9 —2BRREINET,
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B s=2 20— FOZECETEHA K512 LHRER
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4.
=% =R

FA O ADBED CSTVoa—Ta4Y
5

TAR L ADMED N T TNy a—T 4 BT DEHR (37 =)
FTA B AOEEFEEB IOHKIEHE 37 2—)

cTA B AD N T TN a—T 4 T OMYT =7 U A~ (38 %—2)
cCLIZEA LT A4 B 2AEHROFTR (39 <—)

e TABVADA VA N—/VDOME (40 ~—2)

SAEOADBED CS TN a—T 4 UFIZET 31E
R

CiscoNX-0S Tl&, —HOMEIZT A B ANNETT, T4 BV A E, VAT LATINHD
MEREE AN LE T, FA B AEBEEZHENIT AV AT AT LIZTA B A EFEAT AN
NhHET,

D= DT ILES

SAEBLRF, FABLV AT ANANBA LA N—NLENBELY— DY TNALEREFHEHLT
ERENET, vy — DV TARBRIHESNTIASA L AZELTIE. Z2OTL LR
EMOVAT ATHEHTHZ LITTEERA,

=T OXRHR

FTAV L AERGLY ¥ — VAR T A IE. TACICHEKE L TH LW I A B A2t 54
ENBHVET, HTNTIA B ATy —2 DY) TIERZIIHESHNTEBY, il y—T
ITEERE L F 8 A

AL ADIEEFTELS I UHNER

CiscoNX-OS DT A L AER/IGAEIE. RDOHTA RTA - TL TS0,
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SAEVAOMBED FS TN a—F1d |
B st x0r590sa—F4v5008F v s URE

« TA B ANBEIEREIZHEASNT, BERTA B AZHBITRELET,
DI ST, FTA BV AZEMEILLET,
o VAT DA B OEAGERNF ISR SN T D -GBIEF—2 A LET,

e TA BV AZELTHEIT, ELW Yy =3 U T AFSEAN LTI ZS N, v
TNEFE, FABAZEA LA N—NLTHU Yy —VERIUTHIMERDY 7,
show licensehogt-id 2~ > R&EFEA L., =2~ FEAHLT, V¥ —2 DL U TALE
FERIARLET,

VU TNERSEEMICAALET, YU TAESZIE. Erofboics 0] %
FHALRNTI SN,

X —UVIIEHBDOITA B AEEL LET,
e TABVA T ANEYE— NOBERGHINNY I T v T LET, T4V A 774

NWaT —=AATTHE, VAT LATEENRELEGAIZT A ABNKDOND Z LWN8
<720 £9,

VAT ADVIYTNEFESEMEH L CTELLZIA B AR LT, £ AT AIZELW
SABVAEALA VAN —ALLET, FTAEBLVRIT, VITAERLTTS Y N T+ —AICH
HTT,

« show licenseusage Z#ffi [l =~ N, A A b=/ OfERICHEH S E T,

e TARVATFANEELTLIZY XL TR WNWTATATHEH LD LanTL 72X
W, Uy — U ERIRHIT DAL, W AF v — PR MEYHICEE LT, LYy —
DT AL ABELLTLIEEN,

SAtEAD ST a—TFTa T DNEF v Y
2k

FTAV L ADOMEEZ T TN a—T 4 T THRIL, ETROZ EEFHERLET,

FvIURE Done
EXLETRTOIA B ADYy— VY T ARG MR LET,

EXLEZTR_RTOITIA|R A ADT Ty N7 —LbFRETETT 2=V XA T %
MR LET,

FTA VL AOFEHER LW ZREEF—2, v —3 DU T AESEEL
HBLIEZOERILY Yy —obDEDTHDHZ L 2fERLET,

BT HHEED T A B RAENELETEHTRTOY AT AL, §TDHT
AV ANL VAP LENTWDZ L EHERLET,
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cUEEALES oz EgoRE [

CLLZFERALI=74 A BEHRORT

FIEOHE

1. show license [host-id | usage [package]]

F IR D

ARV RFERERTIVa Y

E]:)

R w 71 |show license [host-id | usage [packagel]]
1 -

switch# show license usage
LAN ENTERPRISE_SERVICES_ PKG

TDOVATAIHEESNTND T A B AERE R
RLET, A B ADAA FNIDEF T LI,
host-id ¥ —7V— FZHHL £, T XCTHOTA
AEIERED Y A FE IR E LIy 7 — VD

BERED U A M & FRT 5HI21L, usage ¥ —V— K%
AL ET,

il

WIZ, £ VA= ENTWNWETRTCDTIA L AF—T 7 ALV ENEERTT D
ZRLET,

switch# show license

entp.lic:

SERVER this host ANY

VENDOR cisco

INCREMENT LAN ENTERPRISE SERVICES PKG cisco 1.0 permanent uncounted \
VENDOR_STRING=<LIC_SOURCE>MDS SWIFT</LIC_ SOURCE><SKU>N95-LAN1K9=</SKU> \
HOSTID=VDH=TBC10412106 \ >
NOTICE="<LicFileID>20071025133322456</LicFileID>LicLineID>1/LicLineID>

\

ZOBITIE, BUED T A & ADMALRBLUCE T 2 1FREF R LET,

switch# show license usage
Feature Ins Lic Status Expiry Date Comments Count

WIT, WE LIy r—V ORED Y X b Ford 562 L ET,

switch# show license usage LAN_ENTERPRISE_SERVICES_PKG
Application

bgp

pim

msdp

ospf

ospfv3

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



SAEVAOMBED FS TN a—F1d |
B st xoroxr—noms

WIZ, A ZDFRARNID #FrT A50%2 R~ LET,

switch# show license host-id
License hostid: VDH=FO0X0646S017

)

GE) =zZmy () DEORICFHETEINASIDA2EALHEHALET, VAD 1T — KA 1D
<7,

TJALVADA VAR —ILDfERE

~ B

VT ILEBEESDRRE
FTAB L ABFELTHEITZ. ELWY—2 VU TAERSEHEHTALOICL TSI,
show licensehost-id 2~ RZfEHA LT, CLIZHEH L TWA T AT LDy v — v
TNHEFEAFTLET,
WOy —VHADOITA R ABERATDLHE, WOVAT A AvE—UNRNERINDIIEDRHY
F7,

Error Message: LICMGR-3-LOG _LIC INVALID HOSTID: Invalid license hostid VDH=[chars]

for feature [chars].

Explanation: The feature has a license with an invalid license Host ID. This can
happen if a supervisor module with licensed features for one system is installed on

another system.

Recommended Action: Reinstall the correct license for the chassis where the supervisor

module is installed.

\}

GE) IA4 B 2ADFEXTav ATy =YDV Y TIABESEZANT LIRS L. YU T LESICER
DOROVIZLT TO] ZHEHLRNTIE I,

DATLBORMA S v— T5—F-1E54 22 RERE
FTABLRAIRITEINTZV AT A LTEATHY, TOMD U AT ATIHEHTT, 74
B RAE VAT AETRBEIT AT, T =0 BR— FoHEYEFEICBEWEDEL X
AN
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RELTWAEYURFENE=5/4EVR

FTAVUANA VA M=V EN, ERICEELEE, VAT A N—RUT2EHLEZD,
bootflash: DRJEMNHEELT-V T DL, T4 BV ANZNE L TERINDZ EXHD 7,

xELTWBEUR banES12vR |

IR

EZZALNBEE

AL TT I

FA L AVIRE
LCWnWnEU XK
SHTWET,

e A AT /A Sy i S ¢
TBUADAL VA PNV S L
* L7,

%48 L 7= bootflash: 7> H[EIE 51
X, R LT — N7 T v a2 dlE
B 5—=) ZZRLTIEE

A —7%—734 H bootflash: 23HE L T
WET,

W, T4V RAEFHA LA M=V
ij‘o
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B,
=% =R

R—rDEZ TN 2a—TFTa2)

e AR—FDNT TN a—TFT 4 U 7IZONT (43 %—2)
cAR—=bDRNT TNV a—TF 4 VT OFEFHEHFEER (43 X—)
R —R DN T TN a—T 4V TOYMF =7 VAR (44 X—7)
o R— MEHRDOFER (44 2—)

cCLINLDR— MREHERDO N T TV a—T 47 (45 X—Y)

e R—=F AL HF =T A ZADRED T TN 2—T 4 7 (46 —)

[e] — \ ~ — -~ Ny
h"—FrD LS TILa—T 422D T
TNRAATIODT—H Vo IInBRIOT—2 ) 7 ~D7L—5 0 L—%4TH 2%, 7 b—
ANEZEINDA LV H—T oA ADOFMEZERT HLENH Y £, HEINTWNDLHA
=Tz AL, A=V Fxy b A X —TxAf A, VLANA X —T A A (SVD) . £721%
BHA X —T 2 A (mgmt0) TI,

A H—T 2 A ATE, RO L) IZEHFRE EEER T — X ABREEM T LN THET,

gl
EHBOEIE, BEZMARVIRVER SEY A, JOREICIE, FHE— FTRETE
HEMOBIEN DY £,

CEIERT =X RF, A U H—T oA ARED L) RIEE SN BEOBED AT — 4 2 %
KLET, TORT—FRFIEETET, SiHAMVEHATT, A VX —T A ABF T
LTWD EXiE, —HoMm @EEEREY) NADCARLARVEARH Y £3,

A— k= R, FHIRRE, BRUOEHEREOFEMIZOWTIX,  [Cisco Nexus9000 > J — X
NX-OSA v ¥ —7 = A AFEHNA R 2B LTI 7EI W,

R—bDES TN a—T1 VT DEEFHLEHNEE

NP F =T 2 ZRETDHAE. ROTA FT7 A4 He-> TS,
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B« rorsorva—sivr0umFzvsuzt

¢« TNRA ZADEEZTIRDADENT, V¥ =YDV a— LNRFEBVICHEEL WA Z L%
AL TL7EEW, showmodulez~> FEEHA L, LT, REEHFITTDEIICE Y =2 —
AINEFEIIT VT4 7 ThHdHZ MR LET,

e R — K FTN—TIZEHAR— FNERETHEAIE. KOF— K E— FOEEFRIIES T
<TZEWY,

cHHAE—RTIL, 4 R—F L —TTL 121 DOOR— FNDOLEZHRETEET, o3
OOR— MIMEATES, Vv MY rENEEEIIRDET,

DI DODR— FDNTHNNRA X —TILDEE, Y OR— FEHHAE— RICKRTE
TAHZLITTEERA, TOMDIODR— M, Bl&HHE A Rr—TVIREICARY £
—a—o

¢ Cisco NX-0S DR— FRED T A B AELEITH Y FH A,

R—=brDEZTNoa—TFTaTDNAF VI VXK

NIV a—=T 4 T D LT, ETROZEEMRLET,

FzyvP )R+ Done
WA T 4T 2T v 7 LC, BE LMW 2R LT,

fE A H DSFP (Small Form-Factor Pluggable) 7 /XA A3 A 2T L » THARR Iz
HLOTHY, BELTWARNWZ 2R LET,

R— FRED>TWAZ L%, noshutdown =~ > REFHTALERH Y
*9,

showinterface~> R&EMHHL, LT, £ X —T A ADRELZMHBELET,
R— N REVER 72 & 7 RBEIC 72 A BRHIZ SV, [Cisco Nexus 9000 Series
NX-OS Interfaces Configuration Guide] #Z&M L T 72 &0,

R—=FEHEBLLTRELIZZLE, R—= M L—THNOMD 3 DDOR— NI
LTWRWZ 2R LET,

R— MEHRORTR

show interfacecounters 2~ > REEATIUE R— b IV X 2RKRTH-00a~< Ri@EE
WX, 77T 4T T TNy a—T 4 THICORN T 2R LET, ZOHE, £T5
DB EI VT LTR=ATA VEAERT 20 ERH Y £, REIMICHz-oTTr 77471
2o TR — hDOYE, BT ZITEMN STV LEIXERE R 2202 R H 0 3, &
VA EZVTTHIEICLY, BRERTOEEDY 7 OBifE%E L0 EfICitiE T £,

TRTCOR—= M DT B ERITRE LA I =T 2 A ADH T Z 57 VT T 520, RO
WIFnhoawr REFEHLET,

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)



| R=rob5TLYa—F12Y
CU 5 Ofi— MEEHERD FS TV a—F 120 |

e clear countersinterfaceall

» clear countersinterface range

BT ZEFERA L TZET L — AL L E T L — A BOAEEEFERT ALY o
RE 23 T & £,

W= MIBET D FMER A IET 21213, RO~ FEEHLET,

» show interface status

+ show interface capabilities
« show udld

« show tech-support udld

CLI & 5 DR— MREHEHBD S TV a—TFT 1)

A B =T 2 A ADTERNEREERT HIZ1E, showinterfacea~ 2 FEFEHALEST, D
a2 RNk, A—FOWRBEICINAZ T, ROBEHEERLET,

* Speed

« b7 VLAN DAT—HF X

c EZEENTZT L—LADK

fpEm T — (W, =7 — RERT L —LRE)

switch# show interface ethernet 2/45
Ethernet2/45 is down (Administratively down)
Hardware is 10/100/1000 Ethernet, address is 0019.076c.4dd8 (bia 0019.076c.4dd8)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Last clearing of "show interface" counters never
1 minute input rate 0 bytes/sec, 0 packets/sec
1 minute output rate 0 bytes/sec, 0 packets/sec
L3 Switched:
input: 0 pkts, 0 bytes - output: 0 pkts, 0 bytes
Rx
0 input packets 0 unicast packets 0 multicast packets
broadcast packets 0 jumbo packets 0 storm suppression packets
bytes

o O

output packets 0 multicast packets

broadcast packets 0 jumbo packets

bytes

input error 0 short frame 0 watchdog

no buffer 0 runt 0 CRC 0 ecc

overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble

O O O O o o o
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B o« tr s-—ozqxomED ST Ty

output error 0 collision O deferred
late collision O lost carrier 0 no carrier
babble
0 Rx pause 0 Tx pause 0 reset
Receive data field Size is 2112

o O O

R— A A —T A RADBED STV a—TFTa Y
b
AR —T A RBEEMNHEZELE

A VB =T 2 A ARENHADHERFEAE L T L AREMERDH Y £,

Symptoms EZbNBRE Jyiya—3v

A HE—=T 2 A ARENPHEZ | AV F—T 2 A A F— KB A|[CiscoNX-0OS I, LA F¥2HR—

F L7 A vTFR—=—FE—RZELEZ| b E—FELAPIFR—F
nE L~ ET—REUIDBZD &EEi2A

VA —T oA ARELHIGRL
9, AV H—T oA A%FH
RETHMLERH Y 7,

A3 —T A REBHICTSEL

A B =T 2 A AEAMIT D L S ICRIER AT LA REMSH Y £,
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BERAR—

FD RS TS a—Fa vy

sat—regeczan i

8

EADNBRE

Yy )ya— 3>

AR —T o A%H
Nz T EH A,

AR —T A ZAFEHAR—F
TN—TD—ETT,

1 OOR— FRHEHR—FTH L5
A K=K~ T —THNOMD3>D
A= bhEAMT LI LT TEEY
/s show running-configinterface =
~U REMHEHL, CLla~y FafE
LT, b—hE— FRELHRDL
7,

A F =T =2 AREICY T—
FAR—FEDOEHEMRDH Y £
/\/o

show interface capabilities =~ > R
PEHAL., a~r F&2FEHLT,
W7 DR — M CHRED B 570 E
IMEMEER L ET, LEITISLC TR
EEREE L, R— O AN
L%,

LAV2ER—FIRT 7 ER
VLAN ([ZBH#fHT BT
VN, E721E VLAN 28— B ok
RIZHY £7,

show interface brief =~ > K % i i
L. v R&a#EHL T, VLAN

WTA U H—T 2 ANRESNT
WHMNE D IE~%E 7, showvlan
brief a2~ REFHL, a2~v K
ZEA LT, VLANO AT —H A%
F~_FE9, sateactive =z~ NAafd
AL, =2~ F&VLAN 27 ¢
Xal—varyE®—RFCHALT,

VLAN ORRER T 7 T 4 TITRE L
£7

8572 SFP 3R — MBS
Tl/\i—é—o

show interface brief =~ K % i i
L., a~ U RFEFEHLT, #Eolz
RN —REfHLTHDENES
DEfERLET, AR R— K
3% SFP L R L E£7,

M ZERTE TEALY

R—hzEMELTRELLD &35 L, MBEPEET S AR

e H Y £,
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8

EADNBRE

Ylya—3y

BHHAR— %
TEEA

R—~ T N—THNOMD 3 >D
R—hMIvry v b ERE
REVR

shutdown ==~ > RZHHAL, 2+
VREAVHE =T 2 A O T 4
Xl —varyrEv—RFRCHEHALT,
R— NI IN—THNOMD 3 >DFR—
[N vl = S

R—FE, R—F ZL—7FDk
POR—FTIEH Y FHA,

R— K T —T DRI DR — DI
PEAE— NICRETEET,

R— b VO BEEFLFEGESNATOGLVREBOFFICE STV

K METIRY v 7 AR & 22 R A B TR D £,
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| R=rob5TLYa—F12Y
LYYy 75vEvnnET s |

ik EZZb6NB5ER Ylya—3>

AR— 2 link-failure | AR— MNEGR AR TH S, ERAFDOAT 4T DX A TEHERL
REEOFEFIZR-T x4, B, U LE—FR (SM) |
W5, ¥~ rFE—F (MM) 7

shutdown =~ > R&fEA L,
command followed by the no shutdown

gV REMH LT, N— &2 ES)
LToroaMcLET, T TH
B X, RCEY 2—10
BOR— N EIIMDOEY 2 — 1D
R— ML BE L TAET,

Small Form-Factor Pluggable ZOMENEETALE, R— KNI b

(SFP) OHEENFEHNTE |50y h F— 2 F—FOFFIC
RO, SFPICEEEDRSH D | 20 | ERIEFFRENERE A, MAC
AIREMEDN D D £, LUV TR L2V, Z ORI,
A—hEEORTEE-IFAEI R T
T—3 g ZBE LTV D Al REMEAS
bV EF, £ ¥ —7 x4 A|Z SFP
NELLEYfFonTtnsdZ ez
MR LE7T, SFP Y 1T E LT
 ED R U722V AT, SFP %
BT D, AA v FOROHR— K
ERLTIEEN,

U > 7 SR BE T I LT |show logging =2~ > R&EMA L, L
W5, E£720%, V7 MNARA | T, [LinkFailure, Not Connected]
FY—RA 2 MREBIZAR STV [ AT A A= RNHAOENDENE
%o I MEFPFNET,

shutdown =t~ > RZfH L,
command followed by the no shutdown

gV REMHEHA LT, A— L E2HED)
L ToroacLET, T TH
B BEIE, ALEY 2—10
BIOR— M FEIIOEY 2—10
A— M aBE L THET,

FHLGEW) Y 25 9EVITHAERET S

RN—=bFTT7 T v IREETD L, R— MRENROIEFTELL, —&KI D&, RKHDIR
REICR > T DR L £7,

1. Initializing : V > 7 Z#HL L T ET,
2. Offline : N— MFA T T4 IREETT,
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. 7R— k A\ ErrDisable $KEEIZH
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3. Link failure or not connected : MFEE U o 7 WEMWERFE T, T 7 T 4 T 72T A AN H

D EHEA

THIL2W) 7 7T 9T DT TN a—T 4 TR, ROBHREZEREST D LM

BT,

VT 7Ty T ERASE Y
cEBEOY T Ao,

Bl

EABNBDREE

J)a— 3y

FHLWY o T
T IRREAELE
ﬁ—o

By b L— MR LEVEEZBEZ
7272912, A— k2% errDisable
AT — Mo TWET,

shutdown ==~ > R&fEA L.,
command followed by the no shutdown
Iy RTCHR— M3 OREIZR
DET,

AA v FOREIZEZY, =R
FRAATY 7 75y TEME
DAL TWET, REO—
TRD LB Y TT,

o — R = 7 FEEE 71X
B N— Ry =27 =5 —
Wi, AL v FTRT Y
MRFEIEINE LT,

VT RNy T 27—k
TRy MPRBEEINEL
7=,

I T L— ANESTTN
A AR E ST,

MAC RIANZL-»TmrEnsdY
v 7Ty FOREMEEZHRILET,
T RTAALALDT Ny TR %
FHLT, MEDO T Ty a—
T A VT EATOET, ST X
T, =79 —0%ETHE, Vo
OBEVHEDBINEND Z EHRH Y
FI, 20X RGE. VI ER
WIBET % 713734 212k » T
Hien E5,

R— A\ ErrDisable IKEE(Z$H 5

errDisabled IRFE L 1T, A A v FNRAR—vOREEZHBEH LT, TOR— 1 2T =T ML=
ZEERLET, ZOREIZ. A—1FDOT7 TNV AETLTWT, AT 4 7TOREER
LTCWABHAEEMERH Y 77,

il =8

EAbNBEE

J)a—3ay

A— 23 ErrDisable &
Blcdh D

R=tNT7 77 LTNE
ﬁ‘o

SFP, 7—7 )V, B LU & il
T 52X, CLI & L=
ErrDisable JREEDHEFE (51 ~—2)
EHEIRL TN,

[ CiscoNexus9000 & ') —X NX-08 kS5 TS a—F 425 HA K. JY—Z101
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CLI %A L 7= EnDisable iz iz ]

CLI #{# A L - ErrDisable 1K BE D FEER

FIEDHE
1. switch# show interface interface slot/port
2. switch# show logging logfile
FIEDEEH
ARV REEET7IVa Y B
R v 71 | switch# show interface interface slot/port FNRAANMEE B L, R— 2 F 0 EB—7 1z
Bl - Lzl L afERLET,
switch# show interface ethernet 1/14 GE) R— "D TFT 4 —T s TWVWA I &
el/7 is down (errDisabled) %EE@%EI,fiEp\ fthjf/V\ SFP. iSJ:(ﬁ
K77 A NEHRLET,
25w 7 2 | switch# show logging logfile AL v FOUT T A NERFL, K MRIEDZE
- bV A N EHERLET,
switch# show logging logfile

1l

ZOFNX, A v TFoual 7y ANvEFR LT, A— MRIEZDY X NEHRT 5
FEEZRLTOVET, PN FR—hel/7TZR—FFX VL TITEBMLEY ELIZLE
2, T =N EINFE L, ZOR—FFRR—F FrxLT7EEoLKFALLIIC
REENTWR o220, BITHNEBLE L,

switch# show logging logfile

Jan 4 06:54:04 switch %PORT_CHANNEL-5-CREATED: port-channel 7 created

Jan 4 06:54:24 switch %$PORT-5-IF DOWN PORT CHANNEL MEMBERS DOWN: Interface
port-channel 7 is down (No operational members)

Jan 4 06:54:40 switch %$PORT_ CHANNEL-5-PORT ADDED: el/8 added to port-channel 7
Jan 4 06:54:56 switch $PORT-5-IF DOWN ADMIN DOWN: Interface el/7 is down
(Admnistratively down)

Jan 4 06:54:59 switch %PORT_CHANNEL-3-COMPAT CHECK FAILURE:

speed is not compatible

Jan 4 06:55:56 switch%PORT CHANNEL-5-PORT ADDED: el/7 added to port-channel 7

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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.6
WVCHD LS TILoa—TF425

VPC DO N T TNy a—T 4 7T DM (53 2—)

VPCOPM N F TN a—TFT 4 T DF =7 AL (53 =)

« CLI [ L7z vPC DR (54 ~<—)

cZELTFA T I REBEFRDOA—F (56 X—2)

« VPC BEREZ AN TE A2y (56 ~X—2)

« 78y XU IRRED VPC (57 X—)

« PWRIRREIZREAT L= vPC £ VLAN (57 ~X—70)

*HSRP 7 — F 7 = A ZFfORA RN VLAN B2 CT 7B A TE RN (57 =)

WCD RS I a—T4 0TI 555

VPC I, 2 DDRARZ TR ZZHEMICER SN V7 % FOMDT NA AL E—O
AR—hF F¥yprNLELTRZDEIITLET,

WCODMEA RS TN a—F420FDFzvHI YR F

VPC ORJEAZ N T TN a—T 4 7T HBIE, STROZ L 2R LET,

Frxvo )R+ Done

VPCHR—TF T4 TV ZIFBOVREIC vy B 7 ENETH, £ 9 ThRNE
B3, TN NTEVRFICY Y B 7 3NET, Z08S. MAFDVPCE
T TN ADEBR— MIEFEA AL v F PRSI TWET D,

VY X—TT 5T AvE—UIEHINDEEITLIP T RUA LGP 7 R

LAMELLLZFDVPCET =TT 747 U o 7 ZEEST 5TV 5 VRE
MORENERRETHD Z E MR L TLIZE 0,

BT =TT IAT IV INT L TWAZ 2R LET, £ LN
L. VvPCET VU REHLEYT AL
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B cuzemLrwcomR

FxyP1)R bk

Done

vVPC 7 U7 N, vPCVLAN OHZFHFATHLAT2HR—K Fr L vJ
VI LTRHREISNTWAZ 2R LET,

VPCET TNA AMBEE T AN — AT, AT D72 DICAR— b F %
FNTEIY Y TAVPCERIL. WHFDVPCET FALZATRIUTHAILERD

D ET,

VAT MERIEN A FENCRRIET A AIE. WHOVPCET T34 2 ETRU
TPIAFT VT AEEE OB T TCNDZ L EZMERLET,

show vpc consistency-parameters s & 4L Tk Y, 2+ KT HFD vPC ¥
T TNRARZRUEZA TN NRTGA—=ERNDDHZ LR LET,

FIA<IUVPCHRTFTA <Y STPL— R THY., BALZIVPCHREDEZ Y
STP/L— FTHDHZ L EZMRLET,

CLI Z{& A L 7= vPC D2

CLI ZfEH LT vPC ZFERT AHITIX, IROWVTNINDX AT #FITLET,

avwo kR

B8

show running-config vpc

VvPC 7% E DHER

show vpc

VPC DAT —H A &R L E 7,

show vpc peer-keepalive

vPC peer-keepalive U > 7 D AT — & A % KR
L/ i ‘a—o

show vpc consistency-par ameters

VPC ETIZRIL A A TN NRTGA=EBHDH T
MR LET,

show tech-support vpc

VPC OF 7 =J1 ) YR — N OFEMIBE RS FH R
ENnET,

show port-channel summary

A=K F ¥ LD AL R—=RBYPCII~ v B
TENTWHZ L EMHRLET,
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cuzpmLiwe oz [

avy kR

S

show spanning-tree

STP B3 %h72556 . RO STP /3T A — 4 13
—ThdI EaMERLET,

«BPDU 7 4 V&
«BPDU 7 — K

« T Z K

c ULy AAT
cFIALFV T

* VLAN (PVRST+)

WORFNL, showvpe 2~ > FOH 7z Rm L TOET,

TO

Legend:
(*)

vPC domain id
Peer status

vPC keep-alive status
Configuration consistency status
Per-vlan consistency status

Configuration inconsistency reason:
Type-2 inconsistency reason
vPC role

Number of vPCs configured
Peer Gateway

Dual-active excluded VLANs
Graceful Consistency Check
Auto-recovery status

vPC Peer-link status

id Port Status Active vlans

1 Pol0 down -

vPC status

id Port Status Consistency Reason
2 Po20 down failed

50 Po50 down failed

- local vPC is down,

Peer-link is

A< RICK L TERFRSNE

forwarding via vPC peer-link

1

peer link is down
Suspended (Destination IP not reachable)
failed

success

Consistency Check Not Performed
Consistency Check Not Performed
none established

2
Enabled
Disabled
Disabled

(due to peer configuration)

down -

Peer-link is down -

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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REBERDF—H

L=%4 T1REEZRDT—H

S AT 1 DREHEFZDOR—BNEKTVPC U &7 ZEE TE W &0 S BN EET L2 5HE0
&) V) \ij—()

NN EABNBRE Y )ai—vay

2 AT 1DOBREEZEDOAR |VPCET R— N FE7-1E A > 73— [ show vpc consistency-par ameter s
—BEZELELE,  |v v K- hORENFA—T |interface 2~ FEHEHL, =2+
£ £H A, Y REFEAL T, REDOAR—EDF

LT LG e fE L ET,

WIZ, R—b F¥ 2D VPCEEMENRT A= 2FXRT D0 E2RLET,

switch# show vpc consistency-parameters interface po 10

Legend:
Type 1 : vPC will be suspended in case of mismatch

Name Type Local Value Peer Value
STP Mode 1 Rapid-PVST Rapid-PVST
STP Disabled 1 None None
STP MST Region Name 1 " "
STP MST Region Revision 1 0 0
STP MST Region Instance to 1
VLAN Mapping
STP Loopguard 1 Disabled Disabled
STP Bridge Assurance 1 Enabled Enabled
STP Port Type 1 Normal Normal
STP MST Simulate PVST 1 Enabled Enabled
Allowed VLANs - 1-10,15-20,30,37,99 1-10,15-20,30,37,99

VPC HEEZ BT TE LD

VPCHEREZANCT DL, =T —DRFRINDLIEDBHY £,

fER EZonbREA VDR

VPC BEREZ AN L | ~— R = 73 vPC & AHED [showmodule 2~ > REFEHL, a2~

£ b FEHA, YREMEHLT, HA—xy b E
Va—DN— Ry =T N—=T =
R LET,

WIZ, FEV 2= =Ry =T "=V gV ERRTLHHEZRLET,

switch# show module

Mod Ports Module-Type Model Status
22 0 Fabric Module N9K-C9508-FM ok

24 0 Fabric Module N9K-C9508-FM ok

26 0 Fabric Module N9K-C9508-FM ok

27 0 Supervisor Module N9K-SUP-A active *
29 0 System Controller N9K-SC-A active

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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JovxvonEnwe i

30 0 System Controller N9K-SC-A standby
Mod Sw Hw

22 6.1(2)I1(1) 0.4040

24  6.1(2)I1(1) 0.4040

26 6.1(2)I1(1) 0.4040

27 6.1(2)I1(1) 0.4080

29 6.1(2)I1(1) 0.2170

30 6.1(2)I1(1) 0.2170

JOv X2 JIKEEMD vPC

Bridge Assurance (BA) 2NF[K T, vVPC 7 Ry XU ZIREIZRDZ ENRH Y £,

fEAK EZZoN5ERA Yy ya—3v
VPC 37 w2 70k |BPDU IZ. R— FF % XLOH |[vPC TIEBA Z BN L72WTL 72
1E, — VI TORHREELET, BA| IV,

DOIEFAHBHENS &, vPC 4
KT ey xR F
‘é—o

RWTIKEEIZF8 1T L 7= vPC L O VLAN

VvPC D VLAN 23FRIREEIC 72 B 2 &3 H D £7,

FEIR EAbNBEEA Y )ai—ay

vPC | @ VLAN 237 |vPC TR &N TV D VLAN 28 |VPC THAI SN TWDHT_TD
WRREEIZRAT L7z,  |VPC ET U 27 TSI TV [VLANIEX, vPCET U ¥ 7 THEFA]
AN SNHMLENRHY ET, 72, vPC
v U7 ETiL, vPCVLAN DA
AT AH L AMERLET,

HSRP 7 — b A ZRHEDORA FAVIANZHEATT V
ATERRL

VLAN @D vPC BT 534 2 & ZF® VLAN DR A KO J5 T HSRP WHENZ /2> TWAHHE
B, FNEDOT AL ZTBEH D VLAN ONERIZRBIZE T R WAEEMNH Y £97,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



B ousrer— oz EEORR MAVAN EBATT S £RTERL

WCD ST a—TF1vy |

FEIR

EADNBRE

Y)a—3ay

HSRP /' — h U = A %
FFOR A ME, VLAN
EBAZATT7EAT
TFEHA,

RARN F—bFT7=A4DMACT K
VABVPC ET T34 ADWTHh
MOYEMACT FL A v E
VT INTWAHEE, vPC DL—
TR A T = R LK T
ARy T7INDHTENRHY F
7

RARNF—FT=ADMACT R
L AZ, WO vPC E T T
A ADOWEMAC 7 KL A Tid/p
<, HSRPMAC 7 FL R |Z= v &
YILET, BT F—RUxA

X, 2OV Y AOEBERIZR D
F9, FEFTDHEIC, BT F— 1
T oA OFHNZONT ALY 7 £ Fa
L—yay A REZRLTLE
S,
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VLAND rS TS a—F4 08

* VXLAN OJEEDO N F TNy a—T 47 (59 _—7)

e Broadcom > = /L T —7 L2 DOWNT (69 ~=—)

« GPORT & R/ SNV DR — bEB~ vy B 7 OHE (73 X—)

T ANBE—=FDEDIZEDA L F—T 2 A A NT T 4 v I DERHENEEFET S (74
~—)

*VLAN ®7 7 v K U RO (74 _X—)

s T RMER—ENT Ty R URARND—EHTHDLNE I DPOHEG] (74 ~—)

VXLAN OFSIRED F S TN a—TFT a5

VXLAN 7 —% /XA, RONRNAREENET,
s WNTF XX AN BTSN A XA T 4T LA 2y NI, Xy b= (LA
Y2/ Bb LAY 3) HA~DT 7 ATVXLAN ICh FEUbEn £,
e VNN TFFx AN BT EILIEER AN XA T 4T LAY 27y MEIXy hT—7 D
VXLAN TH 7R S, (LAY 3InbLAY2~) FEWKTZ7EALET,
X=X X AN DT ENMERR  RAT 4T LAY 2y NI, Xy hT—7 (LAY
2B LAY 3) HEA~DT 7 AT VXLANICH PR bENET,
e =% ¥ AN BT BIMUIEBR SR XA T AT DL A Y2y RI3Ry NT—2 D
VXLAN TH 7w /bfigbR S, (LAY 3nbLA Y2~ FHacr7 782 LET,

INEOF—F RNZAEZBESAHE . VXLANOBBEO NI 70y 2 —F 4 U TSI b £,

A

FE VXLAN OfEAZ N7 7V a—TF 0 73 5121, Broadcom ¥ =/ 2~ R&EITT 540
FENH Y £9, Broadcom /b a2~ Kit, Y AadYR— MEYEFOEFEEE T/ 135
RENFZGAEOREEL THEHALTLIEEIN,

)

(GE)  Cisco Nexus 9300 >V — & A A v F %, VXLAN ZH 7R — bk L CWWET, Cisco Nexus 9500
V=X 2 v FIEVR—F L TWOEHEA,
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B < 75vxrn7enszerny Tant by b

TILFXEVYR M ATEIENNZRTROY TENF=/y b

FIRDOHE

F IR D ¥4

&

ATy T2

ATvT3

Sy NI =27 7B ATHHBNCT A A TARP ERE X~ L F X A~ Xy R R
7y 7 ENTWBAEAE. ROFNEIZIENET,

1. Broadcom > = /VIZT 7 A LE 1,

2. stgshow 22~ RO EFHRT, FFED VLAN O R — k23 STPHEEIRAEIZ 72 > TV D
EOMEafEER LET,

3. N—=FBVLANDO—HTHLNE I DERERLET,

4. mcshow =~ RO ZFHXT, v —H /L VLAN R — k& T EAAbLR— b3 7L
{77y FUAMIEENTWDOINE I DEMHERLET,

5. mcshow 2~ FOHEINIE L L 20 EA1E, Broadcom ¥ =/l E— REZ&T L,
showtech-support pixm, show tech-support pixm-all, show tech-support pixmc-all =< > K
ZIITL, HhEFRRLET,

Broadcom ¥ = /WIZ T 7B A LET,
&1

switch# bcm-shell module 1

Warning: BCM shell access should be used with caution
Entering bcm shell on module 1

Available Unit Numbers: 0

stgshow =~ > RO ZFHXT, FFED VLAN O — R 23 STPHEEIREEIZ /2> TV DM E ) I E R L
ij‘o

51

bcm-shell.0> stg show
STG 6: contains 1 VLAN (3)
Disable: xe56-xe95
Block: xe(O-xe22,xe24-xeb55
Forward: xe23,hg

ZOPITIX, VLAN3 (Zethl24 3HV ., T w7V 7 bR R— 2 eth22 THDH7-H, HI1IT xe23
(124) L hgNFoREINET,

AR— P23 VLAN O—H#Th 558 5 a8 LT,
K

bcm-shell.0> vlan show

vlan 3 ports xe23
(0x0000000000000000000000000000000000000000000000000000000100000000) , untagged
none (0x0000000000000000000000000000000000

000000000000000000000000000000) MCAST FLOOD UNKNOWN

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)



| IAND FS TV a—F4

ATy T4

ATy TH

TAFFYR kD TMER AR TRy Tantry k]

ZOHITIE, xe23 1X VLAN3 O—HTHAHAILERH Y 17,

mcshow 2~ > ROHJ1EFHT, 2—H/VVLANAKR— FE D TR =BT E2T7 T KU A
MIEENTWVAENE I AR LET,

a)

b)

HTeNMMET7 Ty R U R MNEEEGLET,
Bl -

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP 1=0xc01,VP_0=0x1803,UUC_INDEX=0x1803,UMC INDEX=0x1803,RSVD VP 0=1,BC INDEX=0x1803>

ZORITIE, 0x1803 XA 7T EAMLT T v KU A KNTT,

BT NMMET7 T R YA REZmeshow 22> RICAHDLET,
1 -

bcm-shell.0> mc show 0x1803

Group 0xc001803 (VXLAN)
port hg7, encap id 400053
port xe23, encap id 400057

ZOFEITIE, hg7 X7 v 7V T R RV R— R T, xe23 X VLAN O —H )L R— hTT,

ToT VU IRR— F v ZNVDEFE, A=K F ¥ RNLDTRXTDRA L N—=RNHNICEREINTET,
HAOCEHZ P DREENTWEEAE, MnT 537y b L) r—varn’db £9,

mcshow =< > ROHFINIE L L 724 1%. Broadcom 3 = /L &— K& T L. showtech-support pixm,
show tech-support pixm-all, show tech-support pixmc-all =~ > FZEITL, HOEERRLET,

1 -

bcm-shell.0> exit

switch# show tech-support pixm
switch# show tech-support pixm-all
switch# show tech-support pixmc-all

JILFXY A~ DTRIVILEER/ARAT ROy Tant=/\7rv k

FIEDHE

Xy NT—I BT 78 ATAHHFENZT NA ATARP B RE-IZILTFF¥ AN Xy MR
0y 7 ENTWBAEAEIR. WOFEIHKENET,

1. Ty FRA—N= A PFITEESNTZNE I D, BEOY E— F VXLAN h o rL =
RARA > b (VTEP) ORI TONTZNE S &R L ET,
2. N— 7 =72 mpls_entry BDIAET 25513, vian_xlate 7 — 7 VAR L £7,
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B i 75scxrn7enemBizT ROy Tant sy b

F IR D

3. vlan xlate 7—7 /M~ TFF ¥ A S DIPDELWZY MU RHL5E1E, VLAN 77 »
F 4T VARMIELWWA A= (7'M R LB — N R VLAND A 2 3—)
DFERENTWNDENE I D EMHRLET,

AT TN RNy hRARA=IR= A PIZEEINTZNE I, BEXOY £—k VXLAN b /L = KiRA 2 b
(VTEP) O™ TONIZNE I haiER L £1,

a)

b)

VE—hMETRY 7 M7 CEHINENE ) D 2R LET,

i :

switch# show nve peers

Interface Peer-IP VNI Up Time
nvel 100.100.100.5 10000 00:02:23

mpls entry 7—7 NV EHER LT, VE— M ET7NNN— R =T TEHINTENE I DEHERLET,
&1

switch# bcm-shell module 1

bcm-shell.0> d chg mpls _entry | grep SVP

MPLS_ENTRY.ipipeO[12368]:

<VXLAN SIP:SVP=0x1751,VXLAN SIP:SIP=0x66666666,VXLAN SIP:KEY=0x666666668, VXLAN SIP:HASH LSB=0x666
VXLAN_SIP:DATA=O

%1751, VALID=1,KEY TYPE=8,>

mpls_entry 2372 < . BHETHIAER— K (SVP) BRWEAIE, 7y hRA— =S PITEEFEENT
WAHMNE I MEHEZR L., IPFIB =7 —N2WnE ) NEiEER L £,

1 -

bcm-shell.0> show c cpu0

bcm-shell.0> exit

switch# attach module 1

module-14# show system internal ipfib errors

ATw T2 N— Ry =72 mpls_entry BDIFET 2861, vlan_xlate 7— 7 VAR L £7,

1 -

module-1# exit

switch# bcm-shell module 1

bcm-shell.0> d chg vlan_xlate | grep 0xel000003

VLAN XLATE.ipipe0[8464]:
<VXLAN_DIP!KEY:OX7080000192,VXLAN_DIP:IGNORE_UDP_CHECKSUM:l,VXLAN_DIPZHASH_LSB:3,VXLAN_DIP:DIP:OX61000003,
XLAN DIP

:DATA:OX4000OO,VALID:1,KEY_TYPE:OX12,>

vlan_xlate 7—7/VIZIX, Ty O AFFx X MEHEIPT KA (DIP) O kUM 1 DKETT,
ZOFITIE, wATFr ARy R 225003 ICEESINDEEERLTONET,
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ATvT3

AzFp Rk ATRMERRT ROy TahtAry k]

vlan xlate 7— 7 /UZ~< /L F X ¥ A RDIP ODIELWW=> MU RHHEGAEIL, VLAN 77 7 4> 7 U A |
WCIELWA Y N— (7'M E R RV R— R EBRS VLAND A U8 —) NRRIILTNDENE D i fife
ALET,

a) VLAN V77 w7 7 VA NEMERLET,

b)

&1

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP_1=0xc01,VP_0=0x1803,UUC_INDEX=0x1803,UMC INDEX=0x1803,RSVD VP 0=1,BC_ INDEX=0x1803>

0x1803 DA FEIMALT T v B VR FDFE, MIET 50 7 ALEERT 7 » B U Z B 0x1c03 (272
D \i‘é—O

0= R— "B T ENMURERTZ T v R U A MIEENTWENE I DEHERLET,
1 -

bcm-shell.0> mc show
Group 0xc001c03 (VXLAN)
port xe23, encap id 400057

xe23 I TR 7 7 v R UA NO—ETHILENH Y £9,
R—=FIRNTHT—FT 4T AT —FTHY, VLANO—HTHDZ L 2R LET,
Bl -

bcm-shell.0> stg show
bcm-shell.0> vlan show

A=FX v R+ ATEIENNRT ROy TENTF=/8y k

B—ORYA LRy TTVIEP IZEETWWAEAICFOY TJA=ZFv X b\ Ty |k

FIEDHE

TIEAMNSX Y NT—7 FHOTF AL A Ta=Fy A M7y M Ray7En, VIEPR
ECMP RS2 Z A L CRIFEFRETH 5551, ROFIEIZHENE T,

VE—FETRNAN—= Ry =7 CRIHINTNE I DEHRLET,

T ARy T~OREGEISIER— (SVP) O~ v B 7 2R LET,

XTI ARNKRY T AT I ANLR— I NESEIELET,

A= FEENLT v 7 EOYEAR— F~D~ v B 7 2ELET,

HAR—= DO R I ARNRY T AT v I A~NDY v E T ERSGLET,

RN NRTGA—=H%F =y 7 LT, EGRIP > R/ILDSIP 7 4 —/L RIZIELVWW a2 —H /L
VIEPIP 7 RLUARKRRINTWDH Z 2R LET,

ok wN-=
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F IR D

ATYT1 VE—F ETBNA— Ry =7 TRESNENE I DEERLET,

B -

7 R ADIPRTRITLAIENTNWAZ L EZMHRLET,

switch# bcm-shell module 1
bcm-shell.0> d chg mpls_entry | grep SVP
MPLS_ENTRY.ipipe0[12368]:
<VXLAN_ SIP:SVP=0x1751,VXLAN SIP:SIP=0x66666666,VXLAN SIP:KEY=0x666666668,VXLAN SIP:HASH LSB=0x666
VXLAN_SIP:DATA=0
x1751,VALID=1,KEY TYPE=8,>

BN EETIP T KLU A (SIP) WEETDHZ L 2R LET,

ZOFITIE, 102.102.102.102 23 Y E— k VTEPIP 7 KL A T,

ATFYT2 X7 ARy T~OEETIBR—F (SVP) O~y 72BELET,

51

bcm-shell.0> d chg ing _dvp_ table 0x1751
Private image version:
ING DVP_TABLE.ipipe0[5969]:
<VP_TYPE=3,NEXT_ HOP INDEX=0x18,NETWORK PORT=1,ECMP PTR=0x18,DVP GROUP PTR=0x18,>

ZOHTIE, R ARy TA T v 7 AL 0x18 T,

ATYT3 XTANKY T AT v 7 ANLR— &L TG

1

bcm-shell.0> d chg ing_ 13 next hop 0x18
Private image version:
ING L3 NEXT HOP.ipipe0[24]:
<VLAN ID=0xfff, TGID=0x88, PORT NUM=8,MTU SIZE=0x3fff,MODULE ID=1,L3 OIF=0x1fff,ENTRY TYPE=2
ENTRY_ INFO_UPPER=3,DV

P RES INFO=0x7f,>

ZOFITIE, R— FESII8TT,

ATV T4 R—= b EZLLF 7 EOYHA— h~DO~ v B 7 2B LET,

1 -

bcm-shell.0> phy

Phy mapping dump:

port

=

O 00 J o U b W
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ido
600d
600d
600d
600d
600d
600d
600d
600d
600d

info

id1
8770
8770
8770
8770
8770
8770
8770
8770
84f9

addr
1bl
81
lad
85
189
ad
185
bl

0

iaddr
1bl
81
lad
85
189
ad
185
bl

89

name
TSC-A2/31/4
TSC-A2/00/4
TSC-A2/30/4
TSC-A2/01/4
TSC-A2/23/4
TSC-A2/08/4
TSC-A2/22/4
TSC-A2/09/4
BCM84848

=

Lij‘o

timeout
250000
250000
250000
250000
250000
250000
250000
250000
250000
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ATy TH

ATvT6

ATy T17

VTEP A ECMP /SR &9 L CEIEFRERBAIC kR v Tans1=xv 2 b ivy b

xel( 10) 600d 84f9 1 8a BCM84848 250000
xe2( 11) 600d 84f9 2 8b BCM84848 250000
xe3( 12) 600d 84f9 3 8c BCM84848 250000

ZOFITIE, A— FEF 81X hg7 T,
HAR=FIDEX T ANR Y T A 0T v 7 AND~ vy B 7 2RELET,
B -

bcm-shell.0> g chg egr_port_to_nhi_mapping
EGR_PORT_TO NHI MAPPING.hg7[2] [0x4001808]=0x18: <NEXT HOP INDEX=0x18>

ZOBITIE, R ARNKY T AT v 7 A0x18 1T hg7 R L TWET,

RNV NTA—=FF x>y 27 LT, EGRIP h > RO SIP 7 —/L RIZIE LW — L VTEPIP 7 K L
APFTRENTND Z L 2MERLET,

51

bcm-shell.0> d chg egr_ip tunnel

Private image version: R

EGR_IP TUNNEL.epipeO[1]:

<TUNNEL TYPE=0xb, TTL=0xff,SIP=0x65656565,1L4 DEST PORT=0x2118,ENTRY TYPE=1,DSCP_SEL=1,>

ZOHITIE, SIP e —2/L VTEPIP 7 K LA (101.101.101.101) C. L4 DEST PORT (% 0x2118 (&— h
8472) T, DSCP_SEL= 11X DSCP /X7 v RN DSCP /37 v MZab—3nbd Z L2 EWRLET,

X NUDIPRT BT T AINTWDZ R LET,
B -

bcm-shell.0> d chg egr_dvp_ attribute 0x1751

Private image version: R

EGR_DVP ATTRIBUTE.epipe0[5969]:

<VXLAN:TUNNEL INDEX=1,VXLAN:DVP IS NETWORK_ PORT=1,VXLAN:DIP=0x66666666,VP TYPE=2,>

VTEP AN ECMP /XX Z A/t L TELERIRELRBAICFOY TENE1=2F v R L /37y b

FIEOHE

Iy NI =T FWIZT VAT EHEFNAL AT2=F ¥ A My "R Re vy 7E&, VIEP R
ECMP /SR & L CEIERRETH D51, ROFINEIZHENE T,

BEDY T— hETHRIAKR—F (VP) ®ECMP %7 A by 7S L ET,
ECMP_PTR % 10 #3522 25#2 L, 200000 ZBA1 L CAR— hE S 2 BE L £,

ECMP %27 A bRy 7 &y DA L H—T =2 ADY A N 2B L ET,

R—h FX FZNLDAUN—FRRLET,

RFEDAR T ARNKY T AT v I AR I A NKRy T A Z—T 2 A AERBELE
o

a ks wDd=
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B viee ASECMP SR BN L TEIETRABAIZ FOY TENBIZF v R b STy b

F IR D

ATy

BEDYE— FETREAR—F (VP) O ECMP X7 A bRy 72 EAEL £,
1 -

bcm-shell.0> d chg ing_dvp_table 0x1751

Private image version: R

ING _DVP_TABLE.ipipe0[5969]:

<VP_ TYPE=3,NEXT HOP INDEX=0x108,NETWORK PORT=1,ECMP PTR=0x108,ECMP=1,DVP GROUP_ PTR=0x108,>

ZOFITIE, 0x1751 1%, dchgmpls_entry &2 EH L TG SN2 E—F ETIP T FLAD VP FH =
T

GH) UE— b VTEP 23 ECMP /S 2 %241 L CEFEARR TH 535G, HIIIZ ECMP=1 B{FE(ET D L EH
HYET,
AT w72 ECMP PTR % 10 #EIZZ# L, 200000 ZiEM L CTHR— hESEZIAE L ET,
11
0x108 (264) + 200000 = 200264
ZOBITIE, A— bFESIE 200264 TI,
ATY T3 ECMP X7 A bk 7 £y NNDA X —T =24 ZAD ) A N BFFLET,
i
bcm-shell.0> d chg 13 multipath show 200264
Multipath Egress Object 200264
Interfaces: 100606 100607 100608
Reference count: 2
bcm-shell.0> 13 egress show | grep 100606
100606 00:22:bd:f5:1a:60 4095 4101 1t 0 -1 no no
bcm-shell.0> 13 egress show | grep 100607
100607 00:22:bd:f5:1a:60 4095 4102 2t 0 -1 no no
bcm-shell.0> 13 egress show | grep 100608
100608 00:22:bd:f5:1a:60 4095 4103 3t 0 -1 no no
ZOBITIE, AT ARy T A E =T 2 RFIR—F F¥ A THD 1t, 2t, BELV3tTT,
ATV T4 A=K FXxRVDAUN—FRBELET,
11
bcm-shell.0> trunk show
Device supports 1072 trunk groups:
1024 front panel trunks (0..1023), 256 ports/trunk
48 fabric trunks (1024..1071), 64 ports/trunk
trunk 0: (front panel, 0 ports)
trunk 1: (front panel, 1 ports)=hg6 dlf=any mc=any ipmc=any psc=portflow (0x9)
trunk 2: (front panel, 1 ports)=hg4 dlf=any mc=any ipmc=any psc=portflow (0x9)
trunk 3: (front panel, 1 ports)=hg7 dlf=any mc=any ipmc=any psc=portflow (0x9)
RTVTS FFEDRI ANK Y T AT v I ADYBR I A NKy T A 0 F =T 2 A ZERRLET,

1 -
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A=FvR kA THEBERART ROy Tahisry ~ ]

bcm-shell.0> g chg egr_port_to_nhi mapping

EGR_PORT TO NHI MAPPING.hg4

1 [0x4001805]=0x5f7: <NEXT HOP_ INDEX=0x5f7>

1217
EGR_PORT TO NHI MAPPING.hg6([2][0x4001807]=0x9b3: <NEXT HOP INDEX=0x9b3>
(211

EGR_PORT TO NHI MAPPING.hg7

1 [0x4001808]=0x5f8: <NEXT HOP_ INDEX=0x5f8>

ZOFITIE, FTARKY T AT v 7 A0x5f7 X hgd Z#H L, 0x9b3 (X hg6 #45 L. O0x5f8 (X hg7 &4 L
£7

A=—Fv R M ATEIVILEBR/AART ROy TER=/\4 vy k

FIRDHE

F IR D %

FENZT 7B RT BT, XY NT—=F DT NNA ATy A MRSy bR Ry 7 X
NDHEGEIEL. ROFINEIZHENET,

1. X7y ERA= =R PFIZEEFEEINTNE I, BEOY £— F VXLAN b Fb T
RARA > b (VTEP) O TONTZNE I D EREGR L E T,

N— R =712 mpls_entry BMFET 25513, vian_xlate 7 — 7 V&R L E T,
2=F % A K DIP =2 b U8 vlan xlate 77— 7 /VIZIFIET D0 E 9 I afER LET,
=% A K DIP =2 kU vlan xlate 7— 7 VIIFET 2008 ) D EER L 7,
569 MAC 7 RLANLAFY2MACT RL A T —7 LICE RSN TNAZ L 2R LE
R

o s wDN

ATV TN Ry FPRA=R= A PFICEEEINEZNE I, BELOY £— bk VXLAN b L = KA > b
(VTEP) OB TONTZNE ) D EMHR L £1,

a)

b)

UE—RMETRYT7 b =T TEHEINENE I D EfR LET,

i -

switch# show nve peers

Interface Peer-IP VNI Up Time
nvel 100.100.100.5 10000 00:06:54

mpls entry 7 —7 NVEMR LT, VE—F ET7BNN— R =27 TEHEINTEZNE I DEMHBRLET,
1 -

switch# bcm-shell module 1

bcm-shell.0> d chg mpls _entry | grep SVP

MPLS ENTRY.ipipe0[12368]:

<VXLAN SIP:SVP=0x1751,VXLAN SIP:SIP=0x66666666,VXLAN SIP:KEY=0x666666668, VXLAN SIP:HASH LSB=0x666
VXLAN SIP:DATA=0

x1751,VALID=1,KEY TYPE=8,>

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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c) mpls_entry 2372 <. FETLRAEAR— K (SVP) RRWGEIX, Ty R A= =S PFITHEF SN T
WDHMNE I MEMEER L, IPFIB =7 —N/2WnE ) haiEd L7,

1 -

bcm-shell.0> show c cpu0

bcm-shell.0> exit

switch# attach module 1

module-1# show system internal ipfib errors

RTw T2 N— KU =TIZmpls entry BIFET 28 51X, vian xlate 7 — 7 /L 2R L £ 9,
i -

module-1# exit

switch# bcm-shell module 1

bcm-shell.0> d chg vlan_xlate | grep 0xel000003

VLAN XLATE.ipipeO[8464]:

<VXLAN DIP:KEY=0x7080000192,VXLAN DIP:IGNORE UDP_CHECKSUM=1,VXLAN DIP:HASH LSB=3,VXLAN DIP:DIP=0xel000003,
XLAN_DIP

:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

vlan xlate 7—7 V1%, Ny hOSAF Xy A MEEIPT KLUA (DIP) O b YR 1 OHETT,
ZOBITIE, A TFF¥ ARy RN 225003 ICEEENSBEEERLTOVET,

ATY T3 2=%% A DIP =2 VA vlan xlate 7— T /VIFET DN E I DR LET,
51

bcm-shell.0> d chg vlan_xlate | grep 0x65656565

VLAN XLATE.ipipe0[14152]:

<VXLAN_ DIP:KEY=0x32b2b2b292, VXLAN_ DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x565
VXLAN DIP:DIP=0x65656565,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

T2 NUNFET DA, BT ER RSN E T,
ATy T84 =% 2 L DIP =2 kU vlan xlate 7— T IVIZIFAET D008 ) D EER L7,
51

bcm-shell.0> d chg vlan _xlate | grep 0x65656565

VLAN XLATE.ipipe0[14152]:

<VXLAN DIP:KEY=0x32b2b2b292,VXLAN DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x565
VXLAN DIP:DIP=0x65656565,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

=2 MU BNFEET DA, ek iERR S E T,

ATV TS SEMACT RLANRLAFT2MACT RL A T—T7ILIERENTWS Z L 2R L £,
1 :

bcm-shell.0> 12 show

mac=00:00:bb:01:00:03 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:0a vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:05 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:a2a:01:00:0a vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:07 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:01 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:08 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:2a:01:00:01 vlan=28772 GPORT=0x80003401Unknown GPORT format
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mac=00:00:cc:01:00:07 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:02 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:04 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:04 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:02 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:09 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:09 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:06 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:06 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:06 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:09 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:bb:01:00:04 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:bb:01:00:02 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:2a:01:00:08 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:07 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:08 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:01 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:05 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:03 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:0a vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:03 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:05 vlan=28772 GPORT=0x80003401Unknown GPORT format

5695 MAC 7 R L ANTFET D86, LAY 2EENREAELET, TSNS, 7y M3 7L
Wb 7 v T 4 v VA MNBERA LTI I v T 0 v 73 NET,

Broadcom > =)L T—JJLIZDUNT

DY >3 Tlx, VXLAN IZEE9 % Broadcom > = /b T — 7 LI DWW CEBH L $£97,

MPLST> k) T—TJ)L
MPLS =2 kU (mpls_entry) 7 — 7 /LI, IROERNP G ENF T,
« UE—h VTEP (SIP) ®IP 7 KL %
« by 7L AR— K (SVP)
« VLAN & VNID (VFI, VN_ID) MO~y B
SIP== > | U ASmpls_entry 7 —7 /U2 W GG /37 MIVTEP FEE D IZHIZA— /8= 3 A H

WCEEENET, = MIBAN—RT 2T VA =L Z D E, Ty MIA—/R—31
PIZEEINRL D £9,

\)

6= —IBDO/N ML, VT R U TERED VXLAN N7 ML CTEITEN Wiz, 78
T — AP Rey 7E3nEd,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



VIAND k5 TLsa—F42d |
B vacrrizxs—=oy

\)

GE) R—= =R PITEEENDE 7 v M. class-default CPU F = — &2 L £4, HifFE. VXLAN
B D COPP 7 7 A 13HV £H A,

wOFNL, VE— K VIEPIP 7 KL 273 100.100.100.1 T, VLAN 100 7% VNID 10000 |2~ > £°
VI ENDT TN ERLTOET,

bcm-shell.0> d chg mpls_entry

Private image version: R

MPLS_ ENTRY.ipipe0[6816]:

<VXLAN SIP:SVP=8,VXLAN SIP:SIP=0x64646401,VXLAN SIP:KEY=0x646464018

VXLAN SIP:HASH LSB=0x401,VXLAN SIP:DATA=8,VALID=1,KEY TYPE=8,>

MPLS_ ENTRY.ipipe0[8680]:

<VXLAN VN ID:VN ID=0x2710,VXLAN VN ID:VFI=0x64,VXLAN VN ID:KEY=0x27109

VXLAN VN ID:HASH LSB=0x710,VXLAN VN ID:DATA=0x64,VALID=1,KEY TYPE=9,>

Hi/TlE, VLAN-VNID~ v > 7 222150y U AR ENE T, ZofTid, VN ID
=0x2710 % 16 #EFFL D VNID, VFI=0x64 1% 16 #ERFTL D~ v ' 7 VLAN, 0x64 =100 i%
0x2710 VNID 10000 |2~ > B> Z EnE T,

MAC7 KLR S—=4

VXLAN VLAN THE &7 MAC 7 R LA 1E, WEAH#L VLAN TEE EINZH 0 & LTHRR
SNFET (72& xiE. VLAN 100 /X VLAN 28772 & L CERENET)

GPORT X, MACT RL AN FEEINTAR— M ELIIEER—F 2SR LET, 2—U/LMAC
7 RV ADEA, GPORT# L/ Sr/A D port# O~y B 7 R3H0 £94, VE—h
MAC 7 FL AL, b/ R—FZELTWD SVP I L CTHETILERDH Y £9,

ZOT—TNADIAE, VLANODu—h/L R—bFBIXRM RV R—=RMNIRXTry 275
FAUTTHIEEBERLET, 2OT—7 LDt v ME, 7y FEISET D GPORT iz
KT HZELEEHRLET, GPORT 28 kL R— FOEIE. 7347 v % VXLAN I 7 &
IET HMBERSH Y 9, GPORT A —H /L iR— FOE ., B@HEDOLA Y 2%E MAC 7 R
L AHRIENTEAE L E T,

\}

() GPORT & HiH/ANFNAVDR— "NEBORO~ » ¥ 72T 521X, GPORT & i /SR /LD
R— BB~ L Z7OEE (7132—) 7 a2 2BRBLTLIEEN,

AADVPT—T)L

ASIDVP 7—T7ME, R — 2R A NERy AT v I Ay 7 LET, Zh
=% % 2 N 7B RATHA I, HER—MZLoTA T v 7 ANERINE
4, ECMP 341, ECMP=1 7 4 —/L R ME T,

WOHNL, VPOx1751 DA T ARy T AT v 7 AN035THDHI R LTWET,
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| IAND 5Ty a—F 10
ICIRESECIIL PN |

bcm-shell.0> d chg ing_dvp_ table 0x1751

Private image version: R

ING _DVP_TABLE.ipipe0[5969]:

<VP_TYPE=3,NEXT HOP_INDEX=0x35,NETWORK PORT=1,ECMP_PTR=0x35,DVP_GROUP_ PTR=0x35,>

AALAYIRDA MRy T

ANV AFYIRI AN By T1E BEDRIARRY AT ZADOR— " NESERLE
T, 2=F ¥ AN BT BRI ATHEHASNET, phy info ZFEHTNIE, F— FNEE & EE
DETME NNV DR— NEEOMO~ v B 72 BETX T,

bcm-shell.0> d chg ing_13 next hop

ING L3 NEXT HOP.ipipe0[16]:

<VLAN ID=0xfff, TGID=0x9f, PORT NUM=0x1f,MTU SIZE=0x3fff,MODULE ID=1,L3 OIF=0x1fff, ENTRY TYPE=2
ENTRY INFO UPPER=3,DVP_RES INFO=0x7f,>

VLAN 57— )L

VLAN Z#i7 —7 L%, VXLAN /L FF ¥ A & a=Fy X OGO 7 AR S A
THHINET, kKO3ZFEEOT MY BNEERET,

N~ NLF XY AN T N—TTLIZ1 OO ) (A FF ¥ A DIP)
e 2 —H/VVTEP (=% %A KDIP) ® 12D KV

e R— KT LIZVLAN Z &2 1 DD kY

wOFNL, ~VFFY A FDIP= FUERLTWET,

bcm-shell.0> d chg vlan_xlate | grep 0xel000003

VLAN XLATE.ipipe0[8464]:

<VXLAN DIP:KEY=0x7080000192,VXLAN DIP:IGNORE_ UDP_CHECKSUM=1,VXLAN DIP:HASH LSB=3
VXLAN DIP:DIP=0xel000003,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

wOPNL, 2=%% A DIP> FY ZRLTWET,

bcm-shell.0> d chg vlan _xlate | grep 0x65656565

VLAN XLATE.ipipe0[14152]:

<VXLAN DIP:KEY=0x32b2b2b292, VXLAN DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x565
VXLAN DIP:DIP=0x65656565,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

WOBNE, VLAN Z L, R—FrZ &1 o0 MY R LTHVET,

bcm-shell.0> d chg vlan_xlate | grep VLAN ID=3

VLAN XLATE.ipipe0[3216]:

<XLATE:VLAN ID=3,XLATE:TGID=0xa0,XLATE:SVP VALID=1,XLATE:SOURCE VP=0x201,XLATE:SOURCE FIELD=0xa0
XLATE : PORT _NUM=0x20, XLATE:0VID=3, XLATE: OTAG=3, XLATE:OLD VLAN ID=3,XLATE:MPLS ACTION=1
XLATE:MODULE ID=1,XLATE:KEY=0x1805024,XLATE:ITAG=3,XLATE: INCOMING VIDS=3,XLATE:HASH LSB=3
XLATE:GLP=0xa0, XLATE: DISABLE VLAN CHECKS=1, XLATE:DATA=0x100a000000000000000001, VLAN ID=3
VALID=1,TGID=0xa0, SVP_VALID=1, SOURCE VP=0x201,SOURCE_TYPE=1, SOURCE FIELD=0xa0,PORT NUM=0x20,0VID=3
OTAG=3,0LD VLAN ID=3,MPLS ACTION=1,MODULE ID=1,KEY TYPE=4,KEY=0x1805024,ITAG=3, INCOMING VIDS=3
HASH LSB=3,GLP=0xa0,DISABLE VLAN CHECKS=1,DATA=0x100a000000000000000001>

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



VIAND k5 TLsa—F42d |
B srk— o nH~ADTYELY

EGR R— kM5 NHIADT Vv EVD

EGRR— F B NHI ~D v B 7E, ZTZ ARy AT v 7 A& AR—MNIw v B
VI LET, =% AN DTSRI RTHERA S E T,

bcm-shell.0> g chg egr_port to nhi mapping
EGR_PORT_TO NHI MAPPING.hg7[2] [0x4001808]=0x36: <NEXT_ HOP INDEX=0x36>

VIAN Sy KAV TYvHORT—T)IL

VLAN 7 v KA T v 7 A (VFI) T—7WZiE, $E D VLAN % 7213 VFI ® BC/UUC/UMC
AT I ANERINET, meshowa~> ROHEIITT T vT 4 v T AT v 7 AEHH
LT, b 7Mbb — FEETe VLAN DA U R—E BB TEET,

ROBNL, R— FF T2 BT 502K L TWET,

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP 1=0xc01,VP_0=0x1803,UUC_INDEX=0x1803,UMC INDEX=0x1803,RSVD VP 0=1,BC INDEX=0x1803>

WOFNL, ZOR— FFE =% phy infolc A LT, BIE/ SKNVDOR— N ESEFIGT 5 Hikz
AL TUVWET,

bcm-shell.0> d chg ing_ 13 next hop

ING_L3_NEXT HOP.ipipeO[16]:

<VLAN ID=0xfff, TGID=0x9f, PORT NUM=0x1f,MTU SIZE=0x3fff,MODULE ID=1,L3 OIF=0x1fff, ENTRY TYPE=2
ENTRY INFO_UPPER=3,DVP_RES_INFO=0x7f,

bcm-shell.0> phy info
Phy mapping dump:

port ido idl addr iaddr name timeout
hgO( 1) 600d 8770 1bl 1bl TSC-A0/31/4 250000
hgl( 2) 600d 8770 81 81 TSC-A0/00/4 250000
hg2( 3) 600d 8770 lad lad TSC-A0/30/4 250000
hg3( 4) 600d 8770 85 85 TSC-A0/01/4 250000
hg4( 5) 600d 8770 la9 la9 TSC-A0/29/4 250000
hg5( 6) 600d 8770 89 89 TSC-A0/02/4 250000
hg6( 7) 600d 8770 195 195 TSC-A0/26/4 250000
hg7( 8) 600d 8770 al al TSC-A0/05/4 250000
hg8( 9) 600d 8770 191 191 TSC-A0/25/4 250000

ROBNE, 7w/ ALMERRAL— b 2R L TOET,

bcm-shell.0> d chg vlan_xlate

Private image version: R

VLAN XLATE.ipipeO[768]:

<VXLAN DIP:NETWORK RECEIVERS PRESENT=1,VXLAN DIP:KEY=0x7080000092,VXLAN DIP:IGNORE UDP CHECKSUM=1
VXLAN DIP:HASH LSB=1,VXLAN DIP:DIP=0xel000001,VXLAN DIP:DATA=0x400001,VALID=1,KEY TYPE=0x12,>
VLAN XLATE.ipipe0[1472]:

<VXLAN DIP:KEY=0x3232320112,VXLAN DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x402
VXLAN DIP:DIP=0x64646402,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

N

((3) NETWORK RECEIVERS PRESENT (X 0 IZRET HLENH VD £,
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| IAND FS TV a—F4

GPORT & FIE/ (R LD K— FEETvELT0mE [

GPORTLHIE/ARIILDKR— FEETYEL T DRF

FIEDHE

F IR D

ATy

ATy T2

ATvT3

ATvT4

W OFENEIZHE > T, GPORT M HETHEINR VDR — hFEF~D~ v 72 BELET,

1. GPORT#Mnbu—h)L ¥—4 vy vy ys (LTL) ZBET5iE, woXE#FHLE
4 : LTL #=0x10000 - 512 + GPORT #

2. X% L35 LTL O ifindex ZH5 L £ 7,
B SV R— @ ifindex TS L £,
4. GPORT G HIE/ SRV R— FEF~D~Y vy BV T HFKRLET,

w

GPORT# b —h X —4y huavy 7 (LTL) ZEET512iE,. woXE2#EH L FE9 : LTL #=0x10000
-512 + GPORT #

GPORT 7% 0x201 @54, LTL IE 0x10000 + 0x201 (513) - 0x200 (512) = 0x10001 T3,

*5: L% LTL @ ifindex ZHfG L7,
Bl :

switch# attach module 1
module-14# show system internal pixmc info sdb 1tl 0x10001

B 7RV AR — b O ifindex Z# S L £ 9,
1 -

module-14# exit
switch# show int snmp-ifindex | grep 0x1a002e00
Ethl/24 436219392 (0x1a002e00)

GPORT 2L HIH /SR R— hEF~D~ vy B T E2FRLET,
B -

switch# bcm-shell module 1

bcm-shell.0> 12 show

mac=00:00:00:00:00:00 vlan=0 GPORT=0xc000000 Trunk=0"M
mac=00:00:bb:01:00:03 vlan=28772 GPORT=0x80001751Unknown GPORT format "M
mac=00:00:cc:01:00:0a vlan=28772 GPORT=0x80000201Unknown GPORT format "M
mac=00:00:bb:01:00:05 vlian=28772 GPORT=0x80001751Unknown GPORT format "M
mac=00:00:aa:01:00:0a vlan=28772 GPORT=0x80000202Unknown GPORT format "M

ZOFITIE, MAC 7 K LA 00:00:bb:01:00:05 1% b >R/ % L CHE S5 DT, GPORT 0x1751 1% kv

FILVSVP TS LET, MAC 7 R L Z 00:00:2a:01:00:0a 1T =2 — B /LIZFE &5 DT, GPORT 0x202 1%
B ZSFV IR — M LET,
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VIAND k5 TLsa—F42d |
B A rt—rordicbns o s—T142 FS T v O RERShENERET S

ANR—=bDEHICEDA 2V Z—T AR T T4 VY
NEARASNEINZTHET S

WIS, FFEDHANR =P T 74 v I PERT DA 0 F =T =2 A A RFT 5612 L E
—§_‘O

switch# show system internal ethpm info interface ethernet 2/3 | grep ns_pid
IF_STATIC_INFO:

port name=Ethernet2/3,if index:0x1a006400,1t1=2543,slot=0,nxos port=50,dmod=1,dpid=9,unit=0

queue=2064,xbar_ unitbmp=0x0

ns pid=8

- dpid=9 is higig8

switch# bcm-shell module 1

bcm-shell.0> g chg egr_port_to_nhi_ mapping

EGR_PORT TO NHI MAPPING.hg7[2] [0x4001808]=0x36: <NEXT HOP INDEX=0x36>

bcm-shell.0> d chg egr_13 next hop 0x36

Private image version: R

EGR_L3 NEXT HOP.epipeO[54]:
<OVID=0x65,MAC_ADDRESS=0x60735cde6edl, L3MC:VNTAG P=1,L3MC:VNTAG FORCE L~1,L3MC:VNTAG DST VIF=0x18
L3MC:RSVD_DVP=1,L3MC:INTF NUM=0x1065,L3MC:FLEX CTR POOL NUMBER=3,L3MC:FLEX CTR OFFSET MODE=3
L3MC:FLEX CTR BASE COUNTER IDX=0xe4l,L3MC:ETAG_PCP_DE_ SOURCE=3,L3MC:ETAG PCP=1

L3MC:ETAG _DOT1P_MAPPING PTR=1,L3MC:DVP=0x2b9%b,L3:0VID=0x65,L3:MAC ADDRESS=0x60735cde6e4dl
L3:IVID=0xc83,L3:INTF _NUM=0x1065, IVID=0xc83, INTF NUM=0x1065, >

VGAND 7Sy K JR FDER

WIZ, BFED VLAN D7 Z v K U A NERBT L5027 LET,

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP_1=0xc01,VP_ 0=0x1803,UUC_INDEX=0x1803,UMC_INDEX=0x1803,RSVD VP 0=1,BC_ INDEX=0x1803>

HTEIEKR— PRIy YR FO—BTHENE S
MO

WIZ, Xy NT—7 FE~OT 7| AZBNT, A7 BWUER— R T7T7y RY A MO—HT
HHME D DEMERT D E R LET,

bcm-shell.0> mc show 0x1803

Group 0xc001803 (VXLAN)

port hg7, encap id 400053
port xe23, encap id 400057
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. 8.
=% =R

STPDO RS TNa—TFTa429

*STPO T TNV a—T 47 (7153—)

STPOWMI N T TNy a—T 4T DF =y 7 UAK (715—)
STPTF—H N—T D T TN a—T 47 (76 2—)

CBEIR Y N T T T AT DR T TIN Y a—T T (79 =)
e AU NR—=V 2 VABMORMED N T T a—T 4 7 (80 —Y)
T AT =T 4 T N—TIxT DRy NT—7 OfR#E (81 X—)

— N ~ — ~ A
STPO S IV a—FT 425
STP %, LA ¥ 2L LT, =D\ y NU—27ZFBLET, L1V 2LANK— |
EEBINZSTP 7L — 2 ZEZELET, Xy NU—7 TSR E, TNHDT7 L —A%HER
PRHPIZ, TL—2EFHLTA—T 7Y — RSAFBHELET, LA Y 2OEMONTIE,
['Cisco Nexus 9000 Series NX-OS Layer 2 Switching Configuration Guide] ZZ L T 72 &0y,

STPOMB S T a—TFTaI9DFzvI )R b
STPORED KT TNy a—T 4 7T, L2 DOT A ABLOFR Y hU—27 2UKOHRE &
BB T A IEREINET HHLERH Y 5,
STP DREAZ F T TNy a—T 4 7T 580E. EFTROZE2HERLET,

FxyP )Rk Done
FNRAATHREINTWNWEANRN= LT VY —DF A T 2R LET,

TRCOMARRAR— AL v F G, Xy NT—7 bARTUEMHRL
EF. Xy hU—2 EOTRTOTEARBHEL, TREARET B v 7k
BChD o L EHBLET.
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STPO RS I a—T105 |
B srs—sr—Jorsinva—5s04

FryvHO )X+ Done

show spanning-treesummary totals =2~ > K&EHA L, LT, 7277 4 74k
REOFMEA =7 = A ADMED, RRKFEEZ TlE> TS Z & 2 s
LET, ZhdHORFYEOFEMIZ OV TIEL,  [Cisco Nexus 9000 Series NX-OS
Layer 2 Switching Configuration Guide] #ZH L T 72& 0,

TIAVBIOED ZY V=TV v BIEINTUVD Cisco L3
PREEZ RS L 97,

STP &% 7E & WHEDFEM 2 FR" T 2121k, Roa~ FEHEHALET,

+ show running-config spanning-tree

+ show spanning-tree summary

« show spanning-tree detail

» show spanning-tree bridge

« show spanning-tree mst

» show spanning-tree mst configuration

« show spanning-treeinterface interface-type slot/port [detail ]

» show tech-support stp

+ show spanning-treevlan
STPIZL > T7ry 7 STNHR— M &R T HIZIEL, show spanning-tree blockedports =
vy REMHLET,

£ ) — RTCEEEAIZ=— 0 ITRRAETHNE ) A HERT 5121%, showmacaddress-table
dynamicvlan =2~ > K& L E7,

SIPT—2 L—TDrZTVoa—T429
T=HZ N—=T1F, STP %Xy V=7 T AONDHMETY, 7—F A —7DIERO—FIE
RDOEBYTT,
sV R KK 100%
cEWWCPUBLUONY I T L—2 vT 7 ¢ v 7%
« —EDOMACT RLADHFFELETT o7
AU H—T =24 ATO@ERHI) Fa y 7
R2fm BF T VAR AL RO G A v FIIRARMACT RLA 77 v B 7 O34
o ZICEEk L, STP 77— L—T7OREICESLHE T, 1 BUNIZ MAC T R L ZOB#EH

M &, 10EHEGE L CBEITSE, A v FIEIMACT RLARBEIL CTWDHHR—FD 1D
D VLAN THEEH 2N LET, 2L 120 EhCZ2 0, BEMIICHEERAINCRY £,
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| sPORSTL a—Fa2y

SPF—4 L—TD+r5Tnva—F125 [}

Syslog X, FENESNE T2 ITANT /e > T DRICAR S L E T, logging level 12fm log-level

av U REHALT, B LAV ERETEET,
FIEDHE
1. switch# show interface interface-type slot/port include rate
2. switch(config)# interface interface-type slot/port
3. switch(config-if)# shutdown
4. switch(config-if)# show spanning-tree vlan vian-id
5. ({£&) switch(config-if}# show spanning-treeinterface interface-type slot/port detail
6. (fE&) switch(config-if)# show interface counterserrors
Flgn 4
ARV FFEREET7TIVa Y BH#Y
R T 71 | switch# show interface interface-type slot/portinclude | J o 7SR NEWA v X —T = A AEFHRA T &
rate T, V=TIl ET LR — M aRELET,
i :
switch# show interface ethernet 2/1 include rate
1 minute input rate 19968 bits/sec, 0 packets/sec
1 minute output rate 3952023552 bits/sec, 957312
packets/sec
R T w 7 2 | switch(config)# interface interface-type slot/port A B —T 2 A A BZALA T ENBERELET,
i) :
switch (config)# interface ethernet 2/1
R T 7 3 | switch(config-if)# shutdown WELZTOR— ey y M E U EITUIE L
fl ESE
switch(config-if)# shutdown WL T AR— NEYIWT L2 %, 2y FU—2 b
AuPHEEH L TUREASANOTRTDOAL vF
ZRELET,
R w 7 4 | switch(config-if)# show spanning-tree vlan vlian-id 2A o F N, BBEZT R WEOMDAA »F LdE]

1

switch (config-if)# show spanning-tree vlan 9
VLANO0O0O9
Spanning tree enabled protocol rstp

Root ID Priority 32777
Address 0018.bad7.dbl5""'
Cost 4

CSTPA—hF 7V v VAL LR
=7,
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B srs—sr—Jorsinva—5s04

STPO RS I a—T105 |

ARV RFERETIVa Yy

B8

ATy TH

(f£&) switch(config-if)# show spanning-tree
inter face interface-type slot/port detail

1

switch (config-if)# show spanning-tree interface
ethernet 3/1 detail
Port 385 (Ethernet3/1)
forwarding

Port path cost 4,
Identifier 128.385

Designated root has priority 32769,
0018.bad7.dbl5

Designated bridge has priority 32769,
0018.bad7.dbl5

Designated port id is 128.385,
cost 0

Timers:

of VLANOOOl is root
Port priority 128, Port
address
address
designated path]
hold

message age 16, forward delay O,

Number of transitions to forwarding state: 1
The port type is network by default

Link type is point-to-point by default
BPDU: sent 1265, received 1269

J— k R— b B L O R — N2 BPDU %2 EHMIC
ZELTWLZ 2R LET,

ATvT6

(TR
errors

1 -

switch (config-if)# show interface counters errors

switch(config-if)# show interface counters

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize
OutDiscards

mgmt0 -- -= -= -= -=

Ethl/1 O 0 0 0 0
0

Ethl/2 0 0 0 0 0
0

Ethl/3 0 0 0 0 0
0

Ethl/4 0 0 0 0 0
0

Ethl/5 0 0 0 0 0
0

Ethl/6 0 0 0 0 0
0

Ethl/7 0 0 0 0 0
0

Ethl/8 0 0 0 0 0
0

A= RY =T Sy MNERHER (27— Fa v )
WL s ET =y LET,

1

wIT, FRER— FOATEHMAC BPDU 235 L TV AHIZ R LET,

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)



| sPORSTL a—Fa2y

O3 ARy
4

FIEDOHE

BRI Y R 759 F 40 IDR5Tva—F407 |

switch# show spanning-tree interface ethernet 3/1 detail

Port 385 (Ethernet3/1) of VLANOOOl is root forwarding
Port path cost 4, Port priority 128, Port Identifier 128.385
Designated root has priority 32769, address 0018.bad7.dbl5
Designated bridge has priority 32769, address 0018.bad7.dbl5
Designated port id is 128.385, designated path cost 0
Timers: message age 16, forward delay 0, hold O
Number of transitions to forwarding state: 1
The port type is network by default
Link type is point-to-point by default
BPDU: sent 1265, received 1269

WIZ, N—=Ro =T Xy MNEFAI DX TCBPDUT T — Ry 7OR[REEE F = v
7356 ERLET,

switch# show interface counters errors

mgmt0 —- -- -- -- -- --
Ethl/1 0 0 0 0 0 0
Ethl/2 0 0 0 0 0 0
Ethl/3 0 0 0 0 0 0
Ethl/4 0 0 0 0 0 0
Ethl/5 0 0 0 0 0 0
Ethl/6 0 0 0 0 0 0
Ethl/7 0 0 0 0 0 0
Ethl/8 0 0 0 0 0 0

WhISYTFAUTDRNS TN Aa—FT a4V

STP hARu UNARLZEIL/D L, STPF Yy NI —7 TBREIR Ny 7T T 4 TN RAET
% A[REMEN S W £97, Rapid STP % 7213 Multiple STP (MST) T, AR— K DIRRENHRE T
TN, B—ARNRENONL— NMNIEREINDE, MR YRERINLSGZ N £7,
Rapid STP (X, LA Y245k T — T NETEHIZT Ty a2 LET, 802.1DIF=—V 7 XA
LAEEHELET, BET—7LVOHET T v 2K, BT L SEICE T S ETA,
TT T 4 T REIMLET,

LELIE MR TR, MY EZZEELTCOBRRRT I 7 4 73R ELERA, V7
77y R IR VOER LG SRS RREND DD, M) 7 7T v A bR e
VOERLT T T 4 TR0 IRT AR DD T, 7T v T4 TIERy P U= X
T =~ AERERTSE, A =T =2AA ATy b Fry 72| SEITEERH Y £
R

1. switch# show spanning-tree vlan vian-id detail
2. switch# show spanning-treevlan vlan-id detail
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| JEPASCESFE LTI T IR S
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FE D
ARV KRFERRETI a3 Y B#J
ZFw 71 | switch# show spanning-tree vlan vian-id detail W7 hAR e CEEORK AL ET,
i)
switch# show spanning-tree vlan 9 detail
VLANO0OO9 is executing the rstp compatible Spanning
Tree protocol
Bridge Identifier has priority 32768, sysid 9,
address 0018.bad8.27ad
Configured hello time 2, max age 20, forward
delay 15
Current root has priority 32777, address
0018.bad7.dbl5
Root port is 385 (Ethernet3/1), cost of root
path is 4
Topology change flag not set, detected flag
not set
"' Number of topology changes 8 last change
occurred 1:32:11 ago''
''" from Ethernet3/1'"'
Times: hold 1, topology change 35, notification]
2
R T 7 2 | switch# show spanning-tree vlan vian-id detail MR EERRAE LAV —T 2 ABEEL

1

switch# show spanning-tree vlan 9 detail
VLANOOO9 is executing the rstp compatible Spanning
Tree protocol
Bridge Identifier has priority 32768,
address 0018.bad8.27ad

sysid 9,

Configured hello time 2, max age 20, forward
delay 15
Current root has priority 32777, address

0018.bad7.dbl5

Root port is 385
path is 4

Topology change flag not set,
not set

Number of topology changes 8 last change
occurred 1:32:11 ago

''" from Ethernet3/1''
Times: hold 1, topology change 35, notification

(Ethernet3/1), cost of root

detected flag

2

F7,

MR POEFEEFIB LT /N A 55 CE 5 &
INZBRAET, AV EZ—T oA ARSI TS
TNAATZOFIEEZBYIELET,
TDFNRALADA VB —T 2 A AZADY 07 TF T
FHERLET,

AVN—D T RABRIOBED S IV a—T a9

STPO 2 NR—=V 2 A TFRED L EWVERND»D 0, FHLARAWERKN Ry NT—7

MR T URRAET D AREMDRH Y £,

A=V ADOMBEE N T TN 2 —T 4 7T DI, ROMBEEHR L ET,
cXEIhExry U= FARr VKOOI T —,
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I T—F4 I =TT smy k7—s0iE [

cHAT—DFRTEI A, EEE, 7V v URFE, V— M —F, BPDUV— R ED T A afi
IRHERE 7 &

« HELEGRFEAR— b ((R— b VLAN) OflREZB /= "=V = AFD AL vF CPU D
BEN=Viip

o STP TS A Y 7 by = T [EE,

— N O_ =
T4 TD—T 42T =TT BRy bT—U DIREE
STP NEFEDEEIZCIE L ML TERNWZ E XN L7010, YAaTIE, Fy hU—7 %
Rk L — T I DARET DT DLEOFERE & JERMERE A BT L& L7z,

M?@%?fwy;—%4yﬁi BEDBEEDFEKRZY Y DT TR DDITENBET
M. I OYEIERRE WL, Ry MU — 7 BEENAL— T bR H#ET A — D T ETT,

1R BHHIIZ

T RTDAAL vy FHY 7 TURIMEAOHETFE Y > 7 (UDLD) 7w k2L f%)
W LET, FEMIC oW TIX,  [Cisco Nexus 9000 Series NX-OSI nterfaces Configuration Guide!
EZRLTLLEEN,

e T RTDAAL v TFMI v I HAR=Z T V) — Ry NI =T R— M ZA T L LTHREL
T, 7V v URIHESRE R E L E T,

Y

GE) Vo Z7omEITT Y v IRFHEREEZ A R — T VI T HMLENRH D
9, F 9 TRWESIL. Cisco NX-0S 137V v IRIAFO &S
DFEDIZR— T ay 7RI £3,

T RTHOTY RRTF—2 gy B "2 AR PV ) — 2y DR— A4 F L UTHRE
LET,

STPT Yy VR—FE2RELT, XY NT—TDORT p—~ ATEEE 5 2 D[RO H
LR UETBRNMBLOMERO T 7 T 4 v T ORERIBTALERHY T, 2D
<~V RiE, T RAT = a IEHE T AR — R CTORERLET, £9 Liane, B3
M7 b ARe Y V=TI LoTT—F% Xy b V—TNREAEL, TXAALRXY NT—7
DOEMERFWr S5 AlReEDN H D £37,

AR— K F ¥ /LD Link Aggregation Control Protocol (LACP) %A x—7 /ML T, &~—Fk
F v RVOFRE I AOREZ AR L £, FEMICOW TR, [CiscoNexus9000 SeriesNX-0S
Interfaces Configuration Guidel] #Z:f 1L T 7Z2& 0,

AA v FRY 7 CHEIR I == a2 T 4 B—T /I LRNTL &, HEjxr A
Y=gy A= ANE, VE- MEEFRE ETEET, i, Y E— MITRE

EEpT o bERFIETT, UVE— MITREERRE SIS &, Vo2 RERE VUL
EZELTVWAHATYH, a—b W Iz v 7250 SHET,
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B o7 v —Tindsry ro—sogE

A

FE OSTP XA ~—%2EHTIHHEAITEELTLEE, STP XA ~v—
IMREICEFELTRY, BEIRy NV —7 2RI EBEY 52 5

ATREMED D D F 9,

FIEDHE

1.  ({EE) switch(config)# spanning-tree loopguard default

2. switch(config)# spanning-tree bpduguard enable

3. switch(config)# vlan vian-range

4. switch(config)# spanning-treevlan vian-range root primary

5. switch(config)# spanning-tree vlan vian-range root secondary
FIEDFEH

ARV KRFERETI Va3 Y BHY

ATv 1| (J=&) switch(config)# spanning-tree loopguard J— K~ T—=REMHEHL TRy NU—7 STP it %
default R#ELET, /L— b H— K& BPDU I — R&MH
5l - DL, SIS DL STP 2{RETE £,
switch (config)# spanning-tree loopguard default

R T 7 2 | switch(config)# spanning-tree bpduguard enable STP = v ¥7"— K TBPDU /' — R& A X —7 /L L
5l - T, e MRS TV A RERK Y hV—2 F
switch(config) # spanning-tree bpduguard enable /\/r A (5\7" AA ‘)7‘\) TV YT e

L) OB Lz RNE I LET,

Jb— K H— R, STP N ORELZ T K D
\ZL %7, BPDU #— Ri%, BPDU (i BPDU 72
JTRL) EZELTWDAIR— b a2y hF TV
LET,

GE) 2050 STP v ¥ AR— hBNEREE-IX
AT R THERE SN TV D 5E . I
D)—713v—  FT— RE721Z BPDU
H—RiZLoTHiEEhEREA,

Z Fw 7 3 | switch(config)# vlan vian-range @51 VLAN Zi%E L. &8 VLAN TO=2—H% k
i - 7747 ZEL £, FHVLAN X, $ > b
switch(config)# vlan 9 ]7%7/£{Z':T6if£ < EvT A V7 A= 7 L:E ij/b

ij—o

R v 7 4 | switch(config)# spanning-tree vlan vian-range root THIE[REZR STP L— R EHRELET,
primary
i -
switch (config)# spanning-tree vlan 9 root primary]|
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I7—F1 07 =TT rry ro—s ok |

ARV RFEEETIIa Y B8
R v 7 5 | switch(config)# spanning-tree vlan vian-range root THITHE/Z2 /N 27 7 v FSTPL— NEBERELE

secondary +,

fil I NR—T = ANTRATRERR FIETIThiL, 7%

switch (config)# spanning-tree vlan 12 root ThHOIF Y Z]—-@%ﬁfg FR®= ‘.\/75)*%5@%%5 X 5

secondary 12, STP/L— K &8y 27w F STPL— R ZikET
HUHERSHVET, STPTI7A4F VT 42T 74V
MEDOEFIZLRNTLZEW,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



STPO RS I a—T105 |
B o7 v —Tindsry ro—sogE

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)



59
W—T 429D TINoa—TFTa28

=T A VT OEED N T TN 2 —TF 4 L TICONT (85 ~4—)
s NTITNY a—T 4 T N—FOPTF = 7 ) A (85 %—Y)
=T AT DRI TN =T 4T (86 —)

ARV NR—RA =T AT DRNT TN a—T 47 (89 X—)

W—T A VTDRBED ST a—TFT 429122V T

LAY 3IN—T 4 7N, il /V—T 4 VT NADRIE L3 ORZHOPTE E D |
2ODEARMEENRNH Y T, V=T 4 TN ZLEHERTEHE, L—F DL ET
DS A () ZBETXET, ZOFHETEL, BRLETAVITY XA L—K A K
Uo7, Z2LTrR=RFANT Uy TRORBENADRR R EOBEFRHIZLIVERY 7,

Cisco NX-0OS 1%, BN —T 4 7B LR (VRF) A v AX A, BIXOEE D)L —
T4 U TERR—ARB)Z Y AR—FLTEY, EEHOT LA RAAL Y R—FLET,
A VRFIZRIBIZEHEAT TRV . 2 OFRPEREFR—A (FIB) IZL o TIREENF
bé-o

N—T 4 T DFHFMZONTIE, LFO RF a2 X F 2L TIZEN,
» [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guidel

» [Cisco Nexus 9000 Series NX-OS Multicast Routing Configuration Guide]

kST a—TF420 IL—FOPEIFI VO YR

RANCROEAZMERTHZ LT N—T AV ITOMEE N T TNy a—T 4 T TEET,

FryvHO )X+ Done
=T 47 Ta RhaVPERR>TND I =R LET,
MVBZE LT, 7TRVRA 77 I URREINTWAZ 2R LET,

—F 47 Fa ha)UZEE e VREDRRESNTWAH Z L AR LET,
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N—T 4 Y TIEREFRT DL, ROa~vr FeRLET,
e showiparp
« show ip traffic
« show ip static-route
« show ip client
» show ip fib
« show ip process
« show ip route
* show vrf

« show vrf interface

W—T 420D TIVa—T429

FIEDHE
1. switch# show ospf
2. switch# show running-config eigrp all
3. switch# show running-config eigrp
4. switch# show processes memory | includeisis
5. switch# show ip client pim
6. switch# show ip interface loopback-interface
7. switch# show vrf interface loopback -interface
8. switch# show routing unicast clients
9. switch# show forwarding distribution multicast client
F g ¥4
ARV RFERETY Va3 Y BHY
R T 71 | switch# show ospf =T 47T b AVPERPIIRoTND I L&
i - R LET,
switch# show ospf Z OHERENH NI 72 > TORWEAIL, CiscoNX-08

~

WL a~xy RREHTHD EREINET,

o

% invalid command detected at '~' marker.

R 7 2 | switch# show running-config eigrp all TON—F 47 e A NVOREEHRLF T,
1 -
switch# show running-config eigrp all

R T 7 3| switch# show running-config eigrp ZON—F 47 T a hand VRF REA R L
1 - E3
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r=F4200r5I0v1—5427 |

AU RFERETIVa Y

B8

switch# show running-config eigrp
version 6.1(2)I1(1)
feature eigrp
router eigrp 99
address-family ipv4 unicast
router-id 192.0.2.1
vrf red
stub

ATvT4

switch# show processes memory | includeisis

1

switch# show processes memory | include isis
8913 9293824 Dbffffld0/bffff0d0 isis
32243 8609792 bfffelcO/bfffdfc0 isis

ZON—TFT 47 Ta halore ) FEHERE
Fxv 7 LET,

ATvTh

switch# show ip client pim

1

switch# show ip client pim

Client: pim, uuid: 284, pid: 3839, extended pid:

3839
Protocol:

id: 255
Data MTS-SAP:
Data messages,

103, client-index: 10, routing VRF

1519

send successful: 2135, failed:

0

N—F g7 Fa harBZ by NEZELTNS
e ERMERRLET,

ATvT6

switch# show ip interface loopback-interface

1 -

switch# show ip interface loopbackO
loopback0O, Interface status:
protocol-up/link-up/admin-up,
Context:"default"

IP address: 1.0.0.1,

iod: 36,

IP subnet: 1.0.0.0/24

IP multicast groups locally joined:
224.0.0.2 224.0.0.1 224.0.0.13

A B —T oA ATI—F 4771 FaLRBEL)
2o TWAZ L AR LET,

ATy T17

switch# show vrf interface loopback -interface

1 -

switch# show vrf interface loopback 99
Interface VRF-Name

VRF-ID
loopback99 default

1

A EBE—T A AMELWVRFIZH D Z & iR L
i—g—o

ATvT8

switch# show routing unicast clients

1

switch# show routing unicast clients

N—TF 47T a b aRRIBICEEKISLTND Z
EEMERBLET,

ATvT9

switch# show forwar ding distribution multicast client

1

RIB HEE T L — U EEELTCWA T L 2R LE
7,
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N=—F42TDrS TN a—Fa2Y |

ARV RFEREET7TOVa Y BHY
switch# show forwarding distribution multicast
client

Number of Clients Registered: 3

Client-name Client-id Shared Memory Name
igmp 1 N/A

mrib 2 /procket/shm/mrib-mfdm

1

WIZ, EIGRP V—TF 4 > 7 7' ha ViR EEFRT HHE2RLET,

switch# show running-config eigrp all
version 6.1(2)I1(1)
feature eigrp
router eigrp 99
log-neighbor-warnings
log-neighbor-changes
log-adjacency-changes
graceful-restart
nsf
timers nsf signal 20
distance 90 170
metric weights 0 1 0 1 0 O
metric maximum-hops 100
default-metric 100000 100 255 1 1500
maximum-paths 16
address-family ipv4 unicast
log-neighbor-warnings
log-neighbor-changes
log-adjacency-changes
graceful-restart
router-id 192.0.2.1
nsf
timers nsf signal 20
distance 90 170
metric weights 0 1 0 1 0 O
metric maximum-hops 100
default-metric 100000 100 255 1 1500
maximum-paths 16

I, 2=2F ¥ AN V—F 427 7 ha LR RIBICBEINTND Z L2 RRT

PR L ET,

switch# show routing unicast clients
CLIENT: am
index mask: 0x00000002

epid: 3908 MTS SAP: 252 MRU cache hits/misses: 2/1

Routing Instances:

VRF: management table: base

Messages received:

Register : 1 Add-route
Messages sent:

Add-route-ack : 2 Delete-route-ack
CLIENT: rpm

index mask: 0x00000004

Delete-route : 1

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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epid: 4132 MTS SAP: 348 MRU cache hits/misses: 0/0
Messages received:
Register : 1

Messages sent:

CLIENT: eigrp-99
index mask: 0x00002000

epid: 3148 MTS SAP: 63775 MRU cache hits/misses: 0/1
Routing Instances:

VRF: default table: base notifiers: self
Messages received:

Register : 1 Delete-all-routes : 1

Messages sent:

R)O—R—=ZNW—TFT 4 TDZTNa—Ta42T
cACLBEGB NI 74 v 7 T D5 2R LET,

L= FMEMAFRETH D Z L 2l L E T

cIP Ry FU—27 — FDEAIL. showiproute i L E£9 2~ R&MH LT,
setip next-hop THRESNZFRZ AN Ry 7 TIP Fv T —7 )b— FBMEHAIHET
bHZEEMRLET a~r FEEMATAISERH D £,

IP R A ML— hOEAIX, showiparp ZEHLET 2~ FEFEH LT, stip
next-hop THEINT-RZ ALKy 7 TIPAA N V— "BMEHARETH D Z & & hE
WLET a~ U 2T 220ER3H Y 7,

IPv6 %~ h 7 —2 JL— h DAL, showipvbroute i L £ a2~ FEMEM L
T, setipv6next-hop TIRESNT=FZ A N Ry 7 TIPv6 v b T —7 JL— kMl
MRETHH Z L 2R LET a~r REHATILERH Y £4,

IPv6 AR A b Jb— h DAL, showipvéneighbor 2l L £4 o~ R&2H L T,
set ipv6 next-hop THEE SN F 7 A b Ry 7 TIPv6 AR A b Jb— R MEHATRETH
HZEEWRLET a~vr REEHTAILERDH Y 9,

cRY =N AT LTT VT 4 Tl oTnDZ L &R LE T (showip policy %1t [
avy R&EELTO) .

e MY OKEHE R Z MR L £7 (show route-map map-name pbr-statistics zffi i =~ >
RZ&#ELT) .,
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AEYD ST a—TFa 5

cAFVD N T TINY 2a—T 4 T LGSR (91 X—)

« 7Ty b7 —A AEVHHARO /G LV OFHE (92 <—)
ea—H Fuk A (93 2—)

cHLAIART T R T —LDAFYET=HY T (93 _—)

AEYVD RS TN a—T 4TI HEMER

AT Iv 7 FJU0FLT7EAAEY (DRAM) X, 3 X_XTOF Ty b7+ —LTRLAT
UY—=2ATHY, HHRPNTF =y 7 SNDIITHIEELITE=FTOHLENH Y £,

Cisco NX-OS IZ. D3 ODOFETAEY ZFEHLET,

« Pagecache : 7k#i A b L—" (CompactFlash) W67 7 A WMZT 78 AT DH L, h—F)b
X7 =2 "—UFy v P IHARY T, UL, FRRT 2T R T oL &
2. TAAZ AR —VICHET 28N T 7 B ARMZERTE 5 2 LAWK LET, fit
DT AEANAEY ZREETLHHE. ¥ v ¥a SNE_—VE3 0 —F I Lo TR
SNET, —EDOT 7 A AT A (tmpfs) 1L, MR —T F v v a2 NITHFEL
T (72 & 21X, /dev/sh, /var/sysmgr, /var/tmp) . TV, ZOT —F DK A FL—
Wi, T—ADNHIRESNTLEEZBHRLET, X—VY XrvadnbiIfioTtEEd
Auo tmpfs-cached 7 7 A /W&, HIBRSNIZHBICOHAN—TF v v o SPe_— U & fif
HBLUET,

«Kernd : H—xVZIE, MEOT XA, T—4%, BLOI—3x/a— RA[EE Y 2—/b
(KLM) ZRAGFT 570D AE Y NLETT, KLMiX, {FERO=2—3F a2 Tidk
) h—xiirn—REnda—KO—ETd, I—x/V AT VDHEAME LT, £
Y RHB—R RIALADBAYT y NEZETHEDICATY 280 Y THHARD Y £,

* User processesCisco NX-0S : Z D AE V&, I —R/VMITHE STV Linux 7w & X
(THXAM, A v o b—=TRE) ZLoTHEHSNET,

EBWAEYHHAREZ NI TNy a—T 4 07T 5580, STHAROGWYA T (et
A, N=U XYy a, FET—30) BHRITLOMLENSY T, BHEOX A T EFEE
Lo, BIO N TNy a—T 407 a<wy REFEHALT, ZOBEDKRKE 2> TW\b o
VIAR—R N ERETEET,
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. T3 b+ —L AT EREO—R/E LA O

T2y bIr—L AEYFEREO—HE/S L AN)LOE

RD2ODEARK)RCLI A~y REFEA LT, 77 v N7+ — 2D ATV HEHAEOLER L
UL EFHECE F£97, show system resourcests L Y show processes memory.

\)

GE) Zhooa<wry Nh»s, 77y N 74— AOFEHAENEE/TELD LENZ ERHbMND
FITH. EDXATDAEVERRREONITOND XA,

)

() showsystemresources 2~ > RO JIZZ2& A€ U O BREN TV DAL, Linux 71—
NxX ¥y IRERTHLARERH Y £9, VAT LARLVEZDOAE) Z0ELT 5T
T, Linux I —F/MEF v v o SN AT Y 2 LE3, showsysteminternal kernel meminfo
avw s RE, VAT LADOXF Y vy a ATV EFRRLET,

ZOIETHI LTV showsystemresources 2~ > Rk, 77 v b7 4+ —20D A E U #HatHEH

ERRLUET,

switch# show system resources

Load average: 1 minute: 0.70 5 minutes: 0.89 15 minutes: 0.88

Processes : 805 total, 1 running

CPU states : 7.06% user, 5.49% kernel, 87.43% idle
CPUO states : 9.67% user, 6.45% kernel, 83.87% idle
CPUl states : 10.41% user, 7.29% kernel, 82.29% idle
CPU2 states : 5.20% user, 4.16% kernel, 90.62% idle
CPU3 states : 5.15% user, 2.06% kernel, 92.78% idle

Memory usage: 16399900K total, 6557936K used, 9841964K free

Kernel vmalloc: 36168240K total, 18446744039385981489K free SSS>SS>>>>>>

Kernel buffers: 10860132K Used>>>>>>>>>>>55>>555555555555555> S555>>>

Kernel cached : 120072K Used >>>>>>>>>>5>>555555555>5555>>>>>>>>>>>> seeing these extra

logs

Current memory status: OK

Y
GE)  ZoOHAHIE. /proc/meminfo @ Linux A€ U FHaHERN DRSS ET,
stotal : 77 v F 7+ — L LOWH RAM D,
o free: REEM E 71T HTRER A £V D&,
cused : BV S THN OkFif7e) AEU L v viadii (—RR) AE D DR,

XrvialbNyT77id, AAS~—F=2 ) 7R £EA,

ZOERIT. Ty N7 —LOFEHRO AR R R OB ERME L ET, ATV HEHENE
WHEIRZ NI T a—T 0 T AR, KV EL DOFERDBMLETT,

show processesmemory =2~ > R, 7aob® AT LD AEVEY Y TEFRLET,
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switch# show processes memory
Load average: 1 minute: 0.43 5 minutes: 0.30 15 minutes: 0.28

Processes : 884 total, 1 running
CPU states : 2.0% user, 1.5% kernel, 96.5% idle
PID MemAlloc MemLimit MemUsed StackBase/Ptr Process

4662 52756480 562929945 150167552 bfffdf00/bff£d970 netstack

A—H JAat X

R=TF ¥ v 2t hI—FNVOMENEN SN TWAEAEIE, —#oax—F 7T ak AN KED
AV EFEHL WD, FETHO T ok ABNE W=D (ﬁmﬂ%&%%@ﬁﬁ%wkw)\
FERARNRE L 2o TWD EWVWIAREE N H VY 97,

\}

GE)  CiscoNX-OS %, 1 FEtAlro7ut 20 A VHIBEE2EFRZL TWET (dimit) . Z O rlimit &
MxHE, sysmgriCE-oTTF AN Tyial, BEITaT 77 A VPERINET,
timit (ZIEWTF r e 2d, 7T v b7 — AOMARICKRE B e 5 2 WA RN H Y
TR, 7Ty aPBETDHERMBICRDAREERH Y £7,

KEDAEYZFRALTWATOERADEE

wDa< Nk, BEOT o v ARKEDO AT ZFHL TWAENE I AW 25 DICHEL
bBET,

« The show processmemory =~ Rif, 7Bt AT ELDATVED Y TE2RRLET,

switch# show processes memory
PID MemAlloc MemLimit MemUsed StackBase/Ptr Process

4662 52756480 562929945 150167552 bfffdf00/bff£fd970 netstack

)

(GF)  showprocessmemory D) 22~ KO L, BUEOHEHZRD
EARIC B 2R L2 W ATREME A H D £ (BI04 Thh T
WHZEEERLERA) ., Zoa~r Rt 7ok ZAHIRIC
EDNTNDNE D AT 2 DITESLH ET,

A RAHFTSY R ITAF—LDAFYE=ZRYY

CiscoNX-0OSZlZ, AT LDV T, Fuv A0 7Ty o, BIORFOMOEE LW
BEL AT A0, I—FX WL D, AFIUFHEDET=Z Y o VEENEISAEFNTH
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B =vizve

EFT, TV M T A AR —TriE, (EEHINTWDLRAMOREZEAELT5) A€
OEHRZEWINCT =y 7 L, SHEPRFRESNZLEWVEEZEA S L, BEIIZT 7— K
AR PEERLET, 77— M LW IET DL E, D—FNVEREILRST—Y (& 2
I, TV BRSNS ol KT 7 ANDN—T Xy v a) BIRETHIETAEY %R
Lo ELET, F2d, 2V T 4NV L ULZET D L, I—FiE, AT IVHHENREK
HEW T ot A ZBEHEIE T LE 9, CiscoNX-0S DD a2 v iR—x% v MMaiE, R—&— 4~ —Fh
YA Fa bz (BGP) DL —Z2 7 a— AFY N RY TR EDODRAEY T T — ML
HPABASINTEY, 7o EARNZNHBFOMELTE L CAEY OFHEZHETE5 L9
o TWVWET,

AEYLELME
2 OMEPERINTVWDIHAE, X—XT7A DO AEY TiE, RO LIVENKLETT,
« MINOR
« SEVERE
« CRITICAL
774 /L D L& WAL DRAM ¥ )G U CRBIRICHHR SN D720, TOMEIFT T v b
T —LTHHAEN TS DRAM 1 R K> THEARD 9, LEVVEIL, system

memory-thresholdsminor /X—+t > 77— severe /8\—+t% 7 — critical /S—& > 7 — V&
LTRECEET, a~vr FEEHTLILERHY £,
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Ny b 20—DBRED S TILY a—
Fa4 T
ey hT7u—0RE (95 %—)

Ny o aO—0ORIEE
Ny MIROBEBE TR y 7SN rHeEnH 0 F97,

VT NT 2T AL vFONRry hME, arhe— FL—rDRY —FHE (CoPP) 2
FRITRey 7S5 MR H Y 9,

N=RT 2T AL v F Oy ME HEIEORIRICE Y N—=FT=TICL-oTRe v
TEINDAREMENR D D £77,

L—FrHIERICE T rRAyTEnt=/\ry k
show hardwarerate-limit =~ > R&ZfiH L, L— MREO7-DI 7y E3 Fe vy 7 EiT
WHNE I DERERLET,

switch(config)# show hardware rate-limit module 1

Units for Config: packets per second
Allowed, Dropped & Total: aggregated since last clear counters

Rate Limiter Class Parameters

access-list-log Config : 100
Allowed : 0
Dropped Y
Total : 0

CoPPOf=HhIZkAy TEnf=/\rv k

show policy-map interface control-plane =~ > FZfFEH L, a~> K&2FEHL T, X7y b2
CoPPIZE > T Rr Yy IR TWEINE I AR LET,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



B crror-vicroyTantisry k

Ky JA—OMBED STy a—F4 25 |

switch# show policy-map interface control-plane
class-map copp-system-p-class-exception (match-any)

match
match
match
match
match
match

exception
exception
exception
exception
exception
exception

set cos 1
police cir 200 pps , bc 32 packets

module 27
transmitted 0 packets;
dropped 0 packets;

module 28
transmitted 0 packets;
dropped 0 packets;

ip option

ip icmp unreachable
ttl-failure

ipv6 option

ipv6 icmp unreachable
mtu-failure
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PowerOnBEE)70E 3 =29 D ST
oa—TF49

¢ POAP NE=E T T AT TOFRINIC A A v FEE) L7y (97 =—3)
* POAP W32 (97 ~—)

POAP MW5ET 9 BIXT DEFMMANIZR A vy FHEE) L %Ly

POAP 735¢ T3 2 DICH4r 22 R 3% LT A4 » FEE) L R2WEAIE, v ) T VEIR A
NLUTCAAL v FICEHE L, ROT a7 FOEFHTEIELTLES> T E R L ET,
Waiting for system online status before starting POAP ...

Waiting for system online status before starting POAP ...
Waiting for system online status before starting POAP ...

System is not fully online. Skip POAP? (yes/no) [n]:

a7 Tno EANTHE, POAPESATCEET, TOLXHITLTH 2[EIHDHEITT
POAP N IEHICHE) LR WEE L, HIFHFIC Y n 7 F Cyes EAN LT, EDE Y T v
TEFATLET,

POAP n kB89 %

PowerOn Auto Provisioning (POAP) M 5 72xOBH TR L7ZHE1X. ROT 7 v a w57
L/ i j‘o

HHE DAL v FORBIFIEAZ KT T HI121E. POAP 7k 2 &=k L% 9, POAP 2554
WABIET A ETICES L2 ERH D £TOT, LIELLSBHELLIEEN,

2013 Oct 29 22:24:59 switch $$ VDC-1 %S $POAP-2-POAP INFO: Assigned IP address:
172.23.40.221

2013 Oct 29 22:24:59 switch %5 VDC-1 %$ %POAP-2-POAP_INFO: Netmask: 255.255.255.0
2013 Oct 29 22:24:59 switch %$ VDC-1 %$ $POAP-2-POAP_INFO: DNS Server: 172.21.157.5
2013 Oct 29 22:24:59 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: Default Gateway: 172.23.40.1
2013 Oct 29 22:24:59 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: Script Server: 172.23.40.6
2013 Oct 29 22:24:59 switch %$ VDC-1 $$ $POAP-2-POAP_INFO: Script Name: /pxelinux.0
2013 Oct 29 22:25:09 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: The POAP Script download
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has started
2013 Oct 29 22:25:09 switch %5 VDC-1 %$ $POAP-2-POAP_INFO: The POAP Script is being
downloaded from [copy tftp://172.23.40.6//pxelinux.0 bootflash:scripts/script.sh
vrf management ]
2013 Oct 29 22:25:10 switch %$ VDC-1 %$ $POAP-2-POAP_FAILURE: POAP boot file download
failed.
2013 Oct 29 22:25:10 switch %$ VDC-1 %$ %POAP-2-POAP FAILURE: POAP DHCP discover
phase failed
2013 Oct 29 22:25:12 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Abort Power On Auto
Provisioning and continue with normal setup ?(yes/no) [n]:
2013 Oct 29 22:25:46 switch %$ VDC-1 % %POAP—Z—POAP_DHCP_DISCOVER_START: POAP DHCP
Discover phase started
2013 Oct 29 22:25:46 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Abort Power On Auto
Provisioning and continue with normal setup ?(yes/no) [n]:

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: yes

0l 77 AIVTREOEBAZHER LET, 220OPOAPE S 77 A NVNT—h 7T v
RSN E T, POAP 7RO R 71X, RIZART L ST, poap_pid init.log T
57 7 ANVIRGEENET, REROBHIZ, 2077 A VOKREBIZERSNET,

bash-4.2# tail 20131029 222312 poap_5367_init.log -n 3

Tue Oct 29 22:27:41 2013:poap_net rx pkt: Droppping the pakcet due to Ethernet
hdrparsing error on if index - 5000000

Tue Oct 29 22:27:41 2013:DEST IP is not Broadcast

Tue Oct 29 22:27:41 2013:poap_net rx pkt: Droppping the pakcet due to Ethernet
hdrparsing error on if index - 5000000

DHCP F /21X TFTP — b X 7 oo — KX POAP A7 U7 N 77 A )R FIT 7 1
TATRMT 20 E ) 0 EHERALET, BMEOEMEIZS LT, 71 A T@EEDOE » b
T TERITY T — FEHEITTEET,

2013 Oct 29 22:42:34 switch %$ VDC-1 %S %POAP-2-POAP INFO: Assigned IP address:
172.23.40.181

2013 Oct 29 22:42:34 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Netmask: 255.255.255.0
2013 Oct 29 22:42:34 switch $$ VDC-1 $$ $POAP-2-POAP_INFO: DNS Server: 172.21.157.5
2013 Oct 29 22:42:34 switch %$ VDC-1 %$ $POAP-2-POAP INFO: Default Gateway: 172.23.40.1
2013 Oct 29 22:42:34 switch %$$ VDC-1 %5 SPOAP-2-POAP_INFO: Script Server: 172.23.40.6
2013 Oct 29 22:42:34 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Script Name: poap.py
2013 Oct 29 22:42:45 switch %5 VDC-1 $$ $POAP-2-POAP_INFO: The POAP Script download
has started

2013 Oct 29 22:42:45 switch $$ VDC-1 %$ $POAP-2-POAP_INFO: The POAP Script is being
downloaded from [copy tftp://172.23.40.6/poap.py bootflash:scripts/script.sh vrf

management ]

2013 Oct 29 22:42:46 switch %$ VDC-1 %$ %POAP-2-POAP_ SCRIPT DOWNLOADED: Successfully
downloaded POAP script file

2013 Oct 29 22:42:46 switch %5 VDC-1 %$ $POAP-2-POAP_INFO: Script file size 21965,

MD5 checksum 1bd4b86892439c5785a20a3e3ac2b0de

2013 Oct 29 22:42:46 switch %$ VDC-1 %$ %POAP-2-POAP_SCRIPT STARTED MD5 NOT VALIDATED:
POAP script execution started(MD5 not validated)

2013 Oct 29 22:47:57 switch %$ VDC-1 $$ $POAP-2-POAP_FAILURE: POAP script execution
aborted

I3
S

POAPARZ Vv TZr7AnroualiE, 7—bh 70 a i TT7 7 A NCEERAENTE T,
7 7 A VA iE poaplog THED £7, HEODOT7 7 AN v ZRbL5EIX. BHOF A L
AR T fon S PN TT T =N O DHER L £,

bash-4.2# tail poap.log.22 42 46
CLI : show file volatile:poap.cfg.md5.poap md5 | grep -v '“#' | head lines 1 | sed
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poap 1% % [

's/ *$//!

INFO: md5Ssum 46684d8f8b7c5ffac3b37ac8560928e5 (.md5 file)
CLI : show file volatile:poap.cfg md5sum

INFO: md5Ssum 46684d8f8b7c5ffac3b37ac8560928e5 (recalculated)

CLI : config terminal ; boot nxos bootflash:poap/system.img
CLI : copy running-config startup-config

CLI : copy volatile:poap.cfg scheduled-config

INFO: Configuration successful
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PythonAPID bS5 L a—TFT 42

» Python API =7 — D35

Python APl T 5 —D =15

(101 ~2—3)

ROWT IO Python API =7 —NFERENTHEIL, ROT 7 a v w#FTLET,

VIR—FRLEFE
j‘o

fER fRRA R !l
Python cli API |% NameError % | 7' 7 —/3)L4, | >>> cli('show clock')
RS, = . Traceback (most recent call last):
qubij—o H”Iﬁzﬁb‘— cli & File "<stdin>", line 1, in <module>
Y a2—)L % A |NameError: name 'cli' is not defined

>>> from cli import *
>>> cli ('show clock')
'20:23:33.967 UTC Fri Nov 01 2013\n"

Python clid API (&,
structured_output not supported error
ZAm—LET,

CLI £7-1%7
U w7 APl %
FRLET,

clid APL i, #%
T —#
F1 %Y R— b
+TAHav R
TOHBEL
3

>>> clid('show clock'")

Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "/isan/python/scripts/cli.py",

45, in clid

raise

structured output not supported error (cmd)

errors.structured output not supported error:
'show clock'

line
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i

SEAR fRR A& 151
CLI API 8 XX Cisco A7 77 A 1D >>> from cli import *

. L. . _ . 1s |>>> cli('clear counters')
>/I:7 Ffi\ Permission denied @“\ :j<?“/]‘ Traceback (most recent call last):

T —%FAn—LET, FHITY — File "<stdin>", line 1, in <module>
- File "/isan/python/scripts/cli.py", line
AT 7 EA 20, in cli
jA%Sfi&50)4‘ raise cmd_exec error (msg)

é}iﬁ#@ﬁ&ﬁ§gb errors.cmd_exec_error: '$ Permission denied
- for the role\n\nCmd exec error.\n'
%):.&f%fﬁgﬁg >>> from cisco.interface import *
L/EETro WABE | >>> i=Interface ('Ethernet3/2")
~ . Traceback (most recent call last):
@_ESI,’C‘ File "<stdin>", line 1, in <module>
it - "/isan/python/scripts/cisco/interface.py",
%fﬂE%§QL$EKE line 75, in _ new
%fﬁibﬂlzjff) cls. Interfaces[name].config(True)
\ File
SVET "/isan/python/scripts/cisco/interface.py",
line 91, in config
s, o = nxcli('show runn interface %s' %
self.name)
File "/isan/python/scripts/cisco/nxcli.py",
line 46, in nxcli
raise SyntaxError, 'Error status %d\n%s'
% (status, output)
SyntaxError: Error status 30
% Permission denied for the role

Cmd exec error.
>>> import os

>>> os.system('whoami')
test
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-

Python APl =5 — M 5%

JEIR fRR A& 451
uellib2 F 7203 7 MRS | EL DGR |

. import urlli
MR XN FEH A, V=T 4T |sss °

a7 % A R |u=urllib2 ("http://172.23.40.211:8000/welcome.html")
Traceback (most recent call last):
%Efﬁ;ﬁ Law File "<stdin>", line 1, in <module>
%)Z_&j%fﬁ@%ﬁ TypeError: 'module' object is not callable
> >>>
L/‘§E'§<O €9 w=url 1ib?2. urlopen ("http: //172.23.40.211:8000/welcome. html ')
TFiﬁb\%%é§ Traceback (most recent call last):
{i‘ IEI/U‘%) File "<stdin>", line 1, in <module>
N File "/isan/python/python2.7/urllib2.py",
0)¢Cﬁnk)é§71 line 127, in urlopen
ijfo return opener.open(url, data, timeout)
File "/isan/python/python2.7/urllib2.py",
line 404, in open
response = self. open(req, data)
File "/isan/python/python2.7/urllib2.py",
line 422, in open
' open', req)
File "/isan/python/python2.7/urllib2.py",
line 382, in _call chain
result = func(*args)
File "/isan/python/python2.7/urllib2.py",
line 1214, in http_ open
return
self.do open (httplib.HTTPConnection, req)
File "/isan/python/python2.7/urllib2.py",
line 1184, in do_open
raise URLError (err)
urllib2.URLError: <urlopen error [Errno 113]
No route to host>
>>> from cisco.vrf import *
>>> VRF.get vrf name by id(get global vrf())
'default'
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NX-APID ST a—Fa 08

*NX-API DA RZ A4 (105 <—2)

« NX-API 3 L2V (105 ~<—2)

BENKIBLET (106 ~X—)

« Bash (23T 2RI MESR S5 (106 ~—2)

7T UYP B RRy 7 ANGHNEREGETE 2R (106 ~—)
«CLI a2~ F =7 —REREND (107 <—)

s LT —AvE—UnFRIND (107 X—)

s —RET7 7 ANPEZD (107 ~<—2)

s gy RHAOF v 2 7 BEE S ey (107 =—2)

NX-APIDO A 54>

NX-API |Z, AA v T E® Programmable Authentication Module (PAM) % i L CEBAEAETT\
%9, cookie Z ] L T PAM DORSGERZ IS L, PAM OAMTZHDL LET,

N K ~
NX-API A2 L 7Ly
NX-API BIEE LR WGAIL, ROT 7> a w237 LET,
« show feature | grep nxapi =~ > RZfEH LT, NX-API AT/ >TWDH Z & 2R L

i ﬁ‘o

e shownxapi =~ R&MH LT, HTTP £72IXHTTPs AN/ > TWAH Z L 2R L E
ﬁqo

e show nxapi 2~ > RZFEH LT, NX-APIL A TSNS AR—F T v R LTWNHI L%
B LET,

« RIFFFAT SN TV D o~y REEERLET, BIfE., NX-APLIZHE DU —— 7 a2
TEITEN, YU 7NV ALy RTT, 1o0a~wy ROETICERZR 05 L, oa~
YERT ey ERET, NX-APHIERZF v v o LEd, BEOERNET TS L,
HMOERPIME I NET,
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| I

- Bash #H90c L=, FIEZEMIZ OV TIE,  [CiscoNexus9000 SeriesNX-OSProgrammability
Guide] ZZML T 7Z& W,

« /var/sysmgr_nxapi/logs/errorlog T 7 —NR2 Wil L E T

« NX-API 8 £ 725 L7a WA 1, nofeaturenxapi & A1 L %3 35 X U feature nxapi
NX-API Z HEE) L £, NX-APIIZAT— LA THY, HEELTHLEZETT,

D PR T 4 Fal—varavy REFTTXRVERL, KOT 27 va w27 LE
7+
co— Pz awy REEFTHEOOE LOHERRSH S = & 2R LET,

Bash [CX T SEFRIMNER SN D
2 —H N Bash D [FFA NG ENS (PermissionDenied) | A v E—I%2Z(E LEEAIE. &
DT IavEETLET,
« show feature | grep bash ZffiH L C Bash ZANC /2> TNWDH Z & 2R LET 2~ K
FEITLTLEEN,
cBEDZ—YANR Bash [T 7 B AT HT-DDE LWHERZH > TWAZ L AR LET,

» Bash OFEMIZ DWW TIE,  ['Cisco Nexus 9000 Series NX-OS Programmability Guide] % ZHf L
TLEEN,

T2 H O RiRy AN HAZFRG TS0
TV B KRRy 7 ANGHNERG TERWEAIX, ROT 7 v a v E2FTLET,

s HIBRRKREWGERL < ROFITIZHRIDR 256X, 77 U9 e— KRBT
P XA LT M LR DY £9, Python 7 T A 7 R &EHA L TNX-APLIZT 7
T AL THTL I, FIEFEMIZOWTIE,  [Cisco Nexus 9000 Series NX-OS
Programmability Guide] Z#ZH L T 72 &0,

N

G¥)  HERERIN D77 7YX Mozilla Firefox T9,
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| NXAPID RS TS a—F 4y
cwavr R s—nxrsns [

CLIaOT > FIS—MRTREIND

A—PREBDOa~v L REEIT LI EXICCLIa~ Y R T —RNFRENDEEIT. kOT 7
alrwFETLET,
DA RN EDL IR BN TV A ZHER L E T, show =~ K& configure
av 2 RF[ARN—R] CREUDMLERH Y £9, Bash a~v > FidkIaar () TXY)
HMLENH Y FT,

IS—Ayt—URKRTEIND
TT— Ayt —VRHNCRRENDGEIE, KOT 7 v a v EFETLET,

e T T — Ay E—VOFAICHES T TZI N,

* Bash =~ > RNFEITEINRWEATE. Bash AN 72> TV DR T B 7212, show
feature|grep bash =~ RZFEIT L T E &V, Bash OFAIZ OV TIL,  [Cisco Nexus
9000 Series NX-OS Programmability Guide] # &R L T 72 &0y,

ca—PICawr REEITTHEODIE LWHERNIS S Z L 2R LET,

e NX-API B4 L7y (105 ~X—) OFERICHE> THERIEL E T,

—BI7AILDEA S

VI ARNZEIZ, —RE7 7 A0 olatile IZIEEC S 4L, 7 747> MIRSNLHa~y R
NPEFENET, BROF ¥ 7 T A—=EZN0DHAE, a~r REANZ T4 7 > Mok
DIRSNDERNCT 7 A VIFHIBRSIVE T, BEROT ¥ 7 BN 1OEE, Fry o7 2t LT
TIAT L MIEETEDLE YT 7 ANVIEIRFFSNET, ZO7 7 A VTEMIZZ Y —
TyXENET, BE, 207 V=0T v 731000 oA R D EICFETEND L) ICHRES
IWTCWET, 77 A%, ER% 60 BULNIZ T 7 B 2 S hro 1238, £721% 600 B LA
WCEBINR oo, FTEAT—FABREHINR PTG/ V=0T v 7 ENET,

AR FHADOF v U IDEES NG

F X 7 =1 DERTIE, sidF CEICRESNTWDHA, a~vy RHADRLF v 7 M
BfFSNET, ZOWRIX, 77947V EBREDT v 7 2ERL, Xy hUV—7HNDOLEZ
MTRey7ERET ey 7 SN0, 450 —IZZELRWRBUCRHSELET, 77
ATV MIRUF v 7 Z/EERTE, —RE7 7 AR V=0T w7 IHRTORWRD
ELWT—=2%2ZELET (77 A ANBHEZL (107 =) 258) |
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S—N\EBEED STV a—TFTa25

e 7uEADAEVEHID Y TORE (109 ~—)

« 7t Z2D CPUMHEORE (110 X—)

ex= XY TakvAnay 7Ty A4 (111 =)

e VT wa ay Ty A )LD (111 _—)
27O VT (112%—)

e a7 Ty ANOHB A —DA 2 —7 U (112 2—)

TJO€XDAEEY B TOHETE

AEIVHNOE T AOEI Y YT, IR, AEVEODYT, BIOMEMARREZFFETEET,
K13 show processesmemory =~ > 2B O EITE, Z oM, #lzfERICT 57201

B SNTVET,
switch# show processes memory
PID MemAlloc MemLimit MemUsed StackBase/Ptr Process

1 159744 0 2027520 ff808d30/ffffffff init
2 0 0 0 0/0 kthreadd
3 0 0 0 0/0 migration/0
4 0 0 0 0/0 ksoftirgd/0
5 0 0 0 0/0 watchdog/0
6 0 0 0 0/0 migration/1
7 0 0 0 0/0 ksoftirgd/1l
8 0 0 0 0/0 watchdog/1
9 0 0 0 0/0 migration/2
10 0 0 0 0/0 ksoftirqd/2
11 0 0 0 0/0 watchdog/2
12 0 O 0 0/0 migration/3
13 0 0 0 0/0 ksoftirgd/3
14 0 0 0 0/0 watchdog/3
15 0 0 0 0/0 migration/4
16 0 0 0 0/0 ksoftirqd/4
17 0 0 0 0/0 watchdog/4
18 0 O 0 0/0 migration/5
19 0 0 0 0/0 ksoftirqd/s
20 0 0 0 0/0 watchdog/5
21 0 O 0 0/0 migration/6
22 0 0 0 0/0 ksoftirgd/6
23 0 0 0 0/0 watchdog/6
24 0 O 0 0/0 migration/7
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25
26
27
28
29
30
31
32
33
34
35
36
37

O O O OO OO0 OoOo o oo
O O O OO OO0 Oooo oo

Z OIETHAA LTV 5 show processesmemory =2~ > RiZik, IROF—TU—RnEENE7,

O O O OO OO0 Oooo oo

Y—NBED STy a—F127 |

0/0 ksoftirgd/7
0/0 watchdog/7
0/0 events/0
0/0 events/1
0/0 events/2
0/0 events/3
0/0 events/4
0/0 events/5
0/0 events/6
0/0 events/7
0/0 khelper

0/0 netns

0/0 kblockd/0

Bl

HhuE77A MV FAL L7 FLET,

HABBAFED 7 7 A MBS NET,

F——F
>

>>

shared

HEHEAEVFRERTFLET,

A+t AN CPUFERAEDEE

AEYNTEITHO T 1t 20 CPU MR &2 K& T& £7°, ki show processescpu =~ > |

MEOHABITY, ZomINE, BlEERICT 5 DICEKRSLTVET,

switch# show processes cpu

CPU utilization for five seconds:

PID Runtime (
1 28660
2 21
3 468
4 79725
5 0
6 472
7 33967
8 0
9 424
10 58084
11 0
12 381
13 17258
14 0
15 46558
16 1332913
17 0
18 45808
19 981030
20 0
21 48019

ms) Invoked

405831
1185
36439
8804385
4

35942
953376
11
35558
7683251
3

29760
265884
2
1300598
4354439
6
1283581
1973423
16
1334683

uSecs 5Sec

306

35
497

02

/0%

’

one minute: 1%; five minutes: 2

1Min S5Min TTY
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
% 0.00% 0.00% -
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oe°

Process
init
kthreadd
migration/0
ksoftirgd/0
watchdog/0
migration/1
ksoftirgd/1
watchdog/1
migration/2
ksoftirqgd/2
watchdog/2
migration/3
ksoftirgd/3
watchdog/3
migration/4
ksoftirqgd/4
watchdog/4
migration/5
ksoftirgd/5
watchdog/5
migration/6




| #—\EEO ST a—Fay

22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

1084448
0

46490
1187547
0

21249
8503
11675
9090
74118
76281
129651
8864

0

234

2520990
31
1306203
2867126
16
2024626
1990090
1993684
1973913
2956999
2837641
3874436
2077714
8

34

430 0.00%
3 0.00%
35 0.00%
414 0.00%
3 0.00%
10 0.00%
4 0.00%
5 0.00%
4 0.00%
25 0.00%
26 0.00%
33 0.00%
4 0.00%
23 0.00%
6884 0.00%

£=2yry 70tz0a7 77410 ||

0.00% 0.00% - ksoftirgd/6
0.00% 0.00% - watchdog/6
0.00% 0.00% - migration/7
0.00% 0.00% - ksoftirgd/7
0.00% 0.00% - watchdog/7
0.00% 0.00% - events/0
0.00% 0.00% - events/1
0.00% 0.00% - events/2
0.00% 0.00% - events/3
0.00% 0.00% - events/4
0.00% 0.00% - events/5
0.00% 0.00% - events/6
0.00% 0.00% - events/7
0.00% 0.00% - khelper
0.00% 0.00% - netns

show processescpu =~ > RIZiL, ROF—U— R RREFERLTWVETS,

F—7—FK BILZ

> MhzE7Zr7AMZIEAL VT FLET,

>> HANBEAED 7 7 A MBS IE T,

history CPU ORI T oA R LE T,

sort AEVFHRICESNHN TV A2 Y—FLE
R

E-AYS JAAOAT 774

showcores ZfEfHL C7'mnt R a7 7y A V2= TEEd, a~vr FefHATAHLENRN

&)@\ij—‘O

switch# show cores

Module Instance

Process-name PID

bgp-64551

Date (Year-Month-Day Time)

WAL, BET 7T 4 TR A= R= A PNET v 77— R TELZTRTCOa7inEREN

£

a7 7714 IILONIE

7Ty va ay Ty A NVEAET 5Z1E, show processeslog =~ R L E T,

switch# show process log

Process

PID

Normal-exit Stack-trace Core Log-create-time
N N N Jun 27 04:08
N Y N Jun 24 20:50

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



Y—NBED STy a—F127 |
B 70097

aAF7DO )T

clear cores i L Car7 27 V7 Cc&fd, a~r FEFEHLET,

switch# clear cores

a7 7274IILOEBIE—DA4 =r—TIJL{E

VRATLOAT7EANTEET, av» FE2HEHLT, TFTP%—, 77 v 2 RIA4 7
FFIETrAN~NDAT T ANOHEBIa—2 N LET,

switch (config) # system cores tftp://10.1.1.1/cores
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s 10 =

T ZAhIL HiR— bABULEDHLESHID
#E{H

o TAC |ZHEA&ET D ENCEAITT 2 FIE (113 *—2)
¢ CiscoNX-OS 5/ ~D 7 7 A )LD at’— (115 —)
e a7 X UTOFEH (117 =—)

TAC [ZEHT DRIICEITT 5 FIR

EIMOXEEZZIT 502, 577 =P R— MEYE F 7213 Cisco TAC ~D W& b2 %
BB ERHY T, ZOHETEH, RBEORIIZH DR 2 EHET 572012, RO L
VDY R — MOBRE T DENCFETT DHLENH D FNEIC OV THEL L £,

T 7 = H VR — FHEYEEF IS Y A RN E R R 21T 0 12k, IROFINEICHENFE T,
1. VAT AEREFREFZEELET, ZOERIL. FEOMROFTEZIZNET LZHER D
DNET, ZOBFREIET DL, KO3 DOFEONT N E T L E7,
e Telnet £F/21XZ X227 =)L (SSH) 7V r—a 2R ELTC, WaHhaT %

AN 77 A MIEEELE T, terminal length0 =~ > R&H L, Zhi b show
tech-support details =~ > K 2 H L £7°,

\}

GE)  FrED showtech =~ RWKREDT =X /L L., £ DT«
A7 e SAETH5EE. EMEATRETE £9, koflz
ZML TS,

bash-4.2# time vsh -c " show tech-support platform-sdk" | gzip
> /bootflash/pltfm-tech.gz

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



FHOZALHR— bABLEDEZHTOEE |
B wecEwTamcEnTsFIE

\}

GE)  SSHO XA A7 v MEERIX, tac-pac DALV bR 324
ERHYET, £ ThRWE, VSHEZIZ %
VSHD-2—VSHD_SYSLOG_EOL_ERRI S —REEEEND T ERD
0 E9, BEAHMIZIX, tac-pac F721L showtech ZUNEET D HIIZ 0

(ERR) (ZRRE Liﬁ‘

» Cisco NX-OS Release 9.3(1) LAR% CTliX, show tech-support details [space-optimized |
time-optimized] =2~ > REFEHATEET, vV F ALy MY =T, K16 D
Ay RERIFFICFEITL, FIRFICELCE £9°, space-optimized /N7 A — & (%, HHE
THANa~ FEEIBRL, HAOZEM L TAE VAR L REEMLET,

GE) Zoa<r FiX. RAMP 4GB RiliDT A ZATIEHR—F&Eh
FH A,

- tac-pacfilename =~ > R&ffi jj L T, show tech-support details =~ > RO 1% 7 7
ANMZVEA VT R L, TDT 7 A I)V% gzip TEM L £,

switch# tac-pac bootflash://showtech.switchl
s 77 ANKEIRE Lo =84, volatile:show _tech out.gz &9 7 7 A /L3 Cisco

NX-OSIZ X W IERENET, CiscoNX-OSHH/~D T 7 A )LD at— (1153—)
OFIEEFEHLT, TAAANL T ANV EIE—LET,

2. DCNM T 7 —MREALEGE/RIT, =7 —0DRA 7 J—2 va vy b&2#RY £9, Windows
IS ES 77747&&4/“7%‘5#?77’“??‘5 X Alt+PrintScreen %, 7 A7 kv
BIRE XY 7T I HIZIEPrintSoreen ML ¥ 3, A7 U—1 3 v b & B LV Microsoft
DA b (FRFFEEOTa 7T L) £y a AT T, 77 A NVERIELE
R

38 AvE—VYuJANTHRLLOLEIF LTI — a2 — & DCNM £72(Z CLI b F v~
F¥+HLIICLET,

s FTAER SN A v =D U R M EFRAT DHITIE, DCNM T Event Browser % 5
Li—é‘o

cAvk—vrrnrbrI—%av—LET, ZiuLshow logging logfile & 7213 show
logging last number =~ > RZEHA L, v 7 OKRBEOEITEER L THRTE 7,

4. T =P — MEYEFISGEK T DR, IROERICEIZE LT ZE0,
c FOARAL v FFT-I1IAR— FTRIENDNFEAEL TWVWBE0,

e Xy NT—IHNIZHEDIZEDCiscoNX-0S V7 h 7 =7, RIANRNNR—=Tg 0 F
N —F YT VAT A NR=Tg ARNL—UF R, ADT 7 — A7 =T hH,
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TIZhL Y R— bABLEDE 2RT0O %R
Cisco NX-08 5/ ~0 774 Lo tE— [

s EDE STy U= FARRYREH I TWS), (DCNM T Topology > Save
layout % J%R)

« ZOA XY N OFERTETFRAERHCREICEE 2N A 720> (VLAN, 7 v 77 L —
K., F213EY2—108M) |

s FERDBREDN SNTM DT A 2T, ZORENRFEAE LT2D

s BIRADIA LTeT A AL E D (EOT A AETFA v F—T 24
ﬁ)) o

Z ORENRANIIEE LT DI 27,

o Z OB RBEITIA LT DTN 27,
o ZORBEOFABE L EDRRED,
cfAIEDT A ZATZORIENTEAE L TV,

BB AERICX Yy 7Ty LI IO =R E I T RNy T &2{To0, EDXH 7
NGTNY a—T 4 T OFEIEERR =Dy IROEDY — )V fFER L0 EHLEZ
E) o
* Ethanalyzer, ©— /L £721%Y E&— F SPAN
sCLIT Ry Z a<w K

* traceroute, ping

* DCNM » —/)1

5. MENY 7 bv=77 v 77 L—ROMITIZEEL TWH5HEIE, ROBERICEZE LT
7230,
« Cisco NX-OS DITD/N— 5 LI TH > 7270,
* Cisco NX-OS DHF LW\ S—0 3 E i),
DA~y ROMNEWNEL, I AY~— PR — FOHYF|TIRE L £,
« show install all status

+ show log nvram

Cisco NX-0S WS/ ~AD T 7A4 )LD E—

TNARAEDOBITTZ 7 ANVERBETAOIVLERGHGENHV ET, ZDLH77 74 M0,
0y 77y AN, RET7AN, 77 =0T T7ANRENRHY £7,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



FHOZALHR— bABLEDEZHTOEE |

B cisconxos a0 r 10—

CiscoNX-OS %, T XA AL OO av— (AT 7 e ba vzt L3, 73517 XL,
W IAT e LTEMELES, ©F V., FTP. SCP. TFTPt v i = LT # 1 CiscoNX-0S
THEAEL, Z77A VIS AT AT v 23N, B AT NG T IV ENFET,

File Server: 172.22.36.10
File to be copied to the switch: /etc/hosts

ZDOIETHIALTW5 copy =< Rix, FTP, SCP, SFTP, B L OTFTP#AE Y 1 k=L b
T ANE A =T R30I FSERY A2V R—FLFET,

switch# copy ?

bootflash: Select source filesystem

core: Select source filesystem

debug: Select source filesystem

ftp: Select source filesystem

http: Select source filesystem

licenses Backup license files

log: Select source filesystem

logflash: Select source filesystem

nvram: Select source filesystem

running-config Copy running configuration to destination
scp: Select source filesystem

sftp: Select source filesystem

startup-config Copy startup configuration to destination
system: Select source filesystem

tftp: Select source filesystem

usbl: Select source filesystem

usb?2: Select source filesystem

volatile: Select source filesystem

WDE T, BEEAN=ALE L TEF2T at™— (SCP) ZFEHTXET,

scp: [//[username@]server] [/path]

ZOFITIE, 22— userl @ Jetc/hosts & 172.22.36.10 7> 5 hosts.txt |2 E°— L E 4,

switch# copy scp://userl@172.22.36.10/etc/hosts bootflash:hosts.txt
userl@172.22.36.10's password:

hOStS 100% |*****************************| 2035 OO:OO

WIZ, AB— T v THRER SETP B — 2w 7 7 v P52~ L ET,

switch# copy startup-config sftp://userl@172.22.36.10/test/startup configuration.bakl
Connecting to 172.22.36.10...

Userl@172.22.36.10"'s password:

switch#

\)

6=

P NADAZ— T v TRED/NNy 7T v FE, BHIBLOEREZLT I AN EET 2 HEN
b FET, REDRFBION Y 7T v T 2T 58 NAZ Y7 F&itik LT, CiscoNX-0S 1
TEITTHZEHTEET, A2 U7 MIiX, copy running-configuration startup-configuration
B £ W copy startup-configuration tftp://server/name D2 SO a~ > REGH L LENRH Y £77, .
A0 V7 N EFEITTDHITIE, run-script filename 2~ > RaEEHLES, a~r FE2EHLE
R
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I FHZAHI HR— FARB WS HhE BETDEE
a7 #v7omR |

‘\\ (o]

a7 B TOER
a7 B FNE, 7T vV afiDVATAEY T N 2T ODAT— X AZET L REME NG
FNTCWET, RELRMENEET RN TIE, a7 Fo72FHLES, a7 F o 713,
TFTP — _NF T —H VAT LADslotd: D7 T v o H— RNIEETEET, 77=7
Y R— MEYEFE ORI ST, a7 Fo 7 E2AEKRTHE IV AT LA ZRET HHLEN
bVET, a7 XUTF, T/ Y ER—F V=TI TTa - REhET,
Inonay T ET 7 =h YR— MUYFICEEE A -V TEETEL LT, =
TR T EHFREL, TETP —NICBEI L £7,
systemcores2~ 2 REZEHL, a2 FEEHL T, ROLIICT AT AZaT X o T a2
L,:._E‘Li-é‘()

switch# system cores tftp://10.91.51.200/jsmith_cores

switch# show system cores
Cores are transferred to tftp://10.91.51.200/jsmith cores

N
GE) 77 A4 (ZOFITiEjsmith cores) 23 TFTPH—/ D7 ¢ L7 N U NIZHFIET 20 E R H Y
7

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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B =75 70m8
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s 11 =

FSOIWNSa—T 4 TDY—ILEFER

ARV RIA A VE =T 2 A AD T TNV a—T 47 a<v K (119 =)
s ACLEAGMET = v 1 (142 _—)

RET 74 (144 X—)

CLIT /Ny 7 (144 ~—)

Ping#3 & O Traceroute (146 ~<—73)

Tt ZABILONCPUDE=FY 7 (148 ~—)
FrR—REErX L Z7OMH (151 2—)

ZWofEHE (152 ~—)

o fHAIAFFL TV D Event Manager DfEH (153 ~—3)

* Ethanalyzer O] (153 ~—)

« SNMP 5 L TYRMON OHR— K (171 =—)

« PCAP SNMP /S—H—ffi ] (171 ~<—3)

« RADIUS ZFIH (173 _X—)

e syslog D (174 =X—2)

« SPAN Offi ] (175 ~<—2)

* Using sFlow, on page 176

s sFlow 5T = v 1— (176 X—2)

« T— E—aBEREOEM (177 X—)

ewatch =~ > RO (177 *—)

c NI TN a—T 4 T DY)V e FiEmOBINER (178 X—)

S N — A S ~ — > ~ —
ARV ESIA A VE—DIAADEZ TNV a—T4«
N N ~ N
v av Uk

av s RIAf v A H—T7 x4 A (CLI) T2 L, a—brarV—&EHLT, F
721t Telnet £7213F¥ =7 =/ (SSH) Ty a #FEHL TV E— FTREBLIOE=H
Tx F9, Cisco NX-OSCLI |Z1%. CiscolOS V7 hu =TIz a~ 2 FREEERH D | RIK

T~V show <2 K, < Fa—F R —F, B —A_—20D7 7 & X0 i
o TWVWET,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



B zettrzon—avor

EHEREIZIT., HERED

RIE, AT —HF A,

FSTNDa—T4 0 TDY—ILERER

INT = AT DR AT 5 show =2+

RAHBEENTWEY, F2, ROa<w REFHTHE, EHICHFELWVEREERTHZ L

MWTEET,

s show system= 7, =7 —,

BIOWNEET Y AT AL DayR—%y MIBET 5

Tzt LU E4, showsystemerror-id =~ > RZ2fH L.

ROFEMZ R TE £,

switch# copy running-config startup-config

[ H S H 4t 4] 1008
2013 May 16 09:59:29 zoom %$ VDC-1 %$ $BOOTVAR-2-AUTOCOPY FAILED: Autocopy of file

/bootflash/n9000-dk9.6.1.2.I1.1.bin to standby

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

BEEFzyvh—aTU R

CiscoNX-OSZi%, Y7 U= THREL N—RT = THREZRIET 28
FRHABEEINTWET, BEEMET = v I —0REEI

i‘j_o

2019 May 1 16:31:39 switch vshd: CC_LINK STATE:

Consistency Check: PASSED

HEVET = v I —1%, ROBRER FEAITT DY — /L TT,
« VAT LOBEMEE R T D
o IRAFR ST & B Sy Bt D RAT & SR 2
VTNV T T=INEN= R =T T NLAROEGN T =y 7T D

Cisco NX-OS (%, RIS

RLEEMEFvH—aTUF

MEF = v B—% P H— b LET,

avy LY, =7 —a—

e F e h—a<wy

J. PASSED F 721X FAILED & L Citésh

avwU kR

Bl

HR—brEhBT5v k
T+ —L

show consistency-checker copp

CoPP 7T I ThiERLE
j—o

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ L TN9300-FX 7
Ty b7 x—b AL VT,
BLO-EX, -FX, -R7 1~
71— R %1 2. 7= Cisco Nexus
9500 77 v M7 F— L A
AT
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| FSThva—Favi0Y—LETER
ganFronr—avor

T B YR—rEhETS v b
Tr—L

show consistency-checker dme |DMEf o % — 7 = A A Zfifg#8 L | Cisco Nexus 34180YC. 9200,
interfaces S 9300-EX. #5 & 1X9300-FX 7
T N T F—b AL T
BIXOR-EX, -FXT7A1 2 1—
K %1 2 7= Cisco Nexus 9500
TI N T — A v F

show COHSiSteITFy-ChGCkef N—=KRT =T DFFA~—k |CiscoNexus 9200, 9300-EX.
egress-xlate private-vlan VLAN egress-xlate Z 78 LE | B L TUN9300-FX 77 » |
R T = AL vF, BLDY

-EX, -FX. -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~°
Ty N7 A —b AL T

shoyv consistency-checlger FEX A % —7 A ADY 7 I |CiscoNexus 9200, 9300-EX,
fex-interfaces {fex fex-id| V=T b= Ry =7 OREE | B LT 9300-FX 7T v b
inter face ethernet Hele LE Th—h AL vF. BLO

fex-id/fex-slot/fex-port} [brief | T
detail] -EX, -FX T4 > I— R&fH

Z 7~ Cisco Nexus 9500 7° 7
N7 —2 AL vF

G¥) fex-dlot 1LH 12 1

T
test consistency-checker LAY 3EEEMTF = v B —7%B | Cisco Nexus 9000 1) — & &
forwarding {ipv4[ipv6} [vrf |41 ¢4 S v F
vrf-name | all] [module
module-number | all]
show consisxgqcy-checker LAY IBEAEMETF = 1 — T A |3 TD Cisco Nexus 9000
forwarding {ipv4 | ipv6} [vrf MEREZFRLES, J—2 A A F

vrf-name | all] [module
module-number | all]

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
forwarding single-route {ipv4 |
ipv6} ip-address vrf vrf-name}
[brief | detail]

BEDOL— DL A Y3 /L—h
DN EZF v 7 LET,
ECMP 7' )V —7 5 — 7 )L DF518
DEK CHE—/L— F 23R L7
LEICEELET,

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 77 v h 7 A — L A
A4 vF
GE) Cisco Nexus
34180YC 77 v
74 —2h A
A v FTIL,
ipvd 2= > KD
N s el
TWET,

show consistency-checker
gwmacdb

=7 xA MACT FL A
T RX=ADN— =T L
7R 2T O—EBMETF
7 LET,

GE) ooy N, 4
7 = A HSRP (Zxf L
TR TR e FoR
THHEERHY E

7

$~T D Cisco Nexus 9000 >
V=X AL vF

show consistency-checker kim
interface {ethernet slot/port |
port-channel number | vian
vian-id} [brief | detail]

A S NP E T A 2 T — R
PO PR A R L £

Cisco Nexus 34180YC, 9200,
9300-EX., ¥ XL 1V9300-FX 7
Ty b7 H—b AL T
BLO-EX, -FX, -RT7 1~
71— R %1z 7= Cisco Nexus
9500 7’7 v b7 A —L A
AT

show consistency-checker 12
module modul e-number

FELIZMACT RLARY 7
N7 N— Ry =TT
BELTWAZ LR LEd,
Fm. N—FUTIIFET D
DY 7 MU= TIZIHFEE L2
BNz R e N—Fy=T
WCEE LAWY R b FERE
nET,

Cisco Nexus 34180YC, 9200,
9300-EX., ¥ L 1V9300-FX 7
Ty b7 F—b AL T
BLO-EX, -FX, -RT7 1>~
71— R %1 2 7= Cisco Nexus
9500 7’7 v b7 A —L A
AT

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)




| FSThva—Favi0Y—LETER

ganFronr—avor

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker 12
multicast group ip-address
sour ce ip-address vlan vian-id
[brief | detail]

LAY 2<wLTFHx AL T L—

TEOEEET v/ LE
B

Cisco Nexus 9200, 9300-EX,
9300-FX. 3 X 19300-GX 7
VA AN R N (7 A =
& OV Cisco Nexus 9500 ~7° 7
F7F—b AL v F-EX B
FO-FXT7A 2 —F

NOK-X9432C-S.
N9K-X9536PQ 7 A o I — K
54 D Cisco Nexus 9500 3
U= AA v F

NIK-X9432C-FM-S.
NIK-C9508-FMX-S.,
NI9K-C9508-FM-S 7 7 7 I
VARSI 2 S - A
Cisco Nexus 9500 > J — X A
v

Cisco Nexus N3K-C3232C,
N3K-C3264Q.
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ.
N3K-C3172TQ,
N3K-C3164Q, B LW
N3K-C3164Q -10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NI9K-C9372PX, LI
NOK-C9372PX-E A A v F,

show consistency-checker 12
switchport interface {ethernet
slot/port | port-channel number
}[brief | detail | all]

AL v F R N A H—T A
AL DFEEF =7 LE
7T

Cisco Nexus 9200, 9300-EX.

B LU9300-FX 7Z » b

T —h AL vF, BIY
-EX, -FX 7 A > 71— K%/
Z 77 Cisco Nexus 9500 7°7
N7+ —Lh AL vF

Cisco Nexus 9000 ') —X NX-08S kS TN a—F 425 4 K.
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
I3-interface interface ether net
slot/port [brief | detail]

IN=RT 2T DA H—T A
ADLAF¥IREE, ~N—F
7 =7 ?® L3VLAN, CML~7
7', 1Pv4A 3—7 /L, VPNID D
WREEWERLET, ZDawyr
R, WA v X —7 =4 A8
LOF—=hFy 2O TH
BHA A —T oA AWK LTHE
ELEd, Y IA X —T=A
AFIIFEX A VX —T = A A
IIRRGEES L EHE A,

Cisco NX-OS U U —2 9.3(5) LA
e, Zoa~<r RiIFSIBLIY
SVIAVZ—T A ADL AT
3WREET v 7 LET,

A — R~ 1X Cisco Nexus 9300-GX
TTy R T —L AL vFITH
LRSI ET,

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 7T v h 7 F—L A

A4 vF

Cisco Nexus
N9K-C9316D-GX.
NIK-C93600CD-GX,
N9K-C9364C-GX T /34 A,

show consistency-checker
I3-interface module
module-number [brief | detail]

TV 2 —/VNOTRTDA

H—=T A ZADL AT 3IKE

& N— R =7 DL3VLAN,
CML 7 Z 7, IPvd A F—T )\,
VPN ID D% & Zffgad LE T,

Zpawr NiX, WA v H—
T ABLOHR— K Fr L
D—ETHHIA L F—T =R
WXL CHsREL E 3, 71 v
2 —T A AIRRES N EH

oo

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ JTV9300-FX 7
Ty NI —h AL VT,
BXO-EX, -FX, -R7 1~
H— K %A 2 7= Cisco Nexus
9500 T v h 7 A —L A
A

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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show consistency-checker |13 LA ¥ 3~/LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,
multicast group ip-address TLORESEF -y 7 LE |9300-FX, 35X 09300-GX 7
sou.rceip-a(jdressvrf vrf-name +. Sy R T F—h A T
[brief | detail] J O Cisco Nexus 9500 77
N7 —2h AA v F-EX B
KO -FXT7A4 2 —F

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

show consistency-checker WHE~7 77V w7 78— k@Y > | Cisco Nexus 9200, 9300-EX,
link-state fabric-ieth [module | 7 yrfie 2 5 — 2 2z >\ T, v |38 L T8 9300-FX 7T v b
module-number] [brief | detail] TR 2T e R 2T | 74 —h 24 v F. BEO
Tu s I To—B8E MR |-EX, -FX, RT7 A > H—FK
LET, % i 272 Cisco Nexus 9500 7
Ty b7 x—b AL 0T

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



B zettrzon—avor
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B
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show consistency-checker
link-state inter face ether net
slot/port [brief | detail]

A B—=Tx A ADY T IRKE
AT —H AZONT, VT R
T =Ry TR0 a
TIIVTO—BWEHRLE
T, ZOavr R, wEA(—
PRy P E =T =2 ZAB K
WR— K F ¥ RNVLO—ETHD
WA —Y Ry A H—T =
A AT L THRELE T, BT
A B —T A AFT-ILFEX A
VE—T oA AIEFES N EH
Ao

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
link-state module
module-number [brief | detail]

2 — LHNDOTRTDA
H—T 2 A ADY T R T =T Y
VIREE N =T VT
REELHEALEST, Zoavy
Kid, @A —Y v b A
B—T o f ABLOHE—  F ¥
DT DA —H
Xy b A HE—T A RTKL
THREELES, 7 A ¥ —
Tz A RAETNIFEX A ¥ —
7 A RIMRRES IVER A

Cisco Nexus 34180YC, 9200,
9300-EX., 35 L 1N9300-FX 7
Ty b7 F—b AL T
BLO-EX, -FX, -R7 1~
71— R %1 2 7= Cisco Nexus
9500 7’7 v h 7 A —L A
AT

show consistency-checker
member ship port-channels
[interface port-channel
channel-number] [brief | detail]

TRTOEY 2—/LD/N—F

V=7 DOFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wr R, A—hFF v
TEICEITESNET,

CiscoNexus 34180YC. 9200,
9300-EX. ¥ L 19300-FX 7
Ty T —b AL VT,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R 7 — L A
A

show consistency-checker
member ship port-channels
[brief | detail]

FTRTOEY 2 —/LD/N—F
V=T DFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wy L, VAT LANDOT
RTOR—FF ¥ 25 LT
FITESNET,

CiscoNexus 34180YC. 9200,
9300-EX., ¥ L 19300-FX 7
Ty T —b AL T,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R T7 H—Lh A
A4 v F

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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ﬁmwmmsmwcmwa V7 7 =7 D VLAN A > 73— | Cisco Nexus 9200, 9300-EX,

member ship vian vian-id TN Ry 2T ICT B | BRUN9300-FX 7T v b

e e ooyt | | 7 2SN T BbOLAL T | 74—h 24 ¥ F, BLU
interface {ethernet slot/por N . St h e
port-channel number | 5‘\&‘34:”%”%&?—0 F1o STP B Ff( ._R74) Z A=
native_vlan}} [brlef | detail | BLK«H(FL‘%@/]) VHE—=T ARG %f'fﬁz_f\_ Cisco Nexus 9500 ~7

interface] WAL E9, T RN T d—b A v F

G¥) private-vlan =
~ 2 RTO brief
F 7213 detail A
AV VA s e
R—hENTW
FH A,

G¥) Cisco Nexus
34180YC 77 v
N7 —A R
A > F T,
native-vlan =~
v ROIH%
A—RFLTWE
R

show consistency-checker pacl | n— R =7 & V7 h 7 = 7 i | Cisco Nexus 34180YC. 9200.
{module module-number | O IPv4, IPv6, HETMAC  |9300-EX. 35 X Tr9300-FX 7
port-channels nter face PACL 7075 v/ DREHE | F v h T d—b AL v F,
port-channel channel-nurmber} ZFRAE L, <label, entry-location> | 33 X ON-EX, -FX 7 A > 1 —
RXTFNAN—RT =T YT R R % 1§ % 7= Cisco Nexus 9500
VT ORI T—EBLTWET, |77y M7+ —h AL vF

show consistency-checker pacl | A Jjf o #—7 = 4 A (FEX A |CiscoNexus34180YC. 9200,

extended ingress{ip [ipv6| | o x—— = f 2% &¢e) #5508 9300-EX, 35 K U89300-FX 7
macj interface {ether net H— N FXRADPACLT B | Ty h T —h AL v F,

slot/port | port-channel number}

[brief | detail] FIVTEMERLET, BIO-EX, -FXTA v 1—

K % 1{if 2 7= Cisco Nexus 9500
TTy N T A AL T

show consistency-checker pacl |$55E X #17-F Y = —/L D4 T | Cisco Nexus 34180YC. 9200,
extended ingress {ip | ipv6 | DYWL 2 —T =4 A, H7|9300-EX, 3L U9300-FX 7
mac} modulemodule-number | ¢ o 5 p 2 TL—s T | Ty h Tk AL Y F

[brief | detail] Bk -, BLOFEX A > |BLO-EX. FXTA 2 H—
H—7xA ATPACL 7’1 /' J | K%K % 7= Cisco Nexus 9500
U ERLET, Ty R T = AL T

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



SIS a—TF a0 TDY—ILEFER
B zettrzon—avor

T B YR—rEhETS v b
T4+—L
show consistency-checker WL~ 7 7' w7 BR— K DAREE | Cisco Nexus 9200, 9300-EX .,

port-statefabric-ieth [module | 2-gezn 1 4, 5 L T8 9300-FX 77 » b
module-number [ieth-port T A T BLEO
ieth-port]] [brief | detail] =

'EX\ 'FX\ 'R 3/])?/717‘_‘1\“
% %7~ Cisco Nexus 9500 ~°
Ty b7 x—b AL 0T

show consistency-checker BESNTZEY 2—/LOKR— b | CiscoNexus 9200, 9300-EX.
port-state [module DORMEAFEA L E T FLUN9300-FX 75 v b

module-number] [brief | detail] T d— b A vF. BLEO

-EX, -FX, -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~7°
Ty b7 x—b AL 0F

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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show consistency-checker racl | N— K7 =7 & V7 7 = 7 | Cisco Nexus 34180YC. 9200,

{module module-number | ® IPv4 35 L OV IPV6 RACL 71 {9300-EX, 35 £ T89300-FX 7

port-channelsinterface TSIV T O—EMWERIEL, | Ty T4 —h AA v T,

port-channel channel-number |

sui interface vian vian-id) <label, entry-location> X7 {3/ N— | B LT -EX, -FX T A > B —

Fo=7& Y7 by =7 DMT| K& Z7- Cisco Nexus 9500
—HLTWET, TTy b Tk —b AL vF

ZOavy RiE, BV a—
NI ERD &
FOEY 2—)LDOTRTD
WA =T oA AL
YT H =T AD
IPv4 3 L OV IPv6 ACL D%
AR LE T,

FEDR— K F ¥ XL TZ
Da<wy REMRORHT &,
FTRTDA L N—R— [
MEES N ET,

TRTCOR—F F¥FLT
ZDawy REMNOHT
L. o~ RIZACLR
WHINTWDHHR— K F ¥
T L ITHEER L £,

GE) Zoa=wy R,
IPv4 B X TN IPv6
ACL % e,
BT ar
D—EFDH0E 50
EREELEH A,

show consistency-checker racl | A Jjf > % —7 = A4 A %71 | CiscoNexus 34180YC. 9200,
extended ingress {ip | ipv6} VH—=T A A T L—2 7T 7|9300-EX, ¥ L N9300-FX 7
interface {ethernet Slot/ " — 1 | Lo | i F Fr b, £| Ty FTd—h AL VT

</g>| port-channelnumber [vlan | .14 gy1 o RACL 711 75 3 o | B L OVEX. FX T A > H—
lan-id</g> } [brief] detail ] AR K% 2 7= Cisco Nexus 9500
TIy R T A AL v F

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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show consistency-checker racl
extended ingress {ip | ipv6}
module module-number [brief |
detail]

BEINEEY 2a—LDOAJIA

FIVITERERLET, ZD=
<V R, FOEY 2—/LOF
RCOYEA L H—T A A,
YTA L E—T A A, BLO
TVU—7 T U RAKR— RN TETE
NnET,

VE—T x4 ADRACL 712/

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
stp-state vlan vian-id [brief |
detail | interface]

VT RNT 2T DANR=T Y
U—DfREER, N— R =TT
Tu g T I ENTIREE LR
CnEIDEERILEST, 2D
a<wy Nix, #8ifER (7 v )
DA v H—T = A A TDOIHELT
SNET,

Cisco Nexus34180YC, 9200,

9300-EX. 3L 1V9300-FX 7
7y b7 —b AL T B
L TV-EX, -FX, BLTRT
A > J1— R&##H L7 Cisco
Nexus 9500 7°7 v K 7 4 — 2L
AA T,

show consistency-checker vacl
extended ingress {ip | ipv6 |
mac} vlan vian-id [brief | detail]

VLAN DT RTDRA L N— A
H—T A ATVACL 70 /3
ST EMRLET,

Cisco Nexus 34180YC. 9200,
9300-EX. I L 1V9300-FX 7
Ty N T —h AL T,
BIO-EX, -FXT7A 21—
K % 2 7= Cisco Nexus 9500
TTy N T A=A VT

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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show consistency-checker vpc | vPC OAHE L% F = v 7 LE | CiscoNexus 9200, 9300-EX,
[sour ce-interface] [brief | detail] | 4-_ B L O9300-FX 75 » k
T —hb AL vF, BIOY
-EX, -FX 7 A ¥ 71— R %1
Z 7~ Cisco Nexus 9500 7° 7
N7+ —h AL vF

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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show consistency-checker vxlan | 2 ¢ VXLAN EVPN #% 7€ | Cisco Nexus 9200, 9300-EX
config-check [verbose-mode] | 2 pezn 1 £, B L U9300-FX 75 » b
T —Ib AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A v

7
show consistency-checker vxlan | VXLAN k> %L o 7 F Z |+ | Cisco Nexus 9200, 9300-EX
infra [ver bose-mode] I F v L OREEGEF = v/ | BLV9300-FX 7T v b
LEd, TH—b AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
J3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo
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show consistency-checker vxlan | VXLAN LA ¥ 2 /L— k & OF& | Cisco Nexus 9200, 9300-EX
12 module module-number BPEZ R L E T ¥ L 09300-FX 77 » k
T —hb AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v

T
show consistency-checker vxlan | VXLAN L ¥ 3 /L— k & D7 | Cisco Nexus 9200, 9300-EX
I3vrf [vri-name | all] [start-scan | —g 25 = » 7 L%, L 0N9300-FX 7T b
| report] T d— A o F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JL3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

show consistency-checker vxlan| v 7 7 = 73 L O~— K | Cisco Nexus 9200, 9300-EX
pv T T ORLBHT—T VT | FBLN9300-FX/FX2 B L
VLAN v v B I NR—BLTF(9500 7T v 74— A
BT LEINTWDENEIDE A vT

R LEST, Zoavr RaeHE
T3 212, 27e<Eb 1 o0
A HF =Tz A ATHR— b
VLAN~ v ¥’ 7 2 Hh+ 5
VENRHY FT,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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show consistency-checker vxlan | > 7 7 = 7 3 L 1O"~— K7 = | Cisco Nexus 9300-FX/FX2 7
ging-qinvni TTHLTWHYAFHYT | Ty hTh—Lh AL vF
VLAN U 2 N B LOB#ET 5~
JVTF X 7 vn-segment & F = v 7
LET,

show consistency-checker vxlan | /X4 kN INER # 7 )MEFF S | Cisco Nexus 9300-EX 18 L O
selective-ginvni interface N5 X oIz, B— MEADEIR [9300-FXFX2 7T k74—
{ethernet dot/port | port-channel () Q-in-VNI~ v EX 7MY 7 k| A A v F

channel-number } YT EUN— Y =7 TF
LT RITZTZLINTNDLNE

IMERGEL T,
show consistengy-checker vxlan | VXLAN VLAN & OR—F % Cisco Nexus 9300-EX 38 L O°
vlan [all | vian-id] Frvr LET, 9300-FX/FX2 77 > h 7 +—
[verbose-mode] L AL v F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JLO3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

show consistency-checker vxlan | VXLAN Xconnect VLAN & M7 | Cisco Nexus 9200, 9332C.

xconnect —HEFro s LET, 9364C. 9300-EX., B L

Xconnect ACL 3¢ R T D= |9300-FX/FX2 7T v b 7 4 —
NEATAAZA VA=V E | b AL T,

L. MAC FE BT XTD

Xconnect VLAN TN 72> T
WHZ EEREELET,

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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mMmmamwmmemmVMANV4%3VV7»»~(mmNmm%m\%mﬁx
I3singleroute[ipv4 [ipv6] [VIT| |\ |57 ¢ v 7 L oREA%E | HBLT9300-FX 7T v b
] Fzv 7 LET, Tr—hb AL T,

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX I L ¥
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, X
W9300-FX 77 v b7 +— LA

AA v T,
show consistency-checker vxlan | VXLAN L o ¥ 2 & DR —%£% |Cisco Nexus 9200, 9300-EX
12 [mac-address ] [ mac-address| -+ . «, ;7 |_ 4, B L U9300-FX 75 v k
] module] [ module Tp— D AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V, B
JON3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX L
X9536PQ A A 7, Cisco
Nexus 9200, 9300-EX, I X
T9300-FX 7T v 7 4 — L4
AA v F

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v
Fo

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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show consistency-checker A b —LHIEEAMF = 4 | CiscoNexus 9200, 9300-EX.

stor m-control B ELW9300-FX 77 » b

TH—L AL T BIO
-EX, -FX, -R7A4 > —FK
% 2 7= Cisco Nexus 9500 7
A ZNE R N

Cisco NX-OS U U —%9.3(5)
LABETIE.
N3K-C3016Q-40GE,
N3K-C3048TP-1GE,
N3K-C3064PQ-10GE,
N3K-C3064PQ-10GX,
N3K-C3064T-10GT,
NI9K-C9504- FM,
NIK-C9508-FM,
NIK-C9516-FM,
NIK-C9508-FM-S,
N3K-C31128PQ,
N3K-C3164Q-40GE,
N3K-C3232C,
N3K-C3132Q-V,

N3K-C31108PC-V,
N3K-C31108P-V

C31108TC-V,
N3K-C3264C-E.
N3K-C3132C-Z.
N9K-C93128TX,
N9K-C9396PX
N9K-C9372PX, B LW
NOK-C9332PQ 7 /XA A TH
A—hSHTWVET,

show consistency-checker T —1A ' A b Jb— |CiscoNexus 9200, 9300-EX.
segment-routingmpls{ip ][ |5 > 2 (ISIS, BGP, OSPF) |#JLU89300-FX 7 v b
ip-address ] | mask ] [ mask | V| 45 1 oxp ¢ v 3VPN B LA | 74— 2 21 v F . BLO
1w ¥ 2EVPN A4 —/—1L A jb—} |-EX, -FX 71 > 71— RN %&1
DON— NEAEVEEZTF = v 7 LE | 272 Cisco Nexus 9500 7 7
7T M7 —b AL T,

Cisco Nexus
NI9K-C9316D-GX,
NIK-C93600CD-GX,
N9K-C9364C-GX 7 /3 A A,

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)
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show consistency-checker
segment-routing mplslabel

ToE—vA BT AN —
7 4 > 7 (ISIS, BGP, OSPF)
BLOA ==L A L—FD VL
A ¥ 3VPN, LA 2EVPN,

B LW ADJ SIDS D T ~ LA
MeaFov 27 LET,

Cisco Nexus 9200, 9300-EX.
BLU9300-FX 77 » b
Tr—b AL vF, BIOY
-EX, -FX 7 A ¥ 1 — R%&f
Z 7= Cisco Nexus 9500 7° 7
FT7 A= AL T,
Cisco Nexus
NI9K-C9316D-GX,
NI9K-C93600CD-GX,
N9K-C9364C-GX T /34 A,

show consistency-checker sflow
[brief | detail]

A= N R = b T A T —
RoN—=Ro =7 =717
T T NGB ET =y s
LET,

Cisco Nexus 9300-FX2,
9300-FX3, 9300-GX B L ¥
9300-GX2 77 v b7 4 — A
AL T

WD < KiZISON H xR —FLTWERHA,

« show consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number

| all]

« show consistency-checker pacl {module module-number | port-channelsinterface port-channel

channel-number }

» show consistency-checker racl module module-number

« show consistency-checker racl port-channelsinterface port-channel channel-number}

» show consistency-checker racl svi interface vlan vian-id

« show consistency-checker vxlan

» test consistency-checker forwarding {ipv4|ipv6} [vrf vrf-name | all] [module module-number |

all]

show consistency-checker vxlan =< > RIZET MLESNnTWERA,

FEEEFIvH—

VNTF Xy A NESGUT v I —IF, vAT XX A ML— FOREEZHRT H72DD LAY 2
BLIOLA¥3IL—FDOBE—L— FNEEMT = o h—T9, v/LFFv A NEEWT = v H—
I, 3 AR =R R Tshow 2~ REFATL, BHEERAMEH L, LI ERE o
aVAR—R P EREBLTARESEET =y LET, AT HFy A NEEMETF v I—a~v
RiZ, BEENREET D L& T LET, show consistency-checker 12 multicast group 35 & OF show
consistency-checker 13 multicast group =~ > RiZ, 5 & EEOMBOFEZIK L £,

nboawy N, ROHAHTEXESR—FLTHET,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .



FSTNSa—TFaviov—LEeRER |
B <~ 5svxrmansoon—

sverbose: #ERETF A MERTERLET,
o detail : 5% JISON R THF R LET,
o brief : FERAER/DROFEME & HIZISONEXRTERLET,

Cisco NX-0S VU U —210.1(1) AETIX, ROEEWF = v h =B R—F SR TWET,
cIPV6 L2 VL TFF ¢ A NEEGHTF = v —
cIPV6 L3 VL FF ¥ A NESHTF = v B —
s v /LFF ¥ A K NLBEAWETF = v —
cINAFXEXYAZARIMAC Y VT v = NEAMET = v 1 —

e w/LFF ¥ APMNLBL3 =% v A MNRTEESWUT = v 1 —
e w/LF Xy A b GREBEMUTF = v I —

WOBEFD CLI 2~ Rid, IPv6L2 L FF v X "EEMWT = v I —D IPv6 EE B LT
N—TT RLAEZIFTAND LIRS THET,

show consistency-checker 12 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vrf <vrf-id> [brief|detail]
WIZ, IPV6 L2 ¥V FF¥ ¥ X NEGWET = v I —DWH Nl E R~ L ET,

# show consistency-checker 12 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

WOEFD CLI 2~ RiZ, IPv6L3 v /LT F v X NEESMET = v 1 —D IPv6 EHE LB LT
N—T T R REZIFAND LRI TVET,

show consistency-checker I3 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vlan <vlan-id> [brief|detail ]

WIZ, IPVO L3 /v F ¥ A MEEWT = v W=Dl Z R LET,

# show consistency-checker 13 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

“NVFXXY A IMACLH Y 7T v 7 E— ROBEETF = v h—2YKR— T 572012, RO
LWCLI o~ RpBImEnE L,

show consistency-checker 12 multicast mac <mac> vlan <vlan-id>

WIZ, ~VFHXY ANMACL Y7 T v/ E— ROEAEWETF = v h—OH NIl L ET,

# show consistency-checker 12 multicast mac 0100.1234.1234 vlan 10 ?

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter
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GE) ZoOCLIE. MACVvy 7T v 7E— ROEEWF = v I E-IENLB ® L2 E— FOEEM
FxyH—IEHEINET, AN MACIL, ip-mac F 7213 non-ip-mac DVF LTI,

<N T Xy A RMNLBL3 2=F ¥ R hREEEMT = v —2 PR — T D202, ROB L
WCLI =~ R2NBMENnE L=,

show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip> vrf <vrf-id>

wIZ, v F ¥ A MNLBL3 =%y A NREEEMET = v h—OH NI Z R LET,

# show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip>

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

WOBEFD CLI 2= Rk, /v FF ¥ X h GREEEWET = v I —IZEHINET,

show consistency-checker I3 multicast group <ipv4 group address> sour ce <ipv4 sour ce address>
vrf <vrf-id> [brief|detail]

)

GCE) BHFEOIPULI L F Xy A MEGHTF = o I—CLIZEA LT, ~VFF+v A GREES
MF v —%BBELET,

YNAVFF Y A MBEEUT = v H—F, ROT AN R Y R—=hLTOET,

* Cisco Nexus 92304QC, 9272Q. 9236C, 92300YC, 93108TC-EX, 93180LC-EX,
93180YC-EX. and 9300-GX 77 v h 7 4 —2A ZA v F I LT NIK-X9736C-EX,
NIK-X97160YC-EX, NIK-X9732C-EX, # L TUNIK-X9732C-EXM 7 A » I — R T,

* N9K-X96136YC-R, NIK-X9636C-R, I3 L UNIK-X9636Q-R7 A > #1— R & &4 L 7=Cisco
Nexus 95002 U — XA A v F,

Cisco NX-OS Release 9.3(5) LARE TlE, v /L FF ¥ XA NEGMWT = v I —ITIROT ™A A%
A—FLTWET,

* N9K-X9432C-S, N9K-X9536PQ 7 1 » #— R Z$E# L 7= Cisco Nexus 9500 ' ) — XA A
F. B LUNIK-X9432C-FM-S, NIK-C9508-FMX-S. I L U'NIK-C9508-FM-S 7 7 7' U v
7 'V a—),

* Cisco Nexus N3K-C3232C, N3K-C3264Q. N3K-C31108TC-V, N3K-C3132Q-40GX,
N3K-C3132Q-V, N3K-C31108PC-V, N3K-C3172PQ, N3K-C3172TQ. N3K-C3164Q. ¥ &£
TN N3K-C31128PQ-10GE A 1 v F,

* Cisco Nexus N9K-C9372TX, NIK-C9372TX-E. NIK-C93120TX, NIK-X9432C-S,
NI9K-C9332PQ. N9K-C9372PX. $ L TN NIK-CI372PX-AA v F,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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CiscoNX-0OS VU U —210.1(1) A TlX, v~/ FF v 2 NEEWET = v I —I3ROT A 2%
AR—=FLTWET,

« Cisco Nexus N9k-C9504 % #53# L 7= N9K-X97160YC-EX, NOk-C9504 % #4#{ L 7=
NIK-X9732C-EX, N9k-C9504 % #4#L L 7= NOK-X9732C-FX, NOk-C9504 % 4k L 7=
NIK-X9736C-EX, N9k-C9504 % #4#L L 7= NOK-X9736C-FX, NO9k-C9504 % &k L 7=
NIK-X9736Q-FX. X N N9k-C9504 % #4#; L 7= N9K-X9788TC-FX,

« Cisco Nexus N9k-C9508 % #4#; L 72 N9K-X97160YC-EX, N9k-C9508 % #4#; L 7=
NIK-X9732C-EX. N9k-C9508 % #4# L 7= N9K-X9732C-FX, N9k-C9508 % £k L 7=
NIK-X9736C-EX, N9k-C9508 % #4i# L 7= NOK-X9736C-FX, NOk-C9508 % & L 7=
NIK-X9736Q-FX. 3 & T8 N9k-C9508 % #4i# L 7= N9K-X9788TC-FX,

VAT Xy A MEAWT = v —E, ROLA Y23 v B bOT RS T IS DR
EREELET

« IGMP A X—tE 7

- MFDM

- MFIBPI

* MFIBPD

e N—RKRuxT T—T )

TNT Xy A RNEEET v I—F, OLAF¥IaLR—R DT T T I TOEEME
ARREEL F9
« PIM

« MRIB

«IGMP A X—t 7
« MFDM

« MFIBPI

* MFIBPD

N—RU=T T—T N

TILFXv A MEEEFzvh O KOE DA

WIZ, IGMP AX—E L 7O Z R LET,
switch# show ip igmp snooping groups 225.12.12.28 225.12.12.28 vlan 222
Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port

Vlan Group Address Ver Type Port list
222 225.12.12.28 v3 D Ethl/2 Ethl/3 Pol2 Pol0O0 Pol8

&2, MFDM O Al E R L ET,
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switch# show forwarding distribution 12 multicast vlan 222 group 225.12.12.28 source

225.12.12.28

Vlan: 222, Group: 225.12.12.28, Source:
Outgoing Interface List Index: 4
Reference Count: 204
Num L3 usages: 4
Platform Index: 0xa00004

Vpc peer link exclude flag set
Number of Outgoing Interfaces:
Ethernetl/2
Ethernetl/3
port-channell?2
port-channell8
port-channell00

5

&IZ. IGMP A X —t > 2 & MFDM % bhik

R R IR IR Ik I b b b b b b b b b b b b b b b b b b b b b b b b 3k b gk b b ik b 3

Comparing IGMP Snooping with MEFDM

R R IR IR Ik kb b b kb b b b b b b b b b b kb b b b b b b b bk b b b ek b b
L2 Eth Receivers
IGMP Snooping: 1/2,
MFDM: 1/2, 1/3

1/3

L2 PC Receivers
IGMP Snooping:
MFDM: 12, 100,

100, 18

18

12,

CC between IGMP Snooping and MEDM PASSED

225.12.12.28

To61 (BLh) ZRLET,

AKAKXKAKA AKX KA AKX AKX AKX AKX XA A AKX AKX XA XXX KKK

KAKXKA KA KA KA AKX AKX A A AKX XA AKX KA A A A XA XXX KK

®IZ., IGMP A X —t 7 & MFDM % Higed 561 (D) 2 RLE7,

RR R R R Ik h h b b Ik b b b b b b b b b b b b b b b b b b b b b 3k bk bk kb b

Comparing IGMP Snooping with MEDM

RR R R R Ik I b b kb b b b b b b b b b b b b b b b b b b b b 3k b b bk kb b
L2 Eth Receivers:
IGMP Snooping: 1/2,
MFDM: 1/2, 1/3

1/3

| T A I O I |

L2 PC Receivers:
IGMP Snooping: 100,
MFDM: 12, 100, 16
Consistency check failed!!!
Missing elements are: 18

Additional elements are: 16
| (O O A

R B &K U EE

12, 18

Kk ok k k ok kK k ok ok ok ok ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok

Kk ok ko ok ok ok k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

| T A I O I

| 1 A I A I O

Cisco NX-OS U U — % 9.3(3) LAK., Cisco Nexus 9000 > U — X A A v F i, BHEOMEE b T
TNy a—T 4 7T 572D show tech-support sowdrain =~ > R& AR — K L TWET,

show tech-support slowdrain =~ > FIZi&, E#EREER, v o2, BXORrS AvytkE—v

OD#EI;LB t N

AA v T, CiscoNX-OS X—Va v, BIOMRe U CcErZznfoa~<y

RAGENTOET,

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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B rczairzor

HREIZ1 DDA v FROMNOAAL v FIEHET HATRMENH D720, TRED Y T — L 5HE
Z XV NI 2729012, T TD AL v F B [AFIZ show tech-support slowdrain =<
Y FOMDZNET DHERH Y £,

ACLEESHF v
Cisco NX-OS Release 9.3(3) LAKE, ACL BEAMET = v DIIKRDOT A AV R— K LET,

NIK-C9372PX, NIK-C9372PX-E, NI9K-C9372TX., NIK-C9372TX-E. NIK-C9332PQ,
NIK-C93128TX, NIK-C9396PX, NIK-C9396TX, NIK-C9508-FM-S, NIK-C9508-FM2,
NOK-C9504-FM-S, NIK-X9632PC-QSFP100, N9K-X9432C-S

Cisco NX-OS VU U —29.3(5) LAFE, ACL #EA T = v #13 Cisco Nexus N9K-C9316D-GX,

NIK-C93600CD-GX, NIK-C9364C-GX, NIK-C93240YC-FX2, NIK-C93180YC-EX,

N3K-C3636C-R, N3K-C36180YC-R& ., NIK-X9636Q-R., NIK-X9636C-R, NIK-X9636C-RX 3
L UYNIK-X96136YC-R 7 A > 1 — R &4 L 7= Cisco Nexus 9500 >V — X A A v F THHR—
FERTnET,

WDOTT 4T 41%, ACLOBEMF = v /7 O—fE L THRIESHET

T ay, Fua bkajl, SIP, DIP. EETAR— L, sidER— k. EEITLMAC, 5655 MAC,
Ethertype, COS. DSCP. VLAN ¥ XU UDF T,

Cisco NX-0OS 1%, & ® PACL., RACL, BIXUVACLEAMF = v b o~ FEYHR—FLT

l/ A i ‘j‘o
avrk £ ER
show consistency-checker pacl extended ingressip [} 5 E L7 IPE 2 — ILDASJA V H—T =4
module <module-id> [brief | detail] 23 L OE— FF ¥ %10 PACLEEAMETF «
7 % L E T

show consistency-checker pacl extended ingress |#5@E L7ZIPv6 E =2 — VDA S L X —T =
ipv6 module <module-id> [brief | detail] A 2B L OE— R F ¥ kLD PACL E A
Fxv /7 ZFERMLET,

show consistency-checker pacl extended ingress |#5%F X117- MAC EV =2 — /LD ASA ¥ —
mac module <module-id> [brief | detail] T oA 2B L OFE— FF ¥ %D MAC PACL
BT =y 7 2R LET,

show consistency-checker pacl extended ingress ip | ¥5 & X172 AS) A > X —7 = A AD PACL &
interface {<int-id> | <ch-id> [brief | detail] OBPEF = o 7 IR L ET,

show consistency-checker pacl extended ingress |}5@E XN 7= 1Pv6 ASJA > % —7 = A ADPACL
ipv6 interface {<int-id> | <ch-id> [brief | detail] | ApF = » 7 2 FHi L £,

show consistency-checker pacl extended ingress |[}SE XN ATTMAC A L X —T = AD
mac interface {<int-id> | <ch-id> [brief | detail] PACL & VEF = v 7 2 F2Hi L £,
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show consistency-checker racl extended ingress ip
module <module-id> [brief | detail ]

BELEIPES 22— VDA, X —T = A
AR LVPR— FF v RNV ORACLESET =
7 L £,

show consistency-checker racl extended ingress
ipv6 module <module-id> [brief | detail]

EEINZIPV6 T a— DA A v X —
7 2 A4 AB LR — b F ¥ x/LD RACL &
WF v 7 BEmLET,

show consistency-checker racl extended ingress ip
interface {<int-id> | <ch-id> | <vlan-id>} [brief|
detail]

BESNIANA v 5 —7 = A 2D RACL ¥
ATy s BEELET,

show consistency-checker racl extended ingress
ipv6 interface {<int-id> | <ch-id> | <vlan-id>} [brief
| detail]

WBELIEASIPVG A &2 —T =4 2D RACL
AT = v 7 B FEH L E T,

show consistency-checker vacl extended ingress ip
vlan <vlan-id> [brief | detail]

FBE SN/~ IP VLAN @ VACL & MF = v 7
ZFEh L £9,

show consistency-checker vacl extended ingress
ipv6 vlan <vlan-id> [brief | detail]

5 & 177 IPv6 VLAN @ VACL AT = o
7 & FE L ET,

show consistency-checker vacl extended ingress
mac vlan <vlan-id> [brief | detail]

F5E &= AT MAC VLAN @ VACL B4
Fxv 7 BEmLET,

ACLESMF T vh o< FDOH A

WIZ, RACLEASMT = v 7 OREROHZ R L ET,

switch# show consistency-checker racl extended ingress ip module 1 Consistency checker

passed for Ethl/3
switch#
switch#

(ingress, ip, ip-list)

switch# show consistency-checker racl extended ingress ip

{
"result": {
"status": "CC_STATUS OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS OK",
"platformDetails": {
"classType": "CC_PLTFM NXOS_BCM"
} r
"recoveryActions":
"failedEntities":
}

1,
[]

]
}
}
switch#

module 1 brief

switch # show consistency-checker racl extended ingress ip interface ethernet 3/5

Consistency checker passed for Ethernet3/5

(ingress, ip, ip-list)

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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switch#
switch# show consistency-checker racl extended ingress ip interface ethernet 3/5 brief
{
"result": {
"status": "CC_STATUS_OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS_OK",
"platformDetails": {
"classType": "CC_PLTFM_NXOS_BCM"
}I
"recoveryActions": [],
"failedEntities": []
}
]
}
}

BREITAI

WK~ 7 A VIZiE, Cisco NX-0S T /34 A _EDORSREAHERL T 5 72 I &5 Cisco NX-0S
A~ FPRFESIVET, CiscoNX-OS ITiE, FEATH E A% — 7 » 7RO 2 FEN & Y
T, TAA AL, BEEHCAX - T v T a7 4 X2 Lb—3 3 (startup-config) % {#
LT, Y7 ho=THEEsRELET, FfT72 7 4 F =2 —3 3 (running-config) (21,
2R =Ty Far7 4 ¥al—ary 77 AMIH LTI EBIEOEENEAFESNLET,
REEZELTDHRN, REZ 7 ANDON I T v TEERLTIEISN, 207 4 Fal—
vary Z7AMIVE— N =Ny I T I TEET, a7 4 Falb—var Iy A
JVOFERIZ W TIE,  [Cisco Nexus 9000 Series NX-OS Fundamentals Configuration Guide] % %
BRLTLIZES W, £l REZ 7 ANDTF = v 7 RA » ha—&2/Eldid, BEREEL
Al n— RNy 7T 528 b TEET, v—A "y ZHEEIZOWTIE,  [CiscoNexus9000
Series NX-OS System Management Configuration Guide] & L T 72 &0,

CiscoNX-OS HREIX, AZ— T v a7 ¥alb—Tar 77 A VCHERR v 7 Z1ERT
HTENDYET, FNIUT, BREICKXVIER SN a y 7 DBEIRINTICE > TWDH Z &b
D £9, system startup-configunlock =~ > R&ZfHL, LT, Zabou v 7 ZHIERL TL
fiél/\o

CLIl 7/\v 45

CiscoNX-OS 1%, X hU—2 2T 0T 47T TN a—T 4 7T H-0DIRERT
Ny THtet Y FE2YR—FLTWET, CLIZEHAL T, F¥EOT Ny VE— R AT
L. UTNWEA LATHEFEN-HE T ha LSO 7 754 85 4 a P 2F R TEET, &
n7 Ty MVIZEZ A LAZ TR FERIAIZY A hSET, CLIr—/L A =X A
EHALCT Ny JHEE~OT 7B AZHIR L, a—/VHECT 7B A% pEITE£3, debug
aw RZU TS A MMEREFRTHOIZX L, show =~ Rk, BEFE#HRE D T2 A
LifHE —HRRTHIDIEA L ET,
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FE debug v~ REHHL., TXA0DE, v AadT 7 =k HR— MUY EDR RN H -7
HIRONET, —#Ddebug =~ NIy NI —27 N7 35—~ A BEE 525 7]
REMENH 57025 TT,

)

GE) TRy 7 Ave—ViF, Filka 7 77 A VICRETEET, v 77403 Ty 7 H
Hzaary —VKET DR bLET, RENES TT,

AT a rEENT DL RO THEM AR A T Y a L ERRTEEY, EEOT Ny
JHNTMZA T, Ahshvlcavr FZeicn s = MUBMERESNET, 73y ZHAIC
X, B =N TS, A EMORHET ANA A TRAELLET 7T A ET A DI DAZ T E
TAT Y FRFEERSNET,

TNy TR EHHL T, A XU h, WA v E—Y, BLOY e halr =T —% B CxF
T, 722U, EBEERE CT Ny 2—F7 4 VT 4 ZEATA255ITEESLETT, —FO
FFat, arY—NMIKEDAvE—VEHAILEY, Xy P =T R T —< AT
BERIREEE G2 D AlREENH D CPU LKA XY FEER L7205 2T, T3 A~0D
T IR AT A AREERH Y FT,

N

GE)  debug =~ > R&EANTHRNC, 2 H D Telnet £721L SSHE v v a v 2B 2 L 2R L%
T, TR T By a VBRBIEO Y 4 RUOIITF LR B AT, 2BEBOEy v a v
L Cundebugal ZA1L, Ty AyEe—VOMNEEIELET,

TINYYT T4 )LA

debug-filter ZfEH LT, RERT Ny JHERERINCTEET, a~v o F2EHTLILEN S
D EJ., 2O debugfilter 2~ FEHHT25 L, BEd 2 debug =~ > Rz L - TAHERR S
LTy TIERERIRCTE ET,

WIZ, EIGRP hello 37 v b DT Ny JHE#HAEA —Y Xy b A X —T A A 21IZHIRT D
FlZR L £,

switch# debug-filter ip eigrp interface ethernet 2/1
switch# debug eigrp packets hello

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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Ping# & U Traceroute

\)

6=

ping 35 X O traceroute BERE A L €, #ftl L OV A OBHUCEHT HEE F T 7Ly a2 —
T4 T LET, IRNOOERBEFEHALT, *y NU—7 XT3 —< U ADOMEEFE 7213

ping D& A

iR LT &N,

ZOETHIA L TV 5 ping B X QN traceroute =~ > i, TCP/IP %X v b U —F > 7 DORJED
NTTNYa—T 4TI oL b FNDY— LD 2DOTT, ping=—7 4 U7 1L, TCP/IP
A E—Ry NI =2 ZRBTD5EICKH LT, —#HOTa— ry bR LET, =a—
N7y MEL SRICBEET AL, HA—T 4 SN TEE LIRS E T,

traceroute = —7 4 U7 4 LREEDO HFIETEELE TN, Ry T A Ky 7 X—A T ET
DEFEDNRABRETHZEHTEET,

pinga~y REMHL, a~vr REFEHTLE, IPVAL—T 47 Ry MU — 7RI THRE
DIEIE~DEHE L OB EEZ R TE ET,

pingg =~ FEFEHL, a~r REHFEHTLIE IPVOLV—T 47 Fy T —7fRH Tk
TEDFE~DER R L OBIEA R TE £,

ping=—7 4 VF 4 AT 5L, B FERIZTY FFAL Ry 5 — PR v —VEE(E
TEXFET, IPVA E/ILIPv6 7 RV A ERETH I LICLY, F8EIC—HED T L—ARE[EF T
EFET, INHDOTL—AF, X—F v b TARAALRIZBEL, XA LAX U THRAMENT,

EETIAL—T RNy 7 ENnET,

)

GE)

Ping =—7 4 U7 4 ZfEH LT, Nexus AA v FITHRLIANTZIP T RLATRy hT—27 X
TA AT ANTHI MRS NET AL, AL v TFDIPT RLASETHOICMP (Ping)
N5 74w 7%, CoPP (v bu—L FL—r RIS UT) OBERy, FuyrFEns
AREMENR B D £,

switch# ping 172.28.230.1 vrf management
PING 172.28.230.1 (172.28.230.1): 56 data bytes

64
64
64
64
64

bytes from 172.28.230.1: icmp seqg=0 ttl=254 time=1.095 ms
bytes from 172.28.230.1: icmp seg=1 ttl=254 time=1.083 ms
bytes from 172.28.230.1: icmp seg=2 ttl=254 time=1.101 ms
bytes from 172.28.230.1: icmp seqg=3 ttl=254 time=1.093 ms
bytes from 172.28.230.1: icmp seg=4 ttl=254 time=1.237 ms

---172.28.230.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 1.083/1.121/1.237 ms
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rL—zu—troim [

fL—RIL— FDFER

traceroute |, WOENEDT=DIZfEH L E7,
e T—H% T T 4 v 7 BRRE LT — M EBHL £,
c A v FM Ky 7THALD) ORBIEEZFELET,

traceroute L —7 4 U7 4 TlX, Ry 7T EIWHEH I D 23R H &, BHHTE R v 7
HADARLTRT HIET, traceroute Z AT 5 &, BETDOT A AL EERITKDLIT
WT S, ZDB ORI » TR— M EGiAT A T E9,

traceroute {dest-ipv4-addr | hostname} [vrf wrf-name] ==~ > KX IPvd % v b7 —27 HIZ, traceroutes
{dest-ipv6-addr | hostname} [vrf vrf-name] =~ > RIZIPv6 * v U —27 FICEH L £, EEE
ICEETERWGEIE, SARIC X > TRAREER A FETEI S ET,
switch# traceroute 172.28.254.254 vrf management
traceroute to 172.28.254.254 (172.28.254.254), 30 hops max, 40 byte packets
1 172.28.230.1 (172.28.230.1) 0.941 ms 0.676 ms 0.585 ms
172.24.114.213 (172.24.114.213) 0.733 ms 0.7 ms 0.69 ms

2
3 172.20.147.46 (172.20.147.46) 0.671 ms 0.619 ms 0.615 ms
4 172.28.254.254 (172.28.254.254) 0.613 ms 0.628 ms 0.61 ms

FEATH D traceroute Z#& T 9 HIZiE, Ctrl-C 2L £9,
WD a~ REMHAL T, traceroute DEFE LAV F—T =2 ARRETETET,

avw Uk EL:g]

traceroute {dest-ipv4-addr | hostname} [source |58 L7-IP7 KL A, A M. F7-i134
{dest-ipv4-addr | hostname | interface} ] [vrf H—T o A AMBD ., traceroute /37 v kDL
vrf-name] B IPva 7 FLAZHEE L ET,

f

switch# traceroute 112.112.112.1 source vlan
10

traceroute6 {dest-ipv6-addr | hostname} [source |{8 2 L7-IP T KL A, &AM, F-i131 >
{dest-ipv6-addr | hostname | interface} ] [vrf B—T = A AN D. traceroute6 /34 v kD%
vrf-name (Z5E1Pv6 7 R L 22458 LET,

f

switch# traceroute6 2010:11:22:0:1000::1

source ethernet 2/2

[no] ip traceroute source-interface interface [vif |2 E XA v X —T = A APHIEETIP T
vrf-name K L X % £ traceroute & 7213 traceroute6 /3
1 - v NEERLET,

switch (config)# ip traceroute

source-interface loopback 1

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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B Jocexssvcuor=suy

avw vk =E):g]

show ip tracer oute sour ce-inter face [vrf vrf-name] | traceroute M7= DT E SN EETTA v ¥ —
fil T oA AR RLET,

switch# show ip traceroute source-interface
vrf all

VRF Name Interface

default loopbackl

ip icmp-errors source-interface interface RESNTIZA VH—T =2 A ANBEETT [Pv4

Bil1- F7IEIPv6 7 KL A& RO ICMP =5 — /X
Ty MEAERLET,

switch(config)# ip icmp-errors

source-interface loopback 1 F 7=, Virtual Routing and Forwarding (VRF)
512 - ALVAL L ANDAZT 4 7 )b— FTD

' BFD 2 ETHZ b TEET,
switch(config)# vrf context vrf-blue

switch (config-vrf)# ip icmp-errors
source-interface loopback 2

JOERXEBELUVCPUDE=2Y) 2T

showprocesses =~ o R L, 7L ETHOT7rERAB IO ADAT —F A
HERCEET, a~vy NHAZITRBEGERET,

*PID=71t& 2 ID

* State = 7 2 ADIRKE
*PC=BEOTu 7T 54 (16 #EX)

e Start ent= 7B AN E TICBME (F72I3FHBE) Shizlsk

cTTY =7 mEREH LW AmAmEE.,. (-1 (A7) X BFED TTY ETEITE
NTWRNWTFT—E U 2FHLET,

e Process = 7 12 & A D4 HI
TuE ZADREIZRO LB Y TY,
D =rilr7e LTIRIE (GlEH 1/0)
= FITAE (B3TF = — 1)
* S={RIEr
+T=FL—XFEITEILE
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show processes cpu 1< > FDOEMA .

cZ=KREL TWWARW( [V E] ) FrE R
*NR=FfTSL T
*ER=FATSIN TV DHRE N, BUEIXET I T

N

GE) —¥Z. ERREEX. Yo 20OHEBBEENLT IS0,
VAT ANEERALHLTCEOTIOEAET 4 =T ML
722l ERLTOVET,

switch# show processes ?

cpu Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes

PID State PC Start_cnt TTY Type Process

1 S Db7f%e468 1 - O init
2 S 0 1 - O migration/0
3 S 0 1 - O ksoftirgd/0
4 S 0 1 - O desched/0
5 S 0 1 - O migration/1
6 S 0 1 - O ksoftirgd/1l
7 S 0 1 - O desched/1
8 S 0 1 - O events/0
9 S 0 1 - O events/1

10 S 0 1 - O khelper

15 S 0 1 - O kthread

24 S 0 1 - O kacpid

103 S 0 1 - O kblockd/0

104 S 0 1 - O kblockd/1

117 S 0 1 - O  khubd

184 S 0 1 - O pdflush

185 S 0 1 - O pdflush

187 S 0 1 - 0 aio/0

188 S 0 1 - 0 aio/1l

189 S 0 1 - O SerrLogKthread

show processes cpu 37 > FD{EH
show processescpu 2~ > K& L, o~ FZ2#HL T, CPURAEERRLET, o~

Y Rk B EERET,
« Runtime(ms) = 7' v & Z73MEH L7z CPU FFf#] (X U FEAZ)
« Invoked = 7' 2 & A3 Z AV E TITBAAA S 47z
cuSecs = 7 HEADIEOM L & O CPU K (U BPHL)

e 1Sec =T D 1 BRENZEIT D CPUHHE (X—& 2 MET)
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. show system resources 1< > DA

switch# show processes cpu

PID Runtime (ms) Invoked uSecs 1Sec Process

1 2264 108252 20 0 init
2 950 211341 4 0 migration/0
3 1154 32833341 0 0 ksoftirgd/O0
4 609 419568 1 0 desched/0
5 758 214253 3 0 migration/1
6 2462 155309355 0 0 ksoftirgd/1l
7 2496 392083 6 0 desched/1
8 443 282990 1 0 events/0
9 578 260184 2 0 events/1

10 56 2681 21 0 khelper

15 0 30 25 0 kthread

24 0 2 5 0 kacpid

103 81 89 914 0 kblockd/0

104 56 265 213 0 kblockd/1l

117 0 5 17 0 khubd

184 0 3 3 0 pdflush

185 1796 104798 17 0 pdflush

187 0 2 3 0 aio/0

188 0 2 3 0 aio/1l

189 0 1 3 0 SerrLogKthread

show system resources 3~ > FD{EH
show systemresources =~ > R&EMH L, T4, A7 ABE O CPU B8 LA E Y OftdEt
HHRERRTEET, ZOa~vr FOHIZIE, ROEBRNPFBRINET,
s BITH 7 uv 20O E L CER S Aff, Loadaverage!ZiX, %155, 540,
BIOIS oMo AT AARNERINET,
s Processes (21X, VAT LANDO T A, BLOa~y REITRICERRIZFEI TSN TV
T AENRRRINET,

« CPU states (21X, ERID 1 BEIZBITS CPUD2—F £— N & h—F/L F— KTOEH
BBIORT A RAEBBRAA—t > N TERENET,

* Memoryusage [Z1%, ARFAEY, AP AEY, BEXAEY, Ny T77IfEHIN TS
AV BLOXF vy v v lFHSNLTWA AT NFu A NETERRINET, F
7=, buffers 35 X O cache DfEIZIE, AP ATV OFFHERLE ENET,

switch# show system resources

Load average: 1 minute: 0.00 5 minutes: 0.02 15 minutes: 0.05

Processes 355 total, 1 running

CPU states 0.0% user, 0.2% kernel, 99.8% idle
CPUO states 0.0% user, 1.0% kernel, 99.0% idle
CPUl states 0.0% user, 0.0% kernel, 100.0% idle
CPU2 states 0.0% user, 0.0% kernel, 100.0% idle
CPU3 states 0.0% user, 0.0% kernel, 100.0% idle

Memory usage:
Current memory status:

16402560K total,

OK

2664308K used, 13738252K free
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+ot—rEzoxssomnm ]

FoR—FEEOXITDER

Cisco NX-0S Tl EETF —& Z kA b L—ICiik T DEREN RIS E T, Z oitsk
L. TG L7720 , - L2 T2 E9, ZOOBFLIREIX. FEER L UBREE#RE €
Va— )VOREREAEVICRELET, ZOBERIT, BEETY 2 —LOSHIIELL ET,

OBFL HREIC L > TIRFSN DT — X 1T, RO LB TT,
o MIHE IR A DFFH]
cEVa— LDV — Ay NS
« BV o —/LOYIHIRE
« 77 —L7U =7, BIOS, FPGA, BL UV ASIC D/A— g
TV a— DYV TNNEE
e VTV aDAE T FL—R
« CPU hog 1% ##

« AEY U—7 1

VT YT =T — Ayk—V
cN— Ry =T B e s

o BRI IE

* OBFL [& 4 O @1

« ASIC IV iAZr 35 LT 7 — it O B
«ASIC LY RHZ BT

OBFL O EDFEMIZ OV TIL, [Cisco Nexus9000 SeriesNX-0OS s 2 5 L& B E] # B L
TLTIEEWY,

OBFLTS— XT—42X a7 FDEHA

Cisco NX-OS U U —& 9.3(3) LAF%, Cisco Nexus 9000 > U —R AA v F X I FXER AT ¥
ZYR—FL, Z7ANRXNTF Y RN A B —T 2 AT L LET, IV 2T,
FCMAC L~ )V CORBEDREE N T TN a—T 4V TITESL B ET,

show logging onboard error-stats ==~ Rl L, =~ NIAAR—F =7 —HEHER
ERALET, MAOKIE, ROA T EREENET,

« FCP_CNTR_MAC_RX _BAD WORDS_FROM_DECODER
« FCP_CNTR_MAC_RX_EOFA
« FCP_CNTR_MAC_RX CRC

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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B zross

« FCP_CNTR_MAC_RX MAX FRAME TRUNCATE
« FCP_CNTR_MAC_RX_MIN_FRAME_PAD

« FCP_CNTR_CREDIT_LOSS

« FCP_CNTR_TX_WT_AVG_B2B_ZERO

&Iz, Z @ show logging onboard error-stats =2~ > ROH NI Z R LET,

switch# show logging onboard error-stats

ERROR STATISTICS INFORMATION FOR DEVICE: FCMAC

Interface Range | | |Time Stamp

| Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS

I I I
fcl/9 |FCP_CNTR_MAC_RX_ BAD WORDS_FROM DECODER |4 [11/15/19 09:54:40
fcl/33 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:37:53
fcl/36 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:05:13
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:42:56
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:21:19
fcl/28 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:20:59
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5996 [11/14/19 10:25:45
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5992 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [22112 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21876 [11/14/19 06:18:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21368 [11/14/19 06:18:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [20872 [11/14/19 06:18:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [20292 [11/14/19 06:17:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19720 [11/14/19 06:17:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19284 [11/14/19 06:17:04
fcl/36 |FCP_CNTR _MAC RX BAD WORDS FROM DECODER [18788 [11/14/19 06:16:44

ZETDER

Cisco Generic Online Diagnostics (GOLD) TiX, DA a 7T v b7+ —AZETN D2
Wi EOB 7 L — LU — 7 ZEHR L TWET, GOLDDFEIEIZLY | N— 7 =T aK—
F v hOREEEEHER L, VAT LA T—EBLOar ha— T L—rOEEOEUINEE KR
FECEE T, T A MUIT AT LOEBRFICANI LD bD L, VAT LOFETHITHEITR
HH00HVET, T—FEVa—UE, AT UICRDENCHEOF = v 7 ZFEITLT,
VAT AOEBFICN— R 27 2V R—F% hOEEEZRE L, EEOHDEY 2 — 2K
BHrory NT—7IZ8ASNBRNE I LET,

VAT AOBWERFE L IXFEITRRC O ARSI SN E T, —#HOBK T = v 7 EZHEL T,
FrTA VAT LAOREEZHBCEET, FWEEO BT X F &R A bR 02T X
FEXBITHHENRHY £9, FWORWT A NMINY I TT700 RTEITSN, VAT A
F—AFEFar b= T —IIEBELEEAN, FOHLT A NMITA T Ny
7T L LT, FRA T T AR A NEA T Y a— T HNERD
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#HAHAZEN TULS Event Manager O {F .

0 EF, ZOHETHEHL TV D showdiagnostic content module =~ > R I, W& £ES
T2 MR A b RVWT 2 e L OT 2 MBIENERENET,

TUEA LBMT = v 7 E FEORANCFATT D0 RNy 7T 0 RTRICETT %
EOICRETEET,

NVAE=L Y T BWT A MIFEI A DT, VAT AOBERI Ny 7 7T T RTHELT
ENET, A TA VBBV A T=S ) T ORENX, TAT Xy NI BETA— R
U7 REEEZ TR L, REEZEMT L2 LT,

GOLD (%, F_XTOT R s OBWikE R L iR MHERAIE L ET, ZHUTiE, mthDET
Rifl, el & B DT A MR, &) & RBEOT A MR, AFFFEITEE. Gk
B, EREREE, BRI —a— FRREGENET, ThbD7T A MERIE, BEEN T
AT LOWRREA IR L, AT AREEOJRK % BfiE3 2 D12 H £9, showdiagnosticresult
avy REFEHL, a~vr REERHL T, ZFRERRSLET,

GOLD DO E DFEAIZ- DUV TIE,  ['Cisco Nexus 9000 Series NX-OSSystem Management Configuration
Guide] ZZML T 7230,

#HAHAF N TLYS Event Manager O {5 A

Embedded Event Manager (EEM) %, EE/RIAT LA AR hEE=H L, REINTZARY

V—ENLTENLDA R FEUBTELRY V—_R—=AD T L —LT—7 TF, K —
IE, RESNTA R FOREICESONCTT AN, ARNFOHTT 7 v a VEERTDH, 2—F
WREREFRNC T R ST LS A 7 U R TY, ZORZ YT ML, I AZ L syslog £721%

SNMP k7 v 7 D4Rk, CLI 2~y RO L, 7 =— /A —_—Oififlie E &2 EieT 7

varvEARTEET,

EEM DR EDFEMIZ OV TIL,  [CiscoNexus9000 3V — A NX-OS 25 LEHHREN A N
EHRLTLEEN,

Ethanalyzer 0) {3 F8

Ethanalyzer X, Wireshark (IHFF Ethereal) D% —IF L "=V g o ThoHrF—7 v VY —R J
7 b7 =7 TShark @ Cisco NX-OS 7’12 h 2)b 7 F 7 A > —/ )L F4E G, Ethanalyzer % fifi
LT, T XTCONexus 77 v N7+ —LDA N RELOEHRAS LV F—T A A LD b
=T L= NI T4 7 XX T Ty BLOSHTHZLET, Xy NTV—=JDRTT L
Va—T AT EITH) ZENTEET,

Ethanalyzer Z5XE 9 5 1ZI1%, ROa~ 2 FEEHALET,

avw vk E):g]

ethanalyzer local interface inband AN R v B2 —T o2 A5 LU TAR—I—
NAPFIZ R TEZBFEENTART Y MaeFy
TFx L, XX TF ¥ N Ty FOER
7u b ERE R R LET,
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FSTNDa—T4 0 TDY—ILERER

avy kR

S

ethanalyzer local interface inband-in

AR R B —T 2 A% LT A—3—
NAYFRZE Ly bady 7T ¥ L,
Xy Iy SNy NOER T v han
BFWeRTLET,

ethanalyzer local interface inband-out

A== RPN A N A U F—T =
AR LTEFESNIEAT Y h Xy 7Ty
L. ¥x 7 TFxanio iy ho7m han
FHROV~ U —2FRLET,

ethanalyzer local interface mgmt

BEA U H—T oA A% L TCEZE Sz
Ry beXy7Fr L, ¥ T FyInk
Ny hOT R 2RO~ U — BRI
SNFET,

ethanalyzer local interface front-panel

LAY3 Ob—7 > R) A/ SRV R— &5
L TAR—= =PI Lo TEZF IR
Ty RWRX XY T TF I, X STy I
Ny ho7a haEROY < U —EFRN
FoRENET,
GE) Zoa<wrRiE, LAV 2 (R
A »FKR— ) B/ SR R— R
T LT RA—28— 3 PREZA(F
TAHENRT Y hOXFY TF v Y
A—hFLEFA,

ethanalyzer local interface port-channel

A== R PR LA T3 Ob—T v K) K—
NF ¥ FA v H—T A A%N L CEZE
Liery beXxy7Fry L, ¥ 7F L
72y ho7a b aVEROY~ Y —EFK
i_\‘l_/i—a—o

(6=3) Zoawy RiE, A== R W
NDLAF2 (A vTFR—1)
R—=FF ¥R HZ—T AR
BN LTCEZETL7y b
Xy I TFrrEYR—FLTNERE
oo

ethanalyzer local interface vlan

A—R= A PR LA Y 3 AL FAAEA
2 —7xA A (SVD) %4 L TEZE LA
Ty NeXx Ty L, 7 b aUiEROY
v —&EEKR-LET,

J CiscoNexus9000 ') —X NX-08 k5 T)Lsa—TF4 04 HA K,
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Ethanalyzer O {3 F .

avy kR

S

ethanalyzer local interface netstack

Netstack ¥ 7 b7 =7 2> R—3> & LT
A=A P K > TEZE I N
Fedy7F ¥ L, 71 haUFEROY <Y —
EFRRLET,

{| | [1] | } ethana]yzer local

S L — 2B EHIRL £, 7 L—2%iZiE, 0—

Ethanalyzer ¥ > a VN Cx v 7 F v T 57

500,000 DEHEAFFETEET, 0 2 ET
% & | Ethanalyzer & > ¥ 2 3 HEIITAE I
T HHNCH A 500,000 7 L — AR F ¥ FF ¥ &
nNE9,

{| | | | [} ethanalyzer local

B L — LD S

XY TFYT BT L—LOEIZHIBLET,
. 192—65,536 OEEFAE 2T
HIENTEET,

{11111} ethanalyzer local
nefsfotpadtadadimadaimgripotdardiaeiLrei

Berkeley Packet Filter (BPF) #3C& i/ L T
X¥ 7T TH Ty NOFATHT 4 NH
Vo7 LET,

{I [ | [} ethanalyzer IocaJ

BT, BRTDXRNY T Ty SN Ty FDH

Wireshark = 7= 1% TSharkF R 7 4 VX ZfEH L

AT T 4NE) T LET,

{1111} ethanalyzer local
inerfeceranizpendinbendinbendinnbend atmgmipatdramaManwiite

X TTF Y LT —H 2T 7 A RIFELE
T AR A RN L—FF g 0003, A
FOT—hNT7Tvva, uld TTya,
USB A hL— T34 A FE T ITERMEA b
L—U b0 £9,

ethanalyzer local read

Xx 7T ¥ INT—% 77 A NVERNTH
WM7rANVE, AHRANL—Y AT g
Wik, AAMvIFDOT = T7Fvva, asl 7
Fwia, USBA ML —UF 84 2 F7-0%

HREEZA N L—UH 0 £7,

{1111} ethanalyzer local
refarotoerdrbendrberdinnberdamyripotdemévenaLicp

Ethanalyzer & > 3 = % HEIIIZIE 195 5
HEBELET, By a Ok
() | write¥—7—FKZEHL Xy~
Fx Xy N7 7 A MIEXIAD L X ITH Y
TFXTHT7 7 ANE BLOwrite¥x— U —
REfEHL XYy 7Ty Ty NET77 A0
ICEHZAD L XTI 7 AN A XEFFETE
EJc AN
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FSTNDa—T4 0 TDY—ILERER

avy kR

S

{I [1]]] } ethanalyzer local

IS =

Ethanalyzer DX ¥ 7 F ¥ U 7 Ny 77 F7
TELFET, ZOFT7 T3 0%, write
F—U— RNELHAGDETHERTHE, U
ﬁﬂ/77m@10uiw774w:ﬂﬁm
EBIXAENET, HILWLT 7 A LZEZIA

Zﬁﬁuﬂ_Ethanalyzerblﬁhf%?“éﬁ#ﬁﬁ (FVEfL)
Vo7 RNy T77O—feE LTRSS 27 7 A
LD, BEIOY 7 RNy 77 NOlEA DT 7
ANDT 7 A NY A XERETETET,

{1111} ethanalyzer local
inerfacratperdinbendrbendinnoendaumgmipotdenndvanceel

X I TF ¥ LTy ORI T m kAL
fEmEFrLET,

{11111} ethanalyzer local
inerfeceratpendinbendnbendhininbend aumgipatdamadaran

¥ T F X ENT Ty b E eI TE
s LET,

{II11]} ethanalyzer local
interfecerantpendinbendnbendininbend aumgmipartdrenneManu

LAXY3IA L H—T A ANRT 7 5V NS
D VRFIZHDHHEIZ, VA4 ¥3A ¥ —T =
A ARRA L NR—TH5D VRF ZfaELET,

HARS4 2 ERIREIER

L AFIAUH—T A ANT 7 )V NUSND VRF O A /3—TH Y | Ethanalyzer 7
varTHRESNTWDAEE (& 21X, ethanalyzer local interfacefront-panel ethernet1/1
%7213 ethanalyzer local interface port-channell ==~ > RZ{# ) | vrf ¥ —U— K%/
LT, V1¥3A ¥ —7=xA A Ethanalyzer & v 3 VIND A L /3—"To 5 VRF %5
FETAMENRHY £9, 7L 21F. A—S— A PN VRF lred] O LA ¥ 3 i kL
AR— b Ethernetl/1 /7 L CRAFE2IZHE LT v b EX v 7 F ¥ 351214, ethanalyzer
local interface front-panel ethernetl/1 vrfred =~ > RZ&HH L 9,

o 77 AN~OEZIARKFIZ, Ethanalyzer & > 2 2 > 73 500,000 /37 v b & X v 7 F ¥ Lo

Y. E2E7 7 A VDY A X3 11 MB IZ
‘a‘o

1

switch (config)# ethanalyzer local interface
<CR>

> Redirect it to a file

>> Redirect it to a file in append mode
autostop Capture autostop condition

£ L7284 . Ethanalyzer |3 H @i 1L L E

inband

capture-filter Filter on ethanalyzer capture capture-ring-buffer Capture ring buffer

option

decode-internal Include internal system header decoding detail Display detailed protocol

information

display-filter Display filter on frames captured
limit-captured-frames Maximum number of frames to be captured (default is 10)

limit-frame-size Capture only a subset of a
mirror Filter mirrored packets

frame
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raw Hex/Ascii dump the packet with possibly one line summary
write Filename to save capture to
| Pipe command output to filter

switch (config)# ethanalyzer local interface inband Capturing on 'ps-inb'

2021-07-26 09:36:36.395756813 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: 0 ID: 4033

2021-07-26 09:36:36.395874466 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

3 2021-07-26 09:36:36.395923840 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

1

7

2

7

4

7

4 2021-07-26 09:36:36.395984384 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 1307 PRI:
7 DEI: O ID: 4033

5 2021-07-26 09:37:36.406020552 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 64 PRI:
7 DEI: 0 ID: 4033

6
7
7
7
8

2021-07-26 09:37:36.406155603 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

2021-07-26 09:37:36.406220547 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

8 2021-07-26 09:37:36.406297734 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 1307
PRI: 7 DEI: O ID: 4033
9 2021-07-26 09:38:36.408983263 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
7 DEI: O ID: 4033

10 10 2021-07-26 09:38:36.409101470 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205
PRI: 7 DEI: O ID: 4033

M T e N a VBB AFTRT AL, (detail A a VABEHALETHLEIISU T, F¥
TFX¥DOBERPTCCul+CEHEHLTHIEL, Ay TF T T heRTIENTEET,

switch(config)# ethanalyzer local interface inband detail
Capturing on 'ps-inb'
Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ps-inb,
id 0
Interface id: 0 (ps-inb) Interface name: ps-inb
Encapsulation type: Ethernet (1)
Arrival Time: Jul 26, 2021 11:54:37.155791496 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1627300477.155791496 seconds
[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1
Frame Length: 64 bytes (512 bits)
Capture Length: 64 bytes (512 bits) [Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:vlan:ethertype:data] Ethernet II, Src:
00:22:bd:cf:09:01, Dst: 00:22:bd:cf:b9:00
Destination: 00:22:bd:cf:b9:00 Address: 00:22:bd:cf:b9:00
0. oo Lo oo.. ..., = LG bit: Globally unique address (factory default)
e .0 Loo. ... ... .... = IG bit: Individual address (unicast) Source:
00:22:bd:cf:b9:01
Address: 00:22:bd:cf:b9:01
00 oo .o ... ..., = LG bit: Globally unigque address (factory default)
e w0 Lo oo oo oL.. = IG bit: Individual address (unicast) Type: 802.1Q Virtual
LAN (0x8100)
802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: 4033
111. .... .... .... = Priority: Network Control (7) 4 ...0 .... .... .... = DEI: Ineligible
1111 1100 0001 = ID: 4033
Type: Unknown (0x3737) Data (46 bytes)

0000 a9 04 00 00 7d a2 fe 60 47 4f 4c 44 00 Ob Ob Ob ....}.. GOLD....
0010 Ob 0Ob Ob O0b Ob 0b Ob 0Ob Ob Ob Ob Ob 0Ob Ob O0b Ob ................
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0020 Ob 0b Ob 0b Ob 0b 0Ob Ob 0b Ob 0b Ob 0b Ob ..............
Data: a90400007da2fe60474£f4c44000b0b0b0b0b0b0b0b0b0b0b... [Length: 46]

XX TTF Y HICERT D, HDEVIET 4 AZIURTET D3 v R ERIRT 5121%
’—capture—filterj“7o“/ avEFEHLET, ¥y 7 F ¥ 74K L. T 4 VX OB P ERD
XY 7T EMRELET, Ty FOTERERSIIIITONLTWRNWD T, Z4VE 74—/ R
EHLPUHIRDLENTEY, RBESINTHET,

#?7%?774”@5:~%ﬁﬁﬁé Ix. mWhyﬁRﬂﬁ7V5/%ﬁ%Li¢ 74
AT A T4 NETIE, BRICHEI SNy NefERT 570, xy hU—2 FL—2X

T 7 AN DRI J@Z#ﬁﬁvj,ﬁ,};iﬁ74ﬂ/& V7 %9 T TE £ 7, Ethanalyzer
. FXTTF Y LT =2 2o 7 7 A MCEERD LS ITHERELTHWRWGES, v 7
Fy LT —X &7 7 AL EEXIALET, ZO—FT7 7 A ILiT, capture-filter A
Al ET AT RTONRT y MR 7 7 A VZEZIAENE TN, display-filter A
T a Nl ET NNy FOBBERIND D, =T OHMSRWHICERRT 4 V& D3l
AEhs iz iEnician £4,

Z O T, limit-captured-frames 7% 5 [ZFXE STV E T, capture-filter 47 L 3 U %
9% &, Ethanalyzer TlZ. 7 4 /L4 host 10.10.10.2 ([Z—ET 5 5 5D/ v hEFERL
i‘ﬁ |—c1:|.splay—f:|.lterﬂ‘7 varEFEHTL L. Ethanalyzer'C X, 55200y haeky
7F ¥ L., 7 4/% lip.addr==10.10.10.2] (2 —FT 5 v rOLEFERLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"

limit-captured-frames 5

Capturing on inband

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

5 packets captured

switch (config)# ethanalyzer local interface inband display-filter "ip.addr==10.10.10.2"
limit-captured-frame 5

Capturing on inband

2013-02-10 12:53:54.217462 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:53:54.217819 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2 packets captured

write 7 a VEMERA LT, B THOHT A7 DIT Cisco Nexus 9000 U — X XA v F LD A
FL—Y 734 2D 12 (boothflash, logflash 72 &) IZHDH 7 7 A NIZH ¥ T F v T —H & E
XA Z ENTEET, v 7T ¥ 77 A 10DH A XL, 10 MB IZHIB U ET,
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[write] A 73 2 > %4l L7= Ethanalyzer ® =t~ > RffijiZ. ethanalyzer local interfaceinband
writebootflash:capture file name TJ°, KIX capture-filterZffiffl L7z write 472 2 > Of &
first-capture D N7 7 A VA E R LET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write ?

bootflash: Filename logflash: Filename slotO: Filename

usbl: Filename

usb2: Filename volatile: Filename

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write bootflash:first-capture

XX T TFXY T EANT A NMMBRESNDEE, T 74NV ETIE, Sy 7 F xSz 7 v b
ZF—IF VT4 ROIERENET A, ldisplay 4 7 a &4 25 &, CiscoNX-0S
T, ¥ T T T—HET7 7 ANVIURITFELZZN S, RXFry hERRLET,

capture-ring-buffer FTarEERTS L. :IJ:E‘% L 72 Fb¥K *Eﬁ Liz7 7 ANV, F721%
RELIZZ 7 ANDIA ZDBITEED 7 7 A VHPMER SN ETRIZ, ZRHDFT a0
ERERLET,

switch (config)# ethanalyzer local interface inband capture-ring-buffer ?

duration Stop writing to the file or switch to the next file after value seconds have
elapsed

files Stop writing to capture files after value number of files were written or begin
again with the first file after value number of files were

written (form a ring buffer)

filesize Stop writing to a capture file or switch to the next file after it reaches a
size of value kilobytes

read A7 avEMEATLE, TS RARIRESINZ T 7 ANV ERHAID Z ENRTEE
ﬂ—o

switch (config)# ethanalyzer local read bootflash:first-capture

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

switch (config) # ethanalyzer local read bootflash:first-capture detail Frame 1 (110 bytes
on wire, 78 bytes captured)

[Frame is marked: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II Src: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4), Dst: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
Destination: 00:26:51:ce:0f:44 (00:26:51:ce:0f:44) Address: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
0 e oo woo. o... = IG bit: Individual address (unicast)
ceee w00 oo oo oo o.. = LG bit: Globally unique address (factory default) Source:
00:24:98:ce:6f:ba:c4 (00:24:98:6f:ba:c4)
Address: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4)
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FSTNDa—T4 0 TDY—ILERER

.0 ... ..., ... ... = 1IG bit: Individual address (unicast)
ceee .00 Lo Lols oo. o... = LG bit: Globally unique address (factory default) Type:
IP (0x0800)
Internet Protocol, Src: 10.10.10.1 (10.10.10.1), Dst: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxcO (DSC) 0x30: Class Selector 6; ECN: 0x00)

P NFELXPCIZT 7 ANERREL, 77 AV, cap 7 7 A NVETZIX, peap 7 7 A V%5t
5 Z &N T&E S Wireshark oD 7 7V r—2 3 Vo TEDO 7 7 A NERETARD Z &6 T
=FET,

switch (config)# copy bootflash:first-capture tftp:

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the tftp server: 192.168.21.22

Trying to connect to tftp server......

Connection to Server Established. TFTP put operation was successful

Copy complete.

decode-internal 4 7’3 3 X, Nexus 9000 D34 v MRS FIEICET2NEBEREZ WS L E
T, ZOEHRIT. CPUZBIRT 237y hOT7o—%BffL, NT TNV a—T 4 TF 50
WL H £,

switch (config)# ethanalyzer local interface inband decode-internal capture-filter "host

10.10.10.2" limit-captured-frame 5 detail
Capturing on inband NXOS Protocol

NXOS VLAN: O ->VLAN in decimal=0=L3 interface

NXOS SOURCE INDEX: 1024 ->PIXN LTL source index in decimal=400=SUP
inband

NXOS DEST INDEX: 2569 -> PIXN LTL destination index in

decimal=0xa09=el/25 Frame 1: (70 bytes on wire, 70 bytes captured)

Arrival Time: Feb 10, 2013 22:40:02.216492000

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 70 bytes Capture Length: 70 bytes [Frame is marked: False]

[Protocols in frame: eth:ip:udp:data]

Ethernet II, Src: 00:26:51:ce:0£:43 (00:26:51:ce:0£f:43), Dst: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

Destination: 00:24:98:6f:ba:c3 (00:24:98:6f:ba:c3) Address: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

0 oo oo ... ... = IG bit: Individual address (unicast)
ceee .00 Lo oo soo. o... = LG bit: Globally unique address (factory default) Source:
00:26:51:ce:0f:43 (00:26:51:ce:0£f:43)
——————————————————————————————— SN T Pmm — o o oo

NX-OS A 7 v 7 A% 16 #EEITEH L TH 5, Local Target Logic (LTL) A 7 v 7 A%
PRERITRRELS v F — T = A AT~ v 7T B 7D show system internal pixm info Itl {index}
av s REERLET,

12D IPHRRAMEDETOYRYEINDE S 749 oDFYyTF v

host 1.1.1.1

IP7 RLADEEEDHETOYRY ENE ST v IDF Y TF¥

net 172.16.7.0/24
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net 172.16.7.0 mask 255.255.255.0
IP7 RLADEBENMNSD CS T4 v oDFvTF+
src net 172.16.7.0/24

srenet 172.16.7.0 mask 255.255.255.0

IP7 FLADEBRA~D S 749 9DF ¥ TF v
dst net 172.16.7.0/24

dst net 172.16.7.0 mask 255.255.255.0

UDLD. VTP, CDPD 3714 v I DF¥x v TF ¥

UDLD (X 5\ Y > 7 i, VTP IZ VLAN Trunking Protocol, CDP % Cisco Discovery Protocol
‘(“ﬁqo

ether host 0110010cccllcelIce

MAC7 KLREDBITHLYRY ENDE S T7099DFv TF v

ether host 00CJ011020103104105

N

GE) and = &&
or=||
Not=!

MAC address format : XX:XX:XX:XX:XX:XX

—fEpar rOo—JL JL—> o kal

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC = 01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol

* STP: DMAC = 01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and
EthType = 0x010B

* CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000

* LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC

* DOT1X: DMAC = 01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for IEEE 802.1x
* [Pv6: EthType = 0x86DD

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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«UDP & TCP OAR— hE=ZD Y A |

Ethanalyzer (X, CiscoNX-OS 23/N— R =7 THiET 57 —% N7 7 4 v 71 3F ¥ 7 F ¥ LE
A,

Ethanalyzer i%, tcpdump LRI UF ¥ 7 F v 7 4 VXL EFEH L ET, I L O Wireshark#F /R
T ANVE LR LET,

WOFITIL, F¥ T FyIni=s—% @ Ny MIRESNT) 2EBA X —T A A L
WCFRRLET,

switch (config) # ethanalyzer local interface mgmt limit-captured-frames 4
Capturing on ethl

2013-05-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 BGP Hello (state Standy)
2013-05-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC] Seg=0
Ack=0 Win=64475 Len=0

2013-05-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data
2013-05-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN

Remote Console
4 packets captured

OB TIE, 1 2O HSRP X7 > MZOWTH vy 7 F v LT —HDOFEMEFR R L E T,

switch (config)# ethanalyzer local interface mgmt capture-filter "udp port 1985"
limit-captured-frames 1

Capturing on ethl

Frame 1 (62 bytes on wire, 62 bytes captured)

Arrival Time: May 18, 2013 13:29:19.961280000

[Time delta from previous captured frame: 1203341359.961280000 seconds]
[Time delta from previous displayed frame: 1203341359.961280000 seconds]
[Time since reference or first frame: 1203341359.961280000 seconds]
Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]

Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01), Dst: 01:00:5e:00:00:02
(01:00:5e:00:00:02)
Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
o1 oo ool ... .... = IG bit: Group address (multicast/broadcast)
ceee .00 Lo ool oo. oo, = LG bit: Globally unique address (factory default)
Source: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
Address: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)

.0 ... .... ... ... = 1IG bit: Individual address (unicast)
0. oo ool. ... ..., = LG bit: Globally unique address (factory default)

Type: IP (0x0800)
Internet Protocol, Src: 172.28.230.3 (172.28.230.3), Dst: 224.0.0.2 (224.0.0.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)

.0. = ECN-Capable Transport (ECT): O
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.0 = ECN-CE: O

Total Length: 48
Identification: 0x0000 (0)
Flags: 0x00

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset: 0O

Time to live: 1

Protocol: UDP (0x11)

Header checksum: 0Ox46db [correct]
[Good: True]

[Bad : False]

Source: 172.28.230.3 (172.28.230.3)

Destination: 224.0.0.2 (224.0.0.2)

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)
Source port: 1985 (1985)

Destination port: 1985 (1985)

Length: 28

Checksum: 0x8ab9 [correct]

[Good Checksum: True]

[Bad Checksum: False]

Cisco Hot Standby Router Protocol

Version: 0

Op Code: Hello (0)

State: Active (16)

Hellotime: Default (3)

Holdtime: Default (10)

Priority: 105

Group: 1

Reserved: OAuthentication Data: Default (cisco)
Virtual IP Address: 172.28.230.1 (172.28.230.1)

1 packets captured

OB TIE, BRTANEZEBERA LT, 7277 4 772 HSRPIREED HSRP /X7 v b DB % FKow
L/\i‘a—(]

switch (config) # ethanalyzer local interface mgmt display-filter "hsrp.state==Active"
limit-captured-frames 2
Capturing on ethl

2013-05-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2013-05-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2 packets captured

Ethanalyzer /Xy 2 559V KX v TF v JOEABEUA VNV Ky y FOBEIRE

Ethanalyzer [Z, £ >N R ATy Naxxy T F ¥4 07 770 R 227 L LTHETT
EET, ARV KRy B F—HZPCAP 7 7 A /LD RAM A VIS ET, &RE
AIREZRHI R SN BED PCAP T — % (REFRRER 7 7 A VA X THEFBERED 7 7 A V)
EVWOTHEHTEET, $IRICET S E, KbEHWT 7 A ADREYMICBIEOF ¥ 7 F v T
EEEXINRET,
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FSTNSa—TFaviov—LEeRER |

Ethanalyzer D/Nw 7 7' 0 REATICL > THR ¥ I F v ST —ZIZRAMNIZH D |
T— b 7Ty v a iy SAEETICEMNIC EEEXIRET, 2 FRT X 2R TE D L
INTTHITE, AT v T vay F2RUGT L08R H Y £9, RAM B RIRDTIZO DRSS
PR L= (T—=FT7 T vva) ~OPCAPHAD ANy 7 757 R ut XL ) BfGE
NHENNTy Ny T F xRz ar—LET, AT v 7V ay MEERT 251, AR
RT—= N7 T vy af e BETOLENDY T,

AF w7 vay ML, CLIZA L TCa2—RNFETRY A—TZE3, EEMA Y —1F, FE
DARY N TAF T vay ba NI H—F50ICbEATEET, NI T—0FHAFE L
T, AN R L= IRERSNTE LEWVEZBZ 285G, CoPP Rr vy 7N LEWELEX
EGERERDBVET, AT v ay MI, ANV FNORERSETITED Ny MRA v
Ny RiZey FLTWEnERLET,

L— "t =4T 556, 2—FPR@EFE TETLHL— MERITFFAL— MBI LEWEE
RETDHMLERHY £, 2, MEUSNOT T — F OB %2 ERET 572 OICRET DM
NV ET, UTOHBNEEEMA Y > —TiK b T—2HCT 5513, EENSLETT,
INHDT T I T 4 AEDRNE | ERLRA: PCAP 7 — X P REICAT v 7o v MEE
. 7= 7T o2 aBD0o WIS RN H D £,

Ethanalyzer 13, N\v 27 770 Rty a  OFMEEFRE, By a OBtk EEIE,
Ethanalyzer DA F v 7L a vy b, BRONY I VI 0 Ry vay 27— R &R
T HHD show 2~ REBMT 572D CLI #BMLUE Lz, 73TO CLUZENHHE
fTLET,

3% 4: Ethanalyzer CLI

CLI BLL]
ethanalyzer background-session config BNy T77DXy FFv X7y D
<filenamelfilesize|numfiles|session> Ethanalyzer N> 7 7' 7 v K Fat A/t v

TarONRTA—ZEFRELET,

* Filename: Ethanalyzer /N> 7 75 7 . R
Xy 7F ¥ FTutRTLo TIRIEENT-
Ny T390 RRry b Fxy 7 Fy
77 A N4,

« Filesize: —Hf/ N 7 7 Nl 2 D ¢ 7
F¥ 77 ANDY A X, HOFHHIL 1—
65536 KB T,

» Numfiles: —FE/N v 7 7 IR SN D K
pcap 7 7 A LD, EOHFAIX 2—16 T
j‘o

* Session: Ethanalyzer /N> 7 77 7 . K % ¥
TFx by va v ERNERIITENIL
£
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CLI B

ethanalyzer background-session restart Ethanalyzer /X 7 77 7 R ¥ v 7F v v
voa e PmEEE L ET,

ethanalyzer background-session stop Ethanalyzer X v 7 77 7 v K% x 7F v & v
TarkiFEI LET,

show ethanalyzer background-session processes | Ethanalyzer /X~ 7 77 7 K ¥ v 7 F v & v
YarOFEMER R LET,

show ethanalyzer background-session config Ethanalyzer N> 7 77 7 KX x 7FFx & v
VarREZ v ANERNTLET,

ethanalyzer copy-background-snapshot —ERy 7P T TF VY INETTANE
T—bh7Tvvallart—LEYd, TrAN
1% peap IR TH,

ethanalyzer copy-compressed-background-snapshot | —fg N 7 7 2% ¥ FF ¥ SN 77 A )V %
tar L, tar 77 AN ET— 7T w2l
E—LET,

GE) ZOCLI zEEIEFRTT D&, &
VWtar 7 7 A VDBHIBRENE T,
ﬁb‘tar Tr7ANNT — 7T v
WCHETA25A1X, 28—
ZD\_E%?@J%L&?O

Cisco NX-OS UV U — % 10.1(2) Ethanalyzer Autocollection CLI |X, JXT® Cisco Nexus 9000 >
V=TT N7 —LTHR—-FINET,

=®

Ethanalyzer Autocollection CLI Z45
Y L5

Ethnalyzer Autocollection CLI ™ RO LB TT,

NI 7T R FaAEENIMZ NS TN, EBthanalyzer N> 7 75 0 R
YR BRGSO LENDHY £T, REVPEEIND L, ROEEA -0
a—PIIRRINET,

(B EDEE AN T HIZIE. Ethanalyzer /N> 7 757 R Fuv 22 HEE LT 72
VY,  (Please restart the Ethanalyzer background process for any config change to take effect.) |

e A= N NAFOILEMENRTR—FENTWDET Ty NI+ —ALTIE, 777 4T A—
=R YFDOAAL v TF A —_"—2X -, Ethanalyzer DX 7 7T 0 KX v 7FFx 7
TANBEINCHB SN2 N2 EH Y £F, = —WL, Ethanalyzer’NXv 7 7772 K7
A% FEICHEHTL2MLENH Y £9, A A v F A —/3—1%(Z Ethanalyzer /N 27 75
v R TaeREABOICHRGET 2SI, T2/ T7 47 A=A HF Ty var A
=T NEREL, AAyTFH2In—RFLTAMITOIMERHY £F, ZDH%, A v
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FSTLYa—F 4T DY—ILERER
. Ethanalyzer O

FA—=N=DPRELTHETH, BILT 7T 1 7T/ o7z A—s3—s31 ¥ T Ethanalyzer
Ny g T30 R ¥y 7Ty TawARHENICHBESNET,

CLI D4l

CLIHI DB : X Tha<y FiEA F—=7 /N = FhbIETENET,

AT Ny 7 750 RTHEITEIN TS Ethanalyzer ¥ v 2 a V2 HINMZ L ET,
switch# ethanalyzer background-session config session enable

switch# dir bootflash: | include dump

1087 Jan 29 13:55:46 2021 dumpcap bg session configuration.xml
switch# show ethanalyzer background-session config
<?xml version="1.0"?2>

<!-- This document contains configuration settings for background packet -->
<!-- capture session to execute in ring buffer mode. Please modify the settings
based on system resources —-->

<!-- path: background packet capture directory where ring buffer files w
ill be saved -->

<!-- filename: background packet capture file name saved by dumpcap. Files w
ill be generated as filename number date format -->

<!-- filesize: Size of individual ring buffer file in kB. Note that the file
size is limited to a maximum value of 65536 kB-->

<!-- num of files: value begin again with the first file after value number of f
iles were written (form a ring buffer). The maximum value should be equal to 16
-—>

<!-- session: Enable/disable background packet capture session process. App

licable for both boot-up as well as session restart -->
<ethanalyzer config>
<filepath>/tmp/dumpcap bg session files/</filepath>
<filename>capture</filename>
<filesize>2048</filesize>
<numfiles>2</numfiles>
<session>enable</session>
</ethanalyzer config>

w2, CLIOH N ZERLET,

switch# ethanalyzer background-session restart
root 30038 1 0 13:58 ttyso0 00:00:00 /usr/bin/dumpcap -n -b filesize:
2048 -b files:2 -i ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

AT T2 RNy I 7T Ry VRIENT A—H DR

switch# show ethanalyzer background-session process

AT w73 Ny 75 7 K Ethanalyzer 7' & & 2 OBl

switch# ethanalyzer background-session restart

AT w7 4 Bthanalyzer N\ 7 75 7 R ¥ ¥ 7 Fx v ar OFITOMR

switch# ethanalyzer background-session processes

Background session of packet analyzer:

root 17216 1 4 12:43 ttyS0 00:00:00 /usr/bin/dumpcap -n -b filesize:2048 -b files:2 -i
ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

switch#

RG] CLIZFATLCAT v T vay hady I v LTERTD

switch# ethanalyzer copy-background-snapshot
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Ethanalyzer O {3 F .

Copy packet analyzer captured frames to bootflash...
Copied snapshot files :

72 -rw-rw-rw- 1 root root 65844 Jan 21 00:21
CAPTURE_00001_20210121001903.pcap

switch# ethanalyzer copy-compressed-background-snapshot
Copy packet analyzer captured compressed frames to bootflash...
Copied snapshot files :

28 -rw-r--r-- 1 root root 27181 Jan 21 00:22 CAPTURE.tar.gz

1 : Ethanalyzer 27> 7> a v hOBHBWED N H—& LTA N R L—h =4
Uo7 a5,

REAVNVEL—bFEZRYVTCUF Ty

CLI st B

HEE—FR system inband cpu-mac log threshold rx rx_pps tx
tx_pps throttle secondsrx_pps, tx_pps: 0-1500000
Inband rx/tx pps rate that needs to be logged when
exceededseconds: log throttle interval (maximum 1
exceed log per defined interval)

A% — 1 (Enable Mode) show system inband cpu-mac log threshold" to
display settings

F 74k off (PPSE 0) . A w v h/LRNE 120 7,

AIDY® 7 2 a U THA L2 & 912, Ethanalyzer /N> 7 75 0 2 K 7'a & ARERED TR E 4L,
FATSN TV Z LR ERY £9, ZOMMABNITTEERLITY TR0 7L
L—ERHD ETH, 2—FEaX o JIElTHEEXNIBE N L — N EHT 05
W ET, 2—FOEMEEZEZ 5 LEWEIL, FFMEDT 7 — F oA EEET 2 72 9DI2iE
T H0ENH Y E£9,
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. Ethanalyzer O

\)

FSTNSa—TFaviov—LEeRER |

6=

IFOBIINE EEM R Y o —THiK ) T—2 T GE8I3EENLETT, ZbDhHE
It nWeE . KEDOPCAPT — 2N ATy Fay MbEh, 7— 7T v aBnoiEn
W72 A RN H D 97,

max-triggers /X7 A —H (X, T I T 4 TIRA—IN—=NAFDT— T T va
(bootflash:eem_snapshots) @ eem_snapshots 7 « L7 b U \ZKKEHNIZRIF SN TND AT 7
Ay N7 ANDOEIKH L TT =y 7 SNET, A== 2L v FA——DHHE,
LT 7T 4 7o e A== FOWELRIZ, YHNCT 7T 4 TTE ol A==
PONER L TRR D561 H 0 ZORE, BHENERFHINLINE I D BIRED £7,
HEWEDOHBIZ, HTLLT 2T 4 TR AR DT — 7T v ¥ 2 lHET D
AFyTay b N RUZE > TRRD £,

BEINTT 4 V7 FUNDT 7 A VDB max-triggers & —E9 25 &, BENUNEIEL L F
T BERGTLICE, 2—FRT 4oL NIRRTy vay b7 A VEHIBRL T,

7 7 A )VE % max-triggers £ D b 720 i) 12U, BIO®E (max-triggers 75 [value] % 5[0
7e¥) OBHBIEZTFAIT20ENH Y £3, FMIZONTIE, TR T—_"=2DA X |
n 7 O HENNSE] OIE%Z [Embedded Event Manager D% €] OFETEMHR L T 72X,

2Ty 1A RN R b—h =XV T HRHETTH

switch (config)# system inband cpu-mac log threshold rx 400 tx 4000 throttle 60
switch# show system inband cpu-mac log threshold

Thresholds Rx: 400 PPS, Tx; 4000 PPS
Log throttle interval: 60 seconds

(R T—=_R=2ADA X s r 7 OHEINE] DOIE% [Embedded Event Manager DFXE | D
THHASNRTWD ESIC, NI FT—_"=20r7 77 A VOHBINELZFALT, 74127 b
VEERLET ROFITIE, T4 L7 NYOARIE Tauto collect] TF) ., EEMAY v —
EERETIIAENCT D E, A Xk 1 & ethanalyzer pcap DFAARIATI AT v 7' 3 v FY
LRHENTR D T,
AT T2 T4 V7 M) EERT D
create auto_collect directory
switch# pwd
bootflash:

switch# cd scripts
switch# mkdir auto collect

ATy T3 AR RX=Vx R =2 HNNTT D
switch (config)# event manager applet syslog trigger override __ syslog trigger default

switch (config-applet)# action 1.0 collect auto_collect rate-limit 60 max-triggers 3
$_syslog _msg

THITED, 60 BdH7o K Ix D ABIENADT/RY . AU Y =I5 LTHEFHTRKR
3El, AU syslog M U A —IiZ%} L CTH K max-triggers x num_files pcap 7 7 A V& IRTGF L ET
Bl :3x2=677A) ,

LREOFEAR : KED ICMP R AZEET 5K A b 20.1.1.100 DFEEEEZHE L E7,

switch#
2021 Jan 29 15:15:27 switch %$KERN-1-SYSTEM MSG: [17181.984601] Inband Rx threshold 400
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| FSThva—Favi0Y—LETER

Ethanalyzer O {# .

PPS reached. - kernel

2021 Jan 29 15:15:28 switch %KERN-1-SYSTEM MSG: [17182.997911] Inband Rx threshold 400
PPS reached. - kernel

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:15:30 620969861 KERN-1-SYSTEM MSG
PROCESSED:1:7118865
2021-Jan-29 15:15:30 201962781 KERN-1-SYSTEM_MSG
DROPPED-LASTACTIONINPROG
2021-Jan-29 15:15:29 620969861 KERN-1-SYSTEM_MSG PROCESSING
switch# dir bootflash: | include capture

2048040 Jan 29 15:15:29 2021 capture 00004_20210129150732.pcap

169288 Jan 29 15:15:29 2021 capture 00005 20210129151528.pcap

NP TIT 0  RTFav A TRy X FyEIN-7 74NV ETFa— RT5121L, YA TACTF—
HMZRHWEDLE LT,

ERRF . A& L GEAIALOHEI =L 7 2 3 > YAML) U A—OfifH (CoPP K v~
L & VMEEE)
BRI D L B Y T,

LANRD X 512, Ethanalyzer /N> 7 77 7 2 K 7't AR E S L, FITSNTHET,
2.HIOFERBIOAT » 72 L AT v 3MNET LTNET,

Koy 7R AETHHEBAESETH7 T AD CoPP LEVWVER X U 7280 LET, /I
DWTIE, CoPPRREAA N (ZH) 2L T E3N,

ZOHITIX, ARP & Tr7 7 A copp-class-normal D, L & UWMETE 1000000 (Z5%E S 4L, H
X7 LULid 1 (autocollect IZHSTEX 50 EmE) ICRESNET,

class copp-class-normal
logging drop threshold 1000000 level 1

ATOE B CREM L7z ?b DOERULT 4 27 ~ U (bootflash:scripts/auto_collect) T, 7 7 A /b
copp.yaml ZRKD L HIZIBMLET (copp= 2 HR—F> ) ,

#*********************************************************************

#

# File: comp specific yaml

# Author:

#

# Description: Module Makefile
#

#

# Copyright (c) 2019 by cisco Systems, Inc.
# All rights reserved.

#

#

# $Id: comp specific yaml $

# S$Source: $

# SAuthor: $

#

#*********************************************************************
version: 1
components:

copp:
default:
copp_dropsl:

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .




. Ethanalyzer 0% F

ST a—TF a0 TDY—ILEFER

serviceCOPP:
match: CoPP drops exceed threshold
commands: ethanalyzer copy-background-snapshot

FReoERR 0 7T ATCoPP Ry 75| X T KED ARP ERZFE L F T,

switch#

2021 Jan 29 15:49:47 switch %COPP-1-COPP DROPS1: CoPP drops exceed threshold in class:
copp-class-normal-log,

check show policy-map interface control-plane for more info.

switch# show policy-map interface control-plane class copp-class-normal-log

Control Plane

Service-policy input: copp-policy-strict-log

class-map copp-class—-normal-log (match-any)
match access—-group name copp-acl-mac-dotlx-log
match protocol arp
set cos 1
threshold: 1000000, level: 1
police cir 1400 kbps , bc 32000 bytes
module 1
transmitted 25690204 bytes;
5-minute offered rate 168761 bytes/sec
conformed 194394 peak-rate bytes/sec
at Fri Jan 29 15:49:56 2021

dropped 92058020 bytes;
5-min violate rate 615169 byte/sec

violated 698977 peak-rate byte/sec at Fri Jan 29 15:49:56 2021

switch#
switch# show system internal event-logs auto-collect history
DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:49:57 1232244872 COPP-1-COPP_DROPS1 RATELIMITED
2021-Jan-29 15:49:50 522271686 COPP-1-COPP_DROPS1
PROCESSED:1:11182862
2021-Jan-29 15:49:48 522271686 COPP-1-COPP_DROPS1 PROCESSING
switch# dir bootflash: | include capture

2048192 Jan 29 15:49:49 2021 capture 00038 20210129154942.pcap

1788016 Jan 29 15:49:49 2021 capture 00039 20210129154946.pcap
SS0 D ENE

AR 22— XA BNV T 5 Rt AEE session = disable THIE) L 7~ 13
Hy 2—HIEZDO A—=R=NRA P RT I T 4 Tl olc L X v R 2T 202N
&) D i@—o
SEEH

» Wireshark : CaptureFilters

» Wireshark : DisplayFilters

« [Cisco Nexus 9000 > U — X NX-0OS Layer 2 A A v F > ZREHNA F]

« [Cisco Nexus 9000 > U — X NX-OS VXLAN & EH A K]

 CiscoNexus9000 & ') —X NX-08 kS TS a—F4 25 HA K. JU—Z101 (x)


http://wiki.wireshark.org/CaptureFilters
http://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
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| FSThva—Favi0Y—LETER
SNMP 35 & U RMON 09—

+ [Cisco Nexus 9000 NX-OS A > % —7 = A AFEHTA K]

« [Cisco Nexus 9000 2 J — A NX-OS L=F ¥ A h JL—FT 4 U ITHKEHTA K]

SNMP & & T RMON O 7R— k

Cisco NX-OS 1%, FHHFHMN—X (MIB) &@BH (b7 v 7 LIEHR) %5 Te/a%i7 SNMPyI,
V2. BEXOVI DOV R— oL FES,

SNMP #E#ETIE, CiscoNX-OS ZEH LE=F Y /45K MIB VAR — bt 59— K/8—
FuBT Y — g UEFHTEET,

SNMPv3 12 & HIZR#li7et X = U T e 2RIt L £ 7, &7 /31 A TSNMP ¥ —E R & H%h
FIATENCT DL HICHIRTE T, £/, 7731 A TSNMP vl 38 LU v2 ZROMLEL
EEBRETEET,

CiscoNX-OS1x, VE—h E=HXU 7 (RMON) 77—bBLIOA X P R—FLFE
9, RMONT 7 —AL & A2 MI, Xy FUT—=ZEEOZLIIESW T, LEWHEOREHE
FHDFEEDA T = X LZARHE L £,

[77—24 Z—7 (NarmGroup) | Ti&, 77— LZRETEET, 7T —4lF, T30 A
WO 1 DOEITBEEONRT A—HIIRETEET, 72 zIE T35 2D CPU EHROKE
DDLUz L CRMON 77— A& R ETE £9, EventGroup 232 &, 77— a5
WZHADWTETT AT 73 a v ThHHARY NERETEET, AR—FENHARX FOHF
A7IE, vX¥ 7 SNMP b7 v BXUe ST U R vy IREENET,

SNMP I3 & UV RMON DR E DFEMINZ DU TiE,  [Cisco Nexus 9000 2 U — A NX-OS & 2 7 I
BEHRETA K] 2R L TTEEN,

PCAP SNMP /\—H—®D{E

PCAP SNMP /S—H—(%, .pcap B TH ¥ 7' F v S472 SNMP N7 N &5Hrd %Y — LT
To AAyFLETENEL, AA v FITHEE SN DT XTD SNMP get, getnext, getbulk, set,
trap, 35 & N response ZR OFEFHE R L AR — M &2 AR L £ 7,

PCAP SNMP X—H—2FHT5I12iT, ROWTroa~wy REEHRHLET,

» debug packet-analysissnmp [mgmtO0 | inband] dur ation seconds[output-file] [keep-pcap]—Tshark
EHEHLTIEEOREM O NNy NeXx 7 F v L, —K peap 7 7 A MIRAF L E T,
WIZ, ZD peap 7 7 A MIEDSNT Ty ag LET,

WHRITHA 7 7 A VITRESNET, HAT7 7 A ADBBESNH TV ARWEAZ, v Y —
AT S E T, keep-pcap 47> a v EHERATAGEERE . —W.pcap 7 7 A MXT
74N hTHIBRENET, Ty b XX T T, TIANNOEEA U H =T 2 R
(mgmt0) . FIFTHIENA ¥ —T7 =24 ATIATTEET,

1 :

Cisco Nexus 9000 ') —X NX-0S kS T a—TF a5 HA4 K, JJ)—X101 (x) .
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FSINYa—T 4 LT DY L FER
B rorrsnve —4 0w

switch# debug packet-analysis snmp duration 100

switch# debug packet-analysis snmp duration 100 bootflash:snmp_stats.log

switch# debug packet-analysis snmp duration 100 bootflash:snmp_stats.log keep-pcap
switch# debug packet-analysis snmp inband duration 100

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp_ stats.log

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp_ stats.log
keep-pcap

debug packet-analysis snmp input-pcap-file [output-file] : BEAF? pcap 7 7 A MZH DX v 7
Fx LIy FaengtfLET,

1 -

switch# debug packet-analysis snmp bootflash:snmp.pcap

switch# debug packet-analysis snmp bootflash:snmp.pcap bootflash:snmp stats.log

&KIZ, debug packet-analysis snmp [mgmtO | inband] duration =~ > ROFEFHER L A — hDOH
FRLET, :

switch# debug packet-analysis snmp duration 10

Capturing on ethO

36

wireshark-cisco-mtc-dissector: ethertype=0xde(09, devicetype=0x0
wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

Started analyzing. It may take several minutes, please wait!

Statistics Report

SNMP Packet Capture Duration: 0 seconds
Total Hosts: 1

Total Requests: 18

Total Responses: 18

Total GET: O

Total GETNEXT: O

Total WALK: 1 (NEXT: 18)
Total GETBULK: O

Total BULKWALK: 0 (BULK: 0)
Total SET: 0

Total TRAP: 0

Total INFORM: O

Hosts GET GETNEXT WALK (NEXT) GETBULK BULKWALK (BULK) SET TRAP INFORM RESPONSE
10.22.27.244 0 o0 108 ¢ o o) o o o 15
Sessions
I _______

MIB Objects GET GETNEXT WALK (NEXT) GETBULK (Non rep/Max rep) BULKWALK (BULK,
Non rep/Max_rep)

ifName 0 0 1(18) 0 0
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raoius 2717 |

0 10.22.27.244

RADIUS % %I F

RADIUS a2 haLiX, ~v R RO RADIUS — L 7 S 4T T4 AW, Bk
FRFI LT UV N ERLBTAOIEHEINS T bal Ty, Znbo ML, ko3
DODYP—E R 7T A (CoS) IZEE# L TWET,

B3
® [

 FFE
CTHYT AT

FRREIE, FFEDT NA AT 78 AT 52—V ORGEEZFER L TWE 9, RADIUS ZfEfH L
T, CiscoNX-OST A AT 7B AT HZ—WF T H 7 hEFHTEET, 734 2A~Dn
TA v ERPD EL CiscoNX-0S 12 K- T, 18D RADIUS % — "DIFHRIZEE SN T — W
RERNTOIET,

FANE, WEESh e —F o7 7 e AFAHEAER L TCET, 2—FIcH Y Tloe—1
X, 2—WZT 7B REZFATEHEF AL ZADY 2 FE L BT, RADIUSH— N ETx %
T, —FPRFEIESND &, T8 ALRADIUS — &2 L C, =2—V D7 7t A#H%
RELET,

THTT 4 TE, TARALADEHE v v a y TEIRE SRS 0 ZERZERL T E
T, ZOEREFEHALC, "Iy a—TFT 4 v P BLOa— T AT Z YT 4 DL R—
N TEEST, THU T 4 T1E, v—hFi3) £— FCTEETEFET (RADIUS
ZRERHLO .

WRIZ, ThorT o7 ns 2o M) 2R T 62 R 0ET,

switch# show accounting log

Sun May 12 04:02:27 2007:start:/dev/pts/0 _1039924947:admin

Sun May 12 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun May 12 04:02:33 2007:start:/dev/pts/0 1039924953:admin

Sun May 12 04:02:34 2007:stop:/dev/pts/0_1039924953:admin:vsh exited normally
Sun May 12 05:02:08 2007:start:snmp 1039928528 172.22.95.167:public

Sun May 12 05:02:08 2007:update:snmp 1039928528 172.22.95.167:public:Switchname

A\

GE) 7HhvrTrarrualii, KeyvaroRfllnt GREEKRT) 2R RLET,
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FSINa—TFavdOv—LERER |

syslog D {5 A

A4y LX)

VAT A A= aX oS 7 =T EFEHLC, Avk—VEn S Ty A VRET
B, FIFIMMOTANA RTHEEE L ET, ZOWETIZ, ROZENTEET,

cE=H YT BIORN T TN a—T 4 DD u JIEROTE
XX T TF X TR TIERDZ A T OERR
c X ¥ T F X T D0 TIEROLEIOBER
syslog ZfE [l L T AT A A v b=V &R MIAIC 7 — B /VITRAFLTZ D . R0 syslog Hr—/3

W OEREEEFLIZY TEET, syslog A vE—T%a YV —LZEELTTIHERTS
ZEHTEET, INHDA Yy E—UOFEMIT, BIRLICEREICL > TERY £7,

syslog A »E—1%, EKEIZE U T, debug 75 critical ETH 7 2OH T I VIZHFEINE
T THRAL ZANOREEDY —E R ZHONWT, LR— FENHERELZHIBRBTEET, &2
X, OSPF#—ERADT Ny 7 A Xy FOZZREL, BGPY—EADT R TOEKE L1
DANY NafldkT H T ENTEET,

0y Ave—Uid, VAT AFREBZIITEEINNTWET, 2720, TERED Critical AT
(LL 0, 1. 2) OEKI100HOa 7 A vtE— A NVRAMIZEREGESINET, Zou 7,
show logging nvram CWOTHR/RCTEET, a~vr NEFEHLET,

Cisco NX-OS TiE, RO RF L7 LAULRYHR—F SN THET,
« 0-emergency (BZ72)
o l-alert (%)
* 2-critical (FEK)
* 3-error (-7 —)
s 4-warning (%15
« 5-notification (GEZN)
* 6-informational ({f#)

+ 7-debugging (7 /3 )

TN TR, T ALY EREPREERI AT A A yE—URa s 77 A /VTH
PRI, ZNHDA =V NV AT L ary Y —/WIEREEINET, =2—FiF, 77U T+
IATBLOEREIZESNT, RFTLVAT LAy E—VEFEETEET, VT ALZA L
DTNy TEBIOEHZRLT 572010, A yE—IIEF A L A2 TR MShET,
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| FSThva—Favi0Y—LETER
Telnet £7-(E SSH A% 704 2—T it [

Telnet £/~ X SSHADOX T DA +—TILL

VAT ABXLT A=V, T7AN NEREREFHOOX T T )T 4 BLY
HEREOMEIZESWCay Y — LIk RFEIRET,
caY—OuX T ET 4&—7/WTT HITIE, nologgingconsole 2~ K& 7 ¢
Xal—raryE—FCHEHLET,

e Telnet £7-1% SSH O u X 72 A3 3 HI121%, terminal monitor =~ > REZETL £
—g—o

carvY— by iar~ouX T BT 4 =T NERIEIA XTI NICTDHE ZOIRKE
X, FNUHEOTRCoOaryy— Lty ra lEfanEgd, 2—¥ikty i a a2
TLTHHOE Y Y a ANTHRr 7 A LIEEA. IRBEBITHE S h TuwWEd, 72770,
Telnett v > a v FRIFSSHE Y a v ~DuaX L 7oA F—TNVEFIZT 4 B—T VT
THE, ZOREFZFOEy VaryEFICEHESNET, 2=y a a2k TLE
bLix., ToOREBITHRINETA,

ZOETHYI LTV % nologging console 1~ > Rid, @Y —Am¥ 7 aT (=7
L‘ -‘5‘—3‘7%/1/ ]\"C‘/f*“—'j‘/l/ﬁlfoﬁofb\i@—o

switch (config) # no logging console

ZOETHMI LTV 5 terminal monitor =~ > Rid, Telnet 721 SSH D 1 ¥ > 7 & A 40T
L. 7740 hTRT A £ =7 ME B> TOET,

switch# terminal monitor

syslog DFXE DFEMIZ DOV TIX,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guidell #ZH L TS 7ZE W,

SPAN O {5 FH

AA v F RR—=ETFT7A4% (SPAN) =2—7T 4 U T 4 2T, MR N T TN a—T ¢
VI DEITEIIEDT SV —a b RA NS N T T4 v 7 DY I AEERG L, e
TIT AT TGN EIT) ZENTEET,

TNA AREEEEL THIRTERWEER Ry NT—7I2h5551%, @F, 71 hal
LUV B R VENRH Y £, débug 2~ REMFHTIUX, = K /—KET 31 2
DOHEH ST 7 4 v 7 BPRDLZENTEET, L, FFEO=Y K ) — RERELE 135
T DT _XTORNTI 7 4 v 7ICERELYTHMERDHIGAEIL. 02 hav T T4 &k
ALTe hanr hb—2&2F ¥ 7FF ¥ LET,

Ta havTF AV EHFAT I, DRG0 T A ANDTA NT F T4 FEHAT
LHVENHDET, ZoLEx, TARALARALEOATT 1/0) TFWENET,

A—HFy b Fy NT—T TliX, SPANZ—T 4 VT 4 AL CZORBEEZ R TE F9,
SPAN 45 L, T X_XTHORINTF 74 v 7 Dabt™—%2FE LT, T34 ANDRIDR— MZ
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. Using sFlow

AT FEd, 207 av AL EOEERT A A HEd, "—FU=2T7TNTEEINDD
TAREZ CPUARZEFE E7,

SPAN Zfi [T % & T34 ANTHMS. L7- SPAN B > a VIMERR S ET, 74 % %
HALT,. ZELEN I 74 v 7 FHRITRE LN T 74 v I DRERY I F vy TEET,

SPAN D% E DFEMIZ DWW T, [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] Z#ZML T 7230,

Using sFlow

Sampled flow (sFlow) allows you to monitor real-time traffic in data networks that contain switches and
routers. It uses the sampling mechanism in the sFlow agent software on switches and routers to monitor
traffic and to forward the sample data to the central data collector. For more information about sFlow, see
RFC 3176.

The sFlow agent, which is embedded in the Cisco NX-OS software, periodically samples or polls the
interface counters that are associated with a data source of the sampled packets.

For more information about configuring sFlow, see Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide.

sFlow Z&M4%F v H—

sFlow G T = v H—1F, A== NRAHF—L T4 =R =R =T T—7 LD n
T T LEBEVERE DT = v 7 HFATLET, AA v F TsFlow k5 & £DIRRED Y
ZhyxT, ARL—Y IA L A—F, BIUON—FKy =7 7= m I Lh3INE
9, L7 L. CiscoNexus 9808 AA v F CTl, BEEMT = v I —F, A—/"—RAHF—L T4
V=R N—Ru=T WL A Y —D T a s T LEEEMEROT =y 7 ZFEITLET,

AA wF 1T sFlow ZAERLH, IR EWIZFEEI L TW2RWIEE | SPAN v &g kI L
*4, sFlow BAMEF = v h—iF. AEITIETETE S sFlow ¥ v g ORESZERT 5D
I B E T,

sFlow BEMETF = v 1 —ZfHFH LT, sFlow A —/N— A F 7 11t 2DOERK OIS M 2 FiGEE T
%\iﬁ—o

\}

GE)  sFlow BA&MHF = v 1 —I1X. sFlow 72t ADFT — X EECICHEET 2 sFlow 1A HFHRO %
WaaE L E9,

Iz, sFlow BEMWF = h—Da~r RERLET,

switch (config)# show consistency-checker sflow

W, WO ZR L ES,

switch (config)# show consistency-checker sflow
SFLOW CC validation start:
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https://datatracker.ietf.org/doc/html/rfc3176
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/system-management/cisco-nexus-9000-series-nx-os-system-management-configuration-guide-103x/m-configuring-sflow-10x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/system-management/cisco-nexus-9000-series-nx-os-system-management-configuration-guide-103x/m-configuring-sflow-10x.html

| FSThva—Favi0Y—LETER
In—e—aviginen [

passed for interface ethernet 1/15
Consistency checker passed for SFLOW

JIL— E—a UHEEDFER

—WDTT Y " 7 —LTlE, T P74 —LDLED ZAMER R ENTEET, 20
BHEIX, m— P NVEREN N T TN a—T 4 VTR D T DIZ— R U = 7 & 2755
TE5LX98, "—FRU =T ~—7F 5D R 5k TT,

IN=RU 2T =T 4T 4D LED ZREIEHI2E, ROoavwr ReFEHLET,

av vk S]]

blink chassis Ty —VLEDZ RIR S E T,

blink fan number 77 LED ® 1 2% mik S £9,

blink module slot BIRL72E Y 2—/LOLED % A ST E1,
blink power supply number BIRLED © 1 D& RS EE9,

watch <> FOEHA

watch =~ > R&FHT 5L, CiscoNX-OSCLI =~ RHAFEIZTUNIX 22w > R 2 B
L, BEHT 22 HLET (frunbash w2 R a<w o RE&@ELT)

WhDa<r ReERLET,

watch [differences] [interval seconds] commandwatch
- differences : =~ > N OENWZRFE T L E T,

sintervalseconds : =~ > N A EH T HHEAEE L E7, #PHIZ0~2147483647 F0C
7,

scommand : BT A a~ 2 RERELET,

I, watch =~ > RFZ{#H L T show interface eth1/15 counters =~ > KD H /1% BF0 B HT
L. fESZEHRE T 202~ L ET,

switch# watch differences interval 1 show interface ethl/15 counters

Every 1.0s: vsh -c "show interface ethl/15 counters" Mon Aug 31 15:52:53 2015
Port InOctets InUcastPkts
Ethl/15 583736 0
Port InMcastPkts InBcastPkts
Ethl/15 2433 0
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B 525 rov—rershoenss

Port OutOctets OutUcastPkts
Ethl/15 5247672 0
Port OutMcastPkts OutBcastPkts
Ethl/15 75307 0

FS TN a—TFTa 0 TDY—IILEFERDEMSHE

BEEIEE T=aTFILERAL L

VAT NEELY —/1 | [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]

MIB

['Cisco Nexus 7000 Series and 9000 Series NX-OS MIB Quick Reference]
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% 5l

A ethanalyzer local interface inband-out 154
ethanalyzer local interface mgmt 154

admin-password 31 ethanalyzer local interface port-channel 154

attach console module 9 ethanalyzer local interface vlan 154-155
ethanalyzer local read 155

B

. . F

blink chassis 177

blink fan 177 feature nxapi 106

blink module 177

blink powersupply 177 |

boot tftp: 18
init system 17-18

Cc install module 13
install all 12-14
clear cores 112 ip icmp-errors source-interface 148
clear counters interface all 45 ip traceroute source-interface 147
clear counters interface 45
cmdline recoverymode =1 18, 30 L
copy 28,31,116
copy core 20 load-nxos 18,31
copy core: 21,24 logging level 12fm 77
copy startup-configuration tftp: 116 logging server 7
D N

debug 145,175

no feature nxapi 106
debug packet-analysis snmp 171-172

no logging console 175
no shutdown 44, 49-50

E
ethanalyzer local interface {inband | mgmt} autostop 155 P
ethanalyzer local interface {inband | mgmt} capture-filter 155 ping 146

ethanalyzer local interface {inband | mgmt} capture-ring-buffer 156 ping6 146
ethanalyzer local interface {inband | mgmt} detail 156
ethanalyzer local interface {inband | mgmt} display-filter 155

ethanalyzer local interface {inband | mgmt} limit-captured-frames 155 R
ethanalyzer local Tnterface {%nband | mgmt} limit-frame-size 155 reload 26,33
ethanalyzer local interface {inband | mgmt} raw 156

run bash 177

ethanalyzer local interface {inband | mgmt} vrf 156
ethanalyzer local interface {inband | mgmt} write 155
ethanalyzer local interface front-panel 154
ethanalyzer local interface inband 153

ethanalyzer local interface inband-in 154

run-script 116
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setgw 17-18

setip 17-18

set ip next-hop 89

set ipv6 next-hop 89

show 119,144

show {ip | ipv6} 4

show consistency-checker copp 120

show consistency-checker dme interfaces 121

show consistency-checker egress-xlate private-vlan 121
show consistency-checker fex-interfaces 121

show consistency-checker forwarding single-route 122
show consistency-checker forwarding 121

show consistency-checker gwmacdb 122

show consistency-checker kim 122

show consistency-checker 12 module 122

show consistency-checker 12 multicast group 123

show consistency-checker 12 switchport interface 123
show consistency-checker 13 multicast group 125

show consistency-checker 13-interface interface 124
show consistency-checker 13-interface module 124
show consistency-checker link-state fabric-ieth module 125
show consistency-checker link-state interface 126
show consistency-checker link-state module 126

show consistency-checker membership port-channels 126
show consistency-checker membership vlan 127

show consistency-checker pacl extended ingress 127
show consistency-checker pacl 127

show consistency-checker port-state fabric-ieth module 128
show consistency-checker port-state module 128

show consistency-checker racl extended ingress 129-130
show consistency-checker racl 129

show consistency-checker segment-routing mpls label 137
show consistency-checker segment-routing mpls 136
show consistency-checker sflow 137

show consistency-checker storm-contro 136

show consistency-checker stp-state vian 130

show consistency-checker vacl 130

show consistency-checker vpc 131

show consistency-checker vxlan config-check 132
show consistency-checker vxlan infra 132

show consistency-checker vxlan 12 module 133

show consistency-checker vxlan 12 135

show consistency-checker vxlan 13 single-route 135
show consistency-checker vxlan 13 vrf 133

show consistency-checker vxlan pv 133

show consistency-checker vxlan qing-qinvni 134

show consistency-checker vxlan selective-qinvni 134
show consistency-checker vxlan vlan 134

show consistency-checker vxlan xconnect 134

show diagnostic content module 153

show diagnostic result 153

show feature | grep bash  106-107

show forwarding distribution multicast client 8687
show hardware rate-limit 95

show install all status 12, 115

show interface 44-45,51, 77

show interface brief 47

show interface capabilities 45, 47
show interface counters 44

show interface counters errors 77-78
show interface status 45

show interface transceiver 7

show interfaces brief 4

show ip arp 5, 86, 89

show ip client pim  86-87

show ip client 86

show ip fib 86

show ip interface 8687

show ip policy 89

show ip process 86

show ip route 86, 89

show ip routing 5

show ip traceroute source-interface 148
show ip traffic 86

show ipv6 neighbor 5, 89

show ipv6 route 89

show license 39

show license host-id 38-39

show license usage 38-39

show log | include error 21

show log nvram 115

show logging nvram 9, 174

show logging logfile 51,114

show logging log 4

show logging onboard error stats 151
show mac address-table dynamic vlan 5
show ospf 86

show policy-map interface control-plane 95
show port-channel compatibility-parameters
show port-channel summary 54

show process log pid 21-22

show process log  21-22

show processes memory 8687, 92, 109-110
show processes cpu 110, 149

show processes log pid 21, 24

show process memory 93

show processes  4-5,21-22, 92, 148
show route-map 89

show running-config 4

show running-config eigrp all 86
show running-config interface 47
show running-config spanning-tree 5
show running-config vpc 54

show running-config eigrp 86

show spanning-tree interface 77-78
show spanning-tree summary totals 76
show spanning-tree vlan 77, 79-80
show spanning-trec 4, 55

show system 120

show system error-id 120
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show system reset-reason 26

show system resources 92, 150
show system uptime 21, 23

show tech-support details 113-114
show tech-support udld 45

show tech-support vpc 54

show udld 45

show user-account 27

show version 4

show vlan all-ports 5

show vlan brief 47

show vlan 4

show vpc consistency-parameters interface 56
show vpc consistency-parameters 54
show vpc peer-keepalive 54

show vpc  54-55

show vrfinterface 8687

show vrf 86

show cores 21,23, 111

show ip static-route 86

show logging 49

show logging last 114

show logging server 7,9

show module 4, 14, 44, 56

show processes log 111

shutdown 48-50, 77

spanning-tree bpduguard enable 82
spanning-tree loopguard default 82
spanning-tree vlan 82

state active 47

system cores tftp: 21,25

system cores 112,117

system memory-thresholds minor 94
system startup-config unlock 144

I

tac-pac 114

tcpdump 162

terminal length 0 113

terminal monitor 175

test consistency-checker forwarding 121
traceroute  146-147

traceroute6 147

U

undebug all 145
username admin password 27, 32

vV

vlan 82

VXLAN 59-61, 63, 65, 67
NTGTNYa—T 47 59

#z3 I}

< IVF Xy XN AT VMUERASAT Re v a8

7w b 61

“NFXY AN BT BRI AT Ry SNy k

60

AT X AN AT RVACHERANSAT Re v 7 ST ARP

2k 61

2 ITF X ¥ A NI P ENMMEERESAT RE v 7P E17- ARP

ZERk 60

A=F ¥ A b AT RUEERASAT R ey STy

L 67

=X A NI T BRI AT R y TSIy R

63, 65

&

THOT 4T adORR 4

&

delete 13

e

debug-filter 145

&

Ny 7Sz 3r v &~ 60-61, 63, 65, 67

IS\

7— 1 26,30
~

~NVT 11
ES

< ILF X A N T EAARER XA 61
“NFXx AN B SEAEIZ 60

wp

=%y X b A TR XX 67
2=%¥ A BTN Z 63,65
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