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Cisco Python

Z ZTIE, Python 27 U7 b OAERK & FATOTHAEICOWTHM L £

Ny IT—2

CiscoNX-OS I&, f % —7 A A, VLAN, VRF, ACL, /V— 72 & Z<Da7 Xy hJ—

I TNAREY 22—/ ~DT 7 A% EIZT % Cisco Python /3> 7 — &4 L £ 77, help()
a<r REANNTHE, CiscoPython /S v 77— Otz LR TEET, TV a—LHDOI TR E
AV FICHT 218 MEREZ G T D121, FFEDEY 2—/MIxf L Chelp 2~ REZETLE

9, 72 & ziX. help (cisco.interface) (3.

cisco.interface B =2 — /LD 7 aXF 4 ZFK R L £,

ROBZ, Cisco Python /3 7 — VI D5 A Lm0 ik " LET,

>>> import cisco
>>> help (cisco)
Help on package cisco:

NAME

cisco

FILE
/isan/python/scripts/cisco/ _init .py

PACKAGE CONTENTS

acl

bgp
cisco_secret
cisco_socket
feature
interface
key

line parser
md5sum

nxcli

ospf
routemap
routes
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section parser
ssh

system

tacacs

vrf

CLASSES
__builtin .object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key

XIZ, Python 3 1@ Cisco Python /X 7r—IZB 3 2 1E ¥k &2 Rox 3 2 k06 2R LET,

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import cisco

>>> help (cisco)

Help on package cisco:

NAME
cisco

PACKAGE CONTENTS
acl

bgp

buffer depth monitor
check port discards
cisco_secret
feature

historys
interface
ipaddress

key

line parser
mac_address_table
md5sum

nxcli

nxos_cli

ospf

routemap

routes

section parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES

builtins.dict (builtins.object)
cisco.history.History
builtins.object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key
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cuzav> raroEs i

Python 7'm 77 I V' FifiZ, CLIZ~ > F&FATTE 532D API 2 L £9, APIIEPython

CLIEY 2—AnbRHTE £,

IRHD APLIZOWTIE, IROETHYILET, *fromdiimport =~ F&{H L TAPL #H
ST DRBERHY T, 25D APLOGHL CLI 2~ > RO T4 TH, Python A > ¥ —7
UAZMTCLI 2~ REEITT A, RO APLOWTAhO5[H 74 & LTCLI 2~ R

EANSILET,

Fz1:0L12< > K API

json_string = clid (“cli-command”)

API Bl

cli() TS F IR L F 2 FT CLI 2~ RO

il ARABEDOH S 2k LET,

string = cli (“cli-command”) GP AETITT 4 7°&Python/|’ A —
7 &L, ST E T TR R ST
oA —7) LCTHIILET,
BATIE Ny ELTHA S, 4558
DAL WIGENRH Y 9, dip()
APLIE, HlmtEmWaE R 2 L
iTO

clid() a2 RIZ XML YR — b 3MEAET D551,

il cli-command ® JSON i} h #ik L £9°, ZiLLlsk

DEEE BISNR AT —SET,

GH Z D APLIX, show =~> FOHH
ORI T 2 & ER2R2I5E5 0
HYET,

clip()
i«

clip (“cli-command”)

CLI i~ RO J)Z& B stdout [IZH L,
Python (ZIFfT H IR SN EH A,

GP clip (“cli-command”)
&[4 C7 (is equivalent to)

r=cli (“cli-command”)
print r

20U EDa~y REMpIcITToE, ZOREBITT SOa~vy FrbEGiDa~ sy RETH

L EHE A,

ROBITIE, YO~ FOREA2HFEHO A~ FTHEE LRWZD, 2FHOa~ > RR

RBLET,
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>>> cli("conf t")
>>> cli("interface eth4/1")

20U EDa~y REFIFZHFEITT L E, ZOREBIT T SOa~v s FhbEGiDa~y RETH

ROBITIE, 2H/HE3B/BAD I~ FOREBRFLT 5720, 2H/BHO 2~ IR LTV E
ﬁ—O

>>> cli("conf t ; interface eth4/1 ; shut")

\}

GE) #liorT Lo, avr R ) TxUIshET, EIaer )i B—07 7 737 TH
LRERHY 7,

CLINS® Python £ 3 —TJ 1) ZDEFEUEH L

XIZ, CLI 75 Python 2 ZWFOMH ik &2RR L ET:

GE)  Python A X —7VxO7 a7 ML [>>>) F72i% [...] TRRENET,

BEE  Python2.7 OV AR— MIKT L, ¥KkDNX-0S V7 b ¥ = 7% Python 2.7 DV AR — b Z I L F
T, HLWAZ U7 Tk, bz pythond 2352 2RO LET, il =%
3% X 51 python3 Z A j LE9,

switch# python
switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)

[GCC 4.6.3] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads (clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW interface']):
intf=intflist['TABLE interface']['ROW_interface'][i]
i=i+1
if intf['state'] == 'up':

print intf['interface']
mgmtO0
loopbackl
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>>>

XIZ, CLI 7% Python 3 ZIFONME T k&2 RN L E T

switch# python3
Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux

RTIA—Tv b .

Type "help", "copyright", "credits" or "license" for more information.

>>>

>>> from cli import *

>>> import Jjson

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads(clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW_interface']):
intf=intflist['TABLE interface']['ROW _interface'][i]
i=i+1
if intf['state'] == 'up':

print (intf['interface'])

mgmtO0

loopbackl

>>>

RERITA—<TY b+

WIZ, Python APl Z{fH L7c S ESF KR T+ —~y haRLET:
il 1:

>>> from cli import *
>>> cli("conf ; interface loopback 1")

>>> clip ('where detail')

mode :
username: admin
vdc: switch

routing-context vrf: default

%1 2:

>>> from cli import *
>>> cli("conf ; interface loopback 1")

>>> cli('where detail')

' mode: \n username: admin\n wvdc:
switch\n routing-context vrf: default\n'

>>>

il 3:

>>> r = cli('where detail')
>>> print (r)

mode:

username: admin

vdc: switch

routing-context vrf: default

Python API .
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>>>

%l 4.

>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys():
print ("$30s - %s" % (k,out[k]))

header _str - Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

bios_ver str - 07.67

kickstart ver str - 9.3(5) [build 9.3(4)IIL9(0.879)]

nxos ver str - 9.3(5) [build 9.3(4)IIL9(0.879)]

bios _cmpl time - 01/29/2020

kick file name - bootflash:///nx0s.9.3.4.IIL9.0.879.bin

nxos_file name - bootflash:///nxo0s.9.3.4.IIL9.0.879.bin

kick cmpl time - 5/10/2020 21:00:00

nxos_cmpl time - 5/10/2020 21:00:00

kick tmstmp - 05/12/2020 07:08:44

nxos_tmstmp - 05/12/2020 07:08:44

chassis_id - Nexus9000 93180YC-EX chassis

cpu_name - Intel(R) Xeon(R) CPU @ 1.80GHz

memory — 24632252

mem_type - kB

proc_board id - FDO22280FFK

host name - switch

bootflash size - 53298520

kern _uptm days - 0

kern_uptm hrs - 0
kern_uptm mins - 19
kern_uptm secs - 34

rr_usecs - 641967

rr ctime - Tue May 12 09:52:28 2020

rr_reason - Reset Requested by CLI command reload
rr_sys ver - 9.4(1)

rr_service - None

plugins - Core Plugin, Ethernet Plugin
manufacturer - Cisco Systems, Inc.

>>>
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A > 259 T« 7 Python

Python A7 U 7 F & % 5|4 L LT Python CLI =~ > KR C{EH 35 Z & T, Python A7 U7 F &4
AVHETIT 4T = RTEITTEET, Python A7 V7 NI, 7 — b7 T v a 3R
AX—LDFIZHETHALENH Y £9, Python CLI =~ > K TiX, Python 27 U 7 s DK 32
foa~vy N 74 58 ffHTEET,

AA T X, Python A7 U7 N &2FTT 570DV —ACLI a~> R R—-KLTHET,
bootflash:scripts T4 L7 FVid, Y—ACLIa~ >V RKOT 74V DA )TN T4 L
7 FU T,

ZOBITIEH, BYNCAZ VT FERRLTOLOLFEITLET, REE. AEOZ7 7 A NVET— T
T allFoT Lo bDTT,

switch# show file bootflash:scripts/deltaCounters.py
#!/isan/bin/python3

from cli import *

import sys, time

ifName = sys.argv[1l]

delay = float(sys.argv[2])

count = int (sys.argv[3])

cmd = 'show interface ' + ifName + ' counters'

out = json.loads (clid(cmd))

rxuc = int (out['TABLE rx counters']['ROW rx counters'] eth inucast']
rxmc = int (out['TABLE rx counters ROW_rx counters eth inmcast']

( [ oy’ )

(out L SRESTR )

rxbc = int (out['TABLE rx counters']['ROW rx counters']][ ['eth inbcast'])
(out[ 10 ']1[0]['eth outucast']

( [ 10! T ]

[ ]

el N e}

]
]
]
]
]
]

'
txuc = int 'TABLE_tx counters ROW_tx counters )
txmc = int (out['TABLE tx counters' ROW_tx counters' eth outmcast'])
txbc = int (out['TABLE tx counters']['ROW_tx counters']| ['eth outbcast'])
print ('row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast')
print (' "
print (' %8d %8d %$8d %8d %8d %8d' % (rxuc, rxmc, rxbc, txuc, txmc, txbc))
print (' ")
i=0

while (i < count):
time.sleep (delay)
out = json.loads(clid(cmd))
rxucNew = int (out['TABLE rx counters']
rxmcNew = int (out['TABLE rx counters
rxbcNew = int (out['TABLE rx counters
txucNew = int (out['TABLE tx counters
( [
( [

ROW_rx counters']
ROW_rx counters
ROW_rx counters

[ 'eth inucast']
10!
10!
] ['ROW_tx counters
10!
10!

[0]T )
' ']1[1]1['eth _inmcast'])
' '1[1]1['eth _inbcast'])
' '1[0]['eth outucast']
txmcNew = int (out['TABLE tx counters' 1011 ]
[11T ]

ROW_tx counters 'eth outmcast'

]
]
]
]
]

)
)
)

txbcNew = int (out['TABLE tx counters' ROW_tx counters' 'eth outbcast'
i+=1
print ('%-3d %8d %$8d %8d %8d %8d %8d' % (i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew -

rxbc, txucNew - txuc, txmcNew - txmc, txbcNew - txbc))

switch# python bootflash:scripts/deltaCounters.py mgmt0 1 5
row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast

291 8233 1767 185 57 2
1 1 4 1 1 0 0
2 2 5 1 2 0 0
3 3 9 1 3 0 0
4 4 12 1 4 0 0
5 5 17 1 5 0 0
switch#
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WOBNL, EfFELa~y RTa~vy RIA V5 IEIRET A HiEER R L TOET, ZOITHE,
policy-map I & cgrep python A7 U7 h~D5H T, ZOHNL, EfEKa~r ROBAS THEAET
(T ogiIzgE ZE bR L TVET,

switch# show running-config | source sys/cgrep policy-map

policy-map
policy-map
policy-map
policy-map
policy-map
policy-map
policy-map
policy-map
policy-map

type
type
type
type
type
type
type
type
type

network-gos nw-pfc
network-gos no-drop-2
network-gos wred-policy
network-gos pause-policy

gos
gos
gos
gos
gos

foo

classify
cos-based
no-drop-2
pfc-tor-port

Embedded Event Manager TM X% ') 7 FDXR{T

Embedded Event Manager (EEM) ®7R U > —|%, Python A2 U 7 h & WK — K LET,
WOHE, EEM 7 27 2 a2 & LT Python A2 V7 N &FE474 5 kA R/ L TWVET,
T varyavwy REMHTALZLE T, EEMT7 7Ly NI Python A7 V) 7 haFwb 2 L

MTXET,

switch# show running-config eem

!Command:

show running-config eem

'Running configuration last done at: Thu Jun 25 15:29:38 2020
Thu Jun 25 15:33:19 2020

'Time:

version 9.3(5)
event manager applet al

event cli match "show clock"

action 1 cli python bootflash:pydate.py

Bios:version 07.67

switch# show file logflash:vdc 1/event archive 1 | last 33

eem event time:06/25/2020,15:34:24 event type:cli event id:24 slot:active(l) vdc
:1 severity:minor applets:al

eem _param_info:command = "exshow clock"

Starting with policy al

stty:

standard input: Inappropriate ioctl for device

Executing the following commands succeeded:
python bootflash:pydate.py

Completed executing policy al

Event Id:24 event type:10241 handling completed

show filelogflash:event_archive 1 =~ > FZFAT LT, B 77 A )LVNDA X2 MIE-ThH

VH—ENT 7 va  ZRETEET,

switch# show file logflash:event_archive 1 | last 33

eem _event time:05/01/2011,19:40:28 event type:cli event id:8 slot:active (1)
vdc:1 severity:minor applets:al

eem param info:command = "exshow clock"

Starting with policy al
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CiscoNX-08 v k7—4 4 24 —7 x4 X0 Python 52 ]

Python
2011-05-01 19:40:28.644891
Executing the following commands succeeded:

python bootflash:pydate.py

PC_VSH CMD TLV(7679) with g

CiscoNX-0S =*v kT—% 4 2 —T 24 X &D Python %5

Cisco Nexus A » F TlE, Python 23 & 72 % CiscoNX-OS X T —2 f X —T xR &
FA S TUWET, ciscovrfset global vif () APIZ ML T 7TH A MEHRETHILIZLD,
HOREN—=T 4 7 arTHRAIDOPNOFEN—T 47 2T XA MYV EZL T LN
TEET,

WROPNL, TAAZADERA L B —T oA A% N LTHIML R¥F 2 A2 N2 232" 0
TWET, HORENL—T 47 avTFA MYV EZDZ 0L, HBANA v 2 —T7 =
ARENLUTHNB= T 4 T 4 ~OFH =TT 52 b TEET,

switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)

[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import urllib2

>>> from cisco.vrf import *

>>> set global vrf ('management')

>>> page=urllib2.urlopen('http://172.23.40.211:8000/welcome.html")

>>> print page.read()

Hello Cisco Nexus 9000

>>>

>>> import cisco

>>> help(cisco.vrf.set global vrf)

Help on function set global vrf in module cisco.vrf:

set global vrf (vrf)

Sets the global vrf. Any new sockets that are created (using socket.socket)
will automatically get set to this vrf (including sockets used by other
python libraries).

Arguments:

vrf: VRF name (string) or the VRF ID (int).

Returns: Nothing

>>>

Python [Z & % CiscoNX-0S ¥+ 1) 7«

Cisco NX-OS 53R E#IZ. Y7 F 7 =7 ® CiscoNX-OS %> RAR v 7 Z LA ¥EBLCLI =2 —/L
R—RA T 7EA a3 br—/L (RBAC) IZL-> TH#EINET,

Cisco NX-OS network-admin ¥ 7-1% dev-ops 7 —/VICHHEATIT SN TWD T _RTO—H%, Fitk
A—HTE, HAZ L v—)LT Python ~DT 7 ¥ AR SN TS a—H—%, IR —
P—LBARSNET, I EL—YIZ, 77 AV AT A, AR =, Bash a<wr R s
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B tr2v7/ca—v—tEmon

@ Cisco NX-OS HRFHRT~DT 7 v ZA0NHIR S TWET, FitE=2—P 1L, Cisco NX-0S D9~
TR R ~DT 7200 ELET,

Xl TqE&1—H—ERDH

WOENL, FiEr—Y—Na<r RERITTHEIHEERLTOVET:
Python 3 D%,

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

admin

0

>>> f=open('/tmp/test','w')

>>> f.write('hello from python')

17

>>> f.close ()

>>> r=open ('/tmp/test','r")

>>> print (r.read())

hello from python

>>> r.close ()

>>>

ROBNE, 77 BAZHFEIN TV D EL—F—Z2 /R L TWET:

switch# python3
Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> import os
>>> os.system('whoami')
system(whoami) : rejected!
-1
>>> f=open('/tmp/test','w")
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
PermissionError: [Errno 13] Permission denied: '/tmp/test'
>>>

RBACIZ, v/ A v a—HP—HERICHESWTCLI 77252 LET, vr/vqy a—F—n
ID I%, CLI = /L F 721 Bash 7> HIFOMH S 415 Python 125 2 AV E 9, Python (X, Python 25
O ENnNEY 7ok Alcu sy 2a—F— ID 2P LET,

IR, Rt —H — DB T4

>>> from cli import *

>>> cli('show clock')

'Warning: No NTP peer/server configured. Time may be out of sync.\nl5:39:39.513 UTC Thu Jun
25 2020\nTime source is NTP\n'

>>> cli('configure terminal ; vrf context myvrf')

>>> clip('show running-config 13vm')

!Command: show running-config 13vm
'Running configuration last done at: Thu Jun 25 15:39:49 2020
!Time: Thu Jun 25 15:39:55 2020
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25s1—5c2oy T raxr76 [

version 9.3(5) Bios:version 07.67

interface mgmtO

vrf member management
vrf context blue
vrf context management
vrf context myvrf

DUME, IRt — Y — o fi] T3

>>> from cli import *
>>> cli('show clock"')
'11:18:47.482 AM UTC Sun May 08 2011\n'
>>> cli('configure terminal ; vrf context myvrf2')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py", line 20, in cli

raise cmd exec_error (msg)

errors.cmd exec error: '$ Permission denied for the role\n\nCmd exec error.\n'

KOHE, RBAC fEkz /R L TWET:

switch# show user-account
user:admin
this user account has no expiry date
roles:network-admin
user:pyuser
this user account has no expiry date
roles:network-operator python-role
switch# show role name python-role

RFTa—3TARY )T bERITT 55

WOHNE, A7y a—FeEE M L CAZ U7 N%&34779 5 Python A7 V7 R &R LTCWE
7

#!/bin/env python
from cli import *
from nxos import *
import os

switchname = cli("show switchname™)
try:
user = os.environ['USER']
except:
user = "No user"
pass
msg = user + " ran " +  file + " on : " + switchname

print msg
py_syslog(l, msg)
# Save this script in bootflash:///scripts

Python 3 O,

#!/bin/env python3
from cli import *

from nxos import *
import os

Python API .
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switchname = cli("show switchname")
try:

user = os.environ['USER']
except:

user = "No user"

pass

"

msg = user +
print (msg)
py_syslog(l, msq)

ran " + file 4+ " on : " + switchname

# Save this script in bootflash:///scripts

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature scheduler

switch (config)# scheduler job name testplan

switch (config-job)# python bootflash:///scripts/test.py
switch(config-job)# exit

switch (config)# scheduler schedule name testplan

switch (config-schedule)# job name testplan
switch(config-schedule)# time start now repeat 0:0:4
Schedule starts from Sat Jun 13 04:29:38 2020

switch# 2020 Jun 13 04:29:41 switch $USER-1-SYSTEM MSG: No user ran /bootflash/scripts/test.py
on : switch - nxpython

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days O Hrs 4 Mins

Start Time : Sat Jun 13 04:29:38 2020

Last Execution Time : Sat Jun 13 04:29:38 2020

Last Completion Time: Sat Jun 13 04:29:41 2020

Execution count : 1

testplan Success (0)

switch#
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