NX-API CLI

e NX-API CLI {Z2WT (1 2—3)

* NX-API CLI Offi ] (3 ~<X—)

* NX-API 52— RDOEK (26 X—)

*« JSON 3 L O XML fi&fb it ) (29 ~<—)
¢ TN NX-APL A2 U7 (35 X—)

NX-API CLI [ZDINT

NX-API CLI I, XML ! J1& 38R — h4 % Cisco NX-OS CLI > 2T L DL iEHERE T, NX-API
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UNIX RAAL > 7y hEHLTHR—FINET,

NX-API /X 7 2 FiZ Nginx HTTP #— " Z I H L £9°, Nginx 7rt® 2L ZDFXTHO 71
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Ayt — wﬂ:/l_llt
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SHENET,

e NX-APIiX, 7 # /0 FTiZdktx =27 HITP 2R —F LTV EH A,
e NX-APIIX., T 7 4 /L N TILFHWTLSvI 712 k2L &R —F L TWER A,

NX-APIL %, T3 ZADWFLL AT DG SN THWET, 2—P—F, NX-APIZ/H LT3 A
ZNWZT VB AT AFEDOHMYRT Ty FaeiFo TWAMENRH Y £, NX-API TIZHTTP basic

FEENMEFH ENFE T, T_XTHOY 7= A MIiE, HTTP ~y ¥ —{la—PF—HZ L XA T — FRE
FNTVWABRLENRDD F7,
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GE) =a—V—onr/A rEREHREH#ET 2I21E, HITPS OFHEZ KT 208N’ H Y £,

[#BE (feature) | v R—T v CLI 2~ FEMH LT, NX-APL Z NI T DT LN TE T,
NX-APL (Z5 7 4V b TN 22> TWET,

NX-API |, = —H—DNRYNIRBREIZEI) LT- & X2, v a > ~_X—ZD Cookie, nxapi_auth
ZRRAELET, v a v Cookie ZMFHT 2 & 731 RNTIEE SN DB 4D T T D NX-API
BRI =L L RRAT—= RRHFENET, 22— —RENZATU— NE, BRI T 7T X
DFRITENA/NATH72DIZ, v a Cookie THAINET, &> 3 Cookie 2¥MESE
DERITEFNTORWEEIZ, JDE v g Cookie NBETHY | il 7 A2k - T
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GE)  nxapi_auth cookie 1% 600 2 (10 73) THIRDINIZZe D £7°, ZOfEIEMEE I TBY, A Tx
FHA,

N

GE)  NX-API (X, AA v F 2D Programmable Authentication Module (PAM) % fiiff] L CRRRLEZ 4TV F
¥, cookie Zff ] L T PAM OREGEE A XS L. PAM O Em 26 LET,

NX-API CLI &

Cisco Nexus 9000 >V —RX A A v FDa~vw L K, avw s R AIA4T7 BIXOW ¥ A 7%, CLI &
HTTP/HTTPSPOST DA LIZ = a— RT5Z L2k NX-APIZ L CA S ET, HEk
IR 205250, XML £721X JSON Wi CiR &N E4,
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GE)  NX-APLJGZ 2 — ROFEANIZ OV TIE, NX-APL &2 — FOER (26 3—V) 2ZMLTEX
VY,

NX-APICLLIZ, v —A A T 7RI LTCIET 7 4V F TEMZR > C\WEd, UE—  HTTP
T 7B ACH L TET 7 4 hTTET A o TUVVET,

WOHIE, NX-API CLI Z /% L CEE+2 hikznRm L TnEd,
B H—T 2 AT LET,

switch# conf t

Enter configuration commands, one per line.

End with CNTL/Z.

switch(config)# interface mgmt 0

switch (config-if)# ip address 10.126.67.53/25
switch (config-if)# vrf context managment

switch (config-vrf)# ip route 0.0.0.0/0 10.126.67.1
switch (config-vrf) # end

switch#

« NX-API nxapi e = AN L £ T,

switch# conf t
switch(config)# feature nxapi

KON, V7T A RNEFDL AR A% XML JEXTRLTOVET,
2R

<?xml version="1.0" encoding="ISO-8859-1"?>
<ins_api>
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<version>0.1l</version>

<type>cli show</type>

<chunk>0</chunk>

<sid>sessionl</sid>

<input>show switchname</input>

<output format>xml</output format>
</ins_api>

<?xml version="1.0"?>
<ins_api>
<type>cli show</type>
<version>0.1</version>
<sid>eoc</sid>
<outputs>

<output>

<body>
<hostname>switch</hostname>

</body>

<input>show switchname</input>

<msg>Success</msg>

<code>200</code>

</output>
</outputs>
</ins_api>

WROFNL, JSON XX DER EZDIEERLTWET,

HEK:

i

"

'ins api": {
"version": "0.1",
"type": "cli show",
"chunk": "0",
"sid": "sessionl",
"input": "show switchname",
"output format": "json"
ins api": {
"type": "cli show",
"version": "0.1",
"sid": "eoc",
"outputs": {
"output": {
"body": {
"hostname": "switch"
}I
"input": "show switchname",
"msg": "Success",
"code": "200"
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NX-API CHERR% root 2T H L—2 3273 |

\)

GE) a—P—ZHIBR LI ETHERML, ROEI 72T — A vB—URE 12K Z & IR E
o &V BEORER S Y 9,
user delete failed for username:userdel: user username is currently logged in - securityd
ZOMBIE, NX-APIZ A LTCAL v FIca /A LT D a—F—ZHI L L 9 & LIZGAICH
BT DARERS Y £3, Z0HE, KOavr FEAN LT, Blica—F—on s 7o b
AATLET,
switch(config)# clear user username
LR, 22— —OHIkRZ HRIT LEd, P 2l 2 TH B ARIR L 22513, CiscoTAC
~BREWEDELTZEN,

NX-APl CiEfRZ root [CZ X AL —2 309 5

NX-API Tld, EHE 22— —OME%Z root 7 7 B ADOWHERIC= A L— 9 T FT,
UFiE, HEREZZ AT L= a T 572000 A KT4 2 TT:

cEMEA root I AH L — g U TELDIIEME L —F —DHRTT,

croot ~DTL AN L—3 3 NIRRT — RS TnET,

WOHNL, EHHEOMEMRZ root ICT A L— a3 5 kE, 2 AL —a L E2ERT 5T
kR L TCWET, rootiZ7Z2>Th, whoami 2~ F&2E4Td 5L admin & LTERENDZ &
WCHERZELTLEEY, 7272 L, admin 77 7 > MIIETXTD root HEMR A H Y F 5,

Y] DB

<?xml version="1.0"?>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo su root ; whoami</input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"7?>
<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>
<body>admin </body>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>
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2 & HOHI:

<?xml version="1.0"?2>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo cat path to_file </input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"?>
<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>
<body>[Contents of file]</body>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

NX-API &IEa<T > K
RORIZY A RSN TWDCLL 2~< 2 REH LT, NX-API Z @I L CEHTX £7,

FT1:NX-APIEEOT UK

NX-API <> K AR
feature nxapi NX-API Z# B3 LE T,
no feature nxapi NX-API % #3hb L £ 9,
nxapi thttp | https} port port A—bhafre LET,
no nxapi {http | https} HTTP /HTTPS % flEshfb L E 5,
show nxapi AN— b LR ERRE KR LE T,
GH ['show nxapi | =~ KX, network-operator
17— /L OFEHE MG 2 Lom LEE A,
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NX-API EIZO<7 >

At AR

nxapi certificate {httpscrt certfile |
httpskey keyfile} filename

KOT v 7 a— REffe LET:
* httpsert 28 STV 534 O HTTPS G2,

* httpskey 235 & LTV 535450 HTTPS F—,

HTTPS G E D6

nxapi certificate httpscrt certfile bootflash:cert.crt

HTTPS % — D1l

nxapi certificate httpskey keyfile bootflash:privkey.key,

nxapi certificatehttpskey keyfile
filename passwor d passphrase

G S AT — 2 ] LT NX-APLRE It & o > %

]\‘_‘/1/ Li‘a‘o

GE) L S B X — R ST B DR
7 L— XX passl23! T,

i

nxapi certificate httpskey keyfile bootflash:encr-cc.pem
password passl23!

nxapi certificate enable

At & 2T L £
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NX-API EIEO<7 > K

At FA

nxapi certificate sudi

Z @ CLI X, Secure Unique Device Identifier (SUDI) % fif
HUTT AL R TR 2Tk -k L £7,

nginx @ SUDI “X— A DFEHEIL, CISCO SUDI #EH#Lod =2 >
fr—Z ks TR ESNET,

SUDI %, X.509v3 GEHEIZ & 415 IEEE 802.1AR YLD
TX 2T T AT T, Cisco T 23 A DR Fk T
EVUTNRGEHERFLET, IDITRUERFIZHKIE S,
INHNZE N AT RE 72 v — RRBRESRIZ D3 ivE T,

GE) NX-API 7 SUDIGAEHIE 2 L T\ 254
TIUY, cul e EOY— RX—=F 4 TTY
= aryhbixT /B ATEEE A,

G Inxapi certificate sudi] (X, fEf LD & A
Z LGt E/F—Z2 EEE LET, A X LGE
W&/ — 2 TR TR H Y FH A,

GB Inxapi certificate sudi] & [nxapi certificate
trustpoint] & [nxapi certificate enable] (LHEAD
MTHY . WTFNNERET 2 & AOREKIT
Hig S E7,

GE NX-APL/%, SUDIGEHHER—AD 7 T4 7
MFEZGEZ YR — ML CWWERA, 7T

ATV PR ERREN BERIGE X, TAT

YT 4T AR AT 2 BERH Y ET,

GP NX-API F B3 CLI 1% show run @t JJIZA74E
L7aWi=®, BIED CR/a—/L Ny 7 Tl
Inxapi certificate sudi] 47> =2 ThEHZL
Tet. BAZ LREHFIZREEE A,

nxapi ssl-cipher s weak

CiscoNX-0S U U —29.2(1) LAF&, F9W G517 7 4L b
TENC 2> TCVWET, ZDa~vr RERITTAHE. T
7 4V S OEVERZEE S, NGINX DIF VRS 23 741
BRVET, Zoavwr RonERE2MHT5E. T
NV MZRY FF (F 70 F TR O SIE R T
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nx-ap gav s k|

NX-API EIZO<7 >

At FA

nxapi ssl-protocols{TLSv1.0 TLSv1.1
TLSv1.2}

Cisco NX-OS U U —2 9.2(1) LAf%, TLS1.0 (X7 7 4 /v bk
TR TWET, ZDa~vr FEEITTLHE, X
FHITIRESNIZ TLS N—T a UBHIT D £9, 7
7 F IV h TR/ - TWD TLS1.0 b, BETHIITR
ETEET, Zoa~vr Fon B2+ 5E. 7
T AN MIRY T (F 7 4L R TiE, TLSI.1 & TLS1.2
DHBBHHNTT) o

nxapi use-vrf vrf

77 4/ b VRF, ¥ VRF, 721340711 & VRF Z4:¢€
Lij‘o

ip netns exec management iptables

77 e AHRA TR L9 2T, BE VRF TEITTE %
j—O

GH featurebash-shell #7312 L CTH 5, Bash v =
b avy REFATTLBERDHY £7,
Bash > = /L OFEAIIZ DWW T, BashDFEE S
LTI EEN,

Iptables(x, RNY v —F=—VE2FHLTCrN T 7 4 v %
A ERIIHIET A a2 RIA4y T AT 7 —)b
a—F 4 VT4 THY, IFEAED LinukT 4 AR
Ea—3 a7 VA VA =L ENTHET,

GH iptables % bash > = /L CEF L7218, Vo —
R1%& % iptables % /K &eft 3~ 5 JriE O FEARIZ DU
TiX, U v— K[ Tlptable Zk&ift 45 (24
NR=U) ZZRL TSN,

nxapi idle-timeout <timeout>

U U —293(5 LUFFETIE, 74 FVRED NX-API &
va vy b ETCORMERETCEET, FHET
X HIEHIT 1 ~ 1440 53 T3, 7 7 /v F ORI 10 2
T9, 7 74/ MAIZRTIZIE, nonxapi idle-timeout
<timeout> =~ RO no ERXZHH L E 7,

PLRIE., HTTPS BFED E# 727 v 7 — RO T3

switch (config) # nxapi certificate httpscrt certfile certificate.crt
Upload done. Please enable. Note cert and key must match.
switch (config) # nxapi certificate enable

switch (confiqg) #

\)

GE) GEEZACT LI, REUE L F— 2 MR 2R ERH Y £,

PARIX, HTTPS ¥ — D [EH T v 7 a— RO T9:
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switch (config)# nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.
switch(config)# nxapi certificate enable

switch (config) #

WIZ, BS54 &7z NXAPI — R —ffHE %2 A VA b= 5 kol #m LET,

switch(config)# nxapi certificate httpscrt certfile bootflash:certificate.crt
switch (config)# nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!

switch(config) #nxapi certificate enable
switch (config) #

RIS LT, AEMEPE) THL L 2nm T =7 — Avb—VRRRSNLTLBHY *
-éAO

switch (config)# nxapi certificate httpscrt certfile bootflash:certificate.crt

switch (config)# nxapi certificate httpskey keyfile bootflash:privkey.key

ERROR: Unable to load private key!

Check keyfile or provide pwd if key is encrypted, using 'nxapi certificate httpskey keyfile
<keyfile> password <passphrase>'.

Z D4, nxapi certificatehttpskey keyfilefilename password passphrasez {1 L THz 5L%— 7 7
ANDINAT L—REIRET HVENH Y £,

INMRMEEDRKTH 256, sEHEZ EWIZA VA =L TX 57 TT,

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!
switch (config) # nxapi certificate enable
switch (config) #

NX-API ZfER LT=A V250 T4 7 a7 FDIRE

ﬂnﬁiﬂ-?/ FOWMRT w7 b eghc L, =7 — a—RF50012k2% 4 L7 7 hzbliEd 2
\ZiE, XEER o~ o RORFTIZ[iB AR D dont-ask (terminal dont-ask) ] ZiEM L £4., #{EMH. #
HOMBERIATY FERXYBICIE, TAZLD o (TE—DT T 7 LFTHEALTVET,
TT— a—R500 TOXA LT v &EET S ZDICIHAD dont-ask 23 23 miMa~ 2 K
DN 2N DPRIZIR L ET

terminal dont-ask ; reload module 21

terminal dont-ask ; system mode maintenance

NX-AP1 7 54 7 > +EBEE

NX-API Client Basic Authentication

NX-API clients can authenticate with the NGINX server on the switch through basic authentication over
SSL/TLS. This authentication method is supported by configuring a username and password that is saved to
a database on the switch. When the NX-API client initiates a connection request, it sends the Hello message
which contains the username and password. Assuming the username and password exist in the database, the
switch responds by sending the Hello response, which contains a cookie. After this initial handshake is
complete, the communication session is open, and the client can begin sending API calls to the switch. For

additional information, see ¥ % = Y 7~ ¢, on page 2.
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For additional information about basic authentication, including how to configure the username and password
on the switch, refer to the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX- AP|0)7 7’{7/ I‘nEHHEH:m)

NX-0S 9.3(3) LAF¥., NX-APLILZ 747 > b DB DRlHEX—AOFGEEZ P R— K L TWE

T AEHEFR—ZAOREETIE, TLS NV Ry =A ZHHIEFETE 28EE. > ViR (CA)

EMHLTI 947 R —N"—OM T EMEICRAETHZ LT, X2 VT s 25k LET,

ﬁ%i&%x®mﬁﬁﬁ\Mumx4y%ﬁ?ﬁﬁx#étw@vyyﬁﬁﬁﬁfﬁ<\Aﬁm
HRRRE L ATRETT,

7747/b£%EMHi H7: CA GREERD ZA L THED Z{THN, NX-APIZ T A4 T b
ICARAEE N TV D X509 SSLAE I EZ M L T AR— b & E+, ar¥EIE. &% NX-APl = —H% —
ZZEY Y THNET,

NXAH&?%TV%ﬁHmof/ﬁ CEAH LU CESIER AT 5 &, —/3—0 Hello Ji>
WCHMBRCADY A RNNEOONET, 753472 FOBZIZIE., NX-APLZ T4 7 > M
waéﬁﬁmn~% ZOREHER L BNMOEHREENTENE T,

NX-API 7 5 A 7> MIEEAREL . SHEZSOWT I EMHAT ALY ICHEET N TxF
T, FRITREHEZELT D OO, GEERERE S XM T & RWIGE I TRARREC 7 +—v
Ny JFTHEINTHMETHZ b TEET,

EERIHEFIAEIE
AE I ERRAEIZ IR O EFHIE L FIKFIER H Y £,
*NX-API 7 7 AT ML, =W —Z L RXRT = RERETIVLEEIHY 7,

*NX-AP1 7 ATV e AL v»FIE, T 74NV FTU /L) Uy R— N THTTP 24 L Cili
FELET, ZTREELZED L7202, HITP XV =V /) T R— b THHR—bENET, 72
7L, BINOoR—FERETHILELTEET,

« 74T FaEHFERRED Python 227 V) 77 4 VTR HR—RFENTWET, 77472 b

FERHEDR R 7 L= XA TS STV A6, python [Z/8A 7 L—XDANjZilH B Y

SR LET, 72771, Python ERKF A4 77V DBAEOHIPIZEY, 2T L—X%2 7 )7
T Z LT TEERA,

NX-AP1 7 A4 7 b AL vFIE, WU FT A RKRA L FEMHTZDENH D F9,
PR—=FEND T ARKRA Y bOFEREIL, AA v FTLI226 TT,

{SHETEX5CADY ARI., TRTONX-APLIZ FA4 T v b &AL v FTHUTHDHLEN
HYFET, EHETXD CADMEDY A MIFR—FENTWVERA,

« AEMERRELIT, NX-API ¥ KR v 7 AT R— &N THEHA,

c MDFAMITE ST, NX-APL V> RAR w7 ZAPAAL »FICa— REIN50E I DBIRED F
j—o

* NX-API ¥ KR > 7 X%, nxapi client certificate authentication optional & 7= {3 no nxapi
client certificate authentication 23l SV TV DG HICOHE— RINET,

NX-API CLI
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NX-APICLI |
EEBEEGINER

* NX-APIH > R v 7 2%, g ORI N2 7 T4 T > FaEE N T 7 U FITHIR
SNV Y | drict B LN two-step FBAFE— FEZr— RLEHA,

o A4 v FITILNGINX = "—BEHAAENTWET, EHEDO FT R MR A > R E S
TWTh, AFIEERYY AR (CRL) N1 ODFFARKRA Y FEFITA VA =L ENT
WA, NGINX OFIBRIZE W NX-AP1 7 7 A 7 habHERAET R L E3, ZOHIR%
[Pl 521X, §XCTDO T A MARA > MZ CRL 2L 97,

AEHIE RIS 22 572 0 L WIS AR 72 0 T A REMEA H D . CA (T & bAoA »
M) ICE > TE SN CRLOFMIEITHEE 52 20BN H Y 3, A1 v F G
CRLZMHTE2L21, BESNTNDTRTO T A MKRA Y MIhT CRL A > A
F—=A LTLEEN, TR RRA Y MTEo TR LI HENEE LEWESSIE. o
CRLZEZA, A A M=/ L, BHTH2ULERHY 7, Zrudics 31 BT E7,

%54k CLI 28] LC CRL Z 5§ L724%. nxapi client cert authentication # 17 L C, #i L
<HEH &7 CRL 2 i/ L £,

NX-APL 7 7247 v~ }‘uﬁﬂﬂanunﬁfl‘ﬁfb 272> TWVWA EXIZASCIH Y 12— F%{E%Téi‘%%
I, U r— FO5E T2 nxapi client certificate authentication % 54792 B ERH W £,

Al S S 2T A CAREMIE TR T LTV REDRH Y £7,

TLS HIZ#R S — N —aE 51213, extendedKeyUsage 7 « — /b NI —/S—gGE H I
(OID 1.3.6.1.5.5.7.3.1 @ id-kp 1) 23 ‘ET?‘O

TLS FHICH&m &5 7 74 7 » FaE#FIZIL, extendedKeyUsage 7 « —/L RIZH— S —30EE
H (OID 1.3.6.1.5.5.7.3.2 @ id-kp 1) 25T,

ZOBREILCRL GEMIE R Y A b)) 2HR—FLES, A TA VREHHEAT =2 X F'n
k=L (OCSP) 13 HA—FEnTWEEA,

o INX-OSEFx=UT 1 HA K] OBMOFEEFIAL HIZFIFIHK - T I,

o REHE L HARGEOM FEFH LET, 593252 LT, aEHERM SO B TRH
ENEEETH, FLna—H =L 20— FRZERkEhE 1,

X —IMEIZ L TBEXET, F—_"—D NI —1C13 s 2R AT R TOZ—F—
MT I BATEXEHENLTY,

s CRLIFHFRCAMNSL X T v — RL, I OREBIZROVERH Y £3, HWCRLIZE
X2 VT 4 URTIZORNDA[REENH D F9,

« hT7 2 I\‘l‘c’/l’ VMIEFOREBIEBEET, T A RKRA N EITHSOZE T AL
Ernunﬂ%gz j]ﬂ}%_ Ehf:i%ﬁ@i\ E%ﬁéﬂf:‘%iﬁ% UVa— F‘é‘ék&’)ﬂi\ :@*ﬂ% %Eﬁ
RN LT D BEARIC L ET,

« nxapi certificate httpscert certfile bootflash:<> CLI] T NX-API|ZBE#AfHTHND 7 T4 T >

NEHET AT T 47 4 77 A MR, K8K WD 7 7 A VA XD D Y £,
Z UiE Day-1 OHIR T,
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* NX-API EHl o~ ROF 11T T, =< K nxapi certificate {httpscrt certfile | httpskey keyfile}
filename ([ ZBJIEA 1T HALHIT T, VAR — FESNDREWE T 7 A L OHF KA XT3 8K Kiiii T
j—o

NX-API Client Certificate Authentication Prerequisites
Before configuring certificate authentication, make sure the following are present on the switch:

1. Configure the client with a username and password. For information see Configuring User Accounts and
RBAC.

2. Configure the CA(s) (trustpoint) and CRL(s) (if any).

If no certificates were revoked by a trustpoint, create a blank CRL for each trustpoint.

For information, see the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX-APl 2 S 4 7 > FEFRRERIFDER

nxapi client certificate authentication =~ > FZ{fi /] L T, NX-API af W] &AL 2 BE TE £,
o< R, wunl_l:ﬁdiffﬁﬂﬁﬂj—é%“gajf7 va kY AR— | Liﬁ‘o

Z OFEREIZ. no nxapi client certificate authentication Z{#ff] L TEMIC T2 2 LR TEET,
NX-AP1 7 A4 7T ]‘@uEEB =g DEE%*%):’BC?—%) E ?ﬁi@iﬂlﬁ%iﬁ LET,

FIEDHEE
1. ZOMREDOHTHRAMEP - SN TWD Z L AR L ET,
2. configterminal
3. nxapi client certificate authentication [{optional | strict | two-step}]
FIE D4
OV RERETIVa Y BHY
Step 1 Z OERED TR W7 STV D Z L Z MR L | INX-API Client Certificate Authentication Prerequisites
3w (13 ~=2) | 22 LTZEN,
Step 2 config terminal a7 4¥al—varE—RICAD ET,
1

switch-1# config terminal

Enter configuration commands, one per line. End
with CNTL/Z.

switch-1 (config) #

Step 3 nxapi client certificate authentication [{optional | strict | Jk OV 3L DT — R CREBEZEI A G LET,

| two-step}] N .
5 . optional 17 74 7 > bREWEEER L Ed,
5

NX-API CLI
I .-_


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x.html

NX-API CLI I
B cwzzzmo python 5 U 7 LB

ARV RFEEETIII Y B &
switch-1# nxapi client certificate authentication VT ITAT v I FEERMET L L 7T
si.:r:Lct . AT RE 4}»—/\—0)%3“(71‘5751‘%%75\@@

switch-1 (config) #

nEJ,

« I T AT v N RE I E AR L7
Hry BRREIZRE L, EARRIE~D 7 4+ — /v
Ny TIFIATbIER A,

. 75/1)773/ N DSRERE 2Rt LR o 723
.y BRREEEARRGE (2 —F—H LA T —
)74+ —n"y 7 LET,

o strict 1%, 7 ?/1’ 7 v N E ORGE Z AT
L. BaED7=DIH 727 74 T > bakED
PoRETRLET,

o two-step 1%, FEATRRE 7 X & R E AT o
[ 7 23S EE 7R 2 B GRE 2 A NS L £,

GE) AL Yy FIZ DT A RERA v MRS T
TWRWGAIE, ORI T 5
ZLEFTET, A vy FOHEHIIT T —
AyE—VRERINET,

No trustpoints configured! Please
configure trustpoint using 'crypto ca
trustpoint <trustpoint-label>' and

associated commands, and then enable
this feature.

FFBRZEZREEA® Python X4 1) 7 + D15l
ROBNL, Bt D27 Z 47 > MEHEZ A L7z Python 227V 7 R &2 /R L TWET,

import requests
import json

[IRIRT]

Modify these please

switchuser='USERID'
switchpassword='PASSWORD'

mgmtip='NXOS MANAGEMENT IP/DOMAIN NAME'

client cert file='PATH TO CLIENT CERTIFICATE'
client key file='PATH TO CLIENT KEY FILE'
ca_cert='PATH TO CA CERT THAT SIGNED NXAPI SERVER CERT'

url='https://' + mgmtip + '/ins'
myheaders={"'content-type':'application/json-rpc'}
payload=|[

{

"jsonrpc": "2.0",

Jl NX-APICLI
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curL:EMEE 0B ]

"method": "cli",
"params": |
"cmd": "show clock",
"version": 1
}I
"id": 1
}
]
response = requests.post (url,data=json.dumps (payload),

headers=myheaders, auth= (swi tchuser, switchpassword) , cert=(client cert file path,client key file),verify=ca cert).json()
VI CT, A7 VT FEBETEET,
c IV TAT Y FaEERREE— RIZE o TE, A v F RAT— REXVEICHRETH LT
(switchpassword= ) . AA v F /INAY — ]\%%H}gf%iﬁ—o

. optional BLDNdrict E— R4, switchpassword= XEFEHOEFICTEET, 20
Gy NX-APLE2—F =KL 7 T4 7 2 FabtEDIRIILDSNT Y T4 T o b &ilak L%

‘g—O
» two-step £— ROGE, WA — RPN ERTZD, switchpassword= DIEZIRET D W%
B ET,

*POST =2~ R Tverify-ralse a9 5 Z & T, NX-APIV— O HENFRTHD Z &
DWERBE NAIRATEET,

cURL FERREZXK DI

WIZ, NX-AP1 7 74 7 FiBat HH O IE U < itk S 7= cURL REMF LR OB 2 7Rr L E T,

/usr/bin/curl --user admin: --tlsvl.2 --cacert ./ca.pem --cert ./user.crt:passl23! --key

./user.key -v -X POST -H "Accept: application/json" -H "Content-type: application/json"

--data '{"ins_api":{"version": "1.0", "type": "cli_ show", "chunk": "0", "sid": "1", "input":

"show clock","output format": "json"}}' https://<device-management-ip>:443/ins

BYXEXR

WOFRIF, ZOERTHHENDNNTA—=FERLTVET,

K5 A—% 508

-user B N S A E S
9, ZAUE. usercrt DILIHAZ L [H U TH D NE
WY ET,

=P —D/RAT— RERETHIZE, ae
DI AT— REfge LET, f#l: --user

lzsexulanua:;nassvulrd

NX-APiCLl [
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NX-APICLI |

INTA—4H

At AR

--cacert

NX-API #— R —FE FH I E 4 LTz CA ~D/N
2EMHLET,

P — R F ZARGL T 2 BERRWIG AL,
-k Cinsecure) A 7> 3 ' ZffiHH L T cURL #3¥5
ELET, #l: /usr/bin/curl -k

--cert

7 74T 2 Mt EASDASAZIRE LET,

7747 v MEERE S STV A GE
X, ar ORISR — FEIEELET,
#l: --cert user.crt:passl23!

--key

74T MRk E O X —~D /R EFRE
Liﬂ‘o

Al A RBAE DARALE

FELL SN TWBEIGE, AEMERREDMTHOIL, NX-AP1Y ATV MIAAL v FIZT 7 EZAT

TET,

NX-AP1Z FA T v NIRAAL o FIT 7 BATER2WIGEIE, IROTA KT A>T hT T

VamT 4 VIR ERTEET

3. =T —2FE L7 A1E. nonxapi client certificate authentication . #4175 nxapi client

FF 2 RARA 2k, CA, CRL, 7713 NX-0S i B E %

FIEDHE
1. a2—Y—FH37 v F—DT—ZHERLE T,
2. GFIAEICER Y B2 R L TL 72 &,
certificateauthentication Z%&47 L T,
Belox4 A2V n— RT3 X5 1CHfit2 77 v 7 LET,
FIEDE4A

ARV RFERERTI VI Y

HA

Step 1 a—W—FFF I DT —H R L E T,

Jl NX-APICLI

IWDONWT IO T —NIAL TR, R L
E3R

RNy B =l =P =L RE SN TE 5T,
HE72 7 v X —D0FRE STV

cWEENS Yy X —THRE SN 2= —=RIELL 2R
vy
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spmzromit |

AU RFERETIVa Y

HA

o« BEE~ X —Da—W— L 7 54T Ml
EHOCN 74—/ ROZ—F—ZN—F L7320

fFH EN TV NX-APL T RUTIG U T, FrED=T— T —
WNERRNSNET:

« JSON/XML D54, 401 @if=T—: a—PF—nH-
MmeRWE T —RFEELET, Ik ERLET,

{{{

"code": "400",
"msg": "Authentication failure - user not
found."

IS

« JSONRPC2.0 DiGE . -32004 fExfea—P—4 % 7=
HAry— kT —RNRELET, RICHEZRL
F7,

{{
"code": -32004,

"message": "Invalid username or password"

+}

Step 2

AEBEIZER D 372V ER L T TE &0,

IDOWEZ /T HTTPs 400 =5 — 2 L £ 7,

RN EIITRR LIZ 7 T4 T v AW E R
hi-%é.

o« A FITHER E TN B CRL O ZhHAFR 2547

TIZH 27" LET,

<html>

<head><title>400 The SSL certificate
error</title></head>

<body bgcolor="white">

<center><h1>400 Bad Request</hl></center>
<center>The SSL certificate error</center>
<hr><center>nginx/1.7.10</center>

</body>

</html>

Step 3

=7 —0FAELEEIE. nonxapi client certificate
authentication ., #1725 nxapi client certificate
authentication Z 76417 L C, M7 A haRA » k, CA,
CRL, F72iT NX-OS it EHHREIIN T 22 H A2 Y
= RTLEOICHiEE 7T v T LET,

Al ERRREZ M L Ths ., IR LET,

NX-APiCLl [
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NX-API )V TR FEZE

NX-API V 7 = 2 FHEEX, XML 74—~ FE7ZIXISON 7 —~ v h TF A AZREEEN
E4, UZZRAFOHTTP ~y X —iF, VZ TR DTy A T+ 0ERG Y £
ﬁéo

WORIZY A REINTWVWD NX-APIEZZMH LT, CLIa~> FERELET,

N

GE) =—¥—I2iL. Tconfigure terminal) =~ R&RATT HMEMRDUETT, JSON-RPC ANV 7
T AN 7 x—~v D4, lconfigureterminal] =~ Kid, #iZ, XA/ B—RKHDa~<» KR
FITENDIICFITSNET,

FK2:XMLETILJSON 7+ —< v D NX-API') V) TR FER

NX-API )V TR FEZR At AR

version NX-API N"—v g3 VAfEELET,

NX-API CLI
[ 18| I
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NX-API YU TR FEHR .

NX-API )Y T X FEE

At AR

type

FiTTha~vr FOXA FEIEELET,
IRDHATDa<wy R3YR—KENTWHWET,
« cli_show
stk Sz 13 b 372 CLIshow =< > R, <
R XML H B2 R—F L TWeWnWg&iT, =5—
Ay —UNREINET,
« cli_show_ascii

ASCII /3572 CLIshow T > K, ZHuE, ASCII
HAOEMTTDWArOAZ VT P EBLET, 2—
Y—id, BADMROEHETYAFDOAZ VT hEMHTE
i‘a—‘o

« cli_conf
CLIfika~ o K
* bash
Bash=~ > K, 1L A EOIENEM Bash =~ > N,
NX-API THHR— b TWET,
GP « Havr RiE, BEOZ—YF—0OHERTO
HIATAIRETT,

Ay —T XA TFNASCHDEGE. BT
RA TEAEWR Y R— & ET, Hhn
XML JERX DA, A THAEIL A — b
SNTWERA,

o K 10 DI+ % show =< > R AR—
FENTWET, show =~ KON 10
EHZ 556, WHFHLKEO 2~ RT3k

B Ed,
EEH A NEYAR— S TWELE
Ao

NX-APiCLl [
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NX-API )Y T X FEE

At AR

Fx 7

—#D show 2~ Rk, KREOHNZRITHENH Y £
T, A~y REERPE T T HHICNX-API 7 7 A 7 > b A
H O % BIGT 5 72912, NX-APIiL show =2~ KD
WHhF v 7Y R—FLTVET,

WROREZHTNEITEICTEET,

G 0 Frr 7 MALEEA,

1 Fx 7,

GE) c Fx Y AR—FFTHDIE show 2+
R720F T4, —i#o show 2~ FAAS
InaE. BWIOa~y RETFRF v
ENTRENET,

s A=A 3 iE. XML
F721% JSON T,

s XML A v =V EAXDEGE<E721T>
72 EORRICTIL, AR XML A v E—
VEBET DDA BRINET (<<
WCEBENET > 1% &gt (BRI E
SRR

XML SAX #fiHH LT, Fv o7 &hizil
hEmrcE 9,

s A v E—U KD JISON D4, Fv
VU BEEE SN THNRISON A7V =7
FOMER S NUE T,

G F v I DA TWBEGE ., TfEYR—
FENTWARAA vE—IH A T, Fr o
7 o 200MB T,
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NX-API YU TR FEHR .

NX-API )Y T X FEE

At AR

sid

Ty aIDERIT, BEAvE—URTF Y7 INTH
DIGEICDHEHNTT, A vE—OROT ¥ 7 # S
THIZIE, HIOWEA vE—YDdd &—HT 5 sd 2 F5 5%
THRBERHY £,

NX-0S U U—293(1) Cld, sidA 7 3 > clear BEAX
NTWET, sd% clear TRELTHLWWTF vy 7 Vo=
2 MRBthEND L, BEDOF vy 7 VX MITART
W E IR S NET,

% — R 429 220 WMo 88: FAKFvr 2 V272 ok
¥z 2 T9, Sidclear 7%’1%)% LT, BEDFY 7 V=
A }‘%ﬁﬁﬁbiﬁ—o Sdclear %1%)% l/f://fﬁx 1&%@}‘3%3“‘
R, 500U 7 =2 MIx L TIlEW EBVEHELET,

input

AT OO a~y RERITEEOa~ 2 R T, 7221,
RIRDA =V A TJET Ha~y FERAeESE TR
720 FEHA, 72 2, show 2~ Ridcli show A vt —
CHEATTHY, cli confE— RTIEHAR—bFSnFERHA,

G bash #fx&, o=~ ML [;] TXYIY
£, Glt, DT T 7 LETHie b
NHOET, D
TT7—a— K500 THA LT T MLRWVWED
Iz, a~vv ]\@Eﬁﬂ: terminal dont-ask %WJD
LET, RIchlznrLET,

terminal dont-ask ; cli conf ; interface
Eth4/1 ; no shut ; switchport

bash D&, WO =~ Fix T;] CTXYL
¥4, GIRE—-OTT 7 UFTHERLTL
FEA, )

LLRIE, EE D a~ > o<,

GE cli show | show version ; show interface brief
- ; show vlan

cli conf|interface Eth4/1 ; no shut ;
- switchport

bash cd /bootflash;mkdir new dir

NX-APiCLl [
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NX-API )Y T X FEE

At AR

output_format

ERATREZR I ) A v =V UTk D L0 T,

G xml XML R &5 LET,
json JSON X CTH &g LE
TO

G Cisco NX-OS CLI | XML i i # AR —Kr LT
Wk, oF Y. JSON 1T XML 7 b A& &
NEI, BRIIAAS v TFTUHEINET,

FHEOA— =y REEFHT 572512, JSON
W oRIC ko TiESET, Hn
IMB %2 256, HEXMLIEA TR
9, HhBRF ¥ 7 s Tnbi54. XML
W OBBR—bENFET,

HTTP/HTTPS ~~ » % —® content-type ™~ # —
. BB (XML £7212ISON) DX A 7%
~LET,

NX-APl & EZ

CLI 2= FIZBET 5 NX-APL BEEZ A2 ROLIZRLET,

% 3:NX-APIGEEZE

NX-API [ EE &

At AR

version NX-API X— =3 >,

type KI7THavr RO A7,

sid WEOY v a i, TOERRIT, BEA VR T v
7 ERTVLERICORAHTT,

outputs TRTCOavy R hEMir s 7,

D 2~ RS cli_show E 72T cli_show ascii (2 D575, %2
~r FEE -0l )& 7 THERE T,

A= ZA T cli_conf F£721% bash D4, cli_conf 38 L
bash =~ FZiEa 7T F A FRRER-D, §XTHOa~v K
CH DN E T BDHY £,
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NX-API~07 2 2 203 [}

NX-API & & E & A AR

i Wpavy oM hE2Mies 7,

cli_conf & bash A v&— ¥4 7FDGE, ZOBERIZITTITO
A~ FOHBEENET,

input V7oA NCIREShIZ 12D a~y ReEfies 7, ZOEKT
DS VWIES S il AN pILS el b HT6®_&4%iT

AL A~ RIBEDARIL,

a—F aAv Y FOFATMHR SRR 22— |,

NX-APLIE, NA/R—=TF X Mgk 7w 2L (HTTP) A7 —4
A a—RKLYARY
(http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml)
THL STV HAEHEHIRG O HTTPJE N = — R& Al L £ 97,

msg RSN =— FICEEf T o nlce T — A v b=,

NX-API ~D7 U £ X DFI IR

iptable D & 3

TN A~ HTTP B3 L ONHTTPS 7 7 £ A &[R4 5 12i%, ACL & iptable D 2 00)7:7/252)\% U]
ij_o ﬁﬂﬁ"éﬁ/ﬂi . nxapi use-vrf<vrf-name> CLI < ]\%ﬁﬂ? LT, NX- API i TJ‘@ VRF
ERER L TV E T CTIRE D £,

HiE D VRF Z1F T 5 X 9 I NXAPL ZHEK L TV R WIS IZD I, ACL ZfFH L TF 31 A~
@ HTTP £ 721X HTTPS 7 7 B2 ZHIR LE 9, ACL ORERDOZLNTHOWNTIE, L TW5b %
A vF 77 3IVDCiscoNexus > —ZXNX-OStF =2 T 4 fERTA FESH LTI,

7272 L. NX-APILili{5 2 VRF #ikE L7254, ACLIZHTTP £721X HTTPS 7 7 B A &R L
Ft i, PVIZ, iptable D/L—VZAE L ET, L— /L OIERDFELNZ- DUV TIE, iptable O
B (23— ST IEEN,

iptable /9% & . VRF 7% NX-APLIEEHICHE I LTV DIGEEIT, T3 A0 HTTP £7-
[T HTTPS 7 7t A& HIMTX E9, ZDtr v aTld, EEfED iptable (2 HTTP 35 X OV HTTPS
TIRARET Oy 7T HN—VEBIN, MR, BT Sk E R LET,

Step 1 HTTP 7 78X %7 v v 7§ H5V—/VEAERT DT, ROFMEEFITLET,

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 80 -j DROP

Step2  HTTPS 72/t 2%& 7 v v 75— L% ERT 5123, ROTFIEEEITLET,

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 443 -j DROP

Step 3 WH ST — N Z2HERT 21213, ROFIHEZFITLET,

NX-APiCLl [
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B o ericiptable £ k5T 5

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP tcp -- anywhere anywhere tcp dpt:http
DROP tcp -- anywhere anywhere tcp dpt:https

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Step 4 10.155.0.024 7% hOR—K O ~DFTXTHO T 7 4 v 7 &7y 7T 50— NVEERL THERT S
Wi, ROFNEZRITLET,

bash-4.3# ip netns exec management iptables -A INPUT -s 10.155.0.0/24 -p tcp --dport 80 -j DROP
bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination
DROP tcp -- 10.155.0.0/24 anywhere tcp dpt:http

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Step 5 PLRTIZIE A L7 v— v &2 HIBR L CER T 2121, ROFIHEFEITLET,
ZOFITIE. IO — % INPUT B EIR LET,

bash-4.3# ip netns exec management iptables -D INPUT 1
bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

RDBRY

iptables ®/L—/ L% bash ¥ = /L CAH L7286, Ve — FRIIRRESNER A, —VZREIC
T 521X, U r— RETIptable Z /K%L T D (24 X—) LTI ZEW,

|) O— K& T Iptable k%19 %

iptable D /L—/ L% bash ¥ = /L T L7256, UV er— FRIIAFIWEEYAL, 207 3T
T, UV e— FELET Iz iptable % K&tk 32 HIEIZOW T L 97,
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B BHIIC

iptable Z48H L7 & LET,

Step 1 iptables_initlog & W9 KRHTD T 7 A V% Jete T 4 L7 N UVITERR L £,

bash-4.3# touch /etc/iptables_init.log; chmod 777 /etc/iptables_ init.log

Step 2 iptable D2 ¥ % {473 % /etc/sys/iptables 7 7 A V&2 AE L E 77,

bash-4.3# ip netns exec management iptables-save > /etc/sysconfig/iptables

Step 3 WRO—ED =z~ REFH LT, Jetc/initd7 4 L7 MU

—;«O

#!/bin/sh

### BEGIN INIT INFO
# Provides:

# Required-Start:

# Required-Stop:

# Default-Start:

# Default-Stop:

# Short-Description:

# Description:

### END INIT INFO

PATH=/usr/local/sbin: /usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

start_script() {

ip netns exec management iptables-restore < /etc/sysconfig/iptables

iptables_init

2345

init for iptables
sets config for iptables

during boot time

ip netns exec management iptables

echo "iptables init script executed" > /etc/iptables_init.log

}
case "$1" in
start)
start_script
stop)
restart)
sleep 1
$0 start
*)
echo "Usage: $0
exit 1
esac
exit 0

{start|stop|status|restart}"

Y O— FRET Iptable k%53 ]

liptables_init] & WO EHIA 7 V7 M &AE L £

NX-APiCLl [
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Step 4 HE)A 7 Y 7 M) e MR 2 5% e LE T,

bash-4.3# chmod 777 /etc/init.d/iptables_int

Step 5 chkconfig =—7 ¢ U7 ¢ Z{{H LT, [liptables int] fEHZA 7 U7 "% 42| & E LET,

bash-4.3# chkconfig iptables_init on

liptables_init] #EJA 7 V7 ME, Ve — REFTTHOICRKITENET, 24 Tiptable /L— L % 7K il
T B ENRTEFELE,

NX-API &3 — kD%
\

GE) FBHEOHTTP =7 — 22— RiE, "A /=7 F X Mzik 7’1 2L (HTTP) A7 —H# A a— R LY
A R~ U (http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml) {2 & 0 F 7,

T 4:NX-APITEE—F

[NX-API % (NX-API Response) | a—F [ Ayte—P

) 200 o

CUST OUTPUT_PIPED 204 FORICE Y . IR OGN SA 7 &
£,

BASH _CMD_ERR 400 Bash 2w R =5 —

CHUNK_ALLOW_ONE_CMD_ERR 400 Frr 7. 1o0a<y FETFEZITAN
WET,

CLI_CLIENT_ERR 400 CLI DFATT T —

CLI_CMD_ERR 400 CLIla<wy R=I5—DAM,

EOC NOT ALLOWED ERR 400 cocflil, VZ/ZARDEYI gD EL
THITSNTWERA,

IN_ MSG_ERR 400 EBlEA v B—UNE T,

INVALID REMOTE IP_ERR 400 TRDOYE— FPEHRAHTE EHA,

MSG _VER_MISMATCH 400 Ayt —Y "=V g5 DR F

NO INPUT CMD ERR 400 ATa<=r RRdY £/ A,

NX-API CLI
2 | I
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nx-ap s Ea—kox [

SID NOT_ALLOWED ERR 400 Ty arID & LTAN SN LFEDNER)
T,

PERM_DENY_ERR 401 MEBRAMER SHhVE L=,

CONF NOT ALLOW_SHOW_ ERR 405 M — NI [RTR (show) [ Z#Fr L&
/‘JO

SHOW NOT ALLOW_CONF_ERR 405 FRE— FTIEIMETEERTA,

EXCEED _MAX SHOW_ERR 413 KI5 show 2~ RO A ZEz L
7z BKAEIZ 10 TY,

MSG SIZE LARGE ERR 413 A A ANKETEE T,

RESP SIZE LARGE_ERR 413 BT A AN A = A Xa iz

7-728, WA EIELE LTz, KT A X
1% 200 MB T,

EXCEED MAX INFLIGHT CHUNK REQ ERR

429

FF v 7 U7 bR REITBE A T
WET, mNIF2 TY,

MAX_SESSIONS_ERR 429 WREy a UBICRFELE L, Ly
2—Y—/7 4T v hOGEE, LIEHL
LThbb o B LI7ZEN,

OBJ_NOT_EXIST 432 R LA T V=7 R LER A,

BACKEND ERR 500 Ny 7oy F—TS—,

CREATE CHECKPOINT ERR 500 F v IRA Y NOEET LT —,

DELETE _CHECKPOINT ERR 500 F v KA v FOYIRTIT T S — R
LELL,

FILE OPER_ERR 500 AT DN T 7 A MAE T T —,

LIBXML NS ERR 500 AT LAOWNE LIBXMLNS =7 —, Zi
FER 7 4 —~y hOZT—TT,

LIBXML_PARSE_ERR 500 VAT AOWNE LIBXML fiftr=o—, Zh
FER 7 4+ —~ v FOZT—TT,

LIBXML PATH CTX ERR 500 2T AOWILIBXML /S 227 % % k
7 —, ZHFERT7 4 —~y hOTT—
‘/C:‘ﬁ—o

MEM_ALLOC_ERR 500 AT LADONIATVED {TET—,
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ROLLBACK_ERR 500 o—/ Ny 7 OEFPICT T —NEELE
L7z,
SERVER BUSY_ ERR 500 P N=RET—REDOTZH, VIR b

FHEESNE L,

USER_NOT_FOUND_ERR 500 ANEFIEF v v amba—F—pRHS
MO FEH A,

VOLATILE FULL 500 R AE VLTI, AEY AN—2R
ML T, HaAT LTS ZEW,

XML _TO JSON CONVERT ERR 500 XML 75 JSON ~DZfhT 5 —,

BASH_CMD NOT _SUPPORTED ERR  |501 Bash =~ RiZHR— k&N THEHA,

CHUNK_ALLOW XML ONLY ERR 501 Fx I XML OB EF A LET,

CHUNK_ONLY ALLOWED IN SHOW ERR |501 WEDF ¥ 7%, show A< R TOI
EnET,

CHUNK_TIMEOUT 501 F v 7 IEEOERPICHA LT T P LE
L7,

CLI_ CMD_NOT SUPPORTED ERR 501 CLI 2= RiZHHR—hrEhTHEFA,

JSON_NOT_SUPPORTED_ERR 501 KEOH ORI HEMHDH D72, JISONITH
R—FENTHERA,

MALFORMED XML 501 ARIE7 XML H /7,

MSG_TYPE_UNSUPPORTED ERR 501 R—U B AP I E— F ST
vy

OUTPUT REDIRECT NOT SUPPORTED ERR |501 MHYZ AL L7 NIV E— P ShTOhEE
Pos

PIPE_ XML NOT ALLOWED IN_INPUT |501 D awy FAaD A FXMLIZA S Tl
SN TWER A,

PIPE NOT ALLOWED IN INPUT 501 TOANNEA FINE A TR T £
Pos

RESP BIG USE_CHUNK_ERR 501 ISE PR R B Z A TWET, &KX

I0MB T9, F¥ 7 ZHMIL T XML
F X ISON = MH L ET,

STRUCT NOT _SUPPORTED ERR 501 AL 13— R ST EE AL

ERR_UNDEFINED 600 R 7pr 5 —,
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JsoN s s v xmL st I}

JSON & K U XML #&3& £ H 7

NX-0S 1%, kofEEthsnzmh7+—~y T, &FE&F7% show =~ KOREAERREH Sy
VXA ALY MaYAR—FLTWET,

« XML
« JSON, JSON i > [ 60 MB T,

«JSON 7 4 —~ v NI OEMESIN 7 1 v 7 254279 < L7ZJSONPretty & & 0 £9°, JSON
HA o ERIZ 60 MB T,

«NX-0S U U —293 (1) THEA ZH 7= JSON Native & JSON Pretty Native (X, o=~ R
R L A ¥ —Z A RNAFTHZEI2X D, JSON 1% X0 EE ORISR R LET,
JSON Native 33 £ OF JSON Pretty Native I%, HJJOF7T —Z A2 REELE3, HIHOXFHNIC
BT b0 Ic, AL L TCERRLET,

NX-OS CLI T, #E#ED NX-0S H /1% JISONFE 721X XML A v & — 7 U Z—|Z 54 T4 +5

&
B

_ZFLE»O)72‘**‘?/ N ~DZERPAT DI E T, téjxi show ip access =~ > K& F474 5
MEISA T (D EHO T, 2oRICHENIEREIEETCEET, 297T5HL, NX-OSa~w K

ODtljjJinLt)J iGN, oA Ty a—FanEd, ZoOMRRICEY, e T ATk
DT =X DEFINH IR, Y7 MU 2T AN =TT LA RNIENLIEZAL v TFNHD
AN =T TR R—FENFET, CiscoNX-OSDIEE A EDa~ KX, JSON, JSON
Pretty, JSON %A 7 1 7, JSON %A 7 4 7 Pretty, 8L OXML H iz KR —FLTnEd, %
tHF v H—avr Rl —foa~vy NE, $XTOREKEZYR— ML TITWERTA, ¥
GF =y h—a<wr FIEXML 23R — b LTWE T2, JISONDOAY 7o MM EnbhaR— b
LTWEHEA,

)

GE)

Ml =7 —Z #2512k, 774V UV EA L7 FEHHLTISON a7 7 A2 A L
JhL, ZFOT7 7 ANVHENEMAHLET,

]

Switch#show version | json > json output ; run bash cat /bootflash/json output

ZOMREDBEIR SNl 2 LU MR RN L ETS

JSON D#IE (JavaScript 47> =¥ FFRD)

JSONIZ. Ht e/ T —Z DO SNTEBRET F A hR_XR—2ADF—TF 2 A Z X — T,
XML ORFFIZ72 0 £9°, JSON (Eh & & JavaScript 2> Bkt SVE L7223, SREICKAE L
F—H2 AT, a~vr FEHTIE JSONBEIQRISON 7Y 7 4 74—~ v b, BLUISON *
AT A4 TBELOISON 7V T 4 RAT 4 TR R— I THET,

FHETRTCOBHFOTO T T I I EEBE T ONOTETHR—FENTWDE 2 oD FEE LT —

5%L TkDLBY TT,

o EEAFE U R B o ERA
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JEFEAHT B TWRWY R b (KRIMEDORT) w47V =7 b
show =<2 RDJSON £721TZ XML H 71Zi%, NX-APIH > R v 7 2687 7 v A TE £,

CLI O34T

switch-1-vxlan-1# show cdp neighbors | json

{"TABLE cdp_neighbor brief info": {"ROW_cdp neighbor brief info": [{"ifindex": "

83886080", "device id": "SW-SWITCH-1", "intf id": "mgmtO", "ttl": "148"
"capability": ["switch", "IGMP cnd filtering"], "platform id": "cisco AA-C0000

S-29-L", "port id": "GigabitEthernetl/0/24"}, {"ifindex": "436207616", "device

_id": "SWITCH-1-VXLAN-1(FOC1234A01B)", "intf id": "Ethernetl/1", "ttl": "166

", "capability": ["router", "switch", "IGMP cnd filtering", "Supports-STP-Disput

e"], "platform id": "N3K-C3132Q0-40G", "port id": "Ethernetl/1"}]}}

BLR-VXLAN-NPT-CR-179#

XML & & T JSON H /1 D15l

DB arTIE, XMLEBEWISON /1 LTEREND NX-0S =< > ROFNTOWTEHE
BHLET,

WOHNE, "—FRo =T T—TNLD2=F Y A MBIOVILFXRY AN V=T 47 = M)
% JSON JER CRRTHHEEZ R L TVET,

switch (config)# show hardware profile status | json

{"total lpm": ["8191", "1024"], "total host": "8192", "max host4 limit": "4096",
"max host6 limit": "2048", "max mcast limit": "2048", "used lpm total": "9", "u
sed v4 1lpm": "6", "used v6 lpm": "3", "used v6 lpm 128": "1", "used host lpm tot
al": "O", "used host v4 lpm": "O", "used host v6 lpm": "0", "used mcast": "O0", "
used mcast oifl": "2", "used host in host total": "13", "used host4 in host": "1
2", "used host6 in host": "1", "max ecmp table limit": "64", "used ecmp table":
"0", "mfib fd status": "Disabled", "mfib fd maxroute": "0", "mfib fd count": "O"

}
switch (confiqg) #

W, "= RO 2T T—T1NDa=F%y A MBI ILFFY A MNL—FT 47 ) %ZXML
K CTERTDHE2R L ET,

switch(config)# show hardware profile status | xml
<?xml version="1.0" encoding="IS0O-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:fib">
<nf:data>
<show>
<hardware>
<profile>
<status>
< XML OPT_Cmd_dynamic_tcam_ status>
< XML OPT Cmd dynamic tcam status  readonly >
<__readonly >
<total lpm>8191</total lpm>
<total host>8192</total host>
<total lpm>1024</total lpm>
<max_host4 1imit>4096</max host4 limit>
<max_host6 1imit>2048</max host6 limit>
<max mcast 1imit>2048</max mcast limit>
<used lpm total>9</used lpm total>
<used v4 lpm>6</used v4 lpm>
<used v6_ lpm>3</used v6 lpm>

Jl NX-APICLI
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<used v6_ lpm 128>1</used v6 lpm 128>
<used host lpm total>0</used host lpm total>
<used host v4 lpm>0</used host v4 lpm>
<used host v6 lpm>0</used host v6 lpm>
<used mcast>0</used mcast>
<used mcast o0ifl>2</used mcast oifl>
<used host in host total>13</used host in host total>
<used host4 in host>12</used host4 in host>
<used host6_in host>1</used host6 in host>
<max_ecmp table limit>64</max ecmp table limit>
<used ecmp table>0</used ecmp table>
<mfib fd status>Disabled</mfib fd status>
<mfib fd maxroute>0</mfib fd maxroute>
<mfib fd count>0</mfib fd count>
</__readonly >
</ XML OPT Cmd dynamic tcam status__ readonly >
</ XML OPT Cmd dynamic tcam status>
</status>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZOWHTIE, JISON ERXTAA v F EIZLLDP A ~— 452 KT HHEEZRLET,

switch (config)# show 1lldp timers | Jjson

{"ttl": "120", "reinit": "2", "tx interval": "30", "tx delay": "2", "hold mplier
": "4", "notification interval": "5"}

switch (config) #

ZOFTIE, XML ERXTAA v F FICLLDP A ~— 452 FnT D5 HkEnRmLET,

switch(config)# show 1lldp timers | xml
<?xml version="1.0" encoding="ISO-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:11dp">
<nf:data>
<show>
<1ldp>
<timers>
<__XML_OPT_Cmd_1lldp_show_timers__ readonly >
<__readonly >
<ttl>120</ttl>
<reinit>2</reinit>
<tx_interval>30</tx_interval>
<tx delay>2</tx delay>
<hold mplier>4</hold mplier>
<notification interval>5</notification interval>
</__readonly >
</ XML _OPT Cmd 1lldp show timers  readonly >
</timers>
</1ldp>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZoWNE, AA v FOICERMS % JSON Pretty Native JER, THRT 5 ika " L TWET,
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switch-1# show system redundancy status | json-pretty native

{

"rdn mode admin": "HA",
"rdn _mode oper": "None",
"this_ sup": "(sup-1)",
"this sup rdn state": "Active, SC not present",
"this sup sup state": "Active",
"this sup internal state": "Active with no standby",
"other sup": "(sup-1)",
"other sup rdn state": "Not present"
}
switch-1#
ROBNE, AA »F D OSPF V=T 4 7 /8T A =5 % JSON XA T 4 7R A TERT 5Tk %
RLTOVET,
switch-1# show ip ospf | json native
{"TABLE ctx":{"ROW ctx":[{"ptag":"Blah","instance number":4,"cname":"default","

rid":"0.0.0.0","stateful ha":"true","gr ha":"true","gr planned only":"true","gr
_grace period":"PT60S","gr state":"inactive","gr last status":"None","support t
0s0_only":"true","support opaque lsa":"true","is abr":"false","is asbr":"false"
,"admin _dist":110,"ref bw":40000,"spf start time":"PTOS","spf hold time":"PT1S"
,"spf_max_time":"PT5S","lsa start time":"PTO0S","lsa hold time":"PT5S","lsa max
time":"PT5S", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"m
ax metric adver":"false","asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cn
t":0,"asopaque lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area
nssa":0,"act area total":0,"act area normal":0,"act area stub":0,"act area nssa
":0,"no_discard rt ext":"false","no discard rt int":"false"}, {"ptag":"100","ins
tance number":3,"cname":"default","rid":"0.0.0.0","stateful ha":"true","gr ha":
"true","gr planned only":"true","gr grace period":"PT60S","gr state":"inactive"
,"gr_last status":"None","support tos0 only":"true","support opaque lsa":"true"
,"is _abr":"false","is asbr":"false","admin dist":110,"ref bw":40000,"spf start
time":"PTOS","spf hold time":"PT1S","spf max time":"PT5S","lsa start time":"PTO
S","lsa_hold time":"PT5S","lsa max_ time":"PT5S","min_ lsa arr_ time":"PT1S","lsa
aging pace":10, "spf max paths":8,"max metric adver":"false","asext lsa cnt":0,"
asext lsa crc":"0","asopaque lsa cnt":0,"asopaque lsa crc":"O","area total":0,"
area normal":0,"area stub":0,"area nssa":0,"act area total":0,"act area normal"
:0,"act_area stub":0,"act area nssa":0,"no discard rt ext":"false","no discard
rt_int":"false"}, {"ptag":"111","instance number":1,"cname":"default","rid":"0.0
.0.0","stateful ha":"true","gr ha":"true","gr planned only":"true","gr grace pe
riod":"PT60S","gr state":"inactive","gr last status":"None", "support tos0 only"
:"true", "support opaque lsa":"true","is abr":"false","is asbr":"false","admin d
ist":110,"ref bw":40000,"spf start_ time":"PTOS","spf hold time":"PT1S","spf max
_time":"PT5S","lsa start time":"PTO0S","lsa hold time":"PT5S","lsa max time":"PT
58", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"max metric
_adver":"false", "asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cnt":0,"aso
paque lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area nssa":0,"
act area total":0,"act area normal":0,"act area stub":0,"act area nssa":0,"no _d
iscard rt ext":"false","no discard rt int":"false"}, {"ptag":"112","instance num
ber":2,"cname":"default","rid":"0.0.0.0","stateful ha":"true","gr ha":"true","g
r planned only":"true","gr grace period":"PT60S","gr state":"inactive",'"gr last
_status":"None", "support tos0 only":"true","support opaque lsa":"true","is abr"
:"false","is asbr":"false","admin dist":110,"ref bw":40000,"spf start time":"PT
0S","spf_hold_time":"PT1S","spf max_ time":"PT5S","lsa_ start time":"PTOS","lsa h
old_time":"PT5S","lsa max time":"PT5S","min lsa arr time":"PT1S","lsa_ aging pac
e":10,"spf max paths":8,"max metric adver":"false","asext lsa cnt":0,"asext lsa
_crc":"0", "asopaque lsa cnt":0,"asopaque lsa crc":"0","area total":0,"area norm
al":0,"area stub":0,"area nssa":0,"act area total":0,"act area normal":0,"act a
rea stub":0,"act area nssa":0,"no discard rt ext":"false","no discard rt int":"
false"}1}}

switch-1#

WOHNL, OSPF /V—TF ¢ v 7 /X5 X — X % JSON Pretty Native JEX TERT D HikzERL T E
T
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switch-1# show ip ospf |

{
"TABLE ctx": {
"ROW_ctx":

[{

json-pretty native

"ptag": "Blah",
"instance number": 4,
"cname": "default",
"rid": "0.0.0.0",
"stateful ha": "true",
"gr_ha": "true",
"gr_planned only":
"gr_grace period":

"gr_ state":
"gr_ last status":
"support tosO _only":
"support opaque lsa":
"is abr": "false",
"is asbr": "false",
"admin dist": 110,
"ref bw": 40000,
"spf start time":

"spf hold time":
"spf max time": "PT5S",
"lsa start time":

"lsa hold time":
"lsa max time": "PT5S",
"min lsa arr time": "PT1S",
"lsa_aging pace": 10,

"spf max paths": 8,

"max metric_adver": "false",
"asext lsa cnt": 0,
"asext lsa crc": "o,
"asopaque lsa cnt": 0,
"asopaque lsa crc": "o,
"area total": 0,

"area normal": O,

"area stub": 0,

"area nssa": 0
"act area total":
"act area normal":
"act area stub": P

"act area nssa": 0,
"no_discard rt ext": "false",
"no_discard rt int": "false"
{

"ptag": "100",

"instance number": 3,
"cname": "default",
"rid": "0.0.0.0",
"stateful ha": "true",
"gr_ha": "true",
"gr_planned only":
"gr_grace period":

"gr_ state":

"true",
"PT60S",
"inactive",
"None",
"true",
"true",

"PTOS",
"PT1S",

"PTOS",
"PT5S",

’

o

’

o

’

o

"true",
"PT60S",
"inactive",

content deleted for brevity

"max metric_adver": "false",
"asext lsa cnt": 0,
"asext lsa crc": "o,
"asopaque lsa cnt": 0,
"asopaque lsa crc": "o,
"area total": 0,

"area normal": O,

xmL s £ U asoN Eh ol ]

NX-APiCLl [



B v s swason whop

}

"area stub": 0,

"area nssa": 0,

"act area total": 0,
"act_area normal": 0,

"act area stub": 0,

"act area nssa": 0,

"no discard rt _ext": "false",
"no discard rt_int": "false"

}

switch-1#

WOENE, JISON %A T 4 TR TIP L— h T — T N AHFRT D 1EEZR L TWET,

switch-1(config) # show ip route summary |

{"IELE vrf": {"ROW veE": [{™rf-rare-out": "defauilt”, "PRLE acdrf™: {"ROW actire™: [{"actrf":"iovd", "IPRIE strrery”: {"ROW sumary”: [{"routes™:3, "o

json native

NX-APICLI |

aths":3, "TAELE, uriicast: {"RON wnicast”: [{"cliertramemni”: "oroadcast”, "est-paths™:3} ]}, "IAELE route cort™: {"ROW rate cort™: [{"fresk len":8,

"count":1},

{"mask len":32,"count":2}1}}1}}1}}1})

switch-1 (config) #

JSON XA T 47 (BXWISON 7V T 4 XA T 4 7)) Tid, BEINHEHOEBH L L TRENDZ

LICHEBLTLEEN, 2L 2,

Imask len: ] 1ZFEREDOME 32 & L TR RAINET,

WOENL, JISON TV F 4 ZAT A THATIP L— b TF—T N ERBRT B HEEZ R LTNET,

switch-1(config) # show ip route summary |

{

"TABLE vrf": {
"ROW vrf": [{
"vrf-name-out": "default",
"TABLE addrf": ({
"ROW_ addrf": [{
"addrf": "ipv4",

}
}

"TABLE summary": {
"ROW_ summary": [{
"routes": 3,
"paths": 3,
"TABLE unicast": {
"ROW unicast": [{

"clientnameuni":

"best-paths": 3
H
}!

json-pretty native

"broadcast",

"TABLE route count": {
"ROW_route count": [{

H

switch-1 (config) #

Jl NX-APICLI

"mask len": 8,
"count": 1

e A
"mask len": 32,
"count": 2
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