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destination-group num
ip address xxx.xxx.xxXx.xxx port xxxx protocol UDP encoding {JSON | GPB }

IPv6 H% %555 D H:

destination-group 100
ipv6é address 10:10::1 port 8000 protocol gRPC encoding GPB

UDP 7 L A h VITIZIRDO~y X —NH Y 7,

typedef enum tm encode {
TM_ENCODE_DUMMY,
TM_ENCODE_GPB,
TM_ENCODE_JSON,
TM_ENCODE_XML,
TM ENCODE MAX,

} tm_encode type t;

typedef struct tm pak hdr {
uint8 t version; /* 1 */
uint8 t encoding;
uintlé t msg size;
uint8 t secure;
uint8 t padding;
} attribute  ((packed, aligned (1))) tm pak hdr t;
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Guidelines and Limitations

Telemetry has the following configuration guidelines and limitations:

* For information about supported platforms, see the Nexus Switch Platform Matrix.
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* Cisco NX-OS releases that support the data management engine (DME) Native Model support Telemetry.

* Support is in place for the following:

* DME data collection

* NX-API data sources

* Google protocol buffer (GPB) encoding over Google Remote Procedure Call (gRPC) transport
* JSON encoding over HTTP

* The smallest sending interval (cadence) supported is five seconds for a depth of 0. The minimum cadence
values for depth values greater than 0 depends on the size of the data being streamed out. Configuring
any cadences below the minimum value may result in undesirable system behavior.

* Telemetry supports up to five remote management receivers (destinations). Configuring more than five
remote receivers may result in undesirable system behavior.

* Telemetry can consume up to 20% of the CPU resource.

Configuration Commands After Downgrading to an Older Release

After a downgrade to an older release, some configuration commands or command options can fail because
the older release may not support them. When downgrading to an older release, unconfigure and reconfigure
the telemetry feature after the new image comes up. This sequence avoids the failure of unsupported commands
or command options.

The following example shows this procedure:

* Copy the telemetry configuration to a file:

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

* Execute the downgrade operation. When the image comes up and the switch is ready, copy the telemetry
configurations back to the switch.
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switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

‘switch(config)# telemetry’

"switch(config-telemetry)# destination-group 100°
“switch(conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
"switch (conf-tm-dest)# sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
"switch (conf-tm-sensor)# subscription 600°

“switch(conf-tm-sub)# dst-grp 100°

"switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC Error Behavior

The switch client disables the connection to the gRPC receiver if the gRPC receiver sends 20 errors. Unconfigure
then reconfigure the receiver's IP address under the destination group to enable the gRPC receiver. Errors
include:

* The gRPC client sends the wrong certificate for secure connections.

* The gRPC receiver takes too long to handle client messages and incurs a timeout. Avoid timeouts by
processing messages using a separate message processing thread.

Support for gRPC Chunking

Starting with Release 9.2(1), support for gRPC chunking has been added. For streaming to occur successfully,
you must enable chunking if gRPC has to send an amount of data greater than 12 MB to the receiver.

The gRPC user must do the gRPC chunking. The gRPC client side does the fragmentation, and the gRPC
server side does the reassembly. Telemetry is still bound to memory and data can be dropped if the memory
size is more than the allowed limit of 12 MB for telemetry. In order to support chunking, use the telemetry
.proto file that is available at Cisco's GibLab, which has been updated for gRPC chunking, as described

in7 L AR avR—x2 k7 aEX, onpagel.
The chunking size is from 64 through 4096 bytes.
Following shows a configuration example through the NX-API CLI:

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
destination-group 2
ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB
use-chunking size 64
sensor-group 1
path sys/intf depth unbounded
sensor-group 2
path sys/intf depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 10000
subscription 2

=FEEETFLA Y )



ETUREBETLA LY |
. Guidelines and Limitations

dst-grp 2
snsr-grp 2 sample-interval 15000
Following shows a configuration example through the NX-API REST:

{
"telemetryDestGrpOptChunking": {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

The following error message appears on systems that do not support gRPC chunking, such as the Cisco MDS
series switches:

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API Sensor Path Limitations

NX-API can collect and stream switch information not yet in the DME using show commands. However,
using the NX-API instead of streaming data from the DME has inherent scale limitations as outlined:

* The switch backend dynamically processes NX-API calls such as show commands,
* NX-API spawns several processes that can consume up to a maximum of 20% of the CPU.

* NX-API data translates from the CLI to XML to JSON.

The following is a suggested user flow to help limit excessive NX-API sensor path bandwidth consumption:

1. Check whether the show command has NX-API support. You can confirm whether NX-API supports
the command from the VSH with the pipe option: show <command> | json Of show <command> | json
pretty.

)

Note Avoid commands that take the switch more than 30 seconds to return JSON output.

2. Refine the show command to include any filters or options.

* Avoid enumerating the same command for individual outputs; for example, show vlan id 100,
show vlan id 101, and so on. Instead, use the CLI range options; for example, show vlan id
100-110,204 , whenever possible to improve performance.

If only the summary or counter is needed, then avoid dumping a whole show command output to
limit the bandwidth and data storage that is required for data collection.
3. Configure telemetry with sensor groups that use NX-API as their data sources. Add the show commands

as sensor paths

4. Configure telemetry with a cadence of five times the processing time of the respective show command
to limit CPI usage.

5. Receive and process the streamed NX-API output as part of the existing DME collection.

B =7 EsRTFLARY



| EFrESRTFLALY
Guidelines and Limitations .

Telemetry VRF Support

Telemetry VRF support allows you to specify a transport VRF, which means that the telemetry data stream
can egress through front-panel ports and avoid possible competition between SSH or NGINX control sessions.

You can use the use-vrf vrf-name command to specify the transport VRF.
The following example specifies the transport VREF:

The following is an example of use-vrf as a POST payload:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"

b

"children": [

{
"telemetryDestOptVrf": ({
"attributes": {
"name": "default"

Certificate Trustpoint Support
Beginning in NX-OS release 10.1(1), the trustpoint keyword is added in the existing global level command.

The following is the command syntax:

switch(config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch(config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch(config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch(config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

Destination Hostname Support
Beginning in NX-OS release 10.1(1), the host keyword is added in destination-group command.

The following is the example for the destination hostname support:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# ?

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6é Set destination IPv6 address

switch (conf-tm-dest)# host 2
A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 ?

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?
HTTP
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UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only

GPB Set encoding to GPB only

GPB-compact Set encoding to Compact-GPB only

JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

Support for Node ID

Beginning in NX-OS release 10.1(1), you can configure a custom Node ID string for a telemetry receiver
through the use-nodeid command. By default, the host name is used, but support for a node ID enables you
to set or change the identifier for the node id str of the telemetry receiver data.

You can assign the node ID through the telemetry destination profile, by using the usenode-id command.
This command is optional.

The following example shows configuring the node ID.

switch (config) # telemetry

switch(config-telemetry)# destination-profile

switch (conf-tm-dest-profile) # use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

The following example shows a telemetry notification on the receiver after the node ID is configured.

Telemetry receiver:

node id str: "test-srvr-10"
subscription id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection_id: 3896

msg_timestamp: 1559669946501

Use the use-nodeid sub-command under the host command. The destination level use-nodeid configuration
preceeds the global level configuration.

The following example shows the command syntax:

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112

The following example shows the output from the Telemetry receiver:

>> Message size 923
Telemetry msg received @ 23:41:38 UTC
Msg Size: 11

node id str : session 1:18112
collection id : 3118

data_source : DME

encoding path : sys/ch/psuslot-1/psu
collection start time : 1598485314721
collection end time : 1598485314721
data :
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Support for Streaming of YANG Models

Beginning in NX-OS release 9.2(1), telemetry supports the YANG ("Yet Another Next Generation") data
modeling language. Telemetry supports data streaming for both device YANG and OpenConfig YANG.

For more information on the YANG data modeling language, see Infrastructure Overview and RESTConf
Agent.

Support for Proxy

Beginning in NX-OS release 10.1(1), the proxy command is included in the host command. The following
is the command syntax:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc json
switch (conf-tm-dest-host) # proxy ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of proxy server
<1-65535> Proxy port number, Default value is 8080
username Set proxy authentication username
password Set proxy authentication password

gRPC Asynchronous Mode

The gRPC asynchronous mode is available only under the host command. In normal stream condition, this
mode allows the receivers to stream data in mdtDialout call without exiting or receiving WriteDone() call.

The following is the command syntax:

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1 (conf-tm-dest-host) # grpc-async ?

CLIZ{EARALETLA MY DR

NX-OSCLI Z{ER L=T L A ') DR

FIRDHEE

ROFMTIE, APV =TT LA M ZAEMIL, T—HF A —LDRETT &Ll
L ET,

configureterminal

featuretelemetry

feature nxapi

nxapi use-vrf management

telemetry

(fER) certificate certificate_path host URL

sensor-group sgrp_id

path sensor_path depth unbounded [filter-condition filter] [alias path_alias]
destination-group dgrp_id

©ONDOAWN 2
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10. (TE) ipaddress ip address port port protocol procedural-protocol encoding
encoding-protocol
1. (LX) ipvbaddress ipv6_address port port protocol procedural-protocol encoding
encoding-protocol
12. ip version address ip address port porthum
13. ({EE) usechunkingsize chunking size
14. subscription sub_id
15. snsr-grp sgrp_id sample-interval interval
16. dst-grp dgrp_id
FIED 4
ARV RFERETI3 Y BHH
Step 1 configureterminal Ja—r Ui — REBG LES,
E

switch# configure terminal
switch (config) #

Step 2 featuretelemetry ARV =307 TULAMNIBRRERANCLET,
Step 3 feature nxapi NX-API ZH#NZ L £,
Step 4 nxapi use-vrf management NX-APLEAS (A2 VREEFHZ G L £,
Bl G ACL Iy hAS w730y NDH%E
switch (config)# _ T ANVEIIETE D20, 102 (3) F
zziizlﬁ Ezzggigii nxapi use-vrf management iy gﬁfj@ U U — A TR DEZRDZELE RN
Mt FE S 7= H# ACLIX, HTTP
P —ERTITEITA Y FH A, iptables
AL T 78AZHIBRL TS EE
W,
GE) 10.2(3)F LB, ACL (%, & vif (0515
45 netstack /X% k & kstack /X7 b
D7 4 NE ) T TEEST, RO
BWROEBLNRIRINET:
[ess. L4 9 VRF CRER S 4172 ACL
I%. #® VRF ® HTTP +—E 2 Ci3f
MR ERHAL
Step 5 telemetry AR =307 T L AN ORBEE— RIZAD E
1. kK

switch (config) # telemetry
switch (config-telemetry) #
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Step 6 (fEx%) certificate certificate_path host URL BEA7 o> SSL/TLS REMIEZ A L £ 7,
1 EOR 7/3A 208, AL S A Z /34 SUP (2
switch (config-telemetry) # certificate = touj*é L‘Z‘Ej)&) U ijﬂo
/bootflash/server.key localhost

Step7 sensor-group  sgrp_id ID srgp_id 4ot — Z—T 2L, kv
il e I A—THRE— RS LET
switch (config-telemetry)# sensor-group 100 WEZ, ZHFODEOHAYR—FIHNTWET,
switch (conf-tm-sensor) # {Z>/if_A 5f/V“:f7fﬂi\ F 1A % U L/ﬂf“‘]‘a)qf

=BV TR — FEER LET,
Step 8 path sensor_path depth unbounded ZICORIRA L &, B TERNSEA T Y

[filter-condition filter] [alias path_alias]

ILE

« RO~ ik, NX-APIClx72<, DME %£7=
1T YANG ([Zilfl &g
switch (conf-tm-sensor)# path

sys/bd/bd-[v1an-100] depth 0
filter-condition eq(l12BD.operSt,

UTFOML 2L, RERXR—2DT7 412
V7 &2 LT, operSt # up /*5 down
B LI ZIZDH NI =T H LI LZE
9, MO NZM L THMMALERA,

switch (conf-tm-sensor)# path
sys/bd/bd-[v1an-100] depth 0
filter-condition

and (updated (12BD.operSt) ,eq(12BD.operSt, "down"))

UTR M D/ A % X AT B I1Zi%, IROFEL Z A
I/\jz‘jﬂo

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

"down")

WDz~ Rk, DME Tl37e< . NX-API£7-
X YANG (ZHEf &g T

switch (conf-tm-sensor)# path "show interface"
depth 0

WD a< Rk, T34 2 YANG IZ#EH & h

£7:

switch (conf-tm-sensor)# path
Cisco-NX-OS-device:System/bgp-items/inst-items

s IRD =~ RiE, OpenConfig YANG (Z1#H H S 41
EJ

7 F (MO) #5052 taEBHLET, Lizho
T, POLLT VA RU 2 MU =205, £D/RA
& EVENT O _TDF MO 31 MO Tirbh =2
WaERAFLET,

ZiUE, T—HIE{EICDME /X RZ D F
WHEhET,

GE

oY — =Tk — X2 EBEIMLET,

« CiscoNX-089.3(5) U ¥ — A LI CIL, alias¥—
U— RREANINTHET,

e depth 35E Tlx, B ¥— " 20HF L~ L%
eE LET, 0-32, unbounded DF X #&5E N
FR—FEZNTWVET,

G depth07 7 4 /L kDR S T,
NX-API X—ZAD¥ P — S 2%,
depth0 DA ZEMFHTX E T,

AR MUEDSAPY TR 7 T4
TEINTWDIGAE, RSIT0ENY
YRR LOBZBEYR—FLET, %
DOAbOfEITZ 0 & L THbILET,

« F 7 3 o filter-condition /X5 A — & ZI5E
LT, AR R—2OYT 27U TP a
DFFED T 4 NZ BAERTE £,
RER—Z2AD 7 4 VHIMB DG E, 7 4V Z AL
FZ, RENRZBILLIZE X L, FRESNIRRE
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switch (conf-tm-sensor)# path
openconfig-bgp:bgp

switch (conf-tm-sensor)# path
Cisco-NX-0OS-device:System/bgp-items/inst-items
alias bgp_alias

e XD A~ RiZ. NX-APLIZHEH SN E7:

switch (conf-tm-sensor)# path "show interface"
depth 0 alias sh_int alias

s RO =< RiE, OpenConfig (Z#H I N FE T

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp_alias

TAXR IRRE L EEOMFZRLET,
>F V. eq(I2Bd.oper &, "down") ® DN
sys/bd/bd-[vlan] @ 7 ¢ )\ # %AFiL, operSt 234
FXNiz & &, BLWoperSt 23 down TH 2 i
\ZDN D7 u T RAEBH I &E (VLAN
23 E1E I down T 5 [HIZ no shutdown =2~ >~
RRFATSINTHAERE) I T—3hE
R

YANG T VDG4, o — R"AD T 5 —
~ v ME module_name: YANG_path C9,
module_name i% YANG 5 /L 7 7 A L D4R
TY, WIHlZRLET,
« 734 A2 YANG D45
Cisco-NX-OS-device Sysem/bgp-itemsing-items

+ OpenConfig YANG D515
openconfig-bgp:bgp

GE) depth, filter-condition, ¥ L
query-condition /X7 A — &%, B
fE YANG TR —F &N TWE
A,

openconfig YANG €7 /L D54 1%,
https://github.com/YangModels/yang/tree/master/

vendor/cisco/nx [ZFBEI L T, iV U —ADIiHE
D7e 7+ VA CHE L ET,

FEDETNEA A M—NLTHRbVIZ, T
T D OpenConfig &7 /L % ¥ {¢ openconfig-all
RPM %A A F—/LT&E T,

N =

install add
mix-openconfigogp-10.0.00-7031HD8.LIib32 n9000.rpm
activate

Step 9

destination-group dgrp_id
E

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest) #

B 7N — T RAERR LT B 2 v — TR
E— NEHHBLET,

BILE, dorp idiZ. 7D IDHDOIHE Y R—F LT
b\iﬁ—o

B =7 EsRTFLARY
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ARV RFERRTI VY

By

Step 10 (fEx%) ipaddress ip_address port port protocol | > a— REN7T LA Y F—H %2515 IPvd
procedural-protocol  encoding  encoding-protocol IP7 RLAREFR—MEIRELET,

L GE) gRPCIZT 7 #/V D kT U AKR— K7
switch (conf-tm-sensor)# ip address 171.70.55.69 = FIH/V'?ifO

port 50001 protocol gRPC encoding GPB

switch (conf-tm-sensor)# ip address 171.70.55.69 GPBWXT 7V DOy a—F 47
port 50007 protocol HTTP encoding JSON 757%

Step 11 (fE#) ipv6address ipv6_address port port Tra—REINET VAN T—XE%ZET5IPv6
protocol procedural-protocol encoding IP7 RLALER—bEIRELET,
encoding-protocol . . _ i i

GE gRPCIZT 7AWV D T U AR— KT

1 7k LT,

switch (conf-tm-sensor)# ipvé address 10:10::1 port . R N
8000 protocol gRPC encoding GPB GPBWX T 74V DO a—F 47
switch (conf-tm-sensor) # ipvé address 10:10::1 port] Tfjfo

8001 protocol HTTP encoding JSON

switch (conf-tm-sensor) # ipvé address 10:10::1 port]

8002 protocol UDP encoding JSON

Step 12 ip_version address ip_address port portnum RigT—2 OGN Ta 7 7 A NVEERLET, 2

il Z Tip_verson L, ip (IPv4 OHE) F72iX ipv6
(IPv6 D) DWTNTT,
« IPv4 DG4
4 S oy N = NJITEETEN
switch (conf-tm-dest)# ip address 1.2.3.4 port] sk 7 v ?73\4}7 Zz\‘) T¥asic )0/7 X0
50003 TWHEaE., 7VA NI TF=2%, Zo7e77A
LVTHRESHTNDIP 7 KL R LR— MIEES
« IPv6 D4
nE7,
switch (conf-tm-dest)# ipv6é address 10:10::1
port 8000

Step 13 (f£7) use-chunkingsize chunking_size gRPCF ¥ > 7 M LT, F¥ 7 A X% 64

il ~4096 /A MIFRE LET, FICOVTIE,
ftm tmedestys - e ca [eRPC Fv 7 DV AR—F| ®7varaSHL
switch (conf-tm-des use-chunking size TR

Step 14 subscription sub_id ID 2OV T A7 YT ay ) —RefElL, ¥

1

switch (conf-tm-dest) # subscription 100
switch (conf-tm-sub) #

TA7 YT a VRERE— RERMGLETS,

BifE, sub id1Z, BFDO IDEOHREZHR—F LT
WET,
GE DNV T AT T4 7T D555, A3
VIBNEREIZA N =T END KD
IZ. %@ DN 2" REST 1§/ L T DME
THR—=FENTWVENE I NZiERL
ESc I

=FEEETFLA Y )
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ARV RFERRETI Y By
Step 15 snsr-grp  sgrp_id sample-interval interval ID sgrp.id O > F T BB DT A2
1 Tvasityry s LT, T=20Y 7Y vk

(T UBEAL ZiELET,

MBEOEN0DGE, A X FR_R—=ADYT A7 Y
Ta MEREN, TULA R F=2E, BES
N7z MO TOEFRHZOREGESNET, 0 LD K
SWHREDOG G, T LA MY F—=ENEEsSnT-
R T ARG SN ABEEIZIE N =T 27
Tra UMERSIVET, 7ol X RIBRMEAS 15000
DGE. TLUARNY T=H 15T EICEESH

switch (conf-tm-sub) # snsr-grp 100 sample-interval
15000

£
Step16 | dst-grp dgrp_id ID dgrp_id & FBEGE A 7 T % DT AL
51 gy LET,

switch (conf-tm-sub) # dst-grp 100

YANG /XX DIEE D5 7E

YANG RADHEL X, At A PV = U WM I D b RS THDERDHY 9, GEIAFU—3
VIR EBAENE LSRR ENTWRWGE, T A MY T2 OPEIZA MY — TR
TV HEELSDMBZIENHDET, ZORMTIX, IROZ DD F9,

T LA N F=ERZEM~DA N =7 L0 bl ERMIND 2D, Hhalliiilzsin
HFa—,

. }E%E@milgﬁﬁ)%f{ifcﬁb\ﬁb\% [/)( ]\ U ﬁ_j_go

FRfA P = IR E D SRS VEICHE 2 L £

FIEDHE
1. show telemetry control database sensor-groups
2. sensor group humber
3. subscription number
4. snsr-grp number sample-interval milliseconds
5. show system resources
FIEDF4H
OV RFERETIVa Y =E):y
Step 1 show telemetry control database sensor-groups LEZ N — I U EETE L E T,
1 HEEA MY = U B, KLY — S —T D
% DBAEDA N —I v ZTRHMOEF T, flx

B =7 EsRTFLARY
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vanG $2 D3z 0EE

AU RFERETIVa Y

HA

switch# show telemetry control database
sensor-groups
Sensor Group Database size = 2

Row ID Sensor Group ID
Sampling interval (ms)

Sensor Group type
Linked subscriptions SubID|

1 2 Timer /YANG 5000
/Running 1 1
Collection Time in ms (Cur/Min/Max): 2444/2294/2460
Encoding Time in ms (Cur/Min/Max): 56/55/57

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 2515/2356/28403

Collection Statistics:

collection_id dropped =0

last _collection id dropped = 0

drop_count =0
2 1 Timer /YANG 5000

/Running 1 1

Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection id dropped =0
last _collection id dropped = 0
drop_count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys-items
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-OS-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

DAY= THRHIE, SVBEMGZORXRNY —3

V7R (Cur) IR ENET, ZoFITIE, At
AU —3 o ZHE I 2.664 B8 (2515 2 U BB+ 149

U TY,

Wl EhHE L2 — I —7DO85H A MU —
U LR L FE T,

PAEIX Y AR CRRSNET, ZOHITIE,
it A MU = TR (2.664 7)) 3T A T A
(FZ7 NV FD5.0008) Lo bEW=D, SEEIXIE
L EnTunEd,

Step2 | sensor group number BEEA Y — X VWIS OB F OB,
il s Lish v =S =T 2 A LET,
switch (config-telemetry)# sensor groupl

Step 3 subscription number Yo — TN—T DT F g s mELE

1

switch (conf-tm-sensor)# subscription 100

T

=FEEETFLA Y )



ETFAREBETLALY |
B cuzEmLETLA Ry s

ARV RFERETIVa Y By
Step 4 snsr-grp number sample-interval milliseconds Wt — T A—FlzonT, AR E
1. BEEA R Y — 2 7B K bR DEICHE L E

R

switch (conf-tm-sub)# snsr-grp number
sample-interval 5000 ZOBITIE, T RIFES5.000 1T EE ST
FT, ZAUL, 2.664FPDOEFEFA N Y — I U Z R &
DHREWEZD, HRITY,

Step 5 show system resour ces CPUDA PRI Z R L TS 7280,
E ZOHNTART L DT, CPU —F—{RAED F Mt
switch# show system resources HERLTWAIGE, HEEA N —I U 7ENIE

Load average: 1 minute: 0.38 5 minutes: 0.43 L< *%Eiéﬂfb\i’@f/v - @Q:J”E%ZST‘%DJB,LT

15 minutes: 0.43

Processes: 555 total, 3 running 5§§%EL<§§E Ljﬁ—g*o
CPU states : 24.17% user, 4.32% kernel,
71.50% idle

CPUO states: 0.00% user, 2.12% kernel,

97.87% idle
CPUl states: 86.00% user, 11.00% kernel,

3.00% idle
CPU2 states: 8.08% user, 3.03% kernel,

88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,

98.97% idle
Memory usage: 16400084K total, 5861652K used,

10538432K free
Current memory status: OK

CLIZER LT LA M) DOEMG

WOTFMETIE, GPB=ra—TF 4 7 &AL TI0OMO Y XATHE—~DT LA NI DME A b
U — Dz 2 ROV TR L £,

switch# configure terminal

switch (config)# feature telemetry

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch (config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)# dst-grp 1

switch(config-tm-dest)# snsr grp 1 sample interval 10000

ZOHITIX, sys/bgp /b— k MO OF — % %5656 1P 1.2.3.4 AR— b 50003 |2 SFPZEIZA R U —
RUTTBEY TR g B ERL £,

switch(config) # telemetry
switch (config-telemetry) # sensor-group 100

B =7 EsRTFLARY
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cusgALETLA ~yosas ]

switch (conf-tm-sensor) # path sys/bgp depth 0
switch (conf-tm-sensor) # destination-group 100

switch (conf-tm-dest) # subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000

(
(
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
(
(
(

switch (conf-tm-sub) # dst-grp

WIZ, sys/intf DTF—H & ST L

100

(2, ZE55 TP 1.2.3.4 AR— K 50003 (A R Y — 7 L,

test.pemZflH L THALSN/ZGPB=> a—F 4 V7 E2MHLTA N — L &5k 507
27 VT a r OFERGIZRLET,

switch (config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB

switch (conf-tm-sensor) # path sys/bgp depth 0
switch (conf-tm-sensor) # subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000

(
(
(
(
switch (config-dest)# sensor-group 100
(
(
(
(

switch (conf-tm-sub) # dst-grp

ZofT

100

1%, sys/cdp DF — X ZHEE5E IP 1.2.3.4 F— b 50004 (2 15 Fp = &

BT 27 )P g v EERLET,

switch(config) # telemetry

WICA R =7

switch (config-telemetry)# sensor-group 100
switch (conf-tm-sensor) # path sys/cdp depth 0

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 15000

switch (conf-tm-sub) # dst-grp

ZoHITIX, 750 T L
7,

switch (config) # telemetry

100

(
(
(
switch (conf-tm-sensor)# destination-group 100
(
(
(
(c

Tehow Oy RF—ZDIAF LA _R—2DaL g LA ERLE

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest) # sensor-group

(
(
(
(
switch (
switch (conf-tm-sensor) # path
switch (conf-tm-sensor)# path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor)# path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor)# path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor)# path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch ( ) # path
0

conf-tm-sensor

conf-tm-sensor# data-source

"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show

1

NX-API

system resources" depth 0
version" depth 0

environment power" depth 0
environment fan" depth 0
environment temperature" depth 0
process cpu" depth 0

nve peers" depth 0

nve vni" depth 0

nve vni 4002 counters" depth 0
int nve 1 counters" depth 0
policy-map vlan" depth 0

ip access-list test" depth 0
system internal access-list resource utilization" depth

switch (conf-tm-sensor) # subscription 1

switch (conf-tm-sub) # dst-grp

1

ETILERENRIT LA LY .
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switch (conf-tm-dest) # snsr-grp 1 sample-interval 750000

:@%Tﬁ\a@ﬁm@%NVFN—X@%TX?UfVaV%W%LiﬁOwmmMOKEE
WHDHGENCDH, T =2 TG A NI —I T EnET,

switch(config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/fm depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

e, YU TRHRAEEESTDHZ LT, B — I —T B WA RS A R h -
AW LD, AN R=ZANGHPEHAN—ACEH L) TEEd, ZopTiE, B
#%7w%7%w@mﬂahf~%1’“ﬁbi# Woa<y RO, VAN T7 Y r—

Va AT T &I sysifm T — X O ~DA N —I U 7RI L ET,

switch (config) # telemetry
switch(config-telemetry)# subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000

WHOE Y — TN—TF eBige s 1 DOV T A7V Fa izt TExEd, 2oy
A7V TFvaid, A=YV Ry b BE—F1/1OT—F% 4 ORI EHLENT 10T LA B
V—3 7 LET,

switch(config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor) # destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor)# destination-group 200
switch(conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 10000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 200

Wz, Borth— =TI D A &D, Hgik s Nv—7 p@ﬁ®% A=A (V) ey
W, TRV T g mEEO Y — S —F i SN —FIT ) o TE A ER RN LE
7,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# path sys/epId-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry) # sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0

. ETILERENRIT LA LY
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switch (conf-tm-sensor) # path sys/ipv4 depth 0

switch (config-telemetry)# sensor-group 300
switch (conf-tm-sensor)# path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest)# subscription 900

switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 300 sample-interval 0
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 300

7L by ot emitrgorT [

Z WA X 912, showrunning-configtelemetry =~ > RA{H L TT L A b U AR T

TET

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

T LA N DERESEHERD R

KD NX-OS CLIshow =<2 FAEMH LT, T LA MU O, SGisHEHR,. —

variEmERRILET,

—, Bty

N

=FEEETFLA Y )
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show telemetry yang direct-path cisco-nxos-device

Zoawy Rk, flhos
NAZERRNLET,

XL RT3 —~ A0 TS XY ICHETD Y 2— FEI7Z YANG

switch# show telemetry yang direct-path cisco-nxos-device

Cisco-NX-0S-device:S
Cisco-NX-0S-device:
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

)

P P P PP OO0 -Jo Ud Wi
B WN R O— — — — — — — —

ystem/1lldp-items
System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos—-items/queuing-items/policy-items/out-items
:System/mac-items/static-items

:System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipvé6-items

show telemetry control database

WIZ, TV A MY O ERL CWDINHT —F_X—ADa~vy RERRLET,

switch# show telemetry control database ?

<CR>
>
>>
destination-groups
destinations
Sensor-groups
sensor-paths
subscriptions
|

switch# show telemetry

Subscription Database

D

Database

Senso

Sensor Path Database s

Subscribed Query Filte

B =7 EsRTFLARY

Redirect it to a file

Redirect it to a file in append mode
Show destination-groups

Show destinations

Show sensor-groups

Show sensor-paths

Show subscriptions

Pipe command output to filter

control database

size 1

ata Collector Type

ME NX-APT

size =1

r Group type Sampling interval (ms) Linked subscriptions

10000 (Running)

ize 1

r Linked Groups Sec Groups Retrieve level Sensor Path
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Destination Group ID Refcount

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
Zoavr RiE, TLARNIREDORE Y —RSAOFMAER R LET, ZHUTE, mra—TF ¢
YT WE, FTUAFR—b, BEOA RN =IO EBRETERET,

switch (conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter
1 No 1 0 Full sys/cdp (1) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module(2) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107

Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

3 No 1 0 Full sys/bgp(l) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 0/0/44

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self show version(2) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442

Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch (conf-tm-sub) #

show telemetry control stats

Zoa<y NI, TUA Y OMBIZOWTONEET —Z N—2D&E 2 Ron LET,

=FEEETFLA Y )
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switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures 0
Sensor path Database chunk creation failures 0
Sensor Group Database chunk creation failures 0
Destination Database chunk creation failures 0
Destination Group Database chunk creation failures 0
Subscription Database chunk creation failures 0
Sensor path Database creation failures 0
Sensor Group Database creation failures 0
Destination Database creation failures 0
Destination Group Database creation failures 0
Subscription Database creation failures 0
Sensor path Database insert failures 0
Sensor Group Database insert failures 0
Destination Database insert failures 0
Destination Group Database insert failures 0
Subscription insert to Subscription Database failures 0
Sensor path Database delete failures 0
Sensor Group Database delete failures 0
Destination Database delete failures 0
Destination Group Database delete failures 0
Delete Subscription from Subscription Database failures 0
Sensor path delete in use 0
Sensor Group delete in use 0
Destination delete in use 0
Destination Group delete in use 0
Delete destination(in use) failure count 0
Failed to get encode callback 0
Sensor path Sensor Group list creation failures 0
Sensor path prop list creation failures 0
Sensor path sec Sensor path list creation failures 0
Sensor path sec Sensor Group list creation failures 0
Sensor Group Sensor path list creation failures 0
Sensor Group Sensor subs list creation failures 0
Destination Group subs list creation failures 0
Destination Group Destinations list creation failures 0
Destination Destination Groups list creation failures 0
Subscription Sensor Group list creation failures 0
Subscription Destination Groups list creation failures 0
Sensor Group Sensor path list delete failures 0
Sensor Group Subscriptions list delete failures 0
Destination Group Subscriptions list delete failures 0
Destination Group Destinations list delete failures 0
Subscription Sensor Groups list delete failures 0
Subscription Destination Groups list delete failures 0
Destination Destination Groups list delete failures 0
Failed to delete Destination from Destination Group 0
Failed to delete Destination Group from Subscription 0
Failed to delete Sensor Group from Subscription 0
Failed to delete Sensor path from Sensor Group 0
Failed to get encode callback 0
Failed to get transport callback 0
switch# Destination Database size = 1

Dst IP Addr Dst Port Encoding Transport Count

B =7 EsRTFLARY
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192.168.20.123 50001 GPB gRPC

show telemetry data collector brief

Zoa<y NiE, T—XUEIZET B stk L7z

switch# show telemetry data collector brief

i

7L by ot emitrgorT [

iz RR LET,

show telemetry data collector details

Zoavwy NI, TRTOR S — NZAOR A ST, 7 — 2RI T 2Rl e fiat i e &

RLET,

switch# show telemetry data collector details

show telemetry event collector errors

Zoa<wy RiE, AV MUEBIZHTA =T —HalEReR R LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures
Authentication Failures
Authentication Refresh Failures

Authentication Refresh Timer Start Failures

Connection Timer Start Failures
Connection Attempts

Dme Event Subscription Init Failures
Event Data Enqueue Failures

Event Subscription Failures

Event Subscription Refresh Failures
Pending Subscription List Create Failures

Subscription
Subscription
Subscription
Subscription
Subscription

Hash Table Create Failures
Hash Table Destroy Failures
Hash Table Insert Failures
Hash Table Remove Failures
Refresh Timer Start Failures

Websocket Connect Failures

|
O OO O OO O0OOOOO0OWOoOoOooO oo
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show telemetry event collector stats

Zoawry RiE, TRTOB Y — RADONREGTeA X2 MUEICET 2 55MERE2 R AL E
ﬂ—o

switch# show telemetry event collector stats

Collection Count Latest Collection Time Sensor Path

show telemetry control pipeline stats

Zoa<wr N, TVA M) ST T OFGHERE RS LET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0

Event Collector:

Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0

Queue Statistics:
Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Data Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:
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Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0
show telemetry transport
KT, RSN TV T RTOREY v v a OBl Z LR LET,
switch# show telemetry transport
Session Id IP Address Port Encoding Transport Status
0 192.168.20.123 50001 GPB gRPC Connected
3 1: show telemetry transport ) #3235 AR
3L At A
show KATTF DL AT MG E LR LET,
telemetry TUAPUERERRLET

kZ v AR—k

FLANIDRNT U AFR— MERERRLE
KR

session_id (FFvarv) EyiariD

stats (A7 ay) TXCOT VAN GetEmRz
KR LET,

erTors (FA7vay) $_XTOT LA =Tk
ERRNLET,

w0 B (A7 a)

TABLE transport_info

(FFvar) b7 AR— MEH

session _jdx (A7var) ByiarID

ip_address (A7 ary) hTUAR—=KRIPT FL &
port UEE) FT7 U AR—hKFR—h

dest_info (X7 a ) HEtsm

encoding_type (AFvav) zva—F400 447

transport_type

(FFvar) FTZUAR—KNZAT
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X w5t AA

transport_status (FFvary) NTUVAR—F AT —F A

transport_security_cert_fname (AFvary) P AR—b X2 T4
77 AN

transport_last_connected (ATvar) BRI G SN N T o AR—
k

transport_last_disconnected (A7 ary) ZOwERMEPERITHIBRE S
TR %

transport_errors_count (AFvar) hIUAR—F TT—H

transport_last_tx_error (X7 ar) T AR— NORBORET
5.

transport_statistics (F7var) b7 AR— MEHE#R

t_session_id (FF>ar) P AF—F vy a2 ID

connect_statistics (A7 a ) BagathR

connect_count (F7 v ayv) Bk

last_connected (AT v av) REEHOZA DAL T

Disconnect_count (F7Fva ) Pk

last_disconnected (A Tva ) ZORSEMMPBIZIZHIR S
T2 IR %

trans_statistics (A7 ar) b7 AR— MgatHEHR

compression (F7Tvay) RHgAT—2 A

source_interface_name (AT var) EERA L F—T oA AL

source_interface ip (A7Fvar) BEmA v %—7 A AP

transmit_count (FFvar) k58

last_tx_time (AT a ) BEKEERZ

min_tx_time (AT a ) JNEERH

max_tx_time (AT a ) BB

avg_tx_time (AT a ) FHEEREH

cur_tx_time (A7 a ) BUEDEERH
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3 w5t AA

transport_errors (F7vay) NTUVAR—F =T—
connect_errors (A Fvav) gkmo—
connect_errors_count (AT var) Bgieo—H

trans_errors (F7vary) PIFUVAR—F =T —
trans_errors_count (A7vay) FTUAR—K =T7—H
last_tx_error (AT var) RIEO NIV AR—F =5 —
last_tx_return_code (A7 a ) BEORERY 2—F
transport_retry_stats (X7 a ) fafrsatiim®

ts_event_retry bytes (AT var) AV MIT Ry 77 A4 X
ts timer_retry bytes (A7Tvar) FA—HiliT Ny 77 A4 X
ts_event_retry size (A7 av) Ay MHERMTA v =%
ts_timer_retry size (AFvar) Z2A~—FidT A vEe—T%
ts retries sent (F 73 ) 5 S = iaAT R
ts_retries_dropped (F7var) Ruy STk
event_retry_bytes (FTTa) AXV TNy 77 A4 X
timer_retry_bytes (A7Tvar) FA—HiliT Ny 77 A4 X
retries_sent (A7 a ) 5 S a7
retries_dropped (A7 ar) Fay 7 ST
retry_buffer_size (X7vay) Haltr Ny 77 A4 X

show telemetry transport <session-id>

WD a<y RTCIE., ezt y v a v oifdlct vy a VRN ERESNET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected

Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224
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Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235 Encoding: JSON
Transport: HTTP

Status: Disconnected

Last Connected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

WIZ, IPv6 = b U O AR L ET,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]1:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: 0

Dropped Retry Messages: O

show telemetry transport <session-id> stats

WIZ, BEDlzixEtr vy a v OSMoa~y ReEr LET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors

WD a<y KT, FReolzitt vy a Ol 7 —OFEHER PR RSINET,

switch# show telemetry transport 0 errors

Session Id: 0
Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912 PST
Disconnect Count 0
Last Disconnected: Never

Transmission Stats
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Transmit Count: 1225
Last TX time:
Min Tx Time: 7

Max Tx Time: 1760

Avg Tx Time: 500

show telemetry control databases sensor-paths

7L by ot emitrgorT [

Tue May 02 11:40:03.531 PST

ms
ms
ms

WO TINEIZ LV . kD show telemetry control databases sensor-paths ==~ > K i3 b

B

feature telemetry

telemetry
destination-group 1

ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB

sensor-group 1
path sys/cdp depth unbounded
path sys/intf depth unbounded
path sys/mac depth 0
subscription 1

dst-grp 1
snsr-grp 1 sample-interval 1000
a< R,
switch# show telemetry control databases sensor-paths
Sensor Path Database size = 3
Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)
Query Filter
1 No 1 0 Full sys/cdp (1) NA
: NA
GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 6/5/54
Encoding Time in ms (Cur/Min/Max): 5/5/6
Transport Time in ms (Cur/Min/Max): 1027/55/1045
Streaming Time in ms (Cur/Min/Max): 48402/5/48402
2 No 1 0 Full sys/intf (1) : N
A : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 66/64/114
Encoding Time in ms (Cur/Min/Max): 91/90/92
Transport Time in ms (Cur/Min/Max): 4065/4014/5334
Streaming Time in ms (Cur/Min/Max): 48365/64/48365
3 No 1 0 Self sys/mac (1) NA
: NA
GPB Encoded Data size in bytes (Cur/Min/Max): 247/247/247
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 1/1/47
Encoding Time in ms (Cur/Min/Max): 1/1/1
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Transport Time in ms (Cur/Min/Max): 4/1/6
Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

Woa<y RKix, 9 _XTCORN T AR—F By Yara2l—70L, 1 20avy RCHRELH
LET,

switch# show telemetry transport sessions
switch# show telemetry transport stats
switch# show telemetry transport errors
switch# show telemetry transport all

WIZ, TVARY RV AR—F By a rofERLET,

switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC
Session Id: 4

IP Address:Port 172.27.254.13:50006
Transport: UDP

TLAR) IZTZASILARY R

TT 2 ATV AR Y R—FTB7201C, il — "2 7Y &ERBENShEL
oo THOT 4T T OINEA R N AR =2 U T EBHINTT BITIE, kD7 =) Zff %
fEHL £,

sensor—-group 1
path sys/accounting/log query-condition query-target=subtree&complete-mo=yes&notify-interval=1

TT 2 AT AR P Y R= T LZDMDOE Y — NZFKDEBY TH,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

TLA MY AT E FL—RIFROERTR

g7l b L—Z2ERERRT AT, IRONX-OSCLL =~ REMIHLET,

TOZALHR—FTLAN)ERT

ZONX-OSCLIaZ~ > R, 7= P R—balMhbT LA RN o ZORNEZNELET,
ZOFITIEH, avr NIRRT =TI T a7 A MV XA LT PERET,

switch# show tech-support telemetry > bootflash:tmst.log
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NX-APl ZEAALI=T L A F) DK

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical
structure of objects as shown in the section "Telemetry Model in the DME." Following are the main objects

to be configured:
» fmEntity — Contains the NX-API and Telemetry feature states.

» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

« telemetryEntity — Contains the telemetry feature configuration.

« telemetrySensor Group — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

* telemetryRtSensor GroupRel — Associates the sensor group with a telemetry subscription.
« telemetrySensor Path — A path to be monitored. The sensor group can contain multiple objects
of this type.

» telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

+ telemetryRtDestGroupRel — Associates the destination group with a telemetry subscription.
« telemetryDest — A destination address. The destination group can contain multiple objects
of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.
« telemetryRsDestGroupRel — Associates the telemetry subscription with a destination group

« telemetryRsSensor GroupRel — Associates the telemetry subscription with a sensor group.

« telemetryCertificate — Associates the telemetry subscription with a certificate and hostname.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.

)

Note

For detailed instructions on using the NX-AP]I, see the Cisco Nexus 3000 and 9000 Series NX-API REST SDK
User Guide and API Reference.

Before you begin
Your switch must be configured to run the NX-API from the CLI:
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switch(config) # feature nxapi

nxapi use-vrf vrf name
nxapi http port port number

ETUREBETLA LY |

Procedure
Command or Action Purpose
Step 1 Enable the telemetry feature. The root element is fmTelemetry and the base path for
this element is sys/£n. Configure the adminSt attribute
Example:
as enabled.
{
"fmEntity" : {
"children"™ : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}
Step 2 Create the root level of the JSON payload to describe the | The root element is telemetr yEntity and the base path for
telemetry configuration. this element is sys/tn. Configure the dn attribute as
Example: sys/tm.
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
b
}
}
Step 3 Create a sensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class

Example:

"telemetrySensorGroup": {
"attributes": {
"id": "10",
"rn": "sensor-10"
}, "children": [{
H

telemetrySensor Group. Configure the following attributes
of the object:

* id — An identifier for the sensor group. Currently
only numeric ID values are supported.

* rn — The relative name of the sensor group object
in the format: sensor-id.

» dataSrc— Selects the data source from DEFAULT,
DME, YANG, or NX-API.

Children of the sensor group object include sensor paths
and one or more relation objects

(telemetryRtSensor GroupRel) to associate the sensor
group with a telemetry subscription.

B =7 BE3HRTFLA LY
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Configuring Telemetry Using the NX-API .

Command or Action

Purpose

Step 4 (Optional) Add an SSL/TLS certificate and a host. The telemetryCertificate defines the location of the
SSL/TLS certificate with the telemetry
Example: e o
subscription/destination.
{
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
Step 5 Define a telemetry destination group. A telemetry destination group is defined in
telemetryEntity. Configure the id attribute.
Example:
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
Step 6 Define a telemetry destination profile. A telemetry destination profile is defined in
telemetryDestProfile.
Example:
« Configure the admin$t attribute as enabled.
{
"telemetryDestProfile": { * Under telemetryDestOptSour cel nterface, configure
"attributes": { the name attribute with an interface name to stream
: "adminSt": "enabled" data from the configured interface to a destination
wehildren™: [ with the source IP address.
{
"telemetryDestOptSourcelInterface": ({
"attributes": {
"name": "loO"
}
}
}
]
}
}
Step 7 Define one or more telemetry destinations, consisting of | A telemetry destination is defined in an object of class

an [P address and port number to which telemetry data
will be sent.

Example:

"telemetryDest": {
"attributes": {

"addr": "1.2.3.4",

"enc": "GPB",

"port": "50001",

"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

telemetryDest. Configure the following attributes of the
object:

» addr — The IP address of the destination.
* port — The port number of the destination.

» rn — The relative name of the destination object in
the format: path-[path].

» enc — The encoding type of the telemetry data to be
sent. NX-OS supports:

=FEEETFLA Y )



. Configuring Telemetry Using the NX-API
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Command or Action

Purpose

}

» Google protocol buffers (GPB) for gRPC.
* JSON for C.

* proto— The transport protocol type of the telemetry
data to be sent. NX-OS supports:

* gRPC
« HTTP

* Supported encoded types are:
* HTTP/JSON YES

* HTTP/Form-data YES Only supported for Bin
Logging.

* GRPC/GPB-Compact YES Native Data Source
Only.

* GRPC/GPB YES

« UDP/GPB YES
* UDP/JSON YES
Step 8 Enable gRPC chunking and set the chunking size, between | See Guidelines and Limitations section for more
64 and 4096 bytes. information.
Example:
{
"telemetryDestGrpOptChunking™: {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}
}
Step 9 Create a telemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class

behavior.

Example:

"telemetrySubscription": {
"attributes": {
llidll: ll3oll,
"rn": "subs-30"

} "children": [{

H

telemetrySubscription. Configure the following attributes
of the object:

* id — An identifier for the subscription. Currently
only numeric ID values are supported.

* rn — The relative name of the subscription object in
the format: subs-id.

Children of the subscription object include relation objects
for sensor groups (telemetryRsSensor GroupRél) and
destination groups (telemetryRsDestGroupRel).
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Command or Action

Purpose

Step 10 Add the sensor group object as a child object to the
telemetrySubscription element under the root element
(telemetryEntity).
Example:
{
"telemetrySubscription™: {
"attributes": {
llidll: ll30ll
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
Step 11 Create a relation object as a child object of the subscription | The relation object is of class
to associate the subscription to the telemetry sensor group | telemetryRsSensor GroupRel and is a child object of
and to specify the data sampling behavior. telemetrySubscription. Configure the following attributes
of the relation object:
Example:
* rn — The relative name of the relation object in the
"telemetryRsSensorGroupRel™: { format: r ssensor GroupRel-[ sys'tm/sensor-group-id].
"attributes": {
"rType": "mo", » samplel ntvl — The data sampling period in
. é n': el .y Lorn milliseconds. An interval value of 0 creates an
resensorBrouphe [S,ﬁ./? Jnsensor I event-based subscription, in which telemetry data is
sampleIntvl": 5000",
"£C1": "telemetrySensorGroup", sent only upon changes under the specified MO. An
"tDn": "sys/tm/sensor-10", interval value greater than 0 creates a frequency-based
"tType": "mo" subscription, in which telemetry data is sent
) : periodically at the specified interval. For example, an
interval value of 15000 results in the sending of
telemetry data every 15 seconds.
* tCl — The class of the target (sensor group) object,
which is telemetrySensor Group.
* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.
* r Type— The relation type, which is mo for managed
object.
* tType— The target type, which is mo for managed
object.
Step 12 Define one or more sensor paths or nodes to be monitored | A sensor path is defined in an object of class

for telemetry.

Example:

telemetrySensor Path. Configure the following attributes
of the object:
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Command or Action

Purpose

Single sensor path

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
lldepthll . IIOII
}

Example:

Multiple sensor paths

"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdp]",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "O"

"telemetrySensorPath": ({
"attributes": {

"excludeFilter":
"filterCondition": "",
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "O"

nn
’

Example:
Single sensor path filtering for BGP disable events:

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFiltexr": "",
"filterCondition":

B =7 EsRTFLARY

* path — The path to be monitored.

* rn — The relative name of the path object in the
format: path-[path]

* depth — The retrieval level for the sensor path. A
depth setting of O retrieves only the root MO
properties.

« filter Condition — (Optional) Creates a specific filter
for event-based subscriptions. The DME provides the
filter expressions. For more information about
filtering, see the Cisco APIC REST API Usage
Guidelines on composing queries. You can find it at
the following Cisco APIC documents landing page:


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

| EFrESRTFLALY
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Command or Action

Purpose

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
lldepth" . llOll

Step 13 Add sensor paths as child objects to the sensor group object
(telemetrySensor Group).
Step 14 Add destinations as child objects to the destination group
object (telemetryDestGroup).
Step 15 Add the destination group object as a child object to the
root element (telemetryEntity).
Step 16 Create a relation object as a child object of the telemetry | The relation object is of class
sensor group to associate the sensor group to the telemetryRtSensor GroupRel and is a child object of
subscription. telemetrySensor Group. Configure the following attributes
. of the relation object:
Example:
» rn — The relative name of the relation object in the
"telemetryRtSensorGroupRel": ({ format: rtsensor GroupRel-[sys/tm/subscription-id].
"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-30]", * tCl — The target class of the subscription object,
o which is telemetrySubscription.
"tCl": "telemetrySubscription",
"thn": "sys/tm/subs-30" * tDn — The target distinguished name of the
) J subscription object, which is sys'tm/subscription-id.
Step 17 Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:
Example: * rn — The relative name of the relation object in the
format: rtdestGroupRel-[sys'tm/subscription-id].
"telemetryRtDestGroupRel": {
mattributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30" » tDn — The target distinguished name of the
} } subscription object, which is sys'tm/subscription-id.
Step 18 Create a relation object as a child object of the subscription | The relation object is of class telemetryRsDestGroupRel

to associate the subscription to the telemetry destination
group.
Example:

"telemetryRsDestGroupRel": {

"attributes": {
"rType™: "mo",
"rn": "rsdestGroupRel-[sys/tm/dest-20]",

and is a child object of telemetrySubscription. Configure
the following attributes of the relation object:

* rn — The relative name of the relation object in the
format:
rsdestGroupRé-[sys/tm/destination-group-id].

* tCl — The class of the target (destination group)
object, which is telemetryDestGroup.
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Command or Action

Purpose

"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
lltTypell . llmoll

* tDn — The distinguished name of the target
(destination group) object, which is
sys'tm/destination-group-id.

* r Type— The relation type, which is mo for managed
object.

* tType — The target type, which is mo for managed
object.

Step 19

Send the resulting JSON structure as an HTTP/HTTPS
POST payload to the NX-API endpoint for telemetry
configuration.

The base path for the telemetry entity is sys/tm and the
NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json

Example

The following is an example of all the previous steps that are collected into one POST payload (note

that some attributes may not match):

{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": ({
"attributes": {
"addr": "10.30.217.80",

"port": "50051",
"enc": "GPB",
"proto": "gRPC"
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}
b
{

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

NX-API ZfER L=7T L A b1 D&

AANDRA M) —3 2 J XX

:@Wﬂfﬁi\ INA sys/cdp :?SCIZO\ sys/ipv4 %E‘f?ﬁ’?ﬁ 1.2.3.4 &—F 50001125 *'/I‘Z.EW—X ]‘ U —
RVTTHEYT ATV T a UEERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:

{
"telemetryEntity": {

"attributes": {
"dn": "sys/tm"
br
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1io",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-301",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

"telemetrySensorPath": ({
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}
oo A

"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"
}
}
b A
"telemetrySensorPath": ({
"attributes": {
"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

H

"telemetryDestGroup": {

}
oo A

"attributes": {
"idll: "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {

"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

H

"telemetrySubscription": {

B =7 EsRTFLARY

"attributes": {
"idll: "30"’
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType™: "mo",

"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",

"tType": "mo"

ETUREBETLA LY |
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}
e A
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",
"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"

BGP @ENMD 7 1 L2 &4

RO A 11— FOF T, telemetrySensorPath MO D filterCondition JE T4 > T BFP BEREDS
N2> TND E XN =S DBHMEAMMILET, 7 —#1%10.30.217.80 F— |k 50055
IZA RV —I 7 3nET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{

"telemetrySensorPath": ({
"attributes": {

"excludeFilter":
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50055",
"enc": "GPB",
"proto": "gRPC"
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"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0",
"tDn": "sys/tm/sensor-10"

}
}I
{
"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"
}
}
}
]

FLARYEEDI=HD Postmana L2 > 3> DER

Postman 2 L7 ¥ a2 > OFlX, 7 LA N UBREOR L Z BT 2B e TH Y, 1 DDA
0 — RTETRTHOT LA MY CLICHNS T2 DEFEITTEET, WADTHFANTT 44 —%
HLCrdo U 707 7 ANVEEFL, M a— RE=—X|ZHbETEH L TH 5, Postman
TalLsiyarxncarysya 23T LET,

DME®DTL A Y ETIL

FTLARNY TV — g 0%, ROEEEH> DME TEF VLSRN £,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| -—property
| @name:adminSt
| @type:AdminState
|
| ----mo [name:SensorGroup]
| | @name:SensorGroup
| | @label:Sensor Group
| | -——property
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@name:id [key]
@type:string:Basic

[name:SensorPath]

@name:SensorPath
@label:Sensor Path

| --property

@name:path [key]
@type:string:Basic
@name:filterCondition
@type:string:Basic

@name:excludeFilter
@type:string:Basic

@name:depth
@type:RetrieveDepth

----mo [name:DestGroup]
| @name:DestGroup

@label:Destination Group

| --property
| @name:id

| -—--mo

@type:string:Basic

[name:Dest]

@name:Dest
@label:Destination

| --property

@name:addr [key]
@type:address:Ip
@name:port [key]
@type:scalar:Uintlé
@name:proto
@type:Protocol
@name:enc
@type:Encoding

----mo [name:Subscription]
| @name:Subscription

@label:Subscription

| --property
| @name:id

@type:scalar:Uint64

| -——-reldef

@name:SensorGroupRel

@to:SensorGroup
@cardinality:ntom
@label:Link to sensorGroup entry

| --property

@name:sampleIntvl
@type:scalar:Uint64

--—-reldef
@name:DestGroupRel

@to:DestGroup
@cardinality:ntom
@label:Link to destGroup entry

omenrL A by EFL |
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D20 FRT5—ILYIT o7 TLALY

D3O RT—=ILYVIT+2xT7 TLAR)IZTDONT

NX-OS U U—=293(1) LB, Y7 b =7 T L A b VUL, Tahoe ASIC % f#i[i]9~% Cisco Nexus 7
TIRRAT—N ALy FTCYHR—bshET, 2OV IV —RAT, BFR—FSNTWNELEI7TTUR
A=) AA v F X, ASIC & BT A SZ TCPIP — _"—% KA M LET, Zhickb,
AA Y FPHEOT VAR T—2DOLHR— e IEe< BT EF, —3— L TCP &A— K
7891 A LET, TLA MY 74T MIZOR—FTHhH—_—1ZHELH LT, K103V
BCN—RoxT7 WX F—22REcEEd,

T RAT— YT U7 T UARNIZE, MAOZ A7 N Tl T AEERLIZY
NX-0O8S U U —2R93.1 IEIZNNV RLENTWELT 74NV DI TA T b 7al T hEfHL
0T ARMENRHY £, 7T 4T b 70T A%, Python2.7 LAF%, C. PHP 72X, TCP/IP
EYVR— T 2MIEROT 0TIV T HEFETHERTEET, 27747 N 7n 7 I 8%, IELWn
Ayb—Y Tx—<y FTHERTILENDY £,

NX-OS UU—Z93() L, 7T R 27— V7 b7 5L A K HEREITNX-0S T T
TFET, ZOBIET 7 A P THNC /o T D2, NX-089.3(1) LA 34T L TV D R —
FUBREDAA v F Tl ZOMREZMHTE £,

CloudScale V7 kDO x7 TLA LMY Ayt—2DFEA

CloudScale 7 V' A M UL, 7947 hEAAL v F EOTCPAP H— R_—[HD N R = A 7 Thy
EVET, ZOMIZZ TA T NMITCPY 7y hanMLTHEGEZMG LET, 77947 Ay
=T, 28y MK TOOTT, A v T, BEDO 7 74—~y OB T U T—H it
DAY=V TIHELET,

NX-0S U U—293(1) TlE, IRDOA vt —Y 74—~y BRI R—FrEInTWET, MEHDZ 7
AT NIl T EEERTDIGEE. 2 TA T MRHETAA =V NI O T7 F—~ > I
WCHER L TND Z 2R LT EEN,

RS BELEY.
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RS EELEY.

56 /XA K HR—bOT =X GEF 56 * NAA B,
T=HDEK 56 54 b Fr 7k, KOBOTREINET,
C2UNA NDA U H—T 2 A A%,
¢ 8 A FDEfF (TX) 27 > b
« 8 /3 b DIEfF (TX) /XA b
« 8 31 FDOZAF (RX) /X7 b

* 831 FDEfF (RX) /31 b

Guidelines and Limitations for Cloud Scale Software Telemetry

The following are the guidelines and limitations for the Cloud Scale software telemetry feature:

* For information about supported platforms for Cisco NX-OS prior to release 9.3(x), see the section for
Platform Support for Programmability Featuresin that guide. Starting with Cisco NX-OS release 9.3(x)
for information about supported platforms, see the Nexus Switch Platform Matrix.

* For custom client telemetry programs, one message format is supported. Your client programs must
comply with this format.

TLAR)NR SR

TLAR) IR SANVITDONT

NX-0S U U—293(1) L%, EF BRI T L A RV 3R A TR —RLET, SR T
NNUEMHHATDE, HROY —ANLT LA N T —FICHRICPETE £, 2 ORE
TR WET DTV AN T—=2DEATH2IBET DL, T LA N UBRRIZ L > TERED 2
LEDOT—ANPEINET, RIT, BEERITERE | 2OHBGSNTET OXR F90) [Tk L
F9, ZOMREIZE Y, IROEENRREIZR D0, T LA M) AN ELIET,

* Cisco DME &7 /WZHT 2% < W 2R M52 £ > TV ET,

NEEEINDA R NOBESAFEDONRT U AER NS, RO =) BEE L, TR
U7y a AZEHONRZEZBMLET,

c AL v TF ST LA N UEROBEOTF v o7 2 WEEL, A ZBRELET,

RAZYLE, FETFTIVHDRIL ATV =7 N A TOERDA AR ATz, I 2%
FIIA R FRWEEL TR LET, N2 TULT, IROT LA N P —7%2YR—FLET,
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« Tl WHE. BN, ARL—U, A== RSP FTA L = FREDYy— R AT
=) T AR

TRTCDA L EB—T 2 A AN TR =L AT — B ADEELE=L ) L TTHAA L F—T =
/rxo

Z DT ULX, query-condition =y REH L TIREND T —F 2KV IAT T2 D F# K
HDF—T— R T4 FEYR—FLET,

e UV —Z, CPUMHERLCATIUMHARREDIV AT A Y IV —A%2F=HF Y T LET,

« VXLAN: VXLAN 7, VXLAN h 74 VLAN h U2 — BIXOBGP VT T —X %%
7P VXLANEVPN # =% U 7 L ¥,

T—RDHREFRLIEFARY FDFIE

YoV — TN —=TDOY TR L 2T, T A MY T=EZ N TYLTIEEEN D Tk
LHEALIUTRREY 9, %Vfwﬁ%i TULARNY =222 BET D0, AV
MRBELZEEIZT VAN T2 2IPNET LT TE T,

T LA RNY DY TN E R LAOEICERE SNTWDIGE, TV A M7 v
g EREE, A X —7 oA A, EHREI,. BE O vxlan 7O 7 — % % g2 PRI E(E
LET,

c U NVHERE IR E SN TWAIGA, IR, A ¥ —7 =4 A {HREMHT. vxlan 7~
NT@WR%@E% BIOMO OERREHIBRAFRET D ET LA N UITA X2 Ml AE%

T = F OBREEETIIRAEA N MIMEICHB TS, SR T T U AR 7T A R MK
T LA MY 2R TEET,

INR FRIEFEEHEHNEIE

TLUABNY NA FAOVBERRICIE, IROFREFIHEHLFHL Y 5,
Z OFREIL, Cisco DME 7 — % {500 AH %V HR—FLET,
ﬂuﬁy#—ﬁw—fW®Lﬁ®DMENX&n~%EU%4Nx%ﬁﬁéﬁf*ﬁéﬁé
Z & if%i’@%\/ 7= & 203, sys/intf L (A& —TxA A (interface) | ZH L P — 7
J—" Tﬁﬁiﬁ‘é Ll cEFERHA, £/, sys/intf L linterface (f > #—7=A2) ] ClA

Lo — N —T2 KT D2 EIXTEERA, ZORMMNIEAE LS. NX-OSITRERK
| I D=

oper-speed =° counters=[detailed] 7R EDZ—WF— T 4V H— F—T— RN, (v F—T=A
2 (interface) ] /NAZX L TCOHRYR—FINET,

Z OKEREIE. 1E (depth) 1P 07 4V Z—4f (fFilter—condition) 172 E DD o HP— R
F7FvarEYR—FLTWERA,
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e T LA RY NRRAFTAULIZIE, SN2 TULOAFHICET DR OEIERH Y 97,
c KLFL/ILFERRMENBT-D, INLFEDOF VT 4 v 7 Zshow THIETALERH Y

F9,
f5]: show version IZZFaf SN Ed, 7=77 L. SHOW version £ 7213 version I3fHfH T F
A,

RO FHEDHZLITTEERA,
* |

PRIl if:&j:”

cROBFEETDDH Z LT TEEREA,
* telemetry

e conf't

e

TR FREFARVEER—Y 2 TT B0 03 —T 4 XXX
DR

AUHE =T 2 ANRRAFTUE, TRTDA B =T A ARV B ERAT —Z ADE T, E
=H VT LET, ROA I =T 2 A A I A T2V R—bMLET,

- Yyt
W T B =T AR
o« G
o JL—TF IRy
« VLAN
e A—k Fy L
A G =T 2 A AN TNV LT, BT =22 R—0 7T 50, AN b a%fE

TAHRZENTEET, [T—FOEEFELITIAR PO (46— | BB L TLEE
W,

\}

GE)  ZoETME, TS F—T 2 A A, =T Ny T FLIFXVLANO I T X2 %P R — KL T
W=, ARV —AT T RINFEHA,
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B 555 RU rER— U LI T 0D U8 —T T4 R SADHR

FIRDHEE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. pathinterface
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id

FIEDF4H
OV RERET7TIV3 Y Hay

Step 1 configure terminal a7 4FXal—varyE—FEANLET,

.
switch# configure terminal
switch (config) #

Step 2 telemetry T LA M UMBEORSE — FICAD £,
5.
switch(config)# telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id TLAR) F—=EZDv Y — TN —TEER L
ﬁﬂ: 7f°
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Step 4 path interface A B—T A NRNRFTYULERER LT, D
i flx DAL H—T A A LTI ODT LA K
switch (conf-tm-sensor) # path interface ?ﬂ—& 7TV ERETE D LI LR, 7T\‘\/1/fi\
switch (conf-tm-sensor) # %ﬁ?&@/r :/&‘—732/( AP T U 75? 1 Oﬁlﬁﬁﬁ L/i

T, WIS, TLARNVIET—X&EEL, T
BLET,

KV > ZRROBGE A LT, A v ¥ —T =
A AT =2ITEMC, FREFA =T A AD
IRENENT D= NTEFEEINE T,

Step5 | destination-group grp_id FUANVBER I N —T HTE— FITAY | 5
il ST N—T R L ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
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A nyansva—742 K208 ]

ARV REEET7IVa Y S

Step 6 ip addressip_addr port port PTRAI NS arDF LA RN F—RERER LT,
5 fRESNTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #

Step 7 subscription sub_id TULARNY Y TR YT a B TE—RIIAD,
il TFLAN) TR YT a R LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval o — PN —TEHEOY TR Y S a2
il Y LT, T=AOY T g () FEAD
switch (conf-tm-sub)# snsr-grp 6 sample-interval %Eiibi\\j—o ‘]j—\/7 ) V\‘y‘f‘iﬁlg[%ﬂi\ AA Y TFNT
5000 LA MY T—HE2EHICIEET D, A F—T =
switch (conf-tm-sub) # AARAARY IRFEE L EZITEETINEREL

EJr AN

Step 9 dst-group dgrp_id Bt IN—T % OV TR Y Fa it o

51 LEd, e384tk v—713,

oh (cont-tm-sub) § dst-grp 33 destination-group =~ > K Ca¥E L= #4071 —
SW1TC conr—-tm—-su - o N N
switch (conf-tm-sub) # 7 & #ﬁ[ﬂ‘éﬂéﬁﬁ)gb D i‘j‘o

O AT EZDA B2 —T AR INADFER

BrADOEEFFOI T —DRhERTHIEE SNV — KN 70V ZE2H LT, 4>

FIEDHEE

H—T oA NRA FTYLERER T E T,

7 4 VAL counters=[detailed] T,

IO ANEEMFHT DL, A X —T A ANNRFMFHARERT X TDOA U H—T =
AR B =R WWEL, WELET—F52 7 4 AVZAE LT, &ERE2ZENCIEE L
T, TANFEFA T arThY, HHLRAWGSE, Bl v o ¥ —2850 T X TOI v ¥ —

WALV HE—T oA AR RAIERINET,

)

G 74 2oL, B&HIZI show interface mgmtO countersdetailed & 8L L TV £,
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. path interface query-condition counter s=[detailed]
5. destination-group grp_id
6. ip addressip_addr port port
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7. subscription sub_id

ETUREBETLA LY |

8. snsr-group sgrp_id sample-interval interval

9. dst-group dgrp _id

FIEDF4H
ARV KRFERRETI Va3 Y B

Step 1 configure terminal a7 4 FXal—TaryrE—REANLET,
(E
switch# configure terminal
switch (config) #

Step 2 telemetry T LA N UBREORSE— FIZAD £7,
5
switch(config)# telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id FLARN) F=20B oY — I A—TE2ERLE
5 R
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Step 4 path interface query-condition counter s=[detailed] A B —T oA ANRAFTULERER L, T XTOA
i) VHE—=T 2 A AL a SO T S E—D I E

P

switch (conf-tm-sensor) # path interface e LET
query-condition counters=[detailed]
switch (conf-tm-sensor) #

Step5 | destination-group grp_id TULA NGV —T 7= RICAD | 4
i, S =T B L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port BT RV S arDF LA RN F—RERER LT,
i) TSNP T RLALR—=RMIA M= 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #

Step 7 subscription sub_id TULVARNY Y TR YT a B TE—RIIAD,
il TLANY TR YT a v EfRLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval oY= TN —TEREDOY T AT Y T g 02
i VI LT, THOF T TRk (U A

i E LET, Yo7 o TRIRRIE. AL vy FRT

B =7 EsRTFLARY
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aEEED( v a—7 42 20K

AU RFERETIVa Y

HA

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

LA MY F=2 @ISR ET o0, A7 —T =
AAAR IBRRE LT E ETIRETLI0EDE L
i‘g—o

Step 9

dst-group dgrp_id
(E

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

B I N—T % OV T AT Y T a i) vy
LET, e d 2840827 v — 714,
destination-group =~ > K Ci% et L7-#4ist 7 —
T T HOMERDY T,

EMEEREDA V3 —T 24 R INADER

TBESNEIMERIEDA v Z—T =2 ZADH T L ZERTERFHDIF—T— K 7 4 )LF Z{H]
LT\475—7I4X/$z§&w%%&ﬁ%iﬁo74”&@@&&@%%]?#0%@@@
HWENYAR— FENTWET: auto, 10M, 100M. 1G. 10G. 40G. 200G. I L T400G,

TOTANEENHTAZEICLEYD, A F—T2— A NRAIEESNEHEDOL X —T = —
ADT VA RN) T—=2ENEL, ZOHFEREZEMTIZELET, 740X IFA T a0 TT,
i Uania, BMEEEICEFRRLS, T RTOA U F—T =2 ADD T ANERENET,

TANEE, HHOBEEE 2 vXYV DY AN LTRITFANDZENTEET, & 2T,
oper-speed=[1G, 10G] ﬂi\ 1%J:U‘\10Gbps T@Jﬂfﬁﬂé/f 3/5“‘7 :4’ AD T ‘7:/5 %EX%L Li'?_o
XYY FE LTHEAZMH LN T EE 0,

FIEDHEE

\}

GE) AV E—TxARAFAT VY TA L H—T 2 A V=T Ny 7 BILOVLAN IZITHIERE 7
TRT A NN, T ANVFIEINLDA L E—T 2 A A ZA T HEYFR—FLERA,
1. configureterminal
2. telemetry
3. snsr-group sgrp_id sample-interval interval
4. path interface query-condition oper-speed=[speed]
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
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ETUREBETLA LY |

ARV RFEEETIVa Y

HA

Step 1 configure terminal a7 4 FXal—TaryE—REANLET,
ik
switch# configure terminal
switch (config) #

Step2 | telemetry T LA N UBRRORRE— FICAY 7,

15
switch (config)# telemetry
switch (config-telemetry) #

Step 3 snsr-group sgrp_id sample-interval interval oY — TN—TEZHEOY T A7 Y T g2
1 YO LT, 72OV T T (XU READ
switch (conf-tm-sub)# snsr-grp 6 sample-interval %E&Lﬂ_‘!bi\‘jﬁo ﬂﬂ/vj Y V\?F?ﬁﬁl%ﬂi\ ALY THT
5000 VAN T2 NCEET 2, A ¥ —T =
switch (conf-tm-sub) ¢ {2 AR MRS LT b XSRS B R PUE L

ES N

Step 4 path interface query-condition oper-speed=[speed] AV HE—T 2 A ARRATGTYLERE L, BEINE

B M (Z O T 1 Gbps & 40 Gbps D) 54T LT
N - N N . EIA\

switch (conf-tm-sensor)# path interface oA A 7= A A %@7& '7 “ ;&ﬁ]‘y‘z sz

query-condition oper-speed=[1G,40G] jﬁo

switch (conf-tm-sensor) #

Step5 | destination-group grp_id TUANIERGR I N—T T E— FICAY | H
f. KT N—TERE L ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step6 | ip addressip_addr port port YT27 VT a DT LA N F—2 &R LT,
5 FRESNIZIPT RLAER—NMIARNI—=I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 EET*O
switch (conf-tm-dest) #

Step 7 subscription sub_id TLANIY TR YT g TE2—FRIIAND,
il TUANY FTRT )T a rwRLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval oY — IN—TEREOY T A7 Y Fg 02

E

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

VI LT, T=EOY T 7RI (VA
ERELET, Yo7V MBI, Ay TFRT
LA RN =22 WIEETDH, A F—T7 =
AAANR IRFEA LT EXITHEETLINEREL
3
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AT REEE7IVa Y =)y
Step 9 dst-group dgrp_id Bl SN—TF 2 Y T2 ) T g ) v
il LET, BET2EGL7 1V —713,

destination-group =~ > K Ci% i L= 4L 7 —
=T HUBERH Y FT,

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

BHD

FIEDH#EE

FIRD 4

HDINIZEKBAEB—T AR INZADIER

A B =T 2 A ANRZATYLDOEI L7 ) EMIT L THEBO 7 4 V2 2R T3, F0i
O AT AHA DT 4V HIE AND TES SNET,

Y FMOET 4 ZIE, ar~E2MH L TXYIY £9, query-condition (Zi, fEEDHD 7 1

72 &0,

configureterminal

telemetry

sensor-group sgrp_id

path interface query-condition counter s=[detailed],oper-speed=[1G,40G]
destination-group grp_id

ip addressip_addr port port

subscription sub_id

snsr-group sgrp_id sample-interval interval

dst-group dgrp_id

©ENSOOHRWN A

AR NFERERETIVa Y By

Step 1

configure terminal a7 4FXal—varyE—FEANLET,
51

switch# configure terminal
switch (config) #

Step2 | telemetry T LA N UBBEORRE— FIZAY £77,
1LE
switch(config) # telemetry
switch (config-telemetry) #
Step3 | sensor-group sgrp_id TLARNY F—=FDv P — TN—TEER L £
51 EE

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

=FEEETFLA Y )
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ETUREBETLA LY |
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Step 4 path interface query-condition [ L7l THEOFMEZHE L ET, ZOHITIE,
counter s=[detailed],oper-speed=[1G,40G] 7 Y IO 2 EFLET,
f31: « 1 Gbps THEIFENTVHA L —T = A A TE
switch (conf-tm-sensor) # path interface = uﬁl\@ﬁ K *‘{/LIX% LTk Li*ﬁo
query-condition
counters=[detailed] ,oper-speed=[1G, 40G] e 40 Gbps «C%ﬁt éﬂfl/\é/]) \/5,_7 :1:/]' X'C““If
switch (conf-tm-sensor) # N .

a2 —EIEEL TR LET,

Step5 | destination-group grp_id TLA NG V—T 72— RIZAY, 4t
11 T N—T B L ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port BT27 S arDOF LA RN F—2ERE LT,
5. fREINTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #

Step 7 subscription sub_id TULVARNY Y TR YT a B TE—-RIIAD,
il TLANY TR YT a v EfRLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval oY — IN—TEREOY T A7) a2
il Y LC, T2V T TR (XU RPEAD
switch (conf-tm-sub)# snsr-grp 6 sample-interval %E{i% Li\\@ﬁo V‘j-\/7 Y V\?%ﬁlﬁﬂi\ ALY THBT
5000 VAN F—=2 g NSk FET 20, A4 —Tx
switch (conf-tm-sub) # A AR R LT b E ST S R P L

7
Step9 | dst-group dgrp_id P I N—T DY T AT ) T a Y v
51, Lk, JiEd 23/ L — 71,
oh (cont-tmsub) § dst-grp 33 destination-group =~ > K CrEE L= 4 7 1 —
SwW1ltC conr—-tm—-su - ) N N
switch (conf-tm-sub) # 7 & #ﬁ‘a—édé\%ﬁ)&) D ij‘o
— > [o] » o == (] S
T—A3FRIFEAREER—U D TTH5=ODRE/NADIERK

B AR TOUE, Ty v, W BB A PL—Y, A8 T — FRED
SR UMHREE= S VLV LET, TLA R F— 2 @MK= T B, A Sk
MFRE LT L X ICF — 2 2T 5 & 5 ICHE A A 2 RCTE £, JHlicoV TR, 7—42 0
PS4 NV R OB (46 5—) EBH LT ESW,

TR =D U TFEIFA R MCESWTY AT A Y Y =2 R ERT LY V—RZ %
ERETEET, ZONRFTANEY T HYFR— ML TWERA,

B =7 EsRTFLARY
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F—8E kA Ry b ER—) V7 s oomE 2ot [

FIEDHZE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. path environment
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id
FIED F4H
ARV RFERRETI Y HEY
Step 1 configure terminal Ay 7 4Xalb—varyE—RFEANLET,
E
switch# configure terminal
switch (config) #
Step2  |telemetry T LA MUBBEORERTE— FIZAD £,
5
switch(config)# telemetry
switch (config-telemetry) #
Step3 | sensor-group sgrp_id FLARNY F=2Dv P — TA—TF MR L E
5 ER
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
Step 4 path environment RO~ DA T =27 "OT LA RN T—4
il T SVIERTE D L ICT DBE A T L%
switch (conf-tm-sensor)# path environment ﬁﬁkbiﬁ—o FARULEN %’Eﬁ@j_&)\ﬁ% 12
switch (conf-tm-sensor) # Hjj]@lﬁﬁf%lJEE7fo
YTV HRICI T, BT — 23—V 7
2N TA N = 7 EN50, 4 X2 b
AL XTI ESNET,
Step5 | destination-group grp_id TULA NGV —T 7= RICAD | %
11 T N—TERER L ET,
switch (conf-tm-sensor) # destination-group 33
switch (conf-tm-dest) #

=FEEETFLA Y )
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Step 6 ip addressip_addr port port PTRAI VS arDF LA RN F—RERER LT,
5 fREINTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #

Step 7 subscription sub_id TULARNY Y TR YT a B TE—RIIAD,
il FTLARN) TR T a R LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval o — PN —TEBHEOY TR Y S g2
1 Y7 LT, TAOV T Y TG (XU REALD
switch (conf-tm-sub)# snsr-grp 6 sample-interval %Eiibiﬁ—o ‘]j—\/7 Y \/?:Fﬁilg[%bi‘ X/fm‘y?:ﬁi?“
5000 VA NY F—# %22 \ARICEGET D0, BEA X
switch (conf-tm-sub) # FRFAELIE ZITEET LN ERELET,

Step 9 dst-group dgrp_id WG N =T DY TR ) T a iy vy
i, L& T pHkiss 7 v — 713,

oh (cont-tn-sub) § dst-grp 33 destination-group =~ > KTl L= #4007 1 —
SwW1tC conr—-tm—-su - ) N N
switch (conf-tm-sub) # 7 & *?ﬁl'@—é%‘ﬁﬁ‘ﬁ)% D i—a‘o

AR MFERIFT—232R—=)2TFTBE=HDY))—RX INADIHER

U —2ZRA%, CPUEHERRLC AT VMR DV AT L) Y =R =2 ) 7 LET, =
DNAZERER LT, TV AN T—=2 2 AMNET 200, A2 ERFEE LT & XITNET

FIRDHEE

TET

[F =S DOEEFETITA X FORE (46— | SR L TIIEEN,

TONRAITANHZ Y T EYFR—FLTHERA,

configureterminal
telemetry

sensor-group sgrp_id

path resources
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©ENSOGOHWN

dst-group dgrp_id

B =7 EsRTFLARY
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ARV KRFERRETI a3 Y =]:p]

Step 1 configure terminal a7 4 FXal—TaryE—REANLET,

E
switch# configure terminal
switch (config) #

Step2 | telemetry T LA MY MBEORE— FIZAY 7,
£
switch (config)# telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id TLAN) FT—=2DoY— TNA—T R L E
£ EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Stepd | path resources WHOM A DY AT B Y I —ADF LA Y 5k
i, ETUCRETEDRDIET DY V=R SR TN
switch (conf-tm-sensor)# path resources jl/%*%ﬁkbi‘j“’ 7/\‘}141‘ T‘Ei&@?‘—&)\ﬁ% 1
switch (conf-tm-sensor) # ’)O)Hjjjﬂl?ﬁﬁ Liﬁ‘o

TR LT, VYA F—=FEIR =D
TSN TA M) =7 Shdh, VAT
LAY NotOK] ICEE SN &SIk fFESh
EJe N

Step5 | destination-group grp_id TLA NG V—T 72— RIZAY, Hst
i, SV =T B L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port VTR YT a DT VAN T—H EHE LT,
5. fREINTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #

Step 7 subscription sub_id TULARNY Y TR YT a B TE—RIIAD,
il TLANY TR YT a v EfLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval oY — IN—TEREOYT A Y T g0z
B, LI LT, Fa DY T Y R (DB
switch (conf-tm-sub)# snsr-grp 6 sample-interval %Eiibij—o 7Y Vﬁﬁﬁ&%ﬂi\ AA Y TFNT
5000
switch (conf-tm-sub) #

=FEEETFLA Y )
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VAU F—=Z 2RGS0, VY —A A
NRUIBFE LT L ZITEGT o ERE LET,

Step 9

dst-group dgrp_id
LE

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

B I N—T % OB T A7 VT a il vy
LET, fEET 286tk 1 — 713,
destination-group =~ > K Ci% i L= 405t 7 v —
T —HTHUBERHY FT,

AR LERIFT—E2Z2ER—1) 253 51D VXLAN /XX DFERK

vxlan /XA ZULpX, VXLAN E7, VXLAN# 7> % — VLAN» 7> % — BGPET T —47¢
&L Ay FORAILERLANEVPN IC BT DA R L ET, ZORX TV L T, &
WIS, EREAR IBFRAELEEFICT LA MUERENETEET, [F—2oREE-
AR MOZE (465—) | ZSHL TSN,

TONRRFZTANEZ Y T HR—FLTHWERA,

FIRDOHTE

FIEDFFH

configureterminal
telemetry

sensor-group sgrp_id

vxlan environment
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©ENSOORWN A

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

aARVKRFERERETY VY

B

Step 1

configureterminal

ik
switch# configure terminal
switch (config) #

a7 4 Fa2l—aryEF—FREANLLET,

Step 2

telemetry
(E

switch (config) # telemetry
switch (config-telemetry) #

T LA NUBBEDOR LT — FIZAD £,

Step 3

sensor-group sgrp_id

1

B =7 EsRTFLARY
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switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Step4 |vxlan environment WH O % DVXLANA 7V =27 hOF LA R Y F—
i) B T XYUZIEETE D X DIT2T 5 vxlan 78 A T
switch (conf-tm-sensor) # vxlan environment ﬂ/%%ﬁkbi“j“’ 7J\‘}1/&i‘ %ﬁciﬁ@ﬁi‘—&)\ﬁ% 1
switch (conf-tm-sensor) # OSOHBIZHE LET, V7R CTC,

VXLAN 7 —# 3R —1V > 7RIS TA F Y —
VT ENDD, AR IRFRAEL L FITREES
NET,

Step5 | destination-group grp_id TLANUEEE S V—T 72— RIZAY, 4t
i, ST E L ET
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port BT27 S arDF LA RN F—2ERE LT,
5 fREINTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 EE
switch (conf-tm-dest) #

Step7 subscription sub_id FLARNIHTRZ YT arHTE—RIIAD,
il TLANY TR YT a v EfRLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval ot — PN —TERHEOY TR Y S g2
il Y7 LT, T=FOY TV I (XU R
switch (conf-tm-sub)# snsr-grp 6 sample-interval %?ﬁ%iﬁ L/gi?ro %%:{j7 Y L/%TﬁﬂF%bjg ALY THBT
5000 VARNY F—F 2 MIZIEET 57, VXLAN A
switch (cont-tm-sub) 4 Ny MR LT b & ST S R TE LE T

Step9 | dst-group dgrp_id BE I N—T OV TR Y T g Y v
il LT, R 286007V — 71,

oh (cont-tm-sub) § dst-grp 33 destination-group =~ > K CaiE L= #4807 —
SW1TC conr—-tm-—su - o N N
switch (conf-tm-sub) # 7k éﬁzﬁaéﬂé‘ﬁﬁ‘ﬁ‘% n i'a_o

INR SR R TR

WOTH, NRTFRAREREINTNWDZ EEMRL, BITHhOT LA MU ERRLTED
xR TEET,

FIEDOHEE

1. show running-config-telemetry
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Step 1

show running-config-telemetry
1

switch (conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G, 10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

T U AN OBIEOFATRIMER R LET,
ZOEITIE, B — =741, 1 BLO10
Gbps THEITSNTWNWDHA X —T A AxbERLEL
SO I B —H T D X DI STV ET,
trY— Z—761%, 1 & 40Gbps THAITZNT
WHA LB =T 2 A APLTXTOHT X —%IY
LT 2L IS TVET,

INR ZRIVIBEHRD KRR

INRA SR)FERATUHR

showtelemetryusability =~ > R4+ 25 &, 72U ZFAT LT & IR TR 8D %

O)/\OX %ﬁ%?% iﬁ‘o

avy R

EGNGES

show telemetry usability {all | environment |
interface | resources | vxlan}

FTRTCONRRA T DOTRTOT LA RY R
A, FRIHBE SN RA TULDOTRTOT
LA NY SRR, 7, BITE, K3 AN g
72—V 7 F i3 A R MW TT b
ARNY F—=2E2WRETLNE I PPRRENE
R

AV HE—=T A AR FYLITIE, RE LT
X—U—RT74 N EERIT7 V4L EEN
3

show running-config telemetry

T LA MY LIRS NI S ANERD FAT I

B =7 EsRTFLARY
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1z sAutsaozT I

GE) showtelemetry usability all =~ Rix

:nl:l L/?LL%) @T‘é—

IOEBIV I NIRENTWAlc Davy REFT T

show telemetry usability environment =~ > KOH| Z K IZnx L £,

switch# show telemetry usability environment

1) label name environment
path name sys/ch
query type poll

query condition

n%r&itﬁf;ﬁﬂl&1eqFUﬂga7sitﬂfﬁ&ﬁgﬁ&&ttﬁﬁ«ﬂ&iﬁipﬂ%uﬁoueqifﬁﬂobeqt&gcﬂgueqiRale}tﬂ;s}t&xsmqs}tuskx

2) label name environment
path name sys/ch
query type event

query condition

switch#

show telemetry usability interface =~ > ROH i &#WITR L E9,

switch# show telemetry usability interface

1) label name interface
path name sys/intf
query_ type poll

query condltlon

2)

label name

path name
query_ type
query condition

interface

sys/mgmt- [mgmt0]
poll

qﬁqﬁagfshxﬁgﬁq%agtﬁﬂﬂﬁqﬁm@@ﬂfamﬁh\pﬁ&gﬁﬁngﬁmﬂﬁqﬁﬂxmedasmmﬁﬁﬂﬁasnmﬂﬂmmnﬂﬁmnmﬂﬁﬂnmnﬂﬂDt

3) label name interface
path name sys/intf
query_ type event

query condition

ethpmEncRtdIf.operSt, "down"))

4)

label name

path name
query_ type
query condition

,and (updated (ethpmEncRtdIf.operSt) ,eq(ethpmEncRtdIf.operSt, "up"))))

interface

sys/mgmt- [mgmt0]
event

qﬁytﬂﬁﬁﬁﬂﬂﬂ¥ﬂﬁﬂgffﬁﬂﬁrOXEBHM<KHHM /ol e (Tt T qrees) e (Mt T qrers, ")) arold it (ndn T ey ey (gt TE . e, W) )
switch#

ETILERENRIT LA LY .
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show telemetry usability resources =2~ > KOz KIZ/R L ET,

switch# show telemetry usability resources

1) label name
path name
query_ type

query condition

2) label name

path name
query_ type
query condition

resources

sys/proc

poll
rsp-subtree=full&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

3) label name

path name
query_ type
query condition

resources

sys/procsys/sysmem
event

query-target-filter= and(updated(procSysMem memstatus),ne (procSysMem.memstatus, "OK"))

switch#

show telemetry usability vxlan =~ > KO 2RI/~ LET,

switch# show telemetry usability vxlan

1) label name

path name

query type
query condition

2) label name

path name

query type

query condition
3) label name

path name

query type

query condition
4) label name

path name

query type

query condition
5) label name

path name

query type
query condition

vxlan

sys/bd

poll
query-target=subtree&target-subtree-class=12VlanStats
vxlan

sys/eps

poll

rsp-subtree=full&rsp-foreign-subtree=ephemeral
vxlan

sys/eps

event
query-target=subtree&target-subtree-class=nvoDyPeer

vxlan

sys/bgp
event

query-target=subtrees&query-target-filter=or (deleted (), created())

vxlan

sys/bgp
event

qEq%agﬁ%ﬂtmﬁhﬂgi{diﬁecks;ﬁﬁhnupﬁxbgRE@fuph@fb;Rﬁﬁﬁh&yuppaﬁdzﬂsb}QEﬁdPhpiaRﬂh&yb;Qﬁ@ﬁhi

switch#

. ETILERENRIT LA LY
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2T 4T T—REFIL/INR
P2 T4 T T—REEBETT/NRIZDNT

NX-OS7 LA RUIE, BEDA LV T TARNT I F ¥ E7EIT —F_X—R IR e Inin=a—h
TN T —=HIREILTHDIDRAT 4T T—H V=AY R—=1rLFET, iz, XA T 47
F—H EEEMHT L, IR b ERET SV A= arE T 7 LT, MR A
FAGT VA RNY AR —AIHATEET, XA T 47 T—Z EGIDONRREIA T T AT
JFXIEI RN, ZOMBRITERM AR L, AT 07 TSV r—3 3 VIINX-0S T
VARNY EREECEET,

AT AT T—FIEETRASRAENHT DL, FFgotrh— NRZFRLT, BV NLEET
LA N F—=F 522 ETEET, ZOMAEIINX-SDK L L T, RO ZNLDT LA MY
F—HDAN) =TV R—FLET,

e IPL— DT LAY FT—HEFEET D RIB /A,
B IO MACZ FUDT LA Y F—X%2i%k(5T 5 MAC /XA,
«IPv4 & IPV6 BEIEEDT L A N T — % 23551 D EHEBER A,
BT A7 )T ar B ERTHE, BINLTSRADTRCOTFT LA N F—HNEEHEE L%

GHICA N =7 &nFEd, HEBEOE, 4 XV MEMOAPZEHICA N —I 7 &N
ij‘o

FAT AT T—FEETCRNADA RN )=, RO a—F 4 07 B A TEPR—FL
E3

* Google Protobuf (GPB)
« JavaScript Object Notation (JSON)

e 1737 K Google Protobuf (=2 > /X7 | GPB)

2 A T4 T T—REETNABIZA N =I5 ENBZTLARY
T—A

WORIT, K/ —ARRZHONWTC, YT ARZ Vv g UREIIER SN L& ("= T4
V) EAR MNENRE L XA N I S ENAERERLTWET,

=FEEETFLA Y )
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Path Type HBIRH) T3 R—R54 |4 R i@ (Event
> Notifications)
RIB STDN— N DEfE
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T4 T FaEERARAILR =20 snsF LAY F—5 |

Path Type

YITRY YT a3 R—R54

~

AR @S (Event
Notifications)

A FOERK, B, BEWY
BIBRIZBE 95 A o Ml S &%
FLET, ROMEIZ, RIB/NA
DTLVAMIZAHLTTZT A
A—bhENET:

s X T ANKY T N—T 4
V7GR

cRTANKYTDOT R
LA

e N A i
A RF =Tz AR

e XTANKYTD
VRF %4

« XU ALKy TOFA
#

« RT ANy T OESN
1543

¢« XTI ARKRYTDA K
Uy o

CRIT ARy TDET

e R ITANKYTDERS
A2 EAF

¢« X I ARNKRYTD R
e VNS

cRITARKRYTDOHT
bz A7

XTI ANKY T XA
TOTTTDOEy N
L ® OR

e LAYIDNL—TFT 4 LTI
WEMRLT 5
e JL— D VRF %4

=TT 4T A
T R A

=FEEETFLA Y )
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Path Type

YITRY YT a3 R—R54

~

AR @5 (Event
Notifications)

*N— DRI

= FDXRT ARy
T
o« A X MDFESE

e XTI ANKYS

MAC

R L O A3 v 7 MAC
T FUIZH LTDME 56
GETALL & FAIT L E T,

A2 hOEM, T X OHI
A i P AN S K S B v v
LEJ, ROMHIE, MAC /XA
DT LVARNIEZHELITZI A
A—rEnhEd:

* MAC 7 KL A (MAC
address)

*MACT RLAR XA
« VLANZ =
A UHE—T A A
e ARV IAT
AR MBI, =2 b

YEHAFI Yo Ty R YOl
JYHE— P ERTOET,

B =7 EsRTFLARY
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Path Type

YITRY YT a3 R—R54

~

AR @S (Event
Notifications)

(5

IPv4 35 L OV IPv6 B[R (7
rykru—) EREELET,

A2 hOBEM, HER LOHI
BRIZBET 2 4 o MlANZE A
LEJ., IROMEIF, BiEBEIF
(TVx% B =) RXRADT L
ARV EBUTZ I AR— K&
NET:

«IP7 KL A
*MACT FL- A

A H—T A R
WA L H—T 2 A AK
* VRF %
YT F LA

BB OREAE T

cBHEBIR (T Vv
V=) DT RLATZ 7Y

o BEERIR (T VYRV
=) DAR N HAT

FEANZ DU CIE, Github https:/github.com/CiscoDevNet/nx-telemetry-proto % Z i L C< 72X\,

AEFREHNEE

XA T 4T T —H ELEI0 S AR

IW—T 1 2T1E éEﬁOD?«rT»r 77

GENDTTONA— b
ﬁﬁﬁﬂx%%ﬁf%iﬁo

URIB |

TiE, ROTBEHHALHIHEHDH Y £,

*RIB. MAC., BIUBHEER (T x> —) DRAT 47 T —ZEETL/NANED A b
V=37 0gh, Broth— A 7aXT7 ¢ OFHIL, depth, query-condition® 2% &
filter-condition7g & D4 A ¥ AFEHEA P R— R LER A,

— R IEETT/INA DI

W AR ARG T AN —T 4 VIR DORA T 4 T T —H

Fird 5L, HEEITXTOL— MERZEFLES, =27

A LD, ALy FPYR— T2 —F 47 T b aro— FEELHIBREECOWTE
RIZSERE SNETS . RIBIEBHITEE SNDT = ZICOWTH, KA T 1 7 7= 26 A
—4 (63 ~—) EZHMLTIESN,

AN =T EZINBHTVLVARNY T

ETILERENRIT LA LY .
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B a0 R1 T« T FskER AR OB

FIRDHEE

FIRD 4B

B BHIIZ

T LA NUBREE BN L T WIGEIT,

1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-sourcenative
5. pathrib
6. destination-group grp_id
7
}
8.  subscription sub _id

ETUREBETLA LY |

ZZTHBICLET (featuretelemetry) .

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

ARV NFERERETIVa Yy

EL:p)

Step 1 configure terminal a7 4 FXalb—varyE—REANLET,
151
switch# configure terminal
switch (config) #

Step 2 telemetry T LA N YBBEORLE— FICAY £,
5.
switch (config) # telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id o= I—F R LET,

B
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Step 4 data-source native REOETNRT —ZR— 25 hE LTI, RA
il TAT T IV r—arPNA N — b F—H %Al
switch (conf-tm-sensor) # data-source native %T% 5 J: g @:\ ?_&ﬁ{ﬁjﬁ%?\/f 747 KE&E
switch (conf-tm-sensor) # Li‘é_o

Step 5 path rib M= R EN— T T T MEREA Y =
i 4% RIB 7S 2 Z W% L £,

nxosv2 (conf-tm-sensor) # path rib
nxosv2 (conf-tm-sensor) #

B =7 EsRTFLARY
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MAC 5D+« 7 1 7 a2 0mn ]

ARV RFERRTI VY

By

Step 6 destination-group grp_id T LA NYEESE I V—T T = NICAY, B
151 KT N—T"%RE L FET,
switch (conf-tm-sensor) # destination-group 33
switch (conf-tm-dest) #
Step 7 ip addressip_addr port port protocol { HTTP | gRPC |7 227 ) 7L a o DF L A R F—F % f8EX
} encoding { JSON | GPB | GPB-compact } NEIPT RLARER—RZIA N —I 45
15 ITHM L, T—F A Y —bDFm haplxzy
switch (conf-tm-dest) ip address 192.0.2.11 port| & IN & & LET
50001 protocol http encoding json
switch (conf-tm-dest) #
E
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
E
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
Step 8 subscription sub_id TULANI TR YT a B TE—RIZAD,
il TLARNY BT 27T a2 LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
Step 9 snsr-group sgrp_id sample-interval interval oY — I N—TEBEOY TR Y S g 02
i Y7 LT, TAOY T Ik (VR
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁiz_%?%%ﬁzL/aiﬁﬁo %%L<:7 Y >/5:ﬁ%ﬁ%hi‘ AL T
5000 MT VAN F=2 & MR GET 20, A~
switch (conf-tm-sub) # =Tz ALY PBRE L L FICRET B
ZPE LET,
Step 10 dst-group dgrp_id BRI/ N—T 2 OV T A ) T a ity v

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fET L7 v —713,
degtination-group =~ > K CikiE L2 #E%i5L 7L —
TE—HTHUERDY T,

MAC [FERD %A T4 T T—RIEET/NADIER

MAC 7—7 N DFTXTOxT L F VIZHT HEREIXGET D MACTHRDO R AT 4 7 7 — 2 I&f5
TG NAERCEET, FikT D L, EMEITT N TO MAC TR ZIEE L E7, HEHEDORE,

MACT R L ZADiahn, BH. B I OHIBREEDOBENEFE SNET, MACHEITIAESND T —
ZIZONWTIHE, RAT 47 T—HREFIRAHICA N = v 7 and7 VAN T—4% (63

N=Y) BZHLTIES N,

=FEEETFLA Y )



B vactEmorq 717 F—2itER RO

FIRDHEE

FIRDF4B

\)

ETUREBETLA LY |

GE)  HEFHEITHIRA X hDGE,
fFanE7d,

MAC &L, PR A DO MAC 7 R L 220 L TOHIE

RO BHTIC

T LA M UBSRER AN L TR WgEIE, 22 THMIC L £7 (featuretelemetry) .

1.  configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. pathmac
6. destination-group grp_id
7
}
8. subscription sub_id

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

ARV RFERETI Y

El:p)

Step 1

configureterminal

i

switch# configure terminal
switch (config) #

a7 4 FXal—varE—FEANSLET,

Step 2

telemetry
1

switch (config) # telemetry
switch (config-telemetry) #

T LA RN UBREDREE— RIZAD £,

Step 3

sensor-group sgrp_id

1

switch (conf-tm-sub) # sensor-grp 6
switch (conf-tm-sub) #

ot — T A—TEERLET,

Step 4

data-source native

1

switch (conf-tm-sensor)# data-source native
switch (conf-tm-sensor) #

FEDOETNRT — A R—A % B ELETIZ, 1A
TAT T IV r—arNA N —b F—F %A
HT&bXo, T—HREEILERAT 4 TITHE
LT,

B =7 EsRTFLARY
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MAC 5D+« 7 1 7 a2 0mn ]

ARV RFERRTI VY

By

Step 5 path mac MAC = U B L OMACHEANIZHET 5 HH %2 2 k
11 U —2hF 25 MAC S A& L £,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #

Step 6 destination-group grp_id TUA RNV N—T T E— RIZAD, 4
i ST N—T E ML ET
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 7 ip addressip_addr port port protocol { HTTP | gRPC |7 227 ) 7L a o DF L A R F—F % f8EX
} encoding { JSON | GPB | GPB-compact } NEIPT RLAER—FIA RN —I 745k
1. IR L, T—FX AR —ADTFa hajp oy
switch (conf-tm-dest)# ip address 192.0.2.11 port :3“‘]§%Eﬁ%ﬂfl/ji7fo
50001 protocol http encoding json
switch (conf-tm-dest) #
1
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1K
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

Step 8 subscription sub_id TLANIH TR YT g B TE—RIZAD,
i TULARN) TRV T a R LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

Step 9 snsr-group sgrp_id sample-interval interval oY= IN—TEHREOY T A7) g 02
1 YO LT, TV T Y IR (SRR

S 271 S P S P BARE -
switch (conf-tm-sub) # snsr-grp 6 sample-interval ﬁéi_%?mZﬁzL/ai?rO ﬂf':f7 Y «/fiﬁifmfi\ AL YT
5000 NT LA RN T—=2EEMINIEGET D, 1
switch (conf-tm-sub) # BT A A R NFRAE LT & X TR DA
ZRE LET,
Step 10 dst-group dgrp_id Bl SN—T R Z DY T A ) F a0z

1

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, fREd 2867 1V —713,
destination-group =~ > K Ci% it L 7= #4056 7 v —
Te—HTHUBERDH Y FT,

=FEEETFLA Y )



ETUREBETLA LY |
B rccomactEmn 157« 7 F—RRETAROBA

TRTOMACTHERDARA T4 T T—REFT/NADIER
LAFY3IBLIRLATV 25, MACT—7 DT _RTOTy M ICHTAIEREEET 5 MAC
WRDORAT 4 7 T =X RGN N AZ RN TE LT, BT 5 &, EERITTTD MAC 5
ZIEELET, HEMOE, MAC T RLUADIEN, BH, BXOHIBEEOBMNEG SN E
T MACHAITIEE SNDT —ZIZOWTIE, FAT 47 T —HEGFIHANAHICA N —I
TENDHT VAR F—X% (63—=) ZZBLTLEEN,

)

GE)  HHEITHIGRA Xy FoEE . MACEBANL, IPBEEBERZFFOMAC 7 R L A2k L TO R
FEnET,

I BRI
T U A MIBBEA AN L TGS, 22 TAMCLET (featuretelemetry) |

FIEDHEE
1.  configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-sourcenative
5. path mac-all
6. destination-group grp_id
7. ipaddressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact
}
8.  subscription sub _id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIE D4
OV RFEREETOIVaY H#
Step 1 configure terminal gy 74X a2l —varyE—REANLET,
ILE

switch# configure terminal
switch (config) #

Step 2 telemetry T LA N UBREDOHE T — RICTA Y £97,
151

switch (config) # telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id vt — ZA—TEERLET,
151

B =7 EsRTFLARY



| EFrESRTFLALY

¥ RTHOMAC ERD 1 7 1 7 F—2 s 2o [

ARV RFERRTI VY

By

switch (conf-tm-sub) # sensor-grp 6
switch (conf-tm-sub) #

Step 4 data-sour ce native FREDET NRT —H_R— AN LI, FA
1. TAT TTVr—va v PBA R —h T —F &1l
S 517 S g PR A S -
switch (conf-tm-sensor) # data-source native Hgf% é J: g L_\ 7 &1%.11—;755’7\4’ 747 GLHX%
switch (conf-tm-sensor) # L/gijro
Step 5 path mac-all FTRTHOMAC = b U BLOMAC BRI T 5
1. THEREA MY —AF 25 MAC RAZMELET,
nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #
Step 6 destination-group grp_id T LA NV N —T T = RIZAY | #4i
i, SN —T M LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
Step 7 ip addressip_addr port port protocol { HTTP | gRPC |7 227 ) 7L a > DF L A R F—F % f8EX
} encoding { JSON | GPB | GPB-compact } NP7 FLALFE—MIA N =07 F 5%
5. XL, T—=F A Y —LOTu fhartzy
switch (conf-tm-dest)# ip address 192.0.2.11 port :1*‘}¢%Eﬁkﬁil/jiiro
50001 protocol http encoding json
switch (conf-tm-dest) #
1
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
B
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
Step 8 subscription sub_id TULANI Y TR YT g B TE—RIZAD,
11 TLARNY TRV T g w2 LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
Step 9 snsr-group sgrp_id sample-interval interval oY= IN—THREOY T AT ) g 02

1

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

I LT, T=EOY T Y TR (VR
) ZFRELET, Vo7 o IR AA vF
DTV AN T—=2ERWMIEET 50, A
B =Tz A ALY IBFE L& EITEET DD
e LET,

=FEEETFLA Y )



ETUREBETLA LY |

B rusor77 7—5 2o

ARV RFERRETI Y HEY

Step 10

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

dst-group dgrp_id Bl IN—TH Z DB T A )T g0z

LET, faed 2#et 7 v —71%,
destination-group =~ > K Ci% & L= #4056 7 v —
TEHTLVERHD T,

IPBEIZEDRA T 4T T—3 INADIER

AA  F DT XTO IPv4 & IPv6 BHEIC T 21 IR A LG T2 1P B IRO XA 7 4 7 7 — X ik
FIRAZ R CTEET, B2 L, HEEITT X COMEEREZEG LE T, HEHBORZ,

B E OB, EE. B I OHIRICET 2% E ShEY, BEEGRIm TG IS T—
ZIZONWTIE, R’AT 47 T—HIEGEISAHIZA N =7 E3nNd7 VA N) 7—4% (63
N—=) EZHLTIEEN,

YR BEII
TUANUBREZAIC L TV RWgGEIE, 22 TEMICLET (featuretelemetry) .

FIEDHZE
1.  configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-sourcenative
5. path adjacency
6. destination-group grp_id
7. ipaddressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact
}
8.  subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIE D48
AV RFERIETI 3y By
Step 1 configure terminal a7 4 Fal—arE—FKEANLET,

switch# configure terminal
switch (config) #

Step 2

switch (config) # telemetry
switch (config-telemetry) #

telemetry T LA R UBREDOREE— RIZAD £,

B =7 EsRTFLARY
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ARV RFERRTI VY

By

Step 3 sensor-group sgrp_id toY— IA—TFEER L E T,
B
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Step 4 data-source native AT 4T T TV r—2arBNA RN — A F—H
i FUATED L 510, F—HERETE XA T 4 I
switch (conf-tm-sensor) # data-source native é%ﬁzL/jzﬁrO
switch (conf-tm-sensor) #

Step 5 path adjacency IPv4 & IPv6 [EHEIC BT DA A RV — L9 5%
” B S 2B L E T
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #

Step 6 destination-group grp_id T LA NG NV—T T E— RIZAD, %
1) I N—TERR L ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 7 ip addrgssip_addr port port protocol { HTTP | gRPC | #7227 UL g DF LA N F—F %, EX
} encoding { JSON | GPB | GPB-compact } NP7 RLAEHR—MIA M) =0 745 &
£ IR L, T—F APV —LDT 2 ba by

N ) ==
switch (conf-tm-dest)# ip address 192.0.2.11 port T RERELET
50001 protocol http encoding json
switch (conf-tm-dest) #
B
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
B
switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

Step 8 subscription sub_id TLARNIY TR )T g T7E2—RIIAD,
i TULVAN) BTR7 V)T a 2L ET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

Step 9 snsr-group sgrp_id sample-interval interval oY= I N—=THBHEDOY T AT ) S g Y

i

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Y LT, T=EZOY T TR ()RR
) ZRELET, Yo7 U o SHBEIZ. AA v F
DT LA N T2 28 MINCEET B0, A

=FEEETFLA Y )



ETUREBETLA LY |

B 5755 vz, zERORT

AR RFERIFTIaY BaY
B—T A AA N RNFE L& TGS 50
ZIhE LET,
Step 10 dst-group dgrp_id Bl IN—T e Z DB T A ) F g0z

switch (conf-tm-sub)# dst-grp 33

switch (conf-tm-sub) # 70&~§&¢5 %‘%7))3@ ) iﬁﬁo

LET, faEd 28#et 7 v —713%,
destination-group =~ > K Ci% L7 #4056 7 v —

F2AT4T T—8 V=R NRFROERT

NX-OS @ show telemetry event collector =~ > RZMHL T, %A T 47 T —% V—ZA RADH
R NS ERRT TR RRTEET,

AR KT

show telemetry event collector stats =~ > RZFAT LT, &XRA T 47 T —F JV—A N ADFE
HiREND T B ERRTEET,

RIB /X 2 D&ttt o4l
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 4 Mon Jul 01 13:53:42.384 PST rib (1)
switch#

MAC 7S 2 D&iat Rk D4 :
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 3 Mon Jul 01 14:01:32.161 PST mac (1)
switch#

[ S 2 OFEHE R OB
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch#

IS—HIUEDERT

show telemetry event collector stats =~ > RZMH LT, T XTCORAT 47 T—X Y —A /XA
DT —DHEFIZRRTEET,

B =7 EsRTFLARY
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2 ry—z 25 syslog [

switch# show telemetry event collector errors

Dme Event Subscription Init Failures
Event Data Enqueue Failures

Event Subscription Failures

Pending Subscription List Create Failures
Subscription Hash Table Create Failures
Subscription Hash Table Destroy Failures
Subscription Hash Table Insert Failures
Subscription Hash Table Remove Failures
switch#

| T N |
O O O O O o o o

A k1J—= 2% Syslog

TLARYJEDR R1)—= 2% Syslog [ZDULVT

Cisco NX-08 U U —2 9.33) LA, EF/VERENIHT L 2 kUL, YANG &7 —# Y —A & LTHE
HT % syslog DA M) =0 7Y R—bLET, $y7R7 V7 a0 2Eld2&, ¥XTO
syslog ZEEMEM & L CREHICA MY — 7 &N FET, ZOMAEIXNX-SDK &i##E LT, KD
syslog NANLDA MY —I 7 syslog 7 —H# VAR — K LET,

* Cisco-NX-OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
FEAEME DRI, syslog A X MBEAIDOHBZEE A MY —I 7 S ET, syslog 7ZADA b
V=327, ROTra—=F 47 I T eYR—=FLET:

* Google Protobuf (GPB)

» JavaScript Object Notation (JSON)

Syslog 1EERMD1=H®D YANG T—43 Y —R /INZADHER

FIEDH#EE

ALy FTCHEBINTZT T syslog IZT D 1EHRZ LT 2 syslog D syslog /N AZ R TE F
T, YT RITGATTBE, XR—=AT A4 NITTRTCOWAAD syslog FEREIEHFELET, N—R7F
A D%, BENX, AA v F THEBINTZH LU syslog 12k L TOREG SNVET,

R BRI
T LA NUBKREEZ NI L WG aid, featuretelemetry =< > RTHIC LT,

1. configureterminal

=FEEETFLA Y )



B sisioo 55000 YANG F—4 V—2 SR DM

FIRDF4B

ETUREBETLA LY |

ip address ip_addr port port protocol {HTTP | gRPC } encoding { JSON | GPB | GPB-compact }

2. telemetry

3. sensor-group sgrp_id

4. data source data-source-type

5. path Cisco-NX-OS-Sydog-oper : syslog/messages
6. destination-group grp_id

7

8.  subscription sub-id

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

ARV RFERRTI VY

By

Step 1 configure terminal sua—s ) ar7 4 Xalb—ay E®— ek
5. LETS
switch# configure terminal

Step 2 telemetry TLA RN ORERE—RIZAY 5,
1
switch(config)# telemetry

Step 3 sensor-group sgrp_id oY — I N—TE R L ET,
11
switch (config-telemetry)# sensor-group 6

Step 4 data sour ce data-source-type T—H2 V=A% YANGIZHE L. 17 47 YANG
il AN =TT NVEAFH L Tsyslogz A Y —
switch (config-tm-sensor)# data source YANG 7 T% L& 2 = Li—a—"

Step 5 path Cisco-NX-OS-Syslog-oper : syslog/messages AA v F RSN syslogZ A R —3 07T 5
il syslog /N A& LET,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

Step 6 destination-group grp_id T LA MBS N—T T E— RICAD | Bk
1) TN —TERER L ET,
switch (config-tm-sensor)# destination-group 33

Step 7 ip address ip_addr port port protocol {HTTP|gRPC } | #7227 J 7L a9 DF LA RN F—F % IHES

encoding { JSON | GPB | GPB-compact }
1

switch (config-tm-dest) # ip address 192.0.2.11 port]
50001 protocol http encoding json

1

B =7 EsRTFLARY

NPT RLVAER—MIAMN)—I U 7F5 &
AW L, T—F AR —bDT o harExzy
a— FEHELET,
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syslog S2DFLA Ry F—5 2 ky—325 |

ARV RFERRTI VY

By

switch (config-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb

Step 8 subscription sub-id FLARNIYTZR2YTFvar$TE—RICAD,
- FLAM) 37220 T2 v el LET,
switch (config-tm-dest) # subscription 33

Step 9 snsr-group sgrp_id sample-interval interval B = N—=TEBHEOY T AT Y S a Y
i YL, TP T T EOICEE LT, syslog

. , AR IBHELTZEEIZAAL v TFRT AN
switch (config-tm-sub)# snsr-group 6 . o - .
sample-interval 0 T—REIEETDH LI LET, interval IZDOWT
I, 0 DHPIZIT AN RERIE T,
Step 10 dst-group dgrp_id Pl I N—T % Z OV T R ) T a Y vy

1

switch (config-tm-sub) # dst-grp 33

LET, faEd 2850t 7 v —713%,
destination-group =~ > K T L 7= #4056 7 v —
Ty FTHMERHY T,

Syslog S ADT LAY T—R RAK)—22F

BEETLASNAT LI, ROT—TE, 727 ) P a UREIIEREShb L&D [R—xF
A WZBWT, ZFLTANY bOBHIRFET L L EIT, EARBERBPA NI —I 7 &ENn5

MHaem L TCWNET,

INR

~

H$IRY)ToavR—254

kR

Cisoo-NX-OS-Syslog-opersyslogimessages | 2 1 F 7> 5 AE DT D
syslogZ#A RN —I 7 LE

AA »FTHA LT syslog DA
AN MEAAERE LET,

» message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name
* severity

¢ text

=FEEETFLA Y )



ETUREBETLA LY |
B ssonssnon

syslog /SR IEMD R R

syslog NADHGEHER E D o F | FTLITE T —EHKIRT HITIE, Cisco NX-OS @ show telemetry
event collector =~ > &M L %4,

MEHIEHRDORT

show telemetry event collector stats =~ > R&ANJJ T 5 & syslog N A T &L DgFiEHGHRE IV %
BERRNTEET,

RIZ, syslog 7RADHEHEHROEI 27" LET,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST Cisco-NX-0S-Syslog-oper:syslog(l)
2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS3—HAIVEDERT

show telemetry event collector errors 2~ > RZff 325 & 3T D syslog XA DT — D4t
ERRTEET,

switch(config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
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172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0"™ 200 -
172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0" 200 -
>>> URL : /network/Cisco-NX-0S-Syslog-oper$3Asyslog%2Fmessages
>>> TM-HTTP-VER : 1.0.0
>>> TM-HTTP-CNT : 1
>>> Content-Type : application/json
>>> Content-Length : 578
Path => Cisco-NX-0S-Syslog-oper:syslog/messages
node id str : task-n9k-1
collection id : 40
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data_source : YANG
data :

"message-id": 420

"category": "ETHPORT",

"group": "ETHPORT",

"message-name": "IF_UP",

"node-name": "task-n9k-1",

"severity": 5,

"text": "Interface loopbacklO is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""
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KVGPB Output:
---Telemetry msg received @ 18:22:04 UTC

Read frag:1 size:339 continue to block on read..

All the fragments:1l read successfully total size read:

node id str: "task-n9k-1"
subscription id str: "1"
collection id: 374
data gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {
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name: "content"
fields {
fields {
name: "node-name"
string value: "task-n9k-1"
}
fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 _value: 1574293838000

fields {
name: "time-zone"

string value: "UTC"

fields {
name: "process—-name"
string value: ""
fields {
name: "category"

string value: "VSHD"
fields {
name: "group"

string value: "VSHD"

fields {

name: "message-name"
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string value: "VSHD SYSLOG CONFIG I"

}
fields {
name: "severity"

uint32 value: 5

}
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fields {
name: "text"
string value: "Configured from vty by admin on consoleO"
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(Telemetry Deployment for VXLAN EVPN
Solution) ]

=FEEETFLA Y )


https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
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