AT

 Guest Shell (Z2WT (12—

* Guestshell (2P 3 2 mFIHE HIRFIH (2 X—)

*» Guest Shell ~D7 7 & (8§ X—)

e FARN VUV END Y V=2 (8§ =)

o FA Rz VORE (9 —)

AR T 2NDEF2YT 4 KRAF ¥ (18 X—)

AN TFAN VAT IADT 7 AHIR (21 ~—)

« SRR VOB (21 =)

« AR — A L Guest Shell [5#RDOIRAE (35 =—3)

AR VNS DT TV r—a L ORENIEE] (36 2—)
* Guest Shell 2257 7'V r—3 a U &2KGMIZEBIT2FIE (37 =X—)
¢« AN TVENTOY TN T TN r— gy (37=)

* Guest Shell (ZFHT 2D N T TNy a—T 427 (38 X—)

Guest Shell [ZDUVT

g L 72 5 Linux BBEE CONX-OSCLIB L W'Bash 7 7 2z T, AL vFix, [FR o=
vl WIS Linux 27 ) (LXC) WTERITSND 0 SN EITAR—A~DT 78 A%
HAR—FLET,

AN VDS, network-admin (ZIZIROBERERN BV F97,
sLinux X v NT—2 AV H—T 2 RN LTy NT—I~DT 7 & A,
ALY TFDT =R T Ty a~DT I EA,
o A4 FOFEFEM tmpfs ~DT 7 E A,
¢« AL v FDCLI~DT 7 EX,
e AA FDIKRAN T7 ANV VAT L~DT 7 A,

* Cisco NX-API REST ~DO 7T 7 & &,
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«Python A7 U 7 h& A A h—/L L TEITT HIEEE,
Ny MBIV 64AEY FD Linux 77V r—3a %A A =L L TEITT DHERE,
AT FHEMC Lo TRITEMAEYI VT Z & T, Ao Linux 27 T TEIFSNTWVHARA K

VAT LART SV r—va N EE S 2T, TV = a rO=—XZHHHE T Linux B
BaNAZA AT HENTEET,

NX-0OS 5734 ZTlZ. Linux Containers | virtual-service 2~ > R CA VA h—/L L EH I N F T,
Guest Shell 1%, virtual-service show =~ RO HITE RSN E T,

\}

GE) 7 74/b FTIE, Guest Shell (X, AT D LA 35MB D RAM & 350MB D7 — 7T vz
Z A LET, Guest Shell M STV RN L, guestshell destroy =2~ > R&2 i L THdfr
e MAHLET,

Guestshell IZEd9 4 =518 & HIPREIE

FTRTOY Y —RIZHBDFEEI

| o

EE  Guestshell DA A h— VN TH AKX LMEFEZEFAT LT TL, Guestshell ©F v 77 L— K& FEAT
THRC, = 7T vva, ATRY I A A L—Y £7203 Guestshell L— k 7 7 A )L &
T DDA OGN E T 2R LE T,

guestshell upgrade I~ Ni%, AEMIZ, guestshell destroyéﬁguestshell enableZifi%E L T

ITLET,

e Guest Shell IZ. 4 GB D A E U Z##E L7= 3500 5 /L (3524, 3548, 3524-X. 3548-X) Tlx
PR—=FENTWEEAL, ZHE, XLRE, LV DAEY 2T Ty N 74— A4
THR—FENFET,

* Guestshell CTH— K/3—7 ¢ O DHCPD $—/N—%FIT L CWBH5E, SVI &—&#Icif7 5
L. IIAT U MICRET AL T 7 —ICERRET AR H Y £, nlRER BRI,
Tu—R¥xr X MEEEFHATHZETT,

* run guestshell CLI 2~ R&EMFH LT, AA v F® Guestshell {IZ7 7 AL ET, run
guestshell 2<% NiE, &"RA K T NADT T A IS run bash I RIZHY L
F9, ZOavr FE{HT5 L, GuestshelliZ7 7 AL TBash7 a7 hEA L2V,
Guestshell D=2 > 7 F A A Ta <Y FEAFIT LY TEET, ZOavr NE, NAU—F
LD SSHZf LT, 774 FDOXRy MU —27 ZHEiFEHIZ&H % localhost DA v g7z
A= Mg L £,
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csshd =7 4 VT 41X, B—HIVHRARTY vy AL LT, X bT—27 OIS O
T2 52 212XV, Guestshell ~OHFHBN SN7-SSHT 7 ¥ A& {Ri# TX £9, ssnd
WIZIROBERER & W £37,

o« ZHIE. RNARTU—=RIZT =Ry 7 LANF—_R—Z2OHA IR S T E T,

« Guestshell D FLEZIZ Guestshell IZT7 7 E AT A OIfHHEINAF— %l s = L
NTEDHDIL root 7217 T,

croot TUMNAHAA N LEOF—2EFLT7 7 A NERANDZ ENTE, ARAFNBash 77 %
R & FE ORI — =23 % — Z AT L T Guestshel IZH 4 TERWE I LET, Ry
U — 27 &M a2 — —I%. Guestshell Tsshd DFIDA 2 KX o Z % B4R LT, Guestshell
Fv hU— 2 FHa—Y—(T, Guestshell Tsshd DDA L AL ZEFIHEL T, K v
F U — 7 Mo —Y —1%, Guestshell Tsshd DDA L AZ U ZAEIEL T, T7&A
TEX5X91T2Z2 LN TEETA, Guestshellicr 7' A T 52— —|ZiTxy hU—
7 ERARE L2 bNET,

\}

GE)  Guestshell 2.2 (0.2) TEAINZF— 77 A ME, 2—HF—TH o b
PERR &z 2 —H— 2k L TR0 nlRETT,

I BT, Guestshell 74 v v MIEBIICHIFR SN RW=D, AEIT/R -
X Rxy N7 EHENHIRTALENRDHY £7,

2.2(0.2) X Y|P Guestshell 4 > A h—/L Tl fllx Da2—H— T Hh v
Y FISEIRICAE R S IV E R A,

e T IWMMHTEAHLWAAL v FIZCiscoNX-OS V7 b =7 VU —R&E A A R—/LT 5
& Guestshell XHEIKIZHNC 2D FT, TOBDODAL v F VT "I =T DT v 77 L—
R-CiZ, Guestshell I ZEEIZT v 77 L—RENEHA,

e Guestshell V UV — 2 TlL, WA ELITATNN—Va UBREFEIND E, APy —F 50380 L
i‘a—o
* NX-0S @ Guestshell X, FIHI/ XKL DAR— M, 77 —ARNZ TADLinux f v F—7 = A
AL LTT 7 EBATXET,

¢ NX-OS ® Guestshell |3, NX-API ~Dwa—H /L Unix Y7 v F&{fiH L. dohost /L Ta~
VRV MIT IV RBATEET,

1. 9.3(8) LAFED NX-0S @ Guestshell (23T, NX-API ¥ 7 > h~D7 7 & ZI%, root/F
Ha—P—MHERTORHFITEINET,

2. 9.3 (8) LIFFED NX-0S @ Guestshell IZEBWNT, NX-OS 7 7 A )LV AT ANDT 7 AL,
root/ B I L —V — 721 F BTV E T,

*» Guestshell U UV — A TiZ, CVEDBBIREIND &~A F—FG0n85 LE T, Guestshell i,
CentOS AR L7252 DA CVE Z B L £,
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« dnf update Z il L T, CentOS VAR MU B H— K X—F 4 Dtxa VT ¢ gtk Es
HERBTL L2880 LET, ZNIZED, CiscoNX-0S V7 by =T DT v 77—k
BREOZ LR, EHARMARIC 2 57 & AT T 2 RBAENH DR ET,

F721%. guestshell update =~ > RAATHT % & 47D Guestshell rootfs 23 E R HiLE
T WAXZSAREY T RN =T Noylr—DA A b—/LiE, ZDH LV Guestshell rootfs
DALTHRANNTHEEITTLILERDHY 7,

Cent0S DY 7R— F487T & Guestshell ~DF %

Guestshell |% CentOSIRIBIZE D LXC AV TFH T, A= V=R aIa=7 1 DEHIC
KDL, CentOS8 7Y =7 MI2021FF 12 HETITHAR—FPE T LET, CentOS7 7Y =
7 MIRGES . 2024 6 HETIZH A= FRETT5TETT, CentOS7 D Z D RHHR— |
IZE Y, HHD CiscoNX-08 V7 k7 =7 10.2.x I Guestshell 2.11 (CentOS 7 ~X— &) [T/ 75—
HENTWET, i, 101x U UV —ADT 7 4/ MREETH % Guestshell 3.0 (CentOS8) %
BE]XET,

Guestshell 2.11

Cisco NX-OS U U —2 10.2(1) LAB¥, CentOS 7 737 7 + /1 b @ Guestshell #2855 & L CHERMN S E
L7z, HBOFMC OV T, [CentOSOHAR— MMET ) 7 v a v EBH LTI EEN,

Guestshell 2.11 {21 python2 35 & TY python3.6 DR — M B3fJE LT E T, Guestshell 2.11 &
Guestshell 3.0 DH OERRIZFE U E £ T,

\}

GE)  Guestshell 2.11 @ rootfs Y X1L&] 200 MB {2 L £ L7z,

Guestshell 3.0

Guestshell 3.0 IZBEIFENTEY . NX-0S10.2.x 2> HITFHTX £H A, Guestshell 2.11 ZfFH 35
ZEEBEMOLET, 7L, 102x V7 =T 1%, Guestshell 3.0 =2 FF B L1UN10.1.x TH
YEL T3 3.0 Guestshell 27 F L O B4R L TET,

N

GE)  Guestshell 3.0 @ rootfs 1 A%, Guestshell 2.0 @ 170 MB (2% L T 220 MB T,

Guestshell 1.0 /" 5 Guestshell2x ~D7 v 75 L— K

Guestshell 2.x I, CentOS7 /L — K 77 A )V VAT AIEHESNTWET, T2 7 V% Guestshell
10T NE T LTz cconf 77 ANERT2—T 4 VT 4 DA TRy 7 A VKRY M) RHDHY
1E. Guestshell 2.x TH UBEHFIHRAZ LRV R TUHENRH D £9, CentOS 7 DIENVEEE L T, JE
A7 YT NP BT 20ERNSLGERHY £7°,
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Guestshell 3.0 Z{$FH L 1= Jacksonville ') J — XM 5D NX-0S DA H 4 L— K

CiscoNX-OS U U —2 10.1(1) LAF%, Guestshell 3.0 VA R— DA LT TANT 7 F v N"—T 3 0%
L1125 & FIF 5 TWE$ (show virtual-service 2~ o RTHEFRE L TL7Z&vW) o LEN- T,

Guestshell 3.0 OVA (ZUAFT D U U — A TIIMHTE EH A, Instalal 2~ FEfifT25 &, ~—
VarOA—HBMRES L, =T =N A —INET, Guestshell 3.0 ZLUFIDO Y U —RIZH T
7 L— K3 BH1Z, Guestshell 3.0 Z {5 L T, Guestshell 3.0 ZVAFTO Y UV — X TERF LRV LD

2T 52 EBEIOLET,

Guestshell 2.x

CiscoNX-0S 1%, +4372 U V=A% LDV AT ADT 7 4 /4 b THBINIC Guestshell DA > A k—
NBXOHMEEITNET, 7272 L, Guestshell Z 4 78— k L72\ ) CiscoNX-OS A A —TT /3
2@ m— REn584, BEAFEO Guestshell 23 HEJFIZHIFR S4U, $VMAN-2-INVALID PACKAGE
MHATSNET,

\}

GE)

enable =~ FZffiH L C. Guestshell Z A > A h—L L THIMTLET,

4GB DRAM %5 L 7=V AT AT, 7 7 4 /b b Tid Guestshell 372 ) £H A, guestshell

install all =~ > Rix, BAED Cisco NX-0S A A — & % —7%4"> hD CiscoNX-0OS £ A —T &L DT
B RBGEE L £9,

HIPED WA A=V A A =L LTEBE O I 2 RICR LET,

switch#

Installer will perform compatibility check first. Please wait.
uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE:
Successfully activated virtual service 'guestshell+'

Verifying image bootflash:/n9kpregs.bin for boot variable "nxos".
[#e####44H 444444 ###4] 100% —— SUCCESS

Verifying image type.

[#E####44H 4444444 ##4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.

[#E####44H 444444 ###4] 100% —— SUCCESS

Preparing "bios" version info using image bootflash:/.

[#e####44H 444444 ###4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#####44H 4444444 ##4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#E####44H 4444444 ##4] 100% —— SUCCESS
Preparing "nxos" version info using image bootflash:/.
[#e####44 #4444 ###4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#e####44H 444444 ###4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#E####44 4444444 ##4] 100% —— SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out which feature
needs to be disabled.".

Performing module support checks.

[#E####44H 4444444 ##4] 100% —— SUCCESS

Notifying services about system upgrade.

[# 1 0% -- FAIL.
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Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do 'guestshell destroy' to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#

A\

GE) RN TFFIF7 4 ARE LT, Guestshell Z VAR — b L TRV EWVCiscoNX-OS A A —T % i —
R34 2772, guestshell destroy =2~ > R & fifi f] L T Guestshell Z & L £ 7,

ERFRE ST SSHD H—E X

Guestshell |%, EB)RFIZ OpenSSH Yr— "—ZFIH L £, $—/3—%, localhostIP 7 K L& A
H—T x4 A127.00.1 TT7 U HX AIEREINTZAR—FTORY A LET, THUITLD ., guestshell
F—U— RBANH Sz & &2, NX-OS AT = L7 5 Guestshell ~0 /82T — K7 L OEFLH
Rt ET, 2O —"—00GHlE T I D50, EORER(/etc/ssh/sshd_config-cisco
(2 %) DA SNT-4. NX-0S CLI 7> 5 O Guestshell~D 7 7 & 2 3KfE L 22 WA HEMEDN B 0
£75

KDOFNETIX, Guestshell § T root & LT OpenSSh Hh—/"—% A4 L AKX A LET,
1. SSH#GAMELT 24y MU — 7 ZHiA M E 7215 VRF Z2E LET,

2. OpenSSH™ Y v AT HAR— haPELET, TCICAHINTWDER— MEEKRT DHITIE,
NX-0S =~ > K show socket connection Z i L ¥,

N

GE)  RRTU—=KZ2LDOT 7 ¥ A D Guestshell sshd %-—E A%, 17680 725 49150 FTH T X Lk X
NiR— b2 LET, A= FOEmEE2ET 2120, 20O R— M Z2EIRL TS,

IROFNETIX, OpenSSH H— "—%ll#) LET, HITiX, IP 7 R A 10.122.84.34:2222 T
netns @ OpenSSH ¥— "\—ZiH) L £ 7,

L. ROTZ77ANVELERLET: /usr/lib/systemd/systm/sshd-mgmt .service B L
/etc/ssh/sshd-mgmt_config, 7 7 A /WIZIZIK DA ULE T,

-rw-r—--r-— 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rW——————— 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt config

2. Unit & Service DA% /usr/lib/systemd/system/ssh.service 77 A VN5
sshd-mgmt .service (IZa2 B —L £,

3. sshd-mgmt.service 77 A /VEIRD LI IZHEL ET,
[Unit]
Description=0OpenSSH server daemon

After=network.target sshd-keygen.service
Wants=sshd-keygen.service
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[Service]
EnvironmentFile=/etc/sysconfig/sshd
ExecStartPre=/usr/sbin/sshd-keygen
ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt config
-D SOPTIONS

ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure

RestartSec=42s

[Install]
WantedBy=multi-user.target

4. /etc/ssh/sshd-config D% /etc/ssh/sshd-mgmt configilabt™—L£7, @
2 U T, ListenAddress IP & iR — N &2 485 L £,
Port 2222
ListenAddress 10.122.84.34
5. WKoa~vy REMif LT, systemetl 7—F > Z B LET,
sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1
6. (ATFvar) HEHRLET,
ss -tnldp | grep 2222
7. Guestshell ~¢ SSH:
ssh -p 2222 guestshell@10.122.84.34
8. HHD Guestshell 72T AA v FOFREN 7= > THESZRIF L £7
sudo systemctl enable sshd-mgmt.service
9. /RRU— KA L®SSH/SCP BL WY E— MNEITOY{, ssh-keygen-tdsa =~ > R&A{H L
C. SSH/SCP (213 % = —%— ID O ABHE L A R L £,
ZO%, F—1X/.ssh7 4 L7 bV Did rsabLid rsa.pub 7 7 A /WITHRAESHILE
¥
[root@node0l ~]# cd ~/.ssh
[root@node02 .sshl# 1ls -1
total 8
—rw-——--—- . 1 root root 1675 May 5 15:01 id rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id rsa.pub
10. ABF—% SSH THHiT 2~ vicat—L, 778 A#NEBIELET,
cat id rsa.pub >> /root/.ssh/authorized keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*
11. RRAYU—=R7Z2LTYE—F AA »FIT SSH F 7213 SCP:
ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination
Localtime

Guestshell (X, &mA ~ AT AL Jetc/localtime ZILHF L ET,

TR TL .
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A\

GE) AR b EEUlocaltime 23t L=< 22 WGHEIE, 2R v Uo7 &YKL T, Guestshell
G D /etc/localtime #AEMTE £97,

switch(config)# clock timezone PDT -7 0
switch(config)# clock set 10:00:00 27 Jan 2017
Fri Jan 27 10:00:00 PDT 2017

switch(config)# show clock

10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017

Guest Shell ~\OD 7V X

Cisco NX-OS OF 7 # /L k Tl. network-admin = — % —D &) Guest Shell IZ7 7 B A TE £7,
ZNET AT ATHEIICHEC/ > TEY ., runguestshel 2~ RE[FHLTTr 782 T& %
9, runbash 2= RE—HL T, ZnbHOa<r Kidk, NX-OSCLI =< > F® run guestshell
a2 KB A LT Guest Shell § THITTE £,

N

GE)  Guest Shell 1Z., 4GB #i# 25 RAM Z##i L7 AT ATHEIZHNMZ /20 £,

switch# run guestshell 1ls -al /bootflash/*.ova
-rw-rw-rw- 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw- 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

Y

GE)  2.2(0.2) LABF® Guest Shell i, AA v Ficun /A L TWha—Hh—LFLa—HF—ThT K
EEIFNCAER L ET, 7272 L, hoT _XTOEHRIZ, AA T & Guest Shell DL—H— T 7
METHEINEEA,

S 512, Guest Shell 74 7 > MIEFIMICHIEE SN W, AEICRosTEXIIRxy NT—7F
EHEDNHIRETOMLENRDH Y F9,

AR YIIZERHESNS)Y—R

TNV TIE FAR =D ) Y =23 WHDAL v FEEIMHTE D Y VY — RS
BREEEHAET, Xy P EHENT AN o VITBINO Y Y — A& BB LT D845,
guestshell resize {cpu | memory | rootfs} =~ > Rix, S DOHIREZZEE L £

Jy—= TIAILE wm/IMERK
CPU 1% 1/%
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Jy—2x TIAILE w/IMERK
AEY 400 MB 256/3840 MB
2 RL— 200 MB 200/2000 MB

CPUHIRRIZ, AT LAHWDIOa s Va—T 0 VTAMEDHBENRHHGHIC, ANz LN
TERITENTVWAXAZICEZONAV AT ALV Ea—F 4 0 T XX /0T 4 DA—F o F—
UTY, CPU U Y —RADEENRNGE, TA N V= VHOX AT THIREINETA,

\)

GE) UV Y—2EY M TEEHLLBIL, XA Yz VOFEBHNLE T, ZD7=HIZ, guestshell
reboot =~ REAFH T 9,

N : L\b
TR M TILD#EEE
Guestshell (21X, 7 74 /v F TR RERZ < D2—T 4 VT 4 EHBERDH D £,

AN /UL CentOS 7 Linux IR CH Y . ZOWMANIFICEN RSNV 7 ho =T Ny r—
Tk, yum A YA =)L T BT LR TEET, Guestshell IZ1, net-tools, iproute, tcpdumpé
OpenSSH72 ED Xy U —F 0 7 F AL ZATHRITIIFR S5 2 < ORI — A FHRETICA
FENTWET, Guestshell 2.x DI, BIND python /X r—% A A h—/)LF 572D PIP
EFRIBRIZ, python2.7.537 7 4/ h THEANTWET, Guestshell2.11 TiE, 7 7 #/L |k Tpython
3.6 bEENTVET,

FIZHNL NI, FAR 2T 64 By FORITFANR—ZATT, 32y hOFR— FRBE
B4, glibei686 /X r— % yum TA VA h—/LTX £,

Guestshell (X, A1 v TFOEHR— T —H R— b 2RITTDIHFHEIND Linux *ry hT—7
AVHE =T 2 A RIT 7 EATEET, ifconfig & ethtool 72 EDOMAIF] 72 Linux D A Y v K& 22—
TAVT 4F AU —OPWRIHHTEET, 1% —7 =A A5 NX-0OS CLI T VRF (Zfic
BENDE, Linnk f v hU—27 A F—T 2 AFZ D VRE DF v bV — 27 L MICiE S
NET, LEIFEMIT /var/run/netns THA2Z ENTE, ipnetns=—7 4 V7 4 2ffH LT
ESERAMTEMO 2L THFANTRITTEET, W 20D =2—7 ¢ VT ¢, chvrf & vrfinfo
. HOLRIEHTIIT L, 7o ARETINTW DA Ml ICET 2B REWAT 57
izt TET,

systemd (X, 7" A b =/l & FTe CentOS 8 TR TH — U AL HT L7 H S E T,

Guest Shell @) NX-0S CLI

AN vz E, 2= PR3 AN Ve VBRENDARA B Ry BT — 7 FHRICTNX-08 2w R
EFITCELEOCT27 7V r—va a2t LEd, dohost 77U r— 3 E, B
NX-OS filiE 72l exec 2~ REZITAIL, ENHERA N Ry MU =7 BHRIZFHITLET,
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dohost =~ > RZEMOH T & X3, #NX-0S 2~ R&E—E5|HG -1 Ea|HF i &
MNTEET:

dohost "<NXOS CLI>"

NX-OS CLIVZH#H I A Z T FT .

[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"
Holdtime in seconds: 120

Global CDP information:

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format

[guestshell@guestshell ~]$

NX-OSCLIIE, &a~<r RoicEIaar2Bmds2 ik, NX-OSAZ A vpa<w K
Fr—rHEKEMGN L C—EIFo—r 528 TEET, (B Ol 2~— A0
£5%27F7f0 ) :

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

N
GE)  GuestShell 2.2 (0.2) A Z 32 U U —RZ 7.03)I52) D4y, dohost =~ K&/ LTHA KT
HIATSnNT-a~r Rk, AR Vol a—FoEea— IS CRITShE T,

UHION—=2g VDF AN vz )bid, 2y "= EE L~V ORCa~y REETLE
j—o

NX-API ~® UDS 4 O KFAEUZET 5 £ dohost 2~ > RITHEREA 12720 £,

Guest Shell TOxRy FT7—9 7O+ X

NX-OS A4 »F AR— M, GuestShell TiXLinux *v hU—27 f > H—Txf AL LTEKEINE
9, ifconfig & 721 ethtool Z{HH L T, /proc/net/dev DFIRLirT 72 & O—HL) 72 Linux A Y v NiX
FTARTHR—FENTVET,

Guest Shell (21X, Z2< DO MRy hI—7 2—FT 4 UTANT 74/ TEHEENTEY .,
chvrf vrf command =< > R&2{FH L CEX £ 3F7% VRF T TE £,

[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255
ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0 dropped 185 overruns 0 frame 0

TX packets 12967 bytes 3023575 (2.8 MiB)
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GuestShell 0%y k7—5 7o+ ||

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Guest Shell N Tlx, *v U=V REZEF=H VU TEXEITN, BHEITHZ LIXTEET AL
Foy N — 7 RBEEEZEH T AH121%, A A NP bash & = /LT NX-0OS CLI F 7-1Zi# V) 72 Linux = —
T4 VT 4 BHHLET,

Z ?Dtepdump = v > RidGuest Shell IZ/ 3y 7 —I SN THEY | BHA— FELLITAAL vF R—
FNCARU RSN T T 47Dy b FL—ZX&ZARRIZLET,

Z @ sudoip netns exec management ping = —7 « U 7 ¢ 1%, fEE SRy b U — 7 ZRIER O
AT HRARNTAR Y 2T T L0 BIRTHETY . ZhidGuest Shell § THEITTE %
ﬁ—o

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 U7  IHMEEH D= DI STV E T,
guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48

PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

)

GE)  a<w U RRLTEITENS churfa~> Rid, BIED VRF/ Xy U —27 LA THEITSNE
j‘o

7o X, HE VRFEHTIP 7 KL A2 10.0.0.1 % ping T 5121%, =2~ KX lchvrf management
ping 10.0.0.1] T¥, sop Foid ssh R EDfhDL—TF ¢ U T 4 LTI,

1

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

f00@10.28.38.48"'s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r--r-- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflash]$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflashl]$

VAT A EDOVRF DU R NEAT 121X, NX-0S 2>5%A4 T 4 712, show vrf £ 721 dohost
a<vw RENLTa~vr FafHLET,
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7

[guestshell@guestshell bootflash]$ dohost 'sh vrf'
VRF-Name VRF-ID State Reason

default 1 Up -=

management 2 Up -=

red 6 Up -=

Guest Shell }§ Tix, VRFICBHEANT btz y b U —27 AR EBICEH S E T, Eoxy
U — 2 ZHE AR T D B MR 2T MER 2R 503 0 £,
[guestshell@guestshell bootflash]$ 1ls /var/run/netns

default management red
[guestshell@guestshell bootflash]$

GuestShell N5 KA A U ZEMIRT HIZ1E, U I A= B3 203035 Y £9°, Guest Shell
T Jetc/resolv.conf 7 7 A W EGREEL T, Ry U —7 120 L7= DNS r—LH— L KA A U &E
OFET,

1

nameserver 10.1.1.1
domain cisco.com

F— LW ==& R AL ORFHRIT, NX-OSHRTHESNIZbD L —HT 20BENRH Y £
ZE

switch (config)# ip domain-name cisco.com
switch(config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

AA FINHTTP 7o X == T 2%y NU—7 NIZH D5, http_proxy B8 LT
https proxy 3255254t Guest Shell N Tr¥ET D BERH Y £,
i :

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

L OBRIGERIL., bashre 7 7 A NVFEIT@Y) A7 VR THRELT, KERNTHDZ L%
BT DLENRHY 97,

ARSI TOT—FI759yaDT7IER
Fy U= EMEIT, NX-OSCLI =2~ FOMFHICIN AT, Linux 2~ Réax—7 4 T 4
FHEHLT 7 7 ANEEHTXET, YR N = VBEOD bootflash IZV AT AT — RN T7 5 v o

A< bTAHZEI2LD ., network-admin /X Linux 2~ FEFH L TZINHD T 7 A V& BAE
TEFET,
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1

find . —-name “foo.txt”
rm “/bootflash/junk/foo.txt”

\}

GE)  ZFRAMVzVHOZ—F—DZHFNIIHRA FOGAE LR U TTR, ¥ A b ¥ =/WIHD2—F—4%4
WERICHY ., widiTHA A b LOa2—VP—DLHi ¢ M LEEAL, IN—TBIOEOMDT 74
NDT 7 AHAX, KA Nz a—PF—R3T 7 A4 )} L TR T 7 8 AOFERIZHIMH L £
‘j‘o

Guest Shell @ Python

Python |&A > &% 7 77 4 7ITAEHTE LT, python A7 V7 NEF A N =V TCRITTHI &
HLTEET,

1

guestshell:~$ python

Python 2.7.5 (default, Jun 24 2015, 00:41:19)

[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

oy BT =7 FIENF L Python /Ny 7=V %A VA=A TEHE9IC, A Fvr=/Wid
pip python /3 77— = X =Ty REEN T ET,

1

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100 | #4444 444444| 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshell]#

)

GE)  pipingtall =2~ > REA T DHHEIC, sudosu 2~ REANTHLERH Y £,

Guestshell 2.11 @ Python

Guestshell 2.11 [Z{%, Python 2 & Python 3.6 DM/ 237V A > A h—/L S TWET, Python2 *
I3 A VAN AT HEDI2—F—PRELTIT 7 a b £HA,
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[admin@guestshell ~]$ python

Python 2.7.5 (default, Nov 16 2020, 22:23:17)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

[admin@guestshell ~]$ python3

Python 3.6.8 (default, Nov 16 2020, 16:55:22)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Guest Shell /A\—< 3 > 210 £ T® Python 3 (Cent0S 7)

FAN =2V 2X X, T 7 A4V FTPython 3 34 A h—/L EFL TR0 CentOS 7.1 IRbs & $E 41t
LEJ, CentOS 7.1 1T Python3 A A F—/LF 5121, Y —F =T DURY M 2T
L, RBETHEN KT 5708 WHOTERHY 7, MoF7va i, MUY AT ANIC
B D /N— 3 @D Python DA A h—)LZ B 7" — h 7§ % Red Hat Software Collections 2z i 117
5HZETT,

Red Hat Software Collections (SCL) Y —/V % A A b—/L 3 5 |Z13:
1. sclutils Xy r—T %A A M=V LET,

2. CentOSSCL URY MU ZHHZ LT, LTS Python3RPM O Wz A A b —
NMLET,

[admin@guestshell ~]$ sudo su

[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test

Transaction test succeeded

Running transaction

Installing : scl-utils-20130529-19.e17.x86_ 64 1/1
Verifying : scl-utils-20130529-19.e17.x86_ 64 1/1
Installed:

scl-utils.x86 64 0:20130529-19.el7

Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos

Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail

warning: /var/cache/dnf/x86 64/7/centos-sclo-rh/packages/rh-python36-2.0-1.el17.x86 64.rpm:
Header V4 RSA/SHAl Signature, key ID f2ee9d55: NOKEY

http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el17.x86 64.rpm:
[Errno 12] Timeout on

http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el7.x86 64.rpm: (28,
'Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds')
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Guest Shell /S—<0 3 > 210 £ T Python3 (Centos ) ]

Trying other mirror.
Importing GPG key OxF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https://wiki.centos.org/SpeciallnterestGroup/SCLo) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e7l1 f2ee 9d55
Package : centos-release-scl-rh-2-3.el7.centos.noarch (@extras)
From /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SIG-SCLo
rh- python36 python-1libs.x86 64 0:3.6.9-2.el7
rh-python36-python-pip. noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86 64 0:2.0-1.el7
scl-utils-build.x86 64 0:20130529-19.el7
xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL ZA{{1]9"% & Python 3 DEEAM 2 HIINZREL T, A X T 7T (7 /ebash kv =
YEAERTEET,

Y

GGE)  SCLPython A ' A b —/VEAFHT 572D — b 22— —FBEH Y THA,

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Python SCL @A > A h—/LTiL, pip 2—T « V7 14 bR EINFET,

[admin@guestshell ~]$ pip3 install requests --user

Collecting requests
Downloading

htps: //files.pythahosted. arg/ackages/S1/od/ 23c926ad341ea85 1040220080299 0£8280e89d 72021 02 7l 1 7o/ requests—2. 2. 02 py3nare-any.whl
(57kB)

100% |#####4fHHH444HHH444f #4444 44444 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
hittps://files.pythorhosted. org/packages/14/2¢/adB51d81 doel 52000e] cf41ad)3869a46fe722627450af Ta654F0fcA 749/ idha—2.. 8-py2 . py3-nore-any . whl
(58%kB)
100% |#####4fHHH444HHH444H #4444 44444 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
httpes: //files. pytharhosted. arg/eackages /oc/a9/ 01 £80foba2e42 7140648 ToAdol Aec TcaSbec 751 22e4c51 £1409844308/drardet—3. 0. 4-py2 . py3-nare-ary whl
(133kB)
100% |#####4ddhdaadfttda4ddt444444444| 143kB 441kB/s
Collecting certifi>=2017.4.17 (from requests)
Downloading
hittps: //files. pythahosted. org/rackenes/09/63/df50cac98aa0d8:0060552399c 30 1A IhaR4dE 18900ccfobdd0e99/carti fi-2019. 11. 268p 2. oy 3rare-ary.whl
(156kB)
100% |#####4fdhdaadftttd4ddt444444444| 163kB 447kB/s
Collecting urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading
httpes: //files.pytharhosted. org/eackages/e8/74/624£91 745020£96 1d09332d52030%01 009095 73346 P8088ea4afedl 7 7£ /Al 1163-1. 25. 802 oy3rare-any . whl
(125%B)
100% |#####4fHhdaa4fttt444HH44444444#44| 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllib3-1.25.8
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You are using pip version 9.0.1, however version 20.0.2 is available.

You should consider upgrading via the 'pip install --upgrade pip' command.
[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> import requests

>>> requests.get ("https://cisco.com")

<Response [200]>

77 %4V N @ Python 2 f > A h—/LiE, SCL Python A > A h—/L & —#E Il & £,

[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print 'Hello world!'

Hello world!

Software Collections Z ffi 1] 9% & . [FJ U RPM O¥EDN—2 9 & T AT WTA A F—/LTE
£, ZOEA. Python 3.6 (2% T Python 3.5 A A b—/Lb+ 5 Z L RHAETT,
[admin@guestshell ~]$ sudo dnf install -y rh-python35 | tail
Dependency Installed:
rh-python35-python.x86 64 0:3.5.1-13.el7
rh-python35-python-devel.x86 64 0:3.5.1-13.el7
rh-python35-python-1libs.x86 64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86 64 0:2.0-2.el7

Complete!

[admin@guestshell ~]$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

\}

GE)  #HD Python N—T 5 U SCLIZA VA R —=AENTWDHEEITH LWA ¥ T 27T 47 bash
tovarEERTS L, libpython T4 TV =7 b 77 A vEm— R TERWEW I A
4B AlRENED S Y £ 97, sourcescl_sourceenablepython-installation =~ > K& ffifff L C, BAED
bash ¥ v a  CREZEYICE Yy 7 v 7 CE DEBRNH Y 7,

77 4V h® Guest Shell A h L= DX ¥ 37 ¢ 3, Python3 A > A b—/LF5DIZ+4HT
X5V £H¥ A, guestshell resizerootfssize-in-MB 2~ > RZMH LT, 77 A/ VAT LDH A
AW LU E 9, MH., rootfs DY A X% 550 MB IZ#%E T UE 40T,

Installing RPMs in the Guest Shell

The /etc/dnf.repos.d/CentOS-Base.repo file is set up to use the CentOS mirror list by default. Follow instructions
in that file if changes are needed.
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Dnf can be pointed to one or more repositories at any time by modifying the yumrepo x86 64.repo file
or by adding a new . repo file in the repos . d directory.

For applications to be installed inside Guest Shell 2.x, go to the CentOS 7 repo at http://mirror.centos.org/
centos/7/0s/x86_64/Packages/.

Dnf resolves the dependencies and installs all the required packages.

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"—--->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el7.1686
"-->" Running transaction check

"--->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl 1686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/2): nss-softokn-freebl-3.16.2.3-9.e17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.e17.1686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.e17.1i686 1/2

Installing : glibc-2.17-78.e17.1686 2/2

error: lua script failed: [string "S%triggerin(glibc-common-2.17-78.el17.x86 64)"]:1: attempt
to compare number with nil

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.el17.1686

Verifying : glibc-2.17-78.e17.i686 1/2

Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1i686 2/2

Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.1686 0:3.16.2.3-9.el7
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http://mirror.centos.org/centos/7/os/x86_64/Packages/
http://mirror.centos.org/centos/7/os/x86_64/Packages/

FRETIL I

B 7=xroznoexa050 K27y

Complete!

\)

Note

\}

When more space is needed in the Guest Shell root file system for installing or running packages, the guestshell
resize roofs size-in-MB command is used to increase the size of the file system.

Note

Some open source software packages from the repository might not install or run as expected in the Guest
Shell as a result of restrictions that have been put into place to protect the integrity of the host system.

FALDILDEF2L) T4 RAF Y

AZA v FTOF AL = VOMERIE, Ry MU= EHEN T AT SO Z I E 721 3HLR T
L2 DHFED I DT EFERAL, AN Tz /ME, XAT 47 KRAN arTHZXMrbY)

DEESNIHITIREZRMT LI ZHME LTWET, ZOFRHCEY . XA T 4 7T OFATIR
B & HIRMEDB 2N MEDBH DY 7 MU =27 2V AT JMIEANTE LT, £o, A7 208HE,

NI =~V A, FTFAT—NVICHE L ERRVWRETY 7 M =27 2797562 b TEE
R

[Hh—JLEESS /Ny F (Kernel Vulnerability Patches) ]

YA AL BREOMEIGHEICHLT DT Ty F T —L T v 77— T, %5 Common
Vulnerabilities and Exposures (CVE) (Zkfjts L E 7,

[ASLR & & U* X-Space M H-7K— ~ (ASLR and X-Space Support) ]

CiscoNX-OS |, FV XA LT 472 ADTHDT KL A% ] Layout Randomization (ASLR)

& Executable Space Protection (X-Space) D& AR — K L TWET, CiscoNEHL LTy 7 —
TOYT7 Ny =TIE, ZOMRERHALET, VAT AMMOY T b =T R, VA M= S
TWLEEIE, ZhboDT 7 /) ul Y R— LKA ROS EHEY —VTF=—2 2L T

MESTLLEBEOLET, ZHITKY, V7 MY =T BEBENREAT IR T 2B
Bt G IR b U E T

ZRITE D5 B

Guest Shell #2853, S F & E 2407 M 24 H L TGuest Shell D FEITAR—RA %R A hDFEITA
AR=2ZAMNBY) Y #EY Linux 27— TEITEINET, NX-089.2(1) U U —ALUKF, Guest Shell
WD 2 — P — LRI THEIT E4. Guest Shell § T/L— h & LTHEITSNHTWSD F it 2Tk
A RO— R TIERWED, FA N VAT AOEERERET 0K LHET, ZhbD 7B
T2, vid v~y B DI Guest Shell N Tuid 0 & L TERITINTWD L IR ETH,
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zaz=ross |

H—=FMEINEDOTaE AOERED uid Z@iH L TR Y, EWY) R —VF—Zar= MW o POSIX
BERE 2 SN L E 3,

Z—H =R A R 5 Guest Shell IZA D & Guest Shell HIZ[R U RO —HF —PMER S E T,
LA —E L £, GuestShel NOZ—H —Duid 1%, FA FDuid EFECTIEH Y ¥ A,
Guest Shell N D2 —HF RN IH A7 47 (7= & 21X, /bootflash F7ziX /volatile) LD 77
AMIGIEGET 7 BATEDLIICT D010, AA NTHH SIS — K72 NX-08S gid (7=
& 21X, network-admin F 72 |% network-operator) 73 Guest Shell IZ~ v B> 7 EE T, £ DRRIC,
XA CIZ72 0 . 22— —D GuestShell f Y AF AN KA R ED T N—T" A N—3 0y T
SLWY R 7 N —TITEEMN T BTV ET,

Bl LT, 2—F—pob IZDONTHEZTHAEL LI, AADLET, bob (ZIFIRD uid 35 L gid A
YN= TR ET,

bash-4.3$ id
1uid=2004 (bob) gid=503 (network-admin) groups=503 (network-admin), 504 (network-operator)

2 —H ' — pob ANGuest Shell IZHDHE. RA MBS D T )L—T X 23— 7 HGuest Shell 17578
EINnET,

[bob@guestshell ~]1$ id
uid=1002 (bob) gid=503 (network-admin)
groups=503 (network-admin), 504 (network-operator), 10 (wheel)

7" A b Bash ¥ = /L & Guest Shell T —H— pop I X > THER S NTZ 7 7 A VO PTG & T 1352
720 F9, LUFOHHIIL, Guest Shell W BAER S Ve 7 7 A VO A& T3, ERtol
FH> 1002 TiE72< 12002 THHZ L AR LTWET, ZHuE, AA b Bash ¥ =/l b R &
Nz~ K& Guest Shell DFIT A~ — 2571 11000 THEL720TT, 77 ANVDT
JL— AT network-admin C. W]y OFREE T 503 T,

bash-4.3$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob host

bash-4.3$ 1s -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob host

network-admin Z /L —7D 7 7 A )L )X—3 g VIRE E L bob BB A b T =L & Guest Shell D
ﬁf network-admin D A ://*\“"/635)57":&)\ :L“"H_’“fi77/])/1/5:777'kxfg ij—o

DL O H J1611Z. GuestShell BRI N T, bob IZ Lo THRZA MBAER ST T 7 A LD I F ik
TR 65534 THDHZ LZ/RLTWET, Zu, REOHHTR, =2—F—DauisHic~ v 7
SN T OHPEANOHIIZHZ Z L 2R L TVWET, v v 7 IR TWARWEG T, 2Ol
ELTRRSINET,

[bob@guestshell ~]$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob host

[bob@guestshell ~]$ 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
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B —rxv—oumr

-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob host

IL— A —5—DFIR

GERA—REMBTDIEDOORAN T35 4 AL LT, #DYTOENZHX AT BRITTHTI=
DIZBBERE/NROFETT 7V r—a VaEITTHI e 2HE LET, BRLARNWT Z7EA
ZBi<T=9IZ, Guest Shell IZIBINENZY 7 b U =T 15, ZORA N ST 75 4 RAITHE D BEN
HYET,

HWDFTRTHF at AT, Guest Shell I% Linux DHERENME R L7722 ST K DHIEONE L 720 £
9, 77V r—3 3 Troot HEMR A2 WEL L T HEAEZRITT DU EN D D51, root 7T
N %, root 7 7 B ADHEHI BB e MR OB EE > MZHIRL, Z20E—RTT 7Y 7—
VA v ERITTE DR O/ N— IR 7 EOfb oI AR L £,

Guest Shell 23¢9 HD/L— MIX LT Rr Yy 7 &5~ Linux BREIZIRO L B0 T,

* cap_audit_control

* cap_audit_write

* cap_mac_admin

* cap_mac_override

* cap_mknod

* cap_net_broadcast

* cap_sys_boot

* cap_syslog

* cap_sys_module

* cap_sys nice

* cap_Sys pacct

* cap_Sys ptrace

* cap_sys_rawio

* cap_sys_resource

* cap_sys_time

» cap_wake alarm
net_admin BEAERHIIR SHUERADS, 2P —KHTER L X v F U —2 GHEMOFA R
£V . GuestShell 21— —3Af v ¥ —7 = f ADREEZZL T TE EH A, Guest Shell § root &

LT, tmpfs L ramfs v 7 o FZIT TR U R~ POATEE T, ho~v o MIPiIL
SINET,

. TR I)L
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yv—zzE ||

)V —RAELE
DDoS B 1%, NG O2—P R~ o 0Fxy MU —7 EifERa i T 2n L 5145
HET. NEVIRIEELZEEOH LT 7Y r—ay a— Nid, EEurdE, 74 A7 %
H, ATV, BLOZOMOV Y —2ADO@EFIHEHOFIR E LTDoS 25| &I WRMELAH Y =

o BRAMEI FAD YV LR M EOY—E R MO TEMRIEH 2 AFISHN 0 25T D EMEH
ERIBERE 2RI L E T,

AR T7A4IWNDRTLDOT Y EAFHR

FARNV2VADT 7 A NVDREWEZMET IO, FAR =D T 7 A0 AT AT
NX-OSCLI 67 7 EBATEEHA,

o > sk
AR T ILOERE
DRI, F A b Y= AT 5003w s KTT,

E3 v S O 1 = i

avw >R &5t AR

TR TL .



B 7=+ zrosm

FRETIL I

avy kR

At AR

guestshell enable {package [guest shell OVA file |
rootfs-file-URI]}

« [ A b= /LOVAZ 7 A /b (guestshell OVA
file) ] #7EF:

VAT IA A—VIZHAIAFEN TV D OVA
PHALT, ARV LEAL LA R—/L
LT 7747 LET,

ffEanzy 7 vy =73y — (OVA
Tr7AIN) FTREVAT AL A—=UNHD
HAINF N I — (N F— U NIRE S
NTWRNEE) ZHLT, VA v =
WA VAN=NVLTTIZT 47 LE
I 51 N A S N PR o =
AT IA A=VICHDIATZ LI X~ TD
HAHTEET,

FAN Y2 VBT TIIA VA =1 ENT
WHEE, Zoavy RigAf VA h—L &
NTWAHFA Y= LZ2HFNCLET, @
W, Z A guestshell disable =2~ > R D%
WA S vET,

rootfs-file-URI 235 S LTV 5155

TARN VU S UTRRED & X2
FA K~ v xzbrootfsz A VR —F LET,
Zoawy NiE, ffRESh/ Ny r—2T
FAZ N VAR LET,

guestshell export rootfs package destination-file-URI

T A~ VD rootfs 7 7 A L& 1 —7 L URI
(FT—+7T v a2, USBIRE) |7 AR—
FLUET,

guestshell disable

DS Ny A S NV RO | |04
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rzr gz [

avy kR

At AR

guestshell upgrade {package [guest shell OVA file
| rootfs-file-URIT}

« [ A b= /VOVAZ 7 A /b (guestshell OVA
file) ] #7EF:

BESNEY 7 by =7 %y /7r—Y (OVA
T7AN) FEEITAT LA A=UNHD
NI R i — (N r— D RNIRE &
nTnengE) LT, YA v =
NET 7T 47 LTCT v 77 L—FKL
F4, MY, ATy —I0T,
VAT IAA=VICHORAT Z LIZE o T
DHFHTEET,

AN ) VOBAED rootfs 1Z. V7 &
T T N —TDrootfs ICEEHRZ Hi
F9, FAMv VT Ty T L—RE
bRHTHEN Y Ty ANV AT L
MHALEEA, REMREDZY 774
IV AT NN T WG guestshell destroy
av 2 NiZ%il) Cguestshellenable 2~ > ¥
ZH L Trootfs # BEHx 52 L H T
T, Ty T T L= RRETHE, SR
= VINT 7T 4 T ERET,

Ty 7T b—RKavy REFATTHENC,
WRERDD T a7 MRERREINET,
s rootfs-fileURI 23 F5 72 STV 555
FAR Yz VBRTTITA YA R—=LENT
WaEE., AR z/bdDrootfs”7 7 A b
A UR—MLET, TOavr N, B
DT AN vz VEHIRLET,
REshiz vy r—JIA v A b= L&
T

TR TL .



B 7=+ zrosm

FRETIL I

avy kR

At AR

guestshell reboot

FARN VBT 7T 4 T L THD, HE
77T 4 T LET,

U7 —bavy FeFArd 5uic, MRz Kk0
L7ur T MIREIRSNET,

GE) ZHUE. exec FE— KT guestshell
disable =~ > KMD1ZIZ guestshell
enable =~ R %< D& LT
—é’—o

I, AR v VAT aER
AMMEIELTERY, HERET 20
NHAGEIELHET, ZDrun
guestshell =2~ > KiZ, Ak V=
/I/“C“¥ﬁé?ﬂf@\%.’> sshd @:@Eﬁ L
TWET,

a2 RAHERE L7254 1E, ssha
7'a AR TEIE L7 HEMED
HYF9, NX-OSCLI 7»H 7 A b
T VOWREEZETT L&, Fil
L Ca~vy REHEILTEET,

guestshell destroy

FARNY 2V —EREAET 7T 4 T LT,
ToA A=V LET, A= HiE
F TV LT N TOHEMERDE T AT LI
REIET, Z @ show virtual-service global =
~ v RIiE, 2D OEMRIER VORI ] FELC
MR LET,

ZDa~xy RueirT 5 &, destroya~2 K&
FAT T HRNCHERZ KD H T 10 T FPRERRS
nET,

guestshell
run guestshell

A Far T N TCTTIZETEINTWA A R
b rzicEsLET, BERa—F -4/
AT— R

guestshell run command

run guestshell command

ANz VEBRIEOa T % A MH T Linux /
UNIX a2~ REEITLET,

a<w Yy ROFETHE, AL vF 7Fa 7 MR
*9,
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rzrvzrngz |

avy kR

At AR

guestshell resize[cpu [memory |rootfs]

FA N T BN T ST T RE 2 Hi kT
HREZHE L ET, AR, KIZTFA T =v
DA E T ITREI SNz & a2
ij‘o

GE) YA R EOEIE, guestshell

destroy =~ > R&ZffHT 5 L7V
7 ENET,

guestshell sync

TITF 4T A== N HF L AR LN A—
R RAPFRHDL VAT LATIE, ZOavwr R
7 A N V2 VO T 7 ANET 7T 4T
AN N I AKX N A—2N— N
R L E 9, network-admin 1L, A% /34
A —R—=NA PN RA—/— A P | o
7o & X2 U rootfs T2 L 5127 A K
vz )b rootfs DR E SN TWNDH EXIZ, ZD=
< RERITLET, Zoa~<r REFEH LA
WIGE. AF R A= R= XA PNFDA—
IR= A P THRHWREIR T A b =V Ry r—
CEMHLCT 7T 4 7T a— VBT L&
W2y AR Vo URHTZIA VA M= EavE
e

virtual-service reset force

AN 2 VETIMREY — A2 FHETE R
WIGEIE, VAT LADY B— FETYH, reset =
< REMH LT A bz b & _RTOfAH
=X 2@ LET, 7 =0T v
TERFTTDIE, VAT L EHo— R 50
WRHVFET, ZDa~vr REFRIT LIEEIL.
VAT AN B—RENDET, FAR L
FITEMOEEY — 2% A A ML T
AT LT TEERA,

Uty BT OICHER AR bivET,

\)

GE)

TR VBRI L. T AT 5ITE, EHEMRSLETT,

GE)

FARN Tz UE, RARN VAT ALEO Linux 227+ (LXC) & LTEAINET, NX-OSF N

A ACiE, LXC 1% virtual-service 2~ R CTA VA =L EFBEINFET, YA b = /Lid,
virtual-service =~ 3 NIZ guestshellr E W) ZHTORME—E R E L TERRIINFET,

TR TL .



B cuestshen omami

FRETIL I

\)

GE)

92 (1) VU —ATIEERRICR->TEY., BV U —=2TIHHIBRESHET,
RD exec F—V — RiZEIETETY,

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

RO F—V — NI IEShET,

(config) wvirtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

AN V2 VICEBRORWEEY—E R o< RiZBEIEESNET, Znbo <2 Rid NX-08

Guest Shell D EN 1k

guestshell disable =~ > FiZs ¥ v %7 LT, Guest Shell Z XL L E T,

Guest Shell M ERNL SNTZIRFETU AT L% Y v— F9 5 &, Guest Shell 1TMEIML S7=F Fiz
20 F£9,

1

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Deactivated guestshell.ova

. TR I)L
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(GE)  guestshell enable =~ > KT Guest Shell 3fF7 7 7 4 7Hh S E 5,

FZ kST )LDEE

guestshelldestroy =~ > RiE, YA v =V EZDT—T 4 777 "aT oA A R—LLET,
Zoa~r RTE, AR YL OVA IFHIR S EHE A,

FARNV 2 VPEEINTZRETU AT 220 —RT5L, FRA MV VEIEIREZEEI
2 F£9,

switch# show virtual-service list
Virtual Service List:
Name Status Package Name

guestshell+ Deactivated guestshell.ova
switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your work.
Are you sure you want to continue? (y/n) [n] y

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service
'guestshell+'

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Successfully destroyed

virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

(GE)  guestshell enable =~ > FEMH LT, ¥R b Y= VEHEGIHCT L LN TEET,

GE)  CiscoNX-0OS V7 b =7 Tk, avTFRBA A= EN5b L, onePiferin—h L7 7%
AWK LCHBIIICENCR YV ET, YAz MTa T Th A0, onePREREDS AEIINIC
s S x4,

FA S vV EMGH L2V, guestshell destroy ==~ > RCHIFRCT&E £9, ¥ A b = /Ln
HiffShd e, ZOHEOV v— ROEDICHIBRINZEFICR2DET, 2F0, YA vz a
VTR S L, AL v T RHEr—RFEINTH, FA Mo b ar T HIHBIRCHBSVE
A,

Guest Shell D E3h{k

Z @ guestshell enable =~ > R, GuestShell Y 7 F T =7 /v 7 —) 5 Guest Shell &1 > A
F—LET, T74NETIE, VAT A A A—VIZHOIANENT Ny T —U R, VA R =T

TR TL
I



B cuestshen ommi

FRETIL I

X ET, Guest Shell NI I N TWDEHEIE, 20 a~2 RE2{H L T, Guest Shell &
BT 77407 THEHTEET,

Guest Shell XML SNTRETU AT L%V o — R34 5 &, Guest Shel ITHIMLSIN=F FIT
0 F9,

R

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Install success virtual
service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Activating virtual service
'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully activated

virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

AN—R T— k E— FTO Guest Shell DFZN1L

NX-089.2(1) U U —RUIE, A7 L% [HAT— K £— R (basshootmode) | T7— F§ % Z
EERIBINTEET, VAT LEHAT— N E— N TREHIT S &, Guest Shell (X7 7 #+ /L h TILBH
HENFEFA, TOF— NT Guest Shell ZFH T B12ix, B A > 7 F A NT 7 F ¥ & Guest
Shell f A—YZFLRPM 27 77 4 7T H2MENRSH Y £F, ZHEITH &, Guest Shell &
virtual-service 2~ RO TEZ 2912720 £,

RPM 7 27 T 4 N—3 g v A<y RBROIEF TEIT SNG4

1. install activate guestshell

2. install activate virtualization

Guest Shell = > 7 F1F, Y AT AR TV T— NTRE) L72GE LRBICHEICT 77 0 Tl E
nET,

RPM 7 27 T 4 RX—3 3 ¥ a~<y REWOIEF THEIT LIZIGE:

1. install activate virtualization

2. install activate guestshell

Z D%, [guestshell #HF31L (guestshell enable) | =~ K& %474 % £ T, Guest Shell IZH NI
20 EHA,
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XK T)LDES
CiscoNX-0S U U —27.0 (3) 17 (1) LU, 1 DAL v FTHAEZA XENTF A )b
rootfs Z#E D A A v FIZETE £,

T7u—=FE SR v =rootfsE AL v A AL Thbx2 7 AR — KL, 77 A0 —C
BAFTHZ LT, POAPAZ UZF ME, A b v =brootfsalhd 2 A v FIZZ T m— R (A
YR—=F) L. FFEDTF AN eV EZHOT N AZFARFIZA VA =L TE ET,

XM ST ) rotts DI AHR— b

FA K v xzvrootfs =7 AR— b3 5HIZ1%. guestshell export rootfs packagedestination-file-URI
avwr R LE T,

destination-file-URI /X5 A —&|Z. A Kk =/l rootfs DI B—D7 7 A LOLFTTT, T D
T7ANTIE, Ba—HVURIF S ary (F—h7F v =, USBlI 2&) NafRe T,

guestshell export rootfs package =< > K CTit, ROMFHIM TN E T,
c FAN VNV ERIICLET (FTTITHMMIR > TWDEHA)

« AN v A R — K YAML 7 7 A VEAERK L. rootfsextd 7 7 A LD Jcisco T 4 L7 K
VIZFRAN L ET,
srootfsextd 7 7 A V& X —/ > h URI DIz —1LE9,

« FA R TV LUETICH N R o T, HEARNC LET,

Guest Shell rootts DA > R— k
Guest Shell rootfs 4 > R— b T 2G5, HZETXE 2 2ORUBH Y £7°,

« Guest Shell 23 FE S N7 ARBED 41X, guestshell enable package rootfs-file-URI =~ > K % i
LT, GuestShellrootfs A > AR — K~ LEF, ZDa~vr NE, FREShiz Xy Fr—IT
Guest Shell ZiH L £ 7,

* Guest Shell 239 TIZA X b=/ SN TWHEE1E. guestshell upgradepackagerootfs-file-URI
a~ 2 K& LT, GuestShellrootfs A ' R—hrLFET, ZDa~r Nix, BEAFDGuest
Shell ZHIBR L, frg Sl v r—V% A VA M=V LET,

rootfs-fileURl /35 XA —& %, B—H)L A L — (F— 75 v a2, USB7A2E) ITfEENn
TUW5 rootfs 7 7 A /LT,

T—b 7T allbbT77ANTIDavy ReFRITTHE, 77AMWIT—FT7T7 022D
A RL—Y S BEI S E T,

NRAKNTZ 75 4 AL LT, guestshell upgradepackagerootfs-file URl =t~ > K% {fi[f]4 % Aiiz,
Tr7ANET = 7Ty allat—L, mdSssum ZMGEET D UNENRH Y 9,

I TR TL .



g2k vzu |
. Guest Shell rootfs O 1 > 7R—

A\
=74

(GE)  guestshell upgrade package rootfs-fileeURI =~ > KiZ, Guest Shell 2> 5 AT

)

GE) rootfs 7 7 A /I AT DBXUfFE R r—UTIEH D £H8 A, ISR T LIS, AT D07
W, BASN TR Wy =T 5 X5 ICRETHVRERH Y 7,

(config-virt-serv-global)# signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not endorsed
by Cisco. User assumes all responsibility.

\}

GE)  rootfs DEHAINI/NN— 3 » EHILT DITIE:

* Guest Shell 23BEIZA A b=/ ENTWAEG1E. guestshell upgrade =~ > K& GEMO X
FA—HF = LT HHLET,

« Guest Shell A FE S 7= & X 1T, guestshellenable=~ > K& GEIN/ST A—&72 L) f§H
Li—g—o

)

GE)  Guest Shell N5, £72IENX-API Z i L CAA v F OIS ZDa~y REHETT 588
X, 7T R EAX Yy TTALYOICHKRETALENDH Y £9°, terminal dont-ask

guestshell enable package rootfs-filee URI =2~ >
s rootfs 7 7 A )LD ILAR K IR MRGE 2 FAT L E 5
srootfs # A hL— F—LIZBEI L7,
srootfs#~ 7 LT, feiscoT 4 L2 FUMEH YAML 7 7 A L Z&28itH L £,
*YAML 7 7 A V2T LT VM EFR (VY =282 5T) 23F LET,
* Guest Shell 7 7 7 1 7IZ LET,

guestshell enable DV — 27 7 7 —D .

switch# copy scp://user@l0.1.1.1/my storage/gs rootfs.ext4 bootflash: vrf management
switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Installing virtual
service 'guestshell+'

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual
service 'guestshell+'; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Activating virtual service
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'guestshell+'
2017 Jul 31 14:58:33 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

\)

() guestshell upgrade ®V —7 7 1 —DH[IZ, BEAED Guest Shell 2AEE S E T,

)

GE) A XEWOftIL, guestshell upgrade =2~ > F&ffifl+25L 27 UV 7 & E,

YAML 7 7 1 LD A > iR— k

Guest Shell D —F—=NZEFHFERN< ONOFHEZ EET H YAML 7 7 A /Wid, =27 AR — |
BEO—EE L CHBIMICER S E T, 2L, /iscoT 4 L2 b U @ Guest Shell rootfs (241 A
ANENTWET, ZHUE. Guest Shell 2T FDRERRTLRTTIEHY A, 22—V —NEH
TEDHNRNTA—FO—HOIARNEENLTWET,

Guest Shell >R — b YAML 7 7 £ /LD

import-schema-version: "1.0"
info:
name: "GuestShell"
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "lxc"
cpuarch: "x86 64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: "/"
capacity: 250

guestshell export rootfspackage =~ > K& 4795 &, YAML 7 7 A ARV ERENE T, ZD7 7
A VT, BIEEAT T O Guest Shell Dftiz %+ 7 F ¥ LE7,

it 7 3 a »i2iE. Guest Shell DF AT HARE] T — 2 3 £ T E9, show guestshell
detail =~ > FOHNIT—HOWHHRBERINET,

SO IZ, YAML 7 7 A ADMER SNT= & EDUTCHM O a—F ¢ o 7 T4, WZI3C 55
D7 F—=~ v ML, RFC5545 (iCal) @ DTSTAMP & [6] U T,

UY—RA+t&7 3 aTiE, GuestShell 7 A KT 257D ERERBMICONTHHLET,
Z OO target-dir DA /) 1%, 7«4 A7 % rootfs & L Calhhill L £,

)

GE)  Guest Shell M S L 7c & ZNTY A AL INTAED TR E S84, guestshell enable package
vy ROMHRHZZN D OEDA R — bk YAML 7 7 A VO LD HELESLET,

TR TL .
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B vwior roqotk—t

cpuarch fEHiX, 2T FTOFATNTHREND CPUT —F T 7 F ¥ ZRmLET,

T AR— FEAENRET L2, YAML 7 7 A LV EZZBFECTEE£9 WA EEET LY, QB
W U CHMTIER AN T A —Z 2o L) TEET) .,

Cisco [%, JSON A¥ —< ZfH ] L TAH I4L72 YAML 7 7 A VA MGET 2 72 DICHITTE S
Python 227 UV 7 MM LTV ET, %8R T AP TEH Y FHEAN (2L 2, T4 A[EE
DY Y =ZAHREITF =y 7 SNEEA) | B RTT—IZT7 T 72T HZENTEET, #
Z&te Python A2 U 7 MiE, [Guest Shell £ > 7R— ks =27 AR — K (Guest Shell Import

Export) Thttps://github.com/datacenter/opennxos/tree/master/guestshell_import_export {2 Y £9°, KD
JSON 7 7 A /LI%, GuestShell f >R — b YAML D=2 5 2 1.0 DAF—v &R L TWET,

"$Sschema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",
"description": "Schema for Guest Shell import descriptor file - ver 1.0",
"copyright": "2017 by Cisco systems, Inc. All rights reserved.",
"idm: ",
"type": "object",
"additionalProperties": false,
"properties": {
"import-schema-version": {
"id": "/import-schema-version",
"type": "string",
"minLength": 1,
"maxLength": 20,
"enum": [
"i.o"
]
I
"info": {
"id": "/info",
"type": "object",
"additionalProperties": false,
"properties": {
"name": {
"id": "/info/name",
"type": "string",
"minLength": 1,
"maxLength": 29
I

"description": {
"id": "/info/description",
"type": "string",

"minLength": 1,
"maxLength": 199
I

"version": {
"id": "/info/version",
"type": "string",

"minLength": 1,
"maxLength": 63

bo

"author-name": {
"id": "/info/author-name",
"type": "string",
"minLength": 1,
"maxLength": 199

bo

"author-link": {
"id": "/info/author-1link",

. FRETIL
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"type": "string",
"minLength": 1,
"maxLength": 199

}
}I
"app": |
"id": "/app",
"type": "object",
"additionalProperties": false,
"properties": {
"apptype": {
"id": "/app/apptype",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"lxc"
1
}I
"cpuarch": {
"id": "/app/cpuarch",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"x86_ 64"
1
}I
"resources": {
"id": "/app/resources",
"type": "object",

"additionalProperties": false,
"properties": {
"eput: |

"id": "/app/resources/cpu",
"type": "integer",
"multipleOf": 1,
"maximum": 100,
"minimum": 1

} 4

"memory": {
"id": "/app/resources/memory",
"type": "integer",
"multipleOf": 1024,
"minimum": 1024

} 4

"disk": {
"id": "/app/resources/disk",
"type": "array",

"minItems": 1,
"maxItems": 1,
"uniqueIltems": true,

"items": {

"id": "/app/resources/disk/0",

"type": "object",

"additionalProperties": false,

"properties": {

"target-dir": {

"id": "/app/resources/disk/0/target-dir",
"type": "string",
"minLength": 1,
"maxLength": 1,
"enum": [

I TR TL .




. show guestshell 37 > K

1
}I

n/n

"file": {
"id": "/app/resources/disk/0/file",
"type": "string",
"minLength": 1,
"maxLength": 63

}I

"capacity": {
"id": "/app/resources/disk/0/capacity",
"type": "integer",

}
}I
"required":
"memory",
"disk"

}

}I
"required": [
"apptype",
"cpuarch",

"resources"

}
}I
"required": [
"app"
1

show guestshell 2 < > F

"multipleOf": 1,
"minimum": 1

[

FRETIL I

show guestshell detail =~ > RO IZIE, 7 AN = VDA R— K Zicir, OVARLA
A M= SN THERN T ENE T,

rootfsz A > 7R— k L7214 ® show guestshell detail =~ > KD,

switch# show guestshell detail
Virtual service guestshell+ detail

State
Package information
Name
Path
Application
Name

: Activated

rootfs puppet
usb2:/rootfs puppet

GuestShell

Installed version : 3.0(0.0)

Description
Signing

Key type

Method
Licensing

Name

Version

. TR I)L

Exported GuestShell: 20170613T1736482

Unsigned
Unknown

None
None
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RIEH—

RI8S—

E X & Guest Shell 53R D 1&:E

E X & Guest Shell |&%R DI&AE .

RO~ PRI LT, B —ER LT A = VOFREEETE £7,

avy kR

At AR

show virtual-service global

switch# show virtual-service global

Virtual Service Global State and Virtualization Limits:
Infrastructure version : 1.11

Total virtual services installed : 1

Total virtual services activated : 1

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service : 1

Resource virtualization limits:
Name Quota Committed Available

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992
switch#

AR —E 2D 7 a— L
IRFE LR Z RN L ET,

show virtual-servicelist

switch# show virtual-service list *
Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

RAEY — B A DS, AR
P —ERADRAT—H A B
JRA A F—nEnTn
BIT =T Rylr—
BRRLET,

TR TL .
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show guestshell detail guestshell /X v 77— 2 B9
DEfdl (N—Ta v B
switch# show guestshell detail UY—Z TR, R L)
Virtual service guestshell+ detail -
State : Activated %%m Li‘a‘o
Package information
Name : guestshell.ova
Path : /isan/bin/guestshell.ova
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version : None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU : 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial?2
Serial/Trace serial3

FHRAM SIS T T r— 3 0DkEHIRE

TN =3 iR, /usr/lib/systemd/system/application name.service {CA A h—
IVEND systemd / systemctl P —ER 77 A NBPBETT, ZOV—ER 77 AL, X
DKWL T +—~ v MITLRENH Y £,

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target

. TR I)L
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GuestShell 157 T r— 3 v kgwices s 2FIE [

\)

GE)  #rEoa2—%—L LT systemd ZFEITTHITE, V—EAD (H—t = (service) | BZ ¥ 3 1T
User=<username> %ZJEJJD Liﬁ—o

GuestShell NS 7 T U Hr— 3 & kEMICEET HF

&

Step 1

Step 2
Step 3
Step 4
Step 5

R TER LT 7T r—a v =B A 77 A /L% /usr/lib/systemd/system/application name IC
A A=A LET, P—ER

systemct! start application name T7 7' U 7r—3 3 VARG L 3

77 r—3 3 )8 systemctl status-1 application_name THEIFTEN TS Z LR L £

systemctl enable application name TV v — RKFZT 7V r—v a VA BEETE L2 L91ICLET

77V r— 3 v systemctl status -1 application_name THEITINTNDH I E AR L ET

ARSI ILTOY LTI T IV — 3y

WOWNE, “A S 2O T TV r— g R/ L TWNVET,

root@guestshell guestshell]l# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $SOUTPUTFILE
while true

do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> SOUTPUTFILE
sleep 10

done

[root@guestshell guestshell]l#

[root@guestshell guestshell]l#

[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]

Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s

[Install]

WantedBy=multi-user.target

[root@guestshell system]#

[root@guestshell system]# systemctl start hello

TR TL .
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[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon
Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#
[root@guestshell guestshelll# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

Jw— FZ

[root@guestshell guestshelll# ps -ef | grep hello

root 20 1 0 18:37 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015
Hello World

Sun Sep 27 18:38:13 UTC 2015
Hello World

Sun Sep 27 18:38:23 UTC 2015
Hello World

Sun Sep 27 18:38:33 UTC 2015
Hello World

Sun Sep 27 18:38:43 UTC 2015
Hello World

[root@guestshell guestshelll#

systemd / systemctl CEATTH L, 7TV r—T g o MEIL LGS (E3EmigkT L
LE) . TV r—vaIHNICHES S NET, Ye AT iEbEb 26T, 7
T r— g U EREIRTTA L, Fat R AT 257 CAMICHES S E T,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

Guest Shell [CET AMIEED ST a—TFT 429

70 D MADE IV L—FREIZHFRA N DT )VIZT7 9 RATELRWN

AN 2 VDT 7T 4 TAEFIZIET 77 40 77T a2, NX-08S92 (1) U U —A2»n
H5NX-0870 (3D 7V V=R A A= (2—V—ZWAEMOV R — 020N (X T L—F
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Guest Shell IZES S 5RED kS5 TLva—F 12 |

LEBa. MOa~<wy REFITTEET, YA MYz /LdREILETHN, YAV =LZT7 7%
ATERVIROIREICZ2 0 £7°, ZORBEOHMBIE, 7 A vz vOBITHIZY B — RBRFRITE
NrE%t. FAN V2 VWD T 7 A VPR —F— IR O AR — F 3RV NX-0S U Y — T
{FH AT RE 725 B FREBHIC R S22 T,

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service 'guestshell+'
switch#

switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

switch# run bash 1ls -al /isan/vdc_l/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

ArwXIrWXIrwx 4 root root 80 Apr 27 20:08
“rw-r—-r-- 1 11000 11000 0 Mar 21 16:24 .autorelabel
1 TWXIWXIWX 1 11000 11000 7 Mar 21 16:24 Dbin -> usr/bin

TAN VO T 7 A NVE R Z LR ZOMENGHIET 2I12IE, BAATIZFAT SN TV
NX-089.2 (x) A A—VEMH LT AT L%EZVr—RL, NX-08S7.0 (3) I7A4 A—Y TV AT
LAV a—RTDEEINT, AN VB (775 4 74 (Activated) ] INREIZR A Lo LE
T, b1 ODF T a0, NX-0S9.2 (x) ODEFHICF A =L E2EHC L, 7.0 (3) 17
TYe— RRLERICHEANCTSZ & TT,

TA D T2 CRET Db O BILT 2120 DGEE, A A=Y 2L FEFICHEL TH
ETE £,

TAR IO —=bNDET—bTS9aDITFANIZT I ERATERL

PARN V2DV —RIPET = 7Ty vaDTZ 7 A MIT 7 BATERWEERH Y £7,

RABNND:

root@switch# 1ls -al /bootflash/try.that

-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

FAR VNG

[root@guestshellbootflash]# 1ls -al /bootflash/try.that

-rw-r--r-— 1 65534 host-root 0 Apr 27 20:55 /bootflash/try.that
[root@guestshellbootflash]# echo "some text" >> /bootflash/try.that
-bash: /bootflash/try.that: Permission denied
[root@guestshellbootflash]#

L, 22— —DZWMEMNERA N VAT L ERET L EOIHENTWAED, S A b
LD — N EBIZIIT AT LD — FTIERWZ EBNRERTH A Al fetE 0 dH 0 £,

ZORMENSRETAICIE. TrANDT IR E T ANDITIN—THAF T, T— T
Suia btOXFE T A NI EBVICT V7 BATEXAZ 2R LET, &~ A Bash &
arno T IR AFAERIIINN—T AT 2EETOIMNERDDIGENRH D T,

TR TL .
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