RE1HEDBRRE

o LRI ET D (Secure Erase) HEHEIZBHT A EH (1 2—)
« ERIRHEEEFITTDHIOORMHESRLE 2 3—)

c BEPHEOTFEFHEGER 2 —)

« BRIHEDOFE 23—)

Z£IZ7;8E9 D (Secure Erase) #HEEIZRBIT B 1HER

CiscoNX-0OS U U —2 10.2(2)F LK. Nexus3548 A1 v F DT X TOEHEEKHEREZMET 5 ©4
\ZWH 259 % (Secure Erase) HREAVE A S4UFE L7z, Secure Erase £, Return Merchandise
Authorization (RMA) . 7 v 77 L — RELIEFIRLH, EIET AT 2O R— METIZE DY
S ASHIBR ST IRAE T, Cisco NX-OS 7 /34 A LD T OB R/ R HH & HIbR 3 5
BT,

Cisco Nexus 3548 A1 v FiL, AL —VEHEEL T, VAT AV TZ R YT A A=V R
AYTFRE, Y7 hv=7 vnr, BROMEBREAZRALET, ZNAOLOHEKIZIE, X b
T —20 T —%7 7 F ¥R 25672 EOBEBEA OF®RS, 7 — X WHEOEER) 72 4%
BINEENTWDREEMERH Y 77,

BRIWCHET AT R T, KO2-50F IV ATCHEHAINET,

o« FNA ZADEMFFT] (RMA) : RMA D72 DIZTF A A% 3 A TRET HMNENH 58
EliE. FDOT /A ZAD RMA FEHEZ ST DHIIZ. BEEBEAEOT —% 23T XTHIFRL
TLTEEW,

AREEZT T R ADV ANY TN, RRFEIN TS —T U T VEZEF I L
FTUVYNVNREEZITTEGAE., T ARPHERTIZV Yy FL, T AEHRT
LTL7Z&EW,

GE) LZRICHETABETIZI. AR ML —0ar T o VIiEESREY A,
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TNRAANY B— REINTLHHMREEEIC) By hSi, AL v TFHRRU—F 7 E— K
W20 E9, PHHIRE~D Yy bME TOAAL AL, VT MU T ORRKRE v — RICHER
MAC_ADDRESS & SERIAL_NUMBER %Z & X COBREEHEZ 7 VT LET,

r—t— ~:\' = /- . TR =]

TEITEEZEITIT S5-ODRIHEEH
 BRIMEEBMEE FITT DRI, T RTCOY T by =T A4 A=, k., BLXOEAT—
ARy 7T v 7T ENTNDZEEMERL TSN,
o T ANEITHOGEIL, BIROFEIN RN L AR L T ZI N,

« BRIPEET v A& BMGT D EIZ, In-Service Software Upgrade (ISSU) % 721X In-Service
Software Downgrade (ISSD) 72SEfTH TRWZ & AR L E T,

REGHEDIEFHLHNER

¢ FX3 £7213FX3S £7/2I1XFX3P A A v F %, TORB LWFEXE— RTHHR—FINFET,
BERMIEENFEX B— FCEITINLEE. A v FIRIEERHEBRIERICTOR £— K
TE#HLET,

e VT MU T Ry FiH, TAAL AL VA =L ENTWBES, VIHRE~DY v
Tt ARRIETTSINET A,

v arEN L factory-reset 2~ > RBRITEINZHA, OIHIRE~DO )ty 71
v 2AOETHICEY g VIFETLINER AL

Ny T AT T AL v FERA=NR= A FEV2— T, B—F—T a7 MIRY
*7,

1T AA v F Y a—/WE, ERDUIE SN REBIC2 D £,

fex DERIRHELWNT D & MARERE~D Y &y FRBR S, fex R HIBRS H
£

fex 3V —NEBMHLTE=FY 7 SND fex RRNE, RLZEEE, FE®)
LT fex ZEEI L, ZEQHELFEMBLET,

[ ~ JMs SL =

BEHENDERTE
RMA |2 ET DRNIME R T — X 2T X CHIBRT 2121, kOa~> REEH L TLEe72H
EEBJRELET,
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avw vk =E):g]

factory-resetfex modulemod al A7 varzfhcLCa~vy FafiiL
il - TLE&, factoryreset 2~ R&fEHT %

, , e DB AT AREITH Y £H A,
switch(config)# factory-reset [module <3>]

fex DIHE = R#ET HI2I1L, factory-resetfex
[allfex_no] ZfEH L £ 9,

o —FEITT T fex ZLAEITHEET DI
X, A7 aval #EHLET,

GE) REMIEERIEEZBRIGT 2RI,
fex 7% Active-Active > U #1272
WIZ EERMER LT &,

A7 amod EFEH LT, EohEakae Y
v FLFET,

s top-of-rack (ToR; b v 7477 v 7) A
A v FOEAE., a2~ Rid factory-reset
F 7213 factory-reset module 1 T,

s by T HFT T AL vTFDLXC E—
RFClX, =~ N3 factory-reset module
1$£7-1%227T9,

SAFROEY 2= 2L v FOBEA,
factory-reset module #module_number =
~ Y RliIko EBY TT,

THHmEEORE~D Y ¥y 7 rk RARIE
WIZETd2&, ALy FNIVT7—HFLT,
BRI ET,

A\

GE) WATOZRERBREEBRETI T R— S TWEFA, H—DER V¥ —YHNOBEHEDEY = —
NEMET LIRS, HRINDIEFIZ. 94 I—R, 777V w7 ZAZ N A—r3—
NAY, VAT A avia—=3 TIT 47T A== P TH,

LZOREREEAA—VEEBLT, T—F VAT H M) H—TEET,
W, BRBPHECEID TRy b a~vr RERET D20 Nl Z R LET,

FX2-2-switch# factory-reset fex all

111l WARNING:

This command will perform factory-reset of all FEX modules !!!!

The factory reset operation will erase ALL persistent storage on the specified FEX module.
This includes configuration, all log data, and the full contents of flash and SSDs.
Special steps are taken in an effort to render data non-recoverable. Please, proceed
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with caution and understanding that this operation cannot be undone and will leave the

system in a fresh-from-factory state.
111l WARNING !!!!

Do you want to continue? (y/n) [n] y
Initiating factory-reset for the FEX: 109 --- SUCCESS!!

FEX: 109 is reloading for the reset operation to proceed.

Factory reset may take time...

Please, wait and do not power off the FEX...

Trying to remove the FEX:109 config !!!

Initiating factory-reset for the FEX: 110 --- SUCCESS!!

FEX: 110 is reloading for the reset operation to proceed.

Factory reset may take time...

Please, wait and do not power off the FEX...
Trying to remove the FEX:110 config !!!
Successfully removed FEX:110 config. !!!

LIFIC fex v 7Ol 2R LET,

FX2-2-switch# 2021
FEX console logs:

bgl-ads-4157:138> telnet 10.127.118.15 2007
Trying 10.127.118.15...

Connected to 10.127.118.15.

Escape character is '""]'.

fex-109#

fex-109# [129266.313614] writing reset reason 9, Factory-reset requested by abc

[129266.391801] Restarting system - Factory-reset requested by abc

U-Boot 2011.12 (Jun 25 2014 - 16:28:41) Cisco Systems
CPUO: P1020E, Version: 1.1, (0x80ec0011)

Core: E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPUO:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous),
Ll: D-cache 32 kB enabled

I-cache 32 kB enabled

Board: P1020FEX

[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]

I2C buses: ready

Golden image

U-boot retry count 0

Jump to upgradeable image at 0xefd20040

U-Boot 2011.12 (Jun 25 2014 - 16:19:54) Cisco Systems
CPUO: P1020E, Version: 1.1, (0x80ec0011)

Core: E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPUO:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous),
Ll: D-cache 32 kB enabled

I-cache 32 kB enabled

Board: P1020FEX

[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]

I2C buses: ready

Upgradeable image

DRAM: Configuring DDR for 666.667 MT/s data rate
Time-out count = 480

DDR configuration get done

1 GiB (DDR3, 32-bit, CL=6, ECC on)

Memory test from 0x40000 to Ox1fdfffff

Data line test................ OK

Address line test............. OK

B z&uEE0%E
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OK
Flash: 288 MiB
L2: 256 KB enabled
Set dbglevel to its default value (0xl)
PCIel: Root Complex of mini PCIe SLOT, x1, regs @ O0xffe0a000
PCIel: Bus 00 - 01
PCIe2: Root Complex of PCIe SLOT, no link, regs @ O0xffe09000
PCIe2: Bus 02 - 02
Net: eTSEC1l, eTSEC3
Hit Ctrl-L to stop autoboot: 0
WARN: user forced bootcmd="run sysboot"
WARNING: adjusting available memory to 30000000
## Booting kernel from Legacy Image at 01000000
Image Name: Linux-2.6.27.47
Created: 2015-11-20 10:22:39 UTC
Image Type: PowerPC Linux Kernel Image (gzip compressed)
Data Size: 8936305 Bytes = 8.5 MiB
Load Address: 00000000
Entry Point: 00000000
Verifying Checksum ... OK
## Flattened Device Tree blob at 00c00000
Booting using the fdt blob at 0x00c00000
Uncompressing Kernel Image ... OK
Loading Device Tree to 03ffb000, end 03fffe82 ... OK
setup_arch: bootmem
mpc85xx_fex setup_arch()
arch: exit

[0.436112] Host controller irg 17

[0.477490] pci 0000:00:00.0: ignoring class b20 (doesn't match header type 01)
[0.566841] Assign root port irg 17 for 0000:00:00.0

[2.210329] Enabling all PCI devices

[2.802226] FSL:i2c-mpc - probing i2c controller

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

[2.975494] FSL:i2c-mpc - probing i2c controller

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

[3.889037]

[3.889041] Watchdog init<0>

Mount failed for selinuxfs on /selinux: No such file or directory

INIT: version 2.86 booting

Setting system clock: [ OK ]

Mounting all filesystems: [ OK ]

/sbin/dhclient-script: configuration for ethl not found. Continuing with defaults.
/etc/sysconfig/network-scripts/network-functions: line 78: ethl: No such file or directory
Mounting system image: [ OK ]

Unpacking system image: [ OK ]

Uncompressing system image: [ OK ]

Loading system image: [ OK ]

net.ipvd.ip forward = 0

net.ipvd.ip default ttl = 64

net.ipv4d.ip no _pmtu disc = 1
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Starting internet superserver: inetd [ OK ]
net.core.rmem max = 524288
net.core.wmem max = 524288

net.core.rmem default = 524288
net.core.wmem default = 524288
net.core.somaxconn = 1024
net.core.netdev_max backlog = 1024

weEE0HRE |

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or

directory

[23.255118] Device eth0 configured with sgmii interface
Non issu restart

[24.151321]

[24.151327] base_addr is 26524<0>

Secure erase requested! Please, do not power off module!
Starting the secure erase. !!

This may take time. Please wait !!

>>>> Wiping all storage devices

[28.706882] NX-0S starts punching watchdog

grep: Backu: No such file or directory

+++ Starting mtd secure erase for the partition /dev/mtd2 +++

Erasing /dev/mtd2

Erasing 128 Kibyte @ 170000 -- 99 % complete.
—-——-> SUCCESS

Writing random data onto /dev/mtd2

Filling /dev/mtd2 using random data

Erasing blocks: 192/192 (100%)

Writing data: 24576k/24576k (100%)

Verifying data: 24576k/24576k (100%)

---> SUCCESS

Erasing /dev/mtd2

Erasing 128 Kibyte @ 170000 -- 99 % complete.
---> SUCCESS

+++ Skipping cmos secure erase +++

>>>> Done

+++ Skipping nvram secure erase +++

>>>> Done

>>>> Iniatilzing system to factory defaults
+++ Starting init-system +++

Initializing /dev/mtd5

/isan/bin/mount jffs2.sh: line 68: ${LOG FILE}: ambiguous [ 651.954326] Restarting system.

U-Boot 2011.12 (Jun 25 2014 - 16:28:41) Cisco Systems
CPUO: P1020E, Version: 1.1, (0x80ec0011)

Core: E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPU0:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous),
Ll: D-cache 32 kB enabled

I-cache 32 kB enabled

Board: P1020FEX

LBC:83.333 MHz

[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]

I2C buses: ready

Golden image

U-boot retry count 1

Jump to upgradeable image at 0xefd20040

U-Boot 2011.12 (Jun 25 2014 - 16:19:54) Cisco Systems
CPUO: P1020E, Version: 1.1, (0x80ec0011)

Core: E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPU0:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous),
L1l: D-cache 32 kB enabled

I-cache 32 kB enabled
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Board: P1020FEX

[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]
I2C buses: ready

Upgradeable image

DRAM: Configuring DDR for 666.667 MT/s data rate

Time-out count = 480

DDR configuration get done

1 GiB (DDR3, 32-bit, CL=6, ECC on)

Memory test from 0x40000 to Ox1fdfffff

Data line test................ OK
Address line test............. OK
OK

Flash: 288 MiB
L2: 256 KB enabled
Set dbglevel to its default value (0xl1)
PCIel: Root Complex of mini PCIe SLOT, x1, regs @ 0Oxffe0a000
PCIel: Bus 00 - 01
PCIe2: Root Complex of PCIe SLOT, no link, regs @ 0xffe09000
PCIe2: Bus 02 - 02
Net: eTSEC1l, eTSEC3
Hit Ctrl-L to stop autoboot: 0
WARN: user forced bootcmd="run sysboot"
WARNING: adjusting available memory to 30000000
## Booting kernel from Legacy Image at 01000000
Image Name: Linux-2.6.27.47
Created: 2015-11-20 10:22:39 UTC
Image Type: PowerPC Linux Kernel Image (gzip compressed)
Data Size: 8936305 Bytes = 8.5 MiB
Load Address: 00000000
Entry Point: 00000000
Verifying Checksum ... OK
## Flattened Device Tree blob at 00c00000
Booting using the fdt blob at 0x00c00000
Uncompressing Kernel Image ... OK
Loading Device Tree to 03ffb000, end 03fffe82 ... OK
setup_arch: bootmem
mpc85xx_fex setup_arch()
arch: exit
[ 0.436112] Host controller irg 17
[ 0.477490] pci 0000:00:00.0: ignoring class b20 (doesn't match header type 01)
[ 0.566841] Assign root port irg 17 for 0000:00:00.0
[ 2.210556] Enabling all PCI devices
[ 2.804559] FSL:i2c-mpc - probing i2c controller
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
[ 2.975502] FSL:i2c-mpc - probing i2c controller
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory
[ 3.889014]
[ 3.889018] Watchdog init<0>
Mount failed for selinuxfs on /selinux: No such file or directory
INIT: version 2.86 booting
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Setting system clock: [ OK ]

Mounting all filesystems: [ OK ]

/sbin/dhclient-script: configuration for ethl not found. Continuing with defaults.
/etc/sysconfig/network-scripts/network-functions: line 78: ethl: No such file or directory
Mounting system image: [ OK ]

Unpacking system image: [ OK ]

Uncompressing system image: [ OK ]

Loading system image: [ OK ]

net.ipvd.ip forward = 0

net.ipvd.ip default ttl = 64

net.ipv4.ip no _pmtu disc = 1

Starting internet superserver: inetd [ OK ]

net.core.rmem max 524288

net.core.wmem max = 524288

net.core.rmem default = 524288

net.core.wmem default = 524288

net.core.somaxconn = 1024

net.core.netdev_max backlog = 1024

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

[ 22.630994] Device ethO configured with sgmii interface

Non issu restart

[ 23.535827]

[ 23.535832] base_addr is 26524<0>

INIT: Entering runlevel: 3

fex login: Sorry, user root is not allowed to execute '/sbin/sysctl -g -w vm.drop caches=3'
as root on fex.

[ 28.090052] NX-0OS starts punching watchdog

fex login:

WIZ, BV 2=V TEERHERICLD THHMIE) £y b a~vy RERET L7200 hflz
~LET,

switch# factory-reset [all | module <mod>]

switch# factory-reset [module <3>]

111 WARNING !!!!

The factory reset operation will erase ALL persistent storage on the specified module.
This includes configuration, all log data, and the full contents of flash and SSDs.
Special steps are taken to render data non-recoverable. Please, proceed with caution and
understanding that this operation cannot be undone and will leave the system in a
fresh-from-factory state.

111 WARNING !!!!

Continue? (y/n) [n] y

A module reload is required for the reset operation to proceed. Please, wait...
..truncated..

Secure erase requested! Please, do not power off module!

>>>> Wiping all storage devices ...

+++ Starting mmc secure erase for /dev/mmcblkO +++

*** Please, wait - this may take several minutes ***
\

—-—-> SUCCESS

+++ Starting SSD secure erase for /dev/sda +++

*** Please, wait - this may take several minutes ***
\

—-—-> SUCCESS

+++ Starting cmos secure erase +++

\

—-—-> SUCCESS

>>>> Done

+++ Starting nvram secure erase +++
\

--—> SUCCESS

>>>> Done
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RIT, LC TEREBRHEICL D THEAREY) £y b a~r RERET 700 a7 ofl%z
~LET,

switch#

switch# factory-reset mod 1

11 WARNING !!!!

The factory reset operation will erase ALL persistent storage on the specified module.

This includes configuration, all log data, and the full contents of flash and SSDs.
Special steps are taken in an effort to render data non-recoverable.

Please, proceed with

caution and understanding that this operation cannot be undone and will leave the system
in

a fresh-from-factory state.

111 WARNING !!!!

Continue? (y/n) [n] y

A module reload is required for the reset operation to proceed. Please, wait...
reloading module 1

SUCCESS! All persistent storage devices detected on the specified module have been purged.
switch#

WIZ, mod TOLERIHRIZL L2 THMMR ) £y ha~r RERE LGEOH a7 Ol
R LET,

switch# factory-reset mod 26

1111 WARNING !!!!

The factory reset operation will erase ALL persistent storage on the specified module.

This includes configuration, all log data, and the full contents of flash and SSDs.
Special steps are taken in an effort to render data non-recoverable.

Please, proceed with

caution and understanding that this operation cannot be undone and will leave the system
in

a fresh-from-factory state.

1111 WARNING !!!!

Continue? (y/n) [n] y

A module reload is required for the reset operation to proceed. Please, wait...
reloading module 26

SUCCESS! All persistent storage devices detected on the specified module have been
cleared.

>>>> Please, note - multiple write passes were required to remove data from one or more
devices. <<<<

switch#
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