AAA D% TE

ZDOFETIL, CiscoNX-OS T A ATRAE, #FAl, THhHUT 427 (AAA) ZRET D FIE
WCOWTHBLE T,

ZOFEZ, WOBETHERINTWET,

* AAA IZ-2VC, on page 1

« AAA DHITESME, on page 6

« AAA DEEEIH L KI5 H, on page 6

« AAA OF 7 )b h%IE, on page 7

« AAA DFRIE, on page 7

cO—HIVAAAT AT 4T alOE=FY 7 L7 YT, onpage 30
« AAA X IE DR, on page 30

« AAA DR E, on page 31

VAL RTA=HDOFER (32 8—)

e NAU— R 7a 7 MERORER (33 X—)
« AAA (2B 2B 1E #, on page 33

AAA [ZTDINVT

Z ZTlt. CiscoNX-0S T34 2D AAA IZ DWW T L £97,

AAAtFxa1Y) T4 H—EX

AAA BEREZAEH T2 & Cisco NX-OS 73 AR 52 —F D ID #fER L, 2 —HIC7
Y AEFANL, 2—FOETTHT 7 a L ZBIFTE 9, Cisco NX-0S 7 /314 A1
Remote Access Dial-In User Service (RADIUS) "1 k 2L & 7= (% Terminal Access Controller Access
Control System Plus (TACACS+) 7'm haL&zHR—hrLET,

CiscoNX-OS IZA N ENT-2—HFIDB L UOVIRA Y — RO LS DbEHICESNT, B—H L F—
HAR—=2C KB ua— I VBGEETZIEFF. HEWXIOFERITEHDO AA AT — NI LB ) £—
RERFEE 2 IEFF A #3217 L EJ, Cisco NX-OS T34 A & AAA — O/ OEE L. Faidk

AAA DEETE
|



B rmzpmyass

AmAnEE |

B —IC ko TIRESNE T, 7T AAA F— A E I3 ED AAA — R "HHIC

HLWME X —2RETETET,

AAA X2V T 4 1F, RO —ERAZEITLET,

EIL‘.\EE
QA LERRT—RKOEA TS, FY Lo Pl LARVA, Avt—U 07 HR—
., BEOEBIRL7=EX=2U T 0 71 b aVZs Ui EfbZe &M H L T — &35
L/\iﬁqo
FEEX, TAAL AT VB AT HEANWEITT A, 2D 1D 2MERT 5 0 AT, =
D ID OFEZRIL. CiscoNX-OS TNA R T VB ARAT AT 4T 4 biIREEN A2 —
PID & /RA T — ROMBAEHLEIZIESWTIThbILE T, CiscoNX-0S T /3 A TlE, o—
FNVEEFE (B —H NV 7T v P F—E_R—2%FH) 7213V — R (1B E7-1T
#4> RADIUS Y— 3F 721% TACACS+ — &) #FEITTEE7,

B
TR arybo—LERMELET, AAAFFINIEL, 22—V 02T T DHRE 525
NANERT HEOBIMEEHLNTTA e 2T, CiscoNX-0S V7 F 7 =7 Tl.
AAA — "M Xy ra— REN5EMEHEH L CHERMS 523 ThbivE 3, RADIUS X°
TACACS+72 ED Y E—h X2 VT 4 b— %, @URa—V T4 T 2R EZESHEL
7ZEME (AV) OR_XT 27 VT — 52810k T, 2—FITHEDOHERE 5 L
*9,

FThovTavd
BEMENET D, FREC—D L0 58T 5, HlE AAA — NS E L CR4.
By LR — MERKZ: E %2175 FiEERIE L 7,
THT T 4 TRERETIL, CiscoNX-OS T34 A~DT 7 AMEHSNDTXTOE
Yy rvarzBiiL, n s L CERLETS, ZoFEREFEHLT, b7y a—
T A ITREEDTEODVR— NEAERTEET, ThU T o7 alid, a—hic
BIFETDHZEHTENE, VE—FAAA P —RNICEETHZ LB TEET,

Note (CiscoNX-OS Y 7 b7 =7 Tix, RiE. #Frl. BEIOT YT 4 v 7 2RI Y H— bk

LTWET, LE THV T 4 U 7FREETIC, BREEFFTARE LY T
\i‘é—(}

AAA ZERT HF =

AAA T, RD X5 Rz R L £,
o T U ARGE O FHRME &l o L
o YRR
 FEE(L S 7ZRRAE S (RADIUS, TACACS+ 72 &)

DR I T T T NA R

. AAA DERTE
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yE—rARAS—Ex [

J)E—FAAAP—EX

RADIUS a2 F /LB LN TACACS+ 712 h L a A L CIREEEN AU E— F AAA —E X
12, m—H/L AAA —E R L H_TRO L S 2RAandH 0 £,

e 777U w7 NDE CiscoNX-0S T34 ZAD2—H RAT— K U R NOBEBENRFESI 2
D E7,

s AAA P — T TIZRENITIFEIAS BAINTED, BHICAAA YV —E R A TEF
‘é‘o

« 777U ITHNDTXTD CiscoNX-O8S TS ZADT AV T 47 v d ki
TEET,

e 757 7V w7 NDOE CiscoNX-08S 7 /34 ZZONWT—HFRBEEZEET A HFN, T/1 2
Dua—N FT—=EX—=2A &5 L0 HETT,

AAA H— NS JL—TF

AAA H—E X3

SREE. A, THT T 4T DD Y T—h AAA V=T, V=R T —TEHEH LT
HBETEET, =T —7L1F, BIUAAA 70 FaLZEE L2 —#ED U T— k AAA
=TT, =N TNV —=TDOHIL, VE—FAAA T —NINETE Lol L &IT
Tz A== = RERMT DT, IA—THNORYIIO Y E— F =PI L
o TeGmE . WITPOT— A "PIEEZXET HE T, 7»—7%@&@)%~%%~A?
AT TONET, =N TN —THNOTRTD AAA F—PISE Lo 2856, £0
PN I N—TF X g R E #%ELTV%%@&%@éhiﬁobguﬁbf\fﬁ
DY =N T N—THIFETEET, CiscoNX-0ST /31 AL, WD T N—THNOP—1 05
TT—%Z oA, ROY—R T —FHNOY—_"TRITLET,

= O~ ~
SEA T3y
Cisco NX-0S T /51 A D AAA FHEIL. —E R R—Z2CF, KOV —ERTLIcHip-T-
AAA BEZEERTEET,

« User Telnet F 72 1% Secure Shell (SSH) © 7' i85
e Y—)L uJA LR

* Network Admission Control (NAC) @ Extensible Authentication Protocol over User Datagram
Protocol (EAPoUDP) FE:E

e a—YEHYE gL T T 4T

AAA DERFE .



AMA DEE |
B rmav—cexgerioay

WDOFIZ, AAA T —ERXBEA T arTLI2CL (2~ R34 A F—T A R) D
o~ FE2RLET,

Table : AMAH—EX 2274 FalL—Yaravr kR

AAAHS—ERXR a4 Xal—YavATI gy |BEEavU R

Telnet F£7-1X SSH 7 7' 1 > aaa authentication login default

ayy—)nargAr aaa authentication login console

aaa authentication eou default

=Wy val TATST 4T aaa accounting default

AAA —E R, ROBRESFRERETEET,
3T O RADIUS H—/3

RADIUS #— D a— 3L F— LR L CGRREE TV E T,
EEH—NTIL—T

FE L2 E D RADIUS, TACACS+, F721Z LDAP #— /X L —7 2 L CREr %17
u\ia“o

A—Ah

B—ANDa—PLEFTNRAT—F T —=Z_X=2 %] L CRIEEZITTVET,
TL

AAAGEREDMER S Xk S ITfRE L £,

\}

Note  [friEt— 27 L—7") FTi<, [F_TORADIUS — 3 FRERELZHA.
Cisco NX-08 7 /34 AL, #&E &7 RADIUS H— "D 7 10— )L F— L) bR EDNE
IZ RADIUS H— A BN LET, 20— L F— 5O —3NF, Cisco NX-OS
F 34 Z D RADIUS $—/% 7 L— 7N TREIRPICHRE TE 59— TT,

WDFEIZ, AAA P —ERIZHIG L THRETE D AAA BGEFXERLET,

Table 2: AAA Y — E X D AAA BT AR

AAA H—E X AAA DA

ayY—) ul A ERE P—NTN—T m—H L

a—Y asA Ve P 7\‘/1/*‘70\ a—J b, 2L

A= PEEY v L a Ly THILT 4 T | N T =T a—T

. AAA DERTE
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\)

a—y oy opiEssvrTsoex i

Note

ayy—nus A EhE, = e s A VR, BLX O —EHEEy v a T AT
T4 v IZONWT, Cisco NX-O8S T8, R I AT a v iR ESNEFTHRITLE
To TOMOFREFHAT > a v BNRBRLTESGE, a— NV AT a BT 74V b
ANTY, 2 Y= AFERET7HNvbal A roa—NA Ty a 2T 51X
no aaa authentication login {console | default} fallback error local =~ > R&fliH L £,

1— -Ij- 574 /0)n.|.\nIEEBJ:U§‘FEI7°EI'|ZZ

WIZ, ZO7at RZONTCIERICHA LET,

)

* Cisco NX-OS T /31 ZA~Dua 7' A B2, Telnet, SSH, F/-iiar Y —i ol A 04

TrarveffflTEET,

o =R T N—TFIEREHH L TAAA =R T N—T %R E LTb\éiB/\ X. Cisco

NX-0S T/ ANKD X 512, TNA—THNORPID AAA B — NCFBGFEREZXE L £
‘é‘o
s FFED AAA 1 —"\IRE Lo 25615, T DIRD AAA F—N, EHIZEFDIKR
~E L B NEICGEITENE T, ZOLEE, VT — F b SRERGEERIDGE
THE TR HONET,
e =R T NN—TDFTRTD AAA b —"DIEE LR T25E8. FDOWRDY—3 7
=T DY =PRI TENET,
L=l AL Ta—HIA~ADT IV INT 4 B—T I TRNNEY | &
EEINTWDRIETAN TR TR LTZGE, n—hL T —2 X=X & H L CRRHE
NEITENF T,

* Cisco NX-0OS T34 ANV F— b AAA B — 1 BH CIEFICRIEEZ FEITLIESEEIE. RO

FREMER BV F 5,
« AAA B — 3 7’12 k22178 RADIUS DA cisco-av-pair B CHRE ST\ 5 22—
P a—RRAENEE bl e — REhvET,
e AAA — X 7 h o TACACS+ @tﬂ/\ VDI AL LEMEE L THRESN
TWha—H a— L E2RGT572012, 9 1 DOERMNE CY— NZEEF S E
e

e 2—YH LA T — K3 a — BV CIEFIZHRGE S L2861, Cisco NX-0S 7 /34 AT

TALTE, a—W T —H_X—ANTH Eéhfk\ém~/m>¥lméf%hiﬁ“

Note

(D O —N T )—T7 L] LT, TXRTOF—R T NL—TDONT DO — b
AN NEWNWS ZETE, [FHooY— 7L i, BEOT—N T IL—THNDOW
TNV — "G HIRENRRNEWNWD Z & TT,

AAA DERFE .
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B fesixo—rmEksLUTSA v URES—

AES N\AJ— FIEBIEE LUV T4 T ESF—

)T, KESFTREZR 128 By M O EERSLH (AES) AU — RSk (¥4 7 6151k
EHbWV ) EEICTAZENTEET, ¥ A7 6 b ZBLET 5 I121E, AES/\X
U — R bH B Z AN L, NAT — R S5{b B L OESIER SN 774~ V=
F—ZRETILERDHY 7,

AES RAT — R B2 A 7= ML TCTIA4~ ) F—2RETDHE, XA T 632 T —
B S L Z RN LRWRY . Y R—F SN TWAB 7T 7Y 7r—3 3 (BEIX RADIUS &
TACACS+) DOEEFB L OFHIER SNTZZ VT TFA K RXAT— RN T, XA 7 6HE5
fkoEAXTHREFENET, £, BHFOFHWT X TOREF{L/ XA T — K& X A 76155k YA

7 — RIZEH T 5 L 912 CiscoNX-OS ZHRETHZ &b TxFE T,

AAA DRIt EH

UE— F AAA —NI21E, ROFHESFHRH Y £77,

« p7p< &b 1 5D RADIUS #—/3, TACACS+ H—/3 F 721 LDAP ¥ — 328 IP % fdi i
LTHEMRETHD Z 2R LET,

¢ Cisco NX-OS T34 AR, AA A — DI 54T FELTRESN TSI L,

o X —73, Cisco NX-OS T34 ZAB LY T— h AAA V—RITHRESNTWH I L %
MR L £,

o JUE— b P — 308 Cisco NX-OS T /34 A5 D AAA ERIZIGE T D Z & 2R LT,

AAA DFEFRIA L HITIEIR

A BT D EEFHEFIRERITRO LY TT,

s B —71 LD Cisco NX-OS 7 /31 A FIZREINTWDH—HF T H U R, AAA H—N
FoVE—F 22— 7Th o FERICARTIOES. CiscoNX-0S V7 M7 =71, AAA
P—NECREENTWDL 22— m—LTixel, a—bV a2—HF ThHhy L hO2—H
n—L&EYE—h 2—WFIZEHALET,

» Cisco Nexus® 3550-T A1 v F (%, TACACS +TD 4 aaa authentication login
ascii-authentication =~ > K& ¥4 — k L¥9 (RADIUS TiZHAR—FLEHA) ,

T 7 aNbOur T AR E (locd ¥— T — REAETI0) BETLHE, a0V —
a7 A4 BRI RPRREICL > T EREEEINET, 2 Y — ARG N E PRI E
95 I1Zi%. aaaauthentication login console {group group-list [none] |local | none} =~
EHEHLET,

» login block-for 3 X W login quiet-mode =27 4 ¥ o2 L—v g E— K a~< 2 i, £i
Z 4 system login block-for 35 & U system login quiet-mode [Z4 RN EE I E L7,

. AAA DERTE
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AAA DT T A )L RERRE .

« system login quiet-modeaccess-classQUIET LIST =~ K&+ 28541, fRE L b

ST 4T DHETO I TEEICTIV7EAVZARIBELS EREINTND I L EHER
THDLENHYET, 2L, BEHTERVWEA M OD—F ol OHhrTay
ITTHMENHLYAE, T7'A VA NI, EILHDKRA R EOSSH, Telnet, LW
HTTP X—AD7T 7 B AZxHET DA — 122, 23, 80, BL V443 2 fETLHLERH Y

£,

AAA DT 7 A+ I)L FERTE

IKDOFEIZ, AAARTA—F DT 74 )V NREZ R LET,

Table 3: ABA /RS A —B DT I+ )L FERE

ING A—4 FI4+I b
a2 —VERRE ST —h

T 7 v FRGES A 07—

07 A CRRGERIIA v —Y Fa4—Tn
CHAP 83 F4v—T
MSCHAP 83 Fa4—=Tn
TIANNT YT 4 TR n—7 v
THT T 4T a S OFTRIAR 250 KB

Z Z T, Cisco NX-0S 7 /34 2 T AAA FERE

BETAFIEIZOWTIALET,

Note  Cisco [0S @ CLI IZIENL TV A4

Z OIEBEIZ KI5 Cisco NX-0S =~ o RiLid i {#

9% CiscolOS 22~< > RERLRBLEAENH DD THEE LTI,

Note  Cisco Nexus® 3550-T 3V — A& A A v Fidk,
authentication login ascii-authentication Z %78 — k L £ 923, RADIUS {2k} L TiEH A — b
LERA, 774/ EBRETH D PAP WHENT /2D L D1,
ascii-authentication A A » F BN ->TWND I L 2R LET, 9 Lgnd,

T —=NEIISNET,

TACAAS+ IZ%f L CPHOH CLI =< K aaa

AAA DERFE .

aaa authentication login



B raomEioex

AMA DEE |

AAA@'QE? O+ X

nuniEij:()\?jJ '7/74’ /7 ;Ef Hﬂi—‘ﬁ—é i /ko)ﬁz%;&’ﬁ—b\ij‘o

FBEEIZ Y = — h RADIUS. TACACS+, F72IXLDAP — % {HH+ 55515, CiscoNX-0S
TA%XLTTXk% RELET,

j//‘_‘/l/‘:’y/]’/munftjiJC% Hﬂ?biﬁ"
A= a A DO T 7N ORI A VBT REHELET,

FIFILVNAAAT H T T 4 T DT 74V N FRERELET,

y—=)Lb g4 VRIMARXDETE
T, 2yl oORBIEFRERET D HEEABALET,
Far T RUTIE, OB ONRH Y T4,

« RADIUS ¥V — "D a—/3)L F'— )L
« RADIUS. TACACS+., F 721X LDAP V—DIEEV 7 v b
¢ Cisco NX-OS T34 ZDa—H )b F—HF~_N—2

o 2—HL4 DI (none)

T7 4N bOFRIIe =B VTN, BT 247 arBbh E9,

\}

Note

\}

aaa authentication =~ > K® group radius ¥ J2 O groupserver-name ﬁéiﬁ X, LANCER
SNIZRADIUS H— Dty FEAZRLET, AA M —"ZRET HITIE, radiusserver
host =~y REMHLES, —O4HITE 7 V—T 2B T 511X, aaagroup server
radius 2~ > R&EMHEHLET,

Note

UE— MBREDA R —T W7o TN D E XN RAT— REEZFATTLH L, AT —
REEOFETHRTICary Y —L a /A oOa—R VRN, 32— TR0 F5, *
0371&5 HLWRAT—REERA LT, a2 —/L AR— MR T Cisco NX-0S /34 &
In A TCEET, vl A U%IE, slEmEr— I AGRREEZ AT 50 £721X AAA
ﬁ‘~/\'€ RESINTEHENAT— RO Uy MMRIZY E— MRFEZA X —T VT D
ZEMTEET, NRU— REE Y v X HREMIERIZ OV TIE,  [Cisco Nexus®
YU —=ANX-0S T TNy a—TFT 47 A R 2BRL TSN,

Before you begin

. AAA DERTE

IZJ U C RADIUS, TACACS+, F£721X LDAP — J L —T %% E L E T,
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Procedure
Command or Action Purpose
R w 71 | configureterminal a7 4 Fal—T gy EF—FRITAD
Example: E3
switch# configure terminal
switch (config) #
R 772 |aaa authentication login console {group | =V —Lou /A LI HFREREL
group-list [none] | local | none} F4,
Example: group-list 5 141212, 7 — 74 % At—
switch (config)# aaa authentication XVC“[Z@JO% U =z ]\ %?Eﬁiﬂ Liﬁ_ 7‘
login console group radius /I/—7°Z. ﬂi\LD/’{@J: 5 I Eﬁiﬂbi;‘o
radius
RADIUS H— 3D 71—/ 3L 7 — )b
A L CRRAEZ ATV E T,
named-group
RADIUS, TACACS+, F72(XLDAP
= ROFEES T2y FEFEHLT
PREZATWE T,
local FUE, v —HV F—HX—2%
FRREICE A L9, none 5Tl
AAA BREDER S ek o ITiEE L
S5
FIFN DALY =)L a A SR
IZlocal TF, ZAuE, FRBMHERE
ENTWRWGE, EFRERESINER
FEF S RTIZOWNWTSEREF LR
WEIZ, avyyy— ) a A% LT
T—HL~D T F—)L N 7 PN T
IRVRY . ERHESET,
2Ty 73| exit Ay 4 Fal—vary E—REekT
Example: LET.
switch (config)# exit
switch#
R w 7 4 | (Optional) show aaa authentication ayV—)La A BT RORTEE

Example:

switch# show aaa authentication

FRLET,

AAA DERFE .



AAA DE%
B 7o+ ronsqomastons

Command or Action Purpose

(Optional) copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:O‘_I_/i‘j—o

ATvT5

Example:

switch# copy running-config
startup-config

—

T2 bOOTAVEEEARDETE

RAEFRUTIE, ROBORH Y £,
* RADIUS ¥— 3D 7 o —/ 3L 7 — )b
* RADIUS, TACACS+, F72I% LDAP ¥ — DOfEEH 7k > b
¢ Cisco NX-0S /354 ZDa— )b F— B _— 2

« 2= PHT
T 74N OFRIFr =B TTN, BT LA T a v Bhb 0 9,

Before you begin

MEEZIE UC RADIUS, TACACS+, F721L LDAP $—/N 7 L—7 %3 E L £7,
Procedure
Command or Action Purpose
Z 7 71 | configure terminal a7 4 F¥al—rvaryE—NRIAD
Example: £7.
switch# configure terminal
switch (config) #
R T 72 |aaaauthentication login default {group |5 7 41 FBGRESF XA HE L £T,

. AAA DERTE

group-list [none] | local | none}

Example:

switch (config)# aaa authentication
login default group radius

group-list 51 ¥21%, 7 /—T7 4 & A—
ATRY) 72U A MEfRELET, 7
V=T, RO LD ITHELET,

s radiusRADIUS —/ 3D 7 1 — 3L
T —NVEERH LU CRREEZITWE T,

+ named-group : #3ilEIC RADIUS,
TACACS+ F 721X LDAP — 0D 4
AiftE 72y EFEHLET,

Immﬁfi a—H) T —H R AR
WZER LEI, none 5 Tlx

H‘LA IJ
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Command or Action Purpose

AAA BREDER S K 5 IcHEEL
¥4, TN hou s A FRITloca
TY, Ziud, FRAMHEEI L TWY
VA, ETITEE SRR T
RTIZOWTISERE DR WIS,
ayy—)jualgA xR L Tcae—h
NDT F =)V N ITNT 4 =TT
ZRWNRY | S E T,

WONWTNNERETEET,
e AAA R Ao 7 JL—7

v — 7 Vili

FIL IJJ‘_Efxﬁ l/

Note local ¥—7U — Rid, AAA#E
IN—TZRESTH L&Y
A—hraInEFti (WETIE
HYEEA) . THIE v—
FIVIEREIX, U E— F —N
INEERREDS B DT 7+ )b
FNCHLHTEDTY, T&x
IX. aaaauthentication login
default group gl %% € L 7%
A AAA 7 v—7 gl B
L//Cntu uﬁ%?j—‘ 5 ZEMNTE VAN
T i 0 — 77 JVRRES AT
SNET, ZNITKL, aaa
authentication login default
group gl none % &€ L 7=
B AAA 7 v—T7 gl EfE
LCRFEAEATO 2N TER
TR, BERIIFA TSI NEY

Mo
2T 73| exit ay 74X al—Tary T— REKT
Example: LET,
switch (config)# exit
switch#
23w 7 4 | (Optional) show aaa authentication FT xR OB I A RIS RORE R
Example: FRLET,

AAA DEETE
|
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Command or Action

Purpose

switch# show aaa authentication

ATy TH

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

a7 4 Xal—rarr, AX—
NP7 ary74¥al—gila
to"—'[/ij—o

A— jj)l/ﬂlb\ﬂIE/\O)jT_)l//{\j70),“\ j]1t

?7?»%?1\ZVV—WH74VEKM?7ﬁWkDﬁ%V@U%—Fmﬁﬂﬁﬁéﬂ

TWD%HA.

ED AAA —RIZ

£9, L, ¥X%=2U 74 2R ESELTDIC,

TEET,
AN

LENERRESR L &I FiET T —
CiscoNX-OS TRA Ambua vy 77 v &zl 91z,

RV ET) | 2PN
0 —FVERGIEIZ 7 — Ny T X
0 — HVERFED T o — LNy 7 R

Caution

ZEEHEREL 9,

02— VERRAESD 7 4 — Xy 7 I 5 L CiscoNX-OS 7 /31 A3 1w 7 i,
NRAT— REEZFATLRVWET 7B ATE R R ENH Y £17,
IT T REINZNESITTHZDIT,
Bix, TS baryy— L ul A Ol TIERL

FAL APB Ty

0 — B VEREE D T 4 — LNy 7 BT A %t

[N B g WA R sl N S

Before you begin

o —) 137/]) :/if:bj::f‘7ﬂ‘/1/]\ D&/I) DY E— MEREE R Ebiﬁ

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4 X2 lb—T g E—RICAD
ij‘o

ATvT2

. AAA DERTE

no aaa authentication login {console|
default} fallback error local
Example:

switch (config)# no aaa authentication
login console fallback error local

avy—nulAERIITT 740 R
07 A NCONT, U E— FRREASRRIE
SNTVDLHEIZED AAA — N2
BERRER & X ZFATENH B — TR
REASD T F— NNy 7 B EH L ET,
0 —J JVERGEAD 7 - — X 7 e BER)

WD E, MDOA v E—UNEREINE
—g—O
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MAZTEDOF 74 Lk a—F a—io1x—T it [l

Command or Action

Purpose

"WARNING!!! Disabling fallback can
lock your switch."

ATvT3

(Optional) exit

Example:

switch (config)# exit
switch#

a7 4 X2l —varB—RKEKT
L/i‘j‘o

ATvT4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

avy—ralA4rBIRT 73k
07 A VBGEFRDOBREE TR LET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EfFar 7 4 X2 l—ark, AX—
NPy a7 ¥alb—vgila
to_ Li@”o

AAASESEDT AL A—F O—ILDA4 2—TJLit

a—YFue—LERERNYE— 22—, TT7HN FO—F v—LE&HH LT, RADIUS
F 7213 TACACS+ VU & — MFEIZ & D Cisco NX-OS T /34 ZA~Dn 7 A V& T&E 7,
AAA DT 7 )V hDa2—F a— s T 4 E—T7 T H L =P m— L E RN
F— bk a—PETFRS R A o TERLI Y £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4 X2 lb—T g ET—RITAD
ij‘o

ATvT2

aaa user default-role

Example:

switch(config)# aaa user default-role

AAA FBEEDT-ODFT 7 )L kb 22—
0—L A X—T NV LET, T4
K ClIA R —T 272> TWET,

FT7x/ b~ 22— v —LOEEET ¢
=TT B, ZDhav RO
no B XafAHLET,

ATvT3

exit
Example:

switch (config)# exit
switch#

REE—FEf&TLET,

AAA DERFE .
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Command or Action

Purpose

Z 5w 7 4 | (Optional) show aaa user default-role AAAT 7 )V a—HF o —LOREL
Example: FRLET,
switch# show aaa user default-role

Z 5+ 7 5 | (Optional) copy running-config FFar T Kal—tahk, AX—

startup-config

Example:

switch# copy running-config
startup-config

Ny a7 4 X¥alb—vgila
I:O— Liﬂ_o

U4 VRBIERBA v E—DDAEMIE

B7AURHZY E— FAAA T ARIGE L RWGS, £ORr T A Ui, =L 2—F F—

II AAA D

HR—Z|za—)L A—_"— LT ENET, 2Dk HREEIC,

BT RIEA =DM

HNZ o TnDHE, DA =V Na—FORICERENET,

Remote AAA servers unreachable;

Remote AAA servers unreachable;

local authentication done.

local authentication failed.

Procedure
Command or Action Purpose
R w 71 |configureterminal a7 4 Falb—TaryE—RNIAD
Example: 7,
switch# configure terminal
switch (config) #
2w 7 2 | aaa authentication login error-enable 07 A RN A v — U BN L
Example: F9., T7ANBNTHET 4 B—T I
switch (config)# aaa authentication i£<)7:b\j£7fo
login error-enable
AT v 73| exit REE—RFEKTLET,
Example:
switch (config)# exit
switch#
Z 5w 7 4 | (Optional) show aaa authentication 07 A4 VRIRA v E—VOREERRL
Example: £7,
switch# show aaa authentication
B®’E
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Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:0_ Li‘ﬂ—o

B L-aT4 Ui1T

R Liza /A AT E R L Tae 7 A i ITE2 5T,
AL T EHRETEET,

L9l

FIE

EXRBL-004

VEAT

B E S LTz syslogh—NICERERT D

ARV RFERERTI VA Y

ATy T

configure terminal

1 -

switch# configure terminal

=)

rua—VEEE— FEirLET,

ATy T2

W78 [no] login on-failurelog

1 -

switch (config)# login on-failure log

Uf’\i‘/ﬁ\‘ LAULR 6 IZERIESILTWN D

BOH, KRB LUTZFEFECET 53T
0)% =V EHRIEWHD syslog Y—
ANCFEERLE T, ZORETIE, =74
VIRBAL TR Dsyslog A v — VMR
SNET,

AUTHPRIV-3-SYSTEM_MSG : pam_aaa :
Authentication failed for user admin from
172.22.00.00

GE) 727 L)L authpriv 23 6
@%é\ﬁmmmeﬁ—*
LEBEERA v B — D LLRITD
%/t VELBIZETEN
£79. INHOBMDRA
— VR BT HNEN D D
Y6y, authpriv % 3 IZFET
HVENDHY FET,

ATvT3

WAZE: [no] login on-success log

1

switch(config)# login on-success log
switch(config) # logging level authpriv
6

m#%/&“V»vbb§6\4aﬁ§éivfu\é
XL N2 Byt I o R R G
@%/t UEhE E%&@wmg%—
NI LET, ZORETIE, 27/ A
NTRRST B kb*(@syslog)‘ =N
KRINET,

AAA DERFE .
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B -—vcecons o Invronse

ARV RFEREET7TOVa Y ]3]
switch(config)# logging level daemon AUTHPRIV-6-SYSTEM MSG : pam aaa :

6 Authentication success for user admin from
172.22.00.00
GE) 12X 7 L~UL authpriv 728 6
D6, BIIO Linux 77— %
JVIBREA v B — B LLRT D
AvE—UbEHITRRIN
FT, ZNHOEMDA v
VR BT LILEND D
%A, authpriviiiz 3 12 ET
HVENDHY ET,
ATw 74| (f£&) show login on-failurelog S U7 3RFE A » 27—V & syslog ¥ — /3
- IZREERT D KO ICAA v TFHRHESNT
. . ] ] WEOMNEIPERRLET,
switch(config)# show login on-failure
log

ATv 75| ({EE) show login on-successful log | fkF L7238GE A v & — 2 % syslog i — /3
il - IZREET D K OICAAL vy FRHRE ST

N , ) WHMME I MEFRRLET,
switch(config)# show login

on-successful log

ATvT6| ({£FE) copy running-config FiTar74Xal—vark, A¥—
startup-config N w7 a7 44Xl — g 020
15'] : T:O—L/gijﬂo

switch (config) # copy running-config
startup-config

A—HZTEong42 JOYv I DETE
2L o FNTa—)L a7 4 X2l —gr FT—RNIRoTWAI 2R LET,

a—HTlours Ay Tuy 7 EREEH AT 5 L. Denial of Service (DoS) WEEDEE % i H
LT, MFERBOYBLEMTHIENTEEST, ZOKEITe—ILEBIRNY E— F=2—H%
WCHEHASNET, vl A R L= 2T uy 7355 cu A0 RT A—X EFRE
TAHIZIE, ZZWERTFRIEEFEITLET,

N

GE) Ve—ha—Hornrsfr 7y 7 2R TEET,

. AAA DERTE
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FIg
AU RFEREET7TIV3 Y By

AT w 71 | configureterminal rua—N)ary7 4 Xalb— gy
1 T REMBLET
switch# configure terminal

R 72 | aaa authentication rejected a—HrTuovrTALHIa A
attemptsinsecondsbanseconds RS A— R A BELET,
i : GE) T7xVvrourTAr RT
switch (config)# aaa authentication A—K Q:Ej‘czai no aaa
rejected 3 in 20 ban 300 authentication rejected aw

RFafEH L E7,

AT 73| exit Kb EXEC E— FITREY £,
1
switch (config)# exit

ATy 74| (f£E) show running config BIA NI RA=E R R LET,
1
switch# show running config

R w 75 |show aaalocal user blocked TuayrEnhi-a—hL a—YEFER

1 LET.

switch# show aaa local user blocked

RTFw 76 |cClear aaalocal user blocked {username |7 n o7 X —b) 2—HFE 7Y
user| all} TLET,
i - all : 7y 7 &Rz _XTou—L

switch (config) # switch# clear aaa local i—*f%ﬁ U 7 Li-@*o
user blocked username testuser

AT 71 |show aaa user blocked Ty 3N _RTOr— L a—
i - FLUE—bh 2—FE2ERLET,

switch(config)# show aaa user blocked

AT 8| ({EE) dear aaauser blocked{username| 7' 1 v 7 SN/ _XTHa—h )L L —

user| all} FLVE—F 22—V T7LET,
i - all: 7y 7 Shi-d_XTou—hiL
switch# clear aaa user blocked username| =—H L JF— K =2—HP A2 7 U7 L F
testuser 7*0

AAA DEETE
|
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CHAP

AmAnEE |

il

)

GE)  network-admin 7217 2% show B L Weclear 2~ REFEITTEEJ,

WIZ, 20 WORIC 3 [E DO r 7 A CRATR R LIZE BT, 300 Bla—Y 2T n v s
TORTA L NRTA=FeRET DB 2R LET,

switch (config)# aaa authentication rejected 3 in 20 ban 300
switch# show run | i rejected

aaa authentication rejected 3 in 20 ban 300

switch# show aaa local user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa local user blocked username testuser

switch# show aaa user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa user blocked username testuser

EHL\HIE<7):¥§-$CU‘1t:

CiscoNX-OS V7 hU =T &, F¥L oI Ny Ry=z—27GE7 e k2L (CHAP) % AR—
FLCTWET, 27 e hanid, ERERED Message Digest (MDS) /v v = XA H L
TIEZEE AT D, Fr LoD VAR AGREG O 7 v b 2T, UE— FafaEt—
(RADIUS Z721% TACACS+) % il U T, Cisco NX-O8 AA v F~D2—H 171 (2 CHAP
A TE £7,

7 4L F TlX. Cisco NX-0S 7 /34 A%, CiscoNX-0S T34 A& U FE— K $— "D T8
AT — REBFE7 1 b a/)v (PAP) BFEEHH LE 3, CHAP BAERDOEEIX. CHAP X & —
EAEM (VSA) Z#i8#3 2 XL 91T RADIUS —"F 7= :tTACACS+‘H‘~/\’i’E§ET5JA%753
HHFEF,

)

Note  (Cisco Nexus® 3550-T switches A A~ F 1%, TACAAS+ (2K} L TP CLI 2~ K aaa
authentication login ascii-authentication Z ¥ 74v— k L £ 923, RADIUS (Zxf L TILHAR— |k
LEXA, 774/ MRAETH S PAP AN/ 5 K 91T, aaa authentication login
ascii-authentication A A » F RN/ > TWNWD Z 2R LET, £ L7gnE, syslog
TT—RFERINET,

. AAA DERTE
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cuap o ast [

W’ DFEIZ, CHAP IZ /4872 RADIUS 3 L U TACACS+ VSA ZRr L ¥,

Table 4: CHAP RADIUS 35 & Uf TACACS+ VSA

AUH—ID | RU&—%54 |VSA B
&5 TES
311 11 CHAP-Challenge | AAA H— 3725 CHAP =—HFIZHEEIND

Fry Lo VahFLET, Jhid,
Access-Request /37 > b & Access-Challenge 7
7y FOWMGTTHEMATEET,

211 11 CHAP-Response | Fx L > |2k} 9 5 & & LC CHAP =—+
DA LTAEZ R L E 9, Access-Request /™
oy NI THEMLET,

Before you begin

a7 A D AAA ASCII JBGF & ENIC LET,

Procedure
Command or Action Purpose
AT w 71 | configureterminal a7 4 X2l —Tary F—RIZAD
Example: £7.
switch# configure terminal
switch (config) #
Z - = 2 | no aaa authentication login ASCII #GiEZ HZhZ LET,

ascii-authentication

Example:

switch(config) # no aaa authentication
login ascii-authentication

Z 5 = 3 | aaa authentication login chap enable CHAPZGEZ AN LET, T 741V 1
Example: TIHENC > TONET,

switch (config)# aaa authentication Note Cisco NX-0S 5 /34 AT,
togin chap enable CHAP & MSCHAP (£7-1%
MSCHAPV2) Oifi J; &A%
THZEIETEERA,

AT v 7 4 |(Optional) exit a7 4FXal—ary EB— REKT
Example: LETS
switch (config)# exit
switch#

AAA DERFE .
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AAA D%

Command or Action

Purpose

ATvT5

(Optional) show aaa authentication login
chap
Example:

switch# show aaa authentication login
chap

CHAP DR EEFRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Ef1ar 7 4 Xal—arr, AX—
Ny ary74¥al—gila
I:O“A[/ij—o

MSCHAP & 7= (& MSCH

~A a7 KN Fx LNy Ry —
k> CHAP T9, Cisco NX-0OS 7 k7 = 71X, MSCHAP Version2 (MSCHAP V2)

AP V2 FERED B 1L

UL 1

k=L (MSCHAP) 1%, ~1 27 a7 b

(R SV I

LTWET, UEt— FREFY— % (RADIUS £ 721X TACACS+) %1 U T, CiscoNX-0OS A A
F~Dz—% 1 7 A ZMSCHAP Zfi i C& £4, MSCHAPV2 TlE, Y E— FHAERADIUS
P — %I L72 CiscoNX-OS T /34 A~Da—Y 1 7 A 208 R— k& E T, MSCHAP

V2 DIGEICTACACS VNV —T % RETDHE. T 7V MDD AAA v T A UFBFE
EINTWL AR FEHSNET, oV — T —T705

HRBPEHENETS,

\)

Note

CiscoNX-0S ¥ 7 b o = 7%

IRDA =TV ERRTLIHBENHY ET,

['Warning: MSCHAP V2 is supported only with Radius. |

z 0)@‘&% S e
EV&EB

(z

E/E

LEtEA,

(THZRDEHRA =2 TH Y, RADIUS TPD MSCHAP V2 DE)E

T, WITEK
RE STV RWEEIT, m—HL

57 4Lk TlE. Cisco NX-0S 7314 &%, CiscoNX-0S T /34 2 & U E— b — DT/

AT — }\nhniE7D }\:l/l/ (PAP)

P—NEHET HDBENRDH Y T,

. AAA DERTE

WAL Z A L E9, MSCHAP %7213 MSCHAP V2 & A %hiZ
T 54513, MSCHAP 35 . (O"MSCHAP V2 < ¥ —EH B (VSA)

ZiEd 5 X 9 IZRADIUS
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MSCHAP = 7-(3 MscHAP V2 ZiEn a5t [}

W DFIZ, MSCHAP (24372 RADIUS VSA Zr LE T,

Table 5: MSCHAP &5 & U* MSCHAP V2 RADIUS VSA

RuSF—ID |[Ro&—% |VSA Bl
&= 1 TES
311 11 MSCHAP-Challenge | AAA % — /37> MSCHAP ¥ 7~ X MSCHAP V2

2—PITHEINDLETF ¥ L VERFFLET,
Z AU, Access-Request /37 > k&
Access-Challenge /37 > h Ol 7 T TE £
D

211 11 MSCHAP-Response | F % L o 2% 9 5 & & L C MSCHAP £ 7=
X MSCHAP V2 — W8 A U7l & fRFF L
F£9, Access-Request /37 v M TLMMMEH S
FHA,

Before you begin

a7 A D AAA ASCII #REF & ENIC LE T,

Procedure
Command or Action Purpose
AT w 71 | configureterminal a7 4 Fal—Tar EF—FRIZAD
Example: 7
switch# configure terminal
switch (config) #
Z -+ = 2 | no aaa authentication login ASCII FFRE% 5z L E 7,
ascii-authentication
Example:
switch (config)# no aaa authentication
login ascii-authentication
Z 7 7 3 |aaaauthentication login {mschap | MSCHAP % 721X MSCHAP V2 k4 A
mschapv2} enable ZLET, T 740 FTIREMC -
Example: TWET,
switch(config)# aaa authentication Note Cisco NX-0S 71*/\\/]» 2T
login mschap enable A
MSCHAP & MSCHAP V2 D
FEEIITHZEIXTEE
A,
R T 74| exit a7 4 Xal—var T—RERT
Example: LETS

AAA DERFE .
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Command or Action Purpose

switch (config) # exit
switch#

Z v 7 5 | (Optional) show aaa authentication login | MSCHAP % 7-1% MSCHAP V2 O E %

{mschap | mschapv2} FTELET,
Example:
switch# show aaa authentication login
mschap
AT 76 | (Optional) copy running-config FETar 74 ¥alb—vark, AX—
startup-config PPy ar T Ral—varica
Example: E—LET,

switch# copy running-config
startup-config

TJHILFDAAA T HOUT 4T ARDETE

CiscoNX-0S V7 U =T%, ThH U LT 4712 TACACS+ 7 & RADIUS & VAR — k
LE7, CiscoNX-0ST /A AL, 2—HF—DT VT 4T 4%, THU T 47 La—F
DOFEXTTACACS+ E7-IXRADIUS EX = U7 ¢ h—N—ZLR—FLET, ET IV T 4
Y7 va—RiZ, T T 4 o7 BHE (AV) OSXTRA-TEY ., T AAA T —
WSSV E T,

AAAT BT 4 T BT 7T 47T 5D E, CiscoNX-OST /31 RE, ZhHD@EMsET 0
T4 La—RELTHELET, FOTAULCT 4 La—RiE, BXxa U5
Y —NREDTHO T 4T 0 IS ET,

WEDT AV T4 T HREERT DT 740 P HFRY A MEERTEET, kOFREE
WHIENTEET,

RADIUSH—/\ F)L—TF
RADIUS h— D7 a— v F— VMR L CT I T 4 VT EITOET,
EESINF=-—N T IL—TF
FRE SN 7= RADIUS £ 721X TACACS+ V=R I N—TZ2HH L CT h U T 4 T AT
WET,
a—A
0= N Da—PLEIZNINAT = R T = R—=2EHHLCT AT T 4 T BTV E
7T

\)

Note H— X 7L —TRBRESNTOT, TOV—N T A—TNEELRWGE, 7740k

TiEw—H v 7= F _N—= ARG S E T,

Before you begin

MBEZ)S U T RADIUS % 721X TACACS+ H— R L —F 52/ EL £,

. AAA DERTE
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FIAL O MATHY T4 v EROBEE |

Procedure
Command or Action Purpose
Z 5 71| configure terminal A7 4FXalb—var E—FICAD
Example: 7
switch# configure terminal
switch (config) #
AT 72 |aaaaccounting default {group group-list | =7 v bDOT h v T 4 7 i RE
| local} ELET,
Example: group-list 31312 1%. 7V — T4 e Ai—
switch(config) # aaa accounting default ZTCRERY -7V & b %?Eﬁiﬂ Liﬁ_ v
d. o
gromp TR =Tk, RO KD IR LET,
s radiusRADIUS H— 3D 7 1 — 3L
T—NVEHER LT AT 4T
ZATWET,
+ named-group : TACACS+ #— 3%
721% RADIUS H—/ SO 4 piffd & 4
Ty NNT AT T 4 T
SHET,
local FTr—H)L 7 —H =R %fH
MLTCT O T 4 T H2ITOET,
TN DT T T 4 7RI,
local CT9, ZAULY—,3 Z—T"HMi]
HLEE SN TV WS, FERES
NIZT RTOY— TN—T N5 IRE
DRI TGN S ET,
ATy 73| exit a7 4 Xal—vary ET—FREKRT
Example: LETS
switch (config)# exit
switch#
AT 7 4| (Optional) show aaa accounting FIHNEDAAAT AT T 4 7
Example: ROBREERRLET,
switch# show aaa accounting
ZFw 75 |(Optional) copy running-config FTar 74 Xal—vark, AL—

startup-config

Example:

switch# copy running-config
startup-config

Ny ary7sFalb—arila
E—LF9,

AAA DERFE .
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B cisconx-0s 754 iz &k B AAA H—/ 30> VSA D fsE

Cisco NX-0S 7/\1 R[Z & B AAA H—/\(D VSA D {EFH

VSA O E

VSA Dz

R —[EH M (VSA) & LT, AAA —/3 ETO Cisco NX-08 t—H 11—/l L
SNMPvV3 /XT A — X ZfRETE £7,

A 2 —xy N RRIIEZES (IETF) 28, *> NU—2 77+ Z #—,3L RADIUS

F—NORITO VSA OBED =D DGR EHET HIEMEL/ER L CWET, IETF IXE M 26
ZREMLET, XU =T VSA ZEM LT, —xp7e &I & 2l B oLk E M4
R—FT&xE4, > ZAaTDRADIUS EHEL, ZOHBETHR SN AR ZHHL T, 15D
YE—EEA T arEYR— L TWET, YA F—IDIE9, YAR— DA
TarORUE— 2 A T3 1 (4RI E cisco-av-pair) T, EITKOERXDOA N 7T
7T

protocol : attribute separator value *

protocol [ X, #FEDFHF X A T hHFT T AaDEPETY, separator |, MAEBIEOLAIT= (%
7). AT arOREOEET (TAXY A7) TT,

&wmm037ﬂ4xfwmnaRmmm%~ﬂ%ﬁmﬁéﬁA . AR O —)E
mﬁﬁﬁkk%_&ﬁio’\RmmE#~AkRMmB7mh:wT%%Li¢o:@
ﬁﬁkﬁigWAf¢ EINET,

WD VSA 7o ha)L A7 g3 M, CiscoNX-OS V7 k=7 THAR—KFINTWET,

Shell

a—W 77 7 A NERERBET D access-accept /N7 v FTHEHINS 7 m k2,
Accounting

accounting-request /X%~ N CHEH SN D 71 b2, EHICAN—=2ANEGEENTNIHE
X, ZESIHFTHA T IEE N,
RDOJEMD, CiscoNX-0S V7 b =7 THAR—FINTWET,

roles

2—PFICEY B THNETRTOR—LO—ETT, 7 1 —/ N, ZV—THhE%EN
TRV A RDASTEA NI 7 TH, 7ob 21X, =—% ) network-operator 35 L O
network-admin ® 2 —/L{ZJE L CWAE . 17 4 —/L NI network-operator network-admin
Ll 9, TV T EMEIL Access-Accept 7 L — LD VSA H#53 ICH#I S 41, RADIUS
=\ BFEEINET, ZOBEMIEshell 71 ha/UEE ZFOFHTEET, Wi, B—
IWIEME AR 62 R L ET,

shell:roles=network-operator network-admin

shell:roles*network-operator network-admin

WIZ. FreeRADIUS THAR— h b — /L@ 2z~ L £9,

. AAA DERTE



| AAR Dz
AAA H—/3 LT Cisco NX-08 D 1—4 O— /L& LU SNMPV3 /35 A —4 DIETE .

Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

Note VSA % . shell:roles*"network-operator network-admin" = 7= 13 "shell:roles*\"network-operator
network-admin\"" & L CTHE L7256, ZOVSAFA T v a vEihe LTr7 7 7%E
S, oAz FAL 2T Z0RMEEER L E,

accountinginfo
BEHED RADIUS 7 H U T 4 7 Ta hallgEhsitte L bicT v T4 07
HRMEHRMLET, ZOBREBEEINDDIE, AA v F EORADIUS Y 74 7 2 kD
® Account-Request 7 L' — A D VSA /3 NTZIF T, ZORMEE. 7horT 427 7a
kLB O PDU TLOMER TE £H A,

AAA H—/\ET® Cisco NX-0S D1 —H O—/)LE KLU SNMPv3 /35 A —2 DIEFE

AAA H—/N"T VSA cisco-av-pair Z i [l L T, IROEA T, CiscoNX-OS 7/ A AD 2 —H 1 —
Ny BT ERRETEET,

shell:roles="roleA roleB .."

cisco-av-pair BIEIZ T — /L A7 2 3 VERE LR TEHEDT 7 AV O —% m— L,
network-operator T,

WD X HITSNMPV3 FREEE T T A R — T ha )LV @glEsdfsET 52 b T T,

shell:roles="roleA roleB..." snmpv3:auth=SHA priv=AES-128

SNMPV3 3L u h 2 )WIZIEETEX A4 7T a3 %, SHA & MD5 T9, T4 > — 71 k
IVIZFRETE 547 2 3 %, AES-128 £ DES T, cisco-av-pair BIEICZ I HDF T T 3
VERELRDSTEGAEDT 7 40 FOFEET 1 haid, MDS & DES T,

X7 0T 4 UHREDERTE

A4 2 INTA—2DEKRTE

AREMED B B — B AEIE (DoS) KA SNIHEIL, ThUBO R 71 V#iTh )
C7 |y 7 L, EEEIOHERGEAT ORI Sh e Ba Mz @i+ 2 2 L 7«
I aFVKHBERSEL LIS, ul A RT AR ERETEET,

\}

GE) ZOHEEIX. AT A AL v F A== AL LTEEE. £RITAAA T 0 AREELE)
L7=GAICHESHLET,

I AAA DERFE .
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ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal

Jua—N)L a7 4 FXal— g
T— F&EREBELET

ATvT2

[no] login block-for seconds attemptstries
within seconds
i -

switch(config)# login block-for 100
attempts 2 within 60

T — P2 ELE T, 73T
Sl OFPHIL 1 ~ 65535 TT,

60 FPLANIZ 2 [Bl 1 7' A BRSNS B L
T2 EIZ 100 ORI E— RIZAD LD
WAL v T ERET HHEZRLET,

Zoavy REANTDHE, TehetE 7z

IESSHA ST L7z _RThr 7 A R T

X, IR ICES ShET, T2k

Zayha—n YR KACL S, 3

Y RMATIENET,

GE) fovrsAra<wr RaEH
TAHRNZ, ZDa~vwy Ra A
NTDRHENRHY 3,

ATvT3

({£&) [no] login quiet-mode
access-class acl-name
1 -

switch(config)# login quiet-mode
access-class myacl

FRREE— RICBI O bbb L xlT, A A v
FIEA S5 ACL Z4ELEd, A
A > FOEHEE — R/ > TSR,
TRTOr 7 A CERBES S, A
T& DT = v Y — U R D25 D I
(A7l e

ATvT4

(&) show login [failures]

1

switch(config)# show login

Oy A RT A= ERRLET,
failures 47> a i%, £gLza /o
VRATICEE T A RO~ RN LE
KR

ATy TH

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

FTary 74 Fal—varkhk, AX—
T w7 a7 44Xl —gla
I:O*‘ Lji—a«o

A—H a4ty a3 nHIR

=PI ABHTZYVOHTVDRKEe A ey a VORKREEGIRTAZENTEET, 2
LD, 2—PREEORE R v a RS L 2RI L, A2h72SSHE 7~ i3 Telnet &
alT I BEATAREZ—YFOREN X2 )T o MEERR L ET,

. AAA DERTE
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FIE

nzo—rogsosR [

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal

Jua—N) a7 4 FXal— g
T— FERHBELET

ATy T2

[no] user max-logins max-logins

1

switch (config)# user max-logins 1

a—W 1 ABH=Y OKFEIT 7 A B
tyva HERIRLET, FEETED
M. 1~77T7, sRkr 74 AlR%E

LIZRETDHE, =2—F 1 ALV D
Telnet £7213% SSH &~ o a >3 1 (ZHil
[REALET,

GE) REShT-uZA U HIRIE
¢N1®n~%mﬁﬁéni
o 2 D —F TR B
m% YETHILIITEEE
Ao

ATvT3

({£&) show running-config all | i
max-login
i :

switch (config)# show running-config
all | i max-login

2—F1ABHTZY DOEKERE Y3~
WAEFRLET,

ATvT4

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

EfTar 7 4 FXal—rarr, AX—
N ary74¥al—grila
to"—'[/gzj—o

INRAT— FDRSDHFIR

=P RRY— FOR/NEERREEHIRTE £,

oMM T L L =PI

WNAT—=ROANNE@E T2 LT, VAT 608X 27 4 2@ TEET,

1R BRI

INAT — ROIREOMEER A AN 5121%. password strength-check =t~ > K & i fil 4 % /322

NHY ET,
DHIRENTZESOHPEANICRNWAART—RE2ANTEHE, 2T —0NFRENETHR,
NMAT—=ROEEEHEAL, 22— 7 vy bBRERINRN K

THY Y SRR ESNET,
g L. "AV—=FORSZHIRT D5LENH Y

T A2

£,

INAT— ROEIZHIR L7,

AT = RRETF = v 7 ZHT

NAY— NRETF = v 7 2408, 2—3

2

AAA DERFE .
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FIE
ARV KRFERRETI a3 Y B

R w 71 | configureterminal Jra—N)ary7 4 FXal—igy
Bl T R L ES
switch# configure terminal

RATFw T2 [n.o] user passphrase {min-length Z—H R — ROFE/NEF IR
min-length | max-length max-length} EZ2ERLET, 2T — RO/
Bl - 4~ 121 LFITTH N TEET, A
switch (config)# userpassphrase ;<E7h—}s0)ﬁ%j(f%6i 80 ~ 127 j[ﬁi7?
min-length 8 max-length 80 7%0

ATw 73| ({£E) showuserpassphrase {length | | = —H 2 U — ROR/NREERKES
max-length | min-length} FRLET,
fi
switch (config) # show userpassphrase
length

ATw 74| ({£&E) copy running-config FiTar74Xal—vark, AX—

startup-config

1 -

switch(config)# copy running-config
startup-config

NPy a7 40Xl —3 30l a
v—LEd,

A—HLZDNNAT)— K a7 04— )Lt
2P LD 2T HLATRBIRNAT - FANZERTLHLHI12, AL v FEBRETEET,

II AAA D

I
avY RERRTIVAY Bt
R 71 |configureterminal JTa—r L ary 7 4 Xal—g
m: %bﬁﬁﬁWébiio
switch# configure terminal
AT 72 |password prompt username password 4 7 = v &I
Bl - username =< ' N £ 7213 snmp-server
switch (config) # password prompt Useffl'V/ Eﬁ)]\jjéﬂfcfﬁa\:‘ fLH
username PR L TR T — RA RO T 1
Password prompt username is enabled. 7° k %—_’43,%%’9’#5 X 5 ;{,]’ /%%%ﬁﬁiﬂbi
After providing the required options S e o .
in the username command, press enter. Tro :Lhaifﬁ)]\jjl/ft/\;lt7hﬂ Fbigﬁ%ﬁ
User will be prompted for the username|;R|IZXNFET, ZOMEELT 1 &—T L
password and password will be hidden.|,. - N, NS ~—p
Note: Choosing password key in the same ﬂ\_'é,—%) Q\Ji‘ DI~ FDno ﬂ"jit%
AL ET,
RE



| AR dEE

RADIUS ¥ 7= (% TACACS+ D RE 0%z ]

AU RFERETOVa Y

B8

line while configuring user account,
password will not be hidden.

ATvT3

(f£&) copy running-config
star tup-config
1 -

switch (config) # copy running-config
startup-config

EfFar 7 4 X2 l—ark, AX—
Ny a7 ¥alb—vgila
[:O‘_ Lijﬁo

RADIUS F 7=(X TACACS+ DHEME DEXTE

AA v F ERADIUSEZIITACACS +H— HD U £ — FRAEB L OT V7 T 4 v 7 HICHK
FET DA MEIT, WEFRTHLIOIFRRICTIBLERDHY £, ZhbOrEah

HA T OERIZIE,

radius-server [host] key 35 & (N tacacs-server [hostlkey =2~ > N& i %

HWERLET, SHA256/ >y v = FRUX, Wb SN BEMELREFTADIEHINE

‘/Jﬂo

FIE

AR EFEERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal

Ja—nR) a7 4 F¥al— g
F—FEBLET

ATv T2

generate type7_encrypted_secret
1

switch (config) # generate
type7_encrypted secret
Type-7 (Vigenere) Encryption,
Use this encrypted secret to configure
radius and tacacs shared secret with
key type 7.
Copy complete secret with double
quotes.

Enter plain text secret:
Confirm plain text secret:

Type 7 Encrypted secret is : "fewhg"

F%— # A 77 TRADIUS 71
TACACS+DIFRE AR E L 7, &
HWEDNI % 2 [FECTRO HILE
T, WEIX, AT D EIERRICRD E
T, WIZ, Wb —2 3 »OFk
BRFRENET,

GE) T —r TXX NOMENEH
DI AL/ N— a & RIlRAE
L Tk&, £D% Ak
SN HEREEZRET DH
ENTEET, ZOBRITIE,
radius-server [host] key 35 L OY
tacacs-server [host] key % {i ]
LET o~ RERITLE
7

ATvT3

(f£&) copy running-config
startup-config

1

a7 4 Xal—yark, AX—
Ny a7 4F¥alb—vgrila
to“*[/ij—o

AAA DERFE .
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B ocrrmmrnyosivsnsne=gussesyy

ARV RFERFTIVaY B8
switch (config) # copy running-config
startup-config

O—AIAAAT hOoT4 2T BIDEZRITED
7

CiscoNX-OS T/XA RF, AA AT OO T 4T TIT 4T D= a7 2 EFFL T
WET, ZoaliZET=F )LD YT LIEY TEET,

Procedure

Command or Action Purpose

Z 5 71 | show accounting log [size | last-index | ThHO T 47 ale®HrLET,
start-segnum number | start-time year “oawy RIS, F7 41 kOt

month day hh:mm:ss] K 250,000 54 KDTH T LT 4T 1
Example: INFRSNET, a~vr POzl
switch# show accounting log Bﬁfé%é\li\ size @|§i%1ﬁﬂq Ljﬁ'ﬁ*o

FRE C& Z2#iPHIX 0 ~ 250000 /31 T
T, o, v ZHAOORG—7 A
B EIILBRMARE AR E CE 9, PRt
AT w7 ZAOHPAIX, 1~ 1000000 T
T, THIT T a s T ANIC
bDOEGEDA T v I AF DR FR
T 5121, last-index ¥ — 7 — K& {# F
LT,

X 7 2 | (Optional) clear accountinglog [logflash] | 7 » w5 4o 7 v 7ONEE 7 VT
Example: LE 7, logflash ¥—7U— KiZne s/ 7
TV allRFESN TS T T T 4
a7 LET,

switch# clear aaa accounting log

AAA E%7E DR

AAA DRENFMZZRT DI, ROWTNDNOIEEEITOET,

av vk B#Y
show aaa accounting AAAT N7 T 4 v T DRE
R LET,

. AAA DERTE
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IV ErL N |

avy kR

S

show aaa authentication [login {ascii-authentication | chap |
error-enable| mschap | mschapv2} ]

AAA IR 7 A L RER B
R LET,

show aaa groups

AAA T =R T N—T DRE %
FRLET,

show login [failures]

Oy Ay RTA—KERRL
F7, failures4 7> a i3,
K L7zw 7 A AT IC B
TOHHEMROHER R LET,

Note clear login failures =
~ v ML, BUEORE
BN O e 71
Klgxz27 V7 LE
D

show login on-failure log

syslog h— /% L CRERERIL
Ayt—Uku JREET D &

INCAA v FRBES T

HWFRLET,

show login on-successful log

syslog tr— Tk} L CRAGER )
Ay —U%kno VitskT 5 &

INCAA w FRFEES LT

HINERRLET,

show running-config aaa [all]

ElTar 7 4 Xal— gy
D AAAREEFRLET,

show running-config all | i max-login

a—Y 1 AdH7z D O KIFER
tyvalERRLET,

show startup-config aaa

AR =K T T a7 4¥a
L—3 3 D AAARTEZFHT
LET,

show user passphrase {length | max-length | min-length}

2= RRAT— FOFK/PNE L
EREERRTLET,

AAA D E% E 5

WRIZ, AAA R TETHHE R LET,

AAA DERFE .



AmAnEE |
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aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

» N O — _ 1 —
O A4 2 INTGA—=2DERTEH
WIZ, 0B LAPIZ3[E R 7 A VBRI EAL L2522 100 D OFFEE — RICAD L H I AL v
FEBRETIHHERLET, ZOHIE, vl A OREERLEE A,

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch (config)# show login

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 45 seconds.
Present login failure count 0.

switch (config)# show login failures
*** No logged failed login attempts with the device.***

LLFIZ, f%E— FACL OREFI 2R LE T, FEEEREFHEIT . myacl © ACL 7226 DR A R EASR,
TRTOr T A VERPEGESNET, ZO6E, v A ORBERLET,

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch(config) # login quiet-mode access-class myacl

switch (config)# show login

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Quiet-Mode.
Will remain in Quiet-Mode for 98 seconds.
Denying logins from all sources.

switch (config)# show login failures
Information about last 20 login failure's with the device.

Username Line SourceIPAddr Appname TimeStamp

asd /dev/pts/0 171.70.55.158 login Mon Aug 3 18:18:54 2015
qweq /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:02 2015
qwe /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:08 2015

. AAA DERTE
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fiit

| ArAD:

INA ) —

IRRT— K FOr 7 FERED R TR .

K027 MEREDEZTEH

WwOHTIiL, username =< > F‘JUJ??’;% IZa2—W AT — KANEROT 0 T FERR L,
IRAT— RKNRANEINRD ST GEIIIT T — A v =V ERRTDHLI AL v T EHRETH
JiEERLUET,

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

switch (config)# username userl

Enter password:

Confirm password:

warning: password for user:userl not set. S/he may not be able to login

WOFITIEL, snmp-server user 2~ > RANRIC2—F AT — NAERO T v o7 &R
AL, TOH, 2—WIHRTHT R T MR RTDEIICAAL v FEFHET D IEERL
£

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

N3550-T (config) # snmp-server user userl
Enter auth md5 password (Press Enter to Skip):
Enter auth sha password (Press Enter to Skip):

AAA (ZBH9 4 EMEER

ZZTIE. AAA OFEEIZET A BIMERICOVTIRBA L E7,

BEEEHR
ESPEREYS T=aTFILBRA ML

CiscoNX-OSDF A& A |CiscoNX-OS 7 A & A A K

AAA DERFE .
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B ey zEmEs

R

E2 54k
v

COMRETH R — P ENDIFHROEREE - IILE SNEETIH Y A, -, | —
BEFEOELEDO YR — MIZFE SN TWEE A,

MIB MB®D') >y

AAAICEIET AMIB | AR — FENTWVWAD MIB #BEBEB IO T m— FT51012, kD
URLIZCT 72 AL TLEEW,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



