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ZOFETHEH, TLSFEAZEELE VA MANT 77 A NVEARTDH7-20ODERE FIEIZ OV THL
Eﬂ L\iﬂqo

Y J—A3.10.1 "5, Cisco Nexus Data Broker (NDB) D4 Hijl. Cisco Nexus Dashboard Data
BrokerlZ B SN FE L1z, 7272 L. GUIBLOAS VA h—)b 7 VZEE LGS DD,
—HEDONDB DAV AH AN D RFa A2 MIFFE I TV E T, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker & V9 FRal (%, FHAICRZHAEE/2 b D L& LTHW LI TWET,

*NDB #—/3— & NDB A A v F DT NXAPI 2+ 2% TLS H B4 A ELERKT 5
(12—
¢« NDB #—/3—& NDB Z A v F[HTD NXAPI JHD TLS H— R 3—F 4 FFHEO AR (7
)
¢ WebUIl 77 7 & NDB $— —D T TLS H B4 GFHEL AT 25 (16 2—2)
« WebUI 77 ¥ & NDB - — "X—[]D TLS ¥— R 3—F ( ZEAED AR (23 2—)

NDB #—/\— & NDB R A v FMDfEI T NXAPI Z2EHT %
TLS BECEZEAIAZZERT S

ZD¥®T T arTiE, NDBY—/3— L NDB A1 v FORITTLS H O BLAEHEL AT 2507
BIZOWTHBALET, TLSZAZNIT DL, AL v F T EICGERAEL X —2 kT 503
BHY FEFT, NDB AA v F & NDB — —fD TLS i@E CTlx, "— 43 DAL ZFEHLE
j‘o

NDB #—/3— & NDB A A v F D] T NXAPI 245 TLS H COZ4FiFHEL AT 51T
X, ROFINEEFEITLET,

c HOBAGFAEL X —O4ER 2 2—)
» TLS TrustStore 7 7 A L DIERK (5 _X—)

« TLS %#ffifl L7~ NDB OBts (5 2—)
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» Nexus Dashboard Data Broker T TLS KeyStore & TrustStore /XA U — KO (6 ~=—
V)

\}

GE)  TLS M L72% T, A—F 80 ZMMLCBEILILIICar be—F—2MKT 22 LT
TEEHEA,

BeERAMAZT EF—DEMK

Ok va TR, HOEBLAHREL F—F2 4T 5 HFECOWTHALEI,

1R BHHIIZ

AA Y FIZRAAL VADPRERES IV CTND Z L&D H7-%, ipdomain-name =~ > R4 {EH
LT, NDBAA v F LT, Z2EMi A A 4 (FQDN) MHERET 52 L 2B LEd, &K
2Bl Z R LET,

conf t

ip domain-name cisco.com
hostname N9k-117

end

A A @ FQDN (% N9K-117.cisco.com |Z7% € S TWE T,

ATy I Y—RNiza A4 LET,
ATw T2 openssdreqa~r REMHALT, MEX—LHOBATERAELAR LT,
1 -

docker@docker-virtual-machine:~/TLS$ openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out
swl-ca.pem -outform PEM -keyout swl-ca.key

Generating a 2048 bit RSA private key
R

writing new private key to 'swl-ca.key'

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA
Locality Name (eg, city) []:SJ
Organization Name (eg, company) [Internet Widgits Pty Ltd]:cisco
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ATv73
ATv74

ATy TH

ATvT6

ATy 17

CEET T TE T |

Organizational Unit Name (eg, section) []:insbu
Common Name (e.g. server FQDN or YOUR name) []:NO9K-117.cisco.com
Email Address []:myname@cisco.com

GE) BHDOAL v TFNHDHHEE. AL v TFICH L CGEAE 7 A LV EREX—Z AR L E7,

Zoawr RNiE, GEFAET 7 4L (swl-capem) L OFE X — (swl-cakey) ZAERKL ET,

NDB A1 v FiZmn 7 A LET,

AEFAE T 7 A )L swl-capem & ¥ — 7 7 A )L swl-cakey & AA v T2 —LEJ, copy 2~ R&fl
)Eﬁl/ij—o

fi
N9K-117# copy scp://docker@l0.16.206.250/home/docker/Mallik/TLS CA june 23/swl-ca.pem bootflash:
Enter vrf (If no input, current vrf 'default' is considered) : management
docker@10.16.206.250"'s password:
server.cer

100% 4676

4.6KB/s 00:00

Copy complete, now saving to disk (please wait)...

N9K-117# copy scp://docker@l0.16.206.250/home/docker/Mallik/TLS_CA_ june_23/swl-ca.key bootflash:
Enter vrf (If no input, current vrf 'default' is considered) : management

docker@10.16.206.250's password:
cert.key

100%
Copy complete, now saving to disk (please wait)...

G¥) BEDOAAL v F2BROLOEE, TXTOAL v FIZH L TIOFIEEZ#EYIRLET,

AA v FTRHEAET 7 A )L swl-capem & ¥—7 7 A /L swl-cakey ZHEAL L £9, nxapi =~ R&ffH
LET,
fi

N9K-117 (config)# nxapi certificate httpskey keyfile bootflash:swl-ca.key

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

N9K-117 (config)# nxapi certificate httpscrt certfile bootflash:swl-ca.pem
Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

(GE) BEDAAL v FRHLHEE. AL v F THICT HREHEF & EF — 2l L £,

nxapi certificate =~ > FZEH L T, A1 v FOACELEHEL AN LET,
{5

NO9K-117 (config)# nxapi certificate enable
N9K-117 (config)#

G¥) AA v F CHREBLIEHELZANCTH LTI T —=DNELRNWZ L 2R LET,

P—riza s LET,
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ATvT8

ATvT9

ATy 710

ATy

ATy 12

copy 2~ R&EFEHA LT, swl-cakey B8 Wswl-capem 7 7 A /L& a2t — L, PEMERIIEHL T,
il -

cp swl-ca.key swl-ndb-privatekey.pem
cp swl-ca.pem swl-ndb-cert.pem

cat A~ REMFHLT, MEX—LiFHEY 7 A LB L £,
1 -

docker@docker-virtual-machine:~/TLS$ cat swl-ndb-privatekey.pem swl-ndb-cert.pem > swl-ndb.pem

openss 2~ R&EMH LT, pem 77 A V% pl2 7 7 A NERICEB L £3, "AT— RTR#EIN
e pRFEAEZ 7 A NVEERT D X ) IR A v E—URERRINTZH, =7 AR —F RZAT— K& A
jjl_/iﬁ—o

1

docker@docker-virtual-machine:~/TLS$Sopenssl pkcsl2 -export -out swl-ndb.pl2 -in swl-ndb.pem
Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step
(ciscol23)

keytool =~ > RZMHEH LT, swl-ndb.pl2 Z /XA U — NRF# S 172 Java ¥— A 7 (tlsKeyStore) 7 7
ANWVICEBRLET, A1 A=A ENTWDbjavaT 4 L7 U D jre/bin ZHEH L E T,

1

docker@docker-virtual-machine:~/TLS$ ./ (relativePath)/keytool -importkeystore -srckeystore
swl-ndb.pl2 -srcstoretype pkcsl2 -destkeystore tlsKeyStore -deststoretype jks

Enter Destination Keystore password:ciscol23

Re-enter new password:ciscol23

Enter source keystore password:ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 enteries successfully imported, 0 enteries failed or cancelled.

GE) TN RTIE, 1) LW UT ARKRHDAA v F O tsKeyStore ([ZRAF SN ET,
NDB 2> b =TI NEED AL v FZEH L TWDHEIE, T_XTOAL v FIZHLTID
FlEEBOIELET, 2EFHDOAAL v T E2BINTDHE, =T A VT AL S TRYIDAA ¥
FOXA VT ALEZELTELLIICRVET, 2BHDOAAL v T OA VT AL ZELTDH
ZEBTEET, LTI RTHIZZBL T EEN,

keytool -importkeystore -srckeystore sw2-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype jks
keytool -importkeystore -srckeystore sw3-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype jks

keytool =~ > RZ#H LT, javatlsKeyStore D 2> 7 > % U A K L THEEL £,
il -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsKeyStore | more
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TLS TrustStore 7 7 A JLOERL .

RDZRY
WD F A7 TLSTrustStore 7 7 A /L OVERRIC L F T,

TLS TrustStore 7 7 4 JLD1ERK

TrustStore | L, 1 2LL EDAA » FITk L CTAEKR SN B BAGEHENOERESNEST, 20
TZrANMIa b —FHNO 1 DL EDAL v FOFEAEELRFLET, 2Ok 73T
T, BOBAGEELE X —04gpktE 7 v a U CIER L7 B OB A E %2 ] L T TrustStore
EAERRT 2 HEICOWTHB LET, ar ba—J I8 BOAL v TF RS L5E, AL VT
WIEBEBIDOFEREZ 7 AV’ H Y £3 (72 & 21X, swl-ndb-cert.pem, sw2-ndb-cert.pem) .

ATV =Nz s 4 LET,

ATv T2 keytool 2~ REMH LT, GEAEY 744 (72 & 21X, swl-ndb-certpem) % JavaTrustStore (tlsTrustStore)
T ANMIEBR L ET, /XA T — RCHGE I L7 Java TrustStore  (tlsTrustStore) 7 7 A /L ZVERNT 572 91C
NAT—=RERDOLNTEH, ANLET, NAT—=RE6 LFLEICTHMENRSY £7, javaT 1 L7
MUNZA VA R—=L STV D jrebin ZfEH L E T,

1 -

docker@docker-virtual-machine:~/TLS$ ./ (relativePath) /keytool -import -alias swl -file swl-ndb-cert.pem
-keystore tlsTrustStore -storetype jks

Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step (ciscol23)

G¥) NDB=Zy ha—I 0 HDO AL v FHERLTHHESRIT. T_XTOZAL v FIZH LTI DFE
EZ#DIK LT, §XTDOAAL vF F—%E L TrustStore (Z:BIML F4, RICHIZ <L ET,

docker@docker-virtual-machine:~/TLS$ keytool -import -alias sw2 -file sw2-ndb-cert.pem
—-keystore tlsTrustStore

docker@docker-virtual-machine:~/TLS$ keytool -import -alias sw3 -file sw3-ndb-cert.pem
-keystore tlsTrustStore

// Here sw2 and sw3 are alias for switch 2 and switch 3 for identification purpose.

AT w73 keytool =~ > K& LT, [[U tlsTrustStore NOEED A A v F DX —% —EFE R L CHERLET,
i -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsTrustStore | more

TLS Z{£ A L 1= NDB D 1A

TLS #{#f L C NDB % B4 512i%, ROFNEEZFEITLET,

ATvF1 NDB ¥ —_—lcua s L%7,
Z2F7v 72 runndbsh =2~ RZFEH LT, NDB7 7 U r—3araiElLET (ETHo8E) .
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. Nexus Dashboard Data Broker T TLS KeyStore & TrustStore /X2 7 — K D&

ATy T3

ATy T4

1 :

./runndb.sh -stop
Controller with PID: 17426 -- Stopped!

YERk L 7= tlsKeystore 35 & U tlsTruststore 77 7 1 /L% NDB O 7 + /L4 (ndb/configuration) (=& — L F
j—O

1 -

cp tlskeystore /root/ndb/configuration
cp tlsTrustStore /root/ndb/configuration

runndbsh 227 UV 7 R &2 LT, TLS TNDB 7 XU 7 —> 3 U ZBBLET,
1 -

./runndb.sh -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore ./configuration/tlsTrustStore

&1

T 7 x N hO—H—4 (admin) &T 7 4/ NSO SRZAT— R (72 & 21X, pwdl23) TNDB % EZ#)7

AT

./runndb.sh -osgiPasswordSync -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore

./configuration/tlsTrustStore

If ndb password is changed, 0SGi webconsole password needs to be changed.

To set non-default 0SGi webconsole password, enter ndb Admin Password [default]:
(Type the non-default password which was set)

GE) TLS # #5029 2 121%. Jrunndbsh-notls =~ R&FEITL£4, TLS # %02 L C NDB % B
9 %12i%, Jrunndb.sh-notls-start =~ > K& AT L E$, TLS T SR, ¥ 7 NDB
ZAEIE LT EE W, TLS # M L=, NDB Y — —(ZHF SN TN DT /3 ZADHR— |
Fegw QOIERT HLENDHY £,

Nexus Dashboard Data Broker T ® TLS KeyStore & TrustStore /A X T — F

DIERL

ATy T
ATvT2

Nexus Dashboard Data Broker 7332 U — R C{g## S #1172 TLS KeyStore & TrustStore 7 7 A /b
AR5 X 912 HI2iE, TLS KeyStore & TrustStore D/NA Y — R AT 2 M ER N H D
%9, Nexus Dashboard Data Broker ¢ TLS KeyStore & TrustStore /N A U — K &AL 95 121,
ROFNEEFEITLET,

Nexus Dashboard Data Broker %-—/X—iZ2a 714 > L£9,
binT 4 L7 FUIZBEILET,

1 :

cd ndb/bin
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NDB +—/<—& NDB 2 1 » FRITD NXAPI Fi0D TLS +— K /i—7 < sz ]

A7 w73 ndb config-keystore-passwords =~ > FZffi[fi L T, TLS KeyStore & TrustStore /XA U — Ra 4k L £
D

1 -

./ndb config-keystore-passwords --user admin --password admin --url https://ip-address localhost:8443
--verbose --prompt --keystore-password keystore password --truststore-password truststore password
Please enter your password: <enter the NDB GUI admin password>

Nexus Dashboard Data Broker 75 AAA (Tacacs/LDAP/Radius) THEESH TRV, Loz~ FTndb
config-keystore-passwords 73 8% L. 401 unauthorized = 7 — RN E R S 72854

1. ndo E2lEsxnc T4 L7 FUICEBEILET,
2. ./runndb.sh -stop Z{#fH L TC. Nexus Dashboard Data Broker ¥ —/S—Z{=1- L ¥4,

3. 77 7 enable.lLocalUser.Authentication % false 225 true (:/TRE LT, ﬁ&‘jﬂi [/35"9,*0 D777
Nexus Dashboard Data Broker @ config.ini 7 7 A /VIZH V £,

4. . /runndb.sh -start Zf#f LT, Nexus Dashboard Data Broker V—/3—Z &) L £9°,

o

ndb config-keystore-passwords =~ > R&ZHEEITLE7,

G¥) HA BREETlX., 7 7 A ZNDOT T D Nexus Dashboard Data Broker V—/3N— 2% LT FED
FEZEZITTHMENDY FT,

Nexus Dashboard Data Broker © TLS Z %527 % & . Nexus Dashboard Data Broker #-—/3— & Nexus Dashboard
Data Broker A A v FHOT X CTOEHNAR— b 443 ZH L T SNE T, A— 443 Z2EHT2 L9
|Z Nexus Dashboard Data Broker (D7 /N A5 A28 LT L 72 &0,

INHLDOFIRAZEFICTETTHE, A— M43 ZHEHLTar br—F T Nexus A1 v FEBMTEET,
A A »F @ FQDN Zfifl L C. T /31 A % Nexus Dashboard Data Broker = > b @ —Z ([ZIBII L £9°,

A A F @ WebUI Sandbox ZfF ] L CREAIEFERE MR TEET,

NDB H-—/\— & NDB X £ v F 8 T NXAPI A TLS H—
K/N\—T 4 SEBAE D AR

Ok a Tt NDBY— 83— L NDB A A v F DM TTLS ¥— K/3—F ¢ ZFHEZ A K
TAHFEZOWTHPALET, Xy hT—THNDOAA v F Z LB DOFEAE L X — 42 TRk
HMENRHY F£9, NDBH—/3—L NDB A1 v FDOREITTLS BEIL. &— b 443 DA% H
L/\i‘é—o

NDB #—/3—¢& NDB A A v F D] T NXAPL D TLS ¥— K N—F ¢ ZEAEL A4 51
T, WOFNEEFEITLET,

« FRAER & A 2 S 5

eNDB 2> hE—FDTLS F—A KT L FF A KRR KNT 77 A LOER
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B =ieroamzemeys

« TLS #ffi i L 7= NDB DBk

* Nexus Dashboard Data Broker "C® TLS KeyStore & TrustStore /XA 7 — R DAL,

\)

GE) WHOEZarOFT_XRTCOFELEITLTC, 2 ha—F & 24 vFED TLS TOBEN
EFIITbns Lo LET,

LR LI ZMT 5

ATy T
ATv T2

2 ODOFGIETRAER (CA) NOREMAEZ PG TE £97, WEF—LIEREOWGIH LT CA
WCEET 70 —F 4252 L TEET, CAIE, FITIL CA DEALN T SN AHF—2 5T
FREELZ AR L, FHEE IR TRHEX—2ER L ET,

H 91 OOT7 7 a—F Tk, openssl’2EDY — LV EFEH L THEXF—24K L7229 2T, fEH

ERITHEE ~DFEHEB A FRK (CSR) AL 9, CAlX. CSRD=—W—ID[HF#H % i
L. AB*F—%2H L CGEEHEZ AR L £,

|

IR HEIIC

AA v FOFEEESM KA A 4 (FQDN) & U THRET 54 NDB A A » FiZxt L Tip
domain-name 2~ > R&EEA LT, A v FIZCRAS VARBRESINTWDZ L 2R LE
T, Wizl ERLET,

conf t

ip domain-name cisco.com
hostname N9k-117

end

A A T FQDN E N9K-117.cisco.com [T E I N TV ET,

Y—ricm A v LET,

openssl 2~ RZEMEHA LT, FEx— (certkey) EiEHIEZAER (certreq) AL ET,

G¥) BEDAA v F R o256, FAA v FITH L GERAEY 7 A v EMEF—2 AR L ETS
{5

docker@docker-virtual-machine:~/Mallik/TLS CAS openssl req -newkey rsa:2048 -sha256 -keyout cert.key
-keyform PEM -out cert.req -outform PEM

Generating a 2048 bit RSA private key

............... +++

.................... +++

writing new private key to 'cert.key'

Enter PEM pass phrase: [J ciscol23
Verifying - Enter PEM pass phrase: [J ciscol23

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

l TLSEERE. KeyStore LU RSR KR FT 7 A LDOER



| TLSEEBAE. KeyStore 5&U SR PR 7 J7 A/ LDEE
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ATy TH

paps oiEnEsnETs

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA
Locality Name (eg, city) [Newbury]:SJ

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu
Common Name (eg, your name or your server's hostname) []:N9K-117.cisco.com
Email Address []:myname@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []: [] ciscol23

An optional company name []:[] ciscol23

docker@docker-virtual-machine: # 1s
cert.key cert.req

openssl =~ R&fiH LT CSR ZfER L £ 7,
i

docker@docker-virtual-machine:~/Mallik/TLS CAS openssl req -noout -text -in cert.req

X —1, BEX 27 4 NRRATZ L —XZEH L TERINET, BEX— O SLEMIRT 2 BN
ELDS LNVERA, EENO N7 L—X%HIBRT 5121, openssl 2~ A LET,

i
docker@docker-virtual-machine:~/Mk/TLS CAS ls

cert.key cert.req

docker@docker-virtual-machine:~/Mk/TLS CAScp cert.key cert.keybkp
docker@docker-virtual-machine:~/Mk/TLS CAS rm cert.key
docker@docker-virtual-machine:~/Mk/TLS CAS openssl rsa -in cert.keybkp -out cert.key

Enter pass phrase for cert.keybkp: ciscol23

G¥) ZOFNEZ#HED IR LT, TXTDOARL v FORMERNSNAT L—XZHIRLET,

GE) BINT 5 CA OREJEITIE U T, & CSRICK L Tie K 3 lOGEE GEET = —) 5
TEET, ZOZ &L, NDB AA v F T LIZ, CAND 3HOFEHE (root, HE, FAA
V) ERETLIEEEWRLET, & A T OMHEZFENT HITIL, CAl Eﬁmu‘?ézg#
BV ET, FEAFOMmARANL, REMEZ LICERLIGAERHV £, T2& 2R
test-root-ca-2048.cer (/L— k) . test-ssl-ca.cer () . N9K-117.cisco.com.cer ( KA A ) D
L2127 £7,

SFAEIXIZE A YOS, PEM 7 7 A VIER T IR FE T,

certreq 7 7 A VDT —ZIE, Y— R =7 ¢ OIEARICEM T 20BN H Y £3, B
HFNECHE- T, 38D GEE) 77 A VAR LET,

cat A~ REFEHALT, 3HEOMPEEBT 7 A A0 1 BOFHE Y 7 A L EER L3, Z Oif5IL,
RNAA FEAE, root AEAAE:, HRHREHEDIEE TITHONE T, cat 2~ FOMLIE, cat domain
certificateroot certificateintermediate certificate > server.cer ® X 912720 £97,

1

TLS SFBAE. KeyStore 5&UFSZXFR 7 774 LDEE [



ATy 17
ATvT8

ATvT9

ATv 710

TLS SEFAE. KeyStore 5EU SR R F7 774 LOEE |

REERMN GAIAEEMISTT S

Scat N9K-117.cisco.com.cer test-root-ca-2048.cer test-ssl-ca.cer > server.cer

#H L < B U7z server.cer 7 7 A V& fmEE L C, #4572 ENDAT & BEGINfT# 0Bt LET, 77 AV
MHMAHHIER L2V T I,

1 -

GE) ZOFNEETRXRTCOAAL »F THDIRLET,

NDB AA v Fizu 7 A LET,
copy 2~v 2 RZEMH LT, MEX— (certkey) LiEIEZ% CA (servercer) NHAA v FIZab—LF
o

1 -

N9K-117# copy scp://docker@10.16.206.250/home/docker/Mallik/TLS CA june 23/server.cer bootflash:
Enter vrf (If no input, current vrf 'default' is considered): management
docker@10.16.206.250's password:
server.cer
100% 4676 4.6KB/s 00:00
Copy complete, now saving to disk (please wait)...

N9K-117# copy scp://docker@10.16.206.250/home/docker/Mallik/TLS CA june 23/cert.key bootflash:
Enter vrf (If no input, current vrf 'default' is considered): management
docker@10.16.206.250's password:
cert.key

100%
Copy complete, now saving to disk (please wait)...

G¥) TRTOAAL v FITHF L TZDOFIEZHEY R L F T,

AA v FTREHET 7 A )L swl-capem & ¥ —7 7 A )L swl-cakey Z K L £9, nxapi =~ R&fE
LET,

i
N9K-117 (config)# nxapi certificate httpskey keyfile bootflash:cert.key

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#
N9K-117 (config)# nxapi certificate httpscrt certfile bootflash:server.cer

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

(GE) BEDAAL v FRHLHEE. FAL v F THICT DREHE LB — 2 L £7,

nxapi certificate =~ FZfEH L T, A4 v FOHCEAEHEL AL ET,
1 -

N9K-117 (config)# nxapi certificate enable
N9K-117 (config)#
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NDBo Y hO—5OTS ¥—X k7 & r5R R L7 71 Lot [

GE) ZA vy FTHEBAUERFELZ AN T L LI T —PELRNZ L 2R LT,

NDBO> FAO—SDTISF—R T EFSRARFR M7 774 ILDYERL

NDB /FFEE L F—2 M L T, A v FHOBELREL T, F—LiEHFTF—A b
TICHESNET, ZIHD 7 7 A /LiX, NDB IZ tlsTruststore 35 & O tisKeystore 7 7 1 /L & L
THRAFSNET, NDB 2> b1 —F @ Java tisKeyStore 35 & O tlsTrustStore 7 7 A /L& [T
DI2iE, ROFNEEZETLET,

ATvF1 TLST 4 Vv 27 bUEERL., FRICBEILET,
1

mkdir -p TLS
cd TLS

ATwv7F2 mypersonalca ® FIZ32DF 4 L7 MU E2ODRIEE /D7 7 A NVEIERLET,
fi

mkdir -p mypersonalca/certs
mkdir -p mypersonalca/private
mkdir -p mypersonalca/crl

echo "01" > mypersonalca/serial
touch mypersonalca/index.txt

o< REMHA LT, NDBIZER SN TWAE AL v T D TLS EX—Li8GER (CA) 77 A V&/E
RLUET,

ATwv 73  openss req-x509 -nodes -days 3650 -newkey rsa: 2048 -out myper sonal ca/cer ts/swi-ca.pem -outform PEM
-keyout myper sonalca/private/swl-cakey =~ R& ] L T, NDB (ZH6t S22 A~ F D TLS #E
F—LEBRER (CA) 77 A NVEAKLET,

ZOFMEIZLY ., 2048 By FDOF—RD PEM JERAD TLS i F—& CA 7 7 A /L
(mypersonalca/certs/swl-ca.pem, mypersonalca/private/swl-cakey) Z23VERINET, HEEDOAL v TFRH
DY, TNHDAA v FOCSR ZEKT 2 & SRS NI IEMREEZ B LT, 3 XTORA v
FNZHkF LT swl-ca.pem B L N swl-cakey 7 7 A VEIER T HLE R H YD F97,

GE) AL D OFEHEDOR S 7 v a3 Tceertkey £ T 5 L ITHE LD LR CAT &
HALET, ADCA—BRBHDLE, FLOF—D0NERIND Z &2 F7,
i

docker@docker-virtual-machine:~/TLS$ openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out
mypersonalca/certs/swl-ca.pem -outform PEM -keyout mypersonalca/private/swl-ca.key
Generating a 2048 bit RSA private key

Lot

writing new private key to 'mypersonalca/private/swl-ca.key'
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B nsoro—sSonsF—2rFERSRER LT TFALOHER

ATy T4

ATy TH

ATvT6

ATvIT1

ATvT8

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []1:SJ

Organization Name (eg, company) [Internet Widgits Pty Ltd]:cisco
Organizational Unit Name (eg, section) []:insbu

Common Name (e.g. server FQDN or YOUR name) []:N9K-117.cisco.com
Email Address []:myname@cisco.com

[FERESRI D & OREHEOTS ) &7 v a » TIERL L7 certkey & servercer 7 L' k7 4 L7 R U (TLS)
iZabv—Lxd, H-OAS v FHOERAELX— 77 A LERIRLET, ZhOHDT77AWE, 3
e —Z 28T 5T X TOAAL » Tk L CURNZAER SN2 b DO TY, BIED A A » F O server.cer
& ocertkey L C, TLS ¥ —A T 77 A VEIERLET,

FRRESRI D DREHEOEFE 7 3 » TIE L7z certkey & servercer ZHIAEDT + L7 U (TLS) (2
abt—LEd, H—DAS vy FHOMREL:— 77 A LERIRLET, ZNHDOT7 7 A ME, 22 b
10— T AT X TDAAL v FITKk L TURNZAER SN b DO TY, BIEDAA » F D server.cer &
certkey i L C, TLS ¥ —A T 77 AV E/ER L £,

BEDAAL » FREFREINLTODHEE, FAA v Tk LTREBICZOFIREZ D IR L ET,
copy 2~ R&EFEH LT, servercer 3L WNeertkey 7 7 A /L& a2t — L, PEMBRUTEH L F7,
f

cp cert.key swl-ndb-privatekey.pem
cp server.cer swl-ndb-cert.pem

cat 2~ REMEAH LT, % — (swl-ndb-privatekey.pem) &FFHE~ 7 A /L (swl-ndb-cert.pem) % H
—® PEM 7 7 A MR L E T,

1

cat swl-ndb-privatekey.pem swl-ndb-cert.pem > swl-ndb.pem

opensd =~ R&EMH LT, PEM 7 7 A V% PRRIENICEMR L £, A v -V NEREINEZD
T AR—= I RAT =R AN LET, "AT= N3P R E b6 LFNEENRTNERY EEA,
i @ ciscol23 swl-ndb.pem 7 7 A /LiE, /SATU— R TR S 72 swl-ndbpl2 7 7 A JWIZEBINE T,

1

docker@docker-virtual-machine:~/TLSSopenssl pkcsl2 -export -out swl-ndb.pl2 -in swl-ndb.pem
Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step
(ciscol23)

keytool =~ > RZMEH LT, swl-ndb.pl2 Z /XA U — NEF# S 172 Java ¥— A N7 (tlsKeyStore) 7 7
AVIZEH L ET, Zoa~vy N, swl-ndb.pl2 7 7 A V& /3AT — R TR L7z tlsKeyStore 7 7 A
JTZEH L £,
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ATvT9

ATv 710

NDBo Y hO—SOTS¥—X k7 & ~52 R L7 771 Lok [

1

docker@docker-virtual-machine:~/TLS$ keytool -importkeystore -srckeystore swl-ndb.pl2 -srcstoretype
pkcsl2 -destkeystore tlsKeyStore -deststoretype Jjks
Enter Destination Keystore password:ciscol23

GE) T7ANMETEL T LD ARIDTA VT ABFEAHIDOAA » FAK L THIE S, tisKeyStore
RSN TS, NDB a2y ha—S 3B D AL v FA2ERLTVAEAIT. TToH %
A Yy FIH LT OFIEL R L ET, 2BAOAS v FEBINT S & X2, 2—7 1)
F AU EFHLCRIIDAAL vF DA VT ADLEIEEETEXET, HILWAL v FDTA
VT ADLREERTHlz007aeya =y 7 bitttanEd, e xid. LT28RL
TLEE,

keytool -importkeystore -srckeystore sw2-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype jks
keytool -importkeystore -srckeystore sw3-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype jks

keytool =~ > RZ{#fH LT, javatlsKeyStore D27 > % U A hF/R L THRGEL £,
il

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsKeyStore | more

keytool =~ > R&fEH L C, FEHEY 7 4 /L (swl-ndb-cert.pem) % Java TrustStore (tlsTrustStore) ~7 7
ANMCEB L FT, /SAT— R TR# S 7z Java TrustStore  (tlsTrustStore) 7 7 A V&2 VER T % 7212 /%
2T —RERDLNTZSH, ANWLET, N2AT— RIE6 LFLL FICTAMERH Y £,

1 -

docker@docker-virtual-machine:~/TLS$ keytool -import -alias swl -file swl-ndb-cert.pem -keystore
tlsTrustStore -storetype jks

Enter keystore password: ciscol23

Re-enter new password: ciscol23

Owner: EMAILADDRESS=myname@cisco.com, CN=localhost, OU=insbu, O=cisco, L=SJ, ST=CA, C=US
Issuer: EMAILADDRESS=myname@cisco.com, CN=localhost, OU=insbu, O=cisco, L=SJ, ST=CA, C=US
Serial number: c557f668a0dd2cab

Valid from: Thu Jun 15 05:43:48 IST 2017 until: Sun Jun 13 05:43:48 IST 2027

Certificate fingerprints:

MD5: C2:7B:9E:26:31:7A:74:25:55:DF:A7:91:C9:5D:20:A3

SHAl: 3C:DF:66:96:72:12:CE:81:DB:AB:58:30:60:E7:CC:04:4D:DF:6D:B2

SHA256:

DD:FB:3D:71:B4:B8:9E:CE:97:A3:E4:2D:D3:B6:90:CD:76:A8:5F:84:77:78:BE:49:6C:04:01:84:62:2C:2F:EB

Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: 0D B3 CF 81 66 4A 33 4E EF 86 7E 26 C3 50 9B 73 ....fJ3N...&.P.s
0010: 38 EF DF 40 8..(@

]

]

#2: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647

]
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ATy TN

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: OD B3 CF 81 66 4A 33 4E EF 86 7E 26 C3 50 9B 73 ....fJ3N...&.P.s
0010: 38 EF DF 40 8..@

]

]

Trust this certificate? [no]: yes
Certificate was added to keystore

G¥) NDB > b — T BNEBD AL v FHEFL TV EEEIE., TRTOARL v FITHKH LTI D
FIEZHEVIK LT, T XTDAA »F F—%[E U TrustStore ([ZIBIM L £9°, WRICHIZRLE
j—o

keytool -import -alias sw2 -file sw2-ndb-cert.pem -keystore tlsTrustStore
keytool -import -alias sw3 -file sw3-ndb-cert.pem -keystore tlsTrustStore

keytool =~ > RZ{#H LT, [A U tlsTrustStore NOEBD AL v FOF—% —EHR/RLTHRLET,
il -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsTrustStore | more

TLS Z#{EF L - NDB DFE

ATy T
ATy T2

ATvT3

ATvT4

TLS #{# ] L C NDB % B4 512i%, ROFINEEZFEITLET,

NDB tr—_—lza /A4 LET,
runndbsh 2~ REZEH LT, NDB7 7V r— g o 2EIELET (3]
1 -

./runndb.sh -stop
Controller with PID: 17426 -- Stopped!

i
+
S
Yo
op

YERK L 7= tisKeystore 33 K U tlsTruststore =7 7 A /L& NDB DAL 7 4 /L4 (ndb/configuration) (2= B — L %
R

51

cp tlskeystore /root/ndb/configuration
cp tlsTrustStore /root/ndb/configuration

runndbsh 227 U X F &2 LT, TLS TNDB 7 U —> 3 v 2 LET,
5 -

./runndb.sh -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore ./configuration/tlsTrustStore
il -

F 7 4 hDa—Y—4 (admin) & T 7 AV FUSNDSRZAT — R (=& 21, pwdl23) TNDB % i#h{
5T
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Nexus Dashboard Data Broker T @ TLS KeyStore & TrustStore /XX 7 — K D1ERL .

./runndb.sh -osgiPasswordSync -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore
./configuration/tlsTrustStore

If ndb password is changed, 0OSGi webconsole password needs to be changed.
To set non-default 0SGi webconsole password, enter ndb Admin Password [default]:
(Type the non-default password which was set)

G¥) TLS Z #5023 5 12iE. Jrunndb.sh-notls =~ > K& 31T L £, TLS % %452 L C NDB % [
A9 512i%, Jrunndb.sh-notls-start =~ > K& 1T L9, TLS 2T 5HE1IZ, &7 NDB
ZEIE LTS &, TLS ZHENC L2, NDB I — "—CH EN TV DT /NA ADKR— b
Fh QOICEE T HMENRHY £,

Nexus Dashboard Data Broker T ® TLS KeyStore & TrustStore /N X T — F
DIERK

Nexus Dashboard Data Broker 73/3 2 U — R T{r7# X 4172 TLS KeyStore & TrustStore @D 7 7 A /L
ZatA B D X 9123 5I2id, TLS KeyStore & TrustStore D/NA T — R A4 T 2 M ERH D
F 9, Nexus Dashboard Data Broker C TLS KeyStore & TrustStore (/XA U — K &2 4595 121%,
WOFNEEFIATLET,

AT v 71 Nexus Dashboard Data Broker ¥ —/3N—|ca 7' L E T,
ATV T2 binT 4 L7 FVICBEILET,

&1

cd ndb/bin

A7 w73 ndb config-keystore-passwords ==~ > Kzl L T, TLS KeyStore & TrustStore /XA U — K&k L £
R

&1

./ndb config-keystore-passwords --user admin --password admin --url https://ip-address localhost:8443
--verbose --prompt --keystore-password keystore password --truststore-password truststore password
Please enter your password: <enter the NDB GUI admin password>

Nexus Dashboard Data Broker 3 AAA (Tacacs/LDAP/Radius) Tk SN TR Y, Eigd =~ FTndb
config-keystore-passwor ds 73 8 L, 401 unauthorized = 7 — BN HE R 24 -

1L ndo FhlidxneT 4 L7 MU IZEBEILET,
2. ./runndb.sh -stop Z{#fl L C. Nexus Dashboard Data Broker V-—/ X — & {51 L ¥ 7,

3. 77 7" enable.LocalUser.Authentication % false 2> 5 true QZURE L <. ﬁ;ﬁﬂl Lijﬂo D77 70X
Nexus Dashboard Data Broker @ config.ini 7 7 1 LIZH V £,

4. ./runndb.sh -start Z{#H L C. Nexus Dashboard Data Broker ¥-—/N—Z &) L ¥4,

o

ndb config-keystore-passwords =~ > R & HEEITLE7,
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G¥) HA BREETlX., 7 7 A ZNDT T D Nexus Dashboard Data Broker V-—/3N— 2%} LT kD
FlEZEFITTALERDH Y 77,

Nexus Dashboard Data Broker © TLS Z %527 % & . Nexus Dashboard Data Broker #-—/3— & Nexus Dashboard

Data Broker A A v FHOT X CTOEHNAR— b 443 ZH L T SNET, A— 443 Z2EHT25 L9
|Z Nexus Dashboard Data Broker (D7 /N A5G A28 LT L 72 &0,

INHDOFIRAZEFICTETTHE, A— M43 ZHEHLTar br—F T Nexus A1 v FEBMTEET,
A A F @D FQDN %l LT, /34 A% Nexus Dashboard Data Broker = > b 72— Z (B L £9°,

A A+ F @ WebUI Sandbox ZfF ] L CRERIEFEREMHER TETET,

WebUl 7595 & NDBH—/N\—DEITTLS B2 E4ETHA
EX4ERT S

BOBAMAELZEMA LT, E£PE— FTETIN TS Web 7 7 U & NDB — —fD
BEEZRECTETET, 2O a2 TiE, WebUl 77 UL NDB 7 7 U 77— 3 Ol
EBEET HT-DOA CBAENELART 5 HIECONTHIILET, 774/ T
Cisco NDB %, F{T75:25 Cisco NDB, 3#{77¢%H CiscoNDB T, T 7 #/V s OHFMZEFF-T
74V FOREAFE L LI SNE T, T /0 F D TITH S generateWebU| certificate.sh
27 VT ML T, BOBEAMHEZER TEE T, CiscoNDB Y U —R35LHIOEA .
IO OFEAEIL 6 N AMARITT, CiscoNDB U U —2R 3.6 LA, SEFHEDT 7 4L b DA
I 6 22 H T, AEAFOAWIMZRETE L L IICRY £ LT,

\}

G¥) NDB ®HCE4 TLS iFAE L, £ {bET— R TORERTE £,

* WebUl 7' Z v L b — R CTHEITINTVWAD NDB ¥ — 3—0D[ T TLS H .54 Ak
EBLART D

WebUl 75 OH EEFRIRIETEITINTLVS NDB H—/N\—DHET
TLS BECERAEXE/T S

WOTFNEZEZFEIT LT, WebUl 7 7 U L&EFE— R THEITZH TV D NDB —3—0D[ T
TLS HO B4 GEAEE AR L F7,

ATYF1 NDBH—R_—lzrns AL, #L> kT 4127 FU% \ndb\configuration (A LET,
£

[rOOt@RHEL-VM-NDB-ACI]# cd \ndb\configuration
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WebUl 75 9+ & EhRBETET SN TL\H NDB H—A—DRIT TS B ERTHEEEHT 5 [

AT w72 generateWebUlcertificatesh A7 U 7 h&fiH LT, TLS B B4REHEL AR L ET,
£

[rOoOot@RHEL-VM-NDB-ACI configuration]# ./generateWebUIcertificate.sh

AKAKKAKRKAAKRAIAKA A A A AR KA AR A A AR A AR XA A AKX XKk

Entor Fully qualified domain name
kAhkAkhkkhkh Ak hkhkAhkhkhkhrhkk kA hkkhkkhkrkhkhkhhkkhkkhkrkhk kxhkh*x*%x

NDB-browserl] This can be FQDN of the NDB java application as well

BRI R S b e S b I S b I S db b Sb b I S 2 I S 2b 3

Enter Organizational unit
kAhkkhkkhkhkhkkhkk kA hkkhkkhkhrhkkhkhkhrkhkkhkrkhk kkxkxk*k

INSBU

AKhkkAhkkkhkhkkhkkkkkhkkkkkhkkkk k%

Enter Organization
kAhkkhkkhkhkhrkkhkkhkhkhrkkhkkrkhkkhkkkk*k

cisco
P b b b b b b b b b b b b g b 4

Enter Location
E b b b b b b b b b b b b g b 4

SJ

khkkkhkkkKhkKkkhk kK k%K

Enter State
Kk kkkkhkhKhkkk k%K

CA

AKhkkkhkkkhkkkkkhkhkkk kK%

Enter Country
kAhkkkkhkkhkkhkkhkkkkkkx

USA

AKhkkkkkkkkkkhkhkkkkk*k

Enter keypass
kAhkkkkhkkhkkhkkhkkkkkkx

ciscol?23
B i b b b b b b b b b b b b b g

Enter storepass
AKhkkKhkhkkAkkkhkkhkkk kA hk Ak Kk k%

ciscol?23
B i e b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b i b4

Enter the validity in number of days
R IR I b b b b S b b 2 dh b b dh Sb I S dh b b db Ib b b Ib Sb b S db b b db b b db 4

365 [l in NDB 3.5 this script will let you to specify the certificate validity.

Fokk kA ko Aokk kA k ok okok ko kokkkkokok ko kkokkkokk ko kokokkkokk ok ko kokokkkokok ko kokok ok okkkokok ko kokok ok ko kokok ko kkokkkokk ko kokokkkokk ok Aok kokokkkokokkokok ko kok

Below process will rename the existing key file to <old keystore>, will generate
a new key file. Do you want to continue (y/n) °?

Fokk kA kk Aok kk ko kkok Aok ok kk ok kok ko kk ok kokok Aok kkokk ok kokok Aok kkokok ko kokokkokokkk ko kokokkokok ok kk ko ok kokkkokk ko kokokkokokk ko kokokkokokkkokokkokok ok kok

Y

AKAKKAAKRAIAKAARAKAA XA AN AA NI XA A XA A XA AKX K

Self-Signed Certificate Created

AKAKKAIAKRAIAKAAXAAA XA A KA AN AXA A A XA AR KA KK

Alias name: cisco
Creation date: Jan 6, 2019
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B webui S5 oy L EpRBEETRITFSA TS NDB Y —\—ORIT IS BESAAREL LT

Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F 0OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 ..J!

]

]

R R b b b b b b b b b d b b b b b b b b I b ab b d b b b b b b g
Displayed the generated keystore
R I I I b I b I I I e b b b b b I S e e b b b b b db b b 4
R R I I I I i b I e b I b 2 b I b Eh b b 2h Ib b b Sh Ib b b Sh b b Sh Sb b S Sb b b Sh Ib b 2 db b b 4h ab b db 4
Configured the keystore details on tomcat-server.xml
LR R I b b I b I e S b b 2 b b b Ih b b 2h Eb b b Sh b b b Sh b b Sh Sb b S Sb b b Sh Ib b 2 db b b 4h ab b db 4

hhkhhhhkhkkhkkhhkkhhkhkhkhkhkhkhkhkhkhkhhhhhhhhhkhkhkhkhkhkkhkkhkkhkhkhk kA Ak hkhhrh bk hhhhkhkhkhhhhhhhhkhkhkhkhkhkhkrrrhhhhhhhhhhkhkhkhkhkhkhkkhkkhkkkxx

The newly generated key will used on next NDB restart. Do you want to restart
NDB now (y/n) ?

hhkhhhhkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhkhhhkhkhkhkhkhkhkkhkhkhkhk kA A hkhkhrhk bk bk hkhhkhkhhhhhhkhhhkkhkhkhkhkhrrhhhhhhhhhhhhkhkhkhkhkhkkhkkhkkkxx

y
Doesn't seem any Controller daemon is currently running

Running controller in background with PID: 13573, to connect to it please SSH
to this host on port 2400

NDB GUI can be accessed using below URL:

[https://10.16.206.160:8443]

[https://[£fe80::250:56£ff:£e90:b764]:8443]

[https://10.16.206.159:8443]

[https://192.168.1.123:8443]

[https://[fe80::250:56ff:fe90:9¢c79]:8443]

kkkkhkkkkhkkk kK k*

NDB Restarted
Ak Ak Kk k) k) k*k*k%k
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WebUl 75 9+ & EhRBETET SN TL\H NDB H—A—DRIT TS B ERTHEEEHT 5 [

G¥) generateWebUl| certificatesh A2 U7 ME, NDB7 7 U r—vara2Hu—RLC, 77UH
PHNDBJava7 7Y r—va LT 7B A LI & XZT T R Z O EOMEH 2T 5
I LET,

keytool -list -v -keystorekeystore Name =2~ > K& LT, S izitlEL T a—NLET, Trv
T IRERREINTEL, ARNT NAU—REANLET,

1 -

[rOOt@RHEL-VM-NDB-ACI configuration]# keytool -list -v -keystore keystore
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: cisco
Creation date: Jul 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [
0000: 63 8A 92 8F 6F OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 L.J!

]
]

R R R e R

R R R e R R

HOBEAGEEX, 770 BV IKS B TARRSNE T, LR T, 77 U FICiENEL
A VR— T DEIC, 2 HOFEAEZE PKCS12 IS EHT 2 0835 0 9, JKS FEX O EL
PKCS12 FERUCEHT H1TiF, RO FIAEEIT L E7, keytool =~ REEH LT, JKS EXDOFEHES
PKCS12 TERUCEH L F 5,

G¥) BT AN TIEOIEHED I E—% L 5 TBNTL F X0,
1 -

keytool -importkeystore -srckeystore keystore -srcstorepass ciscol23 -srckeypass ciscol23
-destkeystore keystore.pl2 -deststoretype PKCS12 -srcalias cisco -deststorepass ciscol23 -destkeypass
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ciscol23

G¥) keytool =~ > RO AL, ULGEAEZARK LT EEDOATE—ETHHLERH Y £7°,

GE) fik & LTHEDLNDAEAEY 7 A /L (keystore.pl2) % PKSCI2 Z: T,

AT TS ZOMHEEZT I UTOEEINTV— FEHEA N TIGEM LU E9, GEHEZ(EEL— MEHER T
A R TITBINT 5 HFECONTE. TNENDO Web 77 7O~V TEBIRLTL &V,

TR VREZEAL T, HARAAE—FTERITSN TS Web
TS5 ENDBY—/—[TTILS BEECERIMBEEFERT S

FARN o VBREAZERA LT, Web 77 U EMAIAIRTE— R TEITIN TS NDB H—
N—L DB TTLS HEZB4LFFHEAZ AR T HI20E. ROFIEEZFEITLET,

ATvF1 guestshell a2~ > REFEH LT A b = /WZEERE L 7,
1

N9K-C93108TC-EX-108# guestshell
[admin@guestshell ~]1$
[admin@guestshell ~]1$

ATwFT2 hvr T 4127 hU % \ndb\configuration [CEE LET,
i -

[admin@guestshell ~]$ cd \ndb\configuration

AT 73 /home/admin/ndb/configuration/generateWebUIcertificate.sh A7 V7 h&fHH L T, TLS
HOBAEAEZ AR L £,

&1

[rOOot@RHEL-VM-NDB-ACI configuration]# ./generateWebUIcertificate.sh

AKAXKAKRKAKAKRAIAKAAAKAARKAA AR A A A AR A AR A XK XXk %

Entor Fully qualified domain name
R R I b b dh b b db b b 2 eh b b Sh Sb b Sh Sh b b Sh Sb b db Sb b db db Sb b db e Y

NDB-browserl] This can be FQDN of the NDB java application as well

LR I b S b e S b I S db I S db I Sb b I S 2 I S 2b 3

Enter Organizational unit
kAhkkhkkhkhkhkhkk Ak kkhkhrhkk kA kkhkrkkhkxkxk*k

INSBU

AKhkkkhkkkkkhkkhkhkkkhkhkkkhkkkk k%

Enter Organization :
kAhkkhkkhkkhkhrkkhkkhkhkhkkhkkrkhkkhkkkk*k

cisco
P i b b b b b b b b b db b g b 4

Enter Location :
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KAk AkRk A AR A Ak kA Ak Ak K

SJ

*AhkAkRk A Ak kA kA kK k%

Enter State

*AhkAkRk Ak Ak kKA kA kK k%

CA

BRI e i dh b i db b I db b 4

Enter Country
R IR SR ah I g b b b b Sh Sh eh g 4

USA

Ak kkkhkhkkxhkhkkxKkk*x*

Enter keypass

Ak kA kkhkhkkxkhkhkkxkk*kx*

ciscol23
PR b b b b b b b b b b b b b 4

Enter storepass
R R IR dh I b b b b Ib Sh db dh g b o 4

ciscol23
ER I b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 4

Enter the validity in number of days
R R IR S d b b b b b Sh S S g b b b b b db Sb S g b b b b Ib 2b db  db g b b b b b 4

365 [0 in NDB 3.5 this script will let you to specify the certificate validity.

Below process will rename the existing key file to <old keystore>, will generate
a new key file. Do you want to continue (y/n) ?

Yy

R R I I b b b b b I e Ih b b I b b b Sh b b 2h Sh b S 2h Sb b i 4

Self-Signed Certificate Created
ER I I I I b b I I e e e b b b b I I I e b b b b I b a4
Alias name: cisco
Creation date: Jan 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false
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. TR DI LVREEFERALT, HARAHFE—RFTEITENTLNS Web T5VH ENDBHY—N—RTTIS BECELMHELZERT D

RTv74

SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 SR

]

]

KAA KN KA A KA AN KA A KA AN KA AR A AN XA ARk, K

Displayed the generated keystore

KA AR KAA AR A AR KA A KA AN KA AR A AKX AR kKK

KA AR A A AR A AR KA A AR A AR KA A AR A AR I A AR A AR A AR A AR A AR AR kA ko kK

Configured the keystore details on jetty-ssl-context.xml
LR i b b b b b b b b b db b db b b b b b b b b b b db b I b db b b b b b b I b db b db b db b b b b I b e b a4

KA Ak hk kA Ak A A A A A A A A A A A A A A A A A Ak bk ko hk kA A A A A A A A A A A A A A A A A A A A Ak A A A A kA kA kA kA A A A A A A A A A Ak Ak Ak Ak hkhhkhkhkhkhkhkkhkhkhkhkkk%k*k

The newly generated key will used on next NDB restart. Do you want to restart
NDB now (y/n) ?

KAk khkhk kA Ak A A A A A A A AR A A A A A A Ak Ak ko kA Ak A A A A A A A A A A A A A A A A A A A Ak Ak A kA Ak kA kA kA kA A A A A A A A A Ak Ak Ak Ak Ak hkhkhkhkhkhhkhkhkhkhkk%k*k

n
kA kkhkkkkkkxkk*k

The newly generated key will be used on the next NDB restart.

kA hkhkkkkhkkxkk*k

G¥) 7T Y MNOENDBlavaT S r—a VLT VB AT HE XL, T UYRZOFEHEOMH
ZBAtAT % L 9127 HIZiF. guestshell reboot ==~ > K&l L C guestshell 2 FE)TY 7' — h
Lij‘o

keytool -list -v -keystorekeystore Name =2~ > K& LT, S izitlEL T a—NLET, 7o
T IRERREINTZH, ARNT RNAU—REANLET,

51

[rOOt@RHEL-VM-NDB-ACI configuration]# keytool -list -v -keystore keystore
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: cisco
Creation date: Jul 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:
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ATy TH

WebUl 75 54 & NDB H#—/\—R TS #— F/i—7 < s E0ER ]

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F OF 45 BD EE 55 C5 A8 99 3B F6 F7 c¢...0.E..U...;..
0010: AC FA 4A 21 LLJ!

]

]

R R R I I b I b I 2k b b h b b b b b b b b b b b b b b b 3k b b b i

R R R I b b I b b I I b b h b b b b b b b b b b b b b b h dh b b b i

HOBAEAEX, 77 v EREORWIKS B TERSNET, 77 v FICEEHELZ A >R — b
HENS, ZiD OFEHES PKCSI12 FERUCEBRT 20N H Y 9, JKS BROGEHE % PKCS12 T
EHT HITIE. WOFIEAZEIT L £ 7, keytool =~ > RA&H LT, JKS BEROFEHE% PKCS12 ERUZ
TR ET,

G¥) B DRNCMLT ILOFEHEDO I B —%2 L 5o TEBNTLEE,
51

keytool -importkeystore -srckeystore keystore -srcstorepass ciscol23 -srckeypass ciscol23
-destkeystore keystore.pl2 -deststoretype PKCS12 -srcalias cisco -deststorepass ciscol23 -destkeypass
ciscol23

GE) keytool =~ > FDOANIZ, UIGEHEFEZALK LI EDAN E —BTLLENRH Y £7,

G¥) FERELTHONDREHEY 7 A /L (keystore.pl2) 1% PKSCI2 AT,

ATvT6 CAGEHELZ Web 77 UV DEENL— FiFHEX F 727 v 7ur— R LEd, EAELZEEL— FFHE

ATy 17

A N7 A R TITEINT 2 HECHOWTIE, FRENOWeb 7 7 VDO~V TEBR LT ZE, fFHE
ZWeb 77 UPIIT v T u— RT3 L&E T 7 MRERENTZD, FFHEOIERTITIER Lz, A
U—REHEALET,

FAN T VEHEE LT, NDB ZHEZE L4,

WebUl 7595 & NDB Y —/N—fE D TLS Y — K/s—F «
SFEAED AR

Web 77 Y LEEFE— R TCEITENTWS NDB —X—[HomExr#EcxEd, 2ok
72 a Tt CAGFBAEARAR L, GFBHEA JIKS JBRUCEH L, FFHEL Web 77 7T
T o7 u— RTBEHECOWTHALET, CATFRAZEZART 21213, FEAESE4LER (CSR)
ZAER L, AR (CA) ICHEEL THRIEZZITAMNERD Y £4, —TF v VY—ZADY—)L

ZEH L TCCSR 2 Tx £9,
e WebULl 75 W H LEHE— R TEITEINTVWANDB Y — —DRTTLS — K 3—F ¢
FEAEE AT D
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B s=ome— FTEFHO Webll 7554 £ NDB 4 —/S—DRITD TLS #— F/8—F ¢ EEHEDERK

EHRE— FTETHDOWebUl 75 2H & NDBHY—/A—DETHTLS
H— FN—T A SEEAZ D AR

ATy T

ATy T2

WebUl 77 ¥ LT — RTEITENTVWD NDB — 13— L OB TTLS ¥— K X—F ¢
REREZ AT HI12iX. IROFNEIZHENE T,

openssl req =1~ Faff ] L CREAEFEZE A ZK (CSR) #/ERL £,
{5l

[root@NDB-server ~]# openssl req -newkey rsa:2048 -sha256 -keyout ndb-server.key -keyform PEM -out
ndb-server.req -outform PEM
Generating a 2048 bit RSA private key

R
................................................ +++
writing new private key to 'ndb-server.key'

Enter PEM pass phrase: [] ciscol23
Verifying - Enter PEM pass phrase: [] ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA

Locality Name (eg, city) [Newbury]:SJd

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu

Common Name (eg, your name or your server's hostname) []:ndb-server.cisco.com
Email Address []:chburra@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:ciscol23

[root@NDB-server ~]# 1s
ndb-server.req ndb-server. key

GE) ndb-server.req (CSR) 7 7 A /LSGEBEFATHEE (CA) ICXfE S E T,

GE) CANRMET 23 EEZ 7 I UFICm s AR — 95 L XX, RUEREZERT L08R H D
F£7, CSR 7 7 A )L certreq ° CA IZEfESNNE T,

CSR ZURZ MR £ 7213 R R T DT, opensslreq =~ > RE2EH L ET,
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1

EPEE— FTRITHDO WeblUl 75945 & NDB H—/\—DHETDH TLS 4— F/3—F 1

[root@NDB-server ~]# openssl req -noout -text -in ndb-server.req
Certificate Request:

Data:

Version:
Subject:

Subject Public Key Info:

0

(0x0)
Cc=UsS,

ST=CA, L=SJ, O=cisco,

Public Key Algorithm:
RSA Public Key:

Signature

9c:
a7:
6b:
3c:
e0:
e’:
eb6:
ree:
od:
9f:
124
77
53:
63:
67:

b0

37:
Ob:

85

42
28:
fl:
23:

9a:
b2:
84:
b3:
74

44
el

51

ad:
42
4a:
f0:
:2e:
:dc:

85

3e:
6C:
e’
00:
Oc:

54

6b:

Modulus

00

8d:
d2:
11:

44

da:

£3

68:
£9:
92:
31:
£8:
fb:
70:
3f:
7f:

31

:b5:
bf:
74
79:
:ab:
35:
rae:
19:

£5

e’

Exponent:
Attributes:
unstructuredName
challengePassword
Algorithm:

:e0:
4a:
Ob:
eb:
3c:
e’:
ca:
:2b:
£9:
8b:
:2d:
£9:
6b:

:do
de

c2

1d:
57:
ed:
6C:
39:
73:
90:
34:
ff:

£f9:
ac:
5f:
:d0:

ed:
d7:
:5c:
ral2:
26:
Oa:
81:
f2:
al:
rad:
59:
44
Oc:
13:

06
22

30:
b2:
85:
8e:
56:

73

ce:
be:
:cc:
62:
6b:
9c:
5c¢c:
82:
£9:
7d:
:c:
9a:

£3
71

cf:
c9:
49:
1d:

27

bb:

rsaEncryption

(2048 bit)
(2048 bit):

75
80

8f

65537

Ob:

07

39

22

86:
3b:
76:

44

62

de:
bc:
bé6:
227
49:
:3c:
da:
:a3:
:cd:
45:
of:
5c:
90:
:da:
ba:

8f:
144
ed:
f4:
:3a:
9c:
S5a:
82:
19:

S5e:
8a:
8c:
:25:
la:
6C:
bf:
:bl

:e8
:20:
8a:
96:
0d:
:d9:

98

84
35

56:

13

5b:
79:
8f:

bl

od:

(0x10001)

cl

cd:

30

:c8:
56:
ba:
38:
41:
fd:
ref:
54:

:d8

:be:
00:
:c9:
b7:
lc:
:e8:
:26:
2C:

cO
:cc

80

:b2

oca:

1b:
fc:
06:
f0:
88:
Of:
a7:
53:

c3

38

:eb
14
1f

80
£2

eb

5f:

d3:
Ta:

5c:

a2:
30:

b5:

05:
:be:
le:
23:
:ba:
4b:
£8:
Of:
:d2
ice:
:0d:
86:
:28:
:23
18:
2d:
ra3d:

OU=insbu,
CN=ndb-server.cisco.com/emailAddress=chburra@cisco.com

3b:
bO0:
30:
S5a:

dl

21:

11

38

cc:
fa:
6C:
:dd:
09:
8c:
29:

:ciscol23
:ciscol23

a0

f5:
fa:
9b:
:28:
6a:
:C6:
dc:

bf:
4d:
57:
80:
60:
6b:

el

2d:
ee:
3a:

98

09:
36:
:ce:
be:
Of:
16:
5d:
57:
32:

:d2:
Oe:
5d:
67:
:e9:
41:
2C:

10

11

Oe:
4c:
76:
26:
:d5:
85:
:ab:
28:
:27:

01
47

:af:
bO0:
:dd:
86:

30

50

ze:
6b:
Te:

sha256WithRSAEncryption
:C6:
9c:
:d8:
35:
76:
:28
dc:
d4:
db:
10:
b7:
35:
8c:
:e9:

f6:
8b:
79:
62:
68:

81

86:
red:
87:
4d:
93:
00:
63:

57
b7

31:
6f:
05:
el

4f:
e0:
bf:
31:

b4

la:
bd:
:13:
:cc:
2a:

£8

54

:d5:
66:

ee

cl:

30:
c9:
f4:
7f:
£9:
:b2:
5f:
44
ral
:be:
1f:
ea:
06:
83:

aa:
:eb:
de:
50:
ba:
4d:

52

e5:
50:
:e3:
£9:
Te:
bO0:
83:
cbh:
:fc:
88:
:cO:
47 :
8d:
:ch:
4a:

Oe:
31:

8a

5f:
b7:
53:

37

de:
:cbh:
71:

a7

be:
ff:
26:

00

64

e8

93:

18

5b:
:e3:
dc:

58

46:
:29:
do:
05:
87:
:eb:
fe:
ac:
04:

:d9:
be:
7d:
fa:
a3d:
bO:
tee:
3d:
76:
ze:
bO0:
78:
f2:
12:
c3:

34
92

fa:

52

01:
5f:

37

72
:b5:
19:

raf:
16:
52:
80:
:bf:
14:
4c:
Ta:
15:
£7:
07:
e’:
3d:
f5:

64:
ds8:
51:
29:
6C:
9e:
68:
:b8:
rad:
b8:
:91:
15:
35:
:a3:
17:
78:
ed:

anzozmn [
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B s=ome— FTEFHO Webll 7554 £ NDB 4 —/S—DRITD TLS #— F/8—F ¢ EEHEDERK

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATy T8

Fih% 2 — ndb-serverkey 1X, /XA 7 L — X CHR#EINTWET, FEHEORE T — DK B(L &2 fRbRT D%
ERHY E9, opensdrsaa~ 2 REMH L THEX—ORE S bR L ET,

1 -

[root@NDB-server ~]# cp ndb-server.key ndb-server.keybkp
[root@NDB-server ~]# rm ndb-server.key

[root@NDB-server ~]# openssl rsa -in ndb-server.keybkp -out ndb-server.key
Enter pass phrase for ndb-server.keybkp: [eciscol23
writing RSA key

GE) ndb-serverreq 7 7 A VDT — XX, Y— K X—TF ¢ OFEIREEREICEEFT 20 ERH Y 7,
BES % FIEICHE > T, GEETZ 7 A VZBIF L ET,

IR 5 CA OMEEICIE U T, & CSR ISk L TRR 3 lOGERE GERET = — ) ZHE
TEET, 2O LI NDB AA v F T L2, CAMND 3BOERFE (root, HIH, FAA
V) ERSGTHIEEERLET, KX A T OAEZHRNT HIZIE. CAICHERT 2 LB
HYE9, FEAEOMABANL, REKE Z IR R 5503H 0 £3, i : qurca2.cer
(root) . hydsslg2.cer (Hft]) . ndb-server.cisco.com-39891.cer (KA A )

SEAEITIZE A L DS, PEM 7 7 A AJERTHE SN E T,

cat I~ REFH LTI ODIMHET 7 A A E 1 SDOIAET A LV EER LET, ZodEkEIL. N
A A LREBAE, root sERAE, FMREAEDIEE TITHONET, cat I~ RO ¥ v 7 A : cat domain
certificate root certificate intermediate certificate > ndb-server.cer

1 -

[root@NDB-server ~]# cat ndb-server.cisco.com-39891.cer gvrca.cer hydsslg2.cer > ndb-server.cer

#H L < B U7z server.cer 7 7 A V& HmEE L C, #4572 ENDAT & BEGINfT# 0Bt LET, 771V
PO HEIFR LN TS0,

1

ndb-server.cer 33 U8 ndb-serverkey 7 7 A L& L T TLSNDB #—/3— F—ZX 7 7 7 A V& A{ERk L
F9, copy AV REFEALT, 77 A NVEAL vy FIZabt—LET,

1 -

cp ndb-server.key ndb-server-ndb-privatekey.pem
cp ndb-server.cer ndb-server-ndb-cert.pem

cat a~v 2 REMFH LT, MEX—LEHEY 7 A VEH—0O PEM 7 7 A VIZHEE LE T,
1 -

cat ndb-server-ndb-privatekey.pem ndb-server-ndb-cert.pem > ndb-server-ndb.pem

CA IZ PEM JEADGEAE LA L, FEZEOILEF1X pem T, PEM JEXDFEHE A PKCS12 B
BT HVENH Y £9, PEM 7 7 A /LT 5 ndb-server-ndb.pem % openss pkcsl2 =~ > RaEH L
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ATvT9

ATy 710

ATvIN

AT 712
ATy 713

EHRE— FTERITHD Webll T35 54 & NDB #—A—0RITO TS 4— F/i—7 « EHE0ER ]

T, PRIFANVERIZEELET, HR-A v E—UNRERINTZOT I AR—F "ATU—FREZ AL
FT, NRT—=RNFIARED 6 XFNEFENRITIULRY £/ A, i : ciscol23 ndb-server-ndb.pem
7 7 A WIS A T — RRGE I {172 ndb-server-ndb.pl2 7 7 A JVIZEH S IVE T,

1

[root@NDB-server ~]# openssl pkcsl2 -export -out ndb-server-ndb.pl2 -in ndb-server-ndb.pem
Enter Export Password:llciscol23
Verifying - Enter Export Password:llciscol23

keytool =~ K ZfH L T, ndb-server-ndb.pl2 % /SN2 T — N{RE#E I L7z Java F—A T

(ndb-server-keystore) 7 7 A WIEH L FF, ZO <2 NiX, swlndb.pl2 7 7 A L& /NAT — R TR
# X472 ndb-server-keystore 7 7 A MZEM L E T, TAT 4 13— a VIKSA RT OF LVWIRAT — R
BERL, 7R 7 MRFRENTZH Y —A =X T ONRRT—RE A LET,

fi

[root@NDB-server ~]# .(relativePath)/keytool -importkeystore -srckeystore ndb-server-ndb.pl2
-srcstoretype pkcsl2 -destkeystore ndb-server-keystore -deststoretype jks

Enter destination keystore password:liciscol23

Re-enter new password:llciscol23

Enter source keystore password:--ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed
or cancelled

[root@NDB-server ~1#

keytool =~ > RZ{HH L C, javatlsKeyStore D 2> 7 > % U A R L THEEL £,
il -

[root@NDB-server ~]#.(relativePath)/keytool -list -v -keystore ndb-server-keystore

FEAEOERHICERE LTEF— A T NAT— REFH LT, jetty-ssl-context.xml (ndb/configuration/etc
(&) A AR L £ 9, KeyStorePath, KeyStorePassword, TrustStorePath, TrustStorePassword % 57 L C
WDITIX, Vi T 4 X2 L CRtECE £,

1

<Set name="KeyStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.keyStorePath" deprecated="jetty.keystore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="KeyStorePassword"><Property name="jetty.sslContext.keyStorePassword"
deprecated="jetty.keystore.password" default="ciscol23"/></Set>

<Set name="KeyManagerPassword"><Property name="jetty.sslContext.keyManagerPassword"
deprecated="jetty.keymanager.password" default="ciscol23"/></Set>

<Set name="TrustStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.trustStorePath" deprecated="jetty.truststore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="TrustStorePassword"><Property name="jetty.sslContext.trustStorePassword"
deprecated="jetty.truststore.password" default="ciscol23"/></Set>

NDB % fFit#h L ¥ 9,
CA%%E%Wwfﬁvfwﬁﬁw~ REFRAER R T7I2T7 v 7 a— R LE9, FEAER{SHE/L— IEH
EXRNT A NTITEBNT 2 HECOWTE, TNENDOWeb 7 T 7D~V TESRL TS, GE
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BES Web 77 U HICT v Fa— KT A5 xi27ur 7 MRRREINTES., ERAEOERFICER L
NRAT—RZHHL £,

FAILVREZEEALT, BAHARAHE— FTERITSA T SWeb
TS5 ENDB Y —/IN—RITTS — K /IN\—T (1 SIBAEZERKT 5

FA N e VEREEZEN LT, MAIAZE— R TITSATND Web 77 7 L NDB H—
N=DRTTLS ¥— K =7 ¢ fEAEEZ AR T DI2E, ROFIEENE T

ATwF1  feature =~ R&fH LT, AA »F T bash-shell EREZ AN L E T,
51 -

N9396TX-116 (config)# feature bash-shell

ATFY T2 rmnz=~vry REMHHLT, AA v F T bash-shell E— FZ LG L FE T,

i)
N9396TX-116 (config) # run bash
bash-4.2$

RATv T3 opensdreq 2~ REMH L CGEHZEEAZR (CSR) 24K LET, Yur 7 MRFERSINEL, &4
Tt RE AT LET,

1

bash-4.2$ openssl req -newkey rsa:2048 -sha256 -keyout ndb-server.key -keyform PEM -out
ndb-server.req -outform PEM
Generating a 2048 bit RSA private key

e

writing new private key to 'ndb-server.key'

Enter PEM pass phrase: [l ciscol23

Verifying - Enter PEM pass phrase: [l ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA

Locality Name (eg, city) [Newbury]:SJ

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu
Common Name (eg, your name or your server's hostname) []:ndb-server.cisco.com
Email Address []:chburra@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:ciscol23
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TR DI VREEFERALT, A RAHFE—RTEITENTLVS Web T5UH & NDB Y —/N\—RATTLS — K /\—F 1

bash-4.2$ 1s

ndb-server.req

GE)

G¥)

openssl =~ > Nid, % F— ndb-serverkey &

CAMNEMT B

ndb-server.key

anersnsTs ]

FERAEE A R 7 7 A /L ndb-server.req & 1EAK
L £7, ndb-serverreq (CSR) 7 7 A /VHREMERITHEE] (CA) (Z(FE & ET,

F9, CSR 7 7 A /L certreq / CA ITEESNE T,

EHEFEZ 7 7 UPICTs AR — b5 L &R, FUHEREENT20ENH Y

VT UV EFRRLIEYD, CSRERZMHR LD 3T 5121%, opensdreq =2~ RafHLET,

1

bash-4.2$ openssl req -noout -text -in ndb-server.req
Certificate Request:

Data:

Version:
Subject:

Subject Public Key Info:

0

(0x0)
c=us,

ST=CA, L=SJ, O=cisco,

Public Key Algorithm:
RSA Public Key:

Signature

9c:

a7

6b:
3c:
e0:
e7:
eb:
ree:
6d:
9f:
:24
77 :
53:

jold]

37:
O0b:

85

42:
28:

44
e4d

9a:
:b2
84:
b3:
74 :

51

rad:
42:
4a:
f0:
:2e:
:dc:

85

3e:
6C:
:e’7
00:
Oc:

Modulus

00

8d:
d2:
11:

44

4a:

£3

68:
£9:
92:
31:
£8:
fb:
70:
3f:
7f:
31:
9a:

:b5:
bf:
74 :
79:
rab:
35:
rae:
19:
£5:
62:
6b:
9c:
S5c:
82:
£9:
7d:
Tc:

e’7

Exponent:
Attributes:
unstructuredName

challengePassword
Algorithm:

:e0:
4a:
O0b:
eb:
3c:
e7:
ca:
:2b:
£9:
8b:
:2d:
£9:
6b:

57

c2

1d:

ed:
6C:
39:
73:
90:
34:
ff:

£9:
ac:
5f:

ed:
:d7:
06:

22

26:
Oa:
81:
£2:
al:
rad:
59:
44 :
Oc:

30:
b2:
85:
8e:
56:

73

ce:
6e:
cc:

£3
71

cf:
c9:
49:
1d:

27

bb:

rsaEncryption

(2048 bit)
(2048 bit):

75
80

65537

O0b:
07:
S5c:
raz2:
39:
9c:
S5a:
82:
19:

22

86:
3b:
76:

44

62

de:
bc:
b6:
127
49:
8f:
4a:
:a3d:
:cd:
45:
6f:
S5c:
90:
:da:
ba:

8f:
:cd:
ed:
f4:
3a:

Se:
8a:
8c:
:25:
la:
6C:
bf:

:e8
:20:
8a:
96:
0d:
:d9:

98

3c:
84:

35

56:

13

5b:
79:
8f:
HieleH
2c:

bl

6d:

(0x10001)

cl

30

:c8:
56:
ba:
38:
41:
fd:
ref:
54:
ds:
:be:
00:
:c9:
b7:
lc:
:e8:
26:
HEKS]

cO

80

:b2

6a:

1b:
fc:
06:
f0:
88:
0f:
a7:

c3

38

14

80
f2

eb

5f:

d3:
Ta:

S5c:
az:
30:
eb:

1f:
b5:

05:
:be:
le:
23:
:ba:
4b:
£8:
0f:
dz2:
ice:
0d:
86:
:28:
:23
18:
2d:

OU=insbu,
CN=ndb-server.cisco.com/emailAddress=chburralcisco.com

3b:
b0:
30:
S5a:

dl

11

28:
27:

38
cc

fa:
6C:
:dd:
09:
8c:
:29:

:ciscol23
:ciscol23

£5

a0

fa:
9b:
:28:
6a:
HeI N
dc:

bf:
4d:
57:
80:
60:

:e0
2d:
ee:
3a:

98

09:
36:
ice:
be:
0f:
16:
5d:
57:

:d2:
Oe:
5d:
67:
:e9:
41:
2c:

10

Oe:
4c:
76:
26:
:d5
21:85:
rab:
01:
47 :
raf:
:b0:

30

50

2e:
6b:

Te

sha256WithRSAEncryption
HeI
9c:
:d8:
35:
76:
:28
dc:
d4:
db:
10:
b7:
35:
8c:

f6:
8b:
79:
62:
68:

81

86:
ted:
87:
4d:
93:
00:
63:

57
b7

31:

6f

05:

4f:
el:
bf:
31:
:b4
la:
bd:

13

cc:
2a:
£8:
:dd:
86:

54

:d5:
66:
ee:
:cl:

30:
c9:
f4:
7f:
£9:
:b2:
5f:
44 :
ral
:be:
1f:
rea:
06:

aa:
:eb
:de:
50:
:ba:
4d:

52
eb

50:
:e3
£9:
Te:
:b0:
83:

c5

fc:
88:
:cO:
47 :
8d:
:e8
93:

c5

4a:

Oe:
31:
8a:
5f:
b7:
53:

37

de:
:cb:
71:

a7

be:
ff:

00

64

18

5b:
e3:
dc:

58

46:
:29:
do:
05:
87:
:eb:
fe:
ac:

:d9:
:be:
7d:
fa:
a3:
b0:
ree:
3d:
76:
:2e:
b0:
78:
£2:
12:
c3:

34

92:
fa:
52:
01:
5f:

37

72
:b5:
19:

raf:
16:
52:
80:
:bf:
14:
4c:
Ta:
15:
£7:
07:
e7:
3d:

64:
ds:
51:
29:
6c:
9e:
68:
:b8:
ad:
b8:
91:
15:
35:
ad:
17:
78:
ed:
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ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

£1:63:54:d0:d0:13:44:01:9:53:6b:32:11:2:83:26:04:£5:
23:67:6b:de

P % — ndb-serverkey [Z, /SA 7 L —ATRE SN TWET, FEAEOME X — O SLART 22
PRV £7, openssrsa =~ FAMH L THE X — DO SL AR L £7,

1

bash-4.2$ cp ndb-server.key ndb-server.keybkp

bash-4.2$ rm ndb-server.key

bash-4.2$ openssl rsa -in ndb-server.keybkp -out ndb-server.key
Enter pass phrase for ndb-server.keybkp: [lciscol23

writing RSA key

GE) BRT 5 CA OFERBIZISE U T, & CSRICKE L TR 3 @OFENE GEHET =—) ZHfG
TEFET, ZOZ L, NDB AA v F T L2, CAND 3BOFEHE (root, TR, FAA
V) EERGTHILEERLET, KA TOERAEEZFHRT HICIL,. CAICHERT D MLEHR
bY FET, FEAEOMABANL, REME Z IR 5503H 0 £3, i : qurca2.cer
(root) . hydsslg2.cer (FFf#]) . ndb-server.cisco.com-39891.cer (KA A ) |

EEAEITIZE AL DES . PEM 7 7 A AJERTHE SN E T,

cat 2~ REMEH LTI DDIAET 7 A LD 1 DOHAET7 » A AV EER LET, ZOHEREL, R
AA REBE, root FEAAE, PHFEFEDIEE TITONET, cat A~v 2 RO ¥ v 7 A @ cat domain
certificate root certificate intermediate certificate > ndb-server.cer

1 -

bash-4.2$ cat ndb-server.cisco.com-39891.cer gvrca.cer hydsslg2.cer > ndb-server.cer

#H1 L < VER L7z server.cer 7 7 A V& FREE L C, HiE I/ END{T& BEGINTT2# L £, 771/
MO HEIFR LN TS0,

1

ndb-server.cer 3 J (N ndb-serverkey 7 7 A L& L T TLSNDB #—/3— F—ZX 7 7 7 A V& {ERk L
F9, copy av U FEEHLT, AA v FIZT7 7 AV Eab—LET,

1

cp ndb-server.key ndb-server-ndb-privatekey.pem
cp ndb-server.cer ndb-server-ndb-cert.pem

cat A~ REFEHALT, MEX—LIENET7 7 A L EZH—0O PEM 7 7 A VIS LET,
& -

cat ndb-server-ndb-privatekey.pem ndb-server-ndb-cert.pem > ndb-server-ndb.pem

CA I3 PEM B OGEAEZ AL L, FEZEOILE - 1X pem T3, PEM FEXDFEHE A PKCS12 AU
BT HMENRH Y £, PEM 7 7 A /LT 5 ndb-server-ndb.pem % opensd pkesl2 2~ REFHEH L
T, PR7V7ANMERICEFE LET, A v =Y RFERENTZHZ I AR—F XZATU—FZAHL
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ATy N

ATvT12

ATy 713

ATy 714

ATv 715

ATv 716

ATy 11

F9, NRAT= R LD 6 UFEREENRITNIER D £ A, i : ciscol23 ndb-server-ndb.pem
7 7 A NS A T — R S 1172 ndb-server-ndb.pl2 7 7 A WAL S L E T,

1

bash-4.2$ openssl pkcsl2 -export -out ndb-server-ndb.pl2 -in ndb-server-ndb.pem
Enter Export Password:llciscol23
Verifying - Enter Export Password:llciscol23

FEHEZ 7 A VA& NDBHR 7 A V4 —ltat—LF7,
& -

bash-4.2$ sudo cp ndb-server-ndb.pl2
/isan/vdc_l/virtual-instance/guestshell+/rootfs/usr/bin/ndb/configuration/

exit a2 REEHA LT, bash =/ E—REKTLET,
B -

bash-4.2$ exit
exit
N9396TX-1164#

guestshell 2~ > REFEH LT A N = VICHEERELET,
fi

N9396TX-116# guestshell
[admin@guestshell ~]$

B b T 412 )% ndb/configuration IZEF LE T,
f5l

[admin@guestshell ~]$ cd ndb/configuration

keytool =~ K% L C. ndb-server-ndb.pl2 % /XA 7 — K C{i# X #17= Java KeyStore

(ndb-server-keystore) 7 7 A /MZAEB L £F, T D=~ KL, ndb-server-ndb.pl2 7 7 A /L& /XA T —
R CLR7# S #17- ndb-server-keystore 7 7 A JWICEHA L ET, T AT 4 x—3 3 VIKS A R T OF LUWIA
U= Rzl L, a7 ERERENTELY =R F=ARTORAT =R A LET,

1

[admin@guestshell configuration]$ keytool -importkeystore -srckeystore ndb-server-ndb.pl2
-srcstoretype pkcsl2 -destkeystore ndb-server-keystore -deststoretype jks

Enter destination keystore password: [lciscol23

Re-enter new password: [lciscol23

Enter source keystore password: [lciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

keytool =~ > K& L C, javatlsKeyStore D 2> 7 Y% U A R L THIELET,
5l

[admin@guestshell configuration]$ keytool -list -v -keystore ndb-server-keystore

%E%%ODEEEJZEPKVEEJZ Lf: F— X ]\ T INAT — ]\Zf{iﬁﬁ LT\ jetty-ssl-context.xml (ndb/etc ﬁ:*%ff\lj‘])
ZHERL L E 97, keystore 35 & U\ keystorepass TLL FOITEMRET HITIX, vi =T 4 X ZEHTEET,
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1

<Set name="KeyStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.keyStorePath" deprecated="jetty.keystore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="KeyStorePassword"><Property name="jetty.sslContext.keyStorePassword"
deprecated="jetty.keystore.password" default="ciscol23"/></Set>

<Set name="KeyManagerPassword"><Property name="jetty.sslContext.keyManagerPassword"
deprecated="jetty.keymanager.password" default="ciscol23"/></Set>

<Set name="TrustStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.trustStorePath" deprecated="jetty.truststore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="TrustStorePassword"><Property name="jetty.sslContext.trustStorePassword"
deprecated="jetty.truststore.password" default="ciscol23"/></Set>

ATw 18 CAFEHELZ Web 77 UV OEF/NL— FEAER N TIZT7 v 7 a— KLET, fEAZEZEEL— ML
EZARNT A MTISBEBNT 2 HECONTIE, ZRENDOWeb 7 7 7O~V T 2B LT EEW, GE
H#EEZ Web 75 U HICT v 7r— KT AL X7/ v 7 "RFERINTE D, AFAZEOVERPICIER LT
RAT—RZEHEHLET,

ATwv 719 NDB ZHEELE7,
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