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Schema Design Considerations

A schema is a collection of templates, which are used for defining policies, with each template assigned
to a specific tenant. There are multiple approaches you can take when it comes to creating schema and
template configurations specific to your deployment use case. The following sections describe a few simple
design directions you can take when deciding how to define the schemas, templates, and policies in your
Multi-Site environment.

Keep in mind that when designing schemas, you must consider the supported scalability limits for the
number of schemas, templates, and objects per schema. Detailed information on verified scalability limits
is available in the Cisco Multi-Ste Verified Scalability Guides for your release.
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Multiple Schemas Based On Object Relationships .
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Multiple Schemas Based On Object Relationships

When configuring multiple schemas with shared object references, it is important to be careful when
making changes to those objects. For instance, making changes to or deleting a shared networking object
can impact applications in one or more sites. Because of that, you may choose to create a template around
each individual site that contains only the objects used by that site and its applications, including the VRFs,
BDs, EPGs, Contracts, and Filters. And create different templates containing the shared objects.

Figure 3: One Template per Site
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The sitel template in the above figure contains only the objects that are local to Sitel and the template
is deployed to only the Miami site. Similarly, the site2 template contains only the object relevant to site2
and is deployed to the San Francisco site. Any change made to any object in either of these templates has
no effect on the other one. The shared template contains objects that are shared between the sites.

You can extend this scenario for an additional site with the following template layout:

» Site 1 template
« Site 2 template
* Site 3 template

* Site 1 and 2 shared template
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« Site 1 and 3 shared template
* Site 2 and 3 shared template

* All shared template

Similarly, rather than separating objects based on which site they are deployed to, you can also choose to
create schemas and templates based on individual applications instead. This would allow you to easily
identify each application profile and map them to schemas and sites as well as easily configure each
application as local or stretched across sites.

However, as this could quickly exceed the templates per schema limit (listed in the Verified Scalability
Guide for your release), you would have to create additional schemas to accommodate the multiple
combinations. While this creates additional complexity with multiple additional schemas and templates,
it provides true separation of objects based on site or application.
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Update failed, object version in the DB has changed,

refresh your client and retry X
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FEREIT Wﬁéhﬂ\iﬁh DFED, ULIXZORELEZFITHIIZLTWETR, HELLE
BT 5729121, NDO @ API 22—/ /LIZ%F L CHHRIIZHENCT DML ERH D F7°,

\)

CE)  ZOMEEZADNCT 2H581E, KOMTERLTIES N,

e ZDVY—ATIH, VA N AT V2 e AF—~FT V7 VOB TIHRELED
BHEOBRYR—FENTWET,

epur BL N parca ap1 I— VDN A= g o F = v VXY AR— K LFET,

APl — L TNR—T g Fx vy T A= EBRIICHENC LTS . NDO I
WEBENZ EH 2B L A, ZORE, BREOHLHIL, %D APl = —/LF 721X GUI
2—YOMHFIZL > T EEEINDREEND Y £,



https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html

| 2%~
grorsEs [

REDN—Vay Fxv 7 EZANNTTHITE, EHLTHNS API = RARA > FOERREIC
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WOH %2 ZE L TEE N,

https://<mso-ip-address>/mso/api/vl/schemas/<schema-id>?enableVersionCheck=true
!l

AX—<wNOT 7 L — NDOERLE BT HHELRFE2MEH LT, por £7203 patcs 2—/1
TR—=VarFxyvrEMEERTLIFEEZRLET,

BN, BETAHAF—<%Zcer LET, NIk, 2—LOJRE CREDOKT N N—Ya v

DAXF—<RNIKINET,
{
"id": "60lacfed38000070a4ee9ecO",
"displayName": "Schemal",
"description": "",
"templates": [
{
"name": "Templatel",
"displayName": "current name",

[...]
}
] 4
"_updateVersion": 12,
"sites": [...]

}

Wiz, V27 A KURLIZ, 22ODFHEDUWTILA T, enableVersionCheck = true ZIBIL T,
AFx—~vEEHTLET,

)

GE) A a— ]\‘\@_update\/ersion 74— ]\@ﬂﬁﬁ\ TLD A ﬂ?‘—?fﬁ?ﬁa‘: Lf:{ﬁk [F] CTChbrZ &
EHERT DMERH Y £,

cpuT APL ZfEH LT, EHichdAF—~v2EkXfa— & LET,
PUT /vl1l/schemas/60lacfed38000070a4ee9ecO?enableVersionCheck=true
{

"id": "60lacfed38000070ad4ee9ecO",
"displayName": "Schemal",
"description": "",

"templates": [
{
"name": "Templatel",
"displayName": "new name",
[...]
}
] ’
"_updateVersion": 12,
"sites": [...]

}

e paTcH APL A EOWT 2L T, AFXF—~HNOF T =7 DO 1 DI EDOEE %
Mz F4,

PATCH /vl/schemas/60lacfed38000070a4ee9ec0?enableVersionCheck=true
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"op": "replace",
"path": "/templates/Templatel/displayName",
"value": "new name",

"_updateVersion": 12

]

V72 MMThd e, APUIHED A X —<w "=V g & | TRl (12006 1372
)Y HLWDWA=Tg DA —DOVERERAE T,  (enableversionCheck XA ZIT) #HrL
W= g URNERFIE L 20, BEEESI L, A¥—<FEH I ET, BDAPI 22—
NELIZUIBZORICAF =<2 AR L TWGE, BIEERIE L, API 2 — WTIROISE
ZIRLET,

{

"code": 400,

"message": "Update failed, object version in the DB has changed, refresh your client
and retry"

}

Creating Schemas and Templates

Before you begin

* You must have an administrative user account with full read/write privileges.

* You must have a user account with read/write tenant policy privileges.

For more information, see the User Access, Authentication, and Accounting chapter in the Cisco
APIC Basic Configuration Guide.

* You must have at least one available tenant that you want to incorporate into your site.

For more information, refer to 77> k ®DB/0.

AT w71 Login to your Nexus Dashboard and open the Nexus Dashboard Orchestrator service.
AT 72 Create a new schema.

a) From the left navigation pane, choose Application Management > Schemas.
b) On the Schemas page, click Add Schema.
¢) In the schema creation dialog, provide the Name and optional description for the schema.

By default, the new schema is empty, so you need to add one or more templates.

AT w73 Create a template.

a) In the left sidebar under Templates, click the + sign to add a new template.
b) Inthe Select a Template type window, choose ACI Multi-Cloud for the template type.

» ACI Multi-Cloud—Templates used for Cisco ACI on-premises and cloud sites, which allow template and
object stretching between multiple sites.

The following sections focus primarily on this type of template.

e
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» Networking—Templates designed for Cisco Nexus Dashboard Fabric Controller (formerly Data Center
Network Manager) sites.

This guide described Nexus Dashboard Orchestrator configurations for Cisco ACI and cloud ACI sites. For
information on working with Cisco NDFC sites, see the Cisco Nexus Dashboard Orchestrator Configuration
Guide for DCNM Fabrics instead.

* SR-MPL S—Template designed for SR-MPLS integration.
For detailed information on the SR-MPLS use case, see "SD-WAN Integration" chapter of this guide.

* Cloud L ocal—Templates designed for specific Cisco Cloud ACI use cases, such as Google Cloud site
connectivity, and cannot be stretched between multiple sites.

¢) In the right sidebar, specify the Display Name.
d) (Optional) Provide a Description.
e) Ifyou are configuring an SR-MPLS template, enable the SR-M PL S knob.

For detailed information on SR-MPLS templates, see SR-MPLS #% 1 CHzf5t S a17=H A b.
f) From the Select a Tenant dropdown, select the Tenant for this template.

Keep in mind, the user account you're using to create a new schema must be associated with the tenant you are
trying to add to it, otherwise the tenant will not be available in the drop-down menu. Associating a user account

with a tenant is described in 7 7> b DIEN.

AT w74 Assign the templates to sites.

You deploy one template at a time, so you need to associate the template with at least one site where you want to deploy
the configuration.

a) In the left pane, click the + icon next to Sites
b) Inthe Add Sites window, check the checkbox next to the sites where you want to deploy the template.
¢) From the Assign to Template dropdown next to each site, select one or more templates.

While you deploy one template at a time to every site with which it is associated, you can associate multiple
templates to a site at once.

d) Click Save.
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R A A AZBE#AF T BV EPGIZHEH ST X CORIE/ SRV AR— RN TCT7 T v T 4 V7 &N
I+, 79T 4703 TV Y AL DO MA—ZR— FEFICHIBEENEE A,

e (7T v ROk (Optimize Flood)] : 7U /\‘/ ]\)l /f ‘/W@M/I/‘_‘& /—ﬁ‘_‘ f‘ L:@ﬁ?”—& %fjié{g
LET,
(A7 ay) IP6FRATILFFYR b 759 T4 2% (IPv6 Unknown Multicast Flooding)] & —
NA&SR L ET,

X, IPVORA= AT X A N T 7 4 v IZEHIN, LA PIRH~ LT X X e /) —
RERIE/RT A —H TT,

e [7F v K (Flood)] (T 7 #/VE) : REARIPV6 vV F XY AT T4 v 71X, ZDOTY o
RA A AZBEM T SN2 T _XRCORTE/ SRV R— N CT T T T E3NET, 799754
VE. TV Y RAL DO MAL—ER— FETFICHIIBE N EH A

o [7F v ROML#E{ (optimize Flood)] : 7 U v ¥ R AL UNOMAL—HR— MIDOHRT—H %k
L\ij—o
(A7 vay) [E#REETS YT« 2% (Multi-Destination Flooding)] &— K% 3R L £,
LAFV2oATXFXYAMBILRT e —R¥Y 2 N NT 7 0 v 7 OBEESEIIEEFATT,

*[BD ®7F v F (Flood in B8D)] : M LTV vY RAAL LV EOTRTOR—MIT—XEZEELFE
—a—o

[(REYZ (drop)] : /N7y baE Ry P LET, MiOR—MITF—ZE2FELEEA,

s (BT ENMEDTZ T > K (Flood in Encapsulation)] ) v RAALUEIRIZT T /5‘:4 Ny 1
L7m han Rry haRE, 7Y v RAAL UCHNOE LT VLAN 2 F23 X TO EPG A — b
\—T &%1@5‘1m L/jz—gﬂo
GE) ZoOE—FiE [L2R MLy F (L2Stretch)] 473 3 U NN 72 > T DA IC DI

YPAR—=FZH, A MEHTA MLy F S5 BD Tl AR— S EE A,
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(7 av) [ARP 75w T4 2% (ARPFlooding)] Z A%z L £,

ZHIWESTARP 77 v T 4 VI DRFIIMIRD, LA ¥27a—KEFy AN FALUNIPT R
AHEMACT RLAWZ BT LET, 799 T 4T RT 42— N THIEE, 2=F% v A |
N—T 4 T Z =7 NPT RLVATEITENET,

ARPERN LA ¥27 B —RFX¥Y AN RKAALSVNTT T v T 407 ENDELIC, ARPTT VT 4
TEAIMZLET, BDBYA METIEEINTWDEAE, ARP 7T v T 4 VAP TEDHOD
X, [U4 FREIBUM k35 7« w9 57 (Intersite BUM Traffic Allow)] # B 202 L725H DA T,
ARP 7 7 w7 4 VTN e, m— I VICEERE SN2 RARA » M b ARP Bk A %595
U—71%, ARPERDF —7 > b = RARA U BRI TWD Y E— N U —7(ZEHEIRET
7 (VE—RFZU RRA L FDIPRTY RRA Vb T —F A TEHMOEE) . 7213254 i
EBLET (VEBE—FZ U RRA LV FDIPRT Y RARA » T —T LV TREARES)

[L2 RBAAEA =%+ X I (L2Unknown Unicast)] E— K% [75 v F (Flood)] IZF%E L72%4E. [ARP
759 T 4 2% (ARPFlooding)] 13Nz T& £ A, [L2FBALEI=F v X b (L2Unknown Unicast)]
T— K% ("~ FKv=7 Fo*xy (Hardware Proxy) ] WICRRELZHE. ARP 77 v T ¢ CIIIAEET-
T TE ET,

(A7 ar) RE MAC 7 KL R (Virtual MAC Address)] # A1 L £,

BD D{FAEMACT KL ALV T2y OIRMEIPT KL AL, 7V vy RAAL DT RTDOACIT 7

TV CRICICTHDUERDY T, HEOT Y v FAL V&, BRI Tn5b ACL 7 77

Vo 7BTCHRETAIEICRETEET, HAEAMACT FRLALEMIP T RL AL, 77U v KX

AT AETEET,

GE)  IEMAC ERAEIP Y71y ML, fllx DY A K% NDO MO~ LT A~ 777U v
TICBATT DHEICOAMERH L TLIESW, BITHET LG, 207 7 7 2z
TEET,

RATv 74 BDD1 2L LED[H TRy k (Subnets)] BN L £,

a)

b)

¢)

d)

[+ 4Ty FDEM (+ Add Subnet)] 227 U v 7 L%,
[H Ty bOFHHREM (Add New Subnet)] 7 ¢ > R 23B8& 47,

P 7Ry bDO[F— k9T A IP(Gateway IP)] 7 FL R &BMT 547 %~ b [EtB] (Description)] &
ANDLET,
MG T T, RBIP7 FLARE LTRSS (Treat asvirtual IPaddress)] 47> a 2 HMCLET,

ZOF 7 avid, BD O[{REMAC 7 KL X (Virtual MAC Address)] & & 12, fill # D3/ S—~ o
VT = T = A REND NDO HA Multi-Site B ~OBITY T U AHHEHTE 97,

7%y b [EE (Scope)] N L F7,
T TRy bOFRy NU—7 "M TT,

e [VRF X% LTCFFA_— |k (Private to VRF)] : 7 X v N L30ut # N L THEAR Y hT—2F KX
AT F ARSI NE I LET,

e HMERIZT RXF A4 X (Advertised Externally) : Y72y MILOuwE N L THEHERy hU—F KA A
ANZMTTT Ty ATEET,

e
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e)
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h)

)

TU S EALLDYA ra—nn Tas7 0Bz ]

(f£&) [VRF B THE (Shared Between VRFs)] #4112 L £,

[VRF [ CiA (Shared Between VRF)] : '5‘77\\/ Ffi\ Iﬁjbﬁ:ﬂ"/ ]‘WT\ if:ﬂiﬁéﬁ"j‘“‘ E‘X@—iﬂaﬁ
ELTT Ty hEBAT, #EEOaTXF AR (VRF) THAL, ZNUHICTZ I AR— b T5HZ &0
TEET, WHY -0, BlOT T FORIOa T XA N (VRF) ICFET HEPG~D/L—
Tv REEETT, ik, T vy A2 (VRF) BT GmIc@EE T £4, 4t
B —ERZ#REET 2 EPGIL. TOEPGD FT (7Y vY RAL DO FTIERL) 7Ry bEE
FETAHUENRSY  FORIT—FIINERICT RAZ A XF 2 X 5128 E L. VRE B THA 4 2 LBHR
HoET,

HHES TRy NI, BREZEENDIZTHFA L (VRF) 2R T—ETRITIERY ¥ A, EPG T
DYV Txy bRV AYINGEF Yy N —7 GV — R 2T 2EE, 20X 527 %y M,
ACI 77 7V v VNER T/ a— U —EBEThHMLEND Y 1,

[T74IL bk SVI#— kA% L (NoDefault SVI Gateway)] 47> a i34 7O FFIZ L £,

TOF T arEEMNCTAEE, U—TA— R MFaFxi—F (AL FaFxi A0 TRy b
—R) PR Te T A&, SVIIIMERENEE AL, 2F0, SVIIFF— b= L LTHERATE
FH A,

EPG V7 %y MIn—h V=2 ICOREREND720, ¥—hU=zA ELTBDYH 7Ry MZLkoT
SVI #/Efk L., EPG T[T 74/ b SVI #— k7 x4 7% L (No Default SVI Gateway)| 47> 3 > = H%)
T2 2RO LET,

(X7 ar) [2T)7T (Querier) 7 a v a2HMCLET,
P 7R v FTO [IGMP A X —E"> 7 (IGMP Snooping)] ZH NI L £7,

(F7vay) [F4=) (Primay)l| 47> a v EHMNILT, 7%y baT7 T4~ & LTHEE
LET,

10T 5 A< IPVAY TRy hE1ODTFS5 A4~V IPv6e 7 %> KRAHETT,
[R%E (Save) 1227V v/ LET,

(A7 a>) [DHCPR!) »— (DHCP Policy)] ZiEML £,
FEAMZOWTIE, DHCPU L— BB L T 72& 0,

MBS LT, 7V oY RAALDOY A ba—h)L 7a T 0 2% ELET,

TV RAL DY A b= 7T OFRE (15—) TIHHIn WL Loz, 707 1b—
F LAV OBEICNMAT, 7V Y RAAL LD 1O EDOY A ha—hL Fa T o 2 EHRTAHI LS
TExEJ,

Ty RALDDYA FO—HIL TANRT 4 DRE

T — R NTH TVl FNEERT AL XA T V=7 N L TEHERETAHAT T L—
LD 7a T IZNAT, 77— rEEDYTHEYA MIEFD 12U o7 m
NRTF 4 EERTHLELTEET,
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ATFvT2
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ATvT4

ATy TH

ATvT6

FTV =l NeEROYA NIRRT L, LT 7 b—F LNLVORENRT X TOYA b
RS, P A =AUV OREFTENS DRFEDY A MIOBEH S E T,

48 HHEIIZ

RDOEDBPKIETY,

e TV Y RALVDORE (12%—) OMBHIZE-T, 77U vY RAL UEERL, &
DF T L—F LD TFanRT 4 R ELTWNWDLI L,

e TN wY RAL v EGLT T L— a2 1 DL EOY A MZEIV LT TWNDE T L,

TVoY RAL LV EFLT VL — e B AX—~vEHEET,

EMOY A FNR—=T, BETLIHEDHA FOTOTY v¥ AL v a2GLeT 7 L— FEERLET,
AA L NAT, TV Y RAL ZRRLET,

FEALEDT 4=V RTIE, 77— LYULVTRE LERRRSNETH, I TEIRETE EE

[+L30ut] #7 V v 7 LTL3Ouw #BMLET,

ZhiE, UE—FL3Out 25 BD V7 %y hET KX A XL, v—H/L L30ut IZEHENEAE LZGET
HBD ~DA NV R T T 4y I EHERFCED X OICTHOICHETT, ZOHE, Y7 xy b
[AMERIZT R3% A X (Advertised Externally) ] 7537 ERETHMLELHY T3, FHICEALTiX. Y1 b
N L30ut— A 7 — 2D 2SR L TS0,

[/RR FJL— b (Host Route)] ZA%hZ L £,

THIZEY, T Y RAALUTHRAN R—=R L—F 4 VI RENROVET, 20O TE2HENCT S
L A==V =T 2L vFF, TRy FeEbiZflxrDO= RARA > b (BP) AA ML— K (/32 F
el /128 V7 4w 7 R) BT RANZAXLES, b— MERIL, FA M e —A/L POD I[Z#k 4T
WABAIZDOIRT RAZ AL XENET, EP A —H /L Pod 2> S EENLT-. £721X EP 73 EP 57— & ~_X— Z /)
LRI SN E, V— b T RANZ A XX MIZORFIZRIEI S NE T,

MBS T T, [SVIMACTZ FL AR (SVI MAC Address)] #88 L £,

RAEMAC 5 X OMEAR IP 7% Common Pervasive Gateway (CPG) 7+ U A CTHNZ 72> TV S A, SVIMAC
T RLVAFYA FZEIC—BTHAIMNERHY T, ZDO7 4 —/L FiZ, BDDFT 7 #/L k Jb—4% MAC
BEET D CPG WA > TORWESICHEHTEET,

FIUHr—<3> 7JOI774ILE EPG DETE

oIV arTiR, TV —Yary Fa Ty A)LE EPG HRET HHTEICOWTEHRA L
F9,
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

7Iur—vay7nrraneepconzt |

1R BHHIIZ

Creating Schemas and Templates (8 ~—7) DOFMBIZES T, AF—v LT 7 L— M &AERL
L. 77— hMZT T 2RI S TORERD D £,

OB a TR, BRETY) D RAAL UMEREN TS Z L BEHEE LTWET,

Ax—<HERL, 77V r—> a3y a7 7 ANVEERTLHT 7L — 2 BIR L F1,
TV —ary a7y A VEERLET,

a) AA UL VT, [+F TPy DR (+Create Object)] > [7 TUr— 3> AT 7ML
(Application Profile)] & 34K L £ 9,

F2, [7FV—2 3> FOT 74 )L (Application Profile)] =) 7 £ TCAZn—)L Xy L, #
AND RO RAEBH LT, [FTV5—3a3> TO7 74 )LOENM (Add Application Profile)] %
70 w7 LET,

b) HBDOSA T, THVr—ary a7y Ao [RiR4 (Display Name)] # A/ LET,

AT, Bb T oS L—NZELARIOT ) r—rar7a 7 s A VEERTE E
T, 727ZL., AUV A bBLOTF v MBI HEIE. 25707 L — N CRICARIZFD
o472 =7 I (VRE, BD, EPG7%2 &) #ERTHZ LI TEEHA,

c) (EE) [ERBA (Description)] Z AL E9,

EPG Z1ERK L £,

a) AA LA THA TPy DR (CreateObject)] >[EPG) 23R L, EPGEERRT 5T 7Y 7r—
Varru 7y A NVEERLET,

FE BFEO[T7TIHS— 3> TAT 7 AL (Application Profile)] = U 7 £ CAZ m—)L X7
L. [EPGY # A VD Eic~v 2 &8 LT, [EPG MEM (AddEPG)] #7 U v 7 LET,

b) HMD~A T, EPG D [Fk~4 (Display Name)] & A1 L £,
¢) (L&) [E%BA (Description)] # AL %4,

EPGDO= 77 "EBEMLET,

a2 I 7 NET 4 ZDIERIZOWTIL, Configuring Contracts and Filters (22 ~X—3) TiEL < 78
LTWET, ar b 77 FERERERDOSE

a) [+a>Ybt3%9 bk (+Contract)] 27 U v 27 LET,
b) [AY +5%Y FDEM (Add Contract)] #4712/ C, 2> h7 7 NOARTE XA TEATTLET,
o) [REGAVE)] %7 U v 7 LET,

[FUwP KAAL 2 (BridgeDomain)] K v 7# 7T, ZOEPGDTY v RAL VEBRIRLET,
I T VI ADEPG ERET HHAIE. 7V v RAAL CEHEMITHHLERDH D £,
FTvaN+H TRy b (FSubnet)] 7Y v 7 LT, EPGIZY 73Ry FEBIMLET,

72 21E, VRELV—h) =7 Da2—Ar—RAL LT, 7V oY RAAL LV LUV TE7% < EPG LT
YT Rxy FERETDHILELTEET,
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ATy FT17

ATvT8

ATvT9

ATv 710

ATy I N

a) [Y7xw bDEM (Add Subnet)] ¥4 717 T, [F— kA IP(Gateway IP)] 7 KL R LBINT
EDOY T3y OB EATILET,

b) [#EEA (Scope)] 7 + —/L K T[VRFIZF 54 RX— | (Privateto VRF)] £7-1% [4MEBIC7 F/N2 A4 X
(Advertised Externally)] ® &5 570 &8I L £,

c) Y724, [VRF BTH#HA (Shared Between VRFS)] F = v /Ry 7 2% F = v 7 LE T,

d) MEIZEUT, [TZ4ILEDSVI HF— b A% LT 74l k (NoDefault SVI Gateway)] % 4 12
LET,

o) [OKI%#Z VU w7 LET,

(FATvaN~vAruwlArT—arzmocLET,

~A e AT —3 a3 EPG(uSeg) ik ET HHAIE. = RARA U FEZEPGIZ—HIELH-0IC
1 DLl L0 uSeg BIEZIEET HMENRH Y £7,

a) [USegEPG] F=v /Ry 7 A4z LET,

b) [+uSegEPG]1 %7 U v 7 L%,

¢) uSeg JBMED [&HI (Name)] & [2 4 7 (Type)] Z A1 L £,
d) BIRLTZBEMY A TSN, BHEOFEMEREELET,

el ziX, BEYA 7L L Trmac ZIBR LIZEEIX. ZOEPG T2 RARA & R Zi#5I7 5 MAC
T RLVAZRELET,

e) [RE(SAVE) #7 VU v LET,
(A7 a ) EPG WaBEA AN LE7,

T 74NV ETIE, EPGHROT Y RARA Y FPAAHICHAICEETEET, =2 RARA > &AW B
T 5121, wBEE— K% [58%] (Enforced)] IZ7%E L £ 77,

EPG N RARA > MBfER Y O —I2 k0, REE= Y RARA » M EREWET L RARA > MRFERITSH
Bt ET, DBEEAEN LRETHEH L TWASEPGHNDO Y RRA v MEOBEIZHF TSN EE A,
EEEER L7 EGP Tk, < D7 747> b b@h— B RCT 78 295 & &THER EPG T
T AALDEITER L £ 328, AEMOBEITHFTSIEEA,

(A7 a)EPGD LAY IZALF Xy X bEAMTLET,

Layer 3 ¥ /LF % ¥ 2 hOFEMIZOWVWTIL, REZRL T EEV: LA V3w ALFFr A b

(X7 a )EPG DRI N—T ARy TEREHICLET,

BT N—THRE AT D L. H—O VREFNIZHEEO EPG 2 EH T, a2 77 FEER LR T
b, FTROHOMOERBIERAIRRICT S Z ENTE £T, EPGEL I L—T DM OV TIE, K%
HZW L TL F &V EPG B 7 v—7

VBZR U T, BPGOY A ha—h 7a Ty 4 2R ELET,

EPG YA ha—h)L 7ua T o OxRE (192—) CTHBPELTWA Lo, 7o 7L —hk LD
BWEIWCMZ T, EPGD 1 DL LY A va—h)L T XTr 4 2EHETHIELTEET,
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EPG DY A +O—AHJ)L TONRT 1 DERTE

ATvT1
ATy T2
ATvT3

ATy T4

T L =TTVl bERTHEEICAT V=7 MO L ClRRET ST FL—
LD TaRT 4 IZMAT, Ty 7 L—hEEDETHEY A MZEADO 1O Eo7
NRF4BERTH L TEET,

FTV ) NeEROYA NIRRT L, LT 7 b= LNLVORENRT X TOYA b
RS, P A Fr =AUV OREFTENS DRFEDY A MIOBEH S E T,

1R BRI

RDOEDPLIETY,

TSV —ary FuaTy Al EPG OEE (16 X—) O TER S L
TV =g 7 a T 7 AVEEPG, T L— hLoULTT T o BREINLTHD
5 ELMETT,

TV Y FAAS v aGLeT 7 L— e 1 DU EOY A MIEVHETTND &,

EPGTT v 7L — h gD AFZ— 2T,
EMOH A RA—T, BRETAHHEEOH A O FDEPG #&teT7 o FL— MERIRLET,
AA A T, EPG Zi#EIRL £,

FEALEDT 4= RTIE, 77— b LUV TRE LILERFRSNE TN, 22 TIERETE I

/Uo

EPG 2 1 DL LB TRy F&BINL £,

a)

b)
<)

d)

[+H Ty FDEM (+ Add Subnet)] 227 U v 7 L7,
[H 7%y FOFHRENM (Add New Subnet)] 7 1 > R 2B & £,

Y7 Hy FOH— T IPT FLALBINT 29 7%y bO#AEASN LET,
Y7 % > b o [#E (Scope)] AR L £

INEY TRy hOXy b U7 FHETT,

o [VRF IZHLTFF A4~} (Private to VRF)] : 7R v A L30ut /L THER Yy hT—2F KR
AT T ASRBRNEIICLET,

o SMERICT KN4 A X (Advertised Externally) : V7 % FIZXL30ut ERHLTCHEAY hT—2 RAA
AT TCT U ATEET,

(f£%) [VRF B T#%E (Shared Between VRFS)] Z A4 2 L £,

[VRF [ICH#H (Shared Between VRF)] : V7 Ry ME, R LT FAT, £RIEEAEI—E20—K
ELTT U hE-EAT, oar 7% A8 (VRF) THAL, ZNHICZ I AR—FTHZ LN
TEET, HP—vROHIL, BT T FORID=aTH A~ (VRF) IT/FAET HEPG~D/L—
Ty REEHGI T, 2k, T 74y ZiFdar T A+ (VRE) MTHRFHICEBTE £9, 1k
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e)

f)

HH— b 2 &2$H9 2 EPG 1% (EPG TiZ72<) BD TH 7 X v MARETHLENRHY . FDORAa—
TUINEBIZT RRZ A A&, VREMTHE N X HICHRETHLERH D 9,

HHHT 2y ME, BEIZEENDI 2 TFA S (VRF) £ T—ETRIFIeY $¥ A, EPG T
DYV THy FBRVLAYINEF Yy N —7 GV — R MET 258, 20X 527y M,
ACI 777U v NIRRT/ a— L —ETHHULERH Y 1,

(A7 ay) [T+ EDSVI F— kA7 L (NoDefault SVI Gateway)] A 50Z LET,

TOF T arEENCTEE, U—TA— I FeF A—F (AL FaF A0 T Ry R
JL— ) 7R Ta I A&, SVIIIERRENFETA, 2FV, SVIIZF—hrvxoAd L THEHATE
FH A,

EPGYV 7Ry " TR DOAT v a v ZAMNTEHZ 2B LES, oAy a ik, v—1
V=2 ZDIMFEHL, BDYV TRy hTIXZDOAF T a v H2HEYOFEICLT, SVIZF— 7oA &
L TESLHI1cLET,

[RTF (Save) 1227 VU v 27 LET,

12U EDRETF 4y R—bEBMLET,

a)
b)
¢)
d)

2

[+ A2 T4 w9 R— DB (+StaticPort)] 227 U v 7 LE7,

[/SRA A F (PathType)] kv 7 H 7 mn, R—hOX A THRINLET,

WMBA B —T = A AT %A, [Ry K (Pod) | #88RL £,

B—0OR— &S50, RN— bOREAZERT 2022 L E7,

A B =T 2 AREILDNTE, BH—DY—=TLRREATT L0, U—T O (1 : 120-125
BIOIR) #AHLT Bl :1/17-20) +547arndbb x4, £/-, U—J20&HHAEZ A LT
1 DOBE—ONNRIZBEHEMT 50, 1 DOHE—DY) =T DONRDOFHEANT]THA T a bbb 0 F
T

727120, WAk S ULIIHERI DR — F & LTERIIN, SBOFEH CTIHMEROEERNMLEIZ /D &
RS

[R— k 1 T+ JL{E VLAN (Port Encap VLAN)] 3R L £,

EPG O RAA TR — bk 72k E FECTRET 5%H. VLANID 13415 v 7 VLAN 77—/
WOAET 427 VLAN 78 v 7 |[ZE L TWDIRERH Y £,

EPG CTT 7L —h LV TO~A 70T AT —2a VNEDICR > TWBEEAE, 754

MICRO-SEG VLAN N ESN D &, "— b W 7L VLAN 37T 4~ 1 VLAN O L7t H
UHEYVLAN L LCRRESNET, FT7 7402738 F U VLANEZFEH L THEA RSB U —7|Z
FEIN, V—TNPoHRA DYV EZ—2 v T 7 49713774~V VLAN 2 L CTiXE S E

7

(f£&) 7354 < ') MICRO-SEG VLAN (Primary MICRO-SEG VLAN) % #R L £,
~A 7 ukv s AT — 3 ® VLAN i#5l+
(A7 a ) [EBEOEIETE (Deployment Immediacy)] 3R L £,

R =B —7 ) —RFvrrm—RFEhicesil, R —BN—Fv =7 K —CAMIZT v
VadNHHA I 7R EROMKEIC L > TIRETE £,

e
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o[BI (Immediate) ]: UV —7 Y7 Ry =T IlF 7 ra— RENTERY o —RBA—R7 =7 DR
V—CAM TH 7T ursrsI v r7ansoicmEL £,

s [A> 7~ F (OnDemand) ]|: HAD/ N7 > 3T —5 SNARHETZE SNZHEIZOHRKRY
—=BN—=KRKT 2T DRI —CAM Tl I3 7ENs L5 CHBELET, Zo7akx
L. N— R =7 OfEEZ Kb 5 DI LB ET,

hy 7 ay) [E—FK (Mode)] 2R L 9,
IRADAZT 47 T vx—2aryOF— RE®RLET, EPGOX V1T Lid., EPG TRD X H
WCABZT 497 NRAZRETHZETT,
s [FF>/ (Trunk)] @ ZAUST 7 ANV FOREBETE—RTYT, SANNPLDO NT 7 4 v Z7IZVLANID
DETFTINTODEE, ZOF—REERLET,

s [7/FA (802.1P) (Access (802.1P)) : IR A NMHD NT 7 4w 7N 802.1P ¥ 7 TH JfHt &

TWAHEHE, ZOF—REZ&EIRLET, 778 AR—MIFRAT 47 802.1p FE— FD EPG % 1
OEETDHE, TONNTy MIF TR LORETHR— M2 B LET, *A7 17 802.1pF— R
DEPG % 1 D&, VLAN # VWD EPG 7 7 B A BR— MCEETDHE, fAMT 47
802.1p E— R Ci¥E ZNIZEPGIZOWTIE, DT 7 A KR— F&iEHT 5+ _XTo7 v hZ
VLAN 0 23 % 7'+ &dv, iBHT 203 _To EPG /37 v MIIZZENZEILD VLAN ¥ 7 3T
OBNET, 1 DOT V7 ERAR—RMIDOE, XA T 47 802.1pEPG 1L 1 DIEIFFFA[ &SN DH Z &I
BELTLIEEN,

[727%A (ZZ7 L) (hccess (Untagged))] : AR AR ENSD T T 4 v I BNZ T I TR0
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Configuring Contracts and Filters

This section describes how to configure a contract, a filter, and assign the filter to the contract. A filter is
similar to an Access Control List (ACL), it is used to filter traffic through contracts associated to EPGs.

AT w71 Select the schema and template where you want to create contract and filter.

You can create the contract in the same or different template as the objects (EPGs and external EPGs) to which you
will apply it. If the objects that will use the contract are deployed to different sites, we recommend defining the contract
in a template associated to multiple sites. However, this is not strictly required and even if the contract and filters are
defined only as local objects in Sitel, NDO will create those objects in a remote Site2 when a local EPG or external
EPG in Site2 needs to consume or provide that contract.

AT v T2 Create a filter.
a) In the main pane, select +Create Object > Filter.

Alternatively, you can scroll down to the Filters area, mouse over the tile, and click Add Filter.

b) In the right pane, provide the Display Name for the filter.
¢) (Optional) Provide a Description.

e
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AT w73 Create a filter entry.

ATvT4

a)

b)
¢)

d)

2)

h)

)

k)
)

In the right pane, click + Entry.

The filter entry is a combination of network traffic classification properties. You can specify one or more options
as described in the following step.

Provide the Name for the filter.
Choose the Ether Type.

For example, ip.

Choose the | P Protocol.

For example, icmp.

Choose the Destination Port Range From and Destination Port Range To.

The start and end of the destination ports range. You can define a single port by specifying the same value in both
fields or you can define a range of ports from 0 to 65535. You can also choose to specify one of the server types
instead of specific port numbers, for example http.

Enable Match only fragments option.

When enabled, the rule applies to any IP fragment with an offset that is greater than o (all IP fragments except the
first). When disabled, the rule will not apply to IP fragments with an offset greater than o because TCP/UDP port
information can only be checked in initial fragments.

Enable Stateful option.

When this option is enabled, any traffic coming from the provider back to the consumer will always have to have
the ack bit set in the packet or else the packets will be dropped.

Specify ARP flag (Address Resolution Protocol).
The ARP Flag is used when creating a specific filter for ARP and allows you to specify ARP request or ARP reply.
Choose the Source Port Range From and Source Port Range To.

The start and end of the source ports range. You can define a single port by specifying the same value in both fields
or you can define a range of ports from 0 to 65535. You can also choose to specify one of the server types instead
of specific port numbers, for example http.

Specify TCP session rules.

TCP session rules are used when creating a filter for TCP traffic and allow you to configure stateful ACL
behavior.

Click Saveto save the filter.
Repeat this step to create any additional filter entries for this filter.

You can create and assign multiple filter entries for each filter.

Create a contract

a)

b)
<)

In the main pane, select +Create Object > Contract.

Alternatively, you can scroll down to the Contract area, mouse over the tile, and click Add Contract.

In the right pane, provide the Display Name for the contract.
(Optional) Provide a Description.
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ATy TH

d)

g)

Select the appropriate Scope for the contract.

Contract scope limits the contract's accessibility; the contract will not be applied to any consumer EPG outside the
scope of the provider EPG:

® application-profile
*vrf
® tenant

® global

Toggle the Apply both directionsknob if you want the same filter to apply for both consumer-to-provider and
provider-to-consumer directions.

If you enable this option, you will need to provide the filters only once and they will apply for traffic in both
directions. If you leave this option disabled, you will need to provide two sets of filter chains, one for each direction.

Note If you create and deploy a contract with Apply both directions enabled, you cannot simply disable the
option and re-deploy for the change to apply. To disable this option on an already deployed contract, you
must delete the contract, deploy the template, then re-create the contract with the option disabled to
correctly change the setting in your fabrics.

(Optional) From the Service Graph dropdown, select a service graph for this contract.
(Optional) From the QoS L evel dropdown, select a value for this contract.

This value specifies the ACI QoS Level that will be assigned to the traffic using this contract. For more information,
see IPN AT D QoS DIREF.

If you leave this at unspecified, the default QoS Level 3 is applied to the traffic.

Assign the filters to the contract

a)
b)

c)

d)
e)

In the right pane, scroll down to the Filter Chain area and click + Filter to add a filter to the contract.

In the Add Filter Chain window that opens, select the filter you added in previous step from the Name dropdown
menu.

Select the Action for the filter.

When adding filters, you can choose whether to permit or deny traffic that matches the filter criteria. For deny
filters, you can set the priority of the filter to one of four levels: default, 1ow, medium, Or high; the permit filters
always have the default priority. For more information on ACI contracts and filters, see Cisco ACI Contract Guide.

Click Saveto add the filter to the contract.
If you disabled the apply both directions option on the contract, repeat this step for the other filter chain.
(Optional) You can create and assign multiple Filters to each Contract.

If you want to create additional filter for the same contract:

* Repeat Step 2 and Step 3 to create another filter along with its filter entries.

* Then repeat this step to assign the new filter to this Contract.
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ATY T4 [AF—~ (Schema)]E' = —TC, #BTHT7 7L — FEBRLET,

ATV TS TrTL—r 7 r7vary () A=a—0b, [3—ILT2ELTERE (Set asGolden)] Z &R L £,
T L= bR TTIZH T ENTWHEHAE, A7 a3 3 [d—ILT DA (Remove Golden)] (24
FEN, BEOR—=Ta v hb X 7 EEIRTE £,
BTSN —=Ta v E, T T L= hOA—Y 3 VBREEIE TAY —T A 2 TRINETS,

BEQRT L UMD/ — 3 VOB

ZIZTIE, T L= bDURION—=Y a U EFIRL, BUEDONR—Y 3 0 L T 5 7B
WTHBALET,

e
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AT w1 Cisco Nexus Dashboard Orchestrator ® GUI {2 a 7oA > LE£97,

ATvT2 EROF e —rary A=a—"7T, [7F) 45— 3 UEE (Application Management) ] > [ R F—< (Schemas)]
IR LT,

ATV T3 BRTHT T L— G AX—~E 7 U v I LET,
ATY T8 [AF¥—~ (Schema)|t' = —TC, MRTHT 7L —hERIRLET,
AT9TE FUFL— DT ary () Ama—nb, [BEDOERT (View History)] 23R L 4,

TEMPLATES ®

e t o

SITES Set As Golden
Add Sites
Clone Template

Restore Version

o View History

ATw 76 [/3A—2 3 VB (Version History)] 7 « > KU C, WYIZNBIR 2470 F 97,




z%x—7 |

B Erozreumios—varonsn

Version History

General Information

@ Schema

versioning

Versions

a'\ Golden Versions

4@

@ Template
t1

&'\ Deployed Versions

© Tenant
mso-tenant1

Version 2

1 policies | 0 sites

2 “siteDelta™: {}.

v Click to expand

v Click to expand

®

(3) O
-]

+ Added (34) - Deleted (2)

Version 4 ,

2 policies | 1 sites

"siteDelta": {
aCREE

"anps”: [1,
Ebdes=i]
“contracts”: [].
"externalEpgs”: [],
"intersitel3outs": [],
“networks": [],
"serviceGraphs": [],
"siteld": "61@42fa6la/b8c@ab2alabc4”,
"templateName": "t1",
"wrfs": []

"arpFlood": true,
“bdRef":

"/schemas/610450571f8800a5038548af/ templates/t1/bds/bd1”,

"dhcpLabels”: [],
"displayName": "bd1",
"intersiteBumTrafficAllow":
"12Stretch™: true_

true,

a) [T—ILTY/\—2 32 (GodenVersions)] = v 7Ry 7 A4 N2 LT, LRiONN—Ya DU A
a7 4N0H U7 L, Golden E LT —7 ZINTW2ZDT T L — b DNN—=U a3V OHREERRL

ij‘o

[Golden] & LTOF L FL— DX ITFHFIZOWTIEZ, #Xv 7 T L—F 32°—Y) 2%

RLTIZEw,

b) LHION—=Ya DYV ANET 4 NZ Y 7L T, 4 MBS TWZO7T 7 L— hD/—
VarDOiEFRLATDHITIE, [BREH/N— 32 (Deployed Versons)|F = v 7Ry 7 A Al LE

7,

HLWT T L—h NN—=U g%, T L= bR EE I, AF—IMRESINDT-NTER S U
T3, HARETYH A MIEBICEEEINET L —FOARA—U g OB EFRTFTHIIIGBRIRT

TET

) BEDNN—=Varuar Uy LT, BfEONN—V a7,

m
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BRI RN—U a3, W77 L= bOBEONR—V g v LS Ed, [d—ILTo/N\—D 3
> (Golden Versions)] £7-1% [BAFH/\— 3 > (Deployed Versions)] 7 4 VX AL TY A &

TUNE) T UEHATH, BAFAHELIZT—AT U E LTE T ERTOHARVWEATE, Bl
EDNR—=T g UNFICRTRINET,

d) [REEd)) 72D iy A2ES & N=Ua OMERH LAER AR 2 WP RSN
£,

ATy TT [OK] %27 Vw7 LT, "=VaVglEvs v RUEHTET,

LEIQORFE/N— 3 o~ADETT

ZIZTIE, BRiON=a o7 L— R EETT A FECOWCHRBHLET, T L—
M I EZT A, ROA—ADNEASINET,

=Gy hR=Ta UBFIELRNA TV 27 FESRLTWD5E, EIoREIEEFT S

NEE A
o =2y hX—=T g UINDO TEH EINZR2L o2V A FEZBLCWDIEE, Hook
fEIXEF T ENETA,

cHIFEDNR—=T g N, B—Fy b=V g UNEBEENTW AW DL EOY A MR
SNTWDEE, Eaa BTSN EREA,

T 7 L— FETICRTHIC, FTENOLOYA MO BEON—T 3 & BIRERT S
VBENRH Y F5,

e B —Fy h A= g U, BIEONR—a UREBENTWARWI DU EOY A MZER
SNTWAEGE, Bic BT TS E 7,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI lIZ & 71 > L7,

RTFwT2 EROFer—rary A=a—=7, [7FT) 47— 3 UEE (Application Management) ] >[ R F—< (Schemas)]
EIRL E7,

ATV T3 BRTLHTV T L= 250 AXF—~%227 Vv LET,

ATY T4 [AF—~ (Schema)]E' = —TC, #BTHT7 7L — hE@RIRLET,

AT FTE [7U 3> (Adions) | ([.]) A==—»b, [A—IL/Av %Y (Rollback) ] #=#IRL 7,

ZAF 976 [A—)Ls3v% (Rollback) ] 71> KT, #IETHLURONA—Y 2 L OWTRNERIRL £,
[T—ILT> /"—2 32 (Golden Versions)] F = v 7 R v 7 A L [BEFEHA/N\— 3 > (Deployed Versions)]
Fxy IRy Z ZAEHP LT, X"=Ya DI A NET 4 NVE Y T TEET,
NR=Va v EBRTHE, ZONR=Ta DT FL— b REELT VT L— hOBUED A= 3 & il
TEET,

ATy 7T [T (Restore) ] %7 U v LT, @RLIoNAN—Va &2 LET,




Z2¥x—= |
B 7 -trorea—xm

DHIONR—=T g &5 e, BIOFETHEINLIZARN—Va VERILREDTF LWWR—2g 00T 0
U— FMERRE I E T,

72 xE. O T L — NN —=TU g U N3 T, N—=Valr 2B EITTHE, N—T g MERESH
FT, N=Tar 2DFRELRELENLTY, BesHilT 2123, 77— b=V a VERES
L, BIEDRFN— g V EETGEGER L=V g U a i L E T,

T L — DL Ea—EERE (BEEH) NEMGCR->TEBY, THU L MIT oy L— 2 REBET S
72O OWEE RMERN S D551, Hr Lo —vYa v R TEET,

7272 L. BEGIENERDC 2> TWAEEIE. ROL IR F1,

cLIBNCEB LIZNN—V 3 VICRL, THY Y MIT 7L — b EBERT D700 E LWERN G 535
LT, TCICTF S L— MR REBTXET,

cLVRNZEB SN TW o=V a VICERTHA, ERE3T7Iv MeT 7 L— N2 ERT A7
WO R HERRN 2 VAT, s N—T g VERBBTARNCT T L— F R AR S
VBENRH Y F9,

L 2— AR ot T 5 EMERICONTIE, 7o 7 L—FDLE2—L%ER 36—)
trvarEBRLTLIESN,

T L—FDLE 21— & KER

JY—2341)TiE, 77— hrDLEa— AR (EEEH) OUV—27 70—0HKR—h
MEMENET, ZHIZk, 77— FOKEE ., LEa—fYE KRE, BLXOT
TL— FOEAFIIEES e —VEFREL, £, A LZRENMRGEY 2 & X & fEFIC
NATEDLLOITLET,

T U7 L— FEEHEIE, NDOUILND D, B LT v 7L — hD L B2 —%FRTEET,

ZO%, LEa—HYFIEX, TV — FOTRXTORELHEDBREL | FENWOEE L72h
T AIERAEFR R TEET, ZORKET, 707 L— hDOBIEDONR—T g U2 KR E213E
BTEES, 707 b= MRENMESINTHGE, 707 b — MREFIIVLEREREZITV,

VE:%%ﬁgﬁ?%if TUTU— ERKRBIND & EEANEDO R —/LERFO— )N
A MIBETEET, BEORE LT, BAFBIPAREAT > 7 L— FOEALES

L., LEa— 7aREH NNV ET I ENTEET,

J—7 70— IA%—< L YLTIERL TV Lb— K LYULTEITEIND D, T 07 L—
N2 EBNCERE . MR, KR TE ET,

\}

GE) LEa2— LB O U —7 7o —%, NexusDashboard TEFZEINT-2—V 0 —VIEHFET H7-
O, ZOMEEE M 3 5121%, Nexus Dashboard U U —Z2.1(1) U\fsrp%iﬁﬁ‘ébg#% hFE
9, Nexus Dashboard V) U — A 2.0.2 C Nexus Dashboard Orchestrator Z BB L7=354&. 77~ b
T —L%ET v 7T L—RTLHET, & AROWERITENIZR 0 £,
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TUTL— FEBEHOEMIE

T L — FNOREL EBRICHR EARO U —r 7a—Z 94 5121, Nexus Dashboard
Orchestrator D3 AT LAFRE T DERREZBINITHLERH Y 97,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUL 21 71 > L9,

AT T2 ElOF e —ray A=a—7T, [ T7FR MY F ¥ (Infrastructure)] > [ X T LDEKTE (System
Configuration)] # &R L £,

AT w73 [ZEHI#E (Change Control)] # A /LT, [#R&E (Edit)] 74 2% 27 ) v 7 LET,

AT v 74 [ZEEHE (ChangeControl)] 7 ¢ > K7 T, [ZEEH#H—% 7— (Change Control Workflow)] &= » 7 R »
I R F AT LT REZ AN LE T,

ATy T5 [KBE (Approvers)] 7 4 —/L i, 77 bL— M ZERT LRICKLE R —BORKRBOEE AT LET,

RTvT6 [fRTF (Save) 127V v/ LT, EENEZRITFLET,

Create Users with Required Roles

Before you can use the review and approval workflow for template configuration and deployment, you
must create the users with the necessary privileges in the Nexus Dashboard where the NDO service is
deployed.

AT w71 Log in to your Nexus Dashboard GUI.

Users cannot be created or edited in the NDO GUI, you must log in directly to the Nexus Dashboard cluster where the
service is deployed.

AT 72 From the left navigation menu, select Administrative > Users.
AT w73 Create the required users.

The workflow depends on three distinct user roles: template designer, approver, and deployer. You can assign each role
to a different user or combine the roles for the same user; users with admin privileges can perform all 3 actions.

There is no pesigner role predefined on Nexus Dashboard, so the designer duties are assigned to any Tenant Manager
or site Manager user with write privileges, in addition to the default admin user role:

* Tenant Manager should be used when the designer needs to make changes to templates associated only to a specific
tenant (or a subset of tenants). In this case, the user should be mapped to the specific tenants.

* site Manager should be used when the designer needs to make changes to templates that belong to different
tenants.

In contrast to besigner role, there are pre-defined approver and Deployer roles on the Nexus Dashboard that can be
associated to the users. approver and Deployer roles are not bound to specific tenant(s) by design. However, when
creating a user role with both designer and approver (or designer and deployer) rights, follow the same guidelines as
listed above.

Detailed information about configuring users and their privileges for local or remote Nexus Dashboard users is described
in the Nexus Dashboard User Guide.

P
I


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf

Z2¥x—= |

B 7-roreai—cxzoEk

T

ATy I

ATy T2

ATvT3

ATy T4
ATy TE
ATvT6

You must have at least as many unique users with approver role as the minimum number of approvals required, which
you configured in 7 > 7 L — NAEGREMO G2k, on page 37.

Note If you disable the Change Control Workflow feature, any approver and beployer users will have read-only
access to the Nexus Dashboard Orchestrator.

L—rDODLEaA—EREDEKR

ZITHE, 77— DL Ea—LAERREERT D HIECHO W THBALET,

188 BRI

Vka) ?6 @Z}S‘L[Z‘g“c“j‘o
c KBEMED 7 — R VREXZ AN LI (77— MEARBEEOFNE (37 ~—2)
=2

s ERHET— /L L RMET — /LA HH L TNexus¥ v v a2 AR — R T2 —HF 2B E 2 IXEH L
7= (Create Users with Required Roles (37 ~X—77) &) |

1 DUEORY —FREETGLT L — FEER L, 1 DL EDOY A MTEIY YT,

Fro b R =Ty, A b vx—Vr, EoidEmE o —/LEFFO2—H — L L T Nexus Dashboard Orchestrator
GUlIZr 7 A LET,
Fhr b wx—Yy B EE DY TGEIE, 2= —%27 7 MCEENTET,
Ya b wx—Ur FEHEE v — NV EHFH L CWEGEEIL, ZOFIEEZAF Y 7L TLIEEN,
FFr b wx—Yx B EZEID Y TLHEAF, 22— —NEHRT R EDT 7 Moo —F—Z i)
HEL B ET,
a) ERMOFESr—varizma—nho, [7TVr— 3 o EE (Application Management) |>[TF ~
k (Tenants) | Z&BIRL £,
b) Z—V—NEHTLTF MERIRLET,
¢) Nexus Dashboard TIERK L7= 7 A F— 22—V —DRICH DT = v IRy 7 A& AN LET,
d) 2=V —PEHTLZMOTXTOT T MIONT, ZOFEEZBEVIKLET,
ERDOF e —ay A=a—7T, [FT)H5— 3 UEE (Application Management) ] >[ X F—< (Schemas)]
Va2 N D= S I
KBEHERTHT T L— b e B0 AX—~E2 7 Vv LET,
A¥—vbEa2—T, 707 L — hEEBRLET,
AA 2 AT, [EAEBDT=HITHEIE (Send for Approval)] #7 U v 7 LET,
[AFEDT=HIZEIE (Send for Approval)] R% %, ROBAICIIEATE 8 A,
« = SVERRIEA T Y a U BRET IR0 TR

e
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« T U L= MR Y I RENRNDD, EOY A MIHEID B THATHZRN
c 2—FIZT T L— NERET DR A

« T U7 L— MIKRBDOTZDIZT TIZEEINLTWND

« T U7 L— KR E VI Lo TG Sz

TUoTJL—MDLEaA—EKEE
T, T L= DL B a— AR EERT L HECOWVTHMBALET,

48 HHEIIZ

RO EDPLETY,
TKREMO 70— NVREEZANI LI (77— MRRBEFEOA ML (37 RX—)
M)

c EkRED— L EEBMED — /L EHH L CNexus% v ¥ 2R — R Ca2—V 2 ER E - 13FH L
7= (Create Users with Required Roles (37 ~X—737) Z#Z&M) |
1 DU EORY —FEEEGLT T L— hEER L, 1 DLLEOY A MMZEI STz,

e T UL —FDLE2—LEROEER (38 X—) [ZEHEINTWE LY, Ax—~
TF 4RI LSTT UL — bOEBRNERENE L,

AT w1 E#EE (approver) FIZITEHE (admin) B —/L&EF-O2—H L L T Nexus Dashboard Orchestrator GUIIZ 2 7
A LET,

ATvT2 EROF e —ray A=a—"7T, [7TFT) 45— 3 UEE (Application Management) ] > [ R F— (Schemas)]
BEIRL 9,

ATy T3 HRLTEBTLHT L L— 250 A% —~%227 Y v 7 LET,

ATV T4 AF—~tEa2—T, 707 b —h2@RLET,

RTYTE A AT, [REB (Approve)] 27 U v LET,
TTIT 7= bR ERITHES L TWAHERIE. 77— TS FTHREEEZIT, FHERDOT-
WIZT T L= FEeEEETIET, 207 a iR rRENETA,

ATvT6 [TTL— DK (Approvingtemplate)] 7 1 o~ R TT7 7 L— M &R L, [&ER (Approve)] #27 U »
7 L\ij—o
AREEICIE, T 7 L— MRV A MCBHT AT R COLENFRENET,

[N\—2 3 VBEDORR (View Version History)] 227V v 7§25 & BRpN—Va V@EEE N—Ya v
FITITONIZNER 2R R TEET, N—TVa VBEOFFMICOWTL, BEOFK TR L LU=
YO (32 =V) AZMLTIIZEN,

2%—7
I
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[EBRAEtE (Deployment Plan)] 27V v 27 LT, ZOT 7L — FBEBENDHED AL E XML %
ForTHZ LT ET, [EBAFHE (Deployment Plan)] & = — DOEEIL, HIERER STV D EEDFR

(56 X—) THHBLE, T TIEASINTWAST 7 L— O BBt = — (Deployed View)] (22, T
£7

_— O

Tl —FOREHR
TZTHEH. FHLWARY —F T EHESNTRY S —FACI 7 7 7Y v Z I 2 EICH
WAL £ 97,
IR HHIIZ

CDORF2 AV MOFIORZ a3 THALEL ST, ERRENZY A Mt BT 5 2

F—<, TUTL—h, BLOAT V=Y FRMETT,

T — b DL E2—LEKR B6X—Y) THMHLTWALIIZ, 77— NDORER

HKRDBAINZ 72 > T DIGEL, BERBOAREICL>TT 7 — BT TR SN T
WAMEERH D F97,

ATYvT1 BHETLIT VT L — B AX—vICBEI L ET,
RATv T2 EOYA RA=T, BRTLHIT 7 L— hE2RRLET,
ATV T3 T — MaEa—0f BT, B (Deploy) 127 U > 7 LET,
The Deploy to sites window opens that shows the summary of the objects to be deployed.

AT T4 77— NIEFEEMZATGA, ERFE 2 MR LTt LUV 2R L 9,

RN Z 07 7L — BB L2, TRURICER 2 M2 TWRWESIE, [BE] OBEICE T 2372
WZ EPRESN, T — MEEREFRRERT 5 Z L 2B TE £9, Inthis case, you can skip this step.

[PA MR Y 1> RoiZid, 4 MBS DR OEOMENERREINET, RORT Y —
T a v M, Site2 OBEFFD EPG ( EPG1-S2 ) IZTHEE KN 2B MT 2 el Z R L TWET,
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7oIL—toEs ]

Deploy to sites X

( View Version History ) Deployment Plan i

Modifications

+ Created Z Modified W Deleted Config Drift
Object Type Name Site2 (ACI) 5.2(2.138a)
EPG EPG1-S2 / Mpdified

Contracts
>1-EFT-consumer

— ST _

THEWEBT (fEkH (Created)]. [ZHH (Modified)]. 3L (MBS (Deleted)] T = v 7Ry 7 A%A{H
HALCbEa—%27 402 7FT5Z L TEETH, [BRDeploy)|27 U v 27325 LT XTOEHDE
BHENDZ LITHEELTLIEE,

ZIZTIE. ROZ E BN TE ET,

* View Version History, which shows the complete version history and incremental changes made between versions.
N—=V a VIBEOFMIC WL, BREOFR R L LHIONA—Y 3 ookl (32 %—Y) BT
=N

* Check the Deployment Plan to see a visualization and an XML payload of the configuration that will be deployed
from this template.

ZOMRBIZK Y, T L — NMIAEFEMAT1 DL EDOY A MZT 7 A L7=1%IZ, Orchestrator 73
VIFHA RN RAAL LD THLIEIERT7 77 ) vl vV a = I T HEROEREZ X
D K<k TcE £,

T — eV A MERITINZ DRI FFEDELD Y R k% 5] i & f2t L TV 72 Multi-Site

Orchestrator O LLFTO Y U — A L (358720 BHFIETIX, 77— hORERICE > T EIER

Ty 7V v I BRI Y a = S ENET_NTOF TV =7 MR D iiEnigit s n

F9, L xE, BEERNRICE-oTL, FEOLEEN 1 DOV A FOAICHEHAINIZEETH, vy

Ko A7V NBEEOT A NMIERENDGERH Y £,

GE) T —rEFFaAT5E0C, ZOXATy I TR EINTWA LI, TFa AL Ak
TIUEFER L TCEFR 2RI L 2BEIO LET, MRAEFOHRTHZRESIT, BXL
TRVMERR A E ORI X DBERN R T — 2 O T OICEN B ET,

a) Click the Deployment Plan button.

AIDAT v 7 TR LTIEO LRI UBERT D &, HEEZONRT A L2 OGO EPG IZBMESvE L
7= BEHFETIL. A b2 ~OLFOFERE LT A M LICERESN2EBMOEERHD Z & b
%ED‘(\‘% ij‘o o

b) ERANZY A bSnioh A P TEHEEZHERLET,




Z2¥x—= |
B -7 —romm

FREAFR R S ALBNZ FE-SU T, Orchestrator 234 2 D EPGIZIBIM L7z T 7 MO ER Y ¥
Ky 77 "ae¥ A4 b 1LITERT A Z b £97,

Deployment Plan

. Schema

Tenant-EFT Schema

© Template

Template-S2

. Tenant

Tenant-EFT

Created | ODeleted Modified Shadow

View Payload

¢) Repeat the previous substep to verify the changes in other sites

2T, BRI (CL-EFT) 20 A R 2128 BTz &2, ¥ A b 2 ® EPG (EPG1-S2) ([ZBH/RAITHN

ZTER L oY1 b EPG(EPGI-S1) DYy KU A7 V) MR TEEd, | TOEN%E
HEL TWET,
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Deployment Plan X
@ Schema @ Template @ Tenant
Tenant-EFT Schema Template-S2 Tenant-EFT

Created (Deleted Modified Shadow

View Payload

@ ePGI-S1 @ C1-EFT
AP
EPG1-S2 D C1-EFT

QO Tenant-EFT

@ 8D1-51 @ 10.10.1.254/24

d A7va )~ Ar—FOEREZ7V v 7 LT, YA FOXML XA m— FERRLET,

FRBLOERSNIAT V=7 POBRRHIERBUTMA T, BV A FOEEDOSA 1— FOFRIR 4 3
RIHZLHTEET,
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Post Preview X

Sitel Site2

<polUni>
<fvTenant name="Tenant-EFT" annotation="orchestrator:msc">
<fvAp name="AP1" annotation="orchestrator:msc-shadow:no">
<fvAEPg name="EPG1-S2" isAttrBasedEPg="no" pcEnfPref="unenforced” fwdCtrl="" prefGrMemb="exclude" hasMcastSource="no"
prio="unspecified” annotation="orchestrator:-msc-shadow:yes">
<fvRsBd tnFvBDName="BD1-52"/>
<fvRsCons tnVzBrCPName="C1-EFT" annotation="orchestrator:msc">
</fvRsCons>
<fvSiteAssociated siteld="1" name="msc-local">
<[fvSiteAssociated>
</fvAEPg>
<[fvAp>
<fvBD name="BD1-S2" arpFlood="yes" intersiteBumTrafficAllow="no" OptimizeWanBandwidth="no" unkMacUcastAct="proxy"
intersitel 2Stretch="no" mcastAllow="no" hostBasedRouting="no" vmac="not-applicable" mac="00:22:BD:F8:19:FF"
unkMcastAct="flood" vbunkMcastAct="flood" multiDstPktAct="bd-flood" unicastRoute="yes" annotation="orchestrator:msc-
shadow:yes">
<fvRsCtx tnFvCtxName="VRF1*/>
<fvSubnet ip="10.10.2.254/24" scope="private” descr="" ctri="no-default-gateway" virtual="no" preferred="no"
annotation="orchestrator:msc-shadow:no">
</fvSubnet>
<fvSiteAssociated siteld="1" name="msc-local"> k
</fvSiteAssociated>
</fvBD>
</fvTenant>
</polUni>

e) EHEOEBMNET LD, [X]7A 2% 27 U w7 LT [Deployment Plan] [ % B U £ 9,
ATV TS [V NMZT 74 RUT, [T7aA4]1%227 )y 7 LTy 7 L— 2770 LET,

T L— FORBEER
ZZTIE, A e T L— M ERBERRERT D HFIEICOWTEBA L ET,

IR HEIIZ
T UL — FERBIZERL TS, T L — MIEELZME TN L 2R L F
T,
BBICRESN-RBICEEINT-T L — N REEER TS, T L— MBS
NEATV27 vty bR, T 7 L— MIEREZMAT-BICERBEMGRL LD 754
TV hDEy hERERDED, RENTNDAREMENH Y 97,

ATvT1 BEMEGT LT 7L — 28 AF—~Z2BIRL £,
ATV T2 [H4 k (SITES] O FOLEMD YA RA—T, BEEZMRTIT 7L — MR LET,
ATYT3 FoAL— N RERRELET,

m
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Common Schema

€@ Common Schema 4
PR Site
[EAEEENIES ® ¥V  Template-Site1 €
Tenant: common &
€ Template-Sitel
| C
€& Template-Site2 FILTERS
-~
€ Template-Stretched y
SITES L) o
@ Application Profile €
Site1 5.1(1 ~ ¢
g Template-Site] o 4!"
- y
* Open APIC =
. Y
Si Undeploy Template o Contracts y
o Template-Site? )
&
= Template-5Sir..
I @ vnrs A

a) T 7 L—hORICHD [FDMDF T 3> (Moreoptions) (...)] A==—%27 Vv 27 LET,
b) [Tr7L— FDERER (Undeploy Template)] 22 U v 27 L £,

HA oD T T L— ORBEERM TR

ERZMBEETIC, A b T o7 L— FOBEMTESERT S 2 b T ET, 2k
D, NDO HH A MIEHSNTEREERFFLENRL, AXx—~vDT7 T — R A D
BIEATHT 2B CE £3, BEHERA T V=7 bERY —DFTHEMEIN NDO 5% 4 Fda
Yhe—ZiIcBEnEd,

156D HHIIC
T UT U= EEDORENTA MITTIZRHSNL TV OILERDH Y £7,

2%—%
|
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B z:ozso=

e T UL — NI, B—DV A MIORERR L, A FETER LAWVWE )T A0END
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D APIC TEET Ao ETFANTOREINET, BHa—V— REDOTHOFRIZK
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@ schemal

TEMPLATES

@ schl-t

@ schl-t2

SITES Add Sites

mishielt  Clone Template
@ schl Deployed View

sgladwi  View History

. Reconcile Drift

S{:h‘1 —t2 ersion 5
Applied to 1 sites
Tenant: mso-tenant?

FILTERS

@ Application Profile sch1-t2-app1

@ eras
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&
¢
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é
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[IE5DEDFAE (Reconcile Drift)] 7« ' — RBE& £,

ATv 73 [TUoTL—bDOTO/T 1 (Template Properties)] i T, &%V A FOT 7 L— F L-YULORRE % L

L\

VEEIRBE IR L £,

Drift Reconciliation for template 1

kit kv prODET0S are CommMon across o 108 associated 10 th template. Pleasa soloct aithar MSO configuras

Let's start by selecting a site

Great, now choose template level properties between LA, and NDO

0.

a)

b) REFT2 7w T 0 @R L £,
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Drift Reconciliation for template1

Great, now choose template level properties between LA, and NDO
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AT 71 Cisco Nexus Dashboard Orchestrator @ GUL (2w 71 > LE 3,
ATw T2 HHT LA —<ZRIRL 7,

= aia]n Qi o f e
= il Multi-Site Orchestrator (g @ ) @
o™ Dashboard £
£
rm  Application Management N SChemaS 7
Tenants f @ © ( AddSchema )
Schemas a Filter by attributes y
Policies e €
€
e Operations schema] I
5 Infrastructure y Edit
€ Delete
€ o Clone
€
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a) ARl Eer—var A=a—7T, [TFTUHr— 3 EE (Application Management) ] > [R ¥—<
(Schemas)] Zi&R L £ 7,

b) HETEZAF—~ZORICH D [FTH L3V (Actiong)] A ==a—05, [RF—TNDHEEH (CloneSchema)]
EIRL E9,

ATY T3 HLWAX—~DLARTZATIL, & (Clong)] 27V v 7 L%,

Clone test-schemal X
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@ schemal 4 @ schemal-clone
template1 —
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@ schemal .
TEMPLATE
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AT w71 Cisco Nexus Dashboard Orchestrator ® GUI (22 7' A > L7,

ATv T2 EROF sy —var A=a—"7T, [7F) 75— 3 & (Application Management) ] >[ X F—< (Schemas)]
EIRL £ 7,

ATV T3 FRTHT VL — b 2aheAx—~%227) v/ LET,
ATFY T4 EROY A RAR=T, 707 b —FaERLET,
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Deployment View X
Schema Template Tenant
MSite_Schema_100 Template_496
scale-ms11 scale-ms?/ scale-ms8 scale-ms6 scale-ms12 scalel scale-ms9
<polUni>

<fyTenant name="T_496" annotation="orchestrator:msc's
<fvAp name="None_anp_1" annotation="orchestrator-msc-shadow:no'>
<fvAEPg name="None_ctx_2_bd_5_epg_1' isAttrBasedEPg="no" fwdCtrl=" prefGrMemb="exclude’
hasMcastSource="no' prio="unspecified' annotation="orchestrator-msc-shadow:no'>
<fvRsBd thFvBDName='"None_ctx_2_bd_5'/>
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ZOR=INTIE, ROFEHNRFRINET,
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2. [BEEDOY (AuditLog)] : AFx—~TIFITSNZT 7 v a v OERo 7 OMEZILL £,
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N E ZDEBAAT — X A% L E T,
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o >
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