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» Schema Design Considerations, on page 17

« RIEDFRFER (22 ~—)

* Creating Schemas and Templates, on page 24

cTUT L= A TV FO—FEEH (44 X—2)
e WA FADT T L—FOEID YT (46 X—)

T U= DNR=Ta =T (47 RX—)

T L= DL E2— KR (523—Y)

T U7 L— DR (56 X—2)

« T U7 L— FORERME (60 ~—)

c A RBOT T L— b OBEAHTEBR (61 ~—)
cREDEHDE (62 %—Y)

« AF—wOER (67 ~—)

T T L—FOER (69 ~—)

T T L= NATOAT V=7 hOBIT (70 X—)
cBUERMH SN TV OREDFER (72 3—)
CAXF—OMBELRFEEY 27 T4 (73 =)
VXY R AT V= b (76 5—)

Schema Design Considerations

A schema is a collection of templates, which are used for defining policies, with each template assigned
to a specific tenant. There are multiple approaches you can take when it comes to creating schema and
template configurations specific to your deployment use case. The following sections describe a few simple
design directions you can take when deciding how to define the schemas, templates, and policies in your
Multi-Site environment.

Keep in mind that when designing schemas, you must consider the supported scalability limits for the
number of schemas, templates, and objects per schema. Detailed information on verified scalability limits
is available in the Cisco Multi-Ste Verified Scalability Guides for your release.
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Multiple Schemas Based On Object Relationships

When configuring multiple schemas with shared object references, it is important to be careful when
making changes to those objects. For instance, making changes to or deleting a shared networking object
can impact applications in one or more sites. Because of that, you may choose to create a template around
each individual site that contains only the objects used by that site and its applications, including the VRFs,
BDs, EPGs, Contracts, and Filters. And create different templates containing the shared objects.

Figure 4: One Template per Site

E schemal

Tenant2-MI S SR
m SN AR Hama per i3

tel-EPG1

te1-EPG2

Application Profile

=]
- e [comact e = :

The sitel template in the above figure contains only the objects that are local to Sitel and the template
is deployed to only the Miami site. Similarly, the site2 template contains only the object relevant to site2
and is deployed to the San Francisco site. Any change made to any object in either of these templates has
no effect on the other one. The shared template contains objects that are shared between the sites.

You can extend this scenario for an additional site with the following template layout:
» Site 1 template
* Site 2 template
* Site 3 template

* Site 1 and 2 shared template
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« Site 1 and 3 shared template
* Site 2 and 3 shared template

* All shared template

Similarly, rather than separating objects based on which site they are deployed to, you can also choose to
create schemas and templates based on individual applications instead. This would allow you to easily
identify each application profile and map them to schemas and sites as well as easily configure each
application as local or stretched across sites.

However, as this could quickly exceed the templates per schema limit (listed in the Verified Scalability
Guide for your release), you would have to create additional schemas to accommodate the multiple
combinations. While this creates additional complexity with multiple additional schemas and templates,
it provides true separation of objects based on site or application.

&% TE D [R] By BE 3T

Nexus # v ¥ aRh— K A=A L —% GULIX, ALY A FNERIEFAF—~FT V=2 T
DOFRFEEFNEXETICHAIC EEZXENLZLBRNE DT LET, BNV E&IZHO
=PI Lo TEHINTZYA FERITT o7 b— MIEEZMZ L5 &, GUUIZENLIRED
EEEHEA L, BIMOEEZITOAMMIA T V=7 FE2EHTLHLIIROLIEELRRLE
To TV — b EEHT L L. ZOREE TIAT o TefENE T RDN D7D, HEAE T
LMENDY £,

Update failed, object version in the DB has changed,

refresh your client and retry X

L, BfFoT7 7Y r—a v EO AR EHERF T 5729012, T 7 4/ h @ REST API
FEREIT Wﬁéhﬂ\iﬁh DFED, ULIXZORELEZFITHIIZLTWETR, HELLE
BT 5729121, NDO @ API 22—/ /LIZ%F L CHHRIIZHENCT DML ERH D F7°,

\)

CE)  ZOMEEZADNCT 2H581E, KOMTERLTIES N,

e ZDVY—ATIH, VA N AT V2 e AF—~FT V7 VOB TIHRELED
BHEOBRYR—FENTWET,

epur BL N parca ap1 I— VDN A= g o F = v VXY AR— K LFET,

APl — L TNR—T g Fx vy T A= EBRIICHENC LTS . NDO I
WEBENZ EH 2B L A, ZORE, BREOHLHIL, %D APl = —/LF 721X GUI
2—YOMHFIZL > T EEEINDREEND Y £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)


https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html

| 7705 —vavEBEEUT7TY v YY—2R
grorsEs [

REDN—Vay Fxv 7 EZANNTTHITE, EHLTHNS API = RARA > FOERREIC
enableVersionCheck = true /N7 A —Z Z B L T, APl —/LIZZ DRI A —F ZELET,
WOH %2 ZE L TEE N,

https://<mso-ip-address>/mso/api/vl/schemas/<schema-id>?enableVersionCheck=true

il

AX—<wNOT 7 L — NDOERLE BT HHELRFE2MEH LT, por £7203 patcs 2—/1
TR—=VarFxyvrEMEERTLIFEEZRLET,

BN, BETAHAF—<%Zcer LET, NIk, 2—LOJRE CREDOKT N N—Ya v

DAXF—<RNIKINET,
{
"id": "60lacfed38000070a4ee9ecO",
"displayName": "Schemal",
"description": "",
"templates": [
{
"name": "Templatel",
"displayName": "current name",

[...]
}
] 4
"_updateVersion": 12,
"sites": [...]

}

Wiz, V27 A KURLIZ, 22ODFHEDUWTILA T, enableVersionCheck = true ZIBIL T,
AFx—~vEEHTLET,

)

GE) A a— ]\‘\@_update\/ersion 74— ]\@ﬂﬁﬁ\ TLD A 4_7(@%’: L/f:ﬂﬁk [F] CTChbrZ &
EHERT DMERH Y £,

T API ZfFH LT, EHENHIAF—<2hR_f a—FE LET,

PUT /vl1l/schemas/60lacfed38000070a4ee9ecO?enableVersionCheck=true

{

"id": "60lacfed38000070ad4ee9ecO",
"displayName": "Schemal",
"description": "",
"templates": [
{
"name": "Templatel",
"displayName": "new name",

[...]
}
] ’
"_updateVersion": 12,
"sites": [...]

}

e paTcH APL A EOWT 2L T, AFXF—~HNOF T =7 DO 1 DI EDOEE %
Mz F4,

PATCH /vl/schemas/60lacfed38000070a4ee9ec0?enableVersionCheck=true
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"op": "replace",
"path": "/templates/Templatel/displayName",
"value": "new name",

"_updateVersion": 12

]

V72 MMThd e, APUIHED A X —<w "=V g & | TRl (12006 1372
)Y HLWDWA=Tg DA —DOVERERAE T,  (enableversionCheck XA ZIT) #HrL
W= g URNERFIE L 20, BEEESI L, A¥—<FEH I ET, BDAPI 22—
NELIZUIBZORICAF =<2 AR L TWGE, BIEERIE L, API 2 — WTIROISE
ZIRLET,

{

"code": 400,

"message": "Update failed, object version in the DB has changed, refresh your client
and retry"

}

Creating Schemas and Templates

Before you begin

* You must have an administrative user account with full read/write privileges.

* You must have a user account with read/write tenant policy privileges.

For more information, see the User Access, Authentication, and Accounting chapter in the Cisco
APIC Basic Configuration Guide.

* You must have at least one available tenant that you want to incorporate into your site.

For more information, refer to 77> ~ ®iE/l, on page 14.

AT w71 Login to your Nexus Dashboard and open the Nexus Dashboard Orchestrator service.
AT 72 Create a new schema.

a) From the left navigation pane, choose Application Management > Schemas.
b) On the Schemas page, click Add Schema.
¢) In the schema creation dialog, provide the Name and optional description for the schema.

By default, the new schema is empty, so you need to add one or more templates.

AT w73 Create a template.

a) In the left sidebar under Templates, click the + sign to add a new template.
b) Inthe Select a Template type window, choose ACI Multi-Cloud for the template type.

» ACI Multi-Cloud—Templates used for Cisco ACI on-premises and cloud sites, which allow template and
object stretching between multiple sites.

The following sections focus primarily on this type of template.
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*» Networking—Templates designed for Cisco Nexus Dashboard Fabric Controller (formerly Data Center
Network Manager) sites.

This guide described Nexus Dashboard Orchestrator configurations for Cisco ACI and cloud ACI sites. For
information on working with Cisco NDFC sites, see the Cisco Nexus Dashboard Orchestrator Configuration
Guide for DCNM Fabrics instead.

* SR-MPLS—Template designed for SR-MPLS integration.
For detailed information on the SR-MPLS use case, see "SD-WAN Integration" chapter of this guide.

* Cloud Local—Templates designed for specific Cisco Cloud ACI use cases, such as Google Cloud site
connectivity, and cannot be stretched between multiple sites.

¢) In the right sidebar, specify the Display Name.
d) (Optional) Provide a Description.
e) Ifyou are configuring an SR-MPLS template, enable the SR-MPLS knob.

For detailed information on SR-MPLS templates, see SR-MPLS #% 1 TH2f5¢ S 41725 A I, on page 299.
f) From the Select a Tenant dropdown, select the Tenant for this template.

Keep in mind, the user account you're using to create a new schema must be associated with the tenant you are
trying to add to it, otherwise the tenant will not be available in the drop-down menu. Associating a user account

with a tenant is described in 77~ k @3B/, on page 14.

AT w74 Assign the templates to sites.

You deploy one template at a time, so you need to associate the template with at least one site where you want to deploy
the configuration.

a) In the left pane, click the + icon next to Sites
b) Inthe Add Sites window, check the checkbox next to the sites where you want to deploy the template.
¢) From the Assign to Template dropdown next to each site, select one or more templates.

While you deploy one template at a time to every site with which it is associated, you can associate multiple
templates to a site at once.

d) Click Save.

APICH A FDLDRAF—TERDA VR— b

LA TV s NEfERR L, 1| DEITEEOY A MZABRTEET, £, A he—
HINOFFEDOF TV =7 S& A AR — b L, Multi-Site Orchestrator Z{# ] L CEHCTX £9°,
ZITIE, 1L LEDBEOAT V2 A R — R T B FEICOWTHBALET, ZO K
Fa AU RTE, LA TV 27 MEAERRT D HIEIC OV TR L £7,

APIC 7°5 NDO (IZR Y v —% A AR — M HBRO—RI R 7iEIL, VRER=a L T 7 Ml
DDA T2 Fe ALy F T T =AY BR—bL, TOMOFT V=7 b (B
Z R yFEPGRBD 2 Y) YA ha—H)L T FL—RIAR— T52LTT,
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B rvrcvo rriorr—<EROL UK—

ATv T
ATy T2
ATvT73
ATvT4

ATy TH

JY =231 EVAENE. ALy F T 7 L—hD—ETHAINDOA TV =7 BRI 5
YA =N T T —NIAT V=2l bYA= T D&, RO LD RFFEDREN &
DE L,

ZRAT V=7 FBTTIINDOITAFE L, [B&RZ S % (Include Relationships)] 47" =
VEEMILTH LWA T V2 b VR T HE BRAIT V2T BT TICHEE
ToD, ATV SOEEPFETNDO AT —zAn—LET,

s TPl BRAT V2T NaA VR — b LARWEES ((B%R %S 8 5 (Include Relationships)]
FT 2 a YNNI o TV D IER), BEEIIA VAR— MRICZRA T V=7 P EOF
B~y BT BT OMEND Y £,

VY —Z3 1) LTI, (RUEREFRRIAF—AND) BB 77— O—HTH
LRNDOFT 2 N EDBEREFFOVA bu— AL T T L— MNIAT V=V hEA UR— b
THE, ZHRIINDO IZ L > THEIMIZRLSNET, 20X GG, A A — ST
HA 7Y/ hOUIT [ %EA >7R— bk (Import Relationships)] 47> a V23 7 L—F R &
IV, [BREN=AT V=2 N (Referenced Object)] M [Fv 7L —b (Template)] (2T CIZEIET 572
EOBMERM RSN ET, MEOBRET 744 FCA VA= EhET, TOXIRAT Vs NMIT
TAN NTREBRE EBIZA VR FENETH, A A — MMERET L7256, BD 250

VRFIZH~VY v B 735 ELT, ZRAELETEES, HLVBIEX, A A — Mgl s
RTCOREF TV =7 MTEHAENET,

A NS 12U EDFT V2 oA VR— 51003, ROFIEZFEITLET,

[RF—7 (Schema)] X—Y T, A7 V=V haA VA= T HAF—vEZRINLET,

MOV A RR=T, 7V b v R—= 5T TL—FE2RIRLET,

AA XA T4 vR—R(mport)] K& %227 Y w7 L, AR — D [H4 b (Site)] ZEIRL £,
[4 >7R— k3T (Import from)] <sitename> 7 ¢ > RUBHWZH, A Y HR— " T54 7= ha1oF T

IFEECRINL £ 7,

GE)  NDOIIZA U AR— T4 T7 Tl NOA4RINE, TXTOHA MZbleoT—EBIZTH2MLERHY
F9, BEETDILHEFOMOA TV e VR— b TD L, AF—~vRIE=T— 1720,
AVAR—= MR LET, ACARIOAT =7 oA VA — NTH0ERHDIHEIL. L4
AIEEE LT EE0,

(A7 ay) [BEDA »AR—k (Import relations)] / 7= AN LT, T RXCOEEAL T V=7 hEA
YAR—bFLET,

72& 21X, BDZEA VAR— hT 554, [B&DA > R— k (ImportRelationships)] / 7 & A4 5 &, B
T H VRF A VAR — hSnET,

GE) midL7zkHic, B#EA 7Y =7 b TTIINDOICHFAET 547 V=7 Mot LClE, [ERDA
> iR— bk (Import Relationships)] / 7137 7 4 /L b THZNZ /20 | BEHlTEEHA,
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VRF

VRF D& E .

=JL =

ax ;&

ZDOk® 723 TlE, VREORETEZHALE T,

1R BRI

Creating Schemas and Templates (24 ~X—37) OFAIZHES T, AXF—~ LT 7 L — N &E1ERK
L. 77 b= bMCT T b2 B THLENDL Y £,

ATFYT1 VRF 2ERTAT-ODAF—< L a7 FEBIRLET,

ATvT2

a)

b)
¢)

AA R A T, [+ AT DY FOYERK (+Create Object)] > [VRF] AR L £ 77,

FE, [VRRAIZ U 7 ETRZua— L XL, ZAND R~ A%2BE) LT, [VRF @EM (Add
VRR)] %27V w7 LET,

Fllod~A T, VRF O [FRi~4 (Display Name)] # A1 L %7,
(&) [E%EA (Description)] # A/ L £,

VRF @ [# > 7L 2 R FA/3F 4 (On-Premises Properties)] &% & L £,

a)

b)

d)

[ 1) & —%I|1E058 F ;83R (Policy Control Enforcement Preference)] ##57& L £,
FLAMERENTZ VRF OR Y > —HlfHO@EAIFAEE X J, REILEHE— Ricr vy 7 SnET,

2L, ZHREMBHLT, £ dR— Mk, HEHE L THRESINTND APIC YA b A U AR—FL
72 VRF ZiE— NIZBATT 2 2 &N TEET, — MR AENL, BEFD VRF &t — NIZAEH#
LTHA MNEATOIEZ YR — T2 8 NHLH, 77707 — )V RERTY, A — kL7 VRF
Z NDO THEANLHEMAICEITT DL, ZOT7 4 — LV REILICEET L2 LIFTERIRDET,

* [# (Enforced)] : BEFX a2 VT 4 —b (2 FT7 7 ) PEHINET,
o (58] (Unenforced)] : X2 UT 4 —)L (v T M) TEAINETA,

(f£&) [IPT—4 7L —2%% (IP Data-Plane Learning)] Z A2 L £,
IP7 RLVANRVRE DT =27 L—r Ny hEBUTHEEINLINE I NEERLET,

MDA, IPT RLRAZT =X T L—r Ny MinbFEEINEYRA, e—IABLOY E—
MACT7 RL A ZFEEEINFETH, a—BVIPT RLRIEIT—% X7y bbb SnEE A,

ZDIRT A=A NGNS ICER R, a—H )L IP T KL AZARP., GARP, BXU'ND /6%
HoxFET,

(A7 a ) VRF DO [LA4¥ 3 TILFF+ X b (L3 Multicast)| = HhZ L E 7,
FEAIZOWTIE, LAY 3w AFEX Y AL (251 =) EZBBL TSN,
(A7 a) VRF O [vzAny] ZE %z L £,

PR OWTIE, vzAny 2 R 77 b (319 X—) ZZML TS EE WY,
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TP FALVDETE

o7 varTiE, 7V vY RAAL Y (BD) ZRET D HIECOWTIHALET,

48 HHEIIZ
» Creating Schemas and Templates (24 ~X—7) OFBICE-> T, AF—~<L T 7L — %
B L, 7o 7L —RMIT T2 FEEID B TOHRERD Y 7,

« VRF ORE (27 2—3) OPIZHE-> T VRF 2{ERT 24BN H Y £17,

AT TN TV oY RAAL VEERTDIEODAFT—~ L ar b7 7 FERIRLET,
AT T2 TV oY RALVEERLET,
a) AA A UT, [+A TP Y FOERL (+Create Object)] >[7 1) w ¥ KA A > (Bridge Domains)] % i%&
RLUET,
F7213, [Ty Y FAA 2 (Bridge Domains)] =V 7 £ TAZa— /L XL, XANDEIZvT A
ERBEIL T, [FY v KA 2DEM (Add Bridge Domains)] 27 V v 7 L £,
b) HMDORA T, TV wY RAAL D [RTE (Display Name)] Z A/ L £,
¢) (EE) [ERBA (Description)] # AL £,
ATw 73 [T L IR FO/F 4 (On-Premises Properties)] i€ L £,
a) [REIL—T 1« > L#nE (Virtual Routing & Forwarding)] Ko v 7 X o vint, 70 v RAA
IR L FT,
b) (A7 ar) [L2 R b Ly F(L2 Stretch)] Z AN L £7,
c) (A7 av) [YA RE BUM b3 7 1 v EFA (Intersite BUM Traffic Allow)] = A 202 L E 9,

ZOFTvasE, LA MUYFEAN LG EICHERERICZRY £,

d) (A7 a ) [B#Ek &tz WAN #FiEiE (Optimized WAN Bandwidth)] G012 L £,

e) (A7 ay) [A=ZF¥ A b IL—TF 4 >4 (Unicast Routing)] #H %z L £,
ZOBREVHNT, Y72y b7 RLABEREINTWEGE, 777V I BT 740k F—h
v AREERML, NI T4 v EAL—T 4T LET, =X Y A M—T 4 T BT
L, vV ITT—ER—ANIDT Y v RAAL DY RARA V M EENTZIPT RLXA
& VTEP OxfSBfR A FEH LE T, IPFEIL, 7V vV RAAL NI TRy BB I TN D
MEIMIEESINERA,

f) (A7 2>) BDD[L3 TILFF+ X b (L3 Multicast)] ZH L ET,
Layer 3 ¥ /L F % ¥ 2 hOFEMIZOWVWTIL, LA Y3 vALTFFr AL (251 2—2) 2L T
él/\o

g) (A7 ar) [L2 RBABEI=F v X + (L2 Unknown Unicast)] €— R &R L F 7,

T7H/NVETHEH, Z=2F XY A MDD T T 47, VA V2AR—NMNIKLTTZ7TvT o7 ENE
T, EUTIHIHE, FEOKR—FCa=%v AN T 7497 7T 0T 407 mTay s &,
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Jyyv rrqvniz [

A— b EIFET HBEMOMACT RV AEROWMN N T 7 4 v 7 OBBFRISIET, AlRg/e X
X 1799547 (Flood)] £720% (v~ KW =7 ZFu%> (Hardware Proxy)] T,

BD 7° L2 Unknown Unicast Z£f > TE Y . Z1D Flood IR E I TWAEES. =2 RRA 2 N 5H
frEnsd &, VAT AFENRET O —H)V V—7 2L v FOLHIRLET, £ LT, Clear
Remote MAC Entries #3335 &, BDBREMINTWAVE—FDU—7 XA v TF 5L HHIBRE
T, ZOMREEFEHLRZNES, VE—F U —71F, ¥4 ~—0FMUNRLET, FHLE
DT RARA » FOFEHRERFFLET,

(GE) L2 Unknown Unicast DX EEZEFTH L, ZDT VU v ¥ RAAL ZBES T H372 EPG I
THEFEINTNWDETNRAADA LV H—T 2 A ALT, VT T 4 IBRTALET(T v
7 ZT U LET),
h) (FFvay) [FRABIILFXYRX b 75 9T 1 2% (Unknown Multicast Flooding)] <& — K% 4R
=
T, IPv4 DR ALF XYy AN T 7 4 v 7 IR ENRD, LAY 3R LTI A MEE
D) — RIEE/NT A —HZ T,
e [7Fv K (Flood)] (T 7/ 1)  RBARIPVAE~LTF XY AN FT7T7 4971, ZOTY v

R A A AZBEAT S 72 EPG I8 SN2 T X CORTER SRV R — b TT7 T v T 0 7 S
¥+, 759 F 4 70F, TV vV RALUDOMA—ZFR— FNEFICHIESNER A,

e (7T v ROk (Optimize Flood)] : 7U /?7 }‘)l/]) VW@M/V*‘§7TJ‘\O*‘ I“L:@ﬁ?‘*‘& {/ﬁé{%
LET,

i) (A7 ay) [IPV6 FHATILF XY R b 75 v T 1 2% (IPv6 Unknown Multicast Flooding)] & —
FaER L £,

ZiUE, IPVORBA~ AT X A N N T T 0 v ZIZEA I, VA YIRS LTI X MO S —
Rk (T 2 — 2 TF,
e [7F v F (Flood)] (T7 V1) : KRR IPV6 v /VFXXY A NINT 749713, ZOT V) v
R A A AAZEHEMT SN _XRCORIE SRV R— N TCT7T v T4 VT ENET, 7T 9T 4
V. TV Y RAAL DO MA—ZR— FEIFIZHIBE N E A

¢ [7F v FOE@IL (Optimize Flood)] : 7 U v ¥ KA AL VNOMNL—HFR— MIDHT — X & iklE
L/iTO
j) (A7 av) [EREEXTS YT« % (Multi-Destination Flooding)] &— K% 34K L £7°,
LAY 2T XX A MBLOT B — KXy A b NT 7 1 v 7 OB ER%E T,

¢ [BD M7F v K (Flood in BD)] : MUT U oY RKAAL vV EDOTRTOR—MIT—HFEEELE
_a—o

e[ Frv” (drop)] : X7y & RFay P LET, oR— MNITF—2E2EHELETA,

s (BT ENMED T T > K (Flood in Encapsulation)] : 7U /‘:/ RAA ?//ﬂi\{iﬂz7:7‘ ‘Y?j/( Vyéj/b
L7m han Ny belRE, 7Y vY FAL CADE L VLAN 2859 TO EPG A— b
T — 2 EZFELET,
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B oo rxqons

k)

)

GE)  Zo®— &, [L2R Ly F (L2Stretch)] 47> 3 VNN 72 > T B EAICD I
PAR—bhSH, A FEHTA MLy FEN5H BD TlEHR— FESnvEHA,

(7 a ) [ARP 75w T4 % (ARP Flooding)] Z A%z L £,

THIZESTARP 79 T 4 VI DRANTRY, LA¥2 70— REXYZ s RALUDBIPT R
AHEMACT RLARIZ~ o BT LET, 7995740 NT 4 =T NV THIER., 2=F¥ A b
N—T 4 VT3 Z =7 FIPT RLVATEITENET,

ARPERN LA Y27 B — KXY AN RAASLVNTTI T T 407 E3NDEHC, ARPZ T vT 4
TEHMNCLET, BDOBY A FETIHESNTWEEAE, ARP 77 v T 4 V72T TEDLD
%, [Y4 LB BUM k35 7« v 8 (Intersite BUM Traffic Allow)] % 202 L7256 D& T,
ARP 7 7 w7 4 VI WG, m— I VICEERES -2 RARA > M b ARP Bk A %595
V—70%, ARPESRDHX —47 v b = RiRA v "R EN TS Y £ — h U — 7 |ZEBRET S
7 (VE—FZ U RRA L FDIPRT Y RRA Vb T—7 A THHOBRE) . £7213 A, v~k
KLET (V=P RRA 2 bDIPRT Y RIRA » b T =TV TRIAZRGE)

[L2 RBAA =+ X b (L2 Unknown Unicast)] — K% (75 v F (Flood)] IZF%E L7254A. [ARP
759 T 4 2% (ARPFlooding) 130z T& £¥ A, [L2ARBAAE I =+ X + (L2Unknown Unicast)]
T — K% ("~ FK¥Y=x7 %L (Hardware Proxy) ] WCERE L= E. ARP 75 T A X ESE-
T TE ET,

(A7 v av) R MAC 7 KL X (Virtual MAC Address)] # A1 L &7,

BD DEMEMACT KL A LS TRy hOIRABRIP T L AL, 7V v RALVOTRTDOACIT 7
TV TCRICICTARERHY E3, BHOTY v AL &, I TS ACL 7 77
Uy Z7MTHEETALIICRETEET, KAEMACT FLAEMBIP 7 L AL, 7V v KA
A HTHAETEET,
GE) A MAC EEAEIP 7 %> ME, llx DOV A F% NDO RO~V TFH A~ 777U >
JIWZBATT 25 AEICOAMEA LT EEWN, BITHRET LIcH, ZILbD 7 7 7 &2 gic
TZET,

RTw T4 BD D12 ED[HTHy b (Subnets)] ZEM L £,

a)

b)

d)

[+H T4y FDEM (+ Add Subnet)] 27 U v 7 L%,
[ 7y FOFHIEEM (Add New Subnet)] 7« > R BT & £,

BTy hD[F— b,z A IP(Gateway IP)] 7 KL & LB 5497 % v k® [EtBA (Description)] %
ABLET,
VBN U T, IRBEIP7 FLRE LTS (Treatas virtual IP address)] 47> a =B LET,

AT a i, BD ORI MAC 7 K L X (Virtual MAC Address)] & & 12, il 4 O 3@ S—~of
T =T A REHN D NDO #4 Multi-Site BEF~DBITY T U AT TE £77,

W7 ho [#EEH (Scope)] I L E T,
NEH TRy bOFRy MU — 7w TT,
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ATy TH

ATvT6

e)

g

h)

)

Jyyv rrqvniz [

o [VRF IZHLTFFA_— |} (Private to VRF)] : 7 X v M L30ut Z/ L THEER Yy T —F KR
AT F O AINBNE I LET,

o SMEBIZT R/NH A X (Advertised Externally) : 72y MEILOWZE N LTHE R Yy hT—2 KA A
ANTAFTTF U ATEET,

(f£&) [VRF BTHE (Shared Between VRFs)] # 4 (2 L %7,

[VRF [B] 44 (Shared Between VRF)] : '5'77\‘/ Ffi\ ﬁb?‘ﬂ“/ ]“WT\ iflﬂi#\:ﬁ'ﬁ'*‘tz@ggﬂ
ELTT v hEHAT, Boar 7% A8 (VRF) THAEL, ZNHICZ I AR— 52 LN
TEET, AP ROBIE, BlOTF L ORI TF A N (VRF) IZ/F(ET HEPG~D/L—
Ty R T, ZHUCEY, R T7 4 v ZiZar TR A~ (VRF) BTOREMICEBTE £, 4t
AV —E A2 D EPGIE, TDOEPGOTT (FU v AL D FTEARL) ¥ 75y b
ETHUERHY , ZORAI—FFINBIZT RAZ A X425 L HIZRE L, VRE BTHAT 2080
HYET,

HHEHF T2y bME, BREIZEENDS 2 TFA N (VRF) 2K T—ETRIFuUIZey $%A, EPG T
DYV T Xy RV AYINEF Yy NU—7 GV — R 2T 25565, 20X 527y MM,
ACIL 7 77V v VN T/ a— LI —EThHMLEND Y 17,

[Tk SVIHS— kDA% L (NoDefault SVI Gateway)] 47> a i34 7O FFICLET,

TOF T arEENNCTEE, U—TA—RITF X —F (AL T X A~ADY T Ry B
—R) PR Te T aEn, SVIIMERENEEA, 2% 0, SVIIZF— b oA & LT
FH A,

EPG V7 %y MIn—h V—ZICOREREND720, ¥—hU=zAfA ELTBDH 73y MZkoT
SVI Z{Epk L, EPG T[T Z#JL bk SVI 4 — by 4 7 L (No Default SVI Gateway)] 47> 2 > 2 H%X)
T2 2RO LET,

(A7 a) [2TV)7 (Querier) &7 a v AN LET,
P 7 F v FTO [IGMP A X —t> 7 (IGMP Snooping)] A0 L £,

(F7varv) [FZ4<Y) Primary)| 47> a2 LT, ¥ 73y ha7 74~ & LTHRE
LET,

120754 <V IPVAH TRy hEe 15D F 54~ IPv6 7 Ry NBAIEETT,
[R%E (Save) 1227V v 7 LET,

(47> a>) [DHCP 7R!) »— (DHCP Policy)] B L £,
FEHICOWTIE, DHCPU L— (187 X—Y) ZZMML T &,

VEIZELT, 7V oY RAL OV A ba—d Fa T 2R ELET,

TV RAAL OV A ba—n7axT  ORE 323—) THHAINTWAE LI, 77 b—
M UL_AOBEICMZT, TV oY RALL D1 DU EOY A Fa—hL FaxF 1 2EHRTBHI L
T&F9,
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B o vkxqovqro—nL TosFomE

PR

ATvT1
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

KAL DY A bAO—AHJL TONTF L DETE

T =TTV bERTHEEICAT V=7 MO L ClRRET ST FL—
LD TaRT L IZMA T, Ty 7 L—hEEDETHEY A MZEADO 1O Eo7
NRF4BERTH L TEET,

FTV =l NeEROYA NIRRT L, LT 7 b= LNLVORENRT X TOYA b
RS, A =AUV OREFTENS DRFEDY A MIOBEH S E T,

1R BHHEIIZ

\{k@ %) @753\5[\4\%“6'?—0
e TV RALVDOFRE 28X—=) OFHAICHKEST, 7V v¥ RAL UE{ER L., +
DF T L—h LD TFanT 4 2R ELTWNWDLI L,

e TV wY RAL v EEGLT T L— a2 1 DL EDOY A MZEIV LT TNDEZ L,

TV oY RAAL vEaghTr Fl— b eabAXx—<%2HE£7,

ERDOH A FAR—T, RETIHEDHA FOTDOT Y v¥ RAAL v EELT T L— M 2R L ET,
AL XA T, TV oY RAL U EEBIRLET,

FEAEDT 4=V RTIE, 77— LUV TRIE LR ERSNETHA, T TITRETEEY
o

[+L30ut] 27V v 7 LTL3Ouw #BMLET,

ZhiE, VE—FL3Out 25 BD V7 %y hET KX A XL, v—H/L L30ut IZEHENEAE LEZGET
HBD ~DA NV R T T4y I EHERFCED X OICT DM ETT, ZOHE, Y7 %y b
[SMIZT RN A R (Advertised Externally)] 7 7 7 &R TETHALELH Y T3, FEMICEAL TlX, ¥1 b
W L30ut (201 X—3) 2—R F—ZADHlESR L T ZEW,

[RR kJL— b (Host Route)] ZA#hiZ L £,

THUCEY, T Y RALUTERARN R=ZR )L—F 4 VIRV EST, 20 T2 /T 5
EL A==V =T AL vFE, TRy FeEblZflrDO= RARA > b (BP) AA ML— K (/32 F
el /128 V7 4w 7 R) BT RANZAXLET, b— MERIL, FA M3 e —J/L POD I[Z#k T
WABSIZDOIRT RAZ AL XENET, EP A —H /L Pod 2> S EENLT-. £721X EP 73 EP 57— & ~_X— 2 /)
RIS E, V— b T RANZ A XX MIZORFIZRIEI S NE T,

VEZIE T T, [SVIMACT FL R (SVI MAC Address)] #8 L £,

AR MAC 35 & OMEAR TP 7% Common Pervasive Gateway (CPG) > U A THNZ 72> TV AHA. SVIMAC
T RLVRFIHA P LB THOINERDY ET, ZDT7 4 —/L NiE, BDDT 7% /L k L—% MAC
ZEET D CPG BAMITR > TORWERIC B TE £,
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FIYUHr—3> 7O774)LE EPG DETE
TOkv I arTE, TV A= ay a4 e EPG ZBRTETAHHFEICHOWTIH L
F7,
1R BRI

Creating Schemas and Templates (24 ~X—°) OFBIIES T, AF¥F—~< LT 7 L — b &ERK
L. 707 L= M7 T b EEIDV Y TORLERH Y 7,

TR a TR, BHETY vV R AL UBPERENTWAZ L BEHEE LTWET,

ATFYT1 AF—<HBRL, 77V = ar a7 7 A VEERT LT T L— FEBRLET,
RAFvT2 TTFVE—ar FaTr A AEERLET,

a) AA UL VT, [+F TP DR (+Create Object)] > [7 TUr—3> AT 74l
(Application Profile)] & 8K L £,

F% [7FUS—ar FAT 74U (Application Profile)] =V 7 £ CTAZ u—L Ao L, 4
AND R RAEZBH LT, [FTV5—a > T 74 )LOENM (Add Application Profile)] %
70 w7 LET,

by HFMO~A T, THIVr—ary TaTy A0 [Find (Display Name)] # AJJLET,

BMOaTAHI LR, Bpb Ty r— MR CAROT ) r—varya7 s A VEERTEE
T, 2L, RCYA bPBLOT T MIERT 56X, 257 7L — b TRICARIZFFD
o472 =27 b (VRE, BD. EPGA Y) ZEKTA2Z LT TEEHA,

¢) (EE) [E%BA (Description)] # AJJL £,

ATw T3  EPG EERRLFT,

a) AA L THA TP Y FDER(Create Object)] >[EPG] 2 R L, EPGEERRT 5T 7Y 7 —
arru 7y A NEERLET,

FE FFEDO[7 TV — 3> TR T 74U (Application Profile)] = U 7 £ CAZ m—)L X7
L. [EPGs] #A VD Eic~v A& 8L C, [EPG MEM (AJdEPG) %#7 U v 7 LET,

b) Ao~ A T, EPG @ [F&R4% (Display Name)] # AJJ L £7,
¢) ({EE) [E%BA (Description)] # AJJ L £,
ATFvTF4 EPGO=ar bT77 RMEBIMLET,

Ay hT T NeT 4 EDOIERKIZ DUV TIX, Configuring Contracts and Filters (38 ~~—37) Tif L < 7
LTWET, ar b 77 FEERERDOSE

a) [+aYb3Y k@HContract)] %27V v 7 LET,
b) [AY +5 % FDEM (Add Contract)] #4712/ C, 2> h7 7 NOARIE XA TEATTLET,
) IRFEGCAE)] %27V v o7 LET,

ATw 75 [TUwP KAA 2 (Bridge Domain)] ke v 7 X 7T, ZOEPGDOT Y v RAL U ERIRLET,
FUTVUVIADEPG ERET DHAE, 7V v RAAL ACBEMT 2 0ERH Y 9,
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B 77053 doorqanemenns

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

ATvIN

(FTvaN[+HTHxy b (+Subnet)] 7Y v 7 LT, EPGIZH TRy FEBILET,

7o 21X, VREAV— b =7 Da—R 7 —2L LT, 7V vY RAL L LV TER< EPG LULT

7 Xy NERETDHZEHLTEET,

a) [T Hv bDEN (Add Subnet)] #4171 7 C, [F— b x4 IP(Gateway IP)] 7 KL X LB
EOV TRy FOFBHEATILET,

b) [#EEH (Scope)] 7 « —/v KT [VRF [T 54 R— b (Private to VRF)] £721% [SMBICT K/N2 4 X
(Advertised Externally)] ® & H 50 &2 3IR L £,

c) WY)7eiG4E. [VRF BITHA (Shared Between VRFS)] = v 7Ry 7 A %&F =7 LET,

d) MEIZLUT, [TZAILEDSVIST— b A7 LT 74 )L+ (No Default SVI Gateway)] % 74 12
LET,

e) [OK]ZZ U >7 LET,

(FATvaN~wAruwlArT—varEw/cLET,
~A /7 mak s AT — 3 VEPG@uSeg) AR ET HGAIE. =2 RARA 2 FEZ EPGIZ—EHEE5H7-0IC
1 DL LD uSeg BMHEAFRET HHERH Y £7°,
a) [USegEPG] F = v/ Ry 7 A4 N LET,
b) [+uSegEPG]1 %7 VU v 7 LE7,
¢) uSeg JBMED [4HT (Name)] & [2 4 7 (Type)] Z AT L ET,
d) BIRLE-BWSY A FITHESNT, BHEOFEMEEELET,
el X, BHEZ A 7L LTinnac) ZIBRLZGGIL., ZOEPG T2 RARA & M &#513 2 MAC
7T RUVAERELET,
e) RFEGAVE) %7V v 7 LET,
(A7 a ) EPG WaBEA AN LET,
T 74/ FTIE, EP GO RARA » PP HBICHAICEECTEET, =2 FRA > M2 RV HE
T 5T, oBEE— N % [3% (Enforced)] (2R E L £,
EPGINZ Y RARA v bRBER Y > —12 X0, AT RRA > PEREMBE = FRA v DRERITS
BESHET, SBEZ2 T LR THBE L TS EPGNOT Y KR A > MEOBEITZF T SN EE A,
yBfEAZEH L7 EGP Tlx, < D7 747 > "33l —E AT 7 v AT 5 & EITHE /R EPG B 7
TALOEIIER L £ 32, FAMOBEIXFTF TSN ETA,
(A7 a)VEPGDOLAY3ISLFF¥ A 2N LET,
Layer 3 ¥ /VFF ¥ X hOFFMICOWVWTIL, REZRL T ZIVv: LA/ ¥ 3~ LFHy 2L~ (251 ~—
V)
(A7 a V)EPG DT N—T ARy TR LET,
BT N—T AT 5L, B—0O VRFNICEBO EPG #2589 T, 2 M7 7 MafERL72< T

b, TNOHDOEOBEBEEFRICT A Z ENTEET, EPGERIN—TOFMHONTIE, KE
SR LTSV EPG B 7 v—7 (197 =*—2)

MBI U T, EPGOYA ba— L a7 4 2R ELET,
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EPG DY A ha—h)L a7 OFRE B5—) TmHALTWEL X2, 707 L—F L~ULD
EICIMZ T, EPG D 1 OUEDOY A ba—Hh)L FaF 4 2 EHRTH L TxET,

EPG DY A +O—AJ)L TONRT 1 DERTFE

T —=FTAH TV FERTHEEICAT V=7 M L CaRRET ST L—
ML~ T T 4 IZMz2 T, 77— hrE2ED B TELEY A MIEAD 1D Eo7 1
RTF4EERTHLELTEET,

I T2 bEEEOYA MIERTAE, U7 7 b— b LUV ORBRERT X TOHA b
WCER S, A he—ILVOREIZENLDOREDT A MIOAEBREINET,

1R HAEINIC

W@%}@Z)§%‘g‘@‘a—o

TSV —ar FaTy Al EPG OFETE (33 X—) OIS TEKR S L
TV =g 777 ANVEEPG, T L— L oULTTaRT A BRREINTYD
5 EHLMETT,

TV Y RAAL U EETT VL — a2 1 DU EDOY A MIED YT TNDE I L,

ATV F1 EPGTT v T L — b2 GhAXx—~EEET,
ATV T2 OV A RA=T, RETHFEDOYA POTOEPGEELT 7 L— FEBIRLET,
ATV T3 AA AT, EPG ZRINL FT,
FEAEDT7 44—V FTIE, 707 L—F LV TRELEERFREINETN, ZICIIRETEEE
o
RTv T4 EPGIZ 1 DU EOH TRy ZEMLET,
a) [+H TRy FDIEM (+AddSubnet)] 27V v 7 LET,
[H 7y FOFHIEEM (Add New Subnet)] 7+ > R BT & £,
b) PTRXY FOHF—FDTAIPT RLALEMNT L7 Ry hOFEZ A LET,
c) W7 xv ho [EFH (Scope)] BN L £,
ZHUIY TRy Oy NU— 7 AT,

o [VRF IZHLTFFA_—} (Private to VRF)] : 7R v A L30ut /L CTHEER Yy FT—2F KA
AT FT I AISNBNL I LET,

o HAERIZT RXF A4 X (Advertised Externally) : H 7 % > MMEL3Out %ﬁl\ LCHER Y hU—7 KA A
AT TCT U RATEET,

d) (&) [VRF B T#H (Shared Between VRFs)] 4 12 L £,
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B o qro—nn TosFoomE

ATy TH

f)

[VRF B T#4A (Shared Between VRF)] : '&77\\/ Ffi\ Iﬁ'b?ﬂ"/ ]‘WT\ ifi@i#\:ﬁ"f’“ (S92 @gjﬂaﬁ
ELTT U bEBAT, #HOar 72~ (VRF) THAL, ZAHICZ7 AR— 522 LNR
TEET, HEP—v 20X, BOTF > hORIOa T XA~ (VRF) IZfFET HEPG~D/L—
T RE#TY, Zhickv, T 70w 2iFar7¥ 2~ (VRF) BICRGMICEBTE£9, It
Y — 22445 EPG X (EPG TiZZ2<) BD TH 7%y "ERETALERHY, FORAa—
TUIIERCT RAXZ A &R, VRFRITHAESND L OICRETDLENSH Y 7,

HHEH T2y bME, BREIZEEND 2 TFA N (VRF) 2K T—ETRIFUUIZey $%A, EPG T
DY TRy MW LA VIR b —7HFY— 2218285, 2ok osRd 7%y M.
ACIL 7 77V v VNIRRT a— L —EThHMLEND Y 1,

(F7vary) [TZ4IbDSVIF— ko x A7 L (No Default SVI Gateway)] G2 L E 7,
TOF T arEENCTAEE, U—TA—RITF X A—F (AL T X A~DY T Ry B
N—R) PR Te T aEn, SVHUIMER SN EEA, 2F 0, SVIIZIF— bz & LT
FH A,

EPGY 7%y TR DA T a AT I 2B LEST, 2o+ a 0%k, —h
U—ZIZOEHAL, BDY 7%y h T4y a v 2 OFFICL T, SVIZY—F v AL
LCHEHTED LT LET,

[R%E (Save) 127V v7 LET,

12U EDREATF 4y R—bEBMLET,

a)
b)
c)
d)

[+ A2 T4 v R— OEM (+StaticPort)] 227 U v 7 LE9,

[/XR%B A T (Path Type)] Ku v 7 X7 vinh, R— DX A T ERINL F7,

WELA 2 —T = A AR T DAL, [Ry F (Pod) ] &38R L £,

H—DR— &/ 520, RN— O EERT D20 E2EINL £,

AU B =T 2 A AREICOVTIE, B0 Y =T LRREANT D0, =T O (K : 120 - 125
BLONR) ZASHLT B :1/17-20) T547varBbEd, £z, V—J0&BEAH LT
1 DOH—DNRRIZEEMIT 570 1 DOH—DY—=TDONRADHFHMHEANTLH T a b0 F
D

72720, AR D ULIIZEBIOR— b & LTEREIN, SHOEFH TILEBOEERMLIZ /2D F

j—o

[fR— k 71 7Lt VLAN (Port Encap VLAN)] 23341 L £7°,

EPG ® KAA L THR— K~ h 7/ bE FETHRET H8%E. VLANID 1344+ v 7 VLAN 7 —/L
WNDOAZT 47 VLAN 72 v 7 2B L TWALERD D £,

EPG TT 7L —h LAV TDOSA 70T AT —2a UREDIR> T BEE, T54<Y)

MICRO-SEG VLAN R ESNb L&, A—k 7B VLANIZZ T A4~ VLAN OIS L7 H
USYVLAN L LTCRESNET, FF 74 v 2138 F Y VLANZFH L TEARZ b U —7|2
FEEEh, V=N FRA MDY X —2 T T 4713754 ~U VLAN 2 H L TEEINE

—g‘o

(f£&) 734 < ') MICRO-SEG VLAN (Primary MICRO-SEG VLAN) %3k L £,
~A 7 uk s AT — 3 D VLAN 5+
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g (A7 ar) [BEOBENEMSE (Deployment Immediacy)] 3R L %7,

RV =N —7 ) —=RiFyra—RaEnzeExll, RIT—Nn—FRyxz7 KU —CAMIZT v
VaENDLEAI L. BEOAIRMEIC Lo THRETE £,

« [BIEE (Immediate) |: V—7 Y7 hU =TI ZX 72— RSNERY U —BAN— R =7 DORY
= CAM T T e rgI v r7anskoicfgeEl 1,

s [F¥ 7~ F (OnDemand) ]|: D /N7 > R T—F NRARHETZE SNTZHEIZOHRKRY
V~ﬁﬂ~FW:?@%Ui%{AMTTDf?iyféﬂéi5K$ELiTO_®7D?X
L. N—RU =7 OfEEZ KiEbT 5 DICESE B ET,

hy (A7 a>) [E—F (Mode)] 23R L 7,

IRADART 4w TI)vT—arDF— REBIRLET, EPGOX JFHiF Eid, EPG THKRD X 5
WCAZT 4 w7 NRAERETHZETT,

[FF>2 (Trunk)] : ZAULT 74V FOREEE—RTT, ZAMNSDO T 7 4 v 712 VLANID
ﬁn&ﬁﬁiéhflﬂ DA, TOT—REZBIRLET,

s [7/%&A (802.1P) (Access (802.1P)) : BRA RIMBD KT 7 4 v 7 N 802.1P # /' CTH JHHF &
TWAHEA, ZOF—FEBIRLET, 778X B— FMIEA T 17 802.1p F— FD EPG % |

ODERETDHE, TONNTy MIF TR LORETAR— 2B LET, *A7 17 802.1p F— R
D EPG % 1 D&, VLAN % 7 MWD EPG 7 7 B A R— MIRETHE, %A T 47
802.1p E— R CREINTZEPGIZOWTIE, DT 7 A KR— F&iEHT 5T X CTo7r v MZ

VLAN 0 23 % 7 fFiF S 4u, B 2D 3_TO EPG /37 v MZIZZENZEILD VLAN ¥ 7 H3 T

HBNET, 1 DDT VA R—RMIOX, XAT 47 802.1pEPG X 1 DI FFA[ &SN D Z & ITTE
BLTLLEEN,

[727%A (77 L) (hccess (Untagged))] : AR A FRBD NT T 4 TRH THT TR N
@& (VLANID72L) . ZOE—RFEZ@RLET, HDLEPGHEMT 2T XTOR— MIDONT,
CDOEPGIZEZ T LWL —T AL v TFEZRETDHE, N7y MIF T2 LORETA
Ay TFNnbEHENET, EPGEX 772 L E LTEMTIERIL. £ZOEPG #F L AL v F O
R—bhEiZH 7 & E LTRBETZEIGHETANERS D Z LICEREL T EEN,

AT9T6 1 DU EOREITA4vY Y—T /= REBMLET,

a) [+RETa4vY )—TDEM (+Static Leaf)] 227 V v 7 LE7,

b) [U—7 (Leaf)] ke vy 7 X ourmn, BTV —7 J—RERRLET,

) (EE) [VLAN] 7 4 —/ R, #7f& 877427 DVLANID Z AJLET,
ATV TT 12U EDORALY 7 — REBMLET,

a) [+ KAA Y (+Domain)] 27V v 7 LE7,

b) [FAA UEAES T4 4 7 (Domain Association Type)] & 3R L £,

T, BINT D RAAL DX AT TY,

* VMM

® Fibre Channel
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* L2 AN
* 1.3 A
o Wy

¢) [FA4 > FO7T74JL (Domain Profile)] D4 B4 &R L £4,
d) [ERIDAENEE (Deployment Immediacy)] Z &K L £,
BADREMET, RUS—RNT v a&8NEH A IV I EiRETEET,

« [BPEE (Immediate) |: V—7 Y7 b =T &7 00— RENER) V=B A—Ry =7 DR
U= CAM TIIC7ur I8N0 ELET,
s [A> T~ F (OnDemand) ]: YD/ > RN T—H NRARRHE TZE SNZHEIZOHRKRY
V=BN—= R 2T DR —CAM T/l 7 I 73nN5EHHBELET, 207k A
L. N— R =7 OfEEE Kb 5 DI B ET,

e) [fRRDENEFE (Resolution Immediacy)] 3% L £,
RN =% IR T 20, LEISUTHRT D0 EZHELET, ROFT T a rBbv £7,

o [AB (Immediate)] : /N /3—/3A H7% VMware vSphere Distributed Switch (VDS) (2S5
EVEPGRY =NV —T7 A vF J—RIZTvra3nbdLHIEELET, LLDP £72i%
OpFlex HEFRIZ, /A /R—=NA /) —T7 ) — NEi 2 T 2 -0l S 7,

s (4> F<2 K (0n Demand)] : /NA /N— A FR VDS IZEH I, VM BAR— b 71— (EPG)
IZBLE SN TWDHAICDH, EPGRY v —RNY —7 AL v F /=R F v vasnd L HIciE
’_./:E_‘L/i‘j‘o

o [FRIFEEYa = (Pre-provision)] : /A /XN—/ A YR VDS IZERE SNDHEITTE,. EPGRY v—
WY =T AL v F J—=RZTvaS8NDLI0HBELET, A v TF LORENRFL Vv — K
WCEWENToeYa=r 7 anEd,

Configuring Contracts and Filters

This section describes how to configure a contract, a filter, and assign the filter to the contract. A filter is
similar to an Access Control List (ACL), it is used to filter traffic through contracts associated to EPGs.

AT w71 Select the schema and template where you want to create contract and filter.

You can create the contract in the same or different template as the objects (EPGs and external EPGs) to which you
will apply it. If the objects that will use the contract are deployed to different sites, we recommend defining the contract
in a template associated to multiple sites. However, this is not strictly required and even if the contract and filters are
defined only as local objects in Sitel, NDO will create those objects in a remote Site2 when a local EPG or external
EPG in Site2 needs to consume or provide that contract.

AT F2 Create afilter.
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a)

b)
<)

Configuring Contracts and Filters .

In the main pane, select +Create Object > Filter.

Alternatively, you can scroll down to the Filters area, mouse over the tile, and click Add Filter.

In the right pane, provide the Display Name for the filter.
(Optional) Provide a Description.

AT w73 Create a filter entry.

a)

b)

c)

d)

2

h)

)

k)
D

In the right pane, click + Entry.

The filter entry is a combination of network traffic classification properties. You can specify one or more options
as described in the following step.

Provide the Name for the filter.
Choose the Ether Type.

For example, ip.

Choose the IP Protocol.

For example, icmp.

Choose the Destination Port Range From and Destination Port Range To.

The start and end of the destination ports range. You can define a single port by specifying the same value in both
fields or you can define a range of ports from 0 to 65535. You can also choose to specify one of the server types
instead of specific port numbers, for example http.

Enable Match only fragments option.

When enabled, the rule applies to any IP fragment with an offset that is greater than o (all IP fragments except the
first). When disabled, the rule will not apply to IP fragments with an offset greater than o because TCP/UDP port
information can only be checked in initial fragments.

Enable Stateful option.

When this option is enabled, any traffic coming from the provider back to the consumer will always have to have
the ack bit set in the packet or else the packets will be dropped.

Specify ARP flag (Address Resolution Protocol).
The ARP Flag is used when creating a specific filter for ARP and allows you to specify ARP request or ARP reply.
Choose the Source Port Range From and Source Port Range To.

The start and end of the source ports range. You can define a single port by specifying the same value in both fields
or you can define a range of ports from 0 to 65535. You can also choose to specify one of the server types instead
of specific port numbers, for example http.

Specify TCP session rules.

TCP session rules are used when creating a filter for TCP traffic and allow you to configure stateful ACL
behavior.

Click Save to save the filter.
Repeat this step to create any additional filter entries for this filter.

You can create and assign multiple filter entries for each filter.

AT w4 Create a contract
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ATy TH

a)

b)

<)
d)

e)

2)

In the main pane, select +Create Object > Contract.
Alternatively, you can scroll down to the Contract area, mouse over the tile, and click Add Contract.

In the right pane, provide the Display Name for the contract.
(Optional) Provide a Description.
Select the appropriate Scope for the contract.

Contract scope limits the contract's accessibility; the contract will not be applied to any consumer EPG outside the
scope of the provider EPG:

®* application-profile
*vrf
® tenant

® global

Toggle the Apply both directions knob if you want the same filter to apply for both consumer-to-provider and
provider-to-consumer directions.

If you enable this option, you will need to provide the filters only once and they will apply for traffic in both
directions. If you leave this option disabled, you will need to provide two sets of filter chains, one for each direction.

Note If you create and deploy a contract with Apply both directions enabled, you cannot simply disable the
option and re-deploy for the change to apply. To disable this option on an already deployed contract, you
must delete the contract, deploy the template, then re-create the contract with the option disabled to
correctly change the setting in your fabrics.

(Optional) From the Service Graph dropdown, select a service graph for this contract.
(Optional) From the QoS Level dropdown, select a value for this contract.

This value specifies the ACI QoS Level that will be assigned to the traffic using this contract. For more information,
see IPN 2{KT? QoS DEFE, on page 263.

If you leave this at unspecified, the default QoS Level 3 is applied to the traffic.

Assign the filters to the contract

a)
b)

<)

d)
e)

In the right pane, scroll down to the Filter Chain area and click + Filter to add a filter to the contract.

In the Add Filter Chain window that opens, select the filter you added in previous step from the Name dropdown
menu.

Select the Action for the filter.

When adding filters, you can choose whether to permit or deny traffic that matches the filter criteria. For deny
filters, you can set the priority of the filter to one of four levels: default, 1ow, medium, Or high; the permit filters
always have the default priority. For more information on ACI contracts and filters, see Cisco ACI Contract Guide.

Click Save to add the filter to the contract.
If you disabled the apply both directions option on the contract, repeat this step for the other filter chain.
(Optional) You can create and assign multiple Filters to each Contract.

If you want to create additional filter for the same contract:

* Repeat Step 2 and Step 3 to create another filter along with its filter entries.
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* Then repeat this step to assign the new filter to this Contract.

T TL I AR DRTE

ATy T
ATy T2

ATvT3

ATy 74

Cisco ACI Tlif, B —7 AL v FEZNLTHV T VI RAACI 7 7 7V v 7 OINBOF > K
T — 2 ~OEGEMNL T ET, ZO8RIE. X2V T 0 — b~y T EBERTIHEDIC
VBRI EA TV a a5 L30ut LA EPG D 2 SORELZMH L TERINE T,
ZD¥ 7 3 TiE, Nexus Dashboard Orchestrator GUI % {1 L C L30Out & 448 EPG Z B0
D HFHEZHDWTCHRA L £9, KIZ, Orchestrator T, 7> 7 L— M & BT 25 APIC V1 MIE
WTA T2 FEEMLET, Orchestrator 7> 5 L30ut Z1ER T 554 . APIC Tl L30ut =
VTF ATV NORPERSND I EICERELTLEEY, ZogAL, A hd APIC
T, B2 L30Out DR (/ — R, AV H—T A A =T 4770 hairnl) E
FATTHMERDH Y 77,

ZEAEDEE, L30ut 1L APIC LU TEAZER S 4L, £ D%, Orchestrator TERL L 725856
EPG (ZBS#fF 1T H 4L F 97, L30ut % Orchestrator 2> 5 {EAK L 7= VRF (2 ELEZREAT T 2 54121,
T 2T 2T S L ERIT,

1R HAENIC
« Creating Schemas and Templates (24 ~—) OFBIZHE->T, AF¥—v LT 7L — %
ERR L, 7o 7 L— M7 T b 2BV Y THLERD D 7,
« VRF OFGE (27 <—2) O@BIIHE-> T, L30ut O VRF Z{EKT 2 LE N H Y £,

WETHAX—~ T T L— MNIBEILET,

L30ut 2Bk L £,

a) [AF¥—~fmk (schemaedit)] = —"TC, [L30Out] = U 7 ECTFICAZr—/LL, +%227 U v 7 LTHL
VN L30ut ZIBN L E,

by HEOT v T 4 XA T, L30ut D [F-4 (Display Name)] # A1 L £,

¢) [R¥EIL—TF « >4 &ix% (Virtual Routing & Forwarding)] Ko v 72 7 b SelE EAERL L7 VRF
PERLET,

SIS EPG ZERR L 77,

a) [AF—~<imsE (Schema edit)] = — T, [4+&B EPG (External EPG)] = U 7 £ TR/ r—/L L, [+ &7
Uy 27 LT, HILWABEPG 227 V) v 7 LET,

b) AT T 4 XA T, A N FXATELT[A YT LI R (On-Prem)] 23R L £77,

HMES EPG DFEARM 72 7 08T 4 R ELE T,

a) Ao T a7 4 A KX—T, B EPG OEFAEIEELET,

b) [R*EIL—TF « >4 &85 (Virtual Routing & Forwarding)] K& v 7 # v o nk . el EER L 7= VRF
EERLET,
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B o sxamesons

ZhiE. L3Out [IZREfFIT 7 VRF LRI U THAVLENRH Y 97,

[+3> ;3% b (+Contract)] 2 V v 7 LT, 4N EPG 23> EPG &l 427200 a FT 7 b
ZIBMLFET,
TTIZar h 7 FEERRLTWAEAIL, 22 Tar 727 F2ED YL THZ ENTEET, F1
PSNDBE, BIEENERT A TFEDOI L R T2 ME, ZOHEICRE > TEV YL TEHZ ENTEET,
arv b7 7 hEEIDYTCOHEA
B AR T a S, F L U TCOINEBEPG IZBEST T B 3A12i1%, AN EPG ICBESM I B Tn BT+
Vb, 2T RNETERBEIRLET, FOMOT S Enbid, 2T FEER LR
WTL &L,
e hT U Nraria—<b LTOMNE EPG ICBEEMIT A5EI12i%. AR RMERED 3 |k
F7 BB CEET,

RTYTS AT VIRT7TY 7 O EPG X ET DA%, [YA b 24 7 (Site Type)]z (47132
(on-prem) ] ICERTEL, WMNFEPGOA T VI A Ta T 0 ZFEELET,

a)

b)

d)

[L3Out] kry 7 XDy A=a—nb, BIOFIETIER L7z L30ut 28R L 7,

G¥) TUo7FL—h L LEREY A Fr—L LV TL3Out BN TxET, A be—hL
LoV THNT EPG @ L30ut Zi% €35 Z L2 HER L9, ZhziToiaid, ¥ TohnT
WHY A RO TFOLEMOY A RARA—=TT o FL— h 2R L £, RIC, ST EPG 2R
L. L30ut #Z U Baft i 97,

[+% TRy b (+Subnet)] #27 Vw7 LTH 73y h&ZBMLET,
ik, YT xRy FEREV— MHEICER ST Ry T,

[Y7 % FEM (Add Subnet)] 7 ¢ > R T, 7%y hOT VT 4 v 7 A A LET,
V7 [J)L— M (Route Control)] 47 a 28R L £7-,

KONTNIOF T a1 D, FRITEHENTCE £,

« [T RER— b JL— F#IfE (Export Route Control)] XV, W— bt~y 7 ZHMZ LT, fRESNT

YT Ry N T T4 TR TN TV T 4 v 7 A% L30ut DT KR A XTED LD
WLWET, Zhbld, FikL—T7 0 7 OERAFITHO L3I0ut "oFE L7 Vv 7 4 v 7 AT
ﬁqo

0.0.0.0/0 7%y h&BIML, =7 AR~k — AT a v 2HMNCTHE, [EHITY
AR— k (Aggregate Export)] 47> a3 U MEHFREIC/2 D 9, TR D, o> L30ut 7 5%
BLIETRTONE T VT 4 v I A%T RREARXTEET, 204 T arz28hoFFicd
L& MO LOWNHFE LIET 740 b b= FDHBR IO L30ut 6T RANZ A XINET,

« [4 >R— b JL— R (Import Route Control)] 1X. AJj/L— b~ 7 Z%E LT, L30ut 5

T TV IICAVR—= THT VLT 4 v 7 AEHIELET, [42R— bk JL— MEITE (Import
Route Control)] (%, L30ut C/v—7 ¢ > 7 71 haLt LTBGP AT 2550 TE
i‘g—o
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AF—IDRT .

0.0.0.0/0 7Ry FEBIML, AR —h—  MlEIA T a 2680 T5 L, [EHAVR—
 (Aggregate Import)] 47> a U OMERFIREICZ2 W £9, ZHUuE, AJib— FEERE, =7 AKR—
~ v— Ml OGE & FIERICHERE L £ 7,

« [/ JL— HIfE (Shared Route Control)] 1%, 34 L3Out OfEFAFICHEHA S, S — 255
BLIET V7 4w A%, 2O L30ut ZfERT 50D VRFIZT AKX A X TEET,

HHL— MEA T a 2T D & [ERPERIIL— R A7 a UOMERFTRRICZ e D £,
MR LETHA, ZHUIETO200EKL— FF 7 3 Al TWET, 72770, 0.0.0.0/0 IS+
DY 7T F vy FTHATE £,

[4}&8 EPG %% (External EPG Classification)] 47> 2 VA ®INL £,

ST T 4T 4 ZORBEDIEPG IC~ vy B/ TE 5 K HICT51I2E, RESHEY 7Ry b
O [4VEB EPG [T D4VERH T+ v b (External Subnets for External EPG)] 47"y 3 V& A4 2T D0 H
NHYET, ZHIZED, NN HERy NT—2 7577V v 7 NTEZRSNTZEPGIZET H=
VRRAVIEICEF 2V T o R — (2 T2 ) AEATEET, 0.0.0.0/0 VT 4T A
WXL TZOT7 T 7 HAMNITHE, TRTOINBSEIED Z DI EPG O—H & WL7r SLET,

ZOFTvarEENITHE, [HEEF1 )T 14 KR— bk (Shared Security Import) |47 > = >
DEEFREIC 2D . 7Ry hvb VRE] QEAH—ER) TOMERFIOE RRA > b~DT 7 &
ADAREIC 72 D £7,

INODOWMBFOF T a TR, Tr/EBERIFIEmEa L T R L—LIZEWET,

RTYT6 77U K 777Uy 7 ONEEPG 2% ET DAL, [HA k24 7 (Site Type)]Z (777 F (cloud)] IZ
REL., SMBEPG D7 T 0 K 7T 4 ik ELET,

a)

b)

[Z7FUHr— 3> Fa7 74 )L (ApplicationProfile)] ke v 7 F o vt 77UV r—vary a7y
ANEERLE T,

[+ L2 %2®M:EMHAddSelector)] %27 Y » 7 LT, EPGDOZ 77U K= RiRA 2 kL7 X ZEB
L/i‘é—o

RTY 1 (FTvay) BRIN—TICZOIREPGE & D 256 1%. [BEY IIL—TIZE&®H S (Includein preferred
group)] F= v VAR 7 A F T LET,

EPG B 7 N—T D>\ Cix, EPGEILEI7NV—7 (197 X—V) 2R L TLEE0,

AEXFr—T DR

| DEIFERD AT —~ZAERLT D &, [¥ ¥ 28— K (Dashboard)] B LV [AF—~
(Schemas)] ~— Y Dl FICERRZINET,

INB2O0DOR—T T AIRERE 2 LT, BRFFOMIHE L A —~DRELZE=X
TX ¥£9, Nexus Dashboard Orchestrator GUI 2 [ L C, EHEINIZAF—~ R I —DRFE
OFEIIZT 78 A L THRETHZ b TEET,
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B 7 -tr700r0-—5EH

ToITL—hXTO) FO—EEH

—IERPHEREZ T2 L. T L= NNORILH A TOEED R DA TV =7 OB
DT aRT 4 —EICEFTEET, exE 47 V=7 bEfICERET RV IC,
[RIRFIZ 2 DLL LD EPG IZA 7 7 BPG iz CTE£4, oV —r 7n—%MH7T 545
G BRLETRTOL T V=27 MIRILX A 7 THAMERHY £, 72L& 21X, EPG &
BD #[RIFFICHEH 5 Lz TEERA,

BIRLT2A T V27 MTTTIZBIDO T BT A EDPHER SV TV DA, BHNZED ., Ehn
DOTaNRT A PHRELMETEEEINET, ZOMREICLY, T LIADT T L—Fh
VRVDAT V2l N TanRT o 25HWHTEES, VA hn—ArTuxF LTy KT
8T 4 OEF IV R— SN THEREA,

)

G¥) Z DOR%BEIX. Cisco APIC B L (XCiscoDCNM 7 7 7' U v 7 TOZY R — F I TWET, Cisco
Cloud APIC %+ FTiEZHHR—hFINTWEHA,

ATYTN FHIT 247027 bREENTVDAF—IIBITLET,
AT T2 FEDA U, BRI 2BRLET, RILXA7O4T V=7 FEEERIRTE 7,

Schema=1

@ Template 1

ATV T3 BHTHTRTCOFT V= FEFIR LT,
a) XYL AT VaroichD ] EEIRLET,
b) Fry 77X ns IHEHE] 2R ET,

BIRRDIATOFT V=7 NEBRLIZGA, Fry XX o il e (Bdit) 147 Ya vid#FoRans
v,
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olicies + Autosave

°

CANCEL - () CREATE OBJECT
Delete selected policies

A

o Edit

ATy T4 [fFEE Edit) 28T DE, Ko7 Ty 7MFoRanNET, BRLIEAT V27 b7 a7 0% 7
Ty hBRFRENET,

BIRLT2AT V2T bOX A TIZHESNT, ROTaRXT A 2BHFTEFET,

1. [EPG]: 7V vy RAL v, av 727 b, EPGX AT, 4277 EPG, BRI NV—7,
2. [ b35%2 b+ (Contracts) |: @i, 7 4 V¥ —F =—2, QOS L~ L,

3. [VRF]:IPT—% 7L —58,

4., [FTVw¥ KAA > (BridgeDomain) |: AL —FT 4 L 7L 75U —U—F 47 L2 A ML vF,
L2 A= A, R ALFXFY AN T7T579F 407, IPV6 R~ LF XYy AN 75
Fal BEEE T Ty T 47, DHCP R 3 —, 2=F ¥ A N )b—F 1 7,

5. [4M&8 EPG (External EPG) ]: =2 h T 7 b, #MHEPG ¥ A 7', BRI NV—T,

ATYTE TRTOT7 44— /L RERIRLEES, BHLET, [R1F (Save) | ZBINT D &, T L To - E s 3
SNFET,
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B 5 r~o7T—roayuc

Bulk Update

Property

EPG Type X  Preferred Group X  Intra EPG X

EPG Type

Intra EPG Isolation
@ Enforced

() Unenforced

Forwarding Control

&

Proxy-arp

Include in Preferred Group

2

ATYT6 EHERFTLL, T AR LR CTEET,

O Setemse1
Te PG Type
= e «-—m
@ rempte =
Temgn §
. = .
. o & on- Progars
wres s suer @ coman caer G- Fremises Proparian
—
-
D) dockcaton Probis s | - Tirctgen Doamsen
Sabeor o Crpate BOR)
- R
P—
e Garewy
Mo 4 . 2 [- TR
Uag PG
D Conmmn ot Yl
(8) Entorces
Lrertorced
© v - fermuraing Corves
)
i w2

Faerite Muncast Source

bate n Petomed (eon
[ e O Lol
Ustoneies

A ADTUOTL—FDENY HT

ZIZTHEH, VA MET L= R EEID Y THHEICOWTHALET,
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ATy I
ATy T2
ATFvT3

ATvT4

ATy T5

7oIL—tnri—saz=yy |

1R BHHIIZ

IDRF2 AL MOHIORZ v a T LIZX o, fERkEN=Y 1 Mok, BT X
%~7\7/7v—b\k;Uﬁ7/:7bﬁz%T¢o

BT 12U o7 7L —haEhAd—<ICBEI LT,

EOHA RAN=T, 4 MZEIV B TLHT7 7 L— FEERLET,

T T L — NOARIORIZH D [T 3> (Actions)] A ==— () &7 U v7 L, [Y4 +DiEM (Add
Sites) ] #EIRL £7,

[<template-name> ~DH A FDEM] U 1 > RUDBBHE ET,

[V4 FDiEM (AddSites) |V 4> RUT, 77 VL— b EERTIVA NOBOT = IRy 7 A% A
ZLET,

BIRLIET TV — b DX A7V A FEOY A MEERICEL > TE, —F DV A b &2E Y B-TIEHT
ERVWEENH DL LITEE LTS EE N,
e SR u— LT T L — BB TARGESIT. B—D7 7T KV A MIOBKREIND YK THZ LENT
=F7,

e T U T L— NEBEOYA MZEY B THEE, BGP-EVPN 7' i fa Lz LT, TR HD% A b
MOV A MR ZHESLT 2MERH D £, N—T ¥ A a8 Hild oA N EBIR L2
A A MBS 20T A b, F72IEBGP-IPvA 2 L CH A MEEER ML STV DA M
JU—FoREN, B Y TUEATEEEA,

[Save (RTE) 1527V v 7 LET,

—EIZ1OOT T L— FERATAO, BRTEL217512iF, A<t 120 A M7 v
T L— N EBEMTAILERDH Y FT,

FoTJL—brDIN— 3204

FUTL— FIMEESNATEONC, HLWA—Ta 0T 7 L— RMER SN ET, NDO
UG, T 7 L= DT RTCORELEDOEREZ, BEHEEELEFARICETIERE &
HICERTEET, DHIONR—T g VEBEONR— g U T A2 b TEE7,

HLWAR—=2 g VF AR —< LV TERLS T U T L—h LUV TIERR END 720, &7 v
TU— M EEBNIERE, g, a— Ny 7 TEET,

TrT = N=V g U ROV TR L OE B S E T,
e T RTHOT T L—h N—T 3 1, peployed F721F Intermediate DWVT T,

Deployed — VA MIEREINZT T 1L — D=V 3,
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| IEEDZE I

2x

ATy T
ATvT2

ATvT3
ATy T4
ATy TH

Intermediate—%ﬁj‘ﬁ J:U\{%T?éﬂf:i)\ YA b GC%E‘Q éﬂfl/\fcﬁl/‘? U L— hDN—
Yal,

e T L— T EITHEK 20 D peployed /N—3 = & 20 D Intermediate 73— 3 & 1)
DTHRFETEET,

20 /N—T 37 ‘/@%Uﬁﬁ%ﬁié%ﬁbb\ Intermediate /N—373 Vﬁ)f/ﬁﬁkéhé L. %%glﬂ
BEAFED Intermediate 73— 3 L ONH! ﬁ?éﬂij—

o T L— FAEE éh\ %ﬁbb\ Deployed W= g UNMERRESND &, TTD
Intermediate 73— 3 Vﬁ’ﬁ”[‘%éﬂij«o %ﬁ LW Deployed N—=T g UN20/3—T 7 il
RAEHEZ5E, &b EWBEFD peployed N— 3 UBHIBRSIVE T,

o N—=T g UileoldenD X T HEAITTH, BRIESNTWET T L— h X—T g OFITIE
WELEEA,

e T UL — N LICEHIREDONN— g AP R— N L TWELRETO U U — 205 B
T o7 T L—RTE8E,. BEOTRTONR—=U g VFE0FEFEHRY £,

7 ‘/701/*‘ k 73)%5% éﬂff%ﬁji fC@i)ﬁEﬂ éﬂé <1: . 20 Deployed BT 20 tntermediate
Ag—=NEHR D=V a E, ERROAL—ITES THIBRESNE T,

5FoTL—Fk

Eﬁ@ﬁﬁf‘?VTV—F@ﬁf®ﬂ~yaVVTﬁ~W?VJ®$7%HT5’&ﬁT%
i‘d— 71‘;.& Z jf *ﬁnﬂiéhﬁ_ EVCE&HLA\ IJLA\ %J:U)Eﬁﬁ éﬂf;j\_:\/a /%Tﬁﬁ_
wh\j%@ﬁ%% BIRTEFET,

Cisco Nexus Dashboard Orchestrator @ GUI IZw 274 > L E 7,

EROF e~ gy A=a—7T, [7TU7r— 3 U EHE (Application Management) > [R F—< (Schemas)]
IEIRL £ 7,

RRTDHT T — b aGqeAXx—<%&7 ) v 7 LET,

[AF—~ (Schema)|£'=— T, @ T 27 7L —Fa@RLES,

TUTL—brDOT v ay (L) A=ma—nb, [3—ILTrE LTERRE (Setas Golden)] &R L £,
TUTL— ERT T THITFENTWEEE, A7 Y a L [d—ILT > OHIER (Remove Golden)] (228
FEN, BEOR—=Ta v hb X 7 EEIRTE £,

AT ENTAA—=V a0tk T L= bRV g VBREETTAZ =T A 2 TRENET,

BEQRT L UMD/ — 3 VOB

ZIZTIE, T L= bDURION—=Y a U EFIRL, BUEDONR—Y 3 0 L T 5 7B
WTHBALET,
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| 7705 —vavEBEEUT7TY v YY—2R
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AT w1 Cisco Nexus Dashboard Orchestrator ® GUI {2 a 7oA > LE£97,

ATwT2 EROF e —vary A=a—7T, [7FT) 45— 3 V&R (Application Management) 1> [ R &—< (Schemas)]
IR LT,

AT T3 BRTIHT VT L— 250 AT —~%27 Vv 7 LET,
ATY T4 [AF—~ (Schema)|E' = —TC, BT HT7 7L —FE@RIRLET,
AT TS TUTL— DT vary () Ama—hb, [BEDRT (View History)] 23&R L £,

TEMPLATES ®
o O -
SITES Set As Golden

Add Sites

Clone Template

Restore Version

o View History

ATvT6 [/3— 3 VR (Version History)] 7« > K T, IR IR ATV ET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .



TIUr—avEBELUIF Iy yy—2 |
B Erozreumios—varonsn

Version History X

General Information

@ Schema © Template © Tenant
versioning 1 mso-tenant1
Versions

a' Golden Versions ° Deployed Versions

439 ® ?

+ Added (34) - Deleted (2)

Version 2 Version 4
1 policies | 0 sites 2 policies | 1 sites

2 “siteDelta™: {}, 2 "siteDelta": {

2 aCREE

~ Click to expand 4 “anps”: []1,
5 "bds”: [1,

5 "bds": [] 6 "contracts": [1,

7 "externalEpgs”: [],

v Click to expand 8 "intersitel3outs": [],
9 "networks": [],
10. "serviceGraphs”: [,
T "siteId": "61@42fa6la7b8cBabZalabed”,
12 "templateName": "t1",
13 "vrfs”: []
14 }
15 3
18 "bds™: [
19 i
20. "arpFlood": true,
2 “bdRef":

"/schemas/610450571f@@eease30540af/templates/t1/bds/bd1",

22. “dhcpLabels™: [],
23. "displayName": "bd1",
24. "intersiteBumTrafficAllow": true,
25. "19Stretch": true. i

a) [T—ILT /8= 32 (Golden Versions)] = v 7Ry 7 A% AN LT, LREION—=Ya DU A
a7 4N0H U7 L, Golden E LT —7 ZINTW2ZDT T L — b DNN—=U a3V OHREERRL
5

[Golden] & LTOF L — DX ITFHFIZOWTIZ, #Xv 7 FoFL—F (48—) %%
L TLIEEN,

b) LHION—=Ya DYV ANET 4 NZ Y 7L T, 4 MBS TWZO7T 7 L— hD/—
Va DR EFRT DI, [BEFEH/ N—D 3 2 (Deployed Versions)|F = v 7 Ry 7 A4 N2 LE
j—o
FLWT U7 L—h R"=UaE, 77— IR EREIN, AF—vPREIND-OITER S
£9, HOHMARTYA MCEBRICEBRENZT L= FDONR—=T 3 v ORZEFRTH LI ITEIRT
%i‘g‘o

) BEDNN—=Varuar Uy LT, BfEONN—V a7,
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ATy 71

paong s—var~ogx [l

BRI RN—U a3, W7 7= bOBIEONR—V g v LS Ed, [d—ILToIN\—D 3
> (Golden Versions)] £7-1% [BAFH/\— 3 > (Deployed Versions)] 7 4 VX AL TY A b &
TUNE) T UEHATH, BAFAHELIZT—AT U E LTE T ERTOHARVWEATE, Bl
EDNR—=T g UNFICRTRINET,

d) [MREEN] 72Dy A2ES & N=Ua YOMERH LAER AR MNP RREN
£,

[OK] %227 Uy 27 LT, "=Varv@EiEy > KUz TET,

LEIQORFE/N— 3 o~ADETT

&
ATy T2

ATvT3
ATy T4
ATvT5
ATv 76

ATy FT17

ZIZTiE URIOAR—=Y a7y L— b EETTDHECOWTHBALES, 77—
M I EZT A, ROA—ADNEASINET,
A —Fy A= g UNFEELRWA TV 7 R EBBR L TWAERE . BB EIIEr T X

NEE A
o =2y hX—=T g UINDO TEH EINZR2L o2V A FEZBLCWDIEE, Hook
fEIXEF T ENETA,

cHIFEDNR—=T g N, B—Fy b=V g UNEBEENTW AW DL EOY A MR
SNTWDEE, Eaa BTSN EREA,

FULL— FNELICETHNC, TTENLOHA MWLBIEDONR—Y 3 o EREERT
VBENRH Y F5,

e B —Fy h A= g U, BIEONR—a UREBENTWARWI DU EOY A MZER
SNTWDHEE, Eaa BT SnE,

Cisco Nexus Dashboard Orchestrator @ GUI (22 71 > LE£7,

EROF e~ gy A=a—"7, [7TU7r— 3 EE (Application Management) > [ R F—< (Schemas)]
Vi N D= S I

RRT LT T L— e AFx—~% 7 Vv LET,

[A%F—~ (Schema)| B2 — T, ERT L7 7L — TR LET,

[72 3y (Actions) 1 ([.]) A==—56, [A—)L/Av % (Rollback) ] %#EIR L £7,

[B—JL/X¥y D (Rollback) 1V ¢ > R T, HILT DLURION—2 5 »OWTANEERL £,
[T—ILT > /A= 3 > (Golden Versions)] F = v 7 AR 7 A & [BEFA/N\—2 3 > (Deployed Versions)]
Fxy IRy Z ZAEHP LT, X"=Ya DI A NET 4 NVE Y T TEET,

NR=Va v EBRTHE, ZONR=Ta DT FL— b REELT VT L— hOBUED A= 3 & il
TEET,

[T (Restore) ] 2#7 Vw7 LT, BIRLIAA—Va 28T LET,
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B 7 —trorea—rx

DHIONR—=T g &5 e, BIOFETHEINLIZARN—Va VERILREDTF LWWR—2g 00T 0
U— FMERRE I E T,

72 xE. O T L — NN —=TU g U N3 T, N—=Valr 2B EITTHE, N—T g MERESH
FT, N=Tar 2DFRELRELENLTY, BesHilT 2123, 77— b=V a VERES
L, BIEDRFN— g V EETGEGER L=V g U a i L E T,

T L — DL Ea—EERE (BEEH) NEMGCR->TEBY, THU L MIT oy L— 2 REBET S
72O OWEE RMERN S D551, Hr Lo —vYa v R TEET,

7272 L. BEGIENERDC 2> TWAEEIE. ROL IR F1,

cLIBNCEB LIZNN—V 3 VICRL, THY Y MIT 7L — b EBERT D700 E LWERN G 535
LT, TCICTF S L— MR REBTXET,

cLVRNZEB SN TW o=V a VICERTHA, ERE3T7Iv MeT 7 L— N2 ERT A7
WO R HERRN 2 VAT, s N—T g VERBBTARNCT T L— F R AR S
VBENRH Y F9,

L a— AR ot T 5 EMERICONTIE, 7o 7L —FDLEa2—L7ER (52—)
trvarEBRLTLIESN,

T L—FDLE 21— & KER

JY—2341)TiE, 77— hrDLEa— AR (EEEH) OUV—27 70—0HKR—h
MEMENET, ZHIZk, 77— FOKEE ., LEa—fYE KRE, BLXOT
TL— FOEAFIIEES e —VEFREL, £, A LZRENMRGEY 2 & X & fEFIC
NATEDLLOITLET,

T U7 L— FEEHEIE, NDOUILND D, B LT v 7L — hD L B2 —%FRTEET,

ZO%, LEa—HYFIEX, TV — FOTRXTORELHEDBREL | FENWOEE L72h
BT AEREERTEET, ZOREAT, 707 L — bOBHEDONN—V 3 U B AR F2I1TE
BTEES, 707 b= MRENMESINTHGE, 707 b — MREFIIVLEREREZITV,

VEJ%%ﬁgﬁ?%iﬁ TUTU— ERKRBIND & EEANEDO R —/LERFO— )N
A MIBETEET, BEORE LT, BAFBIPAREAT > 7 L— FOEALES

L., bEa— 7R eRNORVET I ENTEET,

J—7 70— IA%—< L YLTIERL TV Lb— K LYULTEITEIND D, T 07 L—
N2 EBNCERE . MR, KR TE ET,

\}

GE) LEa2— LB O U —7 7o —%, NexusDashboard TEFZEINT-2—V 0 —VIEHFET H7-
O, ZOMEEE M 3 5121%, Nexus Dashboard U U —Z2.1(1) U\fsrp%iﬁﬁ‘ébg#% hFE
9, Nexus Dashboard V) U — A 2.0.2 C Nexus Dashboard Orchestrator Z BB L7=354&. 77~ b
T —L%ET v 7T L—RTLHET, & AROWERITENIZR 0 £,
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TUTL— FEBEHOEMIE

T L — FNOREL EBRICHR EARO U —r 7a—Z 94 5121, Nexus Dashboard
Orchestrator D3 AT LAFRE T DERREZBINITHLERH Y 97,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUL 21 71 > L9,

AT T2 EROFESF—vay A=a—T, [41 275X 5% F+x (Infrastructure)] > [ X T LDERE (System
Configuration)] % &R L £,

AT w73 [ZEHI#E (Change Control)] # A /LT, [#R&E (Edit)] 7 A 2% 27 ) v 7 LET,

AT v 74 [ZEEHE (Change Control)] 7 ¢ > K7 T, [ZEE#H{##~—% 7— (Change Control Workflow)] & = » 7 7R v
I R F AT LT REZ AN LE T,

ATvT5 [&BE (Approvers)] 7 4 —/L RiZ, 77 L — M ZEBRT LRIICKLE R —BEORKRBOHE AT LET,

RTvT6 [fRTF (Save) 127V v/ LT, EENEZRITFLET,

Create Users with Required Roles

Before you can use the review and approval workflow for template configuration and deployment, you
must create the users with the necessary privileges in the Nexus Dashboard where the NDO service is
deployed.

AT w71 Log in to your Nexus Dashboard GUI.

Users cannot be created or edited in the NDO GUI, you must log in directly to the Nexus Dashboard cluster where the
service is deployed.

AT 72 From the left navigation menu, select Administrative > Users.
AT w73 Create the required users.

The workflow depends on three distinct user roles: template designer, approver, and deployer. You can assign each role
to a different user or combine the roles for the same user; users with admin privileges can perform all 3 actions.

There is no pesigner role predefined on Nexus Dashboard, so the designer duties are assigned to any Tenant Manager
or site Manager user with write privileges, in addition to the default admin user role:

* Tenant Manager should be used when the designer needs to make changes to templates associated only to a specific
tenant (or a subset of tenants). In this case, the user should be mapped to the specific tenants.

* site Manager should be used when the designer needs to make changes to templates that belong to different
tenants.

In contrast to besigner role, there are pre-defined approver and Deployer roles on the Nexus Dashboard that can be
associated to the users. approver and Deployer roles are not bound to specific tenant(s) by design. However, when
creating a user role with both designer and approver (or designer and deployer) rights, follow the same guidelines as
listed above.

Detailed information about configuring users and their privileges for local or remote Nexus Dashboard users is described
in the Nexus Dashboard User Guide.
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https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf

FIN—La v EBELUTF T vs YY—2 |

B 7-roreai—cxzoEk

You must have at least as many unique users with approver role as the minimum number of approvals required, which
you configured in 7 > 7 L — NAGREMHO G2k, on page 53.

Note If you disable the Change Control Workflow feature, any approver and beployer users will have read-only
access to the Nexus Dashboard Orchestrator.

TUOTL—FDLEa2—EREBEOEKR

ATy I

ATy T2

ATvT3

ATy T4
ATy TE
ATvT6

ZITHE, 77— DL Ea—LAERREERT D HIECHO W THBALET,

188 BRI

Vka) ?6 @Z}S‘L[Z‘g“c“j‘o
BEMO 7 v —NVEREEAIC L (T o7 b— bEREHEOAME (53 =)
=2

s ERHET— /L L RMET — /LA HH L TNexus¥ v v a2 AR — R T2 —HF 2B E 2 IXEH L
7= (Create Users with Required Roles (53 ~X—737) # &) |

1 DUEDORY —REEZGLT 7 L— FEAERR L, 1 DL RO A MZEID BT,

Fro b R =Ty, A b vx—Vr, EoidEmE o —/LEFFO2—H — L L T Nexus Dashboard Orchestrator
GUlIZr 7 A LET,
Fhr b wx—Yy B EE DY TGEIE, 2= —%27 7 MCEENTET,
Ya b wx—Ur FEHEE v — NV EHFH L CWEGEEIL, ZOFIEEZAF Y 7L TLIEEN,
FFr b wx—Yx B EZEID Y TLHEAF, 22— —NEHRT R EDT 7 Moo —F—Z i)
LILELHY £,
a) LHMOFEr—varAma—inb, [FTV7r— 3 0EE (Application Management) 1> [T+ ¥
k (Tenants) ] Z&IRL F7,
b) —V—REHTLT I M EEBRLET,
¢) Nexus Dashboard TIERK L7= 7 A F— 22—V —DRICH DT = v IRy 7 A& AN LET,
d) ==V —PEEFTLMOTXTOTF > MZOWT, ZOFIEEZEVIRLET,
EROF e —ar A=a—"7T, [T 45— 3 UEE (Application Management) ]>[RX F—< (Schemas)]
PERLET,
KBEHERTHT T L— b e B0 AX—~E2 7 Vv LET,
A¥—vbEa2—T, 707 L — hEEBRLET,
AA 2 XA T, [ABDT=HIZFEE (Send for Approval)] =27 U v 7 LET,
[EZED1=IZE1E (Send for Approval)] R % %, ROBAICIIEATE A,
« T u— N VEBREA T Y 3 U RENT o TR
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« T U T L= NMIRY —EN RN, EOYA MIHEID B THIATHRN
c 2—FIZT T L— NERET DR A

« T U7 L— MIKRBOTZDIZT TITEFEENATND

« T U7 L— KR E VI Lo TG Sz

ToTL—FDLE2—¢EXKER

&
ATy T2
ATy T3

ATv74
ATy TH

ATvT6

ZITEH T L= DL Ea— LARRBEERT D HIECONTHBLET,

48 HHEIIZ

RO EDPLETY,
TKREMO 70— NVEREEZANI LI (77— MERBEFEOA ML (53 X—)
M)

ARE T —/L L EpEE R — /LA L CNexus¥ v & 2 R— R Ca2—V ZAERLE 72 ITHH L
7= (Create Users with Required Roles (53 ~<—737) Z#Z&M) |

1 DULEDORY —BEEELT L — M EER L, 1 DL LDV A MTEY YT,

e T UL — DL E2—LHKEROEER (54 X—) [ZEHINTWEEHIZ, Ax—~
TF 4RI LSTT UL — bOEBRNERENE L,

K% (Approver) FIZILEFE (admin) B —/ /L& FFO2—H & LT Nexus Dashboard Orchestrator GUIIZ 7 27
A LET,

EROF e —vay A=a—"7, [7TU7r— 3 EE (Application Management) > [ R F—< (Schemas)]
Vi N D= S

R L CHEBTOT T — 2B AF—~%2 27 v/ LET,
AF¥—<bEa—T, 707 L —hEBRLET,

AA A T, [EER (Approve)] 7 U v 7 LET,

FTTIT UL — FEKREAITHES L TWAESIL, 77— T TREFEZITV., RO~
DIZT T L= EFHEETDHET, ZOFTva IR RENEE A,

[T > 7 L— bDA&EEE (Approvingtemplate)] 7 « > RO TT > 7 L— b &8 L, [&EE (Approve)] 27 U v
7 L\i—é—o
RHEEIZIE, 77— "3 A MCBET 2T X TOEERERINET,

[N\—2 3 VBEDORR (View Version History)] 227 V v 7§25 & TRpN—Va V@EEE N—Va v
M TITONIEREREEFRTEET, N—=Va VBEOFEMIZOWTIE, BEOFKIR L LFION—T 3
YO (48 ~—) AL TIIZEN,
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[EBRAEtE (DeploymentPlan)] 27V v 27 LT, ZOT 7 L — FbEBENDFHED AL E XML %
ForTHZ LT ET, [EBAFHE (Deployment Plan)] & = — DOEEIL, HIERER STV D EEDFR

(72%—2) THBLE, $TIEASNTWAST 7 L— D BB E = — (Deployed View)] (22 T
£7

_— O

Tl —FOREHR
TZTHEH. FHLWARY —F T EHESNTRY S —FACI 7 7 7Y v Z I 2 EICH
WAL £ 97,
IR HHIIZ

TORFa2 AL FOFIOEZ Varyr THBALEL YT, RSN A M, BT AR
F—<, TUTL—h, BLOAT V=Y FRMETT,

TrTL— DL Ea— KR (52 =) THALTWD L OIC, 77— hOER
HKRDBAINZ 72 > T DIGEL, BERBOAREICL>TT 7 — BT TR SN T
WDMERH D T,

ATYvT1 BHETLIT VT L — B AX—vICBEI L ET,
RATv T2 EOYA RA=T, BRTLHIT 7 L— hE2RRLET,
ART9T3 TUo7b— MRkt 2 —0OFf LT, [BH (Deploy) 17V v 7 LET,
The Deploy to sites window opens that shows the summary of the objects to be deployed.
RATYyT4 T L— MCERZMATYaE, R MR L O LW 2 M8 L £ 7,

RN Z 07 7L — BB L2, TRURICER 2 M2 TWRWESIE, [BE] ORI LT 2372
WZ EPRESN, T — MEEREFRRERT 5 Z L 2B TE £9, Inthis case, you can skip this step.

[PA MR Y 1> RoiZid, 4 MBS DR OEOMENERREINET, RORT Y —
T a v M, Site2 OBEFFD EPG ( EPG1-S2 ) IZTHEE KN 2B MT 2 el Z R L TWET,
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Deploy to sites X

View Version History Deployment Plan j

Modifications
+ Created / Modified W Deleted Config Drift

Object Type Name Sive2 (ACI) 5.2(2.138a)

EPG EPG1-S2 / Mpdified
‘ Contracts
>1-EFT-consumer

M BERT (kA (Created)]. [AEH (Modified)]. 3 XN [HIBREA (Deleted)] Fx v Ry 7 A%fE
HALCbEa—%27 402 ) 7352 LTEETN, [EBRDeploy)]z7 VU v 735 LT_RTOEFENE
BIENDZ LITHEEL T EE N,

TITIE RO EHBRTEET,
* View Version History, which shows the complete version history and incremental changes made between versions.
N—=2 g VIBROFEMCOWTIE, BEOERELURIONA— 2 VOl (48 2—) 2BBLT
=N

* Check the Deployment Plan to see a visualization and an XML payload of the configuration that will be deployed
from this template.

ZOMRBIZK Y, T L — NMIAEFEMAT1 DL EDOY A MZT 7 A L7=1%IZ, Orchestrator 73
YNFHA RN RAAL DO THLIIESERT7 77 Vw77 a = VT HHROLETE X
D K<k TcE £,

T — eV A MERITINZ DRI FFEDELD Y R k% 5] i & f2t L TV 72 Multi-Site

Orchestrator OLARTO U U — & L3720 | RBEHFECIX, 7o 7L — FOREBEICL > TIEER

Ty 7V v I BRI Y a = S ENET_NTOF TV =7 MR D iiEnigit s n

F9, L xE, BEERNRICE-oTL, FEOLEEN 1 DOV A FOAICHEHAINIZEETH, vy

R F 72l NBEEOY A MIERSNDHEERH D £,

GE) T —rEFFaAT5E0C, ZOXATy I TR EINTWA LI, TFa AL Ak
TIUEFER L TCEFR 2RI L 2BEIO LET, MRAEFOHRTHZRESIT, BXL
TRVMERRAE B O REBRAIC X DIBTERI R =7 — & O T OITENL B E T,

a) Click the Deployment Plan button.

AIDAT v 7 TR LTIEO LRI UBERT D &, HEEZONRT A L2 OGO EPG IZBMESvE L
7= BEHFETIL. A b2 ~OLFOFERE LT A M LICERESN2EBMOEERHD Z & b
%‘}jﬁ“(v% ij—o o

b) ERANZY A bSnioh A P TEHEEZHERLET,
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SR S AL FLBINZ ZE-SUN T, Orchestrator 239 A S 2 @ EPGIZIBII L7z N7 7 MIE R v
R A7 baeYA b LIHERT S ZERbnD £9,

Deployment Plan X

|
1
|
|

@ Schema @ Template ©® Tenant

Tenant-EFT Schema Template-S2 Tenant-EFT

Created | ODeleted Modified Shadow

View Payload

AP f
QO Ter £

¢) Repeat the previous substep to verify the changes in other sites

TR, B (CL-EFT) 29 A h21CEY YTz & X2, Y1 k2 D EPG (EPG1-S2 ) ([ZHIZRAGIZN
RTERE MOH A FDEPG(EPGI-S1) DY RU A7V =7 MR TEEd, . Z0EN%
LT ET,
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I Deployment Plan X
|
|
@ Schema @ Template @ Tenant
Tenant-EFT Schema Template-S2 Tenant-EFT
Created (Deleted Modified Shadow
—
View Payload
¥ St F
APY
EP(
OTe :
&

d) AT a N[ Mue—ROFR%Z27V v 7 LT, &Y FOXML XA B—Re£RrLET,

FHBLOERE SN AT V=7 POBERBHRIUTINZ T, VA FOEHEOA v — FORREZE
RIHZLHTEET,
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Post Preview X

<polUni>
<fuTenant name="Tenant-EFT" annotation="orchestrator:msc">
<fvAp name="AP1" annotation="orchestrator:-msc-shadow:no">
<fvAEPg name="EPG1-52" isAttrBasedEPg="no" pcEnfPref="unenforced™ fwdCtrl="" prefGrMemb="exclude" hasMcastSource="no"
prio="unspecified” annotation="orchestrator:-msc-shadow:yes">
<fvRsBd tnFvBDName="BD1-52"/>
<fvRsCons tnVzBrCPName="C1-EFT" annotation="orchestrator:msc">
</fvRsCons>
<fvSiteAssociated siteld="1" name="msc-local">
</fvSiteAssociated>
</fvAEPg>
</fvAp>
<fvBD name="BD1-5S2" arpFlood="yes" intersiteBumTrafficAllow="no" OptimizeWanBandwidth="no" unkMacUcastAct="proxy"
intersiteL2Stretch="no" mcastAllow="no" hostBasedRouting="no" vmac="not-applicable®" mac="00:22:BD:F8:19:FF"
unkMcastAct="flood" vbunkMcastAct="flood" multiDstPktAct="bd-flood" unicastRoute="yes" annotation="orchestrator:msc-
shadow:yes">
<fvRsCtx tnFvCtxName="VRF1"/>
<fvSubnet ip="10.10.2.254/24" scope="private” descr="" ctri="no-default-gateway" virtual="no" preferred="no"
annotation="orchestrator:msc-shadow:no">
</tvSubnet>
<fvSiteAssociated siteld="1" name="msc-local"> k
</fvSiteAssociated>

</fvBD>
</fvTenant>
</polUni>

e) EHEOEBMNET LD, [X]7A 2% 27 U w7 LT [Deployment Plan] [ % B U £ 9,
RATYTS [P MNZTTeA] U4 RUT, [T70A1%2 0w LCT T L— a7 7m A LET,

T L— NOREBEER
ZIZTIE, A b T — M EIBEERT B HFIEIZOW T LET,

1R BHIIZ
e T UL — FERBIZERLTHLL, T L —MIEEZMA TN L 2R L E
7,

RBRICBESNERICEREINET 7 L— bR T L. T b— MR
NeATV=7 bDky b, T 7 b— MIERLMA T BRICEREBRLE S L7254
TV bRy FERRDLTCO, RENTNLDAREMNDH Y 7,

ATY TN BHEEGT AT L— S A —~ AR LET,
ATFw T2 [H4 ; (SITES)] O FOLEMDY A RAA—T, BEEZMHEET LT 7L — R @R L £,
ATv T3 FUoAL— NEREMERL T,
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Common Schema

€@ Common Schema 4
A Site
IEMIFLALCY C 0 Telﬂp:ate_Slte'l ’
Tenant: commaon &
€ Template-Sitel
| C
€& Template-Site2 FILTERS
y
€ Template-Stretched y
SITES () o pe
@ Application Profile €
Site1 5.1 ~ &
g Template-Site] o 4!"
" . 4
* Open APIC =
_ v
Si Undeploy Template o Contracts y
o Template-Site? )
(
= Template-5Sir.. A
' @ vnrs A

a) TUTL—bOMICHD [FDMDA T 3> (Moreoptions) (.. )] A==—%27 Vv 7 LET,
b) [Tr7L— FDERER (Undeploy Template)] 22 U v 7 L £,

HA oD T T L— ORBEERM TR

B ERETIZ, A P T 7L — VoOBEMITEHERTAIZ b TEET, 2K
D, NDO 6% A MIBBESNEREEZRFEL2NL, AXx—~DT7T 7L —heH A bD
BEAHT AR CE T, BEYSEA TV 27 FERY —DAEWEN NDO 24 hd=z
yhe—JIZBINnET,
IR&H BEIIZ

T UL —hEEFDORENYA MITTIZEBAEIN TV ALERH Y 97,
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e T UL — NI, B—DV A MIORERR L, A FETER LAWVWE )T A0END
D \ij—o

T UL —MNTERINAT V=7 ME, OV A FOTYy RuAT7V=7 FELTE
B L2V TL &V,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUL (2w 71 > LE 3,

ATw T2 ERIOF S~ ar A=a—7T, [7FT) 75— 3 UEE (Application Management) > [ R F—< (Schemas)]
Vi N D= S

ATy T3 BHEMNTEMRERT 5T T — G AX—~E 7 Y v LET,

ATV T4 AX—~ Ea—7T, BEMTEMRTI2HEDY A FOTOT 7 L— FERIRL ET,

ATY s [7U 32 (Actions)] A ==—05 [T 7 L— FDEES T2 (Disassociate Template)] 2 #24R L £,
ATYT6 RV 4 KT, [T 23 DO (Confirm Action)] #27 U v 7 LET,

HEDIELDOE

APIC R A A NZHEBRITEM SN =3 E DS, Nexus Dashboard Orchestrator T% D K A A % L
TERINTERELRRILGERHV ET, ZNOLOMKOR—HL, BROILLDE
(Configuration Drifts) ] & M-EAL, ROKNZRT LI, AF—< Ea—DT7 7L — 4
DRI ADEE A TORENET,

5:
BdSchema
@ BdSchema
, Overview
EMPLATES
@ Template 1 General /
@ Template 2 Name Description
BdSchema
San-Jose 4.2(4i ~
9 Template 1 .
Sites
Vegas ( g
Health Type
v Template 2 © jeall (0)
® Warning (1)
® (2)
Min (1)
2 ©
Total Mejor ©
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WEDILTLOX L, SEIERHEHTHEAETHIARERD Y T, HROEL X ERT S
OV BEREROFINEL, FOFRRICL > TR £, bR T U 4 & FOfRk
RERIRLET,

*NDO THREMNLEEINT- : NDOGUITT > L — haZEH+TH L BEEY A MNIERH
TAHETIE, BEDITHHDX L L THERINET,

DXL TOREDTNEMRT DIT1F, 77 b— b2 R L TEEZ Y4 MTEAT
B, AFX—~OERZTICRLET,

cEREMNY A D APIC TEHELZEE SN : NDODOEBRINIZAT V27 M, 1k
D APIC TEET Ao ETFANTOREINET, BHa—V— REDOTHOFRIZK
L., 5l BH A2z bnET,

N

G¥)  APIC THAZ V=7 REEINH7=NI, APIC 1% Nexus
Dashboard Orchestrator {22 X5 LET, @HEZFET S L,
Nexus Dashboard Orchestrator |X 30 D ¥ 4 ~— % Bl L (S BT
BHANELS DEHFLET) . FOLI R F A ~—DHIRNYIND
& APIC ~®D APIFFOMH L 2 FAT L T, iz %[5 L7729 X T
DAT Y x 7 MIIMZ BN ERICET MR A IS L E
¥, T XY, Nexus Dashboard Orchestrator X, L 5H DA
YVl MRERINTVDLTRTOT T L— FO ULIZIEHD
EOVURNERRTEET, ZOMEOHE—DHIIMNE, Nexus
Dashboard Orchestrator 23, #fEDT 7L — F CERZSIN-A T
Tl hOTRT (EFE0 Ty ) OEEERERT 5%
ETT, ZDHE, 60 F0H. Nexus Dashboard Orchestrator (%, %
NODORFEDF TV =27 MBI LT APIC 7> 5545 L7285 %
L, ZO/RE, ULIZEL2E DY U RLVEAR IR TEERA,

*NDOREMN/NNY I Ty TOBETENT: - NDODNRY I T v T NEREEETTS &
Ny T o TIMERENZEEDAT V27 FEZOREDLNE TSN, Hxshizi
ETHBICHEBAINETA, TOD, Ny 77 v FHPMER I T DRERRIZZE RN
MZ 5i. APICIZIEB SN HE. No 7 T v 7 %E51 5 SR OIE LS &E MER S
NHREMERH Y £,

*NDO BFEIE. HWWY Y —RATHEREINE=AYI Ty IThbETINE  HFLWLWI U —2
T, UHIOV V—RATRHIR—FEINTWRD»oT2A T V=7 s a7 o OWR— bR
BMENTZSGE, 607 a T LI ZXs TRENTNDAREERH Y £7, @, 2
i, ¥4 PO APICGUI TH LW 7 u 3T ¢ DSEHEE E X1, Nexus Dashboard Orchestrator
DOREENRT 7 4V~ BIRDGEITHELET,

*NDO DLURFID Y ) —RADOBT7 v T L—Fahtz: 2OV F VAL, HrLntr7o =
N 7aRXT a BEH LAWY U =R TEMESNTHSEIC, BEFOREN T TV D A[REEN H
5.  iOTF AL THET,

NDO U U—23.6(1) LI, 77 L— MIKLT NELHOXOFE) vV—r 7o —%%E
TLT, Eo DR Z L VFEMICHIEL, X602 T80T 5Z 8%k
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B zozcoz0mz

B LET, ZOHREHERIZ, 0B a T LETRTOIELHSXDTF ) A
WHINET, NDO3.6DH LWIEL X DOREY —7 7o —OFEic >\ T, LTFO
MEROIESSXD|K) v/ a 2B L TN,

HEDIELSDODEDHE
NDO U U —& 3.6(1) Ti%. Nexus Dashboard Orchestrator CEFE 1727 > 7 L— MERk L, <
NFHA N RAAL DY A NGO APICa Y hr—F —TL U&7 T % g
AEDICETTERTLOXPFKY — 7 77—V R— FBRBEAINTWHET, 2Ly,
B oIE 5 >& (% Y, Nexus Dashbaord Orchestrator £ 7213 APIC TEEATHOIIZZEE) D
IR Z L0 fgIciEcEx, LTOFETHHATLLOIC, Eoox 2T 5 ke 21—
P—ICBINS D ENTEET,

A\
GE) BIR LA S L WGAIE, AF—~Z U THERS Z R TExET, 2L, T

OERNFREINE T, HEIZS U T, [Reconcile Drift] 7o —%®HE M) HF—T&E 7,
[R1F (Save) ] 721X [JBBH (Deploy) | AR ¥ v & BIR LIZFEICOMR, AXF—~<NMEFEINE

B

ATy T BREDOELOEEMHRTHT VT — h G AT —<IIBEI LT,
ART9 T2 o7 =D [TU3r (Actions)] A ==a—0 5, [IE5DEDFE (Reconcile Drift)] 23R L £,
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gros-=nmk ||

schemal

@ schemal
TEMPLATES ® sch1-12 vesions
Applied to 1 sites
€ schl-tl Tenant: mso-tenant]
€ schl-t2
FILTERS

SITES  Add Sites

mishiel¢  Clone Template
@ Application Profile sch1-t2-app
@ schl Deployed View

sgladwi  View History @
EPGs ~

. Reconcile Drift

b & 6 80 068606 0680660606060 060604
[IE5 D E DR (Reconcile Drift)] 7« ' — R3BE& £,

A AAAANAANAAAN

ATv 73 [TrTL— kDO TFO/TF 1 (Template Properties)] B T, &% A hOT 7 L— F L-YULORRE % L
L., BERREZERLET,

Drift Reconciliation for template 1

ikt kvl PrODErios ar COMMON across ol 1808 associated 10 th temolat. Pleass soloct aithor MSOconfiguration o ono of tho 1i2es

Let's start by selecting a site

Great, now choose template level properties between LA, and NDO

%

A

Back 1o Schema (_ Go to Site Specific Properties o

a) (ZOREDT 7 L— MIEEMTOENTHLEYA FDOU R FOHPT) A FERIRLET,
b) REFT2 7w T 0 @R L £,
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B zozcoz0mz

ATy T4

ATy TH

TrT L=k LD a T gk, T b— MCEEMT O TS T RTOY A FTHREBETH
52 LR LT £ &V, Nexus Dashboard Orchestrator CEFR Sz 7 7 L— h L=yLd 7 m N
TAEKYA NTLUH U 7 ST L HelE L. Nexus Dashboard Orchestrator 7 > 7 L— h O L
VR E CE 9, YA MERZIEIRT 5 &, BEFED Nexus Dashboard Orchestrator 7 > 7" L — |k
WD ZiILHDF a7 ¢ BNET ZFLFE T2, Nexus Dashboard Orchestrator f#i% % &R 3 2% & . BEfFD
Nexus Dashbaord Orchestrator 7 o 7 L — MMERBRZ DO F FREFINE T,

) %A MNEBEDOT O T 2 I2BE] ZERLET,

BEDYA FOT a7 ¢ LOEKRIZTHY A MBI CTEET, 707 b— MIBEEMT b4
B %R L. NexusDashboard Orchestrator 7> 5 B SN 2 MR 5 0, A MNIBREEFEET 54
AR T DA RN L ET,

Drift Reconciliation for template1

Great, now choose template level properties between LA, and NDO

° LA e NDO Gurment Sotting ®

T L— UYL DORRE LT RV . &Y A b @ Nexus Dashboard Orchestrator 7% £ 7= 1L FEBE DO RETF D
REZBANGBIRL T, ZOVA FOT T — 1DV A ba—) 7aXT 0 L UTREETCEET,

0, a—HP—nN [T 7L —F a5 1] LYV TAPICREZBEIRL, Y1 b a—h1 Fox
7 4] L L C Nexus Dashboard Orchestrator %71 ~ L-ULFREZBIRTHLE5LHV F3 (F7213ZF0D
W) . A= R, FOLVVOFEMEEZRMT D X IR SN TWETR, FEAEDTF U AT
X, T 7 L—h LoUL A b LoULORERR O T B L CRIRAM Th D Al RerEn H 0 £,

[FLE 21— (Preview) 227V v 7 LCTET MR LET,

T U7 L— FREIE, [[£5DZEDFHE (Dift Reconciliation)] 7 « ¥'— R TERIN L= 7 /87 1 (THSWT
EINnNET, 2%, [YA4 MZER (Deploytosite)] 227 U v 7 LTREZERL, TOT 27 1L— kD
oo TEETS,
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RE—TDES .

AF—TDEH

ZDE s a T, [AF— (Schemas)] B D [ A F—~ DO#EHL (Clone Schema)] HEAE % fif
ALT, BFOAF—< L ZDOTRTCOT T b— FDa bt —&/ElkT 5 HFEIC OV TR L
ij—o

AT 71 Cisco Nexus Dashboard Orchestrator @ GUL (2w 71 > LE 3,
ATw T2 HHT LA —<ZRIRL 7,

= aia]n i_Qj o ( e
= il Multi-Site Orchestrator (g @ ) @
o™ Dashboard €
£
rn  Application Management N SChemaS &
Tenants f @ © ( AddSchema )
Schemas Filter by attributes &
Policies e ¢
£
@ Operations schema] &
5 Infrastructure y Edit
& Delete
4 o Clone
£

V.

a) ARl Er—rar A=a—7T, [T FTUHr— 3 EE (Application Management) ] > [R ¥—<
(Schemas)] &R L £ 7,

b) BT EZAXF—~LORICH D [T 32 (Actions)] A ==2—n5, [AF—T DS (Clone Schema)]
IR £,
ATY T3 HLWAX—~DLARTZATI L, & (Clone)] 27 Vv 7 L%,

Clone test-schemal X

Schema Name

test-schemal-cloneg ‘

[*Eiltl (Clone)] #27 U v 73 5HE, ULID (<AF—~4OHEBIZKH LE LT (Cloning of <schema-name> was
successful)] EWVIH A v E—URERIN, FHTLOAF—=N) [X:\—'—V (Schemas)] MEICERIINET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .
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B xx—~oun

el Multi-Site Orchestrator (Production) (2 X&) @

cisco
o Dashboard

ra  Application Management A SC h Eas

Tenants & = Add Schema )

Schemas Filter by attributes

il Name Templates Tenants
e Operations schemal 1 1

G Infrastructure schemal-clone 1 1

HLWAF—<T, TORAF—<LFSLFALTFy 7 L— b (BXOZFOTFF > hoREAT) . 47
Tl b, BEORY —RETERINET,

T —h ATV b, BXOEREITZaE—INFET., A FOBEMNITIEEIN WD,
FNHEREBETAYA MERINFEAF—<DT v 7 L— N FHEREMTALERH D 3, FEEIC,
T =" F TVl bV A MIBEEMSTERBI, T L= T2 OV A NEBDRES
BETHILENRHY £,

ATFYTE (FFvay) AFxF—~<LFOTRTOT L AL — "M Rabt —ENF-I 2R LET,

2ODAF—v LT H LT, BIENERICET LI L 2R TEET,

schemal { schemal-clone

@ schemal 4 @ schemal-clone
(€] ;irgzbaquw TEMPLATES ® templatel
Tenant: tenant1 flananE:itanantl
@ templatel @ templatel
@ FILTERS IMPORT v 5§ = ® FILTERS IMPORT

LA (a

@ Application Profile app1 @ Application Profile app1

@ rres @ eras -
¢ epgl ° epgl
Contracts Contracts

@ wres & vres
e wrfl e vrfl

@ Bridge Domains @ Bridge Domains v

e bd1 ° bdl

AAAAAAAAAAAAAAAddddadaad e aaa

A A AAAAAAAAAAAAAAAAAAAAAAA
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T L—rDER
ZIZTiE, AF¥—v Ea—T [T 7 b — FO#HHA (Clone Template) |#EE 2 H L TEEF DT
YL — hO A —Z{ERT D HIEICOWTE L E T,

AT 71 Cisco Nexus Dashboard Orchestrator ® GUI {21 71 > L £,

RTvFT2 RO} —ray A=a—"7T, [7FT) 45— 3 B (Application Management) ] > [ X F—< (Schemas)]
ZERLET,

ATy T3 HRT LT T L— G0 AT —~E I Vv LET,

ATY T4 [AF—~ (Schema)] E'=—T, [T FL—bD%Y O—2 (Clone Template)] %A 7 1 7 % & £,

schemal - ¥ Autosave f @ O x
@ schemal ..
TEMPLATE
° Template 1 X

Template Settings ~

® Template 1

Tenant: comman
bemplate 1
o Clone Template

a) T LTS — MEBRIRLET,
b) [72 23 (Actions)] A ==—b [T TL— kD% B—2 (Clone Template)] 2 24R L £,

ATv TS 7 a—rOBRBEOFEMAEANT LET,

* Display Name

Template 1

A AN A A

Clone Template 1 X

Destination Tenant
mso-tenant2
Destination Schema
schema2

Cloned Template Name

sch1-t1-clone

a) [BEFETF > b (Destination Tenant)] Ke v XU rinn, ¥—Fy b7y MESIRLET,

FI7 4 MTlE, BEOT L — DT T FRERENTWET, TT U FEEFETLE, Kb
DICEHLWT L — R R@BIR LT MBI Y ToHONET,
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B 7 - trcorisvcs rons

b)

d)

BERET 2 MITTITFEL QW DAXLERH Y T, 7o 7L — 288 TH LT T MME|
DY THEAE, £T[TF Y b (Tenants)] X— TT 7 L— b 2B LT D, T 7 L— MIZE>
THEHTIVENHY £7,

GE) BAAFFUMETHEHBTARES, toTF o L— R OF TVl " EBRTAHST T
M7 oL —RMIGOLHI LIITEEREA,

[#ERE R F—7 (DestinationSchema)] K2 v 7 X oot T 7 b— D7 a—V ZERT 5 A% —
~ DRI EIR L ET,

IOTUT L= DI a—rEEDDHTEOIC, FIUAF—ERITERDLIAFT—EBBEIRTE T,
FEHFELRVWAXF—<IZT 7 L— N ERT 25513, A —~DARHTE AT L, [ (Create)
<schema-name>] T g v EREIR Lf%ﬁ LUYA ﬂ?—?%‘:{’ﬁ)ﬂzf% F9,

GE) B3R F—~BTERTIGBE. 7o L— MO T o= DA TV 2T N B
BIEA TV " eEb5Z LT TEETA,

[7> 7 L— h4 (Template Name) | 7 4 —/L RiZ, 77 L — FO4HiE# AT LET,
[fR7%E Save)] &7V v 7 LT, 7 a—r&{ERLET,

LT 7T L—bn, BRULET T REDT T — e EolKFALAT V=7 FBIOWR
U —RETHEREA T —~ITER SN ET,

BRI EREA R —< NV =X T T L= P ERILAF = THLIGE, AF—~v Ea—RYn—
NEi, LT o7 L= b REMOY A RA—ICERRINET, MO F—~ 2 BRI A1E.
FOAF—<IIBELTHLLT VL — F 2R RBIORETEET,

TUTVL—= b ATVl FERETAE—INFETR, A FOBEMITIIMRER IV D, HE
LT o7 L— h BT A MCHEREMTDLERDH D £, A, 7o L— 47 V=
7 NaeY A MCBEEMITIERIC, o7 — 4T 027 bV A MNEBAEORTEEZIRET ALEND
0 EJ,

TUITL—METOAT OV bDFBAT

TR, T L= ERIEAF AT 27 NEBEIT A FEICOWTEHALE
T, 12U EOAT V7 bEBEIT S &, ROBIFFE A EHASINET,

e T U7 L— MNETBEITX 501X, EPG $ X U Bridge Domain (BD) 472 =7 kDA T
R

« 7 RAPIC YA FEDMTOFT V=7 FOBITIZVAR— FENTWEH A,
ATV AL MHTORAT V27 FEBITTEET,

CEEILEFIEDT T L — MIRI LA =L BRI AF—~ 1T b TH N TEET
B, T L—MIFUTF o MCEIV Y TALERHY £,
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ATv T
ATvT2
ATv73
ATvT4
RT975

ATvT6

ATy 17

ATvT8

ATvT9

ATy 710

7oIL—trEcorIc s roii |

ST T L— RMER SN, D L b1 oDY A MIEV LY THLNTWAKENRD Y
\i‘g—(}

CHEAET L — RBREBEANTELT, O F 7TV RRRWEAS. FOTL S L— |k
X, A7 V27 bOBITRICHBIRICEBR S ET,

1 ODF TVl "BITERBETAE, RUEETERITEY—Fy P T L — 25t
BIOBITEZFEITT A LTI TEEFHA, 7oL — 0BV A MIEBRIND L, BITHE
TLET,

Cisco Nexus Dashboard Orchestrator @ GULIZ2 7 A > LT,

EOFEr—rarA=a—nhb [REF—T(Schemas)] 28R L F 9,

BAITT A7V 27 MREENTWDHAT—<Z2 7Y v 7 LET,

[A%—= (Schema)] = —T, BITT547 V7 FREENTWEHT U L—FEBRLET,
AA A DR FICH B [ER (Select)] 27 V v 7 LET,

THIZED, BITT5 12037V NEBIRTEET,

BITT DA77 b Vw7 LET,

BIRLI=2AT V7 ME, A EBICTF =y 7 ~— 7 RERRINET,

AL AL D EICHD [TV a (actions)] (L) T A 2% 27 )y L, [T FOFBIT(
Migrate Objects)] Z 3R L £,

(A7 x4 DT (Migrate objects)] 7 « > KU T, A7V =7 NaBEIT A58 AF—~ LT T
L— hEBIRLET,

U2 RMIZ, 7 Eb 1 O0Y A "R ENTWAET U T L— hOLBREREINET, Fay 74
T VARANMIE—Fy v T T L= ERFRENBZVEGEEIL, V4P —FEFr AL, FOTUT
L— 2D b 1 ODH A MIEIY Y TET,

[OK]Z#27 U w7 L, [IFWNYES)| 227 Vw7 LCAT V=V "eBEIT5Z L 2MRLET,

FTV 2l NI, VAT T — R LER LT L — MIBITENE T, REEFERTS
L. VAT UL — IR EREEN, T L— ERERHENTWAY A MTEMENS YA o
O, A7Vl FOBHIBRENET,

BATHNET LIS, Y—AL5EOmFTDOT 7L — b2 HEMLET,

ST L — IRBHENTEBLT., thod 72 NRARWES, FOT 0 FL—NIF TV
FOBITHRICHEBICEBEESN DD, ZOFEE2AF Y S TEET,
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B s=z=mencusgzozs

HEERR SN TLDEREDRT

FEEDT T — oY A MIBERH SN TV TR TOA T V27 bR RTEET,
EEOT 7 L— N TH R, R, B, BLIOHEHATEETN., ZOKET
. INBTRTOT 7 v a rOfEREE L TORKHDIREBOLNERENE T, =& 2L,
Templatel (ZVRF1 A7 V=7 FDOENEEI, sitel IZEINTWAEE. APLIZZEDT
T — DO vrr BEKLET, TO%, o1 2B L THEMTS &, ZOREANL, APLIZ
BD1 & VRFL DT DA T V=7 MR T L HITH 0 9,

Z DIFHRIL Orchestrator 77— X _X—2ANLEGIND720, A bz ho—7 TEHETD
NTEEFIZL > TRETAFEMEOH ABTEOLEETIEZE SN EE A,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI {21 74 > L £,

ATwT2 EROFESr—vay A=a—"7T, [7TFT) 75— 3 UEE (Application Management) ] > [ R F— (Schemas)]
EIRL £ 7,

ATY T3 BRTHT VT L—beBGDAX—~&227 U v LET,

ATy T4 EROY A RNA—=T, 77— hEERLET,

AT9 TS 20T 7L — O [BRE 21— (Deployed View)] % B & 9,

MSite_Schema_ 100

@ MSite_Schema_100 y
@ Template_496

Applied to 8 sites
e Template_d,go Tenant: T_496 € -

@ T Set As Golden €
o FILTERS ¥

T ites
¢ €

e Clone Template
' @ Application Profile None_a‘r{
Delete Template y

erT

Restore Version

& cres - €
q Deployed View y
2

View History F

T A Mana nde 1 a M

a) T L— hOAFIORIZH D [T 32 (Actions)] A=a—%27 Vv LET,
b) [EBIE 21— (Deployed View)] #7 U v 7 L £,

AT 76 [BEE x— (Deployed View)] il T, fE#HEFRT DA FZRBIRLET,
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YA MZTTIZEBBEENTWALDE, T 7L —FTERZINTWE LD EDT 7 L— FRIEDEER
MWT T 4 HWVZERENET,

Deployment View X
Schema Template Tenant
MSite_Schema_100 Template_496
scale-ms11 scale-ms?/ scale-ms8 scale-ms6 scale-ms12 scalel scale-ms9
<polUni>

<fyTenant name="T_496" annotation="orchestrator:msc's
<fvAp name="None_anp_1" annotation="orchestrator-msc-shadow:no'>
<fvAEPg name="None_ctx_2_bd_5_epg_1' isAttrBasedEPg="no" fwdCtrl=" prefGrMemb="exclude’
hasMcastSource="no' prio="unspecified' annotation="orchestrator-msc-shadow:no'>
<fvRsBd thFvBDName='"None_ctx_2_bd_5'/>

<fvRsProv tnVzBrCPName="tenant_ctr_None_ctx_2' annotation="orchestrator:msc'> </fvRsProv=>
<fvRsCons tnVzBrCPName="tenant_ctr_None_ctx_2" annotation="orchestrator:msc'>
</fvRsCons>

a) OO EINTABNE. ZORRSTT 7 L — N ERET 25 EICER. Bk, 3L E I 4T
Yl MR LET,

T L= ORHFNN—=Ta UNTTIZEBBR SN TWAEA, Ea—llidtyidisnz47 =7
EENT., BERBHEEN TV ARENFTRENET,

b) VA NaEI7 VI TBHE TOBEDOYA NOEREERRTEET,
¢) [XML/IJSONZFR (ViewXML/ISON)] %227 U v 795 & IR L=V A MBI THWDTXTOA
TV PO XML FBRENFERENET,

AXF—VYOMELRFAES 2754 Y

129U DA TV 27 FREERSH., 1D EDACIZ 77U w7 IZEBE SN AF—~ 2L
L. AF—~<D [#E (Overview)] _X— IZEHOMENFRENET,
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B =—~omztrmcoa7Sa

B 6: RF—7DHE

Qverview

General V4 Audit Log

Created Deleted

Name
°ite_5chema_100 o 0 0

Description

Sites Template to Site Associations()

Health Deployment Status

otal

Type Consistency

O

otal

Application Management

Updated Deployed

0 80

pIc (8 ® Verified (0)
@ DCNM  (0) o ,_fl.:: ® raie
WS (0) TC'K“ nverifie (40)

. (5) (30)

ZOR—=UITIE, ROFHNRERSNET,

1. [—#% (General)] : 4 HTCHIAZR Y, AF—~D—fXIEHRERM L F 7,
2. [BEEDOY (AuditLog)] : AFx—~TIFITSINZT 7 v a v OER o ZOMEZMLL £,

Other
80

3. [H4 b (Sites)] > [E®M (Health)] : %A FOEHERAT—2 ZTY—FEhi-, ZDX
F—<vDT T L— MIBEEMT LN THDEY A FOEEREL 3,

4. [HA k(Sites)]>[2 4 T (Type)] : V14 hDXATFTY—FENZ, ZOAF—~DT S

L— MIBEMT N TW A YA b AR L £,

5. [TY7L—b&YA FORBEERIT (Template to Site Associations)] > [BERIR T—%42 X (
DeploymentStatus)] : 1 DLL LD A MIBEEMTF HNTND ZDAF—HNDOT 7 L—

FOEEFDORBEAT —Z 2L ET,

6. [T 7L — K& A FOBRENT DS (Template to Site Associations Consistency) ] :
BRSINTET 7L — N CETSINTEENTF =y 7 OREETDOAT—Z 27t L%

‘3‘0 >
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7. [7 )4 —3 a3 UEE (Application Management)] : ZOAF—~DT 7 L— MIEEN
DMH %2 DTV x 7 M OMEZRIEL ET,

[ k7RO (Topology)] % A /L Tix, ROITTRT LI, 1 DU EDOA TV =7 FERIRL T
BAT T T HCRFTHIET, MRaY eva7 74 PEERTEET,

R7:BEESA7IA4Y

Application Management

(5) (30) .

.
- \50) .
.

Topology

°MSite_Schema_1OU

&GE\JDS o Filter

TOOLS

Show Lines -/\_’:]

00000
Show Names o (=] ©

TYPE

° Sites (= ‘_>

@ Application Profiles (s

@ EPGs

Template_500
Contracts (3

O vrFs -) o lllll : o
@ Bridge Domains (s (:J

(==}
(==}
o Filters (3o [eo)
=0}
@

1. A%l (Legent) : (RO F AR PHICRRTHRY —F TV NEBRIRTEET,
2. [T4LAE (Filter)] : EFRSNBAT L=/ FEAFNCHESNT T AL H ) L I TEET,

3. [k7RB 2K (Topology Diagram)] : ¥4 MIEIV ¥ THNTWVAH TR TOAF—~v T
L— F CHRESNEZR) U —2 1R R LET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .



FIU—La v EBEEUTFIUvs YY—2 |
B orroroozsn

EFEo [BREA T 3 > (Configuration Options)] ZfiH L T, T4 7V 7 &
WTxxd,

£l ATV PO LI U RAZES & TRTORFEBRZERE R TE ET,

KB, MANOEEDOA T V=7 b/ )y 7308, oA 7TV =7 b LOBRIZT A
KRShET, 2erF 77— ha2 ) v rT58 TOREDT T L—FHRD
FTRTOFT V=7 FOBNFRINET,

YR ATk

TangFlarya—<w—n R 5 VRFIZHY, T b a7 NENLTEET S
JEBE VRF 72133 — X OEHHIT, 14 b e—H L EPGHIC= Y 727 MBFET D
YA, EBPGLET Y vy RAL LV BD) TV E— VA NI T—=V v r7anEd, 27—
A7 =7 NI, 260V A FOZENEFND APIC TERE SN TWAELD X HIZE RSN
5—HT, EBEIZIZV A FO 1 OTHEITFRHEINTWET, oI TF—3nitd 7 o=/
MI. Ty Ry 707 b EMENET,

\}

CE) Yx¥ Ry F7V=7 M, APICGUI Z M L THIRT A LERH Y £9°,

7= & xIX. 7F > F & VRE A Sitel & Site2 D TA MLy F &L, 7'm/3A X EPG 2D T
U RAALUDSite2 DIZEBEN, 223 2a—~< EPG L FD KA A M Sitel DI
BENDEE, T2y Ry 7V vy RAL L EPGIIROKDO L D ICE SN E T,
INHiE, BEERBINTWAEY A FTOL4RIERICARI TR REINET,
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soryrrvzor |

B 8: EAXHIG L v K EPG

/ Murli—Site\

Site 1 Orchestrator

Site 2

Tenant 1

VRF1

Shadow Objects Shadow Objects

) |

WDOXT V= NIV R AT V=7 MIRBGENRH Y E7,
« VRF

« 7V wY RAA L (BD)

« L3Out

« 45 EPG
TTVr—=varyTuzr AN

« 77V /r— a3 EPG

caUbTI N NTY Y R 7T RREH)

777Uy 7B APIC U U —R5002) IETHEITSNTNDLEEA, APICGUI TV % KU 47
TVl FEBIRT D E, BFERINET, SHEY A MEIRY v—E Y HE— R T 57010, MSC BT v
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| IR E SRR

ENFYY R A79V=22 b T, ZOF7 V=7 FEERERRHRLANTLZEN, A A 2 GUIRA
EROEL, X512, VMM KA A U O—H TRy v R EPGIZIZAX T 4 v 7 R— |k
NIRNNET T, v FUBDIX, APICGUI T[T 74 L b SVI4— k2 A 73 L (No Default
SVI Gateway)|DA 7> a »iH Y £7,

Sx KH A TSY b OEOHOER

Yy R AT = ME, ROBISTRT X 9IS, [#EYE 7 v —7F (Preferred Group)], [vzAny].
[LA ¥3</LFF v A K (Layer 3 Multicast)], BLUONA TV v K7 T30 Rl EIER
BRI THIERENET,

®9:BEIN—T

/ Multi—Site\

’% Site 1 Orchestrator Site 2 %‘

Tenant 1

VRF1

EPG1

Shadow Objects Shadow Objects

|| = Preferred Group

VIVFXXYAMDEE, XY R ATV M, v FFv AR VY—2ARNEEHR I, £
23 U EPG UL THHRMICERE SN TV 5 EPG/BDIZX L CORER S E T,
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K 10:37ILFFX+¥ Xk

% Site 1

Orchestrator

/ Mulli—S'rte\

soryrrvzor |

Tenant 1

VRF1

Shadow Objects

Shadow Objects

</ = L3 Multicast

ATV R0 REROEA, AN yTFEINTAT7V2l FTHHTH, RO |
T INPEIET DY Ry A7V 27 FEERLET, 72 21X, EPGRA U7 LI R A
NeZ 70 RYA ROBTA My FINTHE, ¥y RUINBEPGIEE YA N CTrERR S,

A Ny F I EPG & vy RUSNEEPG OICH B2 v R 2 T 7 R3MERR S

iTo
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» O > ~ >
NI Ty TDAEHAa— R
Z Z T, Nexus Dashboard Orchestrator 725 /3Ny 7 7w P2 0 va— K95 HIEIZOW TR
HLET,

1R BRI

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI I & 71 > L7,

AT9 T2 EMOF s~ a3 A=2—T, [ (Operations)]>[/\v 9 7 v 7 & 18T (Backups & Restore)] % &R
LET,

ARTFYTI AL T4V RUT, XU ua— KT w7 T v TOBOT 7 ar()TAarveEs)y 7L, [F9
> 0— K (Download)] Z &R L £ 9,
ZAUZ LY nsc-backups-<# A ARZ LT > tar.gz JERCV AT DN I T v P T 7 A NVBN AT a— R
SINET, 2O%, 77 ANVEHEB L TEONEEZRRTLHZENTEET,

N O o~ —
INYDT YT RAroa—5
ZIZ T, BHIMCRERRENY I T v T eFI7T N0 I T v T Ay a—F 5/ F -
ITEELNZ T B B OW T LE T,
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ATy I
ATy T2

ATvT3

ATvT4

ATy TH

Ny YTy T RrDa1—35 .

1R BHHIIZ

Ny 72T wv7DY)E—kalr—yarORE (905—) OMBEIZHE-ST, Xy I T v 7D
o0V E—halr—aEBINMLTHALERDD £,

Cisco Nexus Dashboard Orchestrator @ GUI IZ w2 274 > L £,

EROFEerF—2 g A=a2—T, [ (Operations)]>[/\v 4 7 v 7 & 18T (Backups & Restore)] % E4R
LET,

AA L XA O EIZHD [RTPa—F (Schedulern)] #27 Y v 7 LET,

[Ny 97w T A5 2—F&KTE (Backup Scheduler Settings)] 7« > KU 23R & 97,

NI T T Ay a—F%y N7 v LET,

a)
b)
<)
d)
e)

f)

2

[R4 S 2 —5DAEMIE (Enable Scheduler)] = v 7 R v 7 A% 42 LET,
[BA%E B DFER (Select Start Date)] 7 « — /L RiZ, A7V a—F %tk 20 2BELET,
[BERAD;EIR (Select Time)] 7 4 — /L RiZ, A7 Y 2—F 2Bl T 20252 A LET,
[$8FE D3E4R (Select Frequency)] K1 v FHZ T ink ., Ny 27 v P FATT HHE 28R L ET,
[VVE— bk B4 —2 32 (Remote Location)] Ku2 > 7 Xt Ny 77 v 7 EARTFT 5T 28R
LET,

(A7 ar) [)E— bk /AR (Remote Path)] 7 1 —/V R T, Ny 77 v 7FPRfFESNHVE— K 1
r—a v ORAEEHFLET,
V=R I Ty TOulr—va b BERT 2L EICRELLEYE— M —R"EDX =5y F T4
L7 FUR, [UE—k 73X (Remote Path)] 7 1 —/L RIZERSINET,
SNACETTT A L7 P ZBNT 52 ERTEES, 2L, T4 L7 FNUIET 740 hORERE
BXADTIZHDHVERHY, T TICVE— N = _"TERESNTOWAIRLERH Y 7,

[OK] %2 Vw2 LTHRT LET,

Ny I Ty TP AT Y 2—F BT 2581, ERLOFIET[R 7 Y 2 —3 OFFE (Enable Scheduler)]
Ty IRy A% F7IZLET,
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* Guidelines and Limitations, on page 99

car hr—F ALy TF )= RDT 7 —LUxThY A MNIHF T r—RTD (99 X—
V)

AR —=TFDOT T L—F (102 =)

» Upgrading Nodes, on page 104

)

GE)

777Uy TIEYR—-FEREE A

Z OFEREIX. CiscoAPIC VA F TOHIHY AR — h ZEJ, CiscoCloud APIC F 7~ 1% Cisco DCNM

U Y —23.1(1) £V b, Cisco Multi-Site Z3E AT 5T, KA FD APIC 7 7 AX B X
QAL v F /) =RV 7 v =T ZHhA b LYV TREBICERT 2053 H Y £ L7-, Multi-Site
RAALHNOYA FNOEPEZxLHE, VI —RADTAT7H A I NVET 77 L—RiE, VU—
A LBERED HINED - DI FE) THEB LOEBHT M ERNH 57280, HHEZ /e 2 RN &
nET,

U U —2&3.1(1) LAF:, Cisco Nexus Dashboard Orchestrator {Z, X COH A hDOY 7 by =7
ToT T —RER—OKRA Y MPOEH TV -7 7u—%ZRt LET, EEOY A1 N
HENY 7 N =T Ty 77— REFH CHET LLEN R, 7Ty 77— RIRET S
RO H D, BIERREEZ R TX £,

[#24F (Operations)] > [¥ 4 FD T 7— L = 7 (Sites Firmware) |ICBE LT, 1 b7 v
T L— REEIZT 7 EATEEST, ZOX—VIZFT4250FT7R1"HVES, Zokr7varé
WoE7 g THALET,

[#EZ (Overview)] # 721X, Multi-Site KA A > HWOHA R & BRI TWD, E2I3ERH
DEFRTETCND T 7 — LT =T N—=V g VICETLHERPERENET, (44 77—2
7 =7 (Sites Firmware) “H_ |7y = 5/\,_ sz A F%ﬂf—U \/7‘L/VC\ 7‘)707\[/_ N
RY —DFRFDOAT —H AR EOH LT —F EIERINT =X 2R LET, A
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A D EBICH D [BH (Refresh)| R %227 Vv s 358, FEITEREZ N I—T&
£7

122: 44 rDIT7—LD T T7DEHE

“c";c‘[;- Multi-Site Orchestrator

Cluster Status 3/3 @ |@ @
o Dashboard
T e———  Site Firmware Management

B Operations

Qverview Controllers Nodes Downloads
Backups & Restore

Sites Firmware

Firmware Update Summary
Tech Support
Controllers Nodes
Remote Locations

< Infrastructure

£ Admin : 23 .
et

ifav109-site1

Controllers Physical Nodes

10

ifav109-site2

Controllers Physical Nodes

7

)

AR—=IERD 3 ODOEIBIT Y I TWET,

[Z7F—LYTT 7y TTF— FOBE (Firmware Update Summary)] : Cisco APICH L T8 A

A vF Ty —2bUxT EET, Multi-Site KA A L NOTRTOYA MNMIFEET DT 7 —
BT 2T A A= ORI EEZRME L F9,

ARA=VDIAT LI, FREDOA A=V BETle, BEADHERPFRINET,

* [58T (Completed)] Z/l))(“—yﬂiﬁ?’f\ arhe—JFFTAA V?‘K@Eﬁéﬂfh‘
ESc AN

o [#Urm— KW (Downloading)] (AA wvTF /J—FRKDH) A A—VIIAAL vTF /) —F
WX T ra— RETT,

¢ (A VA F—AOETET (Ready to Install)] (AA v F/—RDH) £ A—TTA
Ay F/—FRCEFY 7 ya—FEh, 4 X F—AOEFRTE THET,

o [{ YA F—/L (Installing)] : 2 b —F FFAAL vF /) — NITHEA A—V 5 R
BT,
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o [R¥HAE—b (ot supported)] : Y U —R42(5) LV FEIDOY Y —RpL VE—F 77—
LU =T Ty T 7= ReFR—FLTWNRNA A=,

« [ 4 FEE DOIER (Site-specific information) ] : ~X— Y OBMOYE 7 3 X, flx D
YA MCETDERAFRENET, X, BERBEEINL TV Y 7 by =7 DR —
Varve, arbtue—JFRE — ROBEREENET,

Guidelines and Limitations

When performing fabric upgrades from the Nexus Dashboard Orchestrator, the following restrictions
apply:
* You must review and follow the guidelines, recommendations, and limitations specific to the Cisco

APIC upgrade process described in the Upgrading and Downgrading the Cisco APIC and Switch
Software of the Cisco APIC Installation, Upgrade, and Downgrade Guide.

* Your Nexus Dashboard Orchestrator must be deployed in Cisco Nexus Dashboard.

The site upgrade feature is not available for NDO deployments in VMware ESX and you need to
follow the standard upgrade procedures described in Cisco APIC Installation, Upgrade, and
Downgrade Guide

* The fabrics must be running Cisco APIC, Release 4.2(5) or later.

Fabrics running earlier APIC releases will not be available for selection during the upgrade workflow.
Follow the standard upgrade procedures described in Cisco APIC Installation, Upgrade, and
Downgrade Guide.

* We recommend coordinating the site upgrades with the site administrators managing those fabrics.
You may need access to the controllers or switch nodes to troubleshoot any potential issues should
they arise.

» [f a fabric switch node goes into an inactive state in the middle of the upgrade process, for example
due to hardware or power failure, the process will be unable to complete. You will not be able to
remove or modify the node upgrade policy from NDO during this time as NDO is unable to differentiate
whether the node went down or is simply in the middle of a reboot for the upgrade.

To resolve this issue, you must manually decommission the inactive node from the APIC, at which
point the NDO upgrade policy will recognize the change and return a failed status. Then you can
update the upgrade policy on the NDO to remove the switch and re-run the upgrade.

OV MA—SERAMAYTF/) —FDIT7—LOzT7EHA
MZADoa—KR9 5
Ty T L= REETTHAENC, ar b= A, v F VT =T %777V v I7NOT

NTOYA barybe—JiZFyrn—RyI30EP3HD £, ROFIEELTTTLHL, ®IiT
E. A= RLIeA A=V EERLTTY vy 77 Lb— K 7t A& TEET,
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AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 3,
ATvT2 Jy—hu=T Fura—Reky v T v 7 LET,

= el Multi-Site Orchestrator Cluster Status 3/3 @) 3B @

@ Dashboard

a1 Application Management SJTG F”’mwa [ Mal’]age t @
Qverview Controllers Nodes Downloads

Backups & Restore

Sites Firmware

Tech Support

Remote Locations
¢ Infrastructure

£ Admin

There Are No Downloads

c Setup Download

a) ZEMOFEF— g 2 C[iEME (Operations)] > [¥4 b 77 —Lr 7 (Sites Firmware)] & 241
LET,

b) AA VT4 FUT[HrO— K (Downloads)] # 7 % 34R L £,

¢) [ForoO—FDty k7w 7 (Setup Downloads)] # 7% 27 U v 7 L7,
RNZ 1 DU EX 7 a—FRaty b7 v 7L TWESEEIZ. DYIZ, AAf oA OAEICHD
[Frovao— KDty 7w 7 (Setup Downloads)] "% > %27 U v 27 L,
[ *—2% APIC A4y > 00— K (Download Image to APIC)] B A FE RS E T,

AT9 T3 VA bEBIRLET,
I TCBBRLZTRTOHA FOD Cisco APIC 14 A—VRF T n—REnET,
a) [U4 FDFER (Select Sites)] #27 U v 7 LET,

b) [Y4 FD:EIR (Select Sites)] 7 > KT, 1 DL EDOH A vEA4 iz L, [EMLTEHALS (Addand
Close)] #27 Vv 27 LET,

¢) [k~ (Next) 127 U2 LTRAITLET,
ATv T4 FMEATILET,
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ATy TH

AU RA—FERAYF J—FDTF—LY T EYA MEvoo—kT 3 ]

Download Image to APIC x

3t Setup + Downloading © Complete
€ (] :
Site Selection Authentication Confirmation
Download Details
o MSO-d4

Protocol
"aci-apic-dk9.5.1.0.110a.iso [x)
"aci-n9000-dk9.15.1.0.95 bin (%]

Username
admin =%

OAmenUca— on Type

EESUCIG SSH Key ;.
Password

o

LTI
a) [4&H] (Name)] # A1 LE7,
Zora— REBRlT 572000 T WARTEZIEELET,
b) 7'r haLEBRIRL ET,
HTTE E72IL scP R TA A=V R XU m— R 2 &2 EINTEET,
¢) [+URLMEM (+AddURL) %7 U > 7 LT, 4 A=Y OEEEELET,
APIC L AL v F 77 =AU =T A A=Y O G TE ET,
d) SCP Z&IR L7=A0%, iiEE#RZ AT LE T,
a7 A 3% [A—F % (Username)] (admin 72 %) Z AT HLERH D 7,
[FB3E% 1 7 (Authentication Type)] Z &R L £,
« NRT— FREEDOHA L, AICHEE LIa2—F 4D AU — K& AN LET,
* SSH F—fHFED% A 1L, SSH ¥—& SSH ¥— IR T L—XE ANTHHENDH D 7,

e) [k~ (Next) %27 U7 LTHATLET,
R CIE MR A MR L. [XE (Submit) 127V v 7 LTRATLE T,

FoREIN 5[4 a— K (Downloading)] Hiffii T, £ A—Y DX U — ROAT —H AR TEE
ﬁ—o
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AT =4 A&7 v 7 LT,

gt |

EATRLOFEME R T 52 &b T ET,

Image Download - MSO-d11 x

1+ Setup

Download Details

Name
MSO0-d11

+ Downloading

Overall Status

Downloading

© Complete

Status Breakdown

ifav109-site3 X

URLs ~

Link

0.117a/final/aci-apic-dk9.5.1.0.117a iso

Status

Downloading (30%)

w

"

Sites

Filter by attributes

Site URLs Status

ifav109-site1 U loading (1)
ifav109-site2 1 Downloading (1)}
ifav109-site3 1 Downloading (1)}

TRTCOF T a— RKPRETTHE, [T (Completed)] i 217 L£9, [42 > O— K (Downloading)]
A CRHAET DI HV XA, AIOFIETHEE LAV rae—KN4%27 )y s 358, [Fora—FK
(Downloads)] # 7B WD THRD Z &N TE £,

— O » N

A hA—S5OF7 v I L—F
ZIZTIE, YA POAPICY FAEZDY T " o= T Ty 7F T L— RERET D HFIETHONTH
L%,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI (2 & 7' A > L%,
ATV T2 APICV FAZDT v 77 L —FRakty v 7 v 7 LET,
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= b Multi-Site Orchestrator Cluster Status 373 @) (@) @)
o Dashboard
SpYTESEEEEN Sitc Firmgere Management ®
@ Operations v

Qverview Controllers Nodes Downloads

Backups & Restore

Sites Firmware a

Tech Support
Remote Locations
& Infrastructure
£ Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

c Setup Update

a) EMOF el — 3 v~ TR (Operations)] > [H4 b 7 7—L = 7 (Sites Firmware)] % 34K
LET,

by AA LT 4> RuT[Ar bkA—3F (Controllers)] # 7 &N L £,
¢) [EH®D+EY h7 w7 (Setup Update)] 22 V v 7 LE7,

VRNZ 1 2L EOEFEZFZE L TV LEEIE. ROVICAS M v OE EZH L [EFHOEY b7y
7 (Setup Update)] R v %27 U v 7 LET,

(A b 27—LOz7DEFHFOEY b7 v T (Setup Site Firmware Update ) ] & 2388 & 3,
ATV T3 ToTF T L—FOFEMEANLET,
a) [®&EI (Name)] Z AL £,

ZhiE, WoOTHT v 77 b— ROEITIRLZ BT 272Dl TE S, avrte—J07 v 77
L— ]\v ﬂ‘\o U t‘/%% b@—gqo

b) [YA FDEIR (SelectSites)] #27 U v 7 LE T,
[V b®D:EIR (Select Sites)] 7 1 > RUBFRRINET,

c) [U4 FDEIR (SelectSites)] 7 > KU T, 1 2L EDOH A hEF 2L, BMLTEHALS (Add and
Close)] 7 Vw7 LET,

d) [k~ (Next) 1227 U > 7 LTHIATLET,

ATy T4 13— 3 DOFEIR (Version Selection)] B[l T, 7 v 7B — KL 7 7 =AU =T N—T a3 VERIRL,
[R~(Next)] 227 U w7 LET,

ZZCHAFRRIZT 7O, 7y — AU =T E A MU e — RTO0ERHY £9, Aok s
Var TRELEA = RBRIEFIZETLEbDOD, ZZTA A=V EFEHTER2WEAIE. [77—
LT 7DEHDE Y b7 v 7 (Setup Site Firmware Update)] [Efi %2 B U, [#24F (Operations)] > [¥ 4 +®D
7 7—Lr) = 7 (Sites Firmware)] > [3 > k B—3 (Controllers)] % 72 Y . [E# (Refresh)] A& %
UwZ LT, fEHARRENEREZY e—RLET, ZOnoVA FOT v 77— RFEIREZ S 5 —FEH
HBLET,

RT w75 [HER (Validation)] B CTHEHMAZ MR L, [RNNext)] 227 Vv 7 LET,
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NCRET D ATREMED B D BINTE A MR L

Setup Site Firmware Update x

i+ Setup

ifav109-site?

ifav109-site?

ifav109-site3

ifav109-site3

ifav109-site3

ifav109-site3

AT 76 [HEEE (Confirmation)] &

X?v?ﬁ[4>Zb—w®$ﬁ%TG%MNMmmmEET\
Ty L— K Zakv A NDO YA F~DEERENKDbNS &, GUI

+ Downloading := Ready to Install @® Installing

(:\ » @ 4

Validation

© Complete

Site Selection Version Selection Confirmation

Following nodes are notin vPC ['1111;102; '101;'104; '103'].
Configure vPC for the listed leaf nodes to avoid traffic loss during the rebeot of leaf nodes.

Pod(s) [2] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

Following nodes are not in vPC ['301; '302'].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

Pod(s) [1] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

NTP is not configured.
Configure NTP via System > QuickStart > First time setup of the ACI fabric = NTP. This is recommended to avoid any issues in
database synchronization between nodes, SSL certificate check, etc.

APICs are not running recommended CIMC versions :node-1: 4.0(2f)
Upgrade to the recommended CIMC version. APICs have recommended CIMC versions based on its hardware model and APIC
firmware version.

(" Previous ) w
i 4

B CIE Mz L. [EESubmit)| 227V v 7 LTT v 77 b— R&flin L £,

[ X b=JL(Instal)] 227V v 7 LET,
IR, SRR DL DHTD,

T T T — RORFIOBEMAT — X ANFKRINET, BRI INDE, Ty T 7L —FRDORAT—

HZAPEFSNET,

BEn kb, A4 O Elch 5 [EFH (Refresh)| K& %27V v 7§

L, FEITHEHTEET,

Upgrading Nodes

This section describes how to set up a software upgrade for your sites' switch nodes.
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AT w71 Log in to your Nexus Dashboard Orchestrator.

AT w72 Setup switch nodes upgrade.

ATvT3

ATvT4

ATy TH

= e Multi-Site Orchestrator

Site Firmware Nbagemem

Overview Controllers Nodes Downloads

o Dashboard

ra  Application Management
e Operations

Backups & Restore

Sites Firmware

Tech Support

Remote Locations

Upgrading Nodes .

Cluster Status @ .@ @)

®

5 Infrastructure

& Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

(o} Setup Update

From the left navigation pane, select Operations > Sites Firmware.
In the main window, select the Nodes tab.
Click Setup Update tab.

If you have previously set up one or more updates, click the Setup Update button in the top right of the main pane
instead.

The Setup Node Firmware Update screen opens.

Provide the upgrade details.

a)

b)

<)

d)
e)

Provide the Name.

This is the upgrade policy name you will be able to use to track the upgrade progress at any time.
Click Select Nodes.

The Select Nodes window opens.

Select a site, then select the switch nodes in that site and click Add and Close.

You can add switch nodes from a single site at a time. You will repeat this step if you want to add switches from
other sites.

Repeat the previous substep for nodes in other sites
Click Next to proceed.

In the Version Selection screen, select the firmware version and click Next.

The firmware must be downloaded to the sites before it becomes available here. If the download you set up in previous
section has completed successfully but the image is still not available here, close the Setup Site Firmware Update
screen, navigate back to Operations > Sites Firmware > Nodes tab, and click the Refresh button to reload the latest
information available for the sites; then restart the upgrade steps.

In the Validation screen, ensure that there are no faults raised, then click Next.

Ensure that there are no faults and review any additional information that may affect your upgrade:
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ATvT6

ATy 17

ATvT8

Note Sites running releases prior to Release 5.0(1) do not support node validation, so we recommend checking for
any switch node faults in the site's APIC prior to starting the upgrade from NDO.

Setup Node Firmware Update x

i+ Setup + Downloading ‘= Ready to Install @® Installing © Complete

o N 75
[+ v ) o\ 4
\ L W/

Node Selection Version Selection Validation Confirmation

ifav109-site3 n I
Continue upgrade (without node validation)

( Previous ) @
5 o

In the Confirmation screen, review the information and click Submit.

This will trigger image to be pre-downloaded to all the nodes you have selected. After the download completes, the
screen will transition to Ready to Install and you can proceed to the next step.

(Optional) Change Advanced Settings.

Note Review the guidelines, recommendations, and limitations for the Cisco APIC upgrade process described in
the Upgrading and Downgrading the Cisco APIC and Switch Software of the Cisco APIC Installation, Upgrade,
and Downgrade Guide before making changes to the advanced options.

In the Ready to Install screen, you can open the Advanced Settings menu for additional options:

« Ignore Compatibility Check—by default, the option is set to No and compatibility check is enabled and verifies
if an upgrade path from the currently-running version of the system to a specified newer version is supported.

If you choose to ignore the compatibility check feature, you run the risk of making an unsupported upgrade to your
system, which could result in your system going to an unavailable state.

* Graceful Check—by default, the option is set to No and the upgrade process will not put any of the switches into
Graceful Insertion and Removal (GIR) mode before performing the upgrade.

You can choose to enable this option to bring down the node gracefully (using GIR) while performing the upgrade
so that the upgrade will have reduced traffic loss.

* Run Mode—by default, the option is set to continue on Failure and ifanode upgrade fails, the process proceeds
to the next node. Alternatively, you can set this option to Pause on Failure to halt upgrade process if any one of
the node upgrades fails.

Remove any nodes marked as rFailed from the upgrade.

The upgrade cannot proceed if the upgrade policy contains one or more nodes that failed to download the firmware.
You can mouse over the Failed status for more information and reason for failure.

To remove the nodes from the upgrade, click Edit Update Details link in the Ready to Install screen.
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AT w79 Click Install to start the upgrade.

IfNDO to site connectivity is lost during the upgrade process, the GUI will display the last known status of the upgrade
prior to loss of connectivity. Once connectivity is re-established, the upgrade status will be refreshed. You can perform
a manual refresh after connectivity loss by clicking the Refresh button in the top right of the main pane.
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= Multi-Site Orchestrator

@& Dashboard
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= Ope 1 System Logs o 7
Backups & Restore . __
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Tech Support Off Database Backup

Server Logs
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= Multi-Site Orchestrator
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rm  Application Management Te & h S u p p O I’T
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Backups & Restore : 2
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Tech Support Off Database Backup

Server Logs
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System Logs X
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Select Logs
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* Logging Servers @

Server Type Protocol Host Port

© Add Server e
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HPEEIRLET,
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Select Service
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syslog ZfEH L7aWGEIL, ZOFIEEZAXF YT LET,
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* Host
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Warning
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ELET,
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o The message to be shown in the application banner.
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Dashboard sl Multi-Site Orchestrator (Production)

e
0® @
ra  Application Management

e Operations

B CONNECTIVITY VIEW
& Infrastructure

VIEW BY u = o

2T w1 Orchestrator (22 7 A > LET,

AT T2 EROFESF =gy X Unb[EE (Admin)] > [ A T LAKTE (System Configuration)] 234 L £, .

ATFv T3 REEA)OTA 22270 v 7 LET, ZHIE[VRTL IA Y FREINF— System Alias & Banners)]
BIROAIZH Y £,
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* Overview, on page 119

* Prerequisites and Guidelines, on page 119

» Upgrading NDO Service Using Cisco App Store, on page 121
*NDO #—EADFHE)Y v 77 L—F (123 X—2)

Overview

The following sections describe how to upgrade or downgrade Cisco Nexus Dashboard Orchestrator,
Release 3.2(1) or later that is deployed in Cisco Nexus Dashboard.

If you are running an earlier release deployed in VMware ESX VMs or Cisco Application Services Engine,
you must deploy a brand new cluster and then transfer the configuration from your existing cluster, as
described in the "Migrating Existing Cluster to Nexus Dashboard" chapter of the Nexus Dashboard
Orchestrator Deployment Guide.

Prerequisites and Guidelines

Before you upgrade or downgrade your Cisco Nexus Dashboard Orchestrator cluster:
« Stateful upgrades from releases prior to Release 3.2(1) are not supported.

If you are upgrading from an earlier release, skip the rest of this chapter and follow the instructions
described in the "Migrating Existing Cluster to Nexus Dashboard" section of the Nexus Dashboard
Orchestrator Deployment Guide.

* Ensure that your current Nexus Dashboard cluster is healthy.
You can check the Nexus Dashboard cluster health in one of two ways:

* By logging into your Nexus Dashboard GUI and verifying system status in the System Overview
page.

* By logging into any one of the nodes directly as rescue-user and running the following
command:

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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# acs health
All components are healthy

* Ensure that your current Cisco Nexus Dashboard Orchestrator is running properly.

You can check the status of you Nexus Dashboard Orchestrator service by navigating to Settings >
System Status:

SETTINGS
About MS0O
What's Mew in The Release O

APl Docs

System Status .

Then ensure that the status of all nodes and services is healthy:
System Status

Service Status

msc-nodel-32 ] o
msc-node2-34 ]

msc-node3-65 (] All services are operating normally

* You can upgrade the NDO service in one of two ways:

* Using the Nexus Dashboard's App Store, as described in Upgrading NDO Service Using Cisco
App Store, on page 121.

In this case, the Cisco DC App Center must be reachable from the Nexus Dashboard via the
Management Network directly or using a proxy configuration. Nexus Dashboard proxy
configuration is described in the Nexus Dashboard User Guide.

N

Note The App Store allows you to upgrade to the latest available version of the
service only. In other words, if release 3.4(1) is available, you cannot use
the App Store to upgrade to release 3.3(1) and must use the manual upgrade
process as described below.

+ By manually uploading the new app image, as described in NDO +—E ZA D F#H 7 v 77
L — I, on page 123.

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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You can use this approach if you are unable to establish the connection to the DC App Center
or if you want to upgrade to a version of the application that is not the latest available release.

* If you plan to add and manage new Cloud APIC sites after you upgrade your Nexus Dashboard
Orchestrator to release 3.3(1) or later, you must ensure that they are running Cloud APIC release
5.2(1) or later.

On-boarding and managing Cloud APIC sites running earlier releases is not support in Nexus
Dashboard Orchestrator 3.3(1).

» Downgrading to releases prior to release 3.3(1) is not supported.

If you want to downgrade to an earlier release, you must deploy a new Nexus Dashboard Orchestrator
cluster on a platform supported by the earlier release, then restore the older configuration backup.
Restoring backups created on Release 3.3(1) or later to an older NDO cluster is not supported.

If you downgrade to an earlier release of Nexus Dashboard Orchestrator, you must also downgrade
all Cloud APIC sites to a release prior to Release 5.2(1).

Upgrading NDO Service Using Cisco App Store

This section describes how to upgrade Cisco Nexus Dashboard Orchestrator, Release 3.2(1) or later.

Before you begin

* Ensure that you have completed the prerequisites described in Prerequisites and Guidelines, on page
119.

* Ensure that Cisco DC App Center is reachable from the Nexus Dashboard via the Management
Network directly or using a proxy configuration.

Nexus Dashboard proxy configuration is described in the Nexus Dashboard User Guide

AT w71 Log in to your Nexus Dashboard..
AT 72 From the left navigation menu, select Service Catalog.

AT 73 Upgrade the application using the App Store.

a) In the Service Catalog screen, select the App Store tab.
b) Inthe Nexus Dashboard Orchestrator tile, click Upgrade.
¢) Inthe License Agreement window that opens, click Agree and Download.

AT 74 Wait for the new image to initialize.

It may take up to 20 minutes for the new application image to become available.

AT w75 Activate the new image.

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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L L / \
c|!5c|° Nexus Dashboard ©0 L\LI_L
Dashboard
5 Sysiem Owerven Service Catalog ®
J Installed Services  App Store
Service Catalog
( Actions v )

& System Resources

Operations Multi-Site Drchestratvo ies
Cisco
5 Infrastructure

Site on-boarding, intersite connecti.

 Administrative

2 36/62 118/118

Open
Multi-Site Orchestrator X
Available Versions
Version Installation Date Activation State
2020-12-12,

3207188 Active Disable

19:21:28

2020-12-16, . -
320197 0910952 ° Activate

a) In the Service Catalog screen, select the Installed Services tab.
b) In the top right of the Nexus Dashboard Orchestrator tile, click the menu (. . .) and choose Available Versions.
¢) In the available versions window, click Activate next to the new image.

Note Do not Disable the currently running image before activating the new image. The image activation process
will recognize the currently running image and perform the upgrade workflows necessary for the currently
running app version.

It may take up to 20 additional minutes for all the application services to start and the GUI to become available.
The page will automatically reload when the process is completed.

A7 76 (Optional) Delete the old application image.

You can choose to retain the old application version in case you ever want to downgrade. Or you can delete it as described
in this step.

a) In the Service Catalog screen, select the Installed Services tab.
b) In the top right of the Nexus Dashboard Orchestrator tile, click the menu (. . .) and choose Available Versions.
¢) In the available versions window, click the delete icon next to the image you want to delete.

A7 71 Launch the app.
To launch the app, simply click Open on the application tile in the Nexus Dashboard's Service Catalog page.

The single sign-on (SSO) feature allows you to log in to the application using the same credentials as you used for the
Nexus Dashboard.

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x)
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NDOH—EXDFEFH 7Y IITL—FK

Z Z TlE. Cisco Nexus Dashboard Orchestrator U UV — & 32(1) LAMEZ 7 v 77 L— F3 5 LIS

DOWTEA L £,
1a s BRI
* Prerequisites and Guidelines (119 2—37) Tt L CTW A EIHESRMZ T X T/ L TW\W5H 2
LEMERLET,

ATYT1N =Sy bDV V=R A A=V EFTra—RLET,

ATy T2
ATvT3

a)

b)

<)

DC App Center C Nexus Dashboard Orchestrator ~— % &M L £ 97,
https://dcappcenter.cisco.com/nexus-dashboard-orchestrator.html

A= 3 2 (Version)] Ra w7 Zorhnh, A VA M—ATHA—Ta UERRL, [Fo>O0—F
(Download)] #27 Y v 7 LET,

[RIZLTHY>O—FK (Agreeanddownload)] %7 VU v 7 LTI A BV ABMICHBE L, 41 A—T %X
vrmr—RLET,

Nexus Dashboard |22 7 A > L% 9,
Nexus # v ¥ 2R —RIZA A=V % T v a—RFLET,

a)
b)

<)

d)

EDFEF =y ar A=a—nhb [—ER 14 0% (Service Catalog)] Z %R L £,

Nexus % v ¥ =R — KO [H—EX 74 0874 (Service Catalog)] Hii& T, [4 YA h—ILEH#Y—EX
(Installed Services)] % 7 %2R L £ 7,

AL A DA FIH B [FH YAy (Actions)] A=a—nb, [FFIUSr—Lav0F7yFa—kK
(Upload App)] # IR L £,

[77UH5—2 3207y 7a—FEK (Upload App)] 7 1 &~ KU T, A A=V DOFFTERIRLE T,
TV = ar A A=V EVATACE Y o — KL EIE, [B—AhJL (Local)] &R L £,
P—=NTA A=V ZFRA RN LTODLHEEIEL. [JE— b (Remote)] IR L £,

T ANEFRLET,

FiOY 7 27 » 7 ¢ [A—AhIL (Local)] i8I L7235E1E. [Z 74 ILD:ER (Select File)] 27 U v 7
L. #ura—RLeT7 7V r—vav A A=V BRLET,

[VE—F (Remote) | Z IR L7=HAIL. A A—Y 77 A NVD 7V URL Z4RE LET, =& 2L,
http://<ip-address>:<port>/<full-path>/cisco-mso-<version>.nap DX 5 2720 iﬁ‘o

[7vyZ7B—F Upload)] #27 V27 LT, 77V r—varas 7 AXILBMLET,

T w7 a— ROEITRIAN—E EBICH LWEZ A ANERENET, A A—VDT v 7 a— RR%T
TBHE, Nexus & v ¥ afh—RiZH LA A=V EEFEOT 7V r—a & LTERL, FriLvos—
YarlLBEMLUET,

ATYT8 H LA A=TURPHELEND ETHLET,
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HLWT TV —2 g A A—IMERFTREIC AR D £ TITHR K20 590305 2 L0835 0 £47,
ATy s HLWEBRET 7T 471 LET,

afualie /"\‘
il Nexus Dashboard ©0 ‘-@/
Dashboard
Sy Ehvervew Service Catalog ®
® ou== Installed Services  App Store
= Service Catalog
Actions v )
4 System Resources ( Elens 7

@ Operations : MultpSiteOmhesuatuo»--
Cisco
¢  Infrastructure

Site on-boarding, intersite connecti..

* Administrative

2 36/62 118/118 @
Multi-Site Orchestrator X
Available Versions
Version Installation Date Activation State
2020-12-12, = -
3.2.0.188 192128 Active Disable

2020-12-16, .
3.2.0.197 09:09:51 ° Activate w

a) [Y—EX A4 87% (Service Catalog)] #ifi T, [4 >R b—)LiF#H Y —E X (Installed Services)] % 7 %
HIRL £,

b) [Nexus Dashboard Orchestrator] # A VD4 Bl DA =a— (...) 27 Vv 7 L, [FAWTEEGE/N—D 3
> (Available Versions)] Z &R L £,

¢) [Available Versions]V 4 > KT, HLWWA A=Y DORUZH D [TI T4 X— b (Activate)] 227 U v 7
LET,

GE) HLWARA—TET 7T 4 7T DRI, BEFEITHOA A=V EZEIIZLENTLESLY,

AA=T T I T4 "=V ary TatRL, BUEFITHOA A=V L, BUEEITHOT
TV =2 ary R=Va VIR ERT v T T — R U= 7n—%ETLET,

TRTOTF NV r— g P—2AREE L. GUIMEATFREICZR S E T, EHITRERR2090015
BARHVET, ZO—I)F, TubRARET LERACHENICHEe— FEET,

ATFvT6 (EE) HWT 7T U r—var A A=VEHIBRLET,
BT L— RTABRAIEZ T, TWT 7 r—2ar A=V g VAR LTEL L TEET, F
721, ZOFIEOFHICHE- THIBRT A Z &b TEE T,

a) [Y—EX A% 087% (Service Catalog)] Hiffi C, [4 >R b—)LiF#HH—E X (Installed Services)] ¥ 7 %
BINLET,

b) [Nexus Dashboard Orchestrator] % A VD45 B D A =a— (...) 27 Vv 7 L, [FIAA#EE/N—2 3
> (Available Versions)] Z &R L £,
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¢) EHAEERNR—a D 40 RUT, HIBT 54 A—VOMICHHHIGBT A 222 v 7 LET,
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ATvT1
ATy T2
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REITTTIHFELTNT, 777V v 7 B RPICEBR LI L ZICRE LT LBV IR > T
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Vo= IN—T BEOA B =T = A AV VLI BERETHIERTEETS, ALVAFHA b FA
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RUET,

BERAIGE 7V R T T« T4 70774 ILO{ER(Create Attachable Access Entity Profiles)]] 7 ¢ >
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cBERMTONTWAERAIRETI VT4 T4 TAT7AILDOEAIE. AT v 7 4TIERR LT- AEP %
IR L E7,
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b) [FRIZ7AIL (Profiles)] 17 TV %47 U7 L, [RIAU AV B—T AR TAT 74 ILDER
(Create Spine Interface Profile] %41 L £,

[RINA 2V A —T 4R T T 74 IILDOIER (Create Spine Interface Profile)] 7 > K7 G, kD
LRVIEELET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| 12752350 FvER
I7 Iy FoeR 408742 Ky o—n%E |
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> 7B 774 )L (Spine Profiles)] # &M L £,
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Cisco Mini ACI Fabrics

Cisco Multi-Site supports Cisco Mini ACI fabrics as typical on-premises sites without requiring any
additional configuration. This section provides a brief overview of Mini ACI fabrics, detailed info on
deploying and configuring this type of fabrics is available in Cisco Mini ACI Fabric and Virtual APICs.

Cisco ACI, Release 4.0(1) introduced Mini ACI Fabric for small scale deployment. Mini ACI fabric works
with Cisco APIC cluster consisting of one physical APIC and two virtual APICs (vAPIC) running in
virtual machines. This reduces the physical footprint and cost of the APIC cluster, allowing ACI fabric to
be deployed in scenarios with limited rack space or initial budget, such as a colocation facility or a
single-room data center, where a full-scale ACI installations may not be practical due to physical footprint
or initial cost.

The following diagram shows an example of a mini Cisco ACI fabric with a physical APIC and two virtual
APICs (VAPICs):

Figure 14: Cisco Mini ACI Fabric

Physical
APIC E7m.

501956
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VIR EREREAL, TUT L= EREFEID B THENTHRNWGEAIE, A MZEID Y TS
TENTEETIN, VA BT ER—=FLTOWRVDERENEGENTWEIHERITL., AF—~ % RF
LZEYVEALEDTHZ LT TEERA,
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K
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NH&HE

Release 5.1(1)
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U—27® Azure TOEX =27 4 BIL OV —
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Release 5.1(1)
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Release 5.1(1)
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Release 5.1(1)
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Release 5.1(1)
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Release 5.1(1)
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TG RYA RN T oA=L A DHKE
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Adding Cisco ACI Sites

This section describes how to add a Cisco APIC or Cloud APIC site using the Nexus Dashboard GUI and
then enable that site to be managed by Nexus Dashboard Orchestrator.

Before you begin

* If you are adding on-premises ACI site, you must have completed the site-specific configurations in
each site's APIC, as described in previous sections in this chapter.

* You must ensure that the site(s) you are adding are running Release 4.2(4) or later.

AT w71 Login to the Nexus Dashboard GUI
AT w72 Addanew site.
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1VI5A 50 FvER |
[l Adding Cisco Ac Sites

RIIRIE @o )
teear Nexus Dashboard z\mj
Dashboard
= System Overview Sﬂes @
= Filter by attributes Actions ~
R
Service Catalog
i Add Site
Health Score Name gtorlnec(lwly Firmware Version  Services Used
o System Resources , e
Delete Site
Operations [[] @ Healthy @ ACI-NEWYORK + Up 5.1(1h) TR Open

< Infrastructure

© Administrative

a) From the left navigation menu, select Sites.
b) In the top right of the main pane, select Actions > Add Site.

X T v 73 Provide site information.

Add Site X
Site Type 9

@ ACH e

#%) Cloud ACI . DCNM

Site Name *
Host Name/ IP Address *
User Name *

o Password *
]

Login Domain

In-Band EPG is required for services (e.g. Nexus Insights) that are using In-Band connectivity for data streaming from this site

In-Band EPG

C o

a) For Site Type, select ACI or Cloud ACI depending on the type of ACI fabric you are adding.
b) Provide the controller information.

* You need to provide the Host Name/IP Address, User Name, and Password. for the APIC controller currently
managing your ACI fabrics.

Note For APIC fabrics, if you will use the site with Nexus Dashboard Orchestrator service only, you can
provide either the in-band or out-of-band IP address of the APIC. If you will use the site with Nexus
Dashboard Insights as well, you must provide the in-band IP address.

* For on-premises ACI sites managed by Cisco APIC, if you plan to use this site with Day-2 Operations
applications such as Nexus Insights, you must also provide the In-Band EPG name used to connect the Nexus
Dashboard to the fabric you are adding. Otherwise, if you will use this site with Nexus Dashboard Orchestrator
only, you can leave this field blank.

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| 12752350 FvER
s4 rosik [

* For cloud ACI sites, Enable Proxy if your cloud site is reachable via a proxy.

Proxy must be already configured in your Nexus Dashboard’s cluster settings. If the proxy is reachable via
management network, a static management network route must also be added for the proxy IP address. For
more information about proxy and route configuration, see Nexus Dashboard User Guide for your release.
¢) Click Add to finish adding the site.
At this time, the sites will be available in the Nexus Dashboard, but you still need to enable them for Nexus

Dashboard Orchestrator management as described in the following steps.

AT w 74 Repeat the previous steps for any additional ACI sites.
AT 75 From the Nexus Dashboard's Service Catalog, open the Nexus Dashboard Orchestrator service.

You will be automatically logged in using the Nexus Dashboard user's credentials.

AT 76 Inthe Nexus Dashboard Orchestrator GUI, manage the sites.

alvafi. -Gj < = t ™)
el Multi-Site Orchestrator Cluster Status 1/1 @) 3 @
Dashboard
-1 Application Management - S \TGS
Operations @ o
( Infrastructure Filter by attributes
SRS Cenb e Health Name Type Templates State Controller URL
Firmware Management Unmanaged
@ Fabricl DCNM 0 https://10.23.234.161:4«
Sites
Infra Configuration Fabric2 Unmanaged - :
@ Site ID- 65002 DCNM 0 https://10.23.234.159:4: ...
SD-WAN
Fabric3 Unmanaged 5 .
£ Admin @ Site ID: 65003 DCNM 0 https://10.23.234.159:4¢

Managed
Unmanaged
a) From the left navigation menu, select Infrastructure > Sites.
b) Inthe main pane, change the State from unmanaged to Managed for each fabric that you want the NDO to manage.

Y4 ~OHIER

Z Z T, Nexus Dashboard Orchestrator GUI Z#fEH LC 1 DLL EDY A h DY FNEH A L)
T B HECHOWTIBHLET, %1 MINexus ¥ v =dh— RiZgED £97,
158 BRI

BT 594 MIBEEMTONTWATRTOT AL — MBI TWARWT & 2R
HVLERHY £,

AT v 71 Nexus Dashboard Orchestrator GUI % B & ¥ 9,

Nexus Z v ¥ 2R — ROY—EXAAZOTNENDOYV—ERAEMEET, Nexus ¥ v ¥ 2h— R a2—H—
DI LVFU Y LEFHLTCHBMIC e A LET,
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B -7 avrn—s~onmEEn

ATFYvT2 YA OT U X =LA RETHIRLET,

a)

b)
c)
d)
€)
f)
g)

EOFESF—Yary A=a—7T, [ TFXMF9F+ (nfrastructure) 1>[1 > 7 T DERZE (Infra
Configuration) ]& 3R L £,

AL XA NZD D[4 T TDERE (Configure Infra) 15227V v 7 LET,

AU DY A RR—=T, FHARNOIT A FEZRIRLE T,

FRD/S—D [F—1NL A DERTE (Overlay Configuration)] # 7 ¢, [Multi-Site] / 7 = #2hiz L7,
FRIDOY A R R—=T, [7 & — L4 HKE (Underlay Configuration)] % 7 &3&R L £,

FA RPOETRTOT A —LARELZHIBRL £,

[EBB (Deploy)] 7V v 27 LT, 7o H—LA A==V A ORELELELYA MIEHLET,

T 73 Nexus Dashboard Orchestrator GUI T, ¥ b ZEEHZ LE,

a)

b)

EOFEesr—ra s A=ma—nb | [412T7 53R M50 F+ (Infrastructure)] > [H 4 b (Sites)] &I L
£7

AA AT, NDOTEHT 547 7 7Y v 7 @ [REE (State)] Z [#HA4 (Managed)] D [
%% (Unmanaged) ] ICEHE L E9,

GE) YA MR 1O EORBEREEART 7 L— MCEEMITON TV IS, ThbDT 7L —
]‘ %)ﬁ%ﬁﬁgﬂ%j‘é * <. %@ﬂk:ﬁéé‘f [FEEFXE  (Unmanaged) ] &:Wﬁjﬂé N = G- i‘@f/\/o

ATFY Tl Nexus v aBh— RnHH A FEHIRLET,

ZOYA NEEBRLEY, MOT ) r—var THEALEY TAMENRL o585, Nexus &
ValR—KKnbbY A FERHIBERTE ET,

GE) ZOWEE T, ZOH A ML, NexusDashboard 7 7 A XA VA F—LENTWSLEDT 7 Ir—

b)

<)
d)

YarTHHEAESN T TERLRWNW I LICHER L TLEE N,

Nexus% v ¥ =R — RGUID LMD F S — a v A =a—hb, [HA b (Sites)] Z2=IN L £,
HIBRT %A hZ1OLLEBIR L £,

AA R DOFEIZHB[T I 3 > (Actions)] > [V4 ~DHEIE (Delete Site)]zZ 27 U v 7 LET,
YA hou s fFREADL, [OK]Z27 YV v 7 LET,

Nexus % v ¥ 2R — FnbH A SAHIBRSHET,

277wy a2 bA—3~DHEEEE

Nexus Dashboard Orchestrator |ZHRA(E, 77 7V v 7 DH A T T LIS BOREAL T > a v &Y
R—=FLTWET, BMDOEZL DHFREA T arTiE, 777V vr0ary bn—J(CEH#ED
TA LT HUNENDY 77,

NDO D[4 > 75 A k549 F+ (Infrastucture)] > [H4 b (Sites)|EiE /> HRFED YA » =22 b
2—7OGUIZY v AT HIZIE, A FOBIZH LT 7 v ary (L) A=a—%3RL,
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777y vs avro—s~oRELs [

=P = A H—T A ATEL Open)] 27 Vw7 LET, Z7aREENL, 777V 7
DT 7 AT R (00B) FHIPTENET S Z LITIEBELTLEE N,

Nexus Dashboard: 7 7 7'V v 7 TR U2 — ¥R E I N TV 55E . Nexus Dashboard = — 4
CRte A U EREFERHLC, 777 Yy r0arybo—JCHEMICen 7 LET, —
BMEERESTZDIC, Nexus¥Z v vadrh—RKET7 77 v 7 2ETCHEBEBOL—FIZLB Y E— |
PRREERRET D T L A HERE L E 9,
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i

4275 —%E%TE

A VT ITHREX v aR— K (143 <—2)
o R—T )L Ay o YA M (145 =)
e AT TORRE: —RE (146 =X—7)

A Y L aR— K

[4 > 7 5% 7E (Infra Configuration)] ~— 3 {Z1%, Nexus Dashboard Orchestrator J&& B B 1 D9~
TOHA M &V A FMHEHOMEN R RS NET,
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" “m;c‘ll;- Nexus Dashboard Feedback  Help v admin
Orchestrator 9 & (®)
Dashboard
[r— Site Connectivity
s
2 Application Management o ( confgure )
A General Settings
5 Infrastructure BGP Peering Type Keep Alive Interval (Seconds) Hold Interval (Seconds) BGP TTL Between Peers
full-mesh 60 180 16
S e Stale Interval (Seconds) Graceful Restart Maximum AS Limit
300 On 0
Sites
Site Connectivity
scale-ms11
ACI Multi-Site Cloudsec Encryption APIC Site ID Overlay Multicast TEP
1 1 On On 254 11.11.11.10
Fods BGP Autonomous Sys Number OSPF Area ID OSPF Area Type External Routed Domain
511 4] regular unifl3dom-L3dom
Azsitel A
ACI Multi-Site APIC Site ID BGP Autonomous Sys Number
4 on 21 65145

o Hide Connectivity Status

Inter-Site Connections

[UTELESEITEE  Underlay Status b}
>

onPrem2 @ OK ® Fail 810 | 8 ® Fail 410 L 4
Azsite2 A sz
ACI Multi-Site APIC Site ID BGP Autonomous Sys Number
4 on 22 64596

[&A%E%E (General Settings)] % 1 /WiZi%, BGPET U v 7 ¥ A 7 & ZO%EIZET 2 1HH
MERINET,

I OWNWTIR, ROEBZ >3 o THEALET,

[# > 7L T X (On-Premises)] # 1 /WZix, RNy K& A0 2 AL v F D, OSPF X iE,

BIOA— =LA 1P & L BT, Multi-Site KAAS DO THLZTXTHOA LT LI R
P A MCEHTHERPETREINET,

P A FNDOR Y RO¥EFRT LRy KPods)] ZA Va2 U v r+5hE, %Ky RDOA—
Ne—lLf 2=F% % ZFNTEP 7 FL AT A B HRALFRTEET,

ZEHMIZ DWW TIL, CiscoAPICH A FDA 7 T DRE (1512—) ZBRLTLIEE,

[ 572 K (Cloud)] # A /LiZi&, Multi-Site KA A > O—ETHLHLTXTDrT7U KHA k
BT 2EHE. U — a UEES KOSERR Y A MERBERSNET,

ZEANZ DUV T, CiscoCloud APIC YA b A 7 T DikE (1592—) B L TL
Sy,

BERAT—2ADRTR 27 v 7 LT, FFEOYA bOYA MR OFFMZ R TE
£7,
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IN— )L

R=sxn 2yoa 1 rmgk

5. ] A% rzfML T, 1 MEERRICBB T £d, ZnconTid, kot
arTRELSHMHLET,

WD T a T, &7 77 ) v 7 A7 TREEIT D IO HERFNEIT OV THL
ALET, 777V v 7EBEOEHLFIEL, BETLI7 77V v I OFEEDX A T ITHESN
T, ROETHHALET,

A7 TORELEDDANS, AiOE7 v a  THHLE LI A FEREL TR 24
EHRHD £,

MMZ T, AR AL o FOBEMRLAIBR, FIIEANRAL ) —RIDOEERREDA 7T A
N7 Fx OEFIZIE, — B2 A 7 T OREFIEO—EHE LT, A MEGMEE RO

(151 =) IZEe#Ei SN TW5 X 972, Nexus Dashboard Orchestrator D7 7 7 U v 7 $5f5e1H
WOFEFDMETT,

Avwa YA MEER

Nexus Dashboard Orchestrator 23 & FL T2 T XCTOH A b HMOTXTOY A h~DH A M
BE AT 5 70 Ay v aBERIiNZ T, 2OV U —ATER—=v v b Ay v atillb ¥
R—=FLTWET, =T/l Ay ol T, OV A b~DOY A S Z Rz 72 0 A
2y Rrmy = RTHA NEEHLZY, A Ml EZ~ LT A b RAAL U NOfMD
A hOYTEY NORITHIBLIZY TEET,

Nexus Dashboard Orchestrator U U — 2 3.6(1) & Y giTiE, ¥4 MEOYA NGRS RS
TV TYH, A4 MHATT 7L — b Zf L, ot MBIt T 71— b
MHRY =B TE, ZTNOHOTA MOV A MIEGAER SN TR TYH, 1 b
MTEELRVWERILIZ N 74 v 7a—BRELET,

U U —A3.6(1) LA, Orchestrator Tlik, ZALHDOH A NEOY A SRS #E AR S L O
BESNTODEAICOR, oA MBS TWD) oT T L— b7
L—hEVE—hBRARY —% 2 2L LDV A FETIECTE £9°,

DX 7 g THiAd 5 X 912, Cisco APIC 3 X T Cisco Cloud APIC 91 F DY A k A
TIGANT I F ¥ HHERT LIS, VA LIS, O EDOY A N AT TR NT T F vk
EHESLT D0 E I RENICEIR L, ZOMREROLZIREETE 3,

IN—2% )L Ay aEHGEOHA FSA4 Y

R—=T )b Ay a i e A L EF, ROTA FIA 0 E2BEB LTI,

o R—=U )L Ay oL, 2007 T KA ML FRE T U REL T LI AD
YA FETYHR—-FEINTWET,

FTRTOF T VIR YA METRERA v ¥ a8y HBRICHS. S E T,

o N—=T )L Ay v atEfkild, BGP-EVPN £ 721X BGP-IPv4 7' ks = /L&Al ] L THAR— K
INTVET,
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7L, 7L — DA MLy FIE, BGP-EVPN 7' b I L& L TSN TV 5
PA MR L TORFAIND Z EITHEELTLZEV, BGP-IPv4 2 H L T2 2Lk
DY A MR L TWDIEE., TR0 A honTnnicEy ¥ Tcon-z7 71—+
. 120V A MIOLEHTE 9,

14275 DHE: —HREXTE

ZITE, TRTOYA FO—RIRA > 7 TRIE LA T D TR OV TEA L £,

4

GE)  ROFRTEIZF., TXCOHA MIEHINDI DL, FFEOH A TDH A b (/77 K APIC
PA 2 L) IHERLDOERHY T, £V A NEADOT A ~ v—h R EICHT Rz, A
VTR ECTHERT R TOREEZFE T L TNWAZ 2R LET,

2T w1 Cisco Nexus Dashboard Orchestrator © GUL(Z 2 7' A > LE£7,

RT9T2 EOFEr—varA=a—no | [12TFRX 59 F+ (Infrastructure) >[4 FE#HE (Site
Connectivity) 1% &R L 9,

RT9T3 ALy XA UZH D [ (Configure) 1227 U v LET,
RTv T8 FEOF A RAN—T, [EfFRE (General Settings) 14 &R L E£7,
ATw 75 [avkA—)L FL—2ETE (Control Plane Configuration) ] Z+E L 9,
a) [A>bkB—J)L TL—2FTE (Control Plane Configuration) ] % 7 &R L £ 9,
b) [BGP E7Y >4 44 7 (BgpPeering Type) ] Zi&R L £,
e full-mesh : WA FOTRTOR—=F—F—rT=xf A vFiE, VE—F VA FOR—F—
F=rUxof AL v F O TG LML L7,
(72 v =] FERCTIX., Nexus Dashboard Orchestrator IZ ACIEBL 7 7 7 ) o J DAL A A >
FLEDCNMEH 7 77V w7 OR—F— F— b oA A LET,
* [route-reflector] : route-reflector 47> a v &4 5 L. &Y A F» MP-BGPEVPN v 3
VEENTH 1O EDa b — L L= )= REEECTEET, =R VTV X ) —
REMEHTDE, NDOIZL > TEEHINDGTXTOY A FETMP-BGPEVPN 7 )L A v ¥ = [
BIRIERR SN2 720 F97,

ACI7 77U v 7 OYEE . [route-reflector] A7 > a3 L. [A U BGP ASN D—ETHDT7 77
U 7% L TOHRFHTT,

¢) [F—T7 34 Tk () (Keepalive Interval (Seconds))] 7 « —/v NI, & —77 7 A 7@ & FHAL
TANLET,
T 74N MEEZMERFT 5 Z L2 WL E T,

d) [RZREMR (#) (Hold Interval (Seconds))] 7 -« —/V FiZ, &R AZWDEAN TAS L ET,
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| 12752350 FvER

ATvT6

ATy 17

1v750%e—nzz

T 7 AN MEEMERF T 2 E A HESEL £,
e) [Sk*hfEkE (F) (Stale Interval (Seconds))] 7 -« —/V RiZ, K&k A2 BN TAD L ET,
T 74N MEEMERF T 2 EAHESE L £,

f) [ L—RARTIL ANJLsS— (Graceful Helper)] &7y a v &4 AT 50 E H ha @R L £,
g) [AS EFR (Maximum AS Limit) 1% A LE.

T 7 AN MEEMERTT D Z L EAHER L £,
h) [E7R®DOBGP TTL (BGP TTL Between Peers) 1 # AJJ L&,
T 7 AV MEEHERFT 5 Z & 2 HEBE L E 9,
i) [OSPF T !) 7 ID (OSPF Area ID)] # A L £,
777 R APIC A b 372 WA, 207 4 — /L RIFULICERSLER A,
ZiuZ, LARTO Nexus Dashboard Orchestrator U U — A TH A MH#EHEHIZZ 7 ¥ R APIC TLRIZE
Lic, A7 VIAIPPNET Y D27 77 R¥A M T &2 OSPF = U 7 ID T,
[IPN T/31 R1EH,] 2 AL E T,

FrTVIAREZ T Y RV A MEOYA MBS ZRTET 2 TENRWEGEIE, ZOFIEEZ ATy 7 TE
=7,

By aTHATLEIIC, AT VIREZ T T RHA MOV A M T o F— LA B e iET
DAL, 77U RCSR~OEHGRAMNLT 54 T U I AIPNT N, AZRIRT H2MLERH Y £, Zh
5DIPNT A AL, AT VI AV A bOREME CHEAMREICAR L/, 22 TERTILERDHY &
9, #EfMliZConfiguring Infra: On-Premises Site Settings (152 ~X—3) ZZM L T 7Z &,

a) [T/\4 R (Devices)] ¥ 7 #i®IR L £,
b) [IPN T/34 R®DiEH (Add IPN Device)] 7 V v 7 LE7,
¢) IPN 7 /31 2D [&H] (Name) 1 & [IP7 KL R (IP Address) 1 A LET,

FBELZIPT FL AL, IPNT AL ZOEFIP 7 FLATIER<, 777 KAPICD CSR/HD kv
I ET T RLALELTHERESNET,

d) Fzvr =0 T7A4ar%7 )y 7 LT, 73 AFERERGFLET,
e) BT D IPN F /314 R ZHONWT, ZOFEAZBEY KL 7,

[4V&8 7784 R (External Devices) ]f&#a AL £,
777 KAPIC "4 R WGAE, 20X 71X ULICR RS IVEY A,

Multi-Site KA A 127 77 RAPICH A B2 WGA, ERIE7 T R A "N T T F—FEIE%E
DM DOIERT S A A OB AR ET DT ENZWERIT, ZOFIEEZ ATy FTEET,

ROFIATIZ. 777 FHA ERDLOEREREST D7 7 o F N—2 EIIMNET A AT 2 1EHE
FBET D HEIONTH L ET,

a) [#MEBT /N4 R (External Devices) ] % 7 #ER L £,
ZOX 71X, Multi-Site RAA N2 EBL1ODT7 T T KA RS LILEICORMEHATE £,
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b) [SMEBT /N4 AMIEN (Add External Device) 1 %27 V v 27 L£7,
[4VEBT /84 A MIEM (Add External Device) 1 %A 7 1 7 5B & £,

¢) T3 2D [&ET (Name) 1. [IP 7 LR (IP Address) 1. 83XV [BGP B AT LEE (BGP
Autonomous System Number) 12 A1 L E 7,

BELEIPT RLAIL, AL ADEIIP 7 RLATIEARL . 75 % K APIC ® CSR 26D k2%
LET T RLAELTHERESNET, #8L, IPSec ZHH LTI Y v 7 A% —% vy MRHE THE
MNEINET,

d) F=v I ~—2 74270y 7 LT, T3 AMEFRERFLET,
e) BT D IPN T /XA RZHONWT, ZOFEZBEY KL 7,

TRTONMRT A AZBMLTEDL, ROFIEEZFET LT, IPSec ho R H 7 Xy b 77—z innbo
Mo RMZEID Y TOENDINEIP T KL AZFEELET,

ATv 78 [IPSec b »HJLH T2y b F—JL (IPSec Tunnel Subnet Pools) ] 1&E# % A1 L £,

757 RAPIC 1 WS, ZOX 73X ULICERSINERTA,

CITHRETEXLIY TRy =i, RO2ODXATHRHY £4,
B TRy b T—IL: VTRV A FDCSR EMDY A + (T 0 REITA LT LI R) BO
BERICEREINET,
Z 51X, Nexus Dashboard Orchestrator |2 K-> TEH IS KR 7 a— )L 7 %y v F—)LT
9, Orchestrator (. ZNHD T — b XV /NS T3y baERR L. 34 FE IPsec b prL &
S BEGE IPsec b RV THEHT DA MZHEID B TET,
12U ED7 T R YA S oEEREBINT 561, D7 &b 12007 xy b 7'—
NERMTILERH Y £,

YA FEFOY TRy b T—IL: 770 K YA b CSR ESMBT A AR OHGRIZAEH SvE T,

INHOH T Ry NI, SNBESRLPsec b U RAVPFFEORBNICH 2 Z EBVERGEICERTE E
T, T2E X, AL —ZIZIPT RLAZEID B THDIRFEOY 73y R TTIHEH I TE
D, ZTNHOH TRy hENDOKEIRZ T R4 D IPsec b RN TH &EHEEHATL5EA4T
T, ZNHDOY T %y M Orchestrator IZ L > TEHINT ., &V 7xy MIVA FEEIZEV Y TS
A, SNEEERE IPsec b rvicr—A A THEAINE T,

AT EY TRy N TV ERELRWEETH, 77U K34 D CSR ESNTT A AR O
ARETDHE, YTy b F—ARNIPE Y TITHHENET, .

Gx) WHFOY T %y b =D/~ A7 Fl /24 TT,

1 DU EOSERY TRy b T—ILEEBNT 5100 :

a) [IPSec k> #JLH T2y k F—)L (IPSec Tunnel Subnet Pools) 1 % 7 %I L £ 7,

b) [FEH TRy b T—JL (External SubnetPool) 1=V 7 C, [+IP7 FLRA®M3EN (+AddIP Address) ]
7 Vw7 LT, 1D EDIEY T3y b F—vZBILET,
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OV 7%y ML, LLETO Nexus Dashboard Orchestrator U J — A TH A ME#EGEHIZ 7 7 K APIC T
DRNZRE LT, AT VI RAERIEHASNDS 7 77 R V—2 D IPsec RV AV H—T A A
EN—T RNy IR BT DIER SN E T,

7Ry NI, MMOF T VI ATEP 7=/ EEHE LTI O T, 0.xxx £72130.0.xxTUHE > TIE
5T, /16 & 24 DRIOFR Yy NU—27 A7 (30.29.0.0/16 % &) BBLETT,

Fxvr~—0TAarzs )y LT, ¥ 7Ry MEMZERFLET,
BINT 597Xy b 7=l HonT, ZRNODHY T AT v 7 &V IRLET,

1 2L LD [HA FEIFEDY Ty b F—)L (Site-Specific Subnet Pools) ] Z B9 5121 :

a)
b)

d)

g)

[IPSec k>R BTy b F—)L (IPSec Tunnel Subnet Pools) | # 7 Z3&R L £,
[4 FEEDY TRy b F—)L (Site-SpecificSubnetPools) ]V 7 T, [+IP7 FLAMEM (+Add
IPAddress) 127 U 27 LT, 1 DU LAY 7 x> b 77— E&BIMLET,

[BRIfTEY TRy FT—ILDENM (Add Named Subnet Pool) ] %A 7 v 7 /3B & £,

H7xy b [&ET (Name) |2 AL ET,

BIFE, VT Ry bV OAFITEHBEA LT, IPT RLAZED S TEHT—LERIRTE £,
[+IP7 FLRAMDEM(+AddIPAddress)|= 27 U > 27 LT, 1 2B LDV TRy N F— a8l ET,

VT Ry Mt /16 & /24 DB OFR Y FT =7 PUEET, 0.x.x.x F720150.0.x.x THODZ LITTE
FHA, 72E zIE, 30.29.0.0/16 DX HITLET,

FrvIw—0 TAaLrd27) v 7 LT, 7%y MERZIRFELET,
R CARIMTES T Xy b 77— EBEOV T3y &2 BINT 285813, ZOFIEEZEVIRLET,

[RTF (Save) 127V v LT, Al Y71y b F—=a2fFLET,
BN 240 TRy b F—=ZONT, TNODOY T AT v 7 & iRLET,

RDERY

BRI A VT TREEBR LR, BT LIS " OX AT (AT VI RACL 7T T
RACL, F723A4 07 VLIA Ty 7Y v 7) IZESWT, I A FEAOHREICET 2 BINHER
EIRETHLENH Y £3, ROBETHRHT L FIEIZHE->T, A NEFEDA T T AT
FYyREEZITVET,
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Cisco APIC H 1 FDA 2V T7SDHRTE

o A MEGEMEFROER (151 X—2)

* Configuring Infra: On-Premises Site Settings, on page 152
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AT T1
ATv T2
ATv73
ATvTAa
ATvT5

This section describes how to configure site-specific Infra settings for on-premises sites.

Log in to the Cisco Nexus Dashboard Orchestrator GUI.

In the left navigation menu, select Infrastructure > Site Connectivity.

In the top right of the main pane, click Configure.

In the left pane, under Sites, select a specific on-premises site.

Provide the Inter-Site Connectivity information.

a)

b)

d)
e)

2)

h)

In the right <Site> Settings pane, enable the Multi-Site knob.
This defines whether the overlay connectivity is established between this site and other sites.
(Optional) Enable the CloudSec Encryption knob encryption for the site.

CloudSec Encryption provides inter-site traffic encryption. The "Infrastructure Management" chapter in the Cisco
Multi-Ste Configuration Guide covers this feature in detail.

Specify the Overlay Multicast TEP.

This address is used for the inter-site L2 BUM and L3 multicast traffic. This IP address is deployed on all spine
switches that are part of the same fabric, regardless of whether it is a single pod or Multi-Pod fabric.

This address should not be taken from the address space of the original fabric's 1nfra TEP pool or from the 0. x.x.x
range.

Specify the BGP Autonomous System Number.
(Optional) Specify the BGP Password.
Provide the OSPF Area ID.

The following settings are required if you are using OSPF protocol for underlay connectivity between the site and
the IPN. If you plan to use BGP instead, you can skip this step. BGP underlay configuration is done at the port

level, as described in 1 > 7 T DFRE: A/3A > AA T, on page 155.
Select the OSPF Area Type from the dropdown menu.

The following settings are required if you are using OSPF protocol for underlay connectivity between the site and
the IPN. If you plan to use BGP instead, you can skip this step. BGP underlay configuration is done at the port

level, as described in 1 > 7 T OFETE: A/ A AA T, on page 155.
The OSPF area type can be one of the following:

® nssa

® regular

Configure OSPF policies for the site.

The following settings are required if you are using OSPF protocol for underlay connectivity between the site and
the IPN. If you plan to use BGP instead, you can skip this step. BGP underlay configuration is done at the port

level, as described in f > 7 7 DFTE: A/XA > A A T, on page 155.
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You can either click an existing policy (for example, nsc-ospf-policy-default ) to modify it or click +Add
Policy to add a new OSPF policy. Then in the Add/Update Policy window, specify the following:

« In the Policy Name field, enter the policy name.
« In the Network Type field, choose either broadcast, point-to-point, OF unspecified.
The default is broadcast.
* In the Priority field, enter the priority number.
The default is 1.
« In the Cost of Interface field, enter the cost of interface.
The default is o.
* From the Interface Controls dropdown menu, choose one of the following:
« advertise-subnet
* bfd
* mtu-ignore

* passive-participation

» In the Hello Interval (Seconds) field, enter the hello interval in seconds.
The default is 10.
* In the Dead Interval (Seconds) field, enter the dead interval in seconds.
The default is 40.
» In the Retransmit Interval (Seconds) field, enter the retransmit interval in seconds.
The default is s.
« In the Transmit Delay (Seconds) field, enter the transmit delay in seconds.
The default is 1.

(Optional) From the External Routed Domain dropdown, select the domain you want to use.

Choose an external router domain that you have created in the Cisco APIC GUI. For more information, see the
Cisco APIC Layer 3 Networking Configuration Guide specific to your APIC release.

(Optional) Enable SDA Connectivity for the site.

If the site is connected to an SDA network, enable the SDA Connectivity knob and provide the External Routed
Domain, VLAN Pool, and VRF Lite IP Pool Range information.

If you enable SDA connectivity for the site, you will need to configure additional settings as described in the SDA
use case chapter of the Cisco Multi-Ste Configuration Guide for ACI Fabrics.

(Optional) Enable SR-MPLS Connectivity for the site.

If the site is connected via an MPLS network, enable the SR-MPLS Connectivity knob and provide the Segment
Routing global block (SRGB) range.
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The Segment Routing Global Block (SRGB) is the range of label values reserved for Segment Routing (SR) in the
Label Switching Database (LSD). These values are assigned as segment identifiers (SIDs) to SR-enabled nodes
and have global significance throughout the domain.

The default range is 16000-23999.

If you enable MPLS connectivity for the site, you will need to configure additional settings as described in the
"Sites Connected via SR-MPLS" chapter of the Cisco Multi-Ste Configuration Guide for ACI Fabrics.

Configure inter-site connectivity between on-premises and cloud sites.

If you do not need to create inter-site connectivity between on-premises and cloud sites, for example if your deployment
contains only cloud or only on-premises sites, skip this step.

When you configure underlay connectivity between on-premises and cloud sites, you need to provide an IPN device IP
address to which the Cloud APIC's CSRs establish a tunnel and then configure the cloud site's infra settings.

a) Click +Add IPN Device to specify an IPN device.
b) From the dropdown, select one of the IPN devices you defined previously.

The IPN devices must be already defined in the General Settings > IPN Devices list, as described in 4 > 7 7 @
B E: —MXEX IE, on page 146
¢) Configure inter-site connectivity for cloud sites.

Any previously configured connectivity from the cloud sites to this on-premises site will be displayed here, but
any additional configuration must be done from the cloud site's side as described in Cisco Cloud APIC %A
A 27 7 DFIE, on page 159.

What to do next

While you have configured all the required inter-site connectivity information, it has not been pushed to
the sites yet. You need to deploy the configuration as described in -1 > 7 7 8% 7€ D JEBH, on page 163

ATSDETE: Ry FOETE

ATy T
ATvT2

ATv73
ATv74
ATvTH
ATv 76

ZOk7 T a T, FYA MTHy FEAOBREZT O FIEICOWTHALET,

Cisco Nexus Dashboard Orchestrator @ GUIL IZ @ 71 > LE T,

EDFEF—=varA=a—Nns | [AYI75A M5 F ¥ (nfrastructure) 1> [H4 ERE (Site
Connectivity) 1% &R L 9,

AL XA D EICHD [ (Configure) 127 U v 7 LET,

FEANDSA D [HA b+ (Sites)] D T T, FFEDY A FZRINL 77,

AL U4 FUT, Ry FEERLET,

FHO[Ry RO TANT 4 (Pod Properties)] 1 > T, Ry RIZHONWTA—/"—L A =%+ A | TEP %
BNTEET,
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K, ANRNS v AL v F, BIOER) —7 /J—RIZHEVYCTHEDIERINET, ik, Multi-Site
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ATy T
ATy T2

ATvT3
ATy T4
ATvTH
ATv 76
ATvT1

ZOE 7 v a T, CiscoMulti-Site D72 DIZEH A FDANAL » AL v F EHFHET D HEIC
ODWTHBLET, ANNA v AL v FERET %G, & A DA/ A L ISN WO
ZEET A Z LT, Multi-Site KA A UNOH A NHOT 2 — LA Bifie & BTN T X
3

VU —2351) LVaiE, OSPF 7m ha Lzl L TT ¥ — LA BN HLSILTHNEL
7o —JF. 2OV Y—RATIX, OSPF, BGP (IPv4 D#) . £IXRAT 0 ba Lzl cx
F9, IBALIE, —E#OYA FTIEYA MET X — LA BEIZOSPF 2 L. —#oH A
N TIEBGP #3252 & TF, Ml TIE7Z2< OSPF £721XBGP OWTNMNEHRETH I &
EHESELE 4, WO e ha L ERE LS EICIE. BGP AME/E S, OSPFi3/L— 7 —
TNCA VA M= ENEHEA,

Cisco Nexus Dashboard Orchestrator @ GUI IZ & 74 > L E 4,

EOFEr—varA=ma—nb | [41Y7FRAMF9Fx (Infrastructure) 1> [H4 FiERE (Site
Connectivity) J%#®IR L E 7,

AL XA D5 EITHD [ (Configure) 127 U v 7 LET,

LD A D [HA b (Sites) ] D FT, FFEDF 7T LI A YA FERIRLET,

ALY AT, Ry RRND RS v A v FEBINL £7,

FR D [<R784 2> FRTE (Settings)] A > T, [+ 7/R— FEBMAdd Port)] 227V v 7 LE 9,

[[R— bDENM (Add Port)] 7 ¢ > RO T, 7T ¥ — LA OHEEEHRE AT LET,

IPN #5i FHIIZ APIC CHEERE SN TWAHR— hR3 A VAR — &k, U A MIERESNET, NDO 2Bk
ETDHH LWVE— MZOWTIE, ROTFIEZHEHL £,

a) RO—EREFEELET,

o [41 —H %y kb R— bk ID (Ethernet Port ID)] 7 4+ —/L KiZ, "— K ID, 72& ziE1/20 # A L F
R
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* [OSPF 7K 1) & — (OSPF Policy)] K& v 74 7 > C, Configuring Infra: On-Premises Site Settings (152
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Configuring Infra: Cloud Site Settings

This section describes how to configure site-specific Infra settings for Cloud APIC sites.
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AT w71 Log in to the Cisco Nexus Dashboard Orchestrator GUI.
AT w 72 Inthe left navigation menu, select Infrastructure > Site Connectivity.

AT 73 In the top right of the main pane, click Configure.

AT 7 4 Inthe left pane, under Sites, select a specific cloud site.

AT w75 Provide the general Inter-Site Connectivity information.

a)
b)

<)

In the right <Site> Settings pane, select the Inter-Site Connectivity tab.
Enable the Multi-Site knob.

This defines whether the overlay connectivity is established between this site and other sites.

Note that the overlay configuration will not be pushed to sites which do not have the underlay intersite connectivity
established as desrcibed in the next step.

(Optional) Specify the BGP Password.

AT w 76 Provide site-specific Inter-Site Connectivity information.

a)

b)

d)

In the right properties sidebar for the cloud site, click Add Site.
The Add Site window opens.

Under Connected to Site, click Select a Site and select the site (for example, site2) to which you want to establish
connectivity from the site you are configuring (for example, sitel) .

Once you select the remote site, the Add Site window will update to reflect both directions of connectivity: Sitel
> Site2 and Site2 > Sitel.

In the Sitel > Site2 area, from the Connection Type dropdown, choose the type of connection between the sites.
The following options are available:
* Public Internet—connectivity between the two sites is established via the Internet.
This type is supported between any two cloud sites or between a cloud site and an on-premises site.
* Private Connection—connectivity is established using a private connection between the two sites.
This type is supported between a cloud site and an on-premises site.
* Cloud Backbone——connectivity is established using cloud backbone.
This type is supported between two cloud sites of the same type, such as Azure-to-Azure or AWS-to-AWS.
If you have multiple types of sites (on-premises, AWS, and Azure), different pairs of site can use different connection
type.
Choose the Protocol that you want to use for connectivity between these two sites.

If using BGP-EVPN connectivity, you can optionally enable IPSec and choose which version of the Internet Key
Exchange (IKE) protocol to use: IKEv1 (version 1) or IKEV2 (version 1) depending on your configuration.

* For public Internet connectivity, IPsec is always enabled.
* For cloud Backbone connectivity, IPsec is always disabled.

* For private Connection, you can choose to enable or disable IPsec.
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If using BGP-1PVv4 connectivity instead, you must provide an external VRF which will be used for route leaking
configuration from the cloud site you are configuring.

After Sitel > Site2 connectivity information is provided, the Site2 > Sitel area will reflect the connectivity
information in the opposite direction.

Click Save to save the inter-site connectivity configuration.

When you save connectivity information from sitel to site2, the reverse connectivity is automatically created
from site2 to sitel, which you can see by selecting the other site and checking the Inter-site Connectivity
information in the right sidebar.

Repeat this step to add inter-site connectivity for other sites.

When you establish underlay connectivity from sitel to site2, the reverse connectivity is done automatically for
you.

However, if you also want to establish inter-site connectivity from sitel to site3, you must repeat this step for
that site as well.

Provide External Connectivity information.

If you do not plan to configure connectivity to external sites or devices that are not managed by NDO, you can skip this
step.

Detailed description of an external connectivity use case is available in the Configuring External Connectivity from
Cloud CSRs Using Nexus Dashboard Orchestrator document.

a)
b)

<)

d)

e)

2)

In the right <Site> Settings pane, select the External Connectivity tab.
Click Add External Connection.

The Add External Connectivity dialog will open.
From the VRF dropdown, select the VRF you want to use for external connectivity.

This is the VRF which will be used to leak the cloud routes. The Regions section will display the cloud regions
that contain the CSRs to which this configuration be applied.

From the Name dropdown in the External Devices section, select the external device.

This is the external device you added in the General Settings > External Devices list during general infra
configuration and must already be defined as described in 1 > 7 7 OFE: —fiXi% iE, on page 146.

From the Tunnel IKE Version dropdown, pick the IKE version that will be used to establish the IPSec tunnel
between the cloud site's CSRs and the external device.

(Optional) From the Tunnel Subnet Pool dropdown, choose one of the named subnet pools.

Named subnet pool are used to allocate IP addresses for [PSec tunnels between cloud site CSRs and external devices.
If you do not provide any named subnet pools here, the external subnet pool will be used for IP allocation.

Providing a dedicated subnet pool for external device connectivity is useful for cases where a specific subnet is
already being used to allocate IP addresses to the external router and you want to continue to use those subnets for
IPSec tunnels for NDO and cloud sites.

If you want to provide a specific subnet pool for this connectivity, it must already be created as described in - >
7 T DFRE: —HLERE, on page 146.

(Optional) In the Pre-Shared Key field, provide the custom keys you want to use to establish the tunnel.
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h) Ifnecessary, repeat the previous substeps for any additional external devices you want to add for the same external
connection (same VRF).
1) If necessary, repeat this step for any additional external connections (different VRFs).

Note that there's a one-to-one relationship for tunnel endpoints between CSRs and external devices, so while you
can create additional external connectivity using different VRFs, you cannot create additional connectivity to the
same external devices.

What to do next

While you have configured all the required inter-site connectivity information, it has not been pushed to
the sites yet. You need to deploy the configuration as described in - > 7 7 8¢ iE D &, on page 163
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«[IPN F/INA REBRE T 74 ILDHZEH 9> O0— K (Download IPN Device config files only):] # 1% # & &
tezip 77 A NEZ D a— RLET, Tk, IPN T /34A A5 Cisco Cloud Services Router (CSR)
~O AR, HRERET L Z LR ARICTS27DICHWS D TT,
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« [SAERTINA RERE T 74 ILDH %S ™ > A— K (Download External Device config files only):] 4 k1% #
aitezip 7y AN EX Dy — RLET, Ziux, FMET /31 A5 Cisco Cloud Services Router
(CSR) ~D#Hiz ., WRZERT 22 LR EICT H272DICHNWD D TT,

AT9 T2 R4V RUTIEWL(Yes)| 227V v 7 LET,

ERBADRBItA SN E LTz, a2 DOV A FORBAT =X A X v2—IIZoWnTiE, EDA=2—%5H 1L T ZEVW (Deployment
started, refer to left menu for individual site deployment status)] Wy A /12*—°/ZZJ: D, 17
TR DRBNPIRE NI Z ERSNET, EMORA DA MOBIZFRENDT A 2T, &
YA P ORI E R TE ET,

RDBRY

AT TH—=NR— A T U= A OEEREN, TXTOVA hoaryte—FLrIy
RCSRIZEBI SN E T, BoTnKBOFTIATIE, V1 MEIEEROTED (1513—) Tit
BH+2L912. IPNT XA AEZ 7T RCSRO M ZAZFEHLCERELET,

N
\l
\J
<
1

AREVTI R YA FEDOEROBEIE

F T VIRV AL NERITZTZ TR YA FOBRRBIERIT. 20OV a2 Axy ST

EF7,
T, AT VI RAAPICH A FE 27 T R APIC Y1 FME OB A BN T 5 HIEICD
WCHBALEJ,

5 7 # /)L K TiZ. Cisco Cloud APIC [X/T.& Cisco Cloud —E & JL—% 1000V OX7T % B L
F9, ZOHOFIETIE, 200 bV EEHRLET, 12034 7L I AD PsecT /31 A
235 2B D4 Cisco Cloud ¥—E A /L—% 1000V %95 IPsec b2 kLT, D47
L2 A IPsec T /31 ANHIHBEIT. AL T LI AT NAL ZADCSRICHAL b RV ERET
LHUENDHY ET,

WOERIT, 7L I ADIPsec ¥ —I % —3 3 T35 AL LT CiscoCloud —E & jL—

Z1000VD o<y RERELET, BIOT AL ZAERITT Ty b 74— &AL TWBES
X, FEoa<r FEFEHLET,

RTYT1 7T RHA MTEAINTZCSR EA VT LI ADIPsec ¥ — F—3 3 v T3 A L DMK % A %)
T Do DI ERERIEREIE L ET,
A7 TREDER (163 ~<2—) OTFNED—#E L LT, Nexus Dashboard Orchestrator @ [IPN T /31 R &
E77AILDERE S O— K (Deploy & Download IPN Device config files)] 47" = > £ 721X [IPN T/
ARBET7A4ILDF > O— K (IPN Device config filesonly)] 47> a &2 L C, SLERFEEDEH
ERAFTEET,

ATV T2 AT VLI ADPsec T3 Al A4 LET,

ATV T3 D CSR D b R EFHELET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| 12752350 FvER
FrILzREsSY 44 rEoEgoENE [

FA)D CSR DML, Nexus Dashboard Orchestrator 7> 5% 7 a2 — R L7ZISNT XA AD a7 4 X a2 b—
arI7rANVTHERTEET, ROT 40—V RIZiE, HFEOERBOEERENRINET,

o <first-csr-tunnel-ID> : Z O F U ZIZEY B TEH—EZD RV ID TT,

o <first-csr-ip-address> : IO CSR D3 FEHDOFR Y NV —2 A B =T ADO/NT Y 7 1P T R
ATY,

N RNVDSINEL, T oA —VABRRDO XA T2 > TERRY 7,

T U=V AMWNT VI o F—Fy MERDEFE, N RAVDIIIET T T R A—H A
H—T =2 ZAD/XT Y 7 IP T,

T UBE—LANT T A _N— Mgl (AWS O DX R Azure D ER 72 F) Z AL TWAEE, Fo*
IVDFEHNT T ST R NN—F A B —T A AD ST — | IP TT,

« <first-csr-preshared-key> : £ #)? CSR OFHFTHA F— T,

« <onprem-device-interface> : Amazon Web Services (Z i8] S 4172 Cisco Cloud #— E 2 J/L— % 1000V ~OD
BRI SN DA V¥ —T = A ATT,

+ <onprem-device-ip-address> : Amazon Web Services {Z B & 4172 Cisco Cloud #—E 2 JL— % 1000V ~~
OEFICEH SN D, <interfface> f VX —7 = A4 ADIPT FLATT,

« < peer-tunnel-for-onprem-1Psec-to-first-CSR> : i)~ 7 7 R CSRIZxf L TA > 7' L I AD IPsec 7 /3 A
ADET RV IPT RLAE L THERSNET,

« <process-id> : OSPF 7’rt A ID T,

« <area-id> : OSPF = U 7 ID T,

W DOFIE, Nexus Dashboard Orchestrator U U — & 3.3(1) 3 X O Cloud APIC Y U — & 5.2(1) A& THHR— b
SNTWDIKEV2 71 b 2Lz il L7z bRt E 2R L TV ET, IKEvl 2 L TW D551,
NDO 7164 7 m— RL7ZIPN RE T 7 A VOIMADNE TR 256000 £9 28, FANZFE T T,

crypto ikev2 proposal ikev2-proposal-default
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-policy-default
proposal ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1-<first-csr-tunnel-id>
peer peer-ikev2-keyring
address <first-csr-ip-address>
pre-shared-key <first-csr-preshared-key>
exit
exit

crypto ikev2 profile ikev2-infra:overlay-1-<first-csr-tunnel-id>
match address local interface <onprem-device-interface>
match identity remote address <first-csr-ip-address> 255.255.255.255
identity local address <onprem-device-ip-address>
authentication remote pre-share
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authentication local pre-share
keyring local key-ikev2-infra:overlay-1-<first-csr-tunnel-id>
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set infra:overlay-l-<first-csr-tunnel-id> esp-gcm 256
mode tunnel
exit

crypto ipsec profile infra:overlay-1-<first-csr-tunnel-id>
set pfs groupl4
set ikev2-profile ikev2-infra:overlay-1-<first-csr-tunnel-id>
set transform-set infra:overlay-1-<first-csr-tunnel-id>

exit

interface tunnel 2001
ip address <peer-tunnel-for-onprem-IPsec-to-first-CSR> 255.255.255.252
ip virtual-reassembly
tunnel source <onprem-device-interface>
tunnel destination <first-csr-ip-address>
tunnel mode ipsec ipvi4
tunnel protection ipsec profile infra:overlay-1-<first-csr-tunnel-id>
ip mtu 1400
ip tcp adjust-mss 1400
ip ospf <process-id> area <area-id>
no shut
exit

1 :

crypto ikev2 proposal ikev2-proposal-default
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-policy-default
proposal ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1-2001
peer peer-ikev2-keyring
address 52.12.232.0
pre-shared-key 1449047253219022866513892194096727146110
exit
exit

crypto ikev2 profile ikev2-infra:overlay-1-2001
! Please change GigabitEthernetl to the appropriate interface
match address local interface GigabitEthernetl
match identity remote address 52.12.232.0 255.255.255.255
identity local address 128.107.72.62
authentication remote pre-share
authentication local pre-share
keyring local key-ikev2-infra:overlay-1-2001
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set infra:overlay-1-2001 esp-gcm 256
mode tunnel

exit

crypto ipsec profile infra:overlay-1-2001
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set pfs groupld
set ikev2-profile ikev2-infra:overlay-1-2001
set transform-set infra:overlay-1-2001

exit

! These tunnel interfaces establish point-to-point connectivity between the on-prem device and the
cloud Routers
! The destination of the tunnel depends on the type of underlay connectivity:
! 1) The destination of the tunnel is the public IP of the cloud Router interface if the underlay
is via internet
! 2) The destination of the tunnel is the private IP of the cloud Router interface if the underlay
is via private

connectivity like DX on AWS or ER on Azure

interface tunnel 2001
ip address 5.5.1.26 255.255.255.252
ip virtual-reassembly
! Please change GigabitEthernetl to the appropriate interface
tunnel source GigabitEthernetl
tunnel destination 52.12.232.0
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-2001
ip mtu 1400
ip tcp adjust-mss 1400
! Please update process ID according with your configuration
ip ospf 1 area 0.0.0.1
no shut
exit

2FH, BLXORETHLENHLLHFDOMOD CSRIZOWVWT, ZTNHOFEEZBEVIRLET,
ATV ADIPsec T ATR U RANRT v 7 LTNWD I EEfERLET,
BHEORT =X A FKmT 510, WOa<wr ReEFERHLET, WiHFDO M RART v 7 LTERRIN

TWARWEAIL, ZOHOTFIETAN LEREZHER L T, MDA L TV 5 AIREMED & 2 BT 2 e
LET, MAFD P RZANRT v 7 ELTERINDET, ROEBT v a ATHEFR2NTLZEN,

ISN_CSR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status Protocol
Tunnell000 30.29.1.2 YES manual up up
Tunnell0O01 30.29.1.4 YES manual up up
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CloudSec IE=1t

« Cisco ACI CloudSec 5 54t (169 ~—<7)

* Requirements and Guidelines, on page 170

* CloudSec FF SABIZB 2 HlFE (172 ~—2)

* CloudSec DI 5L & 5 DMEL (173 <X—27)

* CloudSec fif 5 {bF — D&V 2 TLEAT (175 *—)

* CloudSec if 5{b.D 72 ? Cisco APIC DFEE (178 ~2—)

* Nexus Dashboard Orchestrator GUI % {# ] L 7= CloudSec ff 5D HF ML (181 ~X—)
c ARL U AL v F AT FUAROXF—HER T A (182 X—)

Cisco ACI CloudSec i 51t

IFEAED Cisco ACIEB T, T4 FAX Y I ANY &R —1 7239 % Multi-Site 7 —
XTI FXERHALTCWDIZH, a—h A RN TMACsec ki S b 2T 2 BEDE X o
VT ¢ FEEL, EEOYVA Mblbd T —42xa2 7 ¢ CBEEMEARIET B IR0

o TWET, TNHDOHA ME, BETRUVIABIP Ry N —ZIZ k> THERINLTEY,

@Bl 7 77V v 7 AR LTV 5025 T, NexusDashboard Orchestrator U U — % 2.0(1)
. N7 74 v 7 OV A MEREBLE RS D 72 DIZEEH S 7z CloudSec 55 b 238 A LT
WET,

Multi-Site ~ AR v U3 A M OBFE A2 RET 5 72912, 3250 bRV = RABRA > b (TEP)
IP7 FLAZERALET, 2 HD TEP 7 R L AL, Nexus Dashboard Orchestrator O & FE
WCEVBRESN, YA D CiscoAPIC IZF v v a XU Ej, ZDHRANRAL Y AL v F T
RESNET, 2603207 RV AE, T 74 v 7RV E— A MIEEFEINDZA
RUTERRETDHEOIENINET, ZOEE. 2200AR, v A4 vy FRICHESLENT
CloudSec b > FAPMERR S, B4 hEA Y hT—2 (ISN) 2/ L T2 2DH 4 MEOYERE:
R E T,

WO, a—HANVH AN T 7427 DMACseec & A FE T 7 4 v 7 OEES{EIZ CloudSec
A G DR SRS LT e —F 2R L TWVET,
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16 : CloudSec K551t

Nexus Dashboard
Orchestrator

IP/WAN
CloudSec

Requirements and Guidelines

When configuring CloudSec encryption, the following guidelines apply:

* CloudSec has been validated using a Nexus 9000 Inter-Site Network (ISN) infrastructure. If your
ISN infrastructure is made up of different devices, or the devices are unknown (such as in the case
of circuits purchased from a service provider), it is required that an ASR1K router is the first hop
device directly connected to the ACI spine (with a separate pair of ASR1K devices deployed in each
site), or the Nexus 9000 ISN network. The ASR1K router with padding-fixup enabled allows the
CloudSec traffic to traverse any IP network between the sites.

To configure an ASR1K router:

1. Login to the device.

2. Configure the UDP ports.

ASR1K (config) # platform cloudsec padding-fixup dst-udp-port 9999

3. Verify the configuration.

ASR1K# show platform software ip rp active cloudsec
CloudSec Debug: disabled
CloudSec UDP destination port: enabled
l1st UDP destination port: 9999
2nd UDP destination port: 0
3rd UDP destination port: 0O
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ASR1K# show platform software ip fp active cloudsec
CloudSec Debug: disabled
CloudSec UDP destination port: enabled
lst UDP destination port: 9999
2nd UDP destination port: 0
3rd UDP destination port: O

* If one or more spine switches are down when you attempt to disable CloudSec encryption, the disable
process will not complete on those switches until the switches are up. This may result in packet drops
on the switches when they come back up.

We recommend you ensure that all spine switches in the fabric are up or completely decommissioned
before enabling or disabling CloudSec encryption.

* The CloudSec Encryption feature is not supported with the following features:
* Precision Time Protocol (PTP)
* Remote Leaf Direct
* Virtual Pod (vVPOD)
* SDA
* Intersite L3Out, if the sites are running Cisco APIC releases prior to 5.2(4).
CloudSec is supported with intersite L30ut for APIC sites running release 5.2(4) or later.

* Other routable TEP configurations

Requirements
The CloudSec encryption capability requires the following:

* Cisco ACI spine-leaf architecture with a Cisco APIC cluster for each site

* Cisco Nexus Dashboard Orchestrator to manage each site

* One Advantage or Premier license per each device (leaf only) in the fabric

* An add-on license ACI-SEC-XF per device for encryption if the device is a fixed spine

* An add-on license ACI-SEC-XM per device for encryption if the device is a modular spine

The following table provides the hardware platforms and the port ranges that are capable of CloudSec
encryption.

Hardware Platform Port Range
NIK-C9364C spine switches Ports 49-64
NIK-C9332C spine switches Ports 25-32
NIK-X9736C-FX line cards Ports 29-36

If CloudSec is enabled for a site, but the encryption is not supported by the ports, a fault is raised with
unsupported-interface €ITOr message.
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CloudSec encryption's packet encapsulation is supported if Cisco QSFP-to-SFP Adapters (QSA), such as
CVR-QSFP-SFP10G, is used with a supported optic. The full list of supported optics is available from
the following link: https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/
products-device-support-tables-list.html.

CloudSec F§S1LIZRA9 4 HEE

CloudSec 5 BALEEREIL. VA FEDOPIHF— & F—FAEROEMEIIKT LT, 28T v 7 A |k
V— AR —0E D YT LEdfmiEsRELET, ZoETIH, ROHELZHEHLET,

o 77 AR —h 731 2—CloudSec Ff 5{b~> ¥ —%1BI L., °— /L TR S LTSRS
X —ZMHEHLTYE— bk 14 F~DEERFIZ VXLAN /N7 v b XA v — FOK 51k
BT H TN A,

e ¥ A R —Lh 534 % —CloudSec BB b~y X —ZfER L, VE—hF A1 b TAHERBRIN
TR S b — 2 L CZAZHIC VXLAN X7 » b3 b— ROESALEIT 9 T /31 A,

e Ty FARNI =4 A F—BEB(LENTZ VXLAN X7y " E2RETLHTFT—FE L Z— T 77
Uy 7,

s FULA N —h A b=—BEEALENTZ ATy NEZE L EETLT— 42— T 77
Vw7,

srx ¥—— 27 UT 7 VXLAN N7y f XA v— RERS(LT 5720 S a5k
F—, ACITIE, 1 2D TX F—NITRTCOYE—F VA MK LTT VT 47 THDHZ
LATEET,

srX ¥— - LEINTZ VXLAN X7y h XM a0 — REEEFTH7-DIEH IR
X— ACITIEZ. 22D RXF—%HVUE—FNHYA N NTEIZT 7T 4 TICTEXET,

2ODRX F—%F—OFAER T ARIZRERIT 77 4 7IWZTHIEBTEET, &
TUA RN =AW A M BILOWF—DEAN TR T L%, HWRXF—LHL
WRX F—%RFF L, WITNOXF—%2@UIcEETHZ LT, IBFERY TRy
MEEEMNAHEIC 2D L H I LET,

o uwtgx— — R U —2 AL T, T 7 AN =LA TRARLEE TR RN —A 5
NA AL DNy BA MY —ADREEAL (x ¥—) EBEE (Rx ) ZZNENAT 9 56,

o X—0FEALN - TV F—DOFHARBEINTZ%, TXTOX T AR —A H A FOHWN
F—FH LW —IIEEZLHT-DICT v TA N =AY A MZLoTHBEN-7 2t
X o

o BT ¥ RABUT (sc1) — VA MEOEX 2 VT ¢ BEM T ERT 64 B MBI,
CloudSec ™~ ' — DR S &N 7 » FTERFER I, 7y NOEB(LO-OICL T
AN =T NAAORX F—ZBETLH-DICEHINET,

s T VvT—va LEEE (an) — 5L E 237 v B dDCloudSec~ v X —TiEE ENDH2E v
FOAE(0, 1, 2, 3), ZHUE, EEALDOTZDIZSCL &L BITHF T AR —LATF A A
THF—ZEHTHEZDIERESNETY, Zhicky, ¥ 2 M) =L 531 A TEED
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X—%RT I T 47T LT, F—OHERBEDE T, WILT v 7 AN —LT A ZADD
DEBDLXF—ZFEH LAy NOJEBFERBY THROWEIEZUAETX E7,

ACILTIE, 29007 75T 4 7R RX T =213 2507 Vo —3 g &FEE (0 £7-13 1
1) OHIMEAIN, TX F—IZTFIZ1I DT Vixz—a &R E OQEFITZ1L) OH

PEHENET,

e HEF— (psk) — CloudSec TX B L ORX ¥ —% LT 57200 T L v—RELT
ﬁ%#é %, CiscoAPICGUI T1 2L EDOXF—2RETHLENH Y £9°, HED PSK

BEINAES. BX—OFER TR ZA T v 7 ADONEF TR PSK i L
i@“o SHIZEWNA T v I AD PSK BRWGA, B FALOA 7 v 7 AD PSK 73Mii H
SNFET, & PSKIL, 64LFOEIDIGERA N > 7 TRIFIULR Y £/ A, Cisco
APIC 1T R256 DFRiIAF—% AR — N LET,

CloudSec DSk & EBEDNIE

U —=Z20)UUETIX, T—F X207 0 LEAEMEOHGTICHIET D, A S
N TaA NIROBFNY Y a—3 g v ERMET A7 DT, Multi-Site 6iMult1-Slte777
Vo 7B OBEIE T B ~D LR MFE L% A[REIZ 95 CloudSec B 5L HEHE & 12
T/\ Liﬁ—o

WO L, CloudSec 7 7B NWALDRiE D/ Nry b AT 7T 0L, TO%OEEFLIE I OE
7 AOFHHERLTWET,

17: CloudSec /X7y

VxLAN Packet

IP Header [UDP/TCP Header

th:c%r Eﬁﬁq&’,ﬁg Protocol= L4DPort= Eg;ﬁ‘g Encapsulated Packet |CRC
UDP/TCP VXLAN

e -
] 1

| IP Header |UDP/TCP Header| CloudSec Header
MAC | EtherType: | protocol= | L4DPort= L4DPort=_ | VXLAN

Header| IPv4/IPv6 UDP/TCP CloudSec VXLAN Header

Encapsulated Packet | ICV [CRC

CloudSec Packet
Encrypted

«€
Integrity Coverage

A
YYvY Y

502136

Ny FEESE
KIZ, CloudSec WHRIE NT 7 4 v 7 /Xy N EMET 5 HEOMELZ R LET,
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c Ty MEL AHBIP Ny =L LA Y 455N — MEBRAMEH LT 4 v ZBLS L,
—EHT 57y NI ELORMGEE LTy—27 ENET,

W LICERT 5247y NI, X7y bOT7 4 — L RIZESWCHEINET, &2
X, A7ty NI, 802.1g VLAN B350 E 90y, F721337 v A IPve £ 7213 IPv6 /¥
Ty R THLINE I MMITL > THRRY 5,

cEEF—FN— R 2T T =TI NTTa T LEIN, Xy NP~y X —EHEHLTT—
TIINBIRFEENET,

Ny M AL~ —7 BMffiF e b & e —ne— NI, Balbzfnd 537y
NOSEN S DA 7y NNHIAT S L ROBIMOFNERFEITSNET,

« UDP 485" — F & 51X, UDP ~» ¥ —25 CloudSec 7 4 —/L RiZa B — &4, /37 v b

DRSS ND L EIY IANY SES,

« UDP %G5ER— F& 51X, CloudSec /X7 v hTHLHZ LA RTVAaMBEDL A ¥ 4 R—
&5 (AR— b 9999) TLEXINET,

* [UDP E(UDPlength)] 7 ¢ —/L Ri%, BIMESN D34 MEEKMT D X5 ICHHTINET,
* CloudSec ~ v & —{%, UDP ~v ¥ —DOHIZEEHFAINFE T,
 BAEMEF = v ZEH (ICV) 1, A v — K& CRC DD/ v b DFRBITTHFEASINE T,

«ICV Tl 128y RO~ MEMEET H0E R H Y £9, CloudSec DA, ICV
DIEHIZEETLMAC T RLVRZFEHTHE, SCILZ DY v/ T AR[EERMBEICE X #1 2
LNET,

sCRCIZ. v  OarTF o YOEREEPKMTALIICEHTINET,

Ny b DRSS RRER
CloudSec N5 /37 v M &S 5 H51EF, ERRTHALIERE STy F T3y XL Lkt
PRI T,
« %15 L7237 v R3 CloudSec /37~ I Tl 25HE1E. W EMF S 4L, ICV AREES L E
R

ICVRRFEIZEHT D L, BINT7 ¢ —/L R2MEIBR & 41, UDP%ESEA— b3 5728 CloudSec ~
K —7n 5 UDP ~ v X —|ZBEI S, CRC WHEH S, 37 v b OG- Sf#HE & CloudSec
~y X —DHIBRBICIERICESESNE T, £ TRVWEA, Xy NI Fey7anZ
7T

o« F— 2 T2 LD EERKF B EFEF — AT A . CloudSec ~ v % — @ Association
Number (AN) 7 4 —/V FZfEH LT, FHT L F—2RIRLET,

e 73w N3 CloudSec 737w N CRRWEA, Ny MNIFOEFEEY £7°,
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CloudSec B2t —nEy 4T e it ]

FEEF—DEIY Z T LEEM

WEF—ER
18: CloudSec — DT

ACI
Multi-Site

MACsec : ' MACsec : ' MACsec
EE@ Eﬁﬁﬁ@ ﬁﬁﬁﬁ.
llllll IIIIII Illlllu-,
. Sitet . site2 L siteN 8

Wiz, FEROKIRENTUWS CloudSec BF 53 — DI 0 B CTEB L OEME 7 v & A DO E
R LET,

e T T ARNY =LY A FDCiscoAPICIE, A FDHEE SV VXLAN YT > DT —
gk &N =D —hviid—2 Ak LES, Ty 7T A M) —L VA b2
B bIERT 2O LR EXF—0, FT AN —AUVE— R NZEFA N7y FOE

WEH S ET,

B A MIUINOYA MTEET DT 74 v 7DD T v T A M) —LH A R TH,
BHOY A NBFET H5E. & A MIMBOY A MY —H A e —%4L L, ZD
F—ZESIERH LT Y E— A MIEELET,

AERENTZRHRF—1Z, XA RN =LA UE— bk YA MIEAT DO, Ty TR
N U —2X A @ Cisco APIC {Z & > T Nexus Dashboard Orchestrator (NDO) |27 3 = &
nE7,

*NDOIZAvE—Y T - L THIEL, ARSI —%2T v 7 A M) =AY o
@ Cisco APIC BIE L, FNEFX T A MY —4 UE— |k %A @ Cisco APIC |ZHL
HLET,
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e KZH T ARNY =L YA FD Cisco APIC 1F, ZELI=F—%, F—%EWR LT v 7 A
F)—AHA SO NI T4 v 7 EZETHILEEZHAME LIza— OV ALV AL >
FORX F—L LTHRELET,

e ZH T AN —A B A FD Cisco APIC [, B —H)L AL 2 AL v FNEH RX F—D
JBEAAT =2 ZAZIUEL, NDOIZT' v a LET,

*NDOL, T X CHDF T AN =2 VE—K"VA BT v 7 ARU—AHA D Cisco
APICIZR-> T, EBREHAT—F 22 kL £7,

7 v ARNY =AW A FMICisco APIC, TRXTDOX T ARY —A JE—F P A F05
ZIELEX—RBHEAT =2 AN LI E ) E R LET,

e AT UA N =L TNAANLZE LB AT =X ARRD LT-GE, 7Ty 7 A b
U= YA MIARLS Y AL o TFDTX F—E L Tr— T —%2EEL, ¥
A RY—A YA MIEEEND VXLAN 7 v FOIEEALEZ AN L £,

e AT A N —ATNRAANLZITRSTLRBEAAT =2 AR LT25E, KLz
Cisco APIC ¥ h CTHEEHNFEAE L, NDO THEE Sz TEF a7 £— R BEITHE
SWTHEEEINET, %= 7086 HE mustsecure)] T— R TlE, X7y NIy
TEN, BX¥a2 T THHDHX (should secure) ] E— RTIL, 2y M3kt b
X (B BE S Tnen) TEEENET,

N

GE)  BEDOY V—ATHE, T— NEIHIZ %27 TH DX (should
secure)] IR EINTEY, EETEERA,

F—BERTOER

R E NI TX/RX F—1d, REINTEEREISARIET 2 BRI EST, T 740 5
T, F—OAPHRIT 15 IR ESNTWET, TXRX F—0f#t v F 03 #ARIIZ 22
He, F—HAER SO AN TOALET,

X—OFED YT rERAIE, FL BN —0F Y TLRM7 e —2EH I ET,
F—FAER T vE R 7 L— 7 BilZAERK (make before break)] /L —/VIZHEWET, DFE D,

FHLOWTX =07 v 7 AR —A A MIERINDHIZ, ¥ AR —A A FOT
NRTORXF—DEHINET, TNEZEBT LD, TyT AR =A% A ML, v—F
NWT T ARNY—=A VA FOT A ZAZH LW TX F—% T D0, T AT —2A
A EDEOFHLUNRX F—DRERAT —H A& [HHLET,

AN —=AH A SBEF LWRXF—DREBHATHEERT —Z 2 2W)E L2, ¥ —/4
et AIET L, W — T 7 T TR EEICe D ET, XA N — A A N
FLWF—OREANP—EPMK T L%, "V RXF—EH LWV RX F—Z2RFL. WThun
DX —%WYNEETHET, HFEBY TRV y MEMENAIREIC/ D LI LET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| 12752350 FvER

CloudSec B2t —nEy 4T e it ]

A\

6=

ZZRLTIESN,

ANRA 2 AA S FDRA LT F U AROF—FER 2 AICHE L T, B EENLET
T, FEHIZOWTIE, AR UV AL v TF AT U RAFTOF—HER o2 (1822—2)

F—BERTOERDREK

H A RN) — b A M F—FER T BB R L o> TERENTEH LWIESbd — o RERIIC
K L7ZGE, Il —I3EESN, 7Y 7 A MY —A T30 ZFLFTOE 2 F—% TX
F—L L CHIEMESHEALET, 2077 —FIZL, Ty TA M) =AY A MNMI, FUv
AR =LY A bDEY D EITEBEOTX F—%2#F T 20BN R R0 9, =770, &
DT 7 —FTiE, WTINDLDX T AR —AHP A P THR—FEROBERT T =3R4 Lk
FA5E, =BT ANREET SRR H Y T, AT MEEEIR, S—F4
RE R SH L7208, F—DRHOKMOMBEEAEET 5720 DITE 2 H s Z &L B3 HifFE
TWET,

Cisco APICF—EED R —/L

CiscoAPIC T, F—FIV Y THWIHIF— L X —H{EAMOM ), ALV AL v FNHOF—&
AT —H A A vt —VDINE, BLOMOY A b ~DEAF DD DEF—D AT — % AIZH
4% Nexus Dashboard Orchestrator ~D @I EEZ H b ET,

T —EE(ZH 1T % Nexus Dashboard Orchestrator M % Z|

Nexus Dashboard Orchestrator |£, 7 7" A U —A %A FnbH TX F— (FI#F— & %o x—
OFAERKROW ) ZNEL, RXF—L LTEBTAIEZODIZTXTOXF T A RN —AH A |
WZHAT LES, NDO 1TE72, U A MU —A ¥ A bbb RX F—DRHAT —2 AFH%E
INEL, LI RX F—RBAAT —F ATTX F—%28HTH20IC, Ty FA M) —4LH
A M@ L E7,

FTYTAR)—LETIL
MPLS 72 &, ¥V A MY —A =LY TEHEHTIHMOT 7 7 av— L TxRRAIZ,
CloudSec 7 v 7 A M U — A BT /ZIXROFENH Y 97,

s ZDETIVIVUTIINLT, BRHERY N =T ~DEANKS T,

e EFT UL, ATV A PO —R F—ZITELTWVET,

e B DI A MIEEEINAER A FOKa ™ —|ZF L ¥ — & CloudSec ~» ¥ —
EHEATEDD, ~VFXXY AN T 74 v 7RISR HYET, XU ARY—L4
EFTILTIR, Favr—iIE s fbhicy A4 T LICEB R X2 VT 4 F—2fEHT LM
N ET,

BEENBELLEED N T TN a—T 4 VI NRRZHIZRY, BRI =% % X kR
Ty RETNATFXY ARy FOEHFICH LT, BEILHLIELE~DNNry hD ks L—
VT n—BLTHmELET,
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B cloudsec i S LD =00 Cisco APIC D E

CloudSec FES 1L D 1= D Cisco APIC D% TE

CloudSec 5 LB F—Z AT 57291, Cisco APIC TFEAT 5 1 AL Eo A % —

(PSK) ZAERKT D HENH Y 9, PSKIFHF— 70 AFDOT U Fh v—FE LT
SINFET, HEOPSKBHREINDLDGH, FHX— 1t R I T v 7 ADJEF TR PSK
ZHEALET, EHITEWA T v 7 ADPSK N WEA. & MLDOA > F w7 A0 PSK 3
EHEET,

B — LRI T D — RELTPSK2MEA SN A7, B0 PSK O E TITAERMR S
NS —0REMICHMEHELEEZ FIFs 2 ik, Bioex=U 7 0 2 LE
7,

)

(GE)  Cisco APIC THEHA F—EHR SN TV AR WA, CloudSec IXZF DY A MIxf L THENTIX
D FERA, FOBRE., vV FH A FTCloudSec REAXF 2T D&, BENETET,

WD THH LW PSK THIICEM U7 PSK Z#HF L72WGEE, HFILWXF—%2EBINT5 & X LH
EDOFNEE Y KT TTN, AT v 7 AIHHEO LD EETE L T EE,

1 DL EOFEREAEXF—Z KO I B OFFEOWTNNEFERA L CHRETEET,

« GUI #{# il L 7= CloudSec 5 5{k.® Cisco APIC ®OFXE (178 X—) TSI T\ 5
Cisco APIC GUI O ffi [

* NX-OS Style CLI Z {5 ] L 7= CloudSec 5 75{bZ %9 % Cisco APIC DFRE (179 X—) T
FEH & T D Cisco APIC NX-OS A 4 A L0 CLI Off

« REST API %1 JH L 7= CloudSec 51t Cisco APIC D& T (180 2—3) TIHHA I TV
% Cisco APIC REST API O ]

GUI Z{$ A L 7= CloudSec iS5 1L ® Cisco APIC D% E

ZDE 7 v a X, Cisco APIC GUI 2l L C 1 L Lo FHpidA 5 — (PSK) 7% &9 5 ik
IZOWTEBLET,

ATFwTF1 APICIZn /A LET,

ATV T2 [TFHY R>[1427F]>[R) —]>[CloudSec BEELlIcBE L £,

ATvT3 SAX—DEYDHRZIEEL E7,
IOFTvasiE BX-DNEDRRER () ERELET, TRENOER SN TXRX F—1%, F¥—
Tk A% N B LIREEORR CHIRIIZZ2 0 3, HIRORERIL, 5~1440 3 OFPATATI T
£

ATy T4 [BREEX—]T—T LD+ T A ar%k 27U v 7 LET,

ATy TS BNMTL2HEMEAF—DAOTYIREEEL, 0%, BRIEET—HAEEZRELET,
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NX-0S Style CLI % {&F8 L 7= CloudSec F&-51L =% 9 % Cisco APIC DEXE .

[1>Tv9 A (Index)] 7 4 —/V NIk, FriAX—2HHAT2IEF2EE L £, KEOEBMOA T v
7 A)F—=MERSNTH T, et RTEY) (& FLOA 7 v 7 X)) F—"TChill bivE 7, Cisco APIC
IR R 256 H D ERHA X —Z2 YR — T 5D T, PSKA U F v 7 ZAF1H1~256 TRITHIIR Y FH A,

FEAHBX—I1L. 64 LFD 16 EHSUFINTH L LENH Y 7,

NX-0S Style CLI Z{# F L 7= CloudSec f&&1tI=x}3 % Cisco APIC D% E

&
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ZPE 27 v a s TiE, Cisco APIC NX OS Style CLI #fEH L CT1oLL LD HHiIHA ¥ — (PSK) &
BRIET DIFIEICOW T L £,

Cisco APIC NX-OS style CLI (22 7' A > L £,
Ay 74 Xal—varE—ReANLET,
1 -

apicl# configure
apicl (config)#

F7 4Lk CloudSec 7 a7 7 A LDar 7 47— gy F— N2 AHLET,
&1

apicl (config) # template cloudsec default
apicl (config-cloudsec) #

TG % — (PSK) O AR BIR A5 7E L £9,

TOF T aE, HEX—NERER O ERRELET, TNENOAR SN TX/RX F—I1%, HFx—
Tuv A% U A LEEEEORRTHIRRUIIICZRY £, WIROERNIL, 5~1440 D& TA I TE
7,

£

apicl (config-cloudsec) # sakexpirytime <duration>

| DEIFEEROFERIAEF— 2 RELE T,

WD~y KT, FEL TS PSK DA 7 v 7 AL PSK UFHIHKEERELET,
11

apicl (config-cloudsec) # pskindex <psk-index>
apicl (config-cloudsec)# pskstring <psk-string>

<psk-index> /X7 A —H %, FHpiAEF—NEHINDEFEZEE LT, K& (K EMOA T v 7 R)
F—PMER S8 T, T AT (R FRLOA V7 7 A) F— i b ET, Cisco APIC ITE K
256 [HOERHEEF—Z2 YR —rT25DT, PSKA T v 7 AFiE 1~ 256 TRITFIERY £H A,

<psk-string>/ 7 A —2 1%, FEEOPSK #IEE L7, ZiUE, 64 LFD 16 HEE LTI THHILERDH Y
ij‘o

(A7 a ) BIED PSK i EZ TR LET,
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B ResT AP %55 L7 CloudSec BES L0 Cisco APIC D E5E

BUERRE STV 5 PSK 0¥ & 2o 2R T HI121E, Roa~v>r R LET,
51 -

apicl (config-cloudsec) # show cloudsec summary

REST APl % {# F3 L 7= CloudSec 5= 1t ® Cisco APIC D& E

Z POk v a E, Cisco APIC REST API ZfEH L C 1 DLL EOFHIHEA F— (PSK) 2% ET
B HECOWTHHALET,

PSK AR, A>T v 7 A, XFIEHRELFET,
KD XML POST C, RZ®E#HL ET,
+ % PSK OHAR % $ > sakExpiryTime DI,

Z @ sakExpiryTime /N7 A — X |3%5F — NG RI72 K/ (40) Z#HEELET, TAENDOER I
TXRX ¥—F, F¥— 7rvx% )T LEBREEORME CTHIRGIIZR D £3, HIRORFFMIX, 5
~1440 5y DHFIFHTAIITE £7,

BRELTWBEPSK DA T v I A% D AT Y9 R DA,

AVTIYARNRTA—=2T, FRiHAEX—IMEHSINDIEFZHEELET, &% @EESMLOA T v
7R X —DMEH SN T, e RTEN (& MDA T v 7 R) F—ThilF HiLE 7, Cisco
APIC 13/ K 256 [HOFERIIEA X —2 VR — T 5DT, PSKA T v 7 ZAFT 1 ~256 TRIFTHITA
D FEH A

e WELTWNWDPSK DA T v 7 A%t pskString Dff,

pskString /X7 A —H([FFEFED PSK Z#5E L £ 7, ZAUT 16 ELFHI TR S 64 CF TR
D EHA,

1 -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">

<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""
>
<cloudsecPreSharedKey index="1"
pskString="1234567812345678123456781234567812345678123456781234567812345678" status=""/>
</cloudsecIfPol>
</fvTenant>
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Nexus Dashboard Orchestrator GUI % {§ ff L /= CloudSec EE 5D H %1 .

Nexus Dashboard Orchestrator GUI Z {8 L 7= CloudSec &
FDEE
CloudSec i Bfkix, VA F T L IZEBNCAES - ESIcd s enTcaxxd, =7-L, 29

DY A FEOBEIZ. ZOWENT T DOV A N THHIZ/R> T AIBEICORE SN E
‘é‘o

IR B I
2Lk DY A M T CloudSec 5 BALZ BN T BENI, IROX AT 25T LTELLENRD
V) \i—a—O
e [CiscOAPICDA >V A h—)b, T oS L —F, X 7L —RKHA ] CHAILTH
5X 91, BEDOY A FIT Cisco APIC 7 T A X A L A —)L L THRELET,

« [Cisco Nexus Dashboard Orchestrator f > A hL—2 a3 v BLOT v 77 L — R HA K]
DOFHAIZNHE > T, Nexus Dashboard Orchestrator 21 > A h—/L L, FREL X7,

e [CiscoACI ¥V FH A F a7 4Xal—ay HA R OFBIZHES T, % Cisco
APIC %1 b % Nexus Dashboard Orchestrator (ZEA1 L £ 9,

AT 71 Nexus Dashboard Orchestrator |27 71 > L E9,

RT9T2 KOs —vary A=a—nb | [AYTFRAMSYFx (nfrastructure) 1> [V MERE (Site
Connectivity) J%#®IR L E 7,

ATV T3 A4 U4 RUDH EICHD [ (Configure) 1R ¥ %227V v LET,

ATy T8 (AT ay) [—HREERTE (General Settings) 1 X—Y @[3 bA—)L FL—2 O (Control Plane
Configuration) ] # 7 T, [IANA F#Ji&# UDP /R— & (IANA Reserved UDP Port) | 47" a > ZHhIC
LET,

T 7 4/ hTiE, CloudSec|ZIMBE DUDPAHR— hEMHALES, ZOF T ara2HHTHE. A FMEOD
CloudSec 51 LIZAK D IANA FTHIAR— b 8017 {95 X 912 CloudSec #HERETX £,

GE)  IANA PHRIAR— NI, U U —R52(4) L% 54T LT 5 Cisco APIC 1 h THAHR— h T
7
COBEEEETDHITIE, TXTOY A T CloudSec N+ 2 MR H Y £, IANA T4
R— R E2GILT20D, T TIZ1 2L LD A kT CloudSec B 51k 2 50 LTV 53514,
T _TDOH A kT CloudSec % E2hIZ L, [IANA F#5 UDP 7R— k (IANA Reserve UDP Port) |4
Tra v EAMILTD, HERY A F T CloudSec # FHEAMNILET,

ATy TS5 EROYA R8=236 . CloudSec REAXLET LA M2 EIRLE T,

AT 976 MDY A K/3—T, [Cloudsec B§S1{t (Cloudsec encryption) 5% E% YV Bz T, %A k® CloudSec
A REE A E L IT S LE T,
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RN DVRALAYFAOTFUORABOF—BERTOER

W, ZOMRENH NN o TNWDB AL AL v F ORI AT F U A F U ATO
CloudSec F—HEK 72t AOMEAZ R L £,

« BE DM CloudSec K A/NA > AL v T BT aIviarZid e, CloudSec F—
BHAKR T v AN AEE L LET, RS/ — RAFEE SD0, RSz
J—=FIDBERNGHIBES LD F T, F—FAR T vt A IFEERL S EH A Cisco APIC

CRANAVRAYTFDIIT DT FITIT =K AL AL v TFNI T =T D
Ty 7L =Rk Vua—rFEh5 L, CloudSec ¥ —fHARK 7 vt A XHEMICEIEL
F9, F—FHERTaERL, AL ALy TFOIVr—RKRETTHE, BINE
R

« AUTF R (GIR E— F): CloudSec F— AL 7 =& A%, NX-OS Style CLI 2 Jf] L
THER—OHERT R ERZBHIC L CTHEADICT S (182 —) [ZRFHEINTWLF
gz L C, PFEITEILTILERHY 7, F—FERIL. / — KB NTF7 7197 %
HRIET D MR R S T2 RICOHR, AR TEET,

« Cisco APICH 5> DR & HllER : CloudSec F— 47" 1 & A%, NX-OS Style CLI Zffi [l L
THF—DOHAER T BB RAZENI L CTHEFGDICTS (1823—2) [ZH#isnTWaF
JEZFEH LT, FEITEILETAVNERDH Y £3, F—FHAEMIL, CiscoAPIC» S / — K
HIBR SN2 HIZDOBAENTTE ET,

NX-0S Style CLI ZFEAA L THF—DBEER 7O LR ZEMICLTEES
MZT B

XF—OFERT T AEFECTELELERT L2 ERAEETT, FFEORR T —DHERT
N AEFEICERT LI ENMBERGANRHY 3, L2, TaIvrvarbtArrt
VADYIY R I ETT, DY T3 1E, Cisco APIC NX-OS Style CLI #f ] L TRRE%
Bz o HEEHHLET,

AT w71 Cisco APIC NX-OS style CLI (=2 7oA > L ¥,
RFYT2 a7 4Xal—aryE—FREANLET,
B -

apicl# configure
apicl (config) #

ATFYw T3 F74/LkCloudSec 7u 77 A NDary 7 4 7 b—rary T—Re AN LET,
5 -

apicl (config) # template cloudsec default
apicl (config-cloudsec) #

ATFY T4 F—OFAR T A EILT A, BELET,
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RESTAPI A L= ¥ —BEm 7o nmmitcaant [

X —OFAREEIET 512
51 -

apicl (config-cloudsec) # stoprekey yes

F—OFAEK T o R EFHRERT AT
1 -

apicl (config-cloudsec) # stoprekey no

RESTAPI ZEAL-F—BAER 7O XD EML EBEME

F—DOHER T o A2 FTECEL LERT S Z ERAETT, FEORR T —DHERT
0 A% FEICEEHT A EBRMBERGENHV ET, LT, TalviarbArrt
VADYIY 2 IR ETT, 2Dk 73 TlE, Cisco APICREST API # i L TREE TV
Bz A FEICHOWTHHLET,

ATy Tl F—FHER TR T, ROXML A v —C %2 L TENICT L2 ENTEET,
5 -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "true" status=""

/>
</fvTenant>

ATw T2 F—FHARK IO ERT, KOXML A v —C52 AL TEICT L2 EnTE £,
1 -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""

/>

</fvTenant>
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« BEfF®D DHCP RV > —DffE £ 13HIFR (194 ~—2)

R o—
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NRT 7 v ZMEREFH, DHCP 2T LTCIP 7 RLAZWBTEXET, 7277L. £ DEAY
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FELTWARWAEEMERH D T, 20X 2554, 1OOEPGHDO T RiRA v MBI oH A
MZBLE S 72RO EPG/BDIZH 5 — 300, F721d7 7 7V v Z IO #EKE S 41U, L3Out
B U CRIER e — " IP T RLAZEETX AL 512, DHCP U L—%RET
xFET,

Orchestrator GUI TDHCP Vv — R VU o —%{E L TVY L —% 3 ET%ET *7-. DHCP #~
var R —ZER LT, FFEOREDFEMARMT 272012 L—FR Y > —THEHTZS
BNA T a v EBRETHIELTEET, ﬁ%Téﬁﬁ&T@Dmmﬁfv5ymowT
L. RFC2132 &ML T ZEVY,

DHCP U L—iR U > —%AET B2 5A 15, DHCP — " F(ET D EPG (72 & ZUE. epql) £
T2IIAMEB EPG (72 & 213, ext epgl) ZFEEL £, DHCP RV v —%{Ek L=k, Th i~
VoY RAALACEEM T ET, sk, 2O EPGHNO T RAKRA > 723 DHCP #—
WCREETE LI DET, ZHICED ., BIOEPG(7z & 21X, epg2) ICBHHERIT B ET,
%z, U L—EPG (epglifi&iepgl) 77V r—3 3 EPG (epg2) MO A ERR L., @
FaAREICLE T, fER L7 DHCP RY v —i%, AU —nE#fT 5 TnE 7Y vy K
AA UMY A MIEBRESND EEIZ, APICIZ Y vy aSiET,
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A K540 EHIFIEIE

DHCP VU L—R Y —F, ROZBLETHFR—FEINET,

«DHCP V L —iR U > —i&, Cisco APIC UV V —242(1) UIEZFITLTNWE 777U v/ T
PAR—FINTWET,

« DHCP #—/ N{Z, DHCP V L — =—V x> MEHRA T a > (A7 v a v 82) 2R — |k
LTWDRENH Y £,

AC1Z7 77U v Z7DHCP U L—& LTEMET 5356, DHCP J L—=— = o MEEA
Tavit, 77947 bbb VICT x5 DHCP ERICHEA SN E T, 0%
(DHCP 47 7 —) AT a3 827 L CDHCP V=ML ENT-HE. ZOET
Ty 7 Vv IIlEoTHA LV M Ry 7T ERET,

«DHCP VU L— R —f, 22—V FF o bERFaT o hTORPR—FEINET,
DHCP RV v —id, 4v s Fidwsr o FTIIVAR— I TWEREA,

ACI 777Uy CHEY V=R LI —ERERETIHESIL, @7 b TIhbD
U —2ZEfT 52 2B LET, 2L, Foa— 5 N TOHEHTEE
‘ﬂ—o

«DHCP VU L— ¥ — i, DHCP 7 A4 7 v bE/idtaT T bR U2—Y 50 MMZ
FAETHLENRHY 97,

P—=RE T T4 T I BB a2—F FTFH 0 MIEETAZ LT TEERA,
eDHCP VL — RY T —F, 7T7A4 <Y SVIAS L F—T =2 AIDHFRETEET,

V=R —%EN Y TEHTY oY RAL NHEBEOV 73y FREENTODLEHA.
BEMULEEGOY 7%y MESVIA v Z—T A ADT T4~V IP T RLARIZRD T
N, BIMOY TRy MItE XV IPT FLRELTHRESNET, BHOY T2y B
%%07 VoD RAAL VEFEHLEREDA AR— MR EOBED YTV AT, SVID
FIA<I T RLANRED L ZY T RLADIDICEREEINDZZ E0nHY, Z0OT Y v
RAA L ODHCP Y L—0RHEiSNDZENHY 7,

Show ip interface vrf all3d~¥ ]\%'T%);H LT, SVISA X —T A ADIPT FVX@%IJ
DY TEHERTETET,

e TN U RAALNCEIY Y THHZIZDHCP R —%BHL, 7V Y RALVE 1D
PLEDH A MBBE L5481, %A O APIC TDHCP R Y o — DLW EZEEHT 57
@K\nyVF%4V%ﬁ%%?éMEﬁ%Di¢O

« L30ut i CEIEFHEA: DHCP —/3 & ¢ VRF [i] DHCP U L—®#4 . DHCP U L— /<
7> ME, DHCPH— NIZEIET 2 7201 A b v — L L30ut M 2 LE R H Y &
T B2 BHF Ak (FA RREIL3OU) O L30ut ZHEHT 587y MIYHR— FERTHEY
/\./0

¢« RO DHCP V L —RTIEV R —F SN TWVEREA,
e L30ut DEFHICHDHDHCP YV L— 7 T4 7 b,
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« APIC 2> HEEfZO DHCP AR U > —% A V' AR—F LTWVET,

e S u— VT 7T T IR ARY —TODHCPY L—R U > —DHFEITH R —
SN TWERTA

«[@ U DHCP U L—&R Y > —HND#E$ D DHCP % — 3 & EPG,

U DHCP U L—RY o —TCHEHEO T a (X reBETIHEAT. FNEREL2S
EPGs F72134MF EPGs (2T A2 4™ H D £,

DHCP ') L— /R o —D1ERKL
ZOEZ v arTiE DHCP U L— R Y o —DERFIEIZ W T L £ 9,
Y
CE)  TUwY FAALIZDHCP RY —zEIVH T, 7Y vy FAL % 1 DU EOH A MR

Bl L7 CDHCP R Y > —IZ BB &Mz 7=A, DHCP AR Y v —DEERE YA ~D APIC T
FHEnsko, 7Y oY RAL VEFRERTALERH D £,

IR BHHEIIZ
\{k@ Té) O)Z]S‘L[Z‘gb(\\—a—o
BTy T v L TERIE S 7z DHCP Y—%,

« DHCP —_—R7 7 U & —3 9 EPG O—ETHh HHHEITIL. & D EPG 2 Nexus
Dashboard Orchestrator T3 CIZ/EM SN TWALERNH Y £,

*« DHCP —R—07 7 7 U v 7 ONENZH DA 121E, DHCP — =27 7 v A4 5 7=
WA S35 L30ut (IZBHEAT T H vz 4M58 EPG 23, T TIC/ER SIL TV A MLE N H Y
\i—a—O

AT w71  Cisco Nexus Dashboard Orchestrator @ GUI 22 7' 4 > L ¥4,

ATvFT2 EROFIErF—rar A=a—7T, [FFTUr— 3 U EE (Application Management) 1> [/R1) & —
(Policies)] iR L £ 9,

ATFY T3 AL D ETRY —BM (AddPolicy) 1>[DHCP7RY & —® 4 (Creating DHCP Policy) ]
EIER L E9,

Z AU, [DHCP MiBhN] &% &\ 4 B & £ 37,
ATy T4 [&ET(Name)] 7 4 —/L RICR Y > —D4RTE A LET,
AT TS [TFURDER] Koy 7 H b, DHCP r—_"%a2&te 7o FEBRLET,
AT9Te (A7 a)[EBA 70— R, ZORY —0fFHAEATLET,
ATy T BATITHLT, v—ZRIRLET,
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ATy T8 [+FTANAEE 7V v LET,
AT9T9 TuMF XA TEERLET,
VL —RYv—%2BNT5 L2, RO2O00DFA4T7DH5HL0D 1 DEBRINTXET,

e 7 7Y —v a3y EPG—TL L NIiRA s & L TEINYT %5 DHCP — "2 G EDT 7 r—3 9 v
EPG Z#fiE L £,

13 #M% Y b7 —2—DHCP ¥ —/X—=~D7 7 & ZZMH S35 L30ut IZBEATT S 724 EPG %
RELET,

(GE)  Orchestrator A MIERZEB L TWARWEETYH, Orchestrator CIERL S 41, FEE LT T
NMZED B CTHI TV D EPG 72 134M5 EPG 28R CX £9°, BRI I T 7220 EPG & 3R
L78HATH, DHCP U L—Hk A2 T35 2 EMTEET2, U L—2MEHATREIC 72 D RIS
EPG % BT 20 E N H Y 7,

ATYTI0 Fuy7Hor A=a—nb, EPG 7213405 EPG 28I L £ 7,

AFY 71N [DHCPH—/N 7 KLR] 7 4 —/L FIZ, DHCP 4 — D IP 7 FL A% AN LET,

ATy F12 [REGave)] &7V v 7 LT, 7ang ZzBEMmLET,

RTYT13 AT avyBmMTa s Znbiut, Thiamz sy,
BIIOZZID DHCP #— NIZxt L CTFIR9 ~ 12 2/ 0 ik L E T,

ATy 14 [RTFEGave)] %27V 27 LTDHCP VL — KU > —ZRELET,

DHCP AT 3> R o—DERK

ZOv /v a T, DHCP A7 Y a v iR ¥ —DIERR FEICOWTHA L £4, DHCP A4~
a0, DHCP Y — L7 47 "R T H A v E—TOREBITEMS 4L, DHCP #—
NBIMOBREERERMET D720 H SN ET, F£DHCPA 7' v a ilix, 7 v a vk
Vo —%BNT 5L ESITRETANENDLFEDI—RRHY £9, DHCP A7 a &
a— RO5ER7R Y A MDOGAETE, RFC2132 2L T E a0,

LY oY 1] bl

ROLDEHLNUDOHREL TELERHY 7,
cBRECDHCP y—~%&ty 7 v 7L THRELET,
* Nexus Dashboard Orchestrator T9~CIZfERk L Td 5 DHCP #— "% & T EPG,

*DHCP UV L — R VU > —D1ER (189 X—2) DOFMBIIHE-> TEMR SN2 DHCP U L — &K
V—

AT w71  Cisco Nexus Dashboard Orchestrator ® GULIZw 7' A > LE£7,
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ATy T2

ATvT3

ATvT4

ATvTH
ATv 76
ATvT1
ATvT8
ATvT9

ATv 710

ATvIN

ATvT12
ATv 713
ATv 714

pHep &y o—o@yuT ]

FROFesr—yay A=a—7T, [FFT)4r— 3 &R (Application Management) ] > [/R 1) & —
(Policies)] Zi2&R L £,

AA 2 A DA ETR Y —3B (Add Policy)] > > [DHCP 7K 1) &—®D &AL (Creating DHCP Policy)]
L ET,

Z v, [DHCP MiBHN] &% & B 4 B & £ 97,

[&81 (Name)] 7 1 —/L RIZAR Y v —D4RTE A LET,

ZHE, FEERL TV ARY —DARITHY . FEED DHCP 47> 3 Y OA4RITIEH Y /A, KR
T—ITiE, B O DHCP A 7Y a U RNEENIHENH Y £,

[TFYbDFER] Fu v 7 X7, DHCP — 2587 @R L7,

(A7 a )[R 74—V RIZ, ZOR) —0HE AN LET,

[24 TN LT 47v a0 2R LET,

[+ 7L 3> (+Options)] 27 U v 7 L&,

FT v a D4R EEELE T,

HWHNIZEREN TWERAN, RFC2132ICV A &4 T v a VR U4 EFERT 22 %28
%by) L/ij‘o

72l 2T x—n A RNBETFTOENET,

A7 aroID ZRELET,

RFC212IZV A RENTNDHERBY, A7 v ay a— RERETILERDH D 7,
ez, =L =" F T a K L Ts BETFNET,
FTarOTFT—2EEELET,

FT v a v PMEEER LG AITENEEE L ET,

TEZE, [ V= F T arDr ATy MIERAARERF—2 =D U R |,
[T—21 74—V ROBOTF = ~—0 %7 Vw7 LT, A7 va R FELET,

(AT vanBnt7ryarEMz5-0OFIEE#EYIRLET,
[fR®7%F (Save)] #27 VYV v 7 LTCDHCP A7 v a v RY v —%HFELET,

DHCP /K1) —DEIYET

ZOHETIE, 7V v RAL CEERT 2B OV TR L,

A\

CE) TV RALNCEID Y THEHBICDHCP R —2LEFHL, 7Y vy AL %2 12U R
OV A MR LESEAIT. £ A4 RO APIC CTDHCP RV > —DOEELEEHTH-DIC, 7
VoY RAL VEFERTOLERDH Y £,
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ATvT2

ATvT3
ATv74
ATy TH

ATvT6

ATy T17

ATvT8

1R AR

ROLDEHLNUDHREL TELERHY 7,
«DHCP U L— R U > —DfERk (189 ~—°) DFBAIZHE > T, DHCP U L— KU >—,
« (A7 a)DHCP A7 v a R =D (190 ~—) OFAICHE> T, DHCP A
Frar iR —,

* Creating Schemas and Templates (24 ~~—37) FEDOFHIIHES T, DHCP AR Y > —IZHE[VD Y
THOeT7 U vy FAAL L,

Cisco Nexus Dashboard Orchestrator @ GUILIZ & 74 > LE T,

ERDOF e~ ay A=a—"7T, [FFT) 45— 3 UEE (Application Management) > [ R F—< (Schemas)]
IR £ T,

TV R AL VUPRERINTNDAFT—ERINLET,
[[FVvyP FAA 2 (Bridgedomain)] =V 7ETFICAZa—L L, 77U vT K AL ERIRLET,

FHRUOYA RN—T, FicAZa—,L LT, [DHCPR!)L— (DHCPPolicy)] A7 v ay Fzv 7Ry
A AN LET,

[DHCP 1) L—7R1) & — (DHCP Relay policy)] k= v 7 7 int, ZO BDIZHID 4 T% DHCP AR Y v —
ZIERLET,

(A7 a NDHCPA 7+ 3 »R1) &— (DHCPOptionpolicy)] K2 v 7 & vt A7y a v iRl v—
IR L ET,

DHCP A 7> 2 > 7R U ¥ —iX, DHCP U L —IZHETIEMDOA 7> a VAR L ET, FEIC OV TR,
DHCP A7 v a v KU —DER (190 ~—2) ZZRL T 7ZE0,

U L—&HE CDHCP YV —NIZT7 7 B AT HMENH LT XTOEPGIZT ) v RAAL U EEY Y TEF,

DHCP Y L— a2 59 FDOYER

DHCP "7 v MIa v FZ7 7 MZXO 742 ) 7 SEH AN, VRF NE KOV VRF T
N—T 4 U TIEREASRET D12, 2L OGE a2 T 7 FBSKEETY, DHCP /N7 v M
TANEZY T EINFEFEAUN, V7T7AT 2 FEPGEDHCP U L— R v —TTa XM XL 1L
THESNTZEPG OO b T 7 MERETHI LEE2BEIDLET,

ZOv s varTiE, DHCP H— "—%2%E1 EPG &, VL —%2HTL2MEDOH LT KR
AV FEEL EPG D Tay b7 27 MEAEKRT 2 HIEIC DWW T LE 3, DHCP AV ¥ —
EERLTT Y vy RAALUNZ, Flo, TV Y RAAL %7 TA47 2 h®DEPGIZT TIZHI
DU TTWDEATH, 77947 " —_—~DEEZREICTILV—FDTr s T2
VITERRNCTHIZE, 2 T REERLTEID Y TOHMERH Y £7°,
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ATv I
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

pHeP U L— 3> 154tk ]

1R BHIIZ

KOLDEHLNLDERTEL TELERHD 7,
«DHCP U L— RU I —DER (189 2—3) DOHIAICHE-T, DHCP J L— RV 2—,
(A7 a)DHCP A7 v a iR Y =0 (190 ~—27) DOFMIZHE> T, DHCP A
Tra v iRy v—,
¢« DHCP RV > —DFEID KT (191 3—) OFEHHIZHEST, DHCPARY —(ZHID ¥ TH
N7V vy KA A,

Cisco Nexus Dashboard Orchestrator @ GUIL IZ & 74 > LE T,
EDOFEr— gy A =a—nb [AF—(Schemas)] Zi&R L 7,
a7 FEERLIZWAF—< AR L £9,
a7 NEERLET,
DHCP X7y MEIa v F 77 MZEoTT7 4N Z Y 7 ENTWRWED, FFED T 4 VA IILEH D F
AN, B 8T 7 RAMER S, B0 YTHNT, @Y7 BD BLOV— FEBEAZRGET DM E
NHY ET,
a) [AY k355 b (Contracts)] =V 7 £ T FHICAZe— L, +&27 Vw27 LT, 277 F&Ek
L/i‘j‘@
b) EOTaRT 4 OF A KNX—=TlZ, a2 77 VORTEEEBELET,
c) [#GFH (Scope)] v v X it bl RPH 28R L E T,
DHCP ¥—/NEPG & 77V r—3 a3 VEPGIER U7 F v MZR TR 202, IROHIBD 1D
PN TEFT,
«vrf, 70 EPG 23F U VRE I2H 554

e 7Fv+, EPGNE25 VRFIZH HHE

d) [MAMIZEA (Apply Both Directions)] / 7 & 4> OEFIZTH I ENRTXET,
DHCP Y L—EPGIZ=2> FT 7 F&EID Y TET,
a) EPGEEINTWALIT T L — a2 BLET,
b) DDHCP % — )W EET % EPG % 7213408 EPG 33K L £,
ZiuE, DHCP V L— R Y ¥ —2AFd % &L EIT@IRL72 b O & [A U EPG T,

c) AoV A KAA—=T, [+a> b3 k (+Contract)] 27 V v 7 LET,

d) 1EL7-ar v 7 FeZDEATDTu g 22BN L ET,

T RRAVIBDHCP Y L— T VB REMELTHT7 7V r—3a EPGIZar 77 F&EHID KT
e 8

a) 77V —varEPGREEIN TS T I L— hES B LET,

by 77V —3i a2 EPG AZERLE7,

) AWMV A RAX—7T, [+a>Y +Z59 k (+Contract)] #7 V v 7 LET,
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d) fERRL7=av F I 7 bEeZDH AT Darya—~EETRLET,

APIC TO DHCP ') L— R) O — DR

Z Z ClX. Nexus Dashboard ] L TIEREB L OVEBI L7 DHCP UV L—3R Y —NE V1 k
DAPICIZIELL Py v ad3d 2 L& MRT 2B W LES, (EfT % DHCP &R
Ur—id, RU—DEEEMTOENTNE T v RAL VBV A MIEBBELTWS L X2
APICIZF v v = &NET,

ATv 1 A4 FDOAPICGULIZR A LET,
RTv T2 EHOF s —ra =05 [TFY Menant)] ><TF 2 bE>ERINL 7,

DHCP RV v —% B LT F2@EIRLET,
ATw 3 APIC CDHCP VU L — R —NHEENTWELZ L 2R LET,

ERoOY ) — Ea—T, <7+ b&>>K1 >— (Policies)> Z’A k3L (Protocol) >DHCP > 1) L— K1)
< —(Relay policies)lIZBEI L £4°, &I, RELZDHCP VL — R U T —MMERENTND Z L 2R L
£,

ATw T4 DHCP A7 a3 RU T —2 APIC THRESNTWDLZ L 2R LET,
DHCP 47> a v R —Z2FHTEL TWARWERIE, ZOFIEEZAXT Y T TEET,

EROY ) — Ea—T, <7+ k£&>>1R1)T— (Policies)> A k3L (Protocol) >DHCP># 7> 3 >
7R1) & —(Option Policies)iZ B #) L 3, KIZ, RELZDHCPA 7> a v R U —RMER SN TND Z &
R L ET,

AT s DHCP R Y > —NT Y o3P RAAL AZELLEEMTONTWVWD Z & 2R LE T,

EROY Y —ba—T, <TFFURE>>RYLT—=0>TYyD RAL><T)yD RALUE>>
DHCP ) L— SRJLICBEILET, BEINZT7 Y v RAA ZH DHCP AR U »—23 1T 51T
WAHZ LEMRLET,

BEfF® DHCP R') & —Dim&E F 1= ILEIFR

ZOEZ T aTE. DHCPY L—F 7134 7Y a R Y o —5EF I3RS 5 Hikico
WCHBAL £,
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A\

GE) e TV Y FALUNZEIV B THEBICDHCP RY o —%2ZFHL, 77U vy RAAL L% 1D
PAEDH A MR L2841, DHCP R o —DOZLEHENEH A FD APIC TEH I D
FOHERTAIVLERHD 7,

DU LEDT Y » Y AL ZEEMT HENTWARY —ZHIBRT L2 EIETEERA,
BN, TRTOTY v RAALUNERY —0EN ) B CTERET LZ0LERH D 3,

AT F1 Cisco Nexus Dashboard Orchestrator © GUL\Za 7oA > LE9,

ATFWT2 EOFEF—rarAma—nb [RY =] 28R LET,

ATY T3 DHCP R Y v —DRICHD [T/ var]A=a—%7 Y v 7 L, [#RE (Edit)] £ 7213 [HIB& (Delete)] % 341
L/jz—a—o
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i

EPG BT IIL—T

« BPG BES: 7 0—7 (197 ~<—7)
MBS T NV—T T B EPG OFKE (199 ~X—)

EPG BT IIL—T

F 7 4V FTlE, Multi-Site 7—F%7 7 F ¥ IZTEPGRITa T 7 FRRESNTVOIHEED
7. EPG BlO@EEH A LET, EPGRIC=> R 57 MR WESIL. EPG BOBEITHI®
AN e 0 £9, 7 v—7 (PG) WeELXMHHT 5 &, R L VRF O—HTh 585D
EPGZIEEL T, a2 877 bEERTHILERL, ZNOOMOREELBIEE AT H 2
ERTEET,

BEIIL—Txtar k39 +

ay hT 7 MERTN—TNREIIN TS VRF T, EPG IZHIHATREZR AR U o —HifTici% 2
FXEH Y F9,

*EPGZEL - BT N—T DAL NN—THDEPGIE, 2 +T7 7 ML TIA—THND
DT _TD EPG & BHEIZIHE TE F9, W1EIE. source-any-destination-any-permit
DF 7 F )b~ JL—)L & @) 72 Multi-Site ZHZ ISV TWET,

« EPG B4} - B /L —T DA L R—=TIT/RWEPG 1E, FHAIZEET H720icar b7
7 ERRETT, FH5LARWEE, T 74 ED source-any-destination-any-deny /L —
UDEH S ET,

AU N7 MBI N—THREEZMERH TS &L JEBE VRF 27 F X oA FMETO EPG [
DOWEEZ X VFEHICHE L, REERFHICT D ENTEET, I VRF @ 2 2Ll ED EPG
NA—T L EEEERT S —FH T, UIHIRENZ@EE L2 TRWEA, a2 77 MEE
TN—TL T g NEfFEDa 8T 7 FOMAGOELZIE L, EPGNOBE & IEfElHil# T
ExFT, BRI N—TNEEEIN I TS EPG I, source-any-destination-any-deny” 7 A
VR NV—NE EEXTLa T MRHLGEICOR, MO EPG LiEfETEET,
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PR v K

BEOYA FOEPGREI LY FT7 7 MERITN—TD—EIC72 5 X ) Ik En T\ 5
4. Nexus Dashboard Orchestrator | DO YA ~Z&V A FD EPG O ¥ R Z{ERk LT, EPG
MDY A MR ZE L THBLIO T 7S5 0LFEd, RIZ, 2 877 MERITNV—T R
Y—arZ 57 3, EPGRIBIEDFEREED EPG & % K7 EPG OROKH A MM S
nE4,

7= & z1E. Sitel D7 = 7Y —E & EPG1 & Site2 D7 7 U H—E AEPG2 82 b T 7 MESE
7“/v~ FIBMENDEEEEE L9, KRICT, EPGl A EPG2 IZ7 7 © AT 5881, &)

WZHA R 2D % R EPGLIZE#E N, WIZay b7 MEEZ L—T %1 LT EPG2 &
BETEXD LRV ET, WY BDIX, O FDOEPGHaY NT7 7 MERIT NV—TD—
HMTHLIEE, BESND, VY FvahnEd,

VRF %Y IL—THTE

BT N—"7"% APIC THEEERTT DAL, % D EPG TPG AL/ \—V v T E2HHIT 5
BC. £9° VRF TREZWHRMICHINCT H2LENH Y £9, VRF O PG RENENIT /-
ﬂ\é%{j\ EPG 3% ® VRF DB TN —TD—EHTH->TH, 2> b7 7 M LTILdEE
TEEHA,

—J7. Nexus Dashboard Orchestrator CTliZ. GUI T VRF ® PG REZEHT L LIXITEEHA
B, RO VICRO LS ICENICEREEZRE L £,

« NDO 75 VRF Z1ERkE L OVE BT 554, NDO (X, £ @ VRF (2@ 3 5 EPG MMEL S
N—T D= T DHIE I DITHASNWT, VRF PG EZ BN BN F 7213 EIC L E 7,
DFED ., 1 2OLL LD EPG 2B/ V—TITBIT 5 L. NDO IX VRF @ PG &€ % HER
AN LET, BRIV —TDEEDEPG IR+ % &, NDOIZVRF 7 5 7 % #%)
I LET,

« VRF TPG A7 3 v ZREGERINCAHIINCT DITI1E. HPIZ APIC T VRF O PG % HHA %)
LB, £D VRF Z NDO IZA Vi R— F LFET,

VRF DB T N—T 05T _XTOEPG ZHIFELTH. NDO TR ELREF L. BEIIZME
N L EHR A,

BN PG RTELLERTICAPIC "D VRE 2 A VAR — 5L, NDOIFZAT V=7 k
75:ND075 %mﬂzémi DX HITEH L, EPG A 3 —3y FIZHSWT PG BRELZH)
Ml EEXLET,

HIPRE1E
B 7 N—T71%, YA FE L30ut A EPG TIE VR — FENFEH A,
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BT IL—TIZxtd % EPG DEXE

AT T1
ATvT2
ATvT3
ATv74

1R BHEIIZ
A¥—< T 7L — NI 120 EDEPG ZBEINTALENRHD 77,

Cisco Nexus Dashboard Orchestrator ® GUI [Z 2 7 A > LT,
ERloFesr—ya s XA 2T, [RF—7 (schema)] ZiER L 7,
ERTHAX—~%227 Vv 7 LET,

BT N—TD—FE LT, AF—vT1OL LD EPG #HEL LT,

GE)  APICOWTINICEEFOEBIE I N—T RV | & DOESE 7 L — 7 )5 Nexus Dashboard Orchestrator
\ZEPG Z2A YAR— b4 22 L Zftli L TWHEEIE, ZV—TNDOT~TDEPG ZA »AR— |
THMENRDH Y 7, —#BD EPG 7% Nexus Dashboard Orchestrator |2 & > CTEH XL, —Hnm—
1V APIC IZ X > TEBISNDBHR I N—THRET D LITTEET A,

B— EPG ZiBINE=I3HIBRT 51203

a) EPGZIEIRL E7,

b) HHlOTaRT ¢ N—T, [BEITINV—TIZEDHB]| T v IRy I At 34710 LET,

) AAV U4V RUDOEEOBIZHL [REIEZZ Vv 27 LET,

D EPG % — LB E 7213 HIBR T 51213

a) [ZFUVHSr—2 3> 77740 X704 LD SELECT 227 U v 27 LET,

b) 1 DFELIFEEDOEPGE 27 Y v 7 L GERT S0, [TRTGERIZZ Y v 7 LTTRTOEPGEIERN L
£,

o) [Z7FUHr— 3> 7O 74 )L (ApplicationProfile)] # 7o LMo .. 227V v 7 LT, [BETIL—
T~®D EPG MEBM] 7213 [BETIL—THh 5D EPG DOHIRR] ZRIRL 7,

d A U NUDOEEOMICHD [REFEIZ27 Y v 7 LET,

RDBERY

VRF Z3ER L, HHlD7F a,35 %A R/3—T PREFERRED GROUP EPGS VU Z |k Z R
L, BERIN—TO—EE L THEEESNTWD EPG D52 Y A M E2FRTEET,
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o A N L30ut 3L N VRF OAERKE 7211 AR — K (204 =—)
« YA FE L30ut 2T 5 720 DI EPG D% E (207 ~—)
e A MEL3Out O 2> 7 7 FOERL (210 X—Y)

« fHF (213 =)

H 4 ~RE L30ut DELE

U U —222(1) LLHi, Nexus Dashboard Orchestrator |Z X W HH I H &V A N TlE, N7 74>
7 %777V w7 DI — M T DHTIZDITRE SN EA O —H L L30ut 8 LEE T, £hic
L0 LIELIZ1 0% A hOxZy FHA >k ERIOHFA RO L30ut iR SN —E 2 (77
ATUF—v, =" ua—=R KT % — FEFIAASN T L—)DOROaIa=r—rar
DRIMEBH Z R E L,

UU—=222()1E, 1204 MZHDHTZY RRA Y "B, SMBFy hT—2 AT L—
ALy FREFY—ER J—RAEDYE— |k L30ut 2 U TRERRER =T 4 T 4 & O
ERENLT %L OV VA EHMNT HEZBINL 7,

IDOXIBREHRELT, ROLOBRFETLNET,
« 1 FEO L30ut : BIOYA FDL3Out ZEH L7 1 oD% A b7 7V —3 a3 EPG
D RRA b,

o A MEFHNL—T 4 7 BIp B YA MIEBI S 72 1L30ut ([ U VRF Ol 5@ L30ut)
DERIER SNy T 4T 4 (R FRA b Ry MU= TR X F—ER
J— R &) MowEEEE L £,

o ¥ MW L30ut LAY —E R 1 UE— k E30ut ~D7 7 U r—3 9 EPG £7/213V A1
kIR —T ¢ T
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waeemms |
B 1 rnBooss kS5 eHnEE

WDt 7 a0tk A FEL3Out OB OERIC LTI F TV =7 N EERT AT E
1TTE 572 GUI FIHIZ DI CWES, 0k, AR — S bd&5EREIOT T A4
WEEOHEL Y — 7 Jua—% R~ LET,

\}

GE) [ R L30ut) &5 AREX, VE— b Yo FD L30ut ##Hi &2 L CEERRE/R /M Y
V= ASDIEEE FREICT DMEEZ L E T, 7272 L, 2O RF =2 A2 M T, ZOHERR
EDVET—HFL3Ou ATVl Faepmnd 720l bEHEINEZENHD FT,

B4 FRLBOutDAA FS54 2 EFIRIEER

B M L30ut AT 5 & XL, RO Z L EZBETLHLEND Y £7°,
o % M L30ut IZ IPv4 & IPv6 (25 L THAR— R ERNTWET,

« %1 FE L30ut TiX, Multi-Site ARz PHNOYA METHEICHESL XD BGP eVPN &2 v
valmA T, YA FE L30Out #pEZ VAR — F 9572912 MP BGP VPNv4 (F721%
VPNv6) v g UBNERESLET,

c VU —=Z22()PHIOY U —=ANLT v 77 L —RKLTWAHE, 4k a—aL L
IV DBETFDOHES EPG 725 L30ut ~D BEEAH T I3 REFF S E 9, X 512, Nexus Dashboard
Orchestrator |% L30ut DERL & 7 > 7 L— k L-ULTOINE EPG & ORSE (T % R — k
THEIITRDEL,

AX—~ T 7 L— FTH L L30ut #1Epk L, BEFOINE EPG IZBSE#fTHT 254 -

« L30ut 78 APIC TT TIZERIN T WA L30ut & B CAR D4 . Orchestrator % D
L3IOut O EHEZBS LETN, L30ut/ — R 777 A0, AV F—Tx—A 71
T AN, T ha)ERE, EF 00— MR EOHR A G L EE A,

N

GE)  L30ut 7% APIC (ZF TIZAHET 2 %E 1%, NDO 725 [ CARTOH
LV L30ut ZERT 2 D Tidze <. BIEAHT 7248 EPG &
& 112 Nexus Dashboard Orchestrator (24 > " — h 5 Z & & 35HE)
DLET,

RIZ, Orchestrator 75 Z @ L30ut ZHIFRT 5 Z &2 5 &, % 4L Orchestrator (2 &
DEBESNRL 70 T2, LA BIFET % L30ut DT APIC IZfRTF S E
R

+ L30ut 73 L30ut TEF S 472 APIC &% BS540 b 585G, FMA EPG 1%, APIC
TEFZEEINTZL30ut > HHIE 1. Orchestrator TEFE S U772 L3Out IZBMENFE 1,
Z UM APIC TEFE S 7= L30ut TOME— DAL EPG TH HHE. ZHIZ L D REN
BRY—=7006HIBRSI, NTT7 4y 7B R DARERH Y 7,
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H4 rRBt0H1 K51 v empnFE |

s V=22 X VETOV V—RZHX T T 1L— R8I L %ERINLIZEE, Orchestrator

NDO TERK S 4172 L30ut 1E7 > 7 L — MIHFAEL 72 < 72 5 7=, 4MA EPG & L3Out [f] D
T — bk LLOREATITHIBRESNE T, Zo%AE, A b e—AL LULT
SN EPG & L3Out OB} 1T 2 FEVCHER T 20 ERH Y £F, ¥ U7 L— N,
P A e —B VO EM T IXRFEES I E T,

* You can now associate a bridge domain in one site with the L3Out in another site, however they must

both be in the same VRF.

ZOMEEMFIEY A be—h L LV TEITSN, VE—FL3OW/NS5BDY 7 Ry b &
T RNRZA XL, a—H/LL30ut ICEENEELEZHATHLBD ~DA VXU K T
T4 I MR CED LT HDITHETT,

« % MHL3OutIZBEM T Hi72 VRE O R Y — il T 5 1mix, 77 40 b O AT E—

R ORI S NI EFICTDLERD Y £,

cROTFTVFIE, A MHLOwBLRIE—FJ—7 RL) TEYAR— SN THEH

/\Jo
e Blla DY A MBS Bz RLXTICT e A Sz L30ut Mo F 7Yy b
e
« UE— F YA MIBEAT S 472 RLAT IR S 772 L30ut & il@fE 4 2 %1 MM
AT S RL XTI S -=y RBRA v K
e UE— bk Yo MCBEAHT B/ RL TR S 07 L30ut Ll o —Hh v
A MR SNz RRA > b

S UE— b BRI S L30ut & ET A HZBIEHT S RLAT I
mEAnt—y RFRA > b

« RO OEREIL, ACI Multi-Site D%~ L30ut TIEH AR — F SN THEHEA,

s BV A FLIOWMZEN LTHEY —ANB~vLF XY A NaeZETDHVA FNDO~IL
F X A Ly Yof FTHERY — A BERIE LI~ AT F ¢ X hAMEo YA
MIEEENDZZEIEHV EEA, A FOL U —R=4 Y — AN~ L F F ¥
2 NESETAHEES., 2—H 10 L30ut TETALERH Y F5,

* PIM-SM Any Source Multicast (ASM) Z i/ L THM L o — " — 2~ /L F F v A &3k
ETHRNEH~LFXY AN V—2, A~ LF X ¥ 2 N V—RA(F, @—H /L L30ut
MWOEIEET T T — KA b (RP) ICEETX HLENDH Y £

* GOLF

« SN EPG DB T —T
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B s r—rose

SVEB TEP T — )L DEXTE

HA FEL30ut I21%, BRY ROBERY —7 2 v FITHE TEP 7 R L ABNKLETY, S
TEP 77— AT TICRESNTWABEE (- 2I1E, VE—F U =7 EDROHEEED - D)
1. BICF— a2l TXx 4, BEfFED TEP 7 —/Li% Nexus Dashboard Orchestrator (Zf#7#& =
N AT TANTIFXYRED—ERE LT GUIICERENE T, TRUSNDEAIT,. 2D
HTHAINTWD X HIZ, GUI TTEP 7= L ZEBIMTE £,

\}

GE) I RTCORy RIZ—BEDOTEP 7/ —NEE DY TAHRVNERHY, 777V v 7 NOMOTEP 7' —
WVEBBB LWL T ALERH D 9,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUL 2w 71 > L%,

ART9 T2 EOFer—rarAma—nh, [A27FA RS9 F v (nfrastructure) 1> [H 4 ME# (Site
Connectivity) %R L 7,

RT9T3 A2 XA DO EIiZdh % [#L (Configure) 1227V v 7 LET,

AT T8 POV A FAA—T, HETHYA FE2RIRLET,

RT9TE AL U4 RUT, A NNOKRY &7V v LET,

ATw 76 LUV A KN—T, [+ TEP F—)L%BM (+Add TEPPool)] #7 UV v 7 L£7,

RATwF1 [TEP 7—ILDiEM (Add TEP pool)] 7 1 > KU T, ZOH A MIxt L TRET HIMHB TEP 7 — /L2 F5E L
£,

GE) BMLESELTWATEP 77— A 0MUOTEP V=V E7-157 77 ) v 77 FLALEBEL TV
W L BRERTHAVENHY £7°,

AT T8 ZoFutv Rz, YA MO L30uts ZHHT 2 TEDY A FBIOKRy T LIV IELET,

H 4 R L30ut 5 &K U VRF DERFEIFA R—F

Z 2T, L30ut Z{ER L. ##1% Orchestrator GUI T VRF [ZBEAHT 2 FIEICDOWTERH L
F7, ZAULAPIC VA M v aIiudh, £721E APIC Y14 b 1 2705 EEFD L30ut
A AR—MLET, WIZ, TO L30ut Z4MT EPG IZBHEfT 1T, & DINH EPG A H L THy
EDYA ME L30ut O HFIZ % E L E9,

\}

GE)  L30uwtiCEVWYTAVRFIZ, (EEOT L — hEHIZAFT—<IZTAZ LN TEXF 475,
L30ut LRI UTF > MIFETHILENH Y 7,
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¥4+ sout 5 & U VRF ot EriE 1 v R— [l

AT w1 Cisco Nexus Dashboard Orchestrator ® GUI {2 a 7oA > LE£97,

RTv T2 EROF S —ray A=a—T, [7FT) 45— 3 & (Application Management) ] > [ X F—< (Schemas)]
EIRL £,

AT 9 T3 [AF—~ (schema)] #EFR L. VRF & L30Out Z1ER 72131 >R — 35707 —hEERLET,

1 oDV A MIEEEMITONTWAT 7L — R TLIOW Z{ERT A2 Z L2 HRLET, ZoBEES, F0
B A N TOI L30ut DERR S E T,

720k, BEOVA MCEEMST IR THWSET 7 L— FTLIOWMAEER T2 2 & b T £9, ZOHE,

TATOFA FTHUARTLIOw AERSNES, ZHICED, ZOFETREST DL, »W<20D

HEEEMHIBEAAE U B AREMEDRN H Y £77,

ATw T4 HLWVRF & L30ut Z1Ek L E
BEFEO L30ut A AR — b T258551E, ZOFIEEAFT Y T LET,
GE) Orchestrator C L30ut A7 =7 F&2{Ek L., F % APICIZ Y v v 2952 LIETEETMR,
L30Out DR EIX APIC THEATT HMLENRH D F9,

a) [VRFIZUTETRICAZa— /L, +7 A4 2% 27 Uy 7 LTH LW VRF ZEMLET,
L3Out IZfEF3 2 FED VRE N T TIZHOGEIE. ZOV T AT v T E2AX T LET,
E@U@“‘j‘/l’ R/X—T, VRF @%ﬁﬁ%ﬁ)\ﬁ LET ({Zjﬂ vrf-13out )O

b) [L3Out] fElkE T RICAZm— L, + 7 A 2% 27Uy 27 LTH LW L3Out ZiEMLET,
FRIORT A X T, LEREREADLET,

¢) L3Out DAFTEZFRELET (f3: 130ut-intersite,
d) MREIL—T 1 >4 &in& (Virtual Routing & Forwarding)] Kz 7 & 7o/ 6 VRE 2R L £9,

WMDY T 2T 7 TYERRL LTz VRF Zi8IRT 570, BEFD VRF 28R L 4,

ATv T BEFED VRF BLXONL30ut A > R"— bk LE7,
BIDOFNETH L L30ut Z1ERR L7=H A1, ZOFIEEZAx vy 7 LE T,
AAL T4 Ry XL DA R— bk (Import)] #27 U w7 LT,
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B v FRT 0t 55 5 O VRF DR E F 15 A AR~

Import from Site/ X
POLICY TYPE SELECT TO IMPORT Q INCLUDE RELATIONS
SDUEATON oo o e © =
EPG Ooutof 7
EXTERNAL EPG Ooutof 1
CONTRACT Ooutof 5
FILTER O outof 2
VRF 1outof 3
BD 0 out of 15

a)
b)
©)

d)

e)

o

AA T T —h Ea—0O LT, [41R—k(mport)] 27V v 7 LET,

L3Out A v A— 354 FEBRIRLET,

[f > AR— |k (Import)] 7 « > KU ® [R1) — & 4 F(Policy Type)] # ==—"T, [L30ut] Zi&R L F
—é—o

AVAR—=rTDHL0usF =y LET,

T 74N T, L30Ouwak A v AR—bT5E, ST AHAVRFHA Y AR— I ET, ik, A R
BOT 7 L— N TL3OWE A AR— M 586, BEITEEOY A MCBEEMN T btk T 7
L— R CVRFEZEHRT H7D, BE LI 2WEERHY £, ZDOHA. L30Outz A V' AR— M 5HIIC
[Include Relationships] 47> = » Z I L £, ZOHH. A A — FMEIZL30ut% IE LV VRFIZF
v~y BT HNELHY FT,

[~ AR—"F (Import) 1227 U7 LET,
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H4 ~E 0wt AT Hrpnnm e oiE ]

f) L3OutDHrZA »R— b LIZEAIE, 7oL — b a—TENE@ER L., @Y VREIZEHT T £
j—o

B4 R L30ut Z{EAT & =H D5 EPG DEXE

ATy T

ATy T2

ATvT3

Dk v a T, A FEL30ut & BEEATT DA EPG DAER T IEIZ DWW B L £,
D%, ZOINBEPG L2 b7 MEMEHATE. &5V A Fox=r RARA » NHORE
DA—RA I —AZFHEL, BOVA FOL3Out ZfEHTHZ N TEE T,

458 HHEIIZ

L3Out #{ER L. A FEL3OutB L RVRF DEREI1FA AR —F (2042—2) ITHPX
AVTUWA 7T VRE & AT £,

S EPG BT AT v L — R EEIR L ET,

BEOYA b EEEMT SN TWDT 7 L— MNTHNS EPG 2B L7256 £ O EPG I, i
I RTOYA b ETERSNET, Ziuk, SMEBEPG @ L30ut 28 WAN 72 & O—#HOIES Y v — 2
DT I At 2L A IR SV E T,

H—oH A N EREM T ENTWDT 7 L— NN THES EPG Z 1Bk L7286, £ OF EPG 1, £ D
A PN TOREREINET, 2. SMF EPG O L30ut NZE DY A WS DOBRT 7 & XA a[RER I Y
V= ANDT IR ERET G A IR SN E T,

[44&B EPG (External EPG)] =V 7 £ CFHICAZ a— )L LT, +T7 A ar%7 VU v 27 LTI EPG ZiBN
Li‘g—o
FRDAZ A X T, BBERIEREATLET,

a) %%B EPG O)Zlﬁﬁ%]\jj Lij‘o Jls /%_lj: [eepg-intersite-13out] DL 5 Iz L/iﬁ‘o

b) [RIEIL—F 1 >4 &8x (Virtual Routing & Forwarding)] R 72 ot SEIEEER LT,
L30ut 1™ VRF Zi&R L 7,

AEEPG % L30Out i~ v B 7 LET,

YA LN FETT T L— b LUV T, AMEBEPG & L30OutiZ~ v B /T 4, @, £V A ME
0 —H/LL30ut & —EDLRITEFET D720, B EPG HIENIEE SN TNDEMNE D MITEMRZR <. M
EPG 4 A FEA D L30ut |ISEIRMIZ~ vy B 7/ TEEd, TN T, 4 UL T v BV 7 ZER
TAHZEEBE#OLET,

L30Out %A Fa—hL Ly THE EPG IZ BRI T 121X, RO FIEIZHENE T,
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B v R s0ut EERT 50058 EPG DEE

13Policies [ Autosave  ( Save ) i @ O x
2 W extEpg-sitel

template-stretch @ template-site1

template-sitel FILTERS

* Display Name
extEpg-site1

template-site2

Name: extEpg-sitel

Name *Virtual Routing & Forwarding

vrf-13out1

Contracts
N/A
~
Subnets
extEpg-site N/A
V

Include in preferred group

LLLLL

*L30ut

[3out-site1 otfsi(e'\ X |

Q) AX—< Ea—0DEYA RX—T, B EPG NEEINTNDIT 7 L— FZRIRLE7,
b) [4M8B EPG (External EPG)] =V 7 £ T FHIZAZ m—/L LC, M EPG Zi#IR L £7,

c) AV A RKNR—==T, [L30ut] kv 77X T FTFHICAZa—L LT, ERL7ZYA FREIL3Out 238K
L9,

-

oA, APIC TEHEINTWAL30ut:, A—4 A hLb— g U CEHEIN TV A L30ut OG5
BINTEXET, AiOETZ 2 a r TCZOBMDOIDRIIIER L= L30ut, F72iE% A @ APICHNIZT T
2% % L30ut DWW T a BRI LE T,

PA b LLERTT o L— b LoULT, AN EPG & L3Out I~ v B/ TEET, Tk, E
¥V A FTRIULOWMANERZ SN TWERBETORENESD IR ETN, ~LF I A F RAL R
BIXOWHENL—T v Ry NT—7DO—ETHH7 77U v /M THLTE D864 A 7 OFREDE T
THED, ZoOT7 7Ta—F RIS EEA, 22X FEDOBD OV T Xy AT RARAZ A &5
BEHAIETA - LIXTEEH A, ZHE, L3I0wICBD A~y BT 5 L F_To L30ut AE U4
iz o720, T _TOYA FOTRTOL30ut S BD V7 Ry hNT RARZ A XENDHT-0TT,

T L— K LYLT L30ut 245 EPG IZBhEHT 121X, ROFIEEZFETLET,
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ATvT4

F4 rHE 0w AT 2o e oE [

12Policies [ Autosave  ( Save ) i @ (¢ x

template-stretch
Deploy to sits
Applied to 2 sites * Display Name
extEpg

template-site FILTERS MPORT v~ SELECT Name: extEpg
*Virtual Routing & Forwarding R

template-site2 = vrf-13out1

e
Contracts
i o © Contract
extEpg i |
~ == .

|3out-sitel X

I P

Subnets
13out

© Subnet

Q) AX—< Ea—0DLEYA RX—T, B EPG NENPNTWDHLT T L— MR L ET,
b) [4M8B EPG (External EPG)] =V 7 £ T FHIZAZ m—/L LC, S EPG Zi#IR L £7,

¢) AV A KA—7T, [L30ut] ke vy 77X 7 ETFHIZAZ a—/L LT, {ERlk L7 HEL30ut %8R
LET,

iﬁ\?va—kawamm’%@’%Eﬁﬁ%hk%%mﬂﬂﬁi%\ﬁ%%vNW@vyf

WBATT 22 b TEET, ZNEITOITIEL, M5 EPG @ VRF BT 2 HIBR L, #MEB EPG % [F U
WW_EU%@HT\%m%%#%%V«wfmmm%V/Hyibiﬁo:@7ntxﬁ%y7v~
& BT DRI —EIZ5E T LTHBINE, APIC I CEBICEENEHA I N2Wzd, FrLWEREE Y v
TaTHRICNT T 4 v 7ITEEITIH Y FHE A,

B EPGIZ 1 DU DOV T %y FERELET,

a) M EPG Z@IR L £,

b) AMOYA KAN—=T, [+ Y THy LZEM (+Add Subnet)] 7 V v 7 LET,

¢) [YTxw bZiBM (Add Subnet)]V ¢ > R T, Y73y Bt 7T a B AT LET,

RETAS VLT 4w 7 AEFT a0, FRENCE > TERY £,

cHENT 74 v P ESNTEPG IZET 5D L LTHET DI %ﬁbtfv74xﬁx@w$
8 EPG M4V &Y T 4 v bk (External Subnets for External EPG)] 7 77 EEIRLET, FEHABNIIG
UC, WHEBEPG 7213V & — b L3Out f&H CTEIFEA[RER /MR v N T —2 KA A & ORK i
HAcxEd,

s ZOL30utNn (RLCHA f‘if:ﬂiU‘EH kA RA®D) BIOL30ut 7> 558 L7I-sNB 7 V7 ¢
I RA%ET RNREAZXFTHIZE, FBELZT VT 4 v 7 AD [T AFR— b JL— k{1 (Export Route
Control)] 777%@?)“/&?0 0.0.0. 0/07 V7 4 w7 AERET HHAIL. L30uthH D3 X T
DT VT 47 A%T RNZAXF 572012 [T Y XR— b (Aggregate Export)] 7 7 7 % 3E4R
T&EE7, [EHITH RAR— b (Aggregate Export)] 7 7 Z AN 2 > TWARWEE, T 741k
N—=RD0.0.0.0/0 IZFBT RRZAXINET (R—F— V=T )= ROV—T 4T T—7
VIZHHET 25%8)
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B 7 rmsutoas +59 roks

ARy NU—I DBRAE LTRFED L — N ERINT DI, fRELET LT 4 v 7 AD[IL— b
FlfE1D 1 > 7R— k (ImportRoute Control)] 7 7 7 &2 #R L £3°, 0.0.0.0/0 ZRET2HEIL. [&E
#9414 »R— b (Aggregate Import)] 47> a U &ZBEIRT L Z L LT £,

ZiUE, BGP 2N —F LT U U T T HGERICORARETH D Z LITHERE L T E W,

¢ W72 ZVRFIDV— &2 U —27 3 5121%, [#FIL— {1 (Shared Route Control)] & BiE#E 5 % [5£#9
#%5)L— b (Aggregate Shared Routes)] 77 7', B LU [#HEtEF 21 T4 4 >R— b (Shared
Security Import)] 7 7 7 & @R L £4, ZhbDA 7 3 0%, VRE B34 L30ut 3 L T VRF [
P A T —T ¢ v T OREE OB LT T,

H4 FEABOM DI S5 FDER

22T, A MCEBRENSET U 4 — 3 EPG &, BIOH A k@ L30ut |\ FEEAT S
NI EPG (VA FEIL3Out#EfE) & OB D@IEZ FREIC T A0+« 7 402 & o
V8T NEERT B HIEICOWTHBLET,

ARTYT1 av I3 FeTANEEERT D200 T 7 L— FEBRIRLET,
L30ut, VRF, B XU EPG Z1ERL LT-DERI LA —~ LT L — b AT 4, 72013, 7l
DAF—< LT UL — b EBIRTDHZ L TEET,

AV N7 MEIRRLYA MIEBRSNTEAT Y27 b (EPGEBLUSMT EPG) (2 S b2, Bk
DY A NMCBEEMN T ONZT 7T L= TERTDHDIEEMHELET, 2770, ZHEMEATEHY 8
o AU RTT RET4NENSitel DE—HNV F T2 hELTORERINTWVWELHEATH., Site2
D —H )V EPG E£TIFIMHB EPG NZED 2 b7 7 M EHE E IR MIET 20BN H 554, NDO 1LY
E— P Site2 [IZXIET DY Ry A7 V=7 NEERLET, .

ATF9 T2 74 VHEEHRLET,

1 Policy ¥ Autosave O x

Untitled Filter 1
Template 1

LOCAL RELATIONSHIPS
FILTERS IMPORT ~ SELECT
- * Display Name
Untitled Filter 1
Name: UntitledFilter]
Entries
Untitled Filter 1 i i
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#4 rrIBo oo ~545 rok [

a) [Filter (Z 4R VT ETAZa—LL, [+]%227 Vv 7 LTT7 4 NMZElERLET,
b) LMD A T, 74 Z D [FRiR% (Display Name)] # AS) LET,
c) AMD~_AT, [+T b FEntry) 227 Uy LET,

ATYT3 T4 EOEEME AT LET,
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B 7 rmsutoas +59 roks

Add Entry X

Name

o

Description

Ether Type

ip St

IP Protocol e

icmp s

Destination port range from

unspecified s
Destination port range to e
unspecified s

ON-PREM PROPERTIES

[ | Match only fragments
stateful
ARP flag

unspecified "

Source port range from

unspecified v

Source port range to

unspecified v

TCP session rules

unspecified v

a) 7 A /H D[4 (Name)] #fEEL £7,
b) [4—Y— 24 7 (Ether Type)] ZE=R L £,
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RTv74

ATy T5

d)
e)

mran [

7= & 2 1ip1 TY,
[IP 7O k3L (IP Protocol)] & 3K L £,
71:’_& 25i [icmp] T—gdo

o7 e T L IIRBEOEEICLET,
[R%E Save)] 227 U v 7 LTI A NMAZRFELET,

oy v 77 OVERR

a)

b)
c)

d)

HfeXof T, [aAY 59 b (Contracts)| =Y 7 ET R HICAZr—LL, [H]Z27 V27 LT, a2
77 NEERLET,

FHRD~A T, 2 T2 b0 [FRT4 (Display Name)] # AJ) L E7,

a2 N7 7 o) 7 [$5B (Scope)] IR L £ 97,

P4 R L30ut DFID VREIZHHILEET —E A = RiRA v M EFRTET HHEIIEE. Fo®mEo
FFr bk BBIRTDHIMLERNDH Y 5, TSN DEA. W HFHE U VRFNIZ %6ﬁAi\ﬁﬂ%wﬂ:
RETEFET,

ALV a—I N T AN, =D e T aN, = ary a—w <D FEOmGIZFE T T 4
NE EEMAT H8E 1. [mARIZER (Apply both directions)] / 7' 2410 &z £,

IOF T arEAENILEGAE., T4 X E IR GRETAHIIENLELRY WEMO T
74y7ﬁﬁ%éhi¢o_@¢7/a/%ﬁb@ii L7238A1E. &HFmic1o>3o, 2y b
TANHE F 2= BRETIHVNENDY £7,

Ay h7 7 M7 4 FE2EIDETS

a)

b)

{52 FH I

T7F)/r—2 3 EPG DY ~FE L30ut (VRFIA)

Flo~RA T, [Z4I32 Fxz— (Filter Chain)] fHlk = TAZ v —/L L, [+ 7 4 LA (+Filter)] %
IV LCT4NEEary N7 7 MTBMLET,

o2 b7 NTC WFMICEA (Apply both directions)] A Y a UV EENMZ LIZHEIL. o7 41X
Fx— IR L TZOFIEEMREY KL ET,

BAWZ[ZAILE Fz—2DEBM Y 4> RUT, [EBT(Name)] R v 7 H 7 A =2 —bETDFE
TEBMLE7 4 V2 28R L £,
[RFESave)l %27 Vv 27 LT, 74NV Z%&ar 77 MIBIMLET,

2T, TV —2a  EPGO—ETHDHIT L RihA o I3, Hwa(mmww)W
:%é%@#%% BB SN2 L30ut 4 L CRIEER[GE/RAM R v T —27 KA A EBET
DL T BIDITHUERREICHOWVTHEHALET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .



waeemms |
B 7705232y rmLBout (VRFR)

BRAIOKIL, JER SN EPG & i DA b TER SN L BE-ST 57z L30ut &7
LCWET, 77U r—3 3 EPG (grc1) TV A b 1 THERS, FMBEPG E D v T
F23H Y £9, ZOFEAFNIL. OV A FOLIOuWNITY V—AD@EE v h~DT 7R
RS 2GGICHRINE T, RV U—ERENE T 7 1 v 7 PHENEFRE S, ML
72 APIC R A A > D% L30Out [IZf@Bic/— b~ v 7R o —Z @M T& £9°,

19: 455 S nf=5\ &8 EPG

Site SiteD
{ v 5
f\ e —— 5
| - e — 5
: | B E :
| ¥ : 5
E ‘ extEPG | E
i il | L30ut2 !

| - Shadow objects 3
WD 2 FBORIE, EREOHAFIZ R L TWET A, 4 EPG I1ZEE L30ut 23EdiE ST
HHA REFIZEBASNTWEY, 77— a3 EPGEar T 7 MI, 120%A D
EPG L5 OWEL L3O D N T 7 4 v 7 7u—2ARRICTADE L MU FETHRELE
‘d‘o
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20: YRBE SN T ULV (U b O—h L) 5VER EPG

site1 | Sieo
| w%1
| BD1 ;
| EPG1 | g Pm —
. E’-‘i’;"-‘i‘;'-g';é " h Externéal EPG |

| L30ut |

(il §
i = Shadow objects &

WOFIETIL, Beb—A7 S F U AT B LR BB & 54T 5 7 I LB AR EIC
SVTHALET, H2URT2— 27— A HAT 2 HEE, BHTFOLER M2 CFIEH
BTXET,

1R BHHEIIZ
WOHLDONT TIZERESNTWAILENRHD £7°,
e 3ONT LS — FEEORF—,

7Y r—a VEPGRL3OuS R E, TDOHFA MIEADAT V=7 FaiET 25V A
FDT 7 L— b (template-sitel X°template-site2 72 &) ZELET, X HIZ, A b
Ly FENTAT V=7 b (ZOHEIISNES EPG) ([ZHEMTDHOT 7 L—h
(template-stretched 72 &) ZVERR L F 9,

B A FEIL30OutB L ONVVREF DAER £ 72134 v R—F Q04~=—) 7 3T Eh
TWAHEYA hDL3O0uts,

ZOERFITIZ. YA NEBEOT 7 L— MBI O L30ut 231 v ah— M EIRERE
nEJ,

P4 MW L30ut #9572 DO4ER EPG O E (207 =2—) THHAINTW5H L9
2. YA MR L30ut DA EPG,

:0)1%)%{5”(521\ %%BEPG@i\ A }‘ V‘Yﬁ‘éhfl? ‘/701/‘_‘ }‘ (template—stretched) <
ERINTA MLy T ENTAT V=27 FELTRESNE T, INTEPGORIT K LA
R~ DT VA ZRMWT D ERET D L. LV EEKNRT LT 4 v 7 ZADRWY R
FERELZRWE T, 0.0.0.0/0 VT 4 v 7 AZGERICRET DI L 2HEREL £,
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e A FE L3Out = b7 7 FOERL (210 X—) THB I TWab Loz, 77V
4r—3<9 2 EPG & L30ut 44 EPG O THEMA+TH 2 T 7 b,

A ML wF T 7T —bF (template-stretched) TV TV MET 4 NVHE{EKRT S
LEBEIOLET,

RTw F1 Cisco Nexus Dashboard Orchestrator @ GUI (2w 7' > L%,

ATv T2 EROFEesr—var A=a—7T, [7F)7r— 3 EE (Application Management) ] > [R F—< (Schemas)]
EIRLE7,

RTYT3 77V r—2alEPG ET Y vy RALSVDAF—< LT 0T L— FERIRLET,
ZOFRABITIX,. T 7 L— k% Sitel (ZBEA T £,

ATy T4 L30ut iFHIO VREICETHT 7V r—2a v BPG EZ2DT Y vy RAL U EFELET,
A NE L30ut ZfEHT 2 EPG BT TICH L HEEIE. ZOFIHE AT v 7 TEET,
WHOL I, BPGBLOT Y v RAL CEFBUMERT 20 BEFO DA VA= LET,

AT TS 77U r—vaEPGIlary b7 7 baEID YL TET,
a) EPG Z@®IRL £,
b) HROYA RAR—=T, +a>2 k39 b (#Contract)] 27V v 7 LET,
) HiOEZTarTHERLIZaV T NEeZDXA TERIRLET,

TV — g BPGNa vy a——NTFus XA RN TE F7,

ATYFT6 ar 77 hE, UVE— bk L30ut 2~ v 7 SN EPG 12 24 CTE 9,
a) AN EPG 23ECLE S 4V TV D template-stretched Z RN L £,
b) M EPG 23R L 9,
) AMDOYA RAX—=7T, [+a>Y b330 bk (+Contract)] 7 V v 7 LE7,
dy Ao va rTERLIZay N7 NeZ2DXA T ERIRLET,

TV r—vaEPGEarya—~ b LGRIRLEEEGEIE. SMBEPG D7 o #ZRINLET, 1
LIS OBEIL, SN EPGD 2 v a—< 28I L E 3,

AT T 77V r—2aEPGDT Y v RAA % L30ut [IZBHEfT T 77,
ZHUZEY, BDYV TRy RELOWMNLANER Y RU—2 RAAL AT KX A X CxET, BDIZBHE
ez 7 3y ME, L30utnn b7 A A X315 L HIZ MR T K734 4 X (Advertised Externally)]
G a v EFEH L TCRETOILERDH Y 77,
a) MOV A RAN—D [BA b (Sites)| DFT, 7V —2ayEPGOT 7 Lb— MERIRLET,
by 77V —va EPGIZEETIT o7 Y vY RAAL AR ET,
¢) HOYA RAA—=T, [+L30ut] 27 V v 7 LET,
d) fERLL7=% A RE L30ut 2R L 7,

1R HFITiX. BD % Sitel & Site2 TEFR I AL/ 5D L30Out (ZBEEAHT T, Ay hU—
TS DO/RANES EPGIZT 7 BEATEL LI LET, BEDORY > —% L30ut £7-134MBL—%
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FIUr—a PG DA MR L30ut LDt F—ER (nterVRP) ]

WZBHEAT T T, FFED L3Out NANER N7 7 4 v ZICHEFELEIND LT HIENTEET,
VE—h P14 FOLOUEN LIZRBETIIRWA L ARNT R T T w7 RRAEERET 72012,
EPG & BD 8 (BFEDOBIDO XL H1Z) ¥4 MK L Tr—h L THLIHEE, ZNnEHLEL F7,

ATV T8 AX—~EREHLET,

77— 3 EPGDHY A FREIL0utE DHEEFH—E X (Inter-VRF)

ZIZTE IO VRFOT AU r— 9 EPGO—ETH DT RARA 2 ", BIOH A |k
VBB & 4L72 L30ut 241 L CEIFER[RERAMAB R v U —2 RAAL VEBETE DL II12T 5
T2OWMERREICOWTHALET, 2hit I —v 2] & HEInEJ,

ZOTF VA, BlOVA FOLOuBNEY Y —2ndimt Y ho~DT 7w A BT 58
BITHERSINE T, RUS—EFREINE ST 7 4 v 75N FLS L, ML L2 APIC R A
A D& L3IOut IZfilpicy— b~y 7R Y) —ZEfATE £9,

B21: R MLy FHEEPG, Y4 F O—AJL L30ut, ELXVT TV H5— 32V EPGHWTNIZHY FT,

Site Site2
I R FRE T
| HHES B0t i
H EPG1 |§ _______________ EPG1 é

VRF-extEPG |

The following steps describe the configuration required to implement the use case shown in Figure 3.

1R BHEIIZ
WDOEDNT TICHESNTWERLERH Y £,
3 ODT UL — "EeFOoORAF—~,

77— a Y EPGRL30Outs e L, EDVA MIEGDOAT V=7 NERET DV A
}‘ el LoF T L— b (template—sitel %3 template-site2 7R <E) i&}{/ﬁﬁk l—/\ij—o 5] W,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .



waeemms |

B 7707—2 32 e o5+ FRIBOM £ DB Y —ER (Inter-VRF)

&
ATy T2

ATvT3

ATv74

ATy TH

A2y FENAT V= b (ZOHEEFIMNTEPG) (AT 0T 71— |
(template-stretched 72 &) Z{ER L F9,

P A FREIL30utB L ONVVRE DAER E 72134 AR — b Q04_—) 7 v g TiBHEH
TWB LA FDL3Outs,

ZOERFITIZ. KA FNEAEDOT T L— MBI O L30ut 231 AR — b E IR E
nET,

P4 FE L30ut ZfEH 95720 DFER EPG O E (207 2—) T I Tnb X9
2. YA MR L30ut DAES EPG,

ZOERABITIE, AEBEPGIZ. A MLy FENT=T 7 L — b (template-stretched) T
ERINTZA Ny FINTEAT V=27 FELTRESNET, SMTEPGHRIMNAET KA
ZEMBEA~DT 7w AT D L HETDHE. KVEERKRT LT 4 v 7 ZADEWY X
FEFEELRVWE DT, 0.0.0.0/0 VT 4 w7 AENERICRETHZ L 2HRE L £4,

ZOREOHAEY —E ZOMHFTIX, U E— b L30ut DA EPG IZBER T S -t
TXxy NORFIL—MHIET 7 7 ERBEXF 2 TAAVR—NISTEHDT HHE
NI E£9, SEBEPGOS3FEIZ0.0.0.0/0 7 VT 4 w7 AZEH L CHDEAIL. £FIL—
bR 7 7ichnz <, EHERBIL— L7 T 7B AEMTLET,

e A FEIL3Out D T 7 FOfERE (210 X—) THBENhTWA L oic, 77V
4r—3/3 1 EPG & L30ut #MB EPG ORI THHT 52 527 K,

ARLyFToTL— R (template—stretched) Tar o7 e T4V ZEBERRT D2
LEBEIOLET,

Cisco Nexus Dashboard Orchestrator @ GUI IZ® 271 > L £,
RO —rar A=a—7T, [7FTUr— 3 U EE (Application Management) ]> [ X F—< (Schemas)]

ZIER L E7,

TV —2 g9 EPGET YV Y RALLVDAF—< LT 7L —FEERLET,
ZOFEAFITIE. T L— % Sitel \ZBSEM T E T,

L30ut & 1FBIDO VRE BT A7 F U4 —2 a9V EPG 2D TV v P RAAL VERELET,
YA M L30Out AT D EPG NI Tl H5H1E. ZOFEE2AXT Yy I TEET,

WmEO X oI,

EPGBLUT Y v FAAL V2 FBU BT 20, BEFOb D& A A R—hLET,

TV —aEPGICar b T 7 FEEID Y TET,

a) EPG @R L £7,

by AHMDOHA FAA—T, +3aA2 k59 bk (+Contract)] 7 V v 7 LET,
¢) HIDE®Z v arTERLIEZary I 7 heZxDXATHEIRLET,

TV r—3 3 EPGRay v a—wTFusg ZERIRTEX £17,
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GE) 77UV —rarEPGrrurgslt LTHETHHET. %@w%%%ummwwV)%ﬁ
TH-DIZ, EPGOFTHBD TTTILERSINTWAY T Ry NERETIVLENHY F
?oﬁf*/F@BDT@%SM%@&HL77?%HGT&ET%M%W%@&TOé%
W2, EPGOTFOH 7Ry NTlE, 774V 87— U = ABEREN BD LV THNIZ/2 - T
WAHTZD, [TZ4I L SVIS— D A7 L (Nodefault SVI Gateway)] 7 7 7 b HNCT 5
VRSB F,

AFvT6 a7 FaE, L30ut 2~ v FENTZHAES EPG ICE Y Y TEd,

ATy 17

a)
b)
¢)
d)

B EPG MBS E STV D template-stretched ZIBIR L £97,

M EPG IR L 97,

FHRDOYA KN—=T, [+a 2 +3% k +Contract)] 7 U v 7 LET,
BB a s TER LIca sy b I bexDX A THEBINLET,

TITVr—a EPGErarva—~E L GERLULEGAIE. MBEPG D7t # &2 BIRLET, Th
DS DBEIT, SMBEPGD =2y v a—= 2RI L £77,

TV —2 g EPGDT Y v RAA % L30ut (ZREES T £,

ZHUZEY, BDH TRy FELOWMNHANER Y hT—2 RAAL NZT RARZ A XA TEEF, BDIZRHE
I ozt 72y M, L30uth b7 RAX A XI5 K2 IC[SMVEBT K734 A X (Advertised Externally)]
FFa rEMEHLTRET D2HLERH D £7,

a)
b)
<)
d)

MDY A RAX—=D [HA b (Sites)] D F T, 77V r—vaEPGOT 7 L— hEBRLET,
TV —a vy EPGICBEMIT O T Y v AL U EERIRLET,

FHMDOYA RAX—=T, [+L30ut] 27 U v 27 LET,

YER% L7294 BRI L30ut 238N L £,

X 29 HFEITiE, BD % Sitel & Site2 TEF S 4L721 5 @ L30ut IZBA#fHT T, #Mr >y T —
7ﬁﬁﬁ@ﬂxﬁgmnm7ﬁﬁxfgéi5KL£# BrE DR Y 2 —% L30ut £ 72 134N — %
VBT T, FRED L30Out NANERE T 7 4 vV ICEFELESND LD ?é’&ﬁf%iﬁ
VE—h %4 DO L30OU 2N LIERE TIEIR WA RN T R T T 47 NRAZRRET 5729
EPG & BD 23 (FFEDOHD L HIZ) T A MIFLTr—bLTHIHEE, ZEHELEL F7,

ATFY S8 Ax—<FEHLET,

YA FEIF#EIL—T 2T

DB a TR, ATV A N KA UDRGEHL—2 L LTHREL, B2 D91 MR
STz L30ut DFBRICHE SN TWDHZ T 4T 4 (R RFA UM, *y NT—2 T34
A, =R =R d) MoOBEEARICT 2HEHBIC OV TR LE T, Z OkGEILE
WA MRV —T 0 7 LETRES, o A FETHEL—T ¢ 713 VREFRB X
O VRF D a2— 27— A THR—FENET,

WOKIE, BBV A MIERESNTWVDH2OD L30uts (130utl & 130ut2) /R L TWET, %
L30ut [ZZNZE N DINE EPG (extercl 38 L WY Extepc2) IZEHEAHT L TWET, 2 DDINE
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B ovorr—5oy

EPG D= F T 7 MLV, 20D8ELDY A FD 25D L30uts DIFRIZH DT
RAA > M OBE A ATREIC 22 Y £,
B 22:VRF 914 FARBIL—T 1 2

] I
] I
1 I
[ |
[ |
[ |
[ |
1 ]
1 ]
1 ]
1 e D b b i L i e ]
1 ] 1 1
1 | e i S ! ] ! [
0 L]

1 H { | ' | H [
1 _ B ! [
! 1 [
] 1
] 1
] 1
1 & 1

1

1

1

" omaieraz ||| Extomalepal ||| EvemaiEpai || Eemaipz |
[ isowe [ wmown |l wsowi [ isows |

£ A SO L30ut N2 5 VREIZCHDHLGE S, FEORELFH T 9,
X 23: VRF YA FRS#IIL—F 1 25

- P — -

| External EPG1

| Extornal EPG2

[
] [
] [
] [
1 [
[ 1
[ 1
[ 1
[ 1
1 |
1 ]
1 ]
1 e 1 T ]
1 ] ' 1
1 U i 1 . . [

" L]

1 i ' | . | ' [
1 . [
! [
1 1
1 1
1 B 1
1 1

1

1

1

CIE, AN EPG & BIEMT H7z L3Out 8% A br—A 04T Y=y b LR S
N5, 2200 FVFERLTCWET, A MNEFML—T 1 71X, A METEPGA A b
Ly FENTWRWEA, —FRA MLy TFEINTWBEA, iR A RN yTFENTWDHE
HEWVWH, TRTOMAEDLEEYR—FLTWET,
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WA ML —T 0 T BEAT DS, YA MNETER SN R4 EPG R 725
NET RUAZEA~DT 72 22832 (ALGCEHLRYY) ZERRHEE 2D F9, L
7R T, BEICHEREND T LT 4 v 7 ZOBREITIZ. W O0DF T arRBNho £,

« W7 OINE EPG TR 0.0.0.0/0 7'V 7 o4 v 7 A% GEFR LT, L30Outl DEERY —7 / —
RCZIELIEHE N7 74 v 7 BExtEPGL I~ v B2 7 S, L30ut2 TRAF LI2&E b
774 v 7R ExtEPG2 IZ¥ y BT ENDH L HICLET, L30ut 3HOT 7 7Y v T
EFRSNTVDD, ZORETHAEOMEITEE L EEA,

L3outl TRAZE LTZANB T L 7 ¢ v 7 RX, w3out2 BT RARZ A X T HMENH Y £97,
ZOW L ERETT, WFOINTFEPG To.0.0.0/0 20 P 7%y hELTHERALTWSE
BiE. [T RR— k JL— R (Export Route Control)] 5 X OV [EHT Y XKR— +
(Aggregate Export)] 7 7 7 =G93 57217 T4 T9,

SN EPG ZEIHRFED T VT 4 vV AxERLET, ZOHE, m— AN EPG LU
F— MM EPG IO h T 7 FOT-DIZ v RIS EPG BNZF DY A R TEREN D
LEIZ, A PO APICIZ L > THEEDNHKAT LOXEMET D720, V7 4 v 7 AR
FELTOWRNI EZERT OIMNEND Y £7,

FEDT V7 4 v 7 AT 2561, 448 eect THEAICRELZORIC T V7 4>
7 A%, [T RAR— kJL— LI (Export Route Control)] 7 7 7 % 3. CC, 4 Epc2 T
RETHLERHY T, FOLEEHELTT,

CE) 200587 7u—FOELLEEATL5G TS, VRF T U AT, [#AIL—
(Shared Route Control)] (J1z T [&#3#% & )L— b (Aggregate Shared Routes)] $ 0.0.0.0/0 Zff
M 2581130 BEXO[HBEEFa2 Y T4 4 2KR— b (Shared Security Import)] D% 7
T T ERFRETDHDLENRDHY £7,

1R BHEIIZ
WD EDNT TICHESNTWAERLERH Y £,
e 3ODT T L — FEFORAF—~<,

77U =2 a EPGRL30uts 2 E, TDOHA MIEAFDOAT =2 b EBRET DY A
FNZEDT 7 L—1 (template-sitel X°template-site2 72 &) ZAER L ET, I HIZ,
ARy FENTAT V=7 b (ZOHEEFSER EPG) IHEAT 2007 7L — b
(template—stretched L) EERRLFET,

o A FEIL3OutB L ONVRF DIERLE 72121 AR — b 2042—) 7 > g o TBAIN
TW54H A FDL3Outs,

ZOERFITIZ. KA FNEAEDOT T L— MO L30ut 23 A A — b E IR E
nET,

e BBV A NMZHD2ODEI D L30uts HD 2 DD R BHESEPG, A b L30ut 2 1f#
AT 2720045 EPG O E (207 =X—) OFAIHE-> T, U PIEEZSEH L b
DI EPG Z1ERR T £7,
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o A FEIL3OUt O 2 877 FOERR (210%—2) TEBAITWa EHic, 1+ D
LICERSNT L30Out A EPG ORI T o7 FaAHLET,

A ML wF T 7T —bF (template-stretched) TV TV MET 4 NVHE{EKRT S
LEBEIOLET,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUL 21 7' > L9,
RTv T2 RO} —vay A=a—7T, [7FT) 45— 3 U EE (Application Management) ] > [ X F—< (Schemas)]
IR E T,
ATV T3 WTNOOIEBEPG ICa > b T 7 REEID M TET,
a) A EPG RNEESIN TVWAAF—< T 7L — F2EIRLE T,
b) M EPG IR L 97,
c) HMlOHA RAA—=T, [+a> bZ39 k (#Contract)] 27 V v 7 LET,
d) AiOBZvarTERLEZary T2 b2 AT HEIRLET,

arvva—<FEiTTe s F BRI L ET,

ATV T4 MO EPGIZa T 7 FEEIV Y TET,
a) MM EPG DELE SN TNWAIAF—v LT 7L — M ERRLET,
b) MEBEPG BNELE SN TCWAT 7 L— 2R L1,
c) HMHEPG Zi®IR L £,
d) AMOYA FAX—T, [+a>Y ;39 k (+Contract)] #7 V v 7 LET,
e) RIDEZ v arTERLIEZary 77 heZxDXATHEIRLET,

PRV o O el s = I S €157 Nl = < I

ATy TS @A ML — FEREBELET,
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PBR Z{&FH L =¥ 4 ~[E L30ut

* Intersite L30ut with PBR, on page 223

o AR — b INHMEHB] (224 ~—2)

WA RTA v LHfilfgE (228 X—)

« APIC A FOF&E (229 ~—2)

e T T L— FOER (234 X—)

e H—E X I TORE (235 2—)

c A NTT NDT 4 NEDIER (237 N—Y)
« 77U r—3 3 EPG DIERE (243 ~—2)
* L30ut #M5 EPGOERL (246 ~=—2)

Intersite L30ut with PBR

Cisco Application Centric Infrastructure (ACI) policy-based redirect (PBR) enables traffic redirection for
service appliances, such as firewalls or load balancers, and intrusion prevention system (IPS). Typical use
cases include provisioning service appliances that can be pooled, tailored to application profiles, scaled
easily, and have reduced exposure to service outages. PBR simplifies the insertion of service appliances
by using contract between the consumer and provider endpoint groups even if they are all in the same
virtual routing and forwarding (VRF) instance.

PBR deployment consists of configuring a route redirect policy and a cluster redirect policy, and creating
a service graph template that uses these policies. After the service graph template is deployed, you can
attach it to a contract between EPGs so that all traffic following that contract is redirected to the service
graph devices based on the PBR policies you have created. Effectively, this allows you to choose which
type of traffic between the same two EPGs is redirected to the L4-L7 device, and which is allowed directly.

More in-depth information specific to services graphs and PBR is available in the Cisco APIC Layer 4 to
Layer 7 Services Deployment Guide

PBR Support in Multi-Site Deployments

Cisco Multi-Site has supported EPG-to-EPG (east-west) and L30Out-to-EPG (north-south) contracts with
PBR since Cisco APIC, Release 3.2(1). However, the L30Out-to-EPG across sites (traffic from an external
endpoint in sitel to an endpoint in site2) case was supported only if both sites had local L3Outs. The

intersite L30ut use cases were limited to the examples and configurations described in the 1 F
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L30ut, on page 201 chapter. Similarly, the Service Graph integration with PBR but no intersite L30Out is
described in great detail in the Cisco Multi-Site and Service Node I ntegration White Paper.

Starting with Cisco APIC, Release 4.2(5), the L30ut-to-EPG with PBR across sites (intersite L30Out) use
case has been extended to support cases where the application EPG has no local L3Out or the local L30ut
is down.

Hih— kS S ERH

WO, 77V 45— arEPGDACINEI=Y FRA v b, $PFR—FENTHWEHA b
81 L30ut with PBRAE B ORI DY A kD L30ut Z BT 24—y RRA L FED T 7 4 v
7 7D"—%i_\‘ [/‘/Cl/\iﬁ—o

INLORERETHT—7 7a—[ZR L TTN, 7 =7 %[ L VRF TIERT 5D,
#7275 VRF TEKT 572 (VRFEl&E VRFHN)  BIOA TV =7 FEEBTLIHT (X B
Ly TFMIER R TFMN) OLENERD £,

1. L4-L7T 1A ABIOPBRA Y —DFERR EFEE (230 X—) OFIIIES T, A b
DAPICTLA-L77 /31 A& BEHBE/ER L E 9,

Nexus Dashboard Orchestrator 7255 /34 A & PBR AR Y o —%AEfT 5 Z L IXTERW=
O, INLDOF T a v EHRETHITIE. VA MO APIC ICEE R VA4 VT AMERD
D E7,

2. T U— bOIERKR (234 X—) OFIAICIES T, BEBRT U L— M EERR L E T,

TRTOVA MIBBEEINETRTOF TV =7 NSO HE—OIEET 7 L — N & ERR
THZEEBEIOLET, KIZ, VA VEHOAT7 V=27 FeE0& A hoBnT v
ZL— I,

3. P—bRITITORE (235~—) OBPICH-T, =277 7 2Bl L TRIE L
3

4, a7 DT 4AZDOER 237—) OFBICE->T, 77V r—3 3 EPG &
BlOHYA RO L30ut 5L/ EPG B OT_XTHO T 7 4 v 7 IERATH2 bT7 7 b
ET o NEEERLET,

5. 77 Ulr—vary a7y ANE EPG DIER (244 _—) OFBHIZHE-T, VRF &7
VoV RASL VEERALTCT 7Y r—3 3 > EPG Z1E L £9,

TV r—2a VEPGEYEIRET AMEIMIUS LT, TNo6DF TV r VB BT
T — M CERRLET, FREIC, 77U 47— 3 EPG & L30ut i2[6] U VRF F 721327
5 VRF 2T 52 b TEET,

6. VA FEL3OWBLOVRF DIERRE-1FA v R— b (2463—0) OFAICHE- T, L30ut
PERLET,

7. YA ME L30Out ZFEHT 572D DIE EPG OFRTE (207 =X—) OBt - T, L30ut
DHVES EPG Z#ERR L £ 7,
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| #eesmmal
gri—rsnaman ]

Inter-VRF & Intra-VRF

77— a v EPG LA EPG A ERB KO ET 285G, 77U r—v a3 EPGDOT
U RAA & L30utiZ VRE #4262 08N H Y £9°, MU VRF (intra-VRF) Z{#HT
BHh, B2 AVRF (inter-VRF) ZfEHT A2 A BN T F9,

EPGRiD = 57 NEMESITHBA1Z. 1 DO EPGE T u "/ XL LTHEEL, b9 1
DEPGEH Ay v a—~ L L THRETAIVERHY 1,

« W7D EPG ARE U VRFIZHDHEE., Ebbh—Finarva—<FEii7ang iR
HZEMTEET,

« EPG N\ #7225 VREIZH BB E1E. SMEBEPG N ", X —TH, 7TV r—a v
EPGNa Y a—<ThAULENHLY F7,

fhik S 1= EPG

ZOFERFNE, 2 oO% A MNETIERSNOHE—DT 7V r—2 3 VEPG &, 1 DO A T
DHERSNDHE—~D L30ut Z/rLCWET, 77U 47— a3 EPG DT RiRA > kA
L30ut L [A U A MZdH DD, YA MZhH DR, N7 7 ¢ v 7 I1E[F L L30ut %
WmLET, =720, FTT74 o ZIEWICZ U RRA OV A Mk LTae—h i —E
A J—FRE@EEaLET,

A\

GE) B EPG MEIEES L. BV A MIMB O L30ut 3% 2708, b T 7 4 v 7 OFRETE 21355
THHIZVA FOLOUNL T LTWEEEL, MU7e—RNEHINnEd,
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B & rshzmmn

R24:A2NIUF bST74979

Inter Site
Network

Compute leaf always applies

Multi-Site

Orchestrator L3 Mode
Active/Standby
Shadow L30Out EPG is 3
created in site? %
B25: 7O RINOU R RST7499
Inter Site
Network
Compute leaf always applies

Multi-Site
Orchestrator L3 Mode
Active/Standby

Shadow L30w EPG 5
credied in site2

503247
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gR—rasnzmEms [

4 ~O—AJL EPG

Z OFERAENTE. North-South N5 7 4 v Z IO H A +D L30ut Z{FEHTHHY A he—hL 7
FYr— a2 EPG 2R LTWET, Biofl & RS, TXTO FF 7 1 v 2713 EPG OH A
fa—h)LHh—ERTT77 FNRAZAEFHLET,

N

GE) 4B EPG MEIEE AL, KA MTIHE O L30ut 3H V. EPG D —H /L L30ut NZ 7 LT
WABEAL. AL 7e—2REHInEd,

R26: €A\ F b5T49Y

Inter Site

Compute leaf always applies

Multi-Site
I__3 Mode / Orchestrator _L3 Mode
Active/Standby (" L3out-sitet Active/Standby

Shadow L30Out EPG i5
credied in site2

503245
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B 55 ennsm

B27: 79 bV F ST 4097

Inter Site
Network

Compute leaf always applies
the PBR policy

S Te\

&¢ai

-
— | Multi-Site = -
L3 Mode ™ Orchestrator L3 Mode =
Active/Standby e -3'rle1:' Active/Standby  'Green

! Shadow L30W EPG is
y : created in site2

503246

A BS54 2 EHREIE

A ME L30ut 25 E T 2B TR ORI FHEI N S E 5,

« PBR ZAfi [l L7 5 R L30ut OB SV TIE, ¥ P L30ut (201 =—) %
ZRLTLZEN,

« PBR Zffi ] L72 ¥ M L30ut Tk, IROEMABIA YR —FShTHET,
« 77— 3 EPG Harya—~ &35 Inter-VRF Y1 F [ L30Out,
VRF 2> b7 7 FOBE, L30Owt N7 2 ThHULENH Y 97,
e TV r—a y BPG BT e FE T v a—vDOWT O TH D VRF NHA b

] L3O0ut
«PBR M L7+ ML —F ¢ > (L30ut-to-L30ut) (I AR— K S TWE
A,

o BEROMEAFNIL, Cisco APIC U U —24205) £7212V UV —RZ51(x) ZF(TLTHODEHA |k
THR—FENTHET, CiscoAPIC U U —Z5.0(x) ZFITLTWDHHYA FTIEYA—b
INEEA,
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apic 4 roE [l

e P R—FENDTRTOFr—AT, 77V 75— a3 EPGHEAMLYFTHILEL, A
My FLARANWI L TXET,

e —E R TTT FNL A, A M L3Ow SAMHEPG &£ PBR 2 T 7 NERFEOT S
V/r—3 3y EPG 20T A FE2ED, KP4 N TERTIHVNENHY £7,

U VT —AREETNEY =T —AREETNAOW RV R—FEINTWHET,

Uo7 —LEHTIE, YV —ERITITTORNEPA X —T 2 RAEINRA L F—T = AD
WANRBELZ Y vy RAL AR SNET, V=T —2EBHTIZ, =X 777 1
VH—T = A AIfERIO BD IZBER S ET,

*PBRZFEALTR— R ANT U ERETLHHE. 2— K RXT % ERMAIP (VIP) D%
PR U A MCIEET DLERH Y £F, PBRBTF A E—T L OHE, B — AT
VY EEY—NTER DY A MIFETEET,

*PBR # 3% ET 5846, LT LI, L2, F7/21XL3 TY,

APIC ¥ 1 +DERTE

NERTEP T—ILDERTE

&
ATy T2

ATv73
ATy T4
RATvTH
ATv 76
ATvT1

P P L30ut (2%, BEAR Y ROBEERY —7 A, v FITHE TEP 7 R L ANRKETY, S
TEP 7 — /LN TIZRESNTWDEHA G- 21, VE— MU =T EOBOBEED-D12)
1. MU= ZERTXE1, BEfED TEP 7 —/ L% Nexus Dashboard Orchestrator {7 &
N, AV TITANTTFAYRED—HE L LTCGULIZERENET, TNLSNOGEIE. 20
HTmHENTWA L HIZ, GUI TTEP 7— /L& BINTE £,

Y

GE) I _RTCORy RIZ—BDOTEP /—NEE DY TAHRNERHY, 777U v 7 NOMOTEP 7 —
NEBEB LWL T AIMNERNDY 97,

Cisco Nexus Dashboard Orchestrator @ GUIIZ & 74 > L E 4,

EOFer—varvA=ma—nho | [41Y 73X MS39Fx (Infrastructure) 1> [V bERE (Site
Connectivity) JZ®IR L E 7,

AA L A DO EIZHD ¥R (Configure) 1227V v 7 LET,

MO A FAA—=T, RET LV A FEEIRL £,

AL U4 RUT, 4 MORy K27V v 7 LET,

FloOH A RX—=T, [+ TEP F—JL#%3EBM (+Add TEPPool)] #7 V v 7 L £ 7,

[TEP 7—JL®MiEH (Add TEP pool)] 7« > K7 C, DA NIk L THET HIMB TEP 7 — /L& FRE L
ij‘o

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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B v zxBLUPBRKY DR L BE

Gx) EBMLESE LTWATEP — A BOTEP 7— L FE7-13 7 77U v 77 RLAEEHEL TV
WIZ L ERERTHIVNENRH D F7,

ATV T8 ZoTatR%E, YA FHOD L30uts ZEHT 5 TFEDOY A FBIURy RTLITHYVIRLET,

L4-L7 T/INA AB LU PBRARY O—DERKRERTE
Y= R T 7 TS AR L, %A RO APIC TPBR RV ¥ — % EPEEFHT HMLEN
HYET,

2T w1 CiscoAPIC IZu2 /A » LET,
RAFYT2 FHOA=2—N"—T[FFr b (Tenants)] %27 Vv 7 L. T/ ZR&ERT D7 M@ LET,
AT T3 L4LT T A A ERE L £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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W 731 2k U PBR K S—ofek e &E

e APIC

CISCO

System Tenants Fabric Virtual Networking L4-

ALL TENANTS | AddTenant | Tenant Search: Eli=Esgsl=kl=y

Tenant1

> (C» Quick Start

» ﬁ Tenant1

> [l Application Profiles
> [l Networking
> jml Contracts
» |l Policies
- [ Services
B L4-L7
B Service Parameters
> [l Service Graph Templates
> [l Router configurations
» [l Function Profiles
i reate L4-L7 Devices

s 'mported Devices
Create Copy Devices

 fml Devices Selection Policies

a) OV A K/3—"T, <tenant-name>>[H—E X (Services)] > [L4-L7] 7 3V ZJEBA L £,
b) [T/N R (Devices)] 7 TV &2427 1V v 7 LET,
¢) [L4-L7 7/314 RDERL (Create L4-L7 Devices)] Z %R L £,

[L4-L7 T/54 R DYERK (Create L4-L7 Devices)] D% EX A 7 v 7 3B & £9,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .
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Bl L7 750 R B LU PBR K Y S — DR & B

ATV T L4LT TNRA R EHRELET,

WROMIE, T3 ZADRGE

P T NERLTHNET, HREREIX. TN ADX AT & HINIZ L - T
D i ‘é—o
Create L4-L7 Devices (2 1]
STEP 1 > General

eral
Managed: [ ]

Devices

Name: |Site1-FW

The device mode can be single, HA or cluster. Create only one device for single, two for HA and at least
Service Type: | Firewall 3 for cluster.

VMM Domain: | $1-VMM

T +
il Name VM Name vCenter Name Interfaces
Trunking Port: (] ASAVY MSO-SG-WP-ASAV] el go/0
M Instantiation Policy: | sel 2
nstantiation Policy: t tion
Y|serect amoption ASAV2 MSO-SG-WP-ASAV2 vel
Promiscuous Mode: [ ]

g0/0
go/1
Context Aware: Multiple

Cluster

Cluster Interfaces:

wT +
Name ~ Concrete Interfaces
FW-external ASAv1/g0/0,ASAV2/g0/0
FW-internal

ASAV1/g0/1,ASAv2/g0/1

XFvT5 PBRANVU —Z/ERL L ET,

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x)
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w1 Fiq 25U PBRKY —ofemeE [

a) MDY A R/3—"T, <tenant-name>>[7R!) >—(Policies)]>[Z' 0 k3L (Protocol)] 77 =V % JZE L
ij—o

b) [L4-L7 R —_R—X Y& A L% b (L4-L7 Policy-Based Redirect)]| 77 2V #4527V v 27 LET,

c) [L4-L7 R —_R—X 1)FZA LY FDERL (Create L4-L7 Policy-Based Redirect)] %R L £,

[L4-L7 R >—_R—R 1y &4 LY ~DERL (Create L4-L7 Policy-Based Redirect)] DF%E X A 7 1 7' )3
BEE,
ATv7T6 PBRAU v —%FHELET,
WORIT, 5845 1P & MAC 2MBEIEN7-H 7L PBR AR Y o —HELRLTWET,
R EIE, TERT AT NRA AL R =D A T LHBICE > TR £, 72& 21E, PBRAY —
TiE, IP-SLA, "y a2 TAITVXA LIV M Ay a2 EOBNA T v a v ERETEET,

Create L4-L7 Policy-Based Redirect (2 Ix]
MName: | Fw-external H|

Description: |optiona

Destination Type: |

IP SLA Monitoring Policy: | select an option

Enable Pod 1D Aware Redirection: [ ]

Hashing Algorithm: .':: dip sip-dip-prototype

Enable Anycast: []
Resilient Hashing Enabled: []
L3 Destinations: ]j’ =
P DestinatiodAC Redirect Additionalescription Cper
Name Health  [Pvd/IPvG Status
Group
| 92 00:50:56:95 Ena

D

AT T DOV A FTHERTNA AL PBRAY —%1EKT 5I121E, BIOFNEEZBEV KL ET,

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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B 7 —ronm

—_— (o) -~
T L— FOIERL
AX—= T T L— FEERTIHEIE. ROFETT T L— b anlids 2 &2 BED
L%,
eI RTCOY A METIEEINAT R COAT =7 baEly, H—DEFTFT 7L — K,

c ZDYVA MIOBREMTIF T2/ bagie, V4 FZ LI 1 DDT 7 L— kK,

ZOHITIE, 2200 A NEFEHATHZH, A3 20T L— MEERRLET, & A b
IZ1o&, AL yFENE15TT,

1R BRI

7&(@%}@753\%\?’63—0

o TA RTA U EHIFEE (228 X—) ZER L. £ZIZU A SN TWDHTXTORIHE
FMEETETLTCNDZ &y

¢ SNERTEP 7 — /L DR E (204 2—) BLULE-LT T 31 2B L OPBRA U o —DERL &
R (230 2—) OFBHIHES T, flx D APIC VA FOREETTLTND I L,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 1,
ATy T2 AX—<EHHIERLLET,

— Multi-Site Orches§ Cluster Status 1 @ &) @

@ Dashboard €
&
r=m  Application Management 1 SC h ElasS y
Tenants y @ e’ Add Schema )
Schemas Filter by attributes <
- r
Policies
Name y
ez Operations y
5 Infrastructure &
£ Admin €
A

a) MO FEr—ra YA RA—T, [7T) 47— 3 & (Application Management)] 7 7 = U % J&
BALET,

b) [RF— (Schemas)] ZER L £,

c) [RF—TDiEN (Add Schema)] %7 U » 7 LT, HLWAF—<Z/Elk L £,

[REF—TD#wRE (Edit Schema)] 7 1 » KB & £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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$—ex 75708% [

ATV T3 AX—~ICANIZMT, T FERIRLET,

Untitled Schema 1 4 0 Policies ¥ Autosave ] ®

&
Template 1 4
Template 1 r.4 2 Select a Tenant
L 4
|Select or find an item here o
| To build your schema please click heff 3
& common
Common tenant for use with all other tenants
&
infra
€ Infra tenant for use with all other tenants
/
tenant1
f
A

a) [BIFERFBRED R F— (Untitled Schema)] # A F—~DAFNCE 2 F7,
(4FFRBEDAF—< (Untitled Schema)] DARIZZ U v 7 L THRELET,

b) T L— FO4RIEERELET,
ROV A RAR=T, 77— DRIy 2AZBE L, @REE)] 7252270 v 7 LET,
72 & 2%, template-stretched T9,

) AAUXRAUT, [AFX—TEERTHITVTEI) v LTTFU FEERLTLEZEL (Tobuild
your schema please click here to select atenant)] #2 U v 27 L%,

d) HWOYA RAA—=T, [TF 2 bDEIR (Selecta Tenant)] e v 72 %270 v 7 LET,

e) TV hEBRLET,

ATy T4 BMoT o7 r—sEERLET,

EMDOYA RNX—=T, 77 (+) TA4ar ([TFrFTL—F (Templates)] DFICH D D) 227 U w7 L
T, A MEEOT T — R E2BMLET, KIZ, AIROFIEE R CFIEIZES TT > 7 L— NI4T
AT, Ty REBINL £,

=& /'%_fj:\ template-sitel L template-site2 '(“'9)—0

H—EX TS TNHETE
WD H DN YEETT,

¢ LA-L7 T A ZAB L OPBRA Y —DIER EZE  (2302—) OFBAIZHE, A D
APIC Z L \ZEEER S V72 L4-L7 734 A,

e F U L— FNOERR (234 2—0) OB TERESNE., b A 7TV 4
VERRT AT DF 71—k,

ZITE Y=ERT T TDIDULDT AL ZZRET 2 HE OV THB LET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .
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ATV TN —bER T ITT7E2ERT LT 7 L— FERRINLET,

template—stretch’(“‘ﬁ—@"j‘“— B A 7? - %ﬁzﬁk Li@“iﬁ\ Z @%Jllﬁ@?ﬁﬁé‘(%ﬂﬁﬂ‘?‘é & 5 Iz, A hr—
HNT A AL HE LET,

ATy T2 =2 V57 E2FERLET,

10 Policies ¥ Autosave * e O »

- e — -

template-stretch

Applied to 2 sites * Display Name
sg-firewall
Name: sg-firewall

FILTERS MPORT ~  SELECT
Description

Advance Config
|

Filters after first node

I —
m Filters From Contract )
%

Define Service Nodes [: ]

© & |9,

N —
sg-firewall

a) AA LA UT, [W—ERSJ S 7T (Service Graph)] fElliE CTA /7 v — X LT, ] TA 2 %7
Uy LTHLWaY b7 FaERLET,

b) H—tR 7770 [RE% (Display Name)] # A/ LE7,

) A7y =) [EEMIERTE (Advanced Config)] 47> a v &4 i LET,
ZOFTvar TR BHIOY—ERTTT )= ROBIZNT T 4 v 7 EFIRT 2008 9 D ERET
TET, TOF TV arERHICLRWGA. T 74V TR RPIOY—ER 7T 7 ) — RLED
TRCTORNT T 4y 7 BFFAIESNET,
[FHHERTE (Advanced Config)] Z AT 2551k, RO 2 DA T ¥ a v OWFRnZER L £,

c [TRTEA (Allow All)] : BV 72 =7 FORED 7 4 L Z DRIV IZT 7 4/ b (permit-all)
TANEEERLET,

Zhid. [BEMERE (Advanced Config)] Z 40 L7-84 & B CEET,

o [BREIM B D T 4 LA (Filters From Contract)] : =2 b T 7 FOUEANSEFED 7 4 )V Z L
e N

-

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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avrssroTcnsoks ]

d) AHHOVA RAR—=T, [H—ER/ — FDEZ (Define Service) ik A7 m—/L L, 1 2L ED /) —
K% [T/84 A®D KAy 7 (Drop Device)] Ry 7 A KT v 77 Ry 7 LET,

Multi-SitelZ, F—E R V537 LIHERK2HOD ) — REHFR—NLET,
AFYT3 =X FF7T7DY A ha—h)L FAAL ZAEZRELET,
ZOFNAEIE, Multi-Site FAA > O—FTHDITXTOHA MK L TEITTLHILERLY £,

Select Device Details

Device Type
Firewall

Device

a) MDA RNR=nb, ZOV—ER T T7EREHT LA MO 1 DZERLET,

b) AAL AT AEK LI —ER 7T 723 LET,

c) AHMOYA RNR—=T, =R FTF77 J)—F&ar7 Vv 7 LET,

d) [T/31 ADFFHDER (Select Device Details)] 7« > KT, ¥+ h D APIC TIER L 727 /A A &%
RLET,

aARSOMDT 4 ILEDER

WD HDOPMETT,
e T UL — FOERL (234 —20) OFBHIZNE > TR SN =, 2hoDoA TV =7 b &
VERT AT DF T 1— |k,

oY arTE, AT T7ENLCT AU A —2 3 VEPG E L3OutDO T T 4w
JIWHERHEINE I FF T e T 4B OVERRFIEIZOW T LE 1,

RTFYT1 74 NVEEERLET,

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) J .
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1 Policy ¥ Autosave O ®

FILTER
Untitled Filter 1

Template 1

LOGAL RELATIONSHIPS
FILTERS IMPORT ~~  SELECT
- * Display Name
Untitled Filter 1
Name: UntitiedFilter]
Entries

NAME ETHERTYPE

Untitled Filter 1

a) [Filter (4R =V TETARIr—LL, [+]%Z27 V7 LTT7 4 VZEERLET,
b) HMDORA T, 74X D [FRR4A (Display Name)] # A LET,
¢) HD~LA T, [+ITU ) (+Entry)] 227U v 7 LET,

ATV T2 74 NVEOFEMEANSLET,

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x)
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b)

avitssroznzoksn |

Add Entry X

Name

o

Description

Ether Type

ip St

IP Protocol o

icmp s

Destination port range from

unspecified s
Destination port range to e
unspecified s

[ | Match only fragments
stateful
ARP flag

unspecified "

Source port range from

unspecified v

Source port range to

unspecified v

TCP session rules

unspecified v

7 4 VX O [&HT (Name)] Z457E L £,

[4 —H— & 4 7 (Ether Type)] & [IP 78 k3L (IP Protocol)] 4R L £,

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) J .
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7= & %X, tip) & (icmp) T,

C) {1”3‘@7013/\05‘4 X RiEE (unspecified) ] DEFEIC Li—;—o
d REGave)] %227V v 7 LTI AN ERFLET,

RATFvT3 2577 FOER

14 Policies ¥ Autosave -Ar @ O %

template-stretch
Applied to 2 sites

cl
S Lins IMPORT v SELECT e
* Scope
,,,,,,,,,,,,,,,,,,,,,,, o vrt
i Application Profile i
1 i ' Apply both directions
Panss * Filter Chain
Name Directive
. icmp none o

cl ooﬁler

Service Graph R

ﬁ Name o sg-firewall

vrf-stretch Consumer EPG

vare P

= o F®n

bd-stretch : |

Provider EPG

Consumer and Provider connector configurations are

required for service nodes. Click on node to select
. i i connector settings.

a) RS T, [TV T R (Contracts)] = 7T ETFHIZAZa—vL, [#]&227 Vv 27 LT, av
N7 FEERLET,

b) HEDORA T, 22 T 7 hD[FRRSL (Display Name)] Z# A1 L £,

c) [&EFH (Scope)] Fua v 7 Xy A=a—0nb, 2 77 NOFAZERLET,
77V r—3 3 EPG & L30ut B3[F U VRF IZH D355 1, (ver) ZIEIRL E T, TSN DOEEI,
linter-vrr] fEFGIZ G E L £ 7,

d)y [MmAEIZEA (Apply both directions)] WA > CTnD Z & ZRER L £,

ZHICEY, avva—ehbTuNfZ~DFRETa L EnEar v a—<~OFROMm G
FUL7 4V FE@mATEET,

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x)
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e) HMDRA T, [Z4ILF Fxz—2 (Filter Chain)] {8l E TA 7 r—/L L, [+ 71 JL% (+Filter)] %
U I LT T4 NEEary T 7 MGBMLET,
FREND [T 4ILE Fx—>2DEM (Add Filter Chain)] 7 1+ > K7 T, [&HI (Name)] K v 74w
VAZa—bRID® 7 v a rTBMULIE T 4V H ERIRL £,
o2 bT 7 T lAFEICEM (Apply both directions)] A Y a VEENMI LIZHEIL. o7 41X
Fr— K L TCZOFIEEABEY KL ET,

f) [U—ERXR F 37 (Service Graph)] ke v 7 X rinh, giokts va v TERLEY—ERAT T 7%
HIRLET,

g Y—ERITT )—FEI )y LTatxs AERELET,

ATV T4 =R TT7 )—KOaxsZ0T IV vy FALERIRLET,

Configure Firewall X

X

Consumer Connector

* Bridge Domain | N
1

Provider Connector

* Bridge Domain A @ N
2

OH=D

a) [Avia—< ax% 4% (Consumer Connector)] 7V v RAAL UV EIEELET,
b) [FO/A4 & 34454 (Provider Connector)] 7'V v ¥ A A U &FEELET,
c) [T (Done) 127 Vw7 LTRIFLET,

ATFYTS a T FOVA ba— TaXT o ERELET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .
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g)

h)
i)

Configure Site2-FW

CONSUMER CONNECTOR
* CLUSTER INTERFACE

FW-external

REDIRECT POLICY

MSO-SG-WP/FW-external

PROVIDER CONNECTOR
* CLUSTER INTERFACE

FW-internal

REDIRECT POLICY

MSO-SG-WP/FW-internal

RO A RAA=T, DY THOYA FOTIZHLIT T — FERIRLET,

A XA T, 2 b7 MERIRLET,

LY A RNR—=T, $y—RIFF537 J—F& 7 Vv 7 LET,

[VZ5R% 422 —T x4 X (Cluster Interface)] # [2 > a—< a4 A (Consumer Connector)] &
LCERLET,

[V&A4 L% k 7RY < — (Redirect Policy)] % [~ 21—~ 3 %4% %4 (Consumer Connector)] & L Ti#
RLET,

[V5R% 4248 —7 x4 R (Cluster Interface)] # [FR/34 4 344 4 (Consumer Connector)] & L
TERLET,

[V&A4 LY kR > — (Redirect Policy)] Z [F0/84 & a4 & (Consumer Connector)] & L TR
L/ihgﬂo

[33T7 (Done)]&7 Vv 7 LT, BENFEHREFELET,
FT_RTOYA MIXLTZOFIELZHY KL FT,
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A MEEDOT T L— hOWTRNERIRL £,

XTw T2 VRF Z1ERk LE T,

intersite-13out-pbr

_ template-stretch :: vrtl
template-stretch e LOGAL RELATIONSHIPS.
r
template-site1 FILTERS V.
&
template-site2 VRF Name y E| T
€ * Display Name
€ vrfl
£ Name: urfl
' 4
r

a) AA VXA UO[VRF]EET, 77 AW iE%27 V27 LTVRF ZEMLET,
b) AMOYA KAN—=T, 7 4 L% O [FRR% (Display Name)] # A LET,
c) JEBAIZX L Tl Th Hfhdd VRFRELFEE L £,

ATFv 73 BD Z1ER L ET,
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( g
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«
) ( = * Display Name
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SITES ! &
i | owenewscernoreanes |
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£ * Vlirtual Routing & Forwarding R
vr
& f1
& L2 Stretch
v
_________ « H
p Intersite Bum Traffic Allow
€ OPTIMIZE WAN BANDWIDTH
__________ & v
ol L3 Multicast

a) AA Y XA 2O [BD]EKT, Y7 A ) imE 7V v 7 LTBDEZEMLET,

b) AMOYA KAN—=T, 7 4 L% O [FRR% (Display Name)] # A LET,

¢) [MRFEIL—TF 4 >4 &in (Virtual Routing & Forwarding)] Kz~ 7 &7 b BiD AT v 7 THERK
Ii7- VRF 23R L 7,

d) BRI L THEY TH 5o BDREZHEE L £,

FIUHr—3> 707 74)LE EPG DERL

IOk varTE PRI T T7TYH A MELOwWEFHTAT-OIE TRET LT Y
r—3a 2 EPG Z1ERT 5 HIEIZOW TR L 97,

48 HREIIC
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TV r—vary 7a7yANE EPG #ERLET,

TEMPLATES APPLICATION PROFILE -
Untitled AP 3 Q@
template-stretch
* Display Name
template-site1 FILTERS Untitled AP 3
Name: UntitiedAP3
template-site2 tenant1

SITES Untitled AP 3 »

AddEPG |

AN AN AN 4 44 4 4 4

Q) ALY AT, +F7TVr— 3> TAT 74 )L (+ Application profile)] 227 U » 7 L %9,
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¢) AA AT, [+EPGOEM (+AJdEPG) %7 U v 7 LET,

EPG ##HTELE 7,

LOCAL RELATIONSHIPS rs
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Cloud Ready

= * Display Name

tenant1 © -

Name: epgl
B eepl e Contracts
Name Type
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i ; i
ﬂ 1 Add EPG
epa ; e e |
Bridge Domain R
Application Profile bd1
Subnets
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a) AL T, THUVr—aEPG#RIRLET,
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d) [FYVvyY FAA 2 (Bridge Domain)] K v 7 &, BD &R L ET,

e) JEBAICHE Lo EPG REEIEE L £,

L30ut 4} &8 EPGOD /£ Ak,

H A ~RE L30ut 5 & U VRF DIERLEF=1F A 2 R—

Z 2 TlX. L30ut Z#1ERL L. %1% Nexus Dashboard Orchestrator (NDO) GUI C VRF (2 BE#f)
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e T L— FOERR (2342—3) OFBIZIE> TIER SN, N6 A TV =2
VERRT AT=DDF 71—k,
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ATy T2 EROF e —vay A=a—7T, [7FT) 45— 3 B (Application Management) ] > [ X F—< (Schemas)]
EIRL £,

RATw T3 [AF%—~ (schema)] Zi®R L, VRF & L3Out Z{ERE-I1FA >R — b T57 7L —hERIRLET,

BWEOY A MIBEEMT O TWAT 7 L— M TL30ut Z1EKT % &, L30ut RENHTXTOHA |
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a) [VRF]=UT7ETFICAZr— VL, +T7 A4 2% 27V v 27 L THLWVRF ZEBMLET,
FHRDY A R/3—T, VRF D4RTE AT LET (Bl: vee-130ut )s

b) [L3Out] Ik E CFICAZm— /L L, +7 A4 2% 27U v 27 LTHLWL3Ou ZEML E7,
FDOAZ A 2T, LERERE AT LET,

c¢) L3Out DAFIZBELET ({Z]‘[J l3out-intersite,
d) [MRFEIL—TF 4 >4 &g (Virtual Routing & Forwarding)] Kz w7 & w7 o b BiD AT v 7 THERK
S 7z VRF &R L E7,

ATwTE5 BEDLOu %1 v R—FLET,
AIDOFNETH LU L30ut Z1ERR L7=HA1E, ZOFIEEZAx v 7 LET,
AAVT T L= Ea—0O EHTA viR—k (Import)] 227 U v 7 L, 4 KR —FxOH A FERERL

i "9’40
Import from Site7 X
POLICY TYPE SELECT TO IMPORT Q,  INCLUDE RELATIONS
ARBHCATON o auor o —_— © =
EPG Ooutof 7
EXTERNAL EPG 0 out of 1
CONTRACT 0 out of 5
FILTER Ooutof 2
VRF 1 out of 3
BD 0 out of 15
L3ouT 1 1 out of 1

o
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b) A UA—FTHL0MET =y LET,

o) (A7vay) LOutZBHEfTIToNTNDITRTOF TV baA rih— T 255451%, [BR%E
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d) [Import] #7 Vv 7 LET,
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ATy T
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ATvT3
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R LTZE. T EPGIE. OV A PR TORERENET,

[6%&F EPG (External EPG)] =V 7 £ TR HICAZ o — L LT, + 7 A a2 %2 Y v 7 LTHE EPG %380
LET,
FRDOARAZ A ZT, HERIFEREATILET,

a) AN EPG OD4RIZ AT LET, T2b 2L extepg DL IIZLET,

b) [RAEIL—TF « >4 &85 (Virtual Routing & Forwarding)] Ru v 7 # w7 o ink | SelE EVER LT,
L30ut D VRF Z#IR L £ 7,

¢) +aAY k33U k(HContract)] #27 Vw7 L, 2> v7 7 MEBRLET,

EPGBEHICER LIz b7 FEBIRL, TOX A TERELET,
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*Virtual Routing & Forwarding W

template-site2 vrf-13out1

sikes 99099 By —— Name Type

. 1 s
12(487) A | i ) Contract
extEpg i |
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template-stretch & ON-PREM PROPERTIES
S0z A L30ut

Contracts

template-site2 o A | |3out-sitel X |
template-stretch @ . Subnets
13out Classification Subnets
77777777 © Subnet

a) A¥—~v Ba—0OFEHA FX—T, B EPG BENPNLTWNDLT 7 — FE@IRLE T,

b) [4MEB EPG (External EPG)] =V 7 £ CFHICAZ m—/L LT, #MH EPG 23R L £,

c) AYA KAN—7T, [L30Out] kr vy 77X U ETFHIZAZv—L LT, ER LY A FHEL30ut Z 87
LET,

ATy T4 L30ut VA ha—hL LULTEID Y TAHIZIE..

R vIZ, L30ut ZH A ha—h/)L LY THE EPG IZEE#EAIT 5 2 & b TEF7,

13Policies [ Autosave  (( Save ) ¢ @ o)
TEMPLATES % @ extEpg-sitel o
@ template-site1 )

template-stretch

13out-site1

template-sitel FILTERS
* Display Name
— extEpg-site
template-site2 Name: extEpg-site
Name * Virtual Routing & Forwarding
vrf-13out1
SITES
Contracts
N/A
12(4.87) A
Subnets
template-stretch @ Include in preferred group
e
 SITE LOCAL PROPERTIES
template-site2 _ it
template-stretch @ V * L30ut
t-sitel X v |

Q) AF¥F—~ Ea—0DEVA RX—T, HMIEPG NEE SN TWDLT I L— b EBRLET,

b) [4+&F EPG (External EPG)] =V 7 £ CHFHICAZ v—)L LT, /M EPG IR L F7,
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* Layer 3 Multicast Routing, on page 252

* Rendezvous Points, on page 253

c VT XY AR T 4 VAP (253 N—)

 Layer 3 Multicast Guidelines and Limitations, on page 255
AT FX AR A— b vy T RY =D (256 X—)
* Enabling Any-Source Multicast (ASM) Multicast, on page 257

* Enabling Source-Specific Multicast (SSM), on page 259
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Layer 3 Multicast Routing

The following is a high level overview of the Layer 3 multicast routing across sites:

* When the multicast source is attached to the ACI fabric as an endpoint (EP) at one site and starts
streaming a multicast flow, the specific site's spine switch that is elected as designated forwarder for
the source VRF will forward the multicast traffic to all the remote sites where the source's VRF is
stretched using Head End Replication (HREP). If there are no receivers in a specific remote site for
that specific group. the traffic gets dropped on the receiving spine node. If there is at least a receiver,
the traffic is forwarded into the site and reaches all the leaf nodes where the VRF is deployed and at
that point is pruned/forwarded based on the group membership information.

Prior to Cisco ACI Release 5.0(1), the multicast routing solution required external multicast routers
to be the Rendezvous Points (RPs) for PIM-SM any-source multicast (ASM) deployments. Each site
must point to the same RP address for a given stretched VRF. The RP must be reachable on each site
via the site's local L3Out.

When the source is outside and the receiver is within a fabric, the receiver will pull traffic via site's
local L3Out as PIM joins toward RP and source are always sent via site local L3Out.

Receivers in each site are expected to draw traffic from an external source via the site's local L3Out.
As such, traffic received on the L3Out on one site should not be sent to other sites. This is achieved
on the spine by pruning multicast traffic from being replicated into HREP tunnels.

In order to be able to do so, all multicast traffic originated from an external source and received on
a local L3Out is remarked with a special DSCP value in the outer VXLAN header. The spines can
hence match that specific DSCP value preventing the traffic from being replicated toward the remote
sites.

Traffic originated from a source connected to a site can be sent toward external receivers via a local
L3O0ut or via L3Outs deployed in remote sites. The specific L30ut that is used for this solely depends
on which site received the PIM Join for that specific multicast group from the external network.

‘When multicast is enabled on a BD and an EPG on the Nexus Dashboard Orchestrator, all of the
BD's subnets are programmed in the routing tables of all the leaf switches, including the border leaf
nodes (BLs). This enables receivers attached to the leaf switches to determine the reachability of the
multicast source in cases where the source BD is not present on the leaf switches. The subnet is
advertised to the external network if there is a proper policy configured on the BLs. The /32 host
routes are advertised if host-based routing is configured on the BD.

For additional information about multicast routing, see the IP Multicast section of the Cisco APIC Layer
3 Networking Configuration Guide.
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Rendezvous Points .

Rendezvous Points

Multicast traffic sources send packets to a multicast address group, with anyone joining that group able
to receive the packets. Receivers that want to receive traffic from one or more groups can request to join
the group, typically using Internet Group Management Protocol (IGMP). Whenever a receiver joins a
group, a multicast distribution tree is created for that group. A Rendezvous Point (RP) is a router in a
PIM-SM multicast domain that acts as a shared root for a multicast shared tree.

The typical way to provide a redundant RP function in a network consists in deploying a functionality
called Anycast RP, which allows two or more RPs in the network to share the same anycast IP address.
This provides for redundancy and load balancing. Should one RP device fails, the other RP can take over
without service interruption. Multicast routers can also join the multicast shared tree by connecting to any
of the anycast RPs in the network, with PIM join requests being forwarded to the closest RP.

Two types of RP configurations are supported from Nexus Dashboard Orchestrator:

« Static RP—If your RP is outside the ACI fabric.

» Fabric RP—If the border leaf switches in the ACI fabric will function as the anycast RPs.

Any number of routers can be configured to work as RPs and they can be configured to cover different
group ranges. When defining the RP inside the ACI fabric, you can configure which groups the RP covers
by creating a route-map policy that contains the list of groups and attaching this policy to the RP when
adding it to the VRF. Creating a route map is described in ¥ /L F ¥ ¥ A h )b— s v 7KUY T —D
YERK, on page 256, while VRF configuration is described in Enabling Any-Source Multicast (ASM)
Multicast, on page 257.

Both static and fabric RPs require PIM-enabled border leaf switches in the VRF where multicast routing
is enabled. L30Out configuration is currently configured locally from the APIC at each site including
enabling PIM for the L3Out. Please refer to the Cisco APIC Layer 3 Networking Configuration Guide for
details on configuration PIM on L3Outs
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Layer 3 Multicast Guidelines and Limitations

Up to the current software release, Cisco Nexus Dashboard Orchestrator cannot be used to deploy specific
multicast control plane filtering policies, such as IGMP or PIM related policies, on each site. As such you
must configure any additional policies required for your use case on each APIC site individually for
end-to-end solution to work. For specific information on how to configure those settings on each site, see
the Cisco APIC Layer 3 Networking Configuration Guide.

You must also ensure that QoS DSCP translation policies in all fabrics are configured consistently. When
you create custom QoS policies in ACI fabrics, you can create a mapping between the ACI QoS Levels
and the packet header DSCP values for packets ingressing or egressing the fabric. The same ACI QoS
Levels must be mapped to the same DSCP values on all sites for the multicast traffic to transit between

those sites. For specific information on how to configure those settings on each site, see the Cisco APIC
and QoS

Multicast Filtering
The following additional guidelines apply if you enable the multicast filtering:
* Multicast filtering is supported only for IPv4.

* You can enable either the multicast source filtering, or the receiver filtering, or both on the same
bridge domain.

* If you do not want to have multicast filters on a bridge domain, do not configure a source filter or
destination filter route maps on that bridge domain.

By default, no route maps are associated with a bridge domain, which means that all multicast traffic
is allowed. If a route map is associated with a bridge domain, only the permit entries in that route
map will be allowed, while all other multicast traffic will be blocked.

If you attach an empty route map to a bridge domain, route maps assume a deny-a11 by default, so
all sources and groups will be blocked on that bridge domain.

» Multicast filtering is done at the BD level and apply to all EPGs within the BD. As such you cannot
configure different filtering policies for different EPGs within the same BD. If you need to apply
filtering more granularly at the EPG level, you must configure the EPGs in separate BDs.

* Multicast filtering is intended to be used for Any-Source Multicast (ASM) ranges only. Source-Specific
Multicast (SSM) is not supported for source filtering and is supported only for receiver filtering.
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* For both, source and receiver filtering, the route map entries are matched based on the specified order
of the entry, with lowest number matched first. This means that lower order entries will match first,
even if they are not the longest match in the list, and higher order entries will not be considered.

For example, if you have the following route map for the 192.0.3.1/32 source:

Order Source IP Action
1 192.0.0.0/16 Permit
2 192.0.3.0/24 Deny

Even though the second entry (192.0.3.0/24) is a longer match as a source IP, the first entry
(192.0.0.0/16) will be matched because of the lower order number.

TILFEXVYRARMIL—F YT R O—DER

OB varyTEH, SATFFXFXY AR NA—F 2o R —EERT D HIEICOWTREA L
9, — b~y T EERTHIEELE LTI, KOLONEZLNET,

CINT R AN =R T Y NHF N TDEDIZT 4 NVE Dy NEERT D,

cINFXFYANTAT A X =3y TANEZ) L TDEDITT A NEDYEy NEERH
Do
«TUFT—RA LU R RP)DIEODIN—TIP DTy FEEHRT D,

VRF HO RP 5% ET 256, /v— b~y 7 25EE LT, RPIZZED VRF O3 T
D<NVFFx AL ZV—THMH (224.0.0.0/4) IZHELETCERINET, /21X, TH
BEHDOITN—TENI 7T NV—THHEROV—F vy 7EEBEL T, RPEZD T NL—T
DIIZHIRT D N TEET,

AT w 71 Nexus Dashboard Orchestrator ® GUI (21 7' A > L £,

AT9T2 [AA 2 A=a—(Mainmenu)] T, [7 7V r—= 3 & (Application Management)] > [7R 1) < — (Policies)]
IR L ET,

ATV T3 AA L T, [RY)—DEM (Add Policy)] > [¥RILFF¥ X b JL— b v T R —DHERK (Create
Multicast Route-Map Policy)] Z3%&#R L £ 9,

RATYT4 [RILFXXR L IL—k 7y TR —DENM (Add Multicast Route-Map Policy)] B ¢, 77> k&%
WU, R —DO4HIZFHEELET,

RATF9TE —h vy 7 T N EBMNT 5L, Jb—bh v T TV M) DIERF (Route-Map Entry Order)]d F®
[JL—r=y 7 T2 Y DIEM (Add Route-Map Entry)] %27 V v 7 L £,
a) [lEF (Order)] & [79 ¥ 3 »(Action)]|ZfEL 7,

Far7T XA ML, 1O EO—BHEIIEK SN CTT 7 v a v EERT HL—LTT,

NEFF1Z, V= vz il g DNERF 2 RET DO b ET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| #eesmmal

b)

¢)
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Enabling Any-Source Multicast (ASM) Multicast

The following procedure describes how to enable ASM multicast on VRF, BD, and EPG using the Nexus
Dashboard Orchestrator GUI. If you want to enable SSM multicast, follow the steps in Enabling
Source-Specific Multicast (SSM), on page 259 instead.

Before you begin

* Ensure you have read and followed the information described in Layer 3 Multicast Guidelines and
Limitations, on page 255.

* If you plan to enable multicast filtering, create the required multicast route maps, as described in ~
NTFFx AN b— K = v 7 R —DER, on page 256.
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ATy 17

« Note that the site-local L3Outs must have PIM enabled in the VRF when fabric RP is enabled.

This is described in Step 6 of the following procedure. Additional information about PIM configuration
on an L3Out is available in the Cisco APIC Layer 3 Networking Configuration Guide.

Log in to your Nexus Dashboard Orchestrator.
From the left-hand sidebar, select the Application Management > Schemas view.
Click on the Schema you want to change.

Enable Layer 3 multicast on a VRF.
First, you enable Layer 3 multicast on a VRF that is stretched between sites.

a) Select the VRF for which you want to enable Layer 3 multicast.
b) In the right properties sidebar, check the L3 Multicast checkbox.

Add one or more Rendezvous Points (RP).

a) Select the VRF.

b) In the right properties sidebar, click Add Rendezvous Points.

¢) With the VREF still selected, click Add Rendezvous Points in the right sidebar.
d) Inthe Add Rendezvous Points window, provide the IP address of the RP.

e) Choose the type of the RP.

« Static RP—If your RP is outside the ACI fabric.
» Fabric RP—If your RP is inside the ACI fabric.

f)  (Optional) From the Multicast Route-Map Policy dropdown, select the route-map policy you configured previously.

By default, the RP IP you provide applies to all multicast groups in the fabric. If you want to restrict the RP to only
a specific set of multicast groups, define those groups in a route map policy and select that policy here.

Enable PIM on the L3Out.

Both static and fabric RPs require PIM-enabled border leaf switches where multicast routing is enabled. L3Out
configuration currently cannot be done from the Nexus Dashboard Orchestrator, so you must ensure that PIM is enabled
directly in the site's APIC. Additional information about PIM configuration on an L3Out is available in the Cisco APIC
Layer 3 Networking Configuration Guide.

a) Log in to your site's Cisco APIC.

b) In the top menu, click Tenants and select the tenant that contains the L3Out.
¢) In the left navigation menu, select Networking > L3Outs > <|3out-name>.
d) In the main pane, choose the Policy tab.

e) Check the PIM options.

Multi-Site supports [Pv4 multicast only.
Enable Layer 3 multicast on a BD.

Once you have enabled L3 Multicast on a VRF, you can enable L3 multicast on a Bridge Domain (BD) level.

a) Select the BD for which you want to enable Layer 3 multicast.
b) In the right properties sidebar, check the L3 Multicast checkbox.
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AT 78 (Optional) If you want to configure multicast filtering, provide the route-maps for source and destination filtering.
a) Select the BD.
b) In the right properties sidebar, select a Route-Map Source Filter and Route-Map Destination Filter.

You can choose to enable either the multicast source filtering, or the receiver filtering, or both.

Keep in mind, if you do not select a route map, the default action is to allow all multicast traffic on the bridge
domain; however, if you select a route map the default action changes to deny any traffic not explicitly matched
to a filter entry in the route map.

R T w79 If your multicast source is in one site and is not stretched to the other sites, enable intersite multicast source option on
the EPG.

Once you have enabled L3 Multicast on the BD, you must also enable multicast on the EPGs (part of multicast-enabled
BDs) where multicast sources are connected.

a) Select the EPG for which you want to enable Layer 3 multicast.
b) In the right-hand sidebar, check the Intersite Multicast Source checkbox.

Enabling Source-Specific Multicast (SSM)

The following procedure describes how to enable SSM multicast on VRF, BD, and EPG using the Nexus
Dashboard Orchestrator GUI. If you want to enable ASM multicast, follow the steps in Enabling Any-Source
Multicast (ASM) Multicast, on page 257 instead.

Before you begin

* Ensure you have read and followed the information described in Layer 3 Multicast Guidelines and
Limitations, on page 255.

* If you plan to enable multicast filtering, create the required multicast route maps, as described in ~
NTF Xy AL — |k <v 7 KU —DIERK, on page 256.

* Note that you need to configure IGMPv3 interface policy for the multicast-enabled BDs at the site-local
level.

This is described in Step 8 of the following procedure. Additional information is available in the
Cisco APIC Layer 3 Networking Configuration Guide.

AXTw 71 Login to your Nexus Dashboard Orchestrator.
AT w72  From the left-hand sidebar, select the Application Management > Schemas view.
AT w73  Click on the Schema you want to change.
AT w74  Enable Layer 3 multicast on a VRF.
First, you enable Layer 3 multicast on a VRF that is stretched between sites.

a) Select the VRF for which you want to enable Layer 3 multicast.
b) In the right properties sidebar, check the L3 Multicast checkbox.

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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(Optional) Configure a custom range for SSM listeners.

The default SSM range is 232.0.0.0/8, which is automatically configured on the switches in your fabric. If you are
using SSM, we recommend configuring your listeners to join groups in this range, in which case you can skip this
step.

If for any reason you do not want to change your listener configuration, you can add additional SSM ranges under
the VRF settings by creating a route-map with up to 4 additional ranges. Keep in mind that if you add a new range it
will become an SSM range and cannot be used for ASM at the same time.

Custom SSM range configuration must be done directly in the site's APIC:

a) Log in to your site's Cisco APIC.

b) In the top menu, click Tenants and select the tenant that contains the VRF.

¢) In the left navigation menu, select Networking > VRFs > <VRF-name> > Multicast.
d) In the main pane, choose the Pattern Policy tab.

e) From the Route Map dropdown in the Source Specific Multicast (SSM) area, choose an existing route map or
click Create Route Map Policy for Multicast option to create a new one.

If you select an existing route map, click the icon next to the dropdown to view the route map's details.

In the route map details window or the Create Route Map Policy for Multicast window that opens, click + to
add an entry. Then configure the Group IP; you need to provide only the group IP address to define the new
range.

(Optional) Enable PIM on the site's L3Out.

If you connect multicast sources and/or receivers to the external network domain, you must also enable PIM on the
site's L30ut. L3Out configuration currently cannot be done from the Nexus Dashboard Orchestrator, so you must
ensure that PIM is enabled directly in the site's APIC. Additional information about PIM configuration on an L3Out
is available in the Cisco APIC Layer 3 Networking Configuration Guide.

a) Log in to your site's Cisco APIC.

b) In the top menu, click Tenants and select the tenant that contains the L3Out.
¢) In the left navigation menu, select Networking > L3Outs > <I3out-name>.
d) In the main pane, choose the Policy tab.

e) Check the PIM options.

Multi-Site supports IPv4 multicast only.

Enable Layer 3 multicast on a BD.
Once you have enabled L3 Multicast on a VRF, you can enable L3 multicast on a Bridge Domain (BD) level.

a) Select the BD for which you want to enable Layer 3 multicast.
b) In the right properties sidebar, check the L3 Multicast checkbox.

Enabled IGMPv3 interface policy on the bridge domains where receivers are connected.

Because you are configuring SSM, you must also assign an IGMPv3 interface policy to the BD. By default, when
PIM is enabled, IGMP is also automatically enabled on the SVI but the default version is set to IGMPv2. You must
explicitly set the IGMP interface policy to IGMPv3. This must be done at the site-local level:

a) Log in to your site's Cisco APIC.

b) In the top menu, click Tenants and select the tenant that contains the BD.

¢) In the left navigation menu, select Networking > Bridge Domains > <BD-name>.
d) In the main pane, choose the Policy tab.
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From the IGMP Policy dropdown, select the IGMP policy or click Create IGMP Interface Policy to create a
new one.

If you select an existing policy, click the icon next to the dropdown to view the policy details.

In the policy details window or the Create Route Map Policy for Multicast window that opens, ensure that the
Version field is set to version 3.

(Optional) If you want to configure multicast filtering, provide the route-maps for source and destination filtering.

a)
b)

Select the BD.
In the right properties sidebar, select a Route-Map Source Filter and Route-Map Destination Filter.

You can choose to enable either the multicast source filtering, or the receiver filtering, or both.

Keep in mind, if you do not select a route map, the default action is to allow all multicast traffic on the bridge
domain; however, if you select a route map the default action changes to deny any traffic not explicitly matched
to a filter entry in the route map.

If your multicast source is in one site and is not stretched to the other sites, enable intersite multicast source option
on the EPG.

Once you have enabled L3 Multicast on the BD, you must also enable multicast on the EPGs (part of multicast-enabled
BDs) where multicast sources are connected.

a)

Select the EPG for which you want to enable Layer 3 multicast.

b) In the right-hand sidebar, check the Intersite Multicast Source checkbox.
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QoS and Global DSCP Policy

Cisco ACI Quality of Service (QoS) feature allows you to classify the network traffic in your fabric and
then to prioritize and police the traffic flow to help avoid congestion in your network. When traffic is
classified within the fabric, it is assigned a QoS Priority Level, which is then used throughout the fabric
to provide the most desirable flow of packets through the network.

i

This release of Nexus Dashboard Orchestrator supports configuration of QoS level based on source EPG
or a specific Contract. Additional options are available in each fabric directly. You can find detailed
information on ACI QoS in Cisco APIC and QoS

When traffic is sent and received within the Cisco ACI fabric, the QoS Level is determined based on the
CoS value of the VXLAN packet's outer header. In certain use cases, such as multi-pod or remote leaf
topologies, the traffic must transit an intersite network, where devices that are not under Cisco APIC's
management may modify the CoS values in the packets. In these cases you can preserve the ACI QoS
Level between parts of the same fabric or different fabrics by creating a mapping between the Cisco ACI
QoS level and the DSCP value within the packet.
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Configuring Global DSCP Policy

When traffic is sent and received within a Cisco ACI fabric, it is prioritized based on the ACI QoS Level,
which is determined based on the CoS value of the VXLAN packet's outer header. When traffic exits the
ACT fabric towards an intersite network, for example in multi-pod and remote leaf topologies, the QoS
level is translated into a DSCP value which is included in the outer header of the VXL AN-encapsulated
packet.

This section describes how to define the DSCP translation policy for traffic entering or exiting ACI fabric.
This is required when traffic must transit through non-ACI networks, where devices that are not under
Cisco APIC's management may modify the CoS values in the transiting packets.

Before you begin
* You should be familiar with Quality of Service (QoS) functionality within ACI fabrics.
QoS is described in more detail in Cisco APIC and QoS

AT 71 Login to your Cisco Nexus Dashboard Orchestrator GUI.
AT w72 Open the global DSCP policy configuration screen.
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= Multi-Site Orchestrator

Dashboard

Application Management p @) ‘ | L | s

Tenants
Schemas Filter by attributes
Policies G Type
ez Operations v
Global DSCP Policy o cos-dscp
% Infrastructure v

a) Navigate to Application Management > Policies.
b) Click Global DSCP Policy name.

The Edit Policy window will open.

A7 73 Update the global DSCP policy.

Edit Policy (@) x
Settings

User Level 1 Control Plane Traffic
Default SLA (43) AF12 medium drop
User Level 2 Policy Plane Traffic
Voice-And-Video SLA (42) AF33 high drop
User Level 3 SPAN Traffic
Bulk-Data SLA (45) AF31 low drop

o User Level 4 Traceroute Traffic
2 Expedited Forwarding
User Level 5
cs7
User Level 6
AF13 high drop

Associated Sites

Site Translation Policy State
o Site1 Enabled
site2 4 a Enabled

a) Choose the DSCP value for each ACI QoS level.

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .
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Each dropdown contains the default list of available DSCP values. You must choose a unique DSCP value for each
level.

b) Choose the sites where you want to deploy the policy.

We recommend deploying the policy to all sites that are part of the Multi-Site domain in order to achieve a consistent
end-to-end QoS behavior.

c¢) Choose whether you want to enable the policy on each site when it is deployed.
d) Click Save & Deploy.

After you save and deploy, the DSCP policy settings will be pushed to each site. You can verify the configuration
by logging in to the site's APIC and navigating to Tenants > infra > Policies > Protocol > DSCP class-CoS
translation policy for L3 traffic.

What to do next

After you have defined the global DSCP policy, you can assign the ACI QoS Levels to EPGs or Contracts
as described in Set QoS Level for EPGs and Contracts, on page 266.

Set QoS Level for EPGs and Contracts

This section describes how to choose an ACI QoS level for traffic in your fabrics. You can choose to
specify QoS for individual Contracts or entire EPGs.

Before you begin

* You must have defined the global DSCP policy, as described in Configuring Global DSCP Policy,
on page 264.

* You should be familiar with Quality of Service (QoS) functionality within ACI fabrics.
QoS is described in more detail in Cisco APIC and QoS

A7 71 Login to your Cisco Nexus Dashboard Orchestrator GUI.
AT w72 Choose the Schema you want to edit.
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— Multi-Site Orchestrator

@& Dashboard

< Application Management SC h emnas
Tenants
Schemas Filter by attributes

Policies
Name

= Operations o

3 Infrastructure

a) Navigate to Application Management > Schemas > .

Set QoS Level for EPGs and Contracts .

y Cluster Status 1/1 @ :,‘,z'r: [:'.F;:l.\_]
p i
(
7
& (@ Add Schema ::
&
£
Templateg' Tenants
4 1
F
1
r

b) Click the name of the schema you want to edit or Add Schema to create a new one.

The Edit Policy window will open.
AT w73 Pick aQoS Level for an EPG

m Untitled AP 1 »

erc | Name

L ] L ]

epgl epg?
Add EPG

Application Profile

oA A AN NN AN

LV

—

USEG ATTR
N/A

Intra EPG Isolation
Enfarced

@ Unenforced

Intersite Multicast Source €@

Include in preferred group
L]
QoS Level

Level 1

a) In the main pane, scroll down to the EPG area and select an EPG or click Add EPG to create a new one.
b) In the right sidebar, scroll down to the QoS Level dropdown and choose the QoS Level you want to assign to the

EPG.
AT 74 Pick a QoS Level for an EPG
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Name ~ & * Filter Chain
( Name Directive
i £ 1 none o
. i
] E ’ O Filter
c { (
( Service Graph
’ Select or find an item here v
VRF MName -~
St : ( ON-PREMISES PROPERTIES
. |
i ( QoS Level
vrfl ;
_________ ; € Level 1 o
o

a) In the main pane, scroll down to the Contract area and select a Contract or click the + icon to create a new one.

b) In the right sidebar, scroll down to the QoS Level dropdown and choose the QoS Level you want to assign to the
Contract.

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x)



,24.
SD-Access & ACl ¥ &

* Cisco SD-Access & Cisco ACI D#EE (269 ~_—)

ek AT—v gy (270 =)

* Cisco SD-Access 33 X O Cisco ACL g & HA KT A4 > (273 *X—)
*DNA B2 H—DF L R—F 7 (275 =)

» SD-Access B A A U ~DEEREOMERR (275 _X—)

* SD-Access to ACI e D AT — X ADFKR (277 <—)
Ry T — 7 OfEEE (280 ~—)

* VN @ VRF ~O~ v B 7 Eild~ v B 7k (282 ~—)
s hTUT Y N NA—T 4 T OBE (285 X—)

Cisco SD-Access & Cisco ACl D#ES
A\

(3¥)  CiscoNexus Dashboard & Cisco DNAC DFEAIZ L Y | Nexus & F ¥ 73 & SD-Access 7 7 7 U
7 DEBRBIRT, Xy N —2ERHOY Ty hevwrm v AT—var v U ADHE
BLAARRICZ2 0 £9, ZOMAE, Mo AEO Fich v £9, FMlc >V TiT 2o
DL FICBIIWEDbEL SN,

Cisco Software-Defined Access (SD-Access ¥ 7219 SDA) I3, Cisco Digital Network Architecture (DNA)
WDV Y a— a3 THY, Cisco D Intent-Based Networking (IBN) 7 L — AT — 7 & FikE4 3
XY N ZABROT 70 F 7 —%7T 7 F ¥ xERX L ET, CiscoSD-Access (T, EF=2U T 1
BB, BEORIEIC L > TEVR R ==X &0l fi—ShieR Y = X=2DHHRE
FO#HR Y NT—2 75771V v 7 %EF LET, Cisco Digital Network Architecture Controller

(DNAC) %, Cisco Identity Services Engine (ISE) & fH7A&1>H T, Cisco SD-Access 7 7 7
Vw7 oAEEEFRORERA L N TT,

Cisco Nexus Dashboard Orchestrator (NDO) @D Y U —Z 3.6(1) Ti&, Cisco SD-Access 3 £ U} Cisco
ACIHES DY AR — RSB S L TWET, SD-Access 38 X NACIHEG D HJIX, F v /2%
JOT I F Xy NI T —F B2 — Ry N =212 8X a7 ICH T 52 L T,

U U—23.6(1) Tlix, NDO IZIRDOHEREAZ FATTE 7,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .



waeemms |
B <yowrxv7—2ay

D RAALUINE Ry NU—27 LU Y —2ADEREINET S
« ACI I T VRF-Lite KA A 5% BEIRICERET S

» SD-Access h—H— /— RIZEHRINTWDIRT A N Ry 7 T8 A0 &R L F
7,

e 71 A RAA DU E IR S

IO ATF— 3y

Cisco Nexus Dashboard Orchestrator (NDO) @ Cisco SD-Access 33 X X Cisco ACI Dt A H%FEIZ
LV, ACI FAA L SD-Access KAA VDR NU—JBEO~I/a T AT — g
MAREIC R D £,

ACI RAA > Tlix. EPG. 7% v . VLANZREDZ VT 47 413, RIEEL—TF 4 v 7B L
WfiEEA A X A (VRF) O—#L LT/ —7{banEd, VREDNMTEEZLELE TS
B4, VREIZACIAR—F—VU—7 (BL) OIPA % —7 A A (L30ut) (ZRFEAHT S E
7, SD-Access RAA U TlE, 2—W— 7 Xy b IPT—NAREDZT 4T 1 ZIE
Xy hU—27 (VN) & LTI/ N—T{bLT&EET, VNIINBBEZMLE LT 585G, VNIZIP
N KA T DT SD-Access h—4—/—F (BN) A & —7 = A AZFEHEMTFHNET,
20D RAA Y, ACI BL O SD-Access DR—F— A L H—T = AL, IP Xy hT—7
(IPN) ZJr L CHBERIC B CE £ 308, 2 OFEARM X VRF & VN M O 2 $2 ik L
FH A, CiscoNexus # v ¥ 2R — N 4 —4 A kL —# Cisco SD-Access & Cisco ACI DFEAIZ
ko, BHEIZ VREZ VNIZv o BT (£ TAT vF ) ) TR —2ERTE £
7T

XHvavS A TF—arIJ—45 70—

—% 72 Cisco SD-Access & Cisco ACI DA T — 7 7 ua—|%, ROXZ BB 5 & OFNE CTHE
RENET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| #aesmme

zoatsrvr—vay |

28:SD-Access-to-ACIHEEDT=OD NDO ZFER L=/ 0t rA>F—a >

Nexus Dashboard VRFs
Orchestrator oo
' Network
v Policy
|
VNs Shadow DC
VRFs VRFs
(A N - X
IPN
SD-Access ACI g
site site g

« BEfF DA K TIiL, Cisco Digital Network Architecture Controller (DNAC) & BEE 23 % v /X
ATy TV T EMRLTEY, —HOTyT AT 43T — 2B —~DT 7R L
DIET 72 A% pbBEE LET, SD-AccessDNAC HEF X, IRD X A7 2 FEITL £ T,

AR A OEAER Y U —2 (VN)

« ENHLO VN ICBHENT T HNIZIP T KL A F—b

HER SN L3 A—F— ) — FBXOE#ET LA ¥ —T A A

ARRREAIP (LAY 3) N RAET RFU Yy b Ry hU—7

NG A LB LD VN FICERES NIV A ¥ 3V KA
ZIDHDH AT IXET O DNAC EHLAZ A7 Th Y | Cisco SD-Access & Cisco ACI DFEA
DT=DITFIREFIIMZ LN TV RNWZ EICEEL TSN,

* NDO A XL —%—(%, DNAC 17 A U IE#®REZHEH L T, DNAC (Zr 71 > L CE A%
L%,

FUAR—T 4 7 a2 TIE, NDO IZBEIIZ DNAC @ REST APLIZT 7 A LT,
A b, VN, BEOAR—F—/— R T AAM 272V LET, TNHOZT 4T 4%
95 & NDO L&D VN 238 HHE (L3~ KA 7) BT S, D Cisco

SD-Access h—H— /) —RTHHEZNEFEL, TNOLOV T xy hE2FELET, X28:

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .



B <yowrxv7—2ay

waeemms |

SD-Access-to-ACIFE A DT=ODNDO il LIz~ a7 AT —v g (271%—)
WRTHITIE, VNA EBIXL3I ANV RAETHICERESNTEY ., 250 VNI ACI
A MIIEBET A0 TE £9, VNCIZL3I AV A7 AR Sh TB 53, ACI
A FNTHEHTEERTA,

NDO |Z, SD-Access 7 7 7 U v 7 NOETHOREMREEIZ- OV T DNAC IZEHIZ 7 —
U ZET Uk £,

*NDO AL —%—{%, 1 2L EDACI VA b & 1 2LLED SD-Access A I D#EERE %

B LET, i, ACIY A hOR—F—V—T2RA, vF LA F =Tz A B&
WR—F— ) —7 f v H—7 = A ATOD VRF-Lite HpIZMH H S5 VLAN & [P 7—/L
DIRENGENET, HEEERSNT-A 2 —7 A A (IPNRL) O¥4A. VRF-Lite
X, SDAR—H— /) — R TOIP NNV RAETDEDIZDNACIZ L~ T rEYa=7
SN SIS, VLAN L IP 7 LRI 26D — A bEESNEE A,

NDO %, 538 SD-Access VN DR 7 A "k w7 T3 AEREAER L TERRLET, =
ORERIE, HEITG U TIPN T3 A2 CFEHCTHEATE £9, NDO X IPN T34 2%~
obEYa=r T LERA,

eNDO AL —Z—|ZIVNEZTFT—Z o Z—IZHEL, VN % ACI KA A N VRF (24

BTEDEIITLET,

VN ZJrikd 5 &, AClI RAA Y EO VN EZEFT VNORNHERH (27— r73nk

[ % R VRF] ) AMERESHET, M1 O#ITIEL, &% K7 VRFA' & B' 28 ACL A
M HEACVERE S3U. 595 SD-Access VN A E BAELEJ, ZhHD ¥ K7 VRF
X, SD-Access KA A & DEERHEMELTDHACI RAAL VHOTRTOYA FERY R
IR SN E T, NDO UL, ZN6HDY % R VRE RRESNTNWDHIAXF—< LT

L— &2 HBIMICER LET, HEfERSINZAFS—~ LT 7 L— MINDO [ZFR S
NETNH, SARVERTT, 77— T @) 72 McBEf T TRy,
[SDA ##f5¢) DA/ T XTOV A MIBEM T LTV ET,

« NDO AL —&—(%, JLiE SD-Access VN %7 — & &% — VRF £721L VN BT 7 &R

THUEDOHLVRFIZY v B 7 T5F%y NI—7 RY U—EERkLET, 2T 73
I, IVRF AT 4w F o7 EHMEENRET, T—X U X —DVRF X, 8%k
(77T b O—FIZTHIERTEET, Tk, REHCLAZOMEIZL Y,
VRF W85 GBI A —e 2 CMHIN D) 2 CE 52 L 2B LET,

K1 OBITIE, RENTWEXRy hU—27 KU r—Ii, ¥E3E SD-Access VN A (VRFA' &
LCHEIE) #5 —H# B #—VRFXIZ., VNB (VRFB' & LR 25 —& & & —
VREY BEQRZIZAT vF LTWET,

IOy EVTORRELELT, T RTCON T 74 v 7 2 T58%2 T 4 RY —B
23, YEIE SD-Access VN (2 BEAT 1T B 7= L30ut DAV EPG &5 — % % — VRE %
FTvzAnyiw A 7V =7 R EOMICHBINICHY. SN ET, ZORMo@EMHICLY., ik
ik SD-Access VN D3 _XTOH 7 % v k& VRF B TRMT 5 X 9 ICIH/RIICHER S -
T =X —VRF DT XTOV 7 Fxy b &OMTEROBENAIREIC/2 Y £7,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| #eesmmal
Cisco SD-Access & & U Cisco ACI #E&HA K54 > .

Cisco SD-Access 5 & U Cisco ACl & HA KS4 >

+ ACI %A k& SD-Access 1 ML, #BIP %~ h U —2 (IPN) & 41 L CRIBEMIZER T 5
ZEH, ACIAR—F— U —T)5SD-Accessih— & — J— R ~DR w7 —oX s J BT
EEEsT AL TEXET,

o A FREBEHRIINTWAEE., 2200 RAAL VEOBRIX, =2 ba—L 7 L—
VET—H =Dl EED, BEIMICHERINET,

o A FISIPN ZfEH L THfit STV 5354, IPN 7 731 AL VRF Lite Z ¥R — ~ -
HUERHY £, NDOBIUDNACIZIPN T A ZR& 7 Va=r 7 LEEA
2. NDO IX., ACI A AR—4— U —7 LU SD-Access R —F — /J — FITHE B S
TWDIPN TS AZHEHATE A VR EE R L 7,

s WTIIND RAA ANEEDF A FBFET D5, IROTA RIA ATEBELTLE
éb\O

* SD-Access A MIHID SD-Access A ~ (SDA R 7 ¥y M) ZEH L TACIYA b
IZHE CE £,

* SD-Access (F ¥ > 78R) KA A NZEEOT A FBFET DG, KFF v v /3A A
MITFT =2t — RAL ATEEEGT 20 (F ALV FeT V7)), UHIP
X v hT—=Z7 (APN) 2 EOF A Y hT—27 &2 LT, F3BI0OF v A A k
ENLCHEEET VN ERTEET, ).

¢ ACI w/VF %4 FEBITIX, SD-Access (¥ ¥ >/ R) KA A > L OEEE ZIXMEE
fea LT 5% ACL 7 7 7 U v 7%, v—7J/L L30ut ¥ & EHH T 2 LR & 0
T4, ACI 777V v IR~ LF Ry K 7770 v 7 DOEA, L30ut #kiL, R
T 7V DO—EHTHEIRNY RELITIRY ROV 72y MOABHETE £,

» SD-Access & ACIHEA DA —F U T 1 (274X—) THHAIN TV AHH|IBEAN T, VN
NG VREF~O MN~ Y BV IR R—FINTWET,

» SD-Access & ACIEAED AT —F U T 4 (274 =) THAINTWBDH|IBREAN T,
SD-Access A F236 ACIL YA h~D MN < BV I NP R—FENTWET,

« DNAC 75, NDO {9 X TDSD-Access (F ¥ ' /SZX) VN & ZDH 7Ry MIONWTHH

LET, VNBACIH A MIIBEEND &, NDO X, ZOESNZ VN OTRTOH T
Fv RS ACIEER Y — 70 GEIFERRETH D EHELET, NDO X, ACIAR—4— U —
TIZINSHDOH T Ry MPFET L0089 hEEMICHER L E3, LK VN O [#E] >
[DNAC] > [fRfry kT—9]1 7 —7 LD [AT—A X] 5T, NDOTEZHETE Wi
Txy MEWELET,

« T 74/ M T, JEIE VNI DCVREIZ= v B 7 ENTWAHEA. ACL YA MMIimiE
Jb— R EVNIZT RRZ A4 X LEHA, NDOEHEIL, FOACIY TRy "R VNDOT ¥
R VREFICU —27 END2MNEERD X HITHIE L £,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .



waeemms |
. Cisco SD-Access & & U Cisco ACI fE&HA K51 >

* ACIVRF OWNHRIZH A BD Y7 v bME, 7 %> h2S [VRFRETHE] TREIN
TWAERICORY —7 SNET,

A\

GE)  SD-Access VN 235D ACIVRF IZv v B 7 EN TV A A,
2y U T ENTETRTOACIVRE TEHE LW LT 4 v 7 X
DORHZ% [VREFETHEAE] L L TRETDHLERHD 9,

« ACI VRF TRES7/2 L30ut 2B LA 7% ME, 37 x v by T4
Jb— Ml TRESNTWT, T2y M—T 4 VI WA > TNV DE
DR —7 EET,
SENZONWTIX, P T U Yy b —T 4 T ORE (285—) LT ZE N,
¢ SD-Access A FiE. ACI VA DA X —F v "R TXET A,
« IPv6 #5e D HEMEIZ AR — S STV EH A,

TN T XX AR T T4 I IERAAL VI THR—FENTWHEREA,

SD-Access & ACIfiEDR—SEY T4«
¢ SD-Access D NDO BL N ACIHEAICT v AR—F 4/ TE 5 DNAC I 1 2751 T,

» =0 DNAC THHE SN TV D58, IO SD-Access (¢ ¥ >/ RA) Y b3 HH— b &
nET,

e SD-Access DET U 7 TlE, mAR2ODACI YA Y R—FEINET, £ ACIHA K
T, =Ry R77 7V v I FRF~v AT Ry K777V v 72T B2 N TExET,

RMER Y FU—2 (VN) IX, &K 10D ACIVRF IZ~ v B 7V TEET,

* SD-Access N A A U MBEKR 32O FR Y N T —27 (VN) & ACI KA A ANIHLETE F
j—o

VI kY 7OEKM

SD-Access D~ T AT —va b ACIHEE Y R— BN 7 b 2T R—U3
VEIROFIRLET,

Ba HH— FHEOBBS— T3>
NDO 3.6 UKD U ) — =
A A2LED Y V) — 2
DNAC 232 BBEDY U —2

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| #eesmmal
DNA 28—t vi—F o5 |

DNAt> 3 —@DA>R—T 425

Z Dt v a Tlid, NexusDashboard Orchestrator (NDO) %% L CDNA k& % — (DNAC)
a7 A T HIFEICOWTHALET, vl 1%, NDOIXRAA & ACI KA AL VO
Xy MU= B A AERT D 7o DI B e A MRS HE A VAR — hTEET,
SD-AccessSD-Access

ATy 71 NDO /A LET,

AT T2 ElOFesr—ray XL T, [4T9L—32 32 (Integrations) ]>[DNAC] Z3&R L £,

ATV T3 AA L AT, [DNAC DB (AddDNAC) %27V v 27 LTDNA RV Z—% 4 R—FL%ET,
[DNAC M3EN (AddDNAC) | # A4 7 u /Ry 7 ANEEET,

ATw 74 [DNAC DEM (AddDNAC) | #A T a s Ry 7 AT, ROFIEEZETLET,
a) DNA v #%—d[4H] (Name) |2 AN LET,
b) DNAEYZ#—@OURL £72XIP T RLAZTNNAL AP ELTCANLET,
¢) DNAEB U HZ—ltn s A 35720 [2—F—%& (Usesrname) | Ef&iE#E AT L £,
ARV ERT 78 A THoTT,

d) DNAL® U Z—lcuas A4 357200 ISR T—K (Password) | EkiEHA A LET,
e) [Confirm Password (/NRT— FD#EER) 112, &9 —ERSATV— K2 AN LET,
f) [Add] &7V v 7 LET,

NDO (%, REST API #J L C DNAC ICH#EMIcm 74 > L, DNACIZ X > CHIfE 41D KA
A HNOFAEFR Y FU—27 (VN) BLIOR—F— ) — KT, 20K EZRBE L E£9,
SD-Access
RDRERY

cACI YA F2xB YA FFEIXIPN ~OERE 2 RE L F 9, SD-Access

eDNACDO RAAL LD VN & ACI RKAA @D VRE BOBELXHFATH5Ry hT—2 R
—ZERK LU E9, SD-Access

SD-Access K A 4 U ~DERHEDERK

ZDE 7 v a T, ACIHEA D722 Cisco SD-Access D NDO TEITENDHA VT T AT
J7F ¥ LoULORERRICOW T LET, ACL 777U v 7 Z L2, Cisco SD-Access K A A
VDO ERMT ARV —7 ) — REENOICHEEM T N U F—T = f A BRI
LN H Y T,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .



waeemms |
B so-Access F 4 1 oD EEOER

1R BHEIIZ
DNA B Z —IZ8E L TWADLENRH Y £,

AT 71 Cisco Nexus Dashboard Orchestrator ® GUI |21 74 > L £,
AT T2 ElOFesr—ray XL T, [4TYL—2 32 (Integrations) ]>[DNAC] &R L £,
ARTFY T3 AL AT, [BE (Overview) | ¥ 7 %27V v 7 LET,

DNA Center D% v ¥ 2R — RRFERENET,

AT 74 [DNAC Mitfl (DNAC Details) ] R > 7 ADOHMIT, [$EHKEDERK (Configuring Connectivity) 1DV > 7
7V LET,

[Z7 7Yy oA > 75 (Fabric Connectivity Infra)] X— YN ERENET,

AT TS EOFEF—vary LoD YA B T, #8595 ACI VA FEERLET,
[V FERT) U« > RUDBAMICERRESNET,

ATYT6 [YA MERE 7 FU T, SDARERE= Y b — L ETRICAZn— L, [BRICHRELET,

SDAEEHi = P — LD TN ONDT 4 — /L KNERENFET, UTOYVT AT v 7 TREZMHA L
i‘a‘o

a) [SMERIL—TF v K KAA > (ExternalRoutedDomain) | K v 7 & U A Kb, i d DML —
TR RALY (L3 RAAY) BZFIRLET,

TDON—T v K RAAL U, APIC TT TIZER SN TV DILERNH Y 7,
b) [VLAN ZF—JL (VLANPool) ] 7 4 —/L FiZ, VLAN O&F 5 O#iHZ A LET,

ZDT—=NDVLAN F 5L, ¥/ RAVNEZT—H v X =R 5L &2, Y74 v ¥—T =
A ZAFFIFESVIICEID S THNFET, VLAN 7—LiE, BIOFIETEBIR LIATL—T v K RAAL
WZEHEAT T 572 VLAN 77—V LRI U, £V T2y N THAVLENRHY £,

ACI 775 SD-Access ~DIEGEN Ny 7V — 3 7T, IPN B WS, VLANID IZZ 07— 6H|
DU THENFERA, RIPVIZ, VLANID (%, SD-Access h—&%— /) — R TOIP N2 RE T DI
DNAC|IZ Lo Ty bV a = 7 3nzbDilLoTRESNET,

¢) [VRF Lite IP 7—/L&B (VRF Lite IP Pool Ranges) ] C. [VRF Lite IP 7—/L&iE %8/ (Add VRF
Lite IP Pool Range) 1 DH{IZH % [+]Ftmsx 27 Uy 27 L, [IP7 KL A (IP Address) 1 7 ¢ —/L RIZIP
TRy FEATILET,

IOV Ty hOIPT RLAIZ, ¥ U NAVNET—Z v 7 —ZHET A&, YT A 07—
T oA AFEIZSVIICEID S THNET,

ACI N5 SD-Access ~DEEFGE NN 7 — 3w 7T, IPNINZRWGEA, b0 —VidER S EE
fog ZDOBE. Y TA L E—T 2 A ZADIPT KL AL, SD-Access R—F— /) — RTOIP Y KA 7
DEDIZDNACIC L > TR EY a = VAN bDIc ks TESNE T,

AT FT ACIYA FOKR Yy RRERINTWDHFRDAA T, SD-Access A MIEERT DRy ROTICH D[ —
7 /—FoEm 7Y vr LET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)



| #eesmmal

SD-Access to ACI HiE D R T—4 RDER .

[SelectaLeaf (J—T®DFR) 1A o DAMICERRENET, LTFOV T AT v S CRELHERLET,

a)

b)
¢)

d)

g)

[Selecta Leaf (J—TD=FEIR) ]~ D[J—T/—F (LeafNode) ] Kr vy 7 X7 JRARND,
SD-Access K A A NI T D8R Y —7 A v F2BIRL £ 7,

[JL—% ID (RouterID) |7 4 —/V RiZ, R —F—IJ—7 L—XID&EASILET,

[ H—Tx2—R] T, [AVE—T2—RADEM] ODRIZH L +7TE2 7V v 7 LET,

[Add Interface] A 7 1 7R v 7 ANFRENET,

[1 32— x4 XID (Interface ID) 1AL E T,

[ —T 4R 247 (Interface Type) ] Fu vy 7F o U A ML [HIAL VB —T (R
(Sub-Interface) | 7213 [SVI] Z# =R L £,

[VE— BRI RATLEES (Remote Autonomous System Number) 1 A L E3,

SD-Access ##5t3 5 ACI B IPN Z {3 28B4, ZOFEBILIPN D ASN & —HETHXLERH D 9,

SD-Access 5 ~D ACIXN IPN 72 L TR 7V — R 7 TH LS. 2 D% 51 SD-Access R — & —
J—FRDASN & —HTHLERHY £,

[Save (RTF) 127 Vv 7 LET,

RATvT8 [Z7TY v IS > 75 (Fabric Connectivity Infra) 14— EESO/N—T, BRI (Deploy) 1% 7
Uy Z7 LET,

CORE T, BREFEFSAPICIC Y vy a2 SN TWEY A, PO VNBNIEESNS &, SD-Access #5#t
B HEBEFIAER SN E T,

SD-Accessto ACl fiE DA T—RX ADERT

[4 T4 L—> 3> (Integrations) ]>[DNAC] A == —IZ1&, FB AT —% AT 5 M
WEREN, HAFRERAESR Y hU—2 (VN) OA v b gt s g4,

[#tZ (Overview) 14 7

[MEZE (Overview) 1 Z 7%, ROEHRY 1 FUZRRLET,
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* SD-WAN Diffis (291 ~—27)

* SD-WAN Integration Guidelines and Limitations, on page 292
* vManage = > b2 —Z OB (293 ~<—)

* Configuring Global DSCP Policy, on page 294

* Set QoS Level for EPGs and Contracts, on page 296
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SD-WAN Integration Guidelines and Limitations

When enabling Multi-Site and SD-WAN integration, the following guidelines apply.

* To enable uniform user QoS Level and DSCP translation for east-west traffic across sites with
Muilti-Site SD-WAN integration, the spine switches in each fabric must be connected to the SD-WAN
edge devices, either directly or via multiple hops.

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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This is in contrast with the existing implementation of APIC SD-WAN integration for north-south
traffic where the leaf switches must be connected to the SD-WAN edge devices.

* Global DSCP policy is supported for on-premises sites only.

» SD-WAN integration is supported for Nexus Dashboard Orchestrator deployments in Cisco Application
Services Engine only.

For more information, see the Deployment Overview chapter in the Cisco Nexus Dashboard
Orchestrator Installation and Upgrade Guide.

* When defining the global DSCP policy, you must pick a unique value for each QoS Level.

* In addition to existing DSCP policy values, you can import up to four SLA policies from vManage
with one of the following values: 41, 42, 43, 45, 47 and 49.

» SLA policies must be already defined in your Cisco vManage.

* When assigning QoS level, you can choose to assign it to a specific Contract or an entire EPG.

If multiple QoS levels could apply for any given traffic, only one is applied using the following
precedence:

* Contract QoS level: If QoS is enabled in the Contract, the QoS level specified in the contract is
used.

* Source EPG QoS level: If QoS level is not specified for the Contract, the QoS level set for the
source EPG is used.

* Default QoS level: If no QoS level is specified, the traffic is assigned Level 3 QoS class by
default.

vManage 3 > FO—S D3EM

Z D7 v aTiX, vManage = > b 2 — 7 % Nexus Dashboard Orchestrator (2B L T, XE
HEAHDSLARY v—% A VR— T D HECONTHHALET,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI I & 71 > L7,

AT 72 vManage = hu—F &2 BMLET,
a) [41>T45L— 3> (Integration) ] >[SD-WAN] IZBE L £,
b) [FAA4 > a> O—5®MiENM (Add Domain Controllen)] 227 U v 7 L %7,
[FA A >®EM (Add Domain)] 7 « > RURBIE £,

ATw 73 vManage 2> hu—JFEREALET,
FRENT [T M) DEM (AMDENtry)] 7 4 > KU T, ROBHREADTLET,

* NDO (23779 % vManage R A A > D4 i,

« FNRALADIP T R LR FETIL5E4ERM R A A >4 (FQDN) |,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .


https://www-author3.cisco.com/c/en/us/td/docs/switches/datacenter/aci/aci_multi-site/sw/3x/installation/cisco-aci-multi-site-installation-upgrade-guide-3x/m-multi-site-install-overview.html

waeemms |
[l configuring Global DSCP Policy

evManage 2> b —7~0Ou /A THHATII2—P4 L XATU— K,

LEM (Add)] Z#7 U > 7 L CvManage N A A %47 L £7, vManage =2 > b2 —7 OfF#RAE AT L7,
BEFDO SLARY =D Y A RBAAL 2 XA NIERENDETITHRK 1 2000 £97,

RDZRY

Configuring Global DSCP Policy (294 ~=X—737) ®FtBIZHE > T, Nexus Dashboard Orchestrator C
7 m—sLDSCP AR Y v —ZEHRLET,

Configuring Global DSCP Policy

When traffic is sent and received within a Cisco ACI fabric, it is prioritized based on the ACI QoS Level,
which is determined based on the CoS value of the VXLAN packet's outer header. When traffic exits the
ACI fabric from a spine switch towards an intersite network, the QoS level is translated into a DSCP value
which is included in the outer header of the VXLAN-encapsulated packet.

This section describes how to define the DSCP translation policy for traffic entering or exiting ACI fabric.
This is required when traffic must transit through non-ACI networks, such as between multiple fabrics
separated by SD-WAN, where devices that are not under Cisco APIC's management may modify the CoS
values in the transiting packets.

Before you begin

* You must have added a vManage controller to your NDO, as described in vManage = > b 27—
DB, on page 293.

* You should be familiar with Quality of Service (QoS) functionality within ACI fabrics.
QoS is described in more detail in Cisco APIC and QoS

A7 71 Login to your Cisco Nexus Dashboard Orchestrator GUI.
AT w72 Open the global DSCP policy configuration screen.

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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= Multi-Site Orchestrator

Dashboard

Application Management p @) ‘ | L | s

Tenants
Schemas Filter by attributes
Policies G Type
ez Operations v
Global DSCP Policy o cos-dscp
% Infrastructure v

a) Navigate to Application Management > Policies.
b) Click Global DSCP Policy name.

The Edit Policy window will open.

A7 73 Update the global DSCP policy.

Edit Policy (@) x
Settings

User Level 1 Control Plane Traffic
Default SLA (43) AF12 medium drop
User Level 2 Policy Plane Traffic
Voice-And-Video SLA (42) AF33 high drop
User Level 3 SPAN Traffic
Bulk-Data SLA (45) AF31 low drop

o User Level 4 Traceroute Traffic
2 Expedited Forwarding
User Level 5
cs7
User Level 6
AF13 high drop

Associated Sites

Site Translation Policy State
o Site1 Enabled
site2 4 a Enabled

a) Choose the DSCP value for each ACI QoS level.

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .
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Each dropdown contains the default list of available DSCP values as well as any values imported from the vManage
SLA policies, for example voice-aAnd-Video SLA (42).

b) Choose the sites where you want to deploy the policy.

We recommend deploying the policy to all sites that are part of the Multi-Site domain in order to achieve a consistent
end-to-end QoS behavior.

c¢) Choose whether you want to enable the policy on each site when it is deployed.
d) Click Save & Deploy.

After you save and deploy, the DSCP policy settings will be pushed to each site. You can verify the configuration
by logging in to the site's APIC and navigating to Tenants > infra > Policies > Protocol > DSCP class-CoS
translation policy for L3 traffic.

What to do next

After you have defined the global DSCP policy, you can assign the ACI QoS Levels to EPGs or Contracts
as described in Set QoS Level for EPGs and Contracts, on page 296

Set QoS Level for EPGs and Contracts

This section describes how to choose an ACI QoS level for traffic in your fabrics. You can choose to
specify QoS for individual Contracts or entire EPGs.
Before you begin

* You must have added a vManage controller to your NDO, as described in vManage = > b 27—
DIBJN, on page 293.

* You must have defined the global DSCP policy, as described in Configuring Global DSCP Policy,
on page 294.

* You should be familiar with Quality of Service (QoS) functionality within ACI fabrics.
QoS is described in more detail in Cisco APIC and QoS

AT w71 Login to your Cisco Nexus Dashboard Orchestrator GUI.
AT 72 Choose the Schema you want to edit.

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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= Operations o

= Infrastructure

a) Navigate to Application Management > Schemas > .

Set QoS Level for EPGs and Contracts .

y Cluster Status @ :{}: [:'.F;:l.\_]
p i
&£
7
¥ -\\u
& (;0 Add Schema )
(
£
Templateg' Tenants

4 1
F

1
r

b) Click the name of the schema you want to edit or Add Schema to create a new one.

The Edit Schema window will open.
AT w73 Pick aQoS Level for an EPG

m Untitled AP 1 »

erc | Name

L ] L ]

epgl epg?
Add EPG

Application Profile

oA A AN AN AN

LV

—

USEG ATTR
N/A

Intra EPG Isolation
Enfarced

@ Unenforced

Intersite Multicast Source €@

Include in preferred group
(]

QoS Level

Level 1

a) In the main pane, scroll down to the EPG area and select an EPG or click Add EPG to create a new one.
b) In the right sidebar, scroll down to the QoS Level dropdown and choose the QoS Level you want to assign to the

EPG.

You must choose the QoS level based on the previously configured Global DSCP policy to ensure that intersite
traffic from the EPG is treated with the desired SLA across the SD-WAN network.

AT 74 Pick a QoS Level for an EPG

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x) .
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Name + , * Filter Chain
’ Name Directive
: £ 1 none o
. i
E ’ O Filter
cl i f
’ Service Graph
’ Select or find an item here v
VRF Name -
_________ ; ' ON-PREMISES PROPERTIES
. |
i £ QoS Level
vrfl ;
_________ ; € Level 1 o
£

a) In the main pane, scroll down to the Contract area and select a Contract or click the + icon to create a new one.

b) In the right sidebar, scroll down to the QoS Level dropdown and choose the QoS Level you want to assign to the
Contract.

You must choose the QoS level based on the previously configured Global DSCP policy to ensure that intersite
traffic between two EPGs is treated with the desired SLA across the SD-WAN network.

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x)
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* SR-MPLS and Multi-Site, on page 299

AT TORE (301 X—)

« SR-MPLS 7 F OB L EESHE (308 ~X—)

¢« SR-MPLS /L— k = v 7 R U > —DFERL (310 ~<—)

¢ SR-MPLS X EDT > FL— FOFME (312 ~<—)

« VRF 5 X O SR-MPLS L30ut DERL (312 ~2—30)

« A Fu—H /L VRE REDHERK (313 <—)

« %4 b1 —Hh L SR-MPLS L30ut % E DR (314 ~<—)

* MPLS > NU—2Z |2 XV XY 57 EPG M Di@fF (315 ~<—)
B E DR (316 ~—)

SR-MPLS and Multi-Site

Starting with Nexus Dashboard Orchestrator, Release 3.0(1) and APIC Release 5.0(1), the Multi-Site
architecture supports APIC sites connected via MPLS networks.

In a typical Multi-Site deployment, traffic between sites is forwarded over an intersite network (ISN) via
VXLAN encapsulation:

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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Figure 37: Multi-Site and ISN
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With Release 3.0(1), MPLS network can be used in addition to or instead of the ISN allowing inter-site
communication via WAN:
[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x)
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The following sections describe guidelines, limitations, and configurations specific to managing Schemas
that are deployed to these sites from the Nexus Dashboard Orchestrator. Detailed information about MPLS
hand off, supported individual site topologies (such as remote leaf support), and policy model is available
in the Cisco APIC Layer 3 Networking Configuration Guide.

A IOE §3

SR-MPLS Infra Guidelines and Limitations

If you want to add an APIC site that is connected to an SR-MPLS network to be managed by the Nexus
Dashboard Orchestrator, keep the following in mind:

* Any changes to the topology, such as node updates, are not reflected in the Orchestrator configuration
until site configuration is refreshed, as described in - kB ENE D FHT, on page 151.

* Objects and policies deployed to a site that is connected to an SR-MPLS network cannot be stretched
to other sites.

When you create a template and specify a Tenant, you will need to enable the sr-MPLS option on the
tenant. You will then be able to map that template only to a single ACI site.

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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* Tenants deployed to a site that is connected via an SR-MPLS network will have a set of unique
configuration options specifically for SR-MPLS configuration. Tenant configuration is described in
the "Tenants Management" chapter of the Multi-Ste Configuration Guide, Release 3.1(x)

Supported Hardware
The SR-MPLS connectivity is supported for the following platforms:
* Border Leaf switches: The "FX", "FX2", and "GX" switch models.

* Spine switches:

* Modular spine switch models with "LC-EX", "LC-FX", and "GX" at the end of the linecard
names.

* The Cisco Nexus 9000 series N9K-C9332C and N9K-C9364C fixed spine switches.

» DC-PE routers:
* Network Convergence System (NCS) 5500 Series

« ASR 9000 Series
* NCS 540 or 560 routers

SR-MPLS Infra L30ut

You will need to create an SR-MPLS Infra L3Out for the fabrics connected to SR-MPLS networks as
described in the following sections. When creating an SR-MPLS Infra L3Out, the following restrictions
apply:

* Each SR-MPLS Infra L3Out must have a unique name.

* You can have multiple SR-MPLS infra L3Outs connecting to different routing domains, where the
same border leaf switch can be in more than one L30ut, and you can have different import and export
routing policies for the VRFs toward each routing domain.

» Even though a border leaf switch can be in multiple SR-MPLS infra L3Outs, a border leaf
switch/provider edge router combination can only be in one SR-MPLS infra L3Out as there can be
only one routing policy for a user VRF/border leaf switch/DC-PE combination.

* [f there is a requirement to have SR-MPLS connectivity from multiple pods and remote locations,
ensure that you have a different SR-MPLS infra L3Out in each of those pods and remote leaf locations
with SR-MPLS connectivity.

* If you have a multi-pod or remote leaf topology where one of the pods is not connected directly to
the SR-MPLS network, that pod's traffic destined for the SR-MPLS network will use standard IPN
path to another pod, which has an SR-MPLS L3Out. Then the traffic will use the other pod's SR-MPLS
L3Out to reach its destination across SR-MPLS network.

* Routes from multiple VRFs can be advertised from one SR-MPLS Infra L3Out to provider edge (PE)
routers connected to the nodes in this SR-MPLS Infra L3Out.

PE routers can be connected to the border leaf directly or through other provider (P) routers.

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.6 (x)
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* The underlay configuration can be different or can be the same across multiple SR-MPLS Infra
L3Outs for one location.

For example, assume the same border leaf switch connects to PE-1 in domain 1 and PE-2 in domain
2, with the underlay connected to another provider router for both. In this case, two SR-MPLS Infra
L3Outs will be created: one for PE-1 and one for PE-2. But for the underlay, it’s the same BGP peer
to the provider router. Import/export route-maps will be set for EVPN session to PE-1 and PE-2 based
on the corresponding route profile configuration in the user VRF.

Guidelines and Limitations for MPLS Custom QoS Policies
Following is the default MPLS QoS behavior:

* All incoming MPLS traffic on the border leaf switch is classified into QoS Level 3 (the default QoS
level).

* The border leaf switch will retain the original DSCP values for traffic coming from SR-MPLS without
any remarking.

* The border leaf switch will forward packets with the default MPLS EXP (0) to the SR-MPLS network.

Following are the guidelines and limitations for configuring MPLS Custom QoS policies:
* Data Plane Policers (DPP) are not supported at the SR-MPLS L3Out.
» Layer 2 DPP works in the ingress direction on the MPLS interface.

» Layer 2 DPP works in the egress direction on the MPLS interface in the absence of an egress custom
MPLS QoS policy.

* VREF level policing is not supported.

Creating SR-MPLS QoS Policy

This section describes how to configure SR-MPLS QoS policy for a site that is connected via an MPLS
network. If you have no such sites, you can skip this section.

SR-MPLS Custom QoS policy defines the priority of the packets coming from an SR-MPLS network
while they are inside the ACI fabric based on the incoming MPLS EXP values defined in the MPLS QoS
ingress policy. It also marks the CoS and MPLS EXP values of the packets leaving the ACI fabric through
an MPLS interface based on IPv4 DSCP values defined in MPLS QoS egress policy.

If no custom ingress policy is defined, the default QoS Level (1evel3) is assigned to packets inside the
fabric. If no custom egress policy is defined, the default EXP value of 0 will be marked on packets leaving
the fabric.

AT 71 Login to the Nexus Dashboard Orchestrator GUIL.

AT 72 Inthe Main menu, select Application Management > Policies.
AT 73 In the main pane, select Add Policy > Create QoS Policy.

R T 74 Inthe Add QoS Policy screen, provide the name for the policy.
AT 75 Click Add Ingress Rule to add an ingress QoS translation rule.

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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ATvT6

ATy 71

These rules are applied for traffic that is ingressing the ACI fabric from an MPLS network and are used to map incoming
packet's experimental bits (EXP) values to ACI QoS levels, as well as to set differentiated services code point (DSCP)
values in the VXLAN header for the packet while it's inside the ACI fabric.

The values are derived at the border leaf using a custom QoS translation policy. The original DSCP values for traffic
coming from SR-MPLS without any remarking. If a custom policy is not defined or not matched, default QoS Level
(Level3) is assigned

a) In the Match EXP From and Match EXP To fields, specify the EXP range of the ingressing MPLS packet you
want to match.

b) From the Queuing Priority dropdown, select the ACI QoS Level to map.
This is the QoS Level you want to assign for the traffic within ACI fabric, which ACI uses to prioritize the traffic

within the fabric.. The options range from Levell to Level6. The default value is Leve13. If you do not make a
selection in this field, the traffic will automatically be assigned a Level3 priority.

¢) From the Set DSCP dropdown, select the DSCP value to assign to the packet when it's inside the ACI fabric.

The DSCP value specified is set in the original traffic received from the external network, so it will be re-exposed
only when the traffic is VXLAN decapsulated on the destination ACI leaf node.

If you set the value to Unspecified, the original DSCP value of the packet will be retained.

d) From the Set CoS dropdown, select the CoS value to assign to the packet when it's inside the ACI fabric.

The CoS value specified is set in the original traffic received from the external network, so it will be re-exposed
only when the traffic is VXLAN decapsulated on the destination ACI leaf node.

If you set the value to unspecified, the original CoS value of the packet will be retained, but only if the CoS
preservation option is enabled in the fabric. For more information about CoS preservation, see Cisco APIC and
QoS

e) Click the checkmark icon to save the rule.
f) Repeat this step for any additional ingress QoS policy rules.

Click Add Egress Rule to add an egress QoS translation rule.

These rules are applied for the traffic that is leaving the ACI fabric via an MPLS L3Out and are used to map the packet's
IPv4 DSCP value to the MPLS packet's EXP value as well as the internal ethernet frame's CoS value.

Classification is done at the non-border leaf switch based on existing policies used for EPG and L3Out traffic. If a
custom policy is not defined or not matched, the default EXP value of 0 is marked on all labels. EXP values are marked
in both, default and custom policy scenarios, and are done on all MPLS labels in the packet.

Custom MPLS egress policy can override existing EPG, L3out, and Contract QoS policies

a) Using the Match DSCP From and Match DSCP To dropdowns, specify the DSCP range of the ACI fabric packet
you want to match for assigning the egressing MPLS packet's priority.

b) From the Set MPLS EXP dropdown, select the EXP value you want to assign to the egressing MPLS packet.

¢) From the Set CoS dropdown, select the CoS value you want to assign to the egressing MPLS packet.

d) Click the checkmark icon to save the rule.
e) Repeat this step for any additional egress QoS policy rules.

Click Save to save the QoS policy.
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What to do next

After you have created the QoS policy, enable MPLS connectivity and configure MPLS L.30ut as described
in #unique 202.

Creating SR-MPLS Infra L30ut

This section describes how to configure SR-MPLS L30ut settings for a site that is connected to an SR-MPLS
network.

» The SR-MPLS infra L3Out is configured on the border leaf switch, which is used to set up the underlay
BGP-LU and overlay MP-BGP EVPN sessions that are needed for the SR-MPLS handoff.

* An SR-MPLS infra L30ut will be scoped to a pod or a remote leaf switch site.

* Border leaf switches or remote leaf switches in one SR-MPLS infra L30Out can connect to one or
more provider edge (PE) routers in one or more routing domains.

* A pod or remote leaf switch site can have one or more SR-MPLS infra L3Outs.

Before you begin
You must have:

* Added a site that is connected via SR-MPLS network as described in Adding Cisco ACI Sites, on
page 137.

* If necessary, created SR-MPLS QoS policy as described in Creating SR-MPLS QoS Policy, on page
303.

AT w71 Log in to the Cisco Nexus Dashboard Orchestrator GUI.

AT 72 Ensure that SR-MPLS Connectivity is enabled for the site.
a) In the main navigation menu, select Infrastructure > Infra Configuration.
b) In the Infra Configuration view, click Configure Infra.
¢) In the left pane, under Sites, select a specific site.

d) Intheright <Site> Settings pane, enable the SR-MPLS Connectivity knob and provide the Segment Routing
global block (SRGB) range

The SID index is configured on each node for the MPLS transport loopback. The SID index value is advertised
using BGP-LU to the peer router, and the peer router uses the SID index to calculate the local label.

The Segment Routing Global Block (SRGB) is the range of label values reserved for Segment Routing (SR) in the
Label Switching Database (LSD). The SID index is configured on each node for the MPLS transport loopback.
The SID index value is advertised using BGP-LU to the peer router, and the peer router uses the SID index to
calculate the local label.

The default range is 16000-23999.

AT 73 Inthe main pane, click +Add SR-MPLS L3Out within a pod.
AT 74 Inthe right Properties pane, provide a name for the SR-MPLS L3Out.
AT 75 (Optional) From the QoS Policy dropdown, select a QoS Policy you created for SR-MPLS traffic.

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.6 (x) .
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Select the QoS policy you created in Creating SR-MPLS QoS Policy, on page 303.

Otherwise, if you do not assign a custom QoS policy, the following default values are assigned:

* All incoming MPLS traffic on the border leaf switch is classified into QoS Level 3 (the default QoS level).

* The border leaf switch does the following:
* Retains the original DSCP values for traffic coming from SR-MPLS without any remarking.

* Forwards packets to the MPLS network with the original CoS value of the tenant traffic if the CoS preservation
is enabled.

* Forwards packets with the default MPLS EXP value (0) to the SR-MPLS network.

* In addition, the border leaf switch does not change the original DSCP values of the tenant traffic coming from the
application server while forwarding to the SR network.

A7 76 From the L3 Domain dropdown, select the Layer 3 domain.

AT w71 Configure BGP settings.

You must provide BGP connectivity details for the BGP EVPN connection between the site's border leaf (BL) switches
and the provider edge (PE) router.

ATvT8

a)
b)

¢)
d)

Click +Add BGP Connectivity.
In the Add BGP Connectivity window, provide the details.

For the MPLS BGP-EVPN Peer IPv4 Address field, provide the loopback IP address of the DC-PE router, which
is not necessarily the device connected directly to the border leaf.

For the Remote AS Number, enter a number that uniquely identifies the neighbor autonomous system of the
DC-PE. the Autonomous System Number can be in 4-byte as plain format from 1 to 4294967295. Keep in mind,
ACI supports only asplain format and not asdot or asdot+ format AS numbers. For more information on ASN
formats, see Explaining 4-Byte Autonomous System (AS) ASPLAIN and ASDOT Notation for Cisco IOS document.

For the TTL field, specify a number large enough to account for multiple hops between the border leaf and the
DC-PE router, for example 10. The allowed range 2-255 hops.

(Optional) Choose to enable the additional BGP options based on your deployment.

Click Save to save BGP settings.
Repeat this step to for any additional BGP connections.

Typically, you would be connecting to two DC-PE routers, so provide BGP peer information for both connections.

Configure settings for border leaf switches and ports connected to the SR-MPLS network.

You need to provide information about the border leaf switches as well as the interface ports which connect to the
SR-MPLS network.

a)
b)

<)

Click +Add Leaf to add a leaf switch.
In the Add Leaf window, select the leaf switch from the Leaf Name dropdown.
Provide a valid segment ID (SID) offset.

When configuring the interface ports later in this section, you will be able to choose whether you want to enable
segment routing. The SID index is configured on each node for the MPLS transport loopback. The SID index value
is advertised using BGP-LU to the peer router, and the peer router uses the SID index to calculate the local label.
If you plan to enable segment routing, you must specify the segment ID for this border leaf.
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d)

2

h)
)

Creating SR-MPLS Infra L30ut [JJj

* The value must be within the SRGB range you configured earlier.
 The value must be the same for the selected leaf switch across all SR-MPLS L3Outs in the site.
» The same value cannot be used for more than one leaf across all sites.

* If you need to update the value, you must first delete it from all SR-MPLS L3Outs in the leaf and re-deploy
the configuration. Then you can update it with the new value, followed by re-deploying the new configuration.

Provide the local Router ID.

Unique router identifier within the fabric.

Provide the BGP EVPN Loopback address.

The BGP-EVPN loopback is used for the BGP-EVPN control plane session. Use this field to configure the MP-BGP
EVPN session between the EVPN loopbacks of the border leaf switch and the DC-PE to advertise the overlay

prefixes. The MP-BGP EVPN sessions are established between the BP-EVPN loopback and the BGP-EVPN remote
peer address (configured in the MPLS BGP-EVPN Peer IPv4 Address field in the BGP Connectivity step before).

While you can use a different IP address for the BGP-EVPN loopback and the MPLS transport loopback, we
recommend that you use the same loopback for the BGP-EVPN and the MPLS transport loopback on the ACI
border leaf switch.

Provide the MPLS Transport Loopback address.

The MPLS transport loopback is used to build the data plane session between the ACI border leaf switch and the
DC-PE, where the MPLS transport loopback becomes the next-hop for the prefixes advertised from the border leaf
switches to the DC-PE routers.

While you can use a different IP address for the BGP-EVPN loopback and the MPLS transport loopback, we
recommend that you use the same loopback for the BGP-EVPN and the MPLS transport loopback on the ACI
border leaf switch.

Click Add Interface to provide switch interface details.

From the Interface Type dropdown, select whether it is a typical interface or a port channel. If you choose to use
a port channel interface, it must have been already created on the APIC.

Then provide the interface, its IP address, and MTU size. If you want to use a subinterface, provide the VLAN ID
for the sub-interface, otherwise leave the VLAN ID field blank.

In the BGP-Label Unicast Peer IPv4 Address and BGP-Label Unicast Remote AS Number, specify the BGP-LU
peer information of the next hop device, which is the device connected directly to the interface. The next hop address
must be part of the subnet configured for the interface.

Choose whether you want to enable segment routing (SR) MPLS.
(Optional) Choose to enable the additional BGP options based on your deployment.

Finally, click the checkmark to the right of the Interface Type dropdown to save interface port information.

Repeat the previous sub-step for all interfaces on the switch that connect to the MPLS network.
Click Save to save the leaf switch information.

AT w79 Repeat the previous step for all leaf switches connected to MPLS networks.
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What to do next

After you have enabled and configured MPLS connectivity, you can create and manage Tenants, route
maps, and schemas as described in the Multi-SteConfiguration Guide, Release 3.0(X).
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