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WY —DIRFDAT —HZ AR EDFH LT = EFEE SN T —F 2R LET, A A

41 ro7vI5L—F I



Y4 D7 v FTL—F |
B ==

A OL EBICH D [EF (Refresh)) & &7 Vw7458 FEITEREZ M) H—T&
£7,

1:Y14 rDIT7—LOTT7DHME
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T e———  Site Firmware Management

B Operations

Qverview Controllers Nodes Downloads
Backups & Restore

—

Sites Firmware

Firmware Update Summary
Tech Support
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Remote Locations

< Infrastructure

£ Admin : 23 s
et

ifav109-site1

Controllers Physical Nodes

ifav109-site2

Controllers Physical Nodes

1 7

)

AR—=IERD 3 ODOEIBIT Y I TWET,

[T7F7F—LYHTT 7y TTF— FOWE (Firmware Update Summary)] : Cisco APICH L T8 A
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¢ (A VA F—AOETET (Ready to Install)] (AA v F/—RDH) £ A—TTA
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R
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77— RFRIAICHE D LERH Y £,
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AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > L E 1,
AT9T2 7y—bvT Furue—KRety Ty 7LET,

= mlul Multi-Site Qrchestrator Cluster stas 373 @) (@) @)

@ Dashboard

= Application Management - S \J[e F | rmware M ana g & t @
Overview Controllers Nodes Downloads

Backups & Restore
Sites Firmware
Tech Support

Remote Locations

5 Infrastructure

£ Admin

There Are No Downloads

a) ZEMOF e — g 2 T84 (Operations)] > [H4 b 77 —L™ 7 (SitesFirmware)] & E4R
L\i—é—(}

b) AL T4 RUT[HHrO— K (Downloads)] % 7 %1% L £,
¢) [ForO—FDEy 7w 7 (Setup Downloads)] # 7% 27 U v 7 L7,

URNZ 1 DU EF v ra—REwy b7 v 7 LTOWESRAE, fboic, A4 oA D
[FrovO— KDty 7w 7 (Setup Downloads)] "% > %27 U v 7 L,

[4 *—2% APIC A4S 0— K (Download Imageto APIC)] i A E R~ ST,

ATV T3 VA FEERLES,
ZIZTEINLEETRTOY A FD Cisco APIC IZA A—IU X 7 ua— RENET,

a) [YA FDZEIR (Select Sites)] #2 U v 7 LET,

b) [V FDFEIR (Select Sites)] 7 1 ' KV T, 1 DL EOYA REF 2L, BMLTEHALS (Add and
Close)) 7 Vv 27 LET,

¢) [k~ (Next) 127 U7 LTHRATLET,
ATvTa FEMEANTILET,
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Download Image to APIC x

3t Setup + Downloading © Complete
¢ -] :
Site Selection Authentication Confirmation

Download Details

"aci-apic-dk9.5.1.0.110a.iso [x)

'aci-n9000-dk9.15.1.0.95 bin (%]

Username
admin =%

OAmenUca— on Type

EESUCIG SSH Key ;.
Password

o

LTI

a) [4&HI (Name)] # A/ LE7,

Zora— REBRlT 572000 T WARTEZIEELET,
b) 7'r haLEBRIRL ET,

HTTE E72IL scP R TA A=V R XU m— R 2 &2 EINTEET,
¢) [+URLMEM (+AddURL) %7 U > 7 LT, 4 A=Y OEEEELET,

APIC L AL v F 77 =AU =T A A=Y O G TE ET,
d) SCP Z&IN L7=AE, iikE#RE A LE T,

074 3% [A—HF (Username)] (admin 7% %) Z AT HLERH D 7,

[FB3E% 1 7 (Authentication Type)] Z#R L £,

« NRT— FREEDOHA L, AICHEE LIa2—F 4D AU — K& AN LET,
* SSH F—FBFEDH AL, SSH F—& SSH F— RRITL—XE ANTHRLENRH Y £,

e) [k~ (Next) %27 U7 LTHATLET,
R CIE MR A MR L. [XE (Submit) 127V v 7 LTRATLE T,

FoREIN 5[4 >Ba— K (Downloading)] Hi[fii T, £ A—Y DX — ROAT —H AR TEE
ﬁ—o
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AT =B 2% ) v 7 LT, EITRUOFMERTTHILLTEET,

Image Download - MSO-d11 x

ifav109-site3 X

URLs ~

% Setup + Downloading © Complete Link

0.117a/final/aci-apic-dk9.5.1.0.117a iso
Download Details

Stamus
Name Overall Status Status Breakdown
MSO0-d11 Downloading Downloading (30%)

w

"

Sites

Filter by attributes

Site URLs Status

ifav109-sitel U

ifav109-site2 1 Downloading (1)}

ifav109-site3 1 Downloading (1)}

TRTOE T a—RRETT5E, [T (Completed)] B IZB4T L £9, [ > 0O— K (Downloading)]
EE Cr%T A2 LI A, BIOFIECTHELX v re— K422 0 v 7358, [FooA—F
(Downloads)] # 7B WD THERD Z &N TE £9,

O hkA—SOF7vIIL—FK

T, YA FDAPICY FREZDY T "2 T T w77 — RERET D HEICHOWTHR
HLET,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI (2 & 7' A > L%,
ATV T2 APICV FAZDT v 77 L —FRakty v 7 v 7 LET,
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ATvT3
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= ke Multi-Site Orchestrator Custer Status 3/3 @) () @)

cisco

o Dashboard

TT—T————— S Firmvre Management ®

e Operations
Qverview Controllers Nodes Downloads
Backups & Restore

Sites Firmware a

Tech Support

Remote Locations

& Infrastructure

£ Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

c Setup Update

a) LMo FEs— g A THEE (Operations)] >[4 b 7 7—L™ 7 (SitesFirmware)] % 54R
LET,

by AA U4 Ry T[arbO—35 (Controllers)] # 7 # &N L £,
¢) [EHDEY +7 w7 (SetupUpdate)] %27V v 27 LET,

LRNZ 1 2P EOFEH 2% E L TV AHEEIE, D VICAA XA O EICH L [BFHDEY b7y
7 (Setup Update)) R v %27 UV v 7 LET,

(A b D27—LIz7DEFHFOELY b7 v T (Setup SiteFirmware Update ) ] i 2388 & £37,
Ty T T L— ROEME AN LET,
a) [®&EI (Name)] # AL £7,

I, WoOTHET v 77 L— ROEITIRINZ BT A5 72DIEHATE S, avrive—07 v 77
L— KR —4TT,

b) [V FDFEIR (Sdlect Sites)] 27 V v 7 LET,
[ FDEIR (Select Sites)] 7« > RUBRERINET,

c) [UA FDEIR (Select Siteg)] V4> KU T, 1 2L EDOH A hEF 2L, [EBMLTEHALS (Addand
Closgl 27 Vv 7 LET,

d) [k~ (Next) |27 Vv 7 LTHAITLET,

[/A—2 3 D DFE4R (Version Selection)] BiHIC, 7 v 7B —RL7Z7 7 =AU T N—Ta V&L,
[R~(Next)] 227 U v 7 LET,

ZZCHEHMBRICT AR, 7y —L U =T B A MIF Y — RTH0ENRHY ET, Aot s
va rTRELESY ‘7/D~I\75>E% SETLEZLOD, ZZTAA—VEEHTERWGEIE, [77—
LT TDEHFDEY b7 v 7 (Setup Site Firmware Update)] [ ?ﬁﬁ%ﬁ'ﬁlﬂ [#24E (Operations)] > [H 4 +D
77—LAL 7 (SitesFirmware)] >[a > kA—7S (Controllers)] # 7'iZ . [B# (Refresh)]| A& %7
Uy 27 LT, EHTREREAE®REZ Y m— FLET, Tanb¥A b@? /7 7 L— RFIEE 5> —
WBLET,

[#EER (Validation)] Eiff CIE#H AR L. [RNNext)] 27 U v 7 LET,
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LEfER L. 7Ty T L— FIZRET LN S D BMER e #HR L E7,

Setup Site Firmware Update x

fed Setup + Downloading := Ready to Install @® Installing © Complete

© » @ 4

Site Selection Version Selection Validation Confirmation

ifav109-site1 o Following nodes are notin vPC ['1111;102; '101;'104; '103'].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site’ @ Pod(s) [2] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

ifav109-site3 @  Following nodes are not in vPC ['301;'302°].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site3 @ Pod(s) [1] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

ifav109-site3 @  NTPis not configured.
Configure NTP via System > QuickStart > First time setup of the ACI fabric = NTP. This is recommended to avoid any issues in
database synchronization between nodes, SSL certificate check, etc.

ifav109-site3 @  APICs are not running recommended CIMC versions :node-1: 4.0(2f)
Upgrade to the recommended CIMC version. APICs have recommended CIMC versions based on its hardware model and APIC
firmware version.

(" Previous ) w
i 4

AT 76 [HEEE (Confirmation)] i CTHE A MR L. [EE (Submit)]| 227 Vv 7 LTT v 77 L— R&fta L £,

AT TT1 [41 VR F—ILOEFEST (Ready to Install)] i T,
T w7 T L— K ZFa APIZNDO SV A b ~DEEFINKDbILD &, GUI

[4 YR k=L (Ingtal)] %2 U v 7 LET,
W2, B kb DRID,

T T T — RORFIOBEMAT — X ANFKRINET, BRI INDE, Ty T 7L —FRDORAT—

FANEFENET, Rt RKbNIZE,

L, FEITHEHTEET,

— ko7

vTJL—F

SiEL A YDA F )= RO T "N =T TSI — RE#E
FAL £,

B rro7vIIL—F
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BT D HIEIZDONT



| 14 rO7vTFTL—F

/—toryvIvi—t |

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 3,
ATYT2 A4 vF ) —ROT v 77V —Faty v T v 7 LET,

ATvT3

ATvT4

[

£

ek Multi-Site Orchestrator ClustarStatiis @ &) @
Dashboard
Application Managsment Site Firmware gement ®
Operations
Qverview Controllers Nodes Downloads
Backups & Restore
Sites Firmware
Tech Support
Remote Locations:
¢ Infrastructure
Admi i
i There Are No Firmware Updates
Please use the wizard to setup a firmware update

EROF e — g XA T[HE4E (Operations)] > [H4 k 7 7—L™ = 7 (SitesFirmware)] & 3R
LET,

ALY T4 ROT[/— K (Node)] # 7 %8R L7,

[EHDEY 7w 7 (Setup Update)] 22V v 7 LE7,

VARINZ 1 DL EOEH &R E L CODHEIT, ARDVICAL v~ O ECH 5 [BHDEY R Ty
7 (Setup Update)] A& > %27 U v 7 LET,

[/—F 27—LOz7DEHFOEY b7 v 7 (Setup Node Firmware Update ) | i A3BH & £ 9,

T TL—ROFEMEATILET,

a)

b)

d)
e)

[ 81 (Name)] = A LET,

ZhE, WoOTHT v 77 L— FOEATIRLZ B 2 72D TE 27 v 77 L— FRY —4
T,

[/ — FMD&IR (Select Nodes)] #7277 U v 7 L7,
[/ — F®D:&EIR (Select Nodes)] 7t o~ RUBRRINET,

YA FEBRL, ZOFA FDAA vF /) — FEBRLT, BMLTHAL % (AddandClose)] 22 U >
7 LET,

—EIZ1ODYA I AAL v F ) — REBMTEES, OV A F0dH AL v F 2B 554513
ZOFEZ#RRLET,

oA FD /) — RIZHOWT, BIOY T AT v 7 E#0iRLET,
[k~ (Next) 127V v 27 LTHAITLET,

[/3—2 3 D DFER (Version Selection)] Biiii T, 7 v /B —RL7ZT7 7 —L 7T N—T a3 U EFRL,
[RA~ (Next)] 227V w7 LET,
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i, Vb T YA NI T a— RTARERHY T, mgiok s
yayfﬁﬁbt&ﬁ/m~b#E%k TLEbLOD, ZZTAA—VEBHTERVEAIL, (77—
LT TDEHFDEY F7 v 7 (Setup SiteFirmwareUpdate)] EiE 2 A U, [#84E (Operations)] > [V 4 + D
7 7—L 7 (SitesFirmware)] > [/ — K (Nodes)] % 7'IC . [B# (Refresh)| R¥ %27 U 7 LT,
AR RFEHRE YV n— R LET, ThnbiA }\ODT /7 JL— RFIEE S 5 —ERBLET,

AT w75 [#&REL (Validation)] i C, FEENFEEL TRV L EZMHRL, [RNNext)] 27 U v 7 LET,
PEENRRNI EEZMER L, 7y 77 L— NICRET D AREMDN & 2B INEREZ MR L £,

G¥) VU —=2Z2501) L VETDOY U —REZFEITLTNDHA ML/ — FREEEZ AR — F LTz
NDOMNWSHDT v 77 L— REBBRT HHIIC. A hOAPIC TAA vF /J— RKOEELZF = v 7

ZZCHMTTREIC T D79

THIEEHRLET,
Setup Node Firmware Update x
e Setup + Downloading := Ready to Install @ Installing © Complete
) @& @ 4

Node Selection Version Selection Validation Confirmation

ifav109-site3 p v
Continue upgrade (without node validation)

(" Previous ) @
e o

AT w76 [HEER (Confirmation)] Mijfi CIEHMZ MR L, [EE (Submit)] 27 U v 7 LTHIATLET,
UKD, BIRLETARTO/ — RICA A—URFEFHZF vy e— RINET, ¥oura— RRETT
He, BWEN[A VR M—ILEHBTET (Ready to Install)] 1B L, ROFIEICHET Z &N TEET,

ATy FT1 (F7 vz v) [#MERTE (Advanced Settings)]| # A H L £7,
GE)  FEMA T T 3 U EEW T HEINC, Upgrade and Downgrading the Cisco APIC and Switch Software (Cisco
APICInstallation, Upgrade, and DowngradeGuide) Tt S 41T %Cisco APICT v 77 L — R’
BEADHA RTA v, HEFH, BLOFIRFHAMERL TIZIN,
[41 VR F—ILOEHFTET (Ready to Install)]EiE T, [FH#llEXE (Advanced Settings)] A = = —Z BV TiEMN
DAT v arwRRTEET,
« [BE#tETF = v 9 %R (IgnoreCompatibility Check)] : 7 4 /L F Tik, ZOA 72 3 d vz (o))
WICRE S, AET = > 7 BAEIT > TWET, /XTAO)fﬂfgéﬁEPO)/*\—“}a UMBIRE S
NTEFHLNAN=2 a3 0 ~DT v T T L= RRAPRHR— FENTNDENE ) DB ERINET,

[E#aMET = » 7 % M4 (Ignore Compatibility Check)] 7 « — /L KT [1Z\ (Yes)] IZ L CHHMET =~ 7

HEREZ BN LT, VAT A THR—RFENTWRWT v 77— RNRFATEIND UV AT BH D,
VAT APFIHTEROVRIBIZ R D RN S D £7,

B rro7vIIL—F
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[JL—RTIL Fxv¥ (Graceful Check)] : 7 74/ h Tk, ZOFT ¥ a2 F vz mo) 1 ITHRE
INTWET, T 7L —R7FatvATOT v 77 L— RETRIZIE. CORAAL v FHL T L—RA7
NABNELD AL (GIR) £— RIZR2 0 £HA,

IOF T arEENCTALE, Ty TS L — ROETHIC ) — RE L —Z2 702 (GIRZfEA L
T) FULERAZLERTEX, 7oL —RICEB T 70 v 7R LET,

« [EfTE—F (RunMode)] : T 7 4/ b Tld., ZOF 7T 3 i3 (KRHFICHEST (Continue on Failure) ]
WICRREESNTEBY, /—ROT7 v 77— RBREET 5L, kD — NZlERET, E£72iE, Z0A
Tva Uk RIEHC—BHELE (Pause on Failure) WER/ET HE, WINULD ) —RKOT v 77 L— K
BDRBMLTESGAILT v 77— R a2 EIETEET,

[Failed] E~— 7 &N/ —K&ET v 77 L — KM HHIBRLET,

Ty TVL—RR)—IZ, 77—z T DXy a—RZRRLE 12U ED ), — FRREENRLTWD
BA. Ty 7T L —REFITTEER A, (K (Failed)] AT —F A — VY LEEDLYES L, ZEHITER
OB N R RIS NE T,

Ty T = R0n ) — REHIBRT 22, [Ty 77— FOEMEHRE (Edit Update Details)] © U > 7

([ A F—ILD#EMHESE T (Ready to Install)] Hijf) 227V v 27 LET,

[ YR b= (Instal)] 227 Vv 27 LCT v 77 L— RERKELET,

Ty T L— R 7 rbEAfIINDO YA h DR KDILD & GULIZIE, #ER1A KON DETID,

T T T RO OEMAT — X ANFRINET, HERONHHLINDE, Ty T T L—FRDAT—
ZANEFSNET, Bnkbhizth, A0 OfEChHD [B#H (Refresh)| R¥ %227V v 74
HE, FEICHEFCEXET,
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