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Trademarks

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN
THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY
OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS DOCUMENTATION ARE PRESENTED WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco
software, including this product documentation, and are located at:
http://www.cisco.com/go/softwareterms.Cisco product warranty information is available at
http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
http://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in
varying stages of development and will be offered on a when-and if-available basis. Any such product or
feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for
delay in the delivery or failure to deliver any products or feature roadmap items that may be set forth in
this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in
the user interfaces of the product software, language used based on RFP documentation, or language that
is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com go trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1721R)

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .


http://www.cisco.com/go/softwareterms
http://www.cisco.com/go/warranty
http://www.cisco.com/c/en/us/products/us-fcc-notice.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html

Trademarks |
. Trademarks

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1) —X 3.10.2



% 1

i

EE X VEEIFR

OB va it ROFERPEENE T,
 FHB XOEFIFHR (1 3—)

HRAB L UERIFEER
Z ®FTIL, [Cisco Nexus Dashboard Data Broker %4 A K, U U —=x3.102] (Zf#H I T

WD HTHERERS L OE R S HEREICBIT 2 U U — R EA DFHRIC OV THIA L £,

R 1:FHEES L UERE SN Hae

HEEE AR SHE
IOV Y —RIZHT-IEAS |72 L L

NIHEREITH D £H A,

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .



s LUEEES |
B ssscvzEms

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1) —X 3.10.2



;2

i

S

Z DOFIZIX, Cisco Nexus Dashboard Data Broker O & £ TUVE T,

» Cisco Nexus % v v = 7" — R Data Broker {22\ T (3 X—Y)
s Cisco Nexus ' U — X A4 v FOFHESM (8 X—)
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Cisco Nexus % v < 2. 7R— K Data Broker [ZD L\ T

TV r—ay 8T 7 4w ZIZRT AR, RS, B2 VT o OfERE, N T TV
Va—T 4T, arIIATUA VY —RAFHEOTDDA T TiEMIZE > TEETL
Tre T V—DREL, 7T T RR=ZA TV r—2a COEINIEN, Xy T —7
N7 7 4 w7 OREEOR FIZHEORME s TWET, Xy NT—7 NT T 4 v 7 EAR
BT BUROT 7 a—F TlE, TA RBLNY FERMEICRIT TS 720, K28 ABREED
TRV X IFAMERKRETEET,

Cisco Nexus A1 »F 77 I U & (T Cisco Nexus Dashboard Data Broker Z{# 42 Z & T, V
TN =T ERMOT 0T AWEER Y Y a— 3 UNHEBLITE £J, Switched Port Analyzer
(SPAN) F7213%y hU—2 FARNTZEARA L b (TAP) 2L TRy hU—2 b
T4y 0av =28, E=F U T ERPULEITWES, Oy hTa—h) v
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Cisco Nexus Dashboard Data Broker 1%, #4447 < #172 Cisco Nexus Dashboard Data Broker 1 >
N7 =27 OEFYR— b2 LEST, RUT7T 7V r—ra v AV AX U AEHH LT, B
SILTUVD EIEIR 5 722 %8 D Cisco Nexus Dashboard Data Broker AR 2 P& EH CT& £9°,
22X, SO T =2t 2 —w@EH L TEY, ML LieY ) a—varvar—2tr¥—

>
—

CLICBATLOHAIR, E=X ) U Xy N DRI —T v ay (Ry FU—7

ATAR) BERTAZLET, B—DT7 TV r—va i AV AX U ARFER LT, ML LT=5
ODEABRE AT X TEHTE ET,

N

GE)

U J— 3.10.1 LAK%, Cisco Nexus Data Broker (NDB) (% Cisco Nexus Dashboard Data Broker
WZARIPERSNE LT, 72720, GUIBLOA VA F—)b 7 4 LA HEE Extn S5
7esh, —HIDONDB DA L AZ L APRZD R¥ 2 A2 MIFTFHEI I TWET, NDB/Nexus
Data Broker/ Nexus Dashboard Data Broker & V9 ik %, fHAIZAZHAIEEZR DL LTHW
HILTWET,
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o TRTOKREE AT 5 72 DELR /2 Representational State Transfer (REST) API 35 KX O
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A=Y —ERT A =NV FEMEH LT, NT Yy FDWAZ L TANEY T,
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co—R ARG,

B L CWRWEE DR Yy U — 7 ZEELE T,
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s =L R=ADT /LA AL bu—/L (RBAC) 72X DEX=Y T (HHE, 3 L OREIL,
HR. ThU T 47 (AAA) #EREAIZ RADIUS X° TACACS. F 721 LDAP #fHH L
724148 Active Directory & DA

Cisco Nexus Dashboard Data Broker MBAINMEEED TS5 v b 7+ —LBEEDOHYHR— k -

3% 2: Supported Features

HRER Cisco Nexus 9200 | Cisco Nexus 9300 | Cisco Nexus 9300
C923040C. (5 1145) (EX. FX. FX2)
C92160YC C93128TX. C93180LC-EX.
C9396TX C93180YC-EX.
C93108TC-EX.
C93108TC-FX.
C93180YC-FX.
C9336C-FX2.
C93240YC-FX2.
C93360YC-FX2
R—FrFyxlao—Fr"F70|Y Y Y
7
MPLS A U v &7 Y Y Y
MPLS fRZ- 7L N Y N
MPLS 7 4 V2 ) 7 N N N
sFlow Y Y Y
PTP/# A LA K T Y N Y
Jumbo MTU Y Y Y
NetFlow N N Y
Q-in-Q Z 7 {f1F (TAP B LT |N Y Y
SPAN AJj7R— ~HY)
AR BE Y Y Y Y
B A WAL THERE Y N Y
N7y OB BT N N Y
HA LA T AN T Y N Y
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KRS Cisco Nexus 9200 Cisco Nexus 9300 | Cisco Nexus 9300
C923040C. (F 11K (EX. FX. FX2)
C92160YC C93128TX, C93180LC-EX.
C9396TX C93180YC-EX.
C93108TC-EX.
C93108TC-FX.
C93180YC-FX.
C9336C-FX2.
C93240YC-FX2,
C93360YC-FX2
AJ)AR— b - TAP/SPAN Y Y Y
n—hnEe=H) oY= |Y Y Y
VE—RE=H YT Y=L e Y Y Y
ERSPAN ¥ 74— |
UE— hEfEIT Y N Y
UDF Y Y Y
UDF v6 N Y Y
UDE N N N
ICMPv6 % Fr v~ Y N Y
RI:HR— S TLEHEE (S
HEEES Cisco Nexus 9300 Cisco Nexus Cisco Nexus 9300-GX
(EX. FX) 9364C. 9332C 93600CD-GX
C9504. 9364C-GX
C9508. 9316D-GX
C9516
R—hrFyxrra—RKZ7 Y Y Y
N
MPLS X ~VU v B 7 N N Y
MPLS Br#E- 7~ N N N
MPLS 7 4 v 2 Y 7 N N N
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HEER Cisco Nexus 9300 | Cisco Nexus Cisco Nexus 9300-GX
(EX. FX) 9364C. 9332C 93600CD-GX

C9504. 9364C-GX
C9508. 9316D-GX
C9516

sFlow Y Y Y

PTP/ X A LAK T Y

Jumbo MTU Y Y Y

NetFlow Y N Y

Q-in-Q # 7 f41F (TAP LT |Y Y Y

SPAN AJjR— MHY)

AN SRS Y Y Y

B A DAE T HERE Y Y Y

Sy OB 45T Y Y Y

BALDARBE T AN v Y Y Y

AJJAR— | - TAP/SPAN Y Y Y

=N E=F) 7Y=L |Y Y Y

VE—hE=HI T Y— LY Y Y

ERSPAN R — k

UE— hMEET Y N Y

UDF Y Y Y

UDF v6 Y Y Y

UDE Y N N

ICMPv6 % Kw » =7 Y Y Y
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GE) EERORITTREN TV CiscoNexus 'V — X A1 v FRHfERINES, 72770, kD
CiscoNexus v —X 2 v FHHhR—FZINTWVET,

* Cisco Nexus 3000 > U — R 2 A v F : 3048, 3064

* CiscoNexus 3100 > U — X A A wF : 3172, 3164, 31108TC-V, 31108PC-V. 3132C-Z
« Cisco Nexus 3200 > U — X A A »F : 3232

* Cisco Nexus 3500 >V — X A A v F

Cisco Nexus &) —X XA v FDHIER :

= 4:%IRE1E
Cisco Nexus 1) —X XA v F HIFREIA
9364C-GX. 93600CD-GX. 9316D-GX c AJIFR— D QinQ VLAN O#FIFHIL 2 ~ 509 T

‘j—‘O

* MPLS 7L A kU v 7 O%EH%IZ QinQ VLAN
EBINTDHZEIXTEERA,

Cisco Nexus ') — X X 4 v FDRMHEEH

Cisco Nexus Dashboard Data Broker /%, Cisco Nexus 3000, 3100, 3200, 3 JX109000 Y —X &
A vFTHR—=FINTVET, Y7 b =T Z2ERTIAENT, WOZEERITHIVLENRDHD F
j—o

Ay TFIIu T A T HOOEREHRNH D Z L MR L T ZEN,

e 24 v F (mgmt0) OEPLA X —7 = A AT, show running-config interface mgmt0 =2~
VREERHLUTHESNTEIPT RLARSH DL Z L 2R LET,

« 2 wF N NTF A= T ) — (MST) £— R THDHZ & E2MERLET, spanning-tree
modemst 2~ F&ZEHA LT, A4 v T TMSTE—R& A R—T/ITEET,

*VLAN 74 NH VTS R—= TDH7200, o T7TT7)F—rvarBlOS T4
VEZFZVLT VEAL LT a DI Cisco Nexus Dashboard Data Broker Tfifi F X 41
% VLAN §iff &7 —Z _X—2(BMLE T, 7=& 2I1E, VLAN #HIE <1-3967> T1,

¢ TRTD VLAN TANXR=VZ VU —Fa ha bRBEHNZ o TNBE I L afER L ET,
no spanning-tree vlan 1-3967 Z i f§ L T, 9°XT®D VLAN TA/N=2 7 VU — % MIH2F
HIENTEET,

* NXOS /X—30 3 > 9.2(1) Z{#i [ L 72 4J)® Nexus Dashboard Data Broker BB D54, feature
nxapi 3 & OF nxapi http port 80 =~ > K23 NDB 7 /34 A THR SN TWD Z & 2R L
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F9, NDB 7 /34 A% NXOS N— 3 U 17(x) 125 92() 2T v 77 L— KT 554,
feature nxapi 33 & OF nxapi http port 80 1T 4 EH Y A,

Cisco Nexus 'V — & A4 v F T NX-API F— RZEFE(TTHI0IE, ROFIHESEEEZSR L TL
7ZEW,

\)

GE)  IPve BBEDRIESM TH D — R =7 =~ RiL, hardware access-list tcam region
ipv6-ifacl 512 double-wide T,

)

GE)  TCAM WipklE, BB T 4 NHDH A FITHESNTWET, F v b U — 7 BEZESN
T, BEDOV =V a o0 TCAM = MY #%ETEET, =& 21, ing-ifacl
I%. N93180YC-E DA 12 MAC, IPv4, IPV6 7 4 L Z Tk % TCAM V) — 5 T
T OO HHEED TCAM Z#HEL T, L& D7 4% 7 ACLTCAM —
VEVICEGESEA I ENTEET,

FINA X ETIL NX-API €— K

Cisco Nexus 3000 >V — X A A v F TurF N TCROavy REATTLET,
« # hardware profile tcam region qos 0
« # hardware profile tcam region racl 0
« # hardware profile tcam region vacl 0

« # hardware profile tcam region ifacl 1024
double-wide

« # hardware access-list tcam region mac-ifacl
512

- #feature nxapi

« #feature lldp
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FINM A ETIL

NX-API E— F

Cisco Nexus 3164Q A A v F

Tar 7 hTCROav L KEATILET,
« # hardware profile tcam region qos 0
« # hardware profile tcam region racl 0
« # hardware profile tcam region vacl 0

« # hardware profile tcam region ifacl 1024
double-wide

« # hardware access-list tcam region mac-ifacl
512

« #feature nxapi

- #feature lldp

Cisco Nexus 3172 ') — X A A v F

hardware profile mode tap-aggregation [12drop]
CLI 2~ REMHLT, ¥ v 7E0E26%)
IZL, VLAN ¥ ¥ 7iopmgiiee b & A
VH =T 2 AT =T TR L ET, 12drop
FFaiE, Ay AE—T 24 ALT
PLUSND T T 4 v 7 A1 Fry 7 LET,

Cisco Nexus 3200 > — X A A v F

Tur7 N TROavwy REANLET,
« # hardware access-list tcam region e-racl 0
« # hardware access-list tcam region span 0

« # hardware access-list tcam region redirect
0

« # hardware access-list tcam region
vpc-convergence 0

« # hardware access-list tcam region racl-lite
256

« # hardware access-list tcam region
I3gos-intra-lite 0

« # hardware access-list tcam region ifacl 256
double-wide

« # hardware access-list tcam region mac-ifacl
512

» # hardware access-list tcam region ipvé6-ifacl
256

« #feature nxapi

« #feature lldp
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FTINA R ETIL

NX-API E— F

Cisco Nexus 9300 ' — X A A v F

T N TCROavr REANLET,
« # hardware access-list tcam region qos 0
« # hardware access-list tcam region vacl 0
« # hardware access-list tcam region racl 0

« # hardware access-list tcam region redirect
0

« # hardware access-list tcam region
vpc-convergence 0

« #hardware access-list tcam region ifacl 1024
double-wide

« # hardware access-list tcam region mac-ifacl
512

« # hardware access-list tcam region ipvé-ifacl
512

« #feature nxapi

- #feature lldp

Cisco Nexus 9200, 9300-EX., 9336C-FX2.
93240YC-FX2. # JTYNIK-C93360YC-FX2 A
A vF

Tu 7 NTCROavr RE AT LET,

« #hardware access-list tcam region
ing-12-span-filter 0 (Cisco Nexus 93108 3
V=X AL v F D)

« #hardware access-list tcam region
ing-13-span-filter 0 (Cisco Nexus 93108 3~
J—=XZA v F D)

« # hardware access-list tcam region ing-racl
0

+ hardware access-list tcam region
ing-13-vlan-qos 0

* # hardware access-list tcam region egr-racl
0

« # hardware access-list tcam region ing-ifacl
1024

- #feature nxapi

« #feature lldp
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FINA R ETIL NX-API E— K

Cisco Nexus 9500-EX 33 L TN 9500-FX 2V —X | a7 N TCROavw REAHNLET,

AA T (9504, 9508, I LU 9516) « # hardware access-list tcam region ing-racl

0

« # hardware access-list tcam region
ing-13-vlan-gos 0

« # hardware access-list tcam region egr-racl
0

« # hardware access-list tcam region ing-ifacl
1024

« #feature nxapi
« #thardware acl tap-agg

« #feature lldp

Cisco Nexus 9300-GX > — X A A v F a7 N CROavy REASTLET,

« # hardware access-list tcam region ing-racl
0

« # hardware access-list tcam region
ing-13-vlan-qos 0

« # hardware access-list tcam region egr-racl
0

« # hardware access-list tcam region ing-ifacl
1024

- #feature nxapi
« #hardware acl tap-agg

- #feature lldp

HBR— kSN2 Web T304

KD Web 7 7 %73 Nexus Dashboard Data Broker (25 L CH AR — F SR TWET,
* Firefox 85.0 LABED/N— 5
 Chrome 88.0 LA D /N— 5

* Microsoft Edge 88.0 LARE D /X—7 =
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GE) HEEMHOLWITIouVEFHTEE, U Y —23.10 D GUI XD T A9 5 ATREM:
NV £9,

\)

(G¥) 77 ¥ T JavaScript ZAN L ET,

~ —
AT LEH
R DFIT, Cisco Nexus Dashboard Data Broker DEFH A X2 L DY A5 LB EZ R LET,

R5ERYAXZEDVRTLEHK

[5%BA (Description) ] |/NE#E R KR

CPU (RARE13H 627 1227 18 27

)

AEY 8 GB RAM 16 GB RAM 24 GB ® RAM
N—RT 4 R Cisco Nexus Dashboard Data Broker Y 7 b 7 = 734 A h—/L Z 1T

WHR—F ¢ 39 T/ 40 GB D22 X fEI MBI ATREZR 2 &

FR—FT 4 T VA | Javame AR — N T ARITD64E Y FLinuxT 4 A MY Ba—3 b,
7 A T& U Ubuntu, Fedora, F7-1% Red Hat 3 F LU,

Z D1t Java (B~ 1.8

FEFHEEFINER

Cisco Nexus Dashboard Data Broker 1%, Java i~ > (VM) TEITINFET, JavaX—AD
7 7Y r—3 a3 & LT, CiscoNexus Dashboard Data Broker I3EE D x86 — /X THEITTE £
T, mEREREZEDT-DITIE, ROEEZHESEL 14,

« Java AR~ 2 1.8.0 45 LI,

e NI Ty TEBIOMETLAZ U7 ML, Python2. 73 LIED/R— 3 L3 KLEET9, Cisco
Nexus Dashboard Data Broker 737 /S A Z1@{E1Z TLS 2T 2 LER H D120 2. TLS
REXITO DI MLETT,

IVM DR 2|2y FERLTWDF B 7 7 A L0 STAVA_HOME BRbs 254,

W5 & IDK O—ETdh 5 JConsole & VisualVM IZ, F T 7 a—F 4 D=0 IHE
PTINHBEMTT WMWETIEHD FHEA) .
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» Cisco Nexus Dashboard Data Broker (Z L5 U > 7 T 4 A BN THHIRBE/REMEZBET 5
7edlZ, MR CNOBHD A A » FIZE CARTZRER LW T EE 0,

 WOBHCTTIL, B— FEF. B— K I —F, ¥k, VALY b, =X VLT F
NAA, BERY—ERX /) —FO@BHAT7 4 —/V FTIHMEHTEETA, THRA IR T 4

() . Ko (<) L KV REW () . ZEGIH/F () Ay RTvva ()
fedE () . B OB ()

« AL v TF T RAL VENAENTIR>TND E | LLDP 1A N—DEERKBRS LT, £ D
FFEDAAL v F OV 7 PHIRESNET, ZORBEE[EGRET 521X, LLDP Mk % Jahic
LT/ 5. nofeature lldp CLI =~ > K& X W feature lldp CLI =2~ > K& Z N ZHUEH L
THEAMIZLET,

» Cisco Nexus 9000 > J — X A A v F 75 NX-API &— KT 7.03)14(1) LAFED N— g > &
FALTEBY, 7B—RBVLAN 774 7—%HLTA VA =L EINTNDIEHE, T/
ARZIIPT7EA VA ME@EBEIE, LA Y2,y h ECTOREEZITHEREA,

TJ74ILEBT L)Y O R

Cisco Nexus Dashboard Data Broker @ 7 7 A V&~ KU w7 A :

RBEDE—F [NXOSA4 |E—F |Z74)L4%
A=Y

{fﬁ&ﬂﬁ 9.3(1)N NXAPI [ndbl000-sw-app-emb-k9-release-number.zip
9.3(5)

%qﬁj{! 9.3(1),\, NXAPI |ndbl000-sw-app-k9-release-number.zip
9.3(5)

HEERE<Y FYI X

FRHEIEMAME~ Y 7 2225\ TiL, CiscoNexusDashboard DataBroker V UV — 2 /— k., U U —
3101 =L TN,
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Cisco Nexus Dashhoard Data Broker ~) O %'
A EEH

Z MDE T, Cisco Nexus Dashboard Data Broker ~D 1 7' > L EH | 55X O GUI OEIZH

WTFELS AL £ 7,

U U —2A3.10.1 LI, Cisco Nexus Data Broker (NDB) /& Cisco Nexus Dashboard Data Broker (Z44
FINAEFREINE L, 2720, GUUBXIOA VA M=/ 73 VARG LG SE D720, —

SO NDB DA LV AF AN D RF o A2 MIIFFE S TWET, NDB/ Nexus Data Broker/

Nexus Dashboard Data Broker & V9 FRal (%, FHAICRZHAEE/2 b D L& LTHW LI TWET,

s WA T A X O (15 <—)

» Cisco Nexus Dashboard Data Broker GUl ~D 1 71 > (17 ~—)
e hu—T T READER (18 <—)

» Cisco Nexus Dashboard Data Broker ® GUI O3 (19 ~—)

s Syslog (22 X—7)

=R RAEY 5 X2 DIERK

Cisco Nexus Dashboard Data Broker |X, Sx R 5 B0 "o —J XA T7 754 7I/7 7547
ET— RO 22 %Y 3R— bk LET, CiscoNexus Dashboard Data Broker T & 7]
A7 F 2% ) 7 &7 51Z1%. Cisco Nexus Dashboard Data Broker D 4o > A X > A D
config.ini 7 7 A VEMET DMLENH Y 7,

\}

GE)  IPv6 L. 97 Cisco Nexus Dashboard Data Broker &— R CO YR — b i, HAAIAA
FT— F TV R—-FINFEH A,

\)

(GX)  CiscoNexus Dashboard Data Broker 1%, 2 / — R E 721355/ — FHERKO AR — b
LET, 5D/ — RE#RTDE, HED /) — KRZ T AF—FERICE TR0,
Tty N7 v TRD ) — FOBITHFEIC L T EE W,
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B =amt05250mm

RE6:VTRAADEFERT—E R

DR AT —4 DS3RADAT—HR it
53 ¥ F ] RE
A Ta— —ERD 7 F AL ) — K)MfE | BEAE D Nexus Dashboard Data
TEEHAL Broker ORI AT 2Nz 72
D, BIMLZY L7anT 7
0,
R J—RIZIZ AN EES | BEFD Nexus # v =R — K
NTWET, F—% T a—Ji— ORI

a0, Bl L
RNTLIEEW,

H:2 ) — K7 FAXDEGE,
EHROBIEN TS L DI
TAHEDIZ, DTN OO0
I TAE )= R COHA—
N—=F 4 RTHMERHD F
7

s BRI
T ANTOIPT FL AL, BERET, MAICHEETE2LERDY 7,
* I TAIRNDTNTOAL v FIE, T_XTOaY hu—FIZHEET 2 L8R H Y 7,
eI RXRTCPOaryhue—JF, RUHAZ 7AZ Y v TREREH%E config.ini 7 7 A /VIC
FOMENRH Y £,
T RTOar br—FF, o< [ UEHA xnc/configuration/startup 7 4 b
7 P VIR ORERDH Y £,

« IV TAZ NAT—=RefT 556, $XToar be—J@FREARY— %
ndbjgroups.xml 7 7 A VIR T HMLERH D £,

ATFYT1 VIGRAEZADA L AZ L AD ]I DTa~vry R vy RurklExEd,

RT9T2 V7 =T %A A ML LT EEIHERE NI xne/configuration 7 4 L7 M UICBEILET,
ATV T3 EEDTF AN =7 0¥ Tconfig.ini 77 A VEHEET,

ATFY T4 ROTHFAFEELTLIEE D,

# HA Clustering configuration (semi-colon-separated IP addresses of all controllers that are part
of the cluster.)
# supernodes=<ipl>;<ip2>;<ip3>;<ipn>

ATy TS5 fl:
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ATvT6

samtss2an 27— rgE |

IPv4 D,

# HA Clustering configuration (semi-colon-separated IP addresses of all controllers that are part
of the cluster.)
supernodes=10.1.1.1;10.2.1.1;10.3.1.1;10.4.1.1;10.5.1.1

i -
IPv6 D,
# HA Clustering configuration (semi-colon-separated IP addresses of all controllers that are part

of the cluster.)
supernodes=2001:22:11::1;2001:33::44::1;2001:55:66::1

TrANERGFEL, =T 4 XK TLET,

SR A% SAZDINRT— FMRE

ATwT1
ATvT2
ATvT3
ATvT4

ATy TH

ATy 76

ATy 71

JIGALRNDA VAR LAD]I DTAvY Y R4 RUEZBHEET,
xnc/configuration 7 4 L7 M UIZEEIL 7,

EEDOTH AN F 4 ¥ T xncjgroups.xml 77 A VEBHE ET,
ROTHA P ERLET,

<!-- <AUTH auth class="org.Jjgroups.auth.MD5Token" auth value="ciscoXNC" token hash="MD5"></AUTH>
-—>

AUTHAT? G a3 A v N E2fRBRLET,
1 -

<AUTH auth class="org.jgroups.auth.MD5Token" auth value="ciscoXNC" token hash="MD5"></AUTH>

(f£&) auth value BPED/ XA T — REEF L £,

T 7 A/ NTHE, 7T AXT/NATU— R [ciscoXNC] THR#EINTWET, ZORRU— T, FARE
WCCHLERTEET, 277, V7 ITAXNOTRTCO T ECRICEREEZITHOLERNLY £,
Tr7ANVERTFL, =T 4 XK TLET,

Cisco Nexus Dashboard Data Broker GUI ~0D O 45 4 >

HTTPS % {# i L T Cisco Nexus Data Broker GUI (Z 72 7' A > CT& £, Cisco Nexus Dashboard
Data Broker GUI D7 7 4 /L h O HTTPS Web V) & 7 X, https://IP address:8443/monitor
‘(“j‘o

N\

GE)  Web 77U Thttps:// 7a b a/VEFETRHRETHILERNHY ET, 2 ba—F¢
HTTPS FHICHERT 2 LERH Y F5,
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B -oro-s579tz20zE

ATvT1 Web 7 Z 7% T, CiscoNexus Dashboard Data Broker ® Web U > 7 & A L E 7,
AT 72 BE—2T, KOFIEEITVET,
a) —HWHENRNRT—KRKEASLET,
F 74 hO—HPL L X2 T — R, admin/admin T3,

b) [B5 14> (LOGIN) 1227V v LE,

AV hO—5 7O ERANDERE

GUI ~D3ERs 24k (HTTP) 77 v AB I Nar ha—F 778 A~D APLIE, T 74/ FT
MEZHZ 72> CUVET, URL http://<host>:8080 TiL 2> ha—F 27 7 EATXEHA,

HTITP ~®O a2y hu—F T/ RAEEET B2, ROFIEEZFEITLET,

48 HHIIZ

Cisco Nexus Dashboard Data Broker (Z1%. Cisco Nexus Dashboard Data Broker & 7 7
HTTPS #ft HOGEAENR B L TWET, ZNEFIOEREICEFE TE £7,

A7 ) 7 | generateWebU I certificate.sh 1%, ndb/configuration 7 + L ZIZHV £, ZDORY

U7 N EFETTHE M SIZIEIED old_keystore (&8N &, BT LW VGEEN keystore
WA S E T, &IEID Cisco Nexus Dashboard Data Broker O FE BRI, Z O LW FEAE

DEEHSNET,

Z7_"‘Jjo1 WOHNZRT L DI, *%EJZ’?:/( L7 N U ®D tomcat-server.xml 7 7 A MIZHDHIR— K 8080 D7 X
A NFEHIRLET,

<Service name="Catalina">

<l--

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="8443" server="Cisco NDB" enableLookups="false" />
-—>

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"
keystoreFile="configuration/keystore"
keystorePass="ciscondb" server="Cisco NDB"
connectionTimeout="60000" enableLookups="false" />

ATvF2 avbe—J2FHEDHLET,
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Cisco Nexus Dashboard Data Broker @ GUI D E .

Cisco Nexus Dashboard Data Broker @) GUI D=

Cisco Nexus Dashboard Data Broker GUI IZIZIRD # 7R EENTWET, ZHHDOEKEHX 7120
T, ZOTA FOBKEDO~—T (ERIOFESE LT) FEMICHA L £,

« Xy aR— K

s ki

o« FRA A

. i

= e SV

ey a

 WERT

NS 2 R A
« &P (Administration)

Ny B =T A DEMCONTIE, ~yvEF—FFRLTLIETEN,

Cisco Nexus Dashboard Data Broker D EE® 3 >HR—FR > b

BTINTETHr )y TDHE, ZDOZTOBIEDIERPE TR RINET,

J J —Z 3.10.1 Cisco Nexus Dashboard Data Broker GUI ™ % 7 @ 1 -2 % F&9 R 722 [0 4 YR IZ
RLUET,
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. ANy H—

aluil Nexus Data Broker Stand-alone  Siice (__default ) @&o@ @

Filters o ®
Filter by at(r\'gs o e

[
SC

In Use Default Filter Name Bidirectional EtherType Protocol AdvancedFilter(s) Created By LastM By
Default-Match-all No All EtherTypes (0... admin ( Network-...
b

A Default-Match-ARP No ARP (0x0806) admin ( Network-...
Default-Match-ICMP  Ng IPv6 (0x86DD) ICMP (1) nd-na,nd-ns,rout...  admin ( Network-...

Default-Match-ICM...  No IPv6 (0x86DD) ICMP (1) admin ( Network-...

( 9 / v Default-Match-I1P No IPv4 (0x0800) admin ( Network-...

5 Rows Page 1 of 7 |44 1-50t324 »»l

o1 - 2TV T HT DL

«2-[EMIZL D7 4% (Filter byattributes) | N—ZfEH LT, @R L& 7 OiEME &
DRRAINTERTT A VAU ETOVET, B, R, BRO7 4 VX EEZRIRL E
‘j‘o

T=TNVDERIII— Y NVERDELEERREIND [ 74047 (Filter) | 7A 225D
WT, BRENET—TNET 4 NVEZNRT A TEET,

«3-[HH (Refresh) | 7 A a2 LT, RSN TWLFEMEERL, 27 /757
(ZBET SRR A S L £,

e d4—[HDI A X <A X (ColumnCustomization) | 74 2 2L T, RSN T—7
NIRRT DHNZRIR L E T,

5—[F7U<3ar (Actions) |RZ o x227 Yy 7 LT, BECHEHMIERY 72 a r2RR
LET,

c6—AN— bl MIFEFRTHTOEEL, [T (Rows) ] Fry7Z o U X FpbiER L
£7,

ANy H—

Z D& r 3 TlX. CiscoNexus Dashboard Data Broker GULI D~ % — (5 EfB) 7 A a2 d
WL Z DWW TCEH L £,
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S |

3% 7: Cisco Nexus Dashboard Data Broker ~y 35— 74 3>

TAay

5t BA

=111}

[V 5AR% (Cluster) ]

BIFE D Nexus Dashboard Data Broker =2 b @ —
FTAVAE L AOO—)VERRLET, m—L
X774 <U P) A= M) TY, 77
A=Y ERANR=DIPT RVARFERINE
T, FTIA~V VIFREDIPT FL AL (%)
TRINET,

Nexus Dashboard Data Broker = b2 —7 7237 5
ABZNTIRWIEES . (A% K7y (Standalone) ]

WERSNET,

X4 X (Slice)

P BEIER T A L LTND AT A A%
FRLET,

Ny 72 o U2 RinbRIDRT A 2 %R
FHIE, Ry FT—J Ea—sBHECEX 4,

1:YEX (Create)

2

BB S AR T OYEBFIE~D 7 A
7 e —a o aRREELET,

R2:75—L4

O

FJE L7 NDB T A A0 EFRLET, [T
Z7—2 (Alarm) | OT7 A a2 %7 Vv 735

L HMERRLTVWS 7 —0EB X 7ICE
BLET,

3:[~LT (Help) JA=21—/\—

DA T a v inFRENET,
o [FTHBE (What's New) ]: &8V UV —2D
BrEkRE A R LET,

c[~NILT (Help) 1: A>T ~VvF 3w
TV EFRRFLET,
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. Syslog

A= i BA

B 4:[VRTLY—I (SystemTools) A —a—N— |WkDF S g o ZEALLFE1,

! -[BFDFo>a—F (Download Log) ] :
[ X% | 0S Ty AN ER— I N E T
i n—kTxET,

[Northbound API] : [Swagger] Ul (28 L
¥ 7, Nexus Dashboard Data Broker ® REST
APl DFFHIN TR SN E T,

[tyiar B4 LTk (Session

Timeout) 1: &ty a v XA LT U Mk

RETEET,

[Nexus Dashboard Data Broker [Z DU T
(About) 1: EJL FRoNN—T g U7 E|

Nexus Dashboard Data Broker Dl 2 37~ L

7

B5:[A—F— AT 74 (UserProfile) ] * =21— |RDA TS 3 B LFET,
IN—

+[&3 2% (Welcome) =—%— (Usar) ]:
GUI OBfED 2 —W —%F£ R L ET,

*[/XRT—FMDZEE (ChangePassword) ] :
INAY = REZBETEET,

«[BF 72 b (Logout) ]1: GUI B ZT
7 RTEET,

(2]

Syslog

Nexus Dashboard Data Broker h—/3— /X 7 = R ClL, B 7 % Syslog h—/\—|ZX(ET 5 &
91T logback.xml 7 7 A VAR TEET, v V7 EREIMEIIS L THRAZ A A TEET,
logback L7 7 A VDG FTIE. /ndb/configuration/logback.xml <9,

)

(G¥)  Nexus Dashboard Data Broker —/3N—% (T L T\ 5 A1E, 1ogback.xml 7 7 A WITE
HEMZT-HT, Y—"—2HEHL T,

Sample Syslog configuration:
Add below config with respective Syslog server IP address and port number in logback.xml

file.
<appender name="SYSLOG" class="ch.gos.logback.classic.net.SyslogAppender">
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Syslog .

<syslogHost>10.16.206.171</syslogHost>

<facility>LOCAL7</facility>

<port>514</port>

<suffixPattern>[%thread] %logger %msg</suffixPattern>
</appender>

Append "<appender-ref ref="SYSLOG" />" in root as shown below,
<root level="error">
<appender-ref ref="STDOUT" />
<appender-ref ref="SYSLOG" />
<appender-ref ref="ndb.log" />
</root>

T oI T L —REITI &, logback.xml 7 7 A IVINDO T OMEMAET I IbNNET, =2 b
71— % %1 L\ Nexus Dashboard Data Broker /83— g 27 v 77 L— K LIEBEAICIL., -Fi#h
THERZ MR L CTHEIT LT E &0,
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. Syslog
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=% =R

TLSSEBAZE. KeyStore S XU S X FX b
7 774ILDEE

ZOETIH, TLSFEHEE T A MARNT 77 A NVEERT B72OOMHFEHR EFNEIZOWVTHE
Eﬂ L\iﬁqo
U U —2A3.10.1 LI, Cisco Nexus Data Broker (NDB) /& Cisco Nexus Dashboard Data Broker (Z44
BINEFERINELL, 72770, GUUBXOAS VA =)L 73 L ZFEE XSS TR0, —
EEONDB DA LV AX AN D RF¥a A MFFEINL TV ET, NDB/ Nexus Data Broker/
Nexus Dashboard Data Broker & V9 o %, FAAICAHATRE/R D & L THWS L TWE T,

*NDB #—/3— & NDB A A v F DT NXAPI 2+ 2% TLS H B4 A ELERKT 5

(25 =—)
¢« NDB #—/3— & NDB Z A v F [ THD NXAPI D TLS V— R 3—F 4 ZFAEO AL (31
D)
¢ WebUIl 77 7 & NDB $— X—D T TLS H B4 FFHEL AT 25 (40 <—2)
« WebUI 77 ¥ & NDB #— "X—[]D TLS ¥ — R 3—F ( ZEAED AR (47 2—)

NDB #—/\— & NDB R A v FMDfEI T NXAPI Z2EHT %
TLS BECEZEAIAZZERT S

ZD¥®T T arTiE, NDBY—/3— L NDB A1 v FORITTLS H O BLAEHEL AT 2507
BIZOWTHBALET, TLSZAZNIT DL, AL v F T EICGERAEL X —2 kT 503
BHY FEFT, NDB AA v F & NDB — —fD TLS i@E CTlx, "— 43 DAL ZFEHLE
j‘o

NDB #—/3— & NDB A A v F D] T NXAPI 245 TLS H COZ4FiFHEL AT 51T
X, ROFINEEFEITLET,

s HOEBAFFHE L F—04grk (26 2—)
o TLS TrustStore 7 7 A L DERL (29 ~=—)

« TLS Z{# /i L7~ NDB OBtE (29 ~=—)
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B cczzamzsr—osm

« Nexus Dashboard Data Broker C? TLS KeyStore & TrustStore /XA U — RO (30 ~2—
V)

\}

GE)  TLS A L7 T, A—FR0 MM L THETLIL )ICay he—F—%2Mkd 5 2
LT Eth,

BeERAMAZT EF—DEMK

ATy I
ATvT2

Ok va TR, HOEBLAHREL F—F2 4T 5 HFECOWTHALEI,

1R BHHIIZ

AA Y FIZRAAL CADPRER SN CTND Z L&D H 72, ipdomain-name 2~ > R4
LT, NDBAA v F LT, Z2EMi A A 4 (FQDN) MHERET 52 L 2B LEd, &K
2Bl Z R LET,

conf t

ip domain-name cisco.com
hostname N9k-117

end

A A @ FQDN (% N9K-117.cisco.com |Z7% € S TWE T,

F—icn s A v LET,
opensslreq =~ RZfEH L C, Ex—& B OBAEIFEL AR LET,

1 -

docker@docker-virtual-machine:~/TLS$ openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out
swl-ca.pem -outform PEM -keyout swl-ca.key

Generating a 2048 bit RSA private key
R

writing new private key to 'swl-ca.key'

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA
Locality Name (eg, city) []:SJ
Organization Name (eg, company) [Internet Widgits Pty Ltd]:cisco
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ATv73
ATv74

ATy TH

ATvT6

ATy 17

CEET T TE T |

Organizational Unit Name (eg, section) []:insbu
Common Name (e.g. server FQDN or YOUR name) []:NO9K-117.cisco.com
Email Address []:myname@cisco.com

GE) BEOAAL vFRHDIBE. HEAA v FIH L GEHEZ 7 AV EMBEX—2 4k LET,

Zoawr RNiE, GEFAET 7 4L (swl-capem) L OFE X — (swl-cakey) ZAERKL ET,
NDB A1 v FiZmn 7 A LET,

AEFAE T 7 A )L swl-capem & ¥ — 7 7 A L swl-cakey & AA v T2 —LEJ, copy 2~ R&fl
)EH L\iﬁ—o

fi
N9K-117# copy scp://docker@l0.16.206.250/home/docker/Mallik/TLS CA june 23/swl-ca.pem bootflash:
Enter vrf (If no input, current vrf 'default' is considered) : management
docker@10.16.206.250"'s password:
server.cer

100% 4676

4.6KB/s 00:00

Copy complete, now saving to disk (please wait)...

N9K-117# copy scp://docker@l0.16.206.250/home/docker/Mallik/TLS_CA_ june_23/swl-ca.key bootflash:
Enter vrf (If no input, current vrf 'default' is considered) : management

docker@10.16.206.250's password:
cert.key

100%
Copy complete, now saving to disk (please wait)...

(B) HEOAA v TFaBRLO5E, TXTOAL v FICHLTIOFIEZ#HEY IZL £,

ALy FUICFERET 7 A )L swl-capem & ¥ —7 7 A /L swl-cakey &% LT, nxapi =2~ R&ffH
LET,
fi

N9K-117 (config)# nxapi certificate httpskey keyfile bootflash:swl-ca.key

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#
N9K-117 (config)# nxapi certificate httpscrt certfile bootflash:swl-ca.pem

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

GE)  HEOAA v TFRHLGEIE. BAA v FITKIST DIEHEF L WE T — 2l L4,

nxapi certificate =~ > FZEH L T, A1 v FOACELEHEL AN LET,
{5

NO9K-117 (config)# nxapi certificate enable
N9K-117 (config)#

G¥) AA v FTHUEBAERELZAENIT DX T —PELRNI 2R LET,

P—riza s LET,
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ATvT8

ATvT9

ATy 710

ATy

ATy 12

copy 2~ R&EFEHA LT, swl-cakey B8 Wswl-capem 7 7 A /L& a2t — L, PEMERIIEHL T,
il -

cp swl-ca.key swl-ndb-privatekey.pem
cp swl-ca.pem swl-ndb-cert.pem

cat A~ REFH LT, B —LiFHEY 7 A L2 EKE L4,
1 -

docker@docker-virtual-machine:~/TLS$ cat swl-ndb-privatekey.pem swl-ndb-cert.pem > swl-ndb.pem

openssl =~ RZFEH LT, pem 77 A V% pl2 77 A NVIERICEBR L ET, SAT— RN THREIN
72 pI2REAZE T 7 A VEAENT 2 KO IR A v —URERRINTEDH, T AR—F RAT— &2 A
jjl_/iﬁ—o

1

docker@docker-virtual-machine:~/TLS$Sopenssl pkcsl2 -export -out swl-ndb.pl2 -in swl-ndb.pem
Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step
(ciscol23)

keytool =~ > RZfEH LT, swl-ndb.pl2 Z/ AU — N{R# I 417z Java ¥ — A b7 (tIsKeyStore) 7 7
ANWVICEBRLET, A1 A=A ENTWDbjavaT 4 L7 U D jre/bin ZHEH L E T,

1

docker@docker-virtual-machine:~/TLS$ ./ (relativePath)/keytool -importkeystore -srckeystore
swl-ndb.pl2 -srcstoretype pkcsl2 -destkeystore tlsKeyStore -deststoretype jks

Enter Destination Keystore password:ciscol23

Re-enter new password:ciscol23

Enter source keystore password:ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 enteries successfully imported, 0 enteries failed or cancelled.

GE)  T74NVETHE, 1] 0O Ag U T AREHDAA > F O tsKeyStore [IZPRFF S 4L E T, NDB
Ay b= PEBDAAL v FEEHL T L581E, TXTORAL v FIZH L TIOFIEZ
BOIRLET, 2BBOAL v FZ2BMNTHE, 2—=T 4 VT 4IRS THRIDAL v F DA
VT AU ELETCELIOITRVET, 2FHDAAL v TF DA VT AL EZETTHZ LHTE
F9, UTIORTHIZSRLTIZI0,

keytool -importkeystore -srckeystore sw2-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype Jjks
keytool -importkeystore -srckeystore sw3-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype Jjks

keytool =~ > RZfEf LT, javatlsKeyStore D227 V% U A ML THRIEL £,
il -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsKeyStore | more
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TLS TrustStore 7 7 A JLOERL .

RDZRY
WD F A7 TLSTrustStore 7 7 A /L OVERRIC L F T,

TLS TrustStore 7 7 4 JLD1ERK

TrustStore | L, 1 2LL EDAA » FITk L CTAEKR SN B BAGEHENOERESNEST, 20
TZrANMIa b —FHNO 1 DL EDAL v FOFEAEELRFLET, 2Ok 73T
T, BOBAGEELE X —04gpktE 7 v a U CIER L7 B OB A E %2 ] L T TrustStore
EAERRT 2 HEICOWTHB LET, ar ba—J I8 BOAL v TF RS L5E, AL VT
WIEBEBIDOFEREZ 7 AV’ H Y £3 (72 & 21X, swl-ndb-cert.pem, sw2-ndb-cert.pem) .

ATV =Nz s 4 LET,

RATw T2 keytool 2~ REMH LT, GEAEY 74V (7z& 21X, swl-ndb-certpem) % JavaTrustStore (tlsTrustStore)
T ANMIEBR L ET, /XA T — RCHGE I L7 Java TrustStore  (tlsTrustStore) 7 7 A /L ZVERNT 572 91C
NAT—=RERDOLNTEH, ANLET, NAT—=RE6 LFLEICTHMENRSY £7, javaT 1 L7
MUNZA VA R—=L STV D jrebin ZfEH L E T,

1 -

docker@docker-virtual-machine:~/TLS$ ./ (relativePath) /keytool -import -alias swl -file swl-ndb-cert.pem
-keystore tlsTrustStore -storetype jks

Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step (ciscol23)

GE¥) NDBzZv hua—I 0O AAL vFZERLTWVWAERIL, T_XTDOAAL v FIZH L TZOFIE
ZEDIEL T, TR_RTDOAAL vF F—%[F U TrustStore IZBM L F4, wIZHZRLET,

docker@docker-virtual-machine:~/TLS$ keytool -import -alias sw2 -file sw2-ndb-cert.pem
-keystore tlsTrustStore

docker@docker-virtual-machine:~/TLS$ keytool -import -alias sw3 -file sw3-ndb-cert.pem
-keystore tlsTrustStore

// Here sw2 and sw3 are alias for switch 2 and switch 3 for identification purpose.

AT w73 keytool =~ > K& LT, [[U tlsTrustStore NOEED A A v F DX —% —EFE R L CHERLET,
i -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsTrustStore | more

TLS Z{£ A L 1= NDB D 1A

TLS #{#f L C NDB % B4 512i%, ROFNEEZFEITLET,

ATvF1 NDB ¥ —_—lcua s L%7,
Z2F7v 72 runndbsh =<2 RZFEHA LT, NDB7 7 U r—3araiElLET (ETH08E) .
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. Nexus Dashboard Data Broker T TLS KeyStore & TrustStore /X2 7 — K D&

ATy T3

ATy T4

1 :

./runndb.sh -stop
Controller with PID: 17426 -- Stopped!

YERk L 7= tlsKeystore 35 & U tlsTruststore 77 7 1 /L% NDB O 7 + /L4 (ndb/configuration) (=& — L F
j—O

1 -

cp tlskeystore /root/ndb/configuration
cp tlsTrustStore /root/ndb/configuration

runndb.sh 227V 7 " &AL T, TLS TNDB 7 XU A A — 3 VBB L £,
1 -

./runndb.sh -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore ./configuration/tlsTrustStore

&1

T 7 x N hO—H—4 (admin) &T 7 4/ NSO SRZAT— R (72 & 21X, pwdl23) TNDB % EZ#)7

AT

./runndb.sh -osgiPasswordSync -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore

./configuration/tlsTrustStore

If ndb password is changed, 0SGi webconsole password needs to be changed.

To set non-default 0SGi webconsole password, enter ndb Admin Password [default]:
(Type the non-default password which was set)

GE¥)  TLS Z#EZN24 512i%. Jrunndb.sh-notls =~ R&3F{T L £9, TLS Z#%hZ L C NDB % Bith
9 2%12iE. Jrunndb.sh -notls -start =~ > K& FEITLE9, TLS 2T HR1IC, ¥F NDB %=
EIE LT &V, TLS Z Nz L7z, NDBH — \— |8 S TN DT A ADHR— &5
ZROIAERTHLENRDHY £,

Nexus Dashboard Data Broker T ® TLS KeyStore & TrustStore /A X T — F

DIERL

ATy T
ATvT2

Nexus Dashboard Data Broker 7332 U — R C{g## S #1172 TLS KeyStore & TrustStore 7 7 A /b
AR5 X 912 HI2iE, TLS KeyStore & TrustStore D/NA Y — R AT 2 M ER N H D
%9, Nexus Dashboard Data Broker ¢ TLS KeyStore & TrustStore /N A U — K &AL 95 121,
ROFNEEFEITLET,

Nexus Dashboard Data Broker %-—/X—iZ2a 714 > L£9,
binT 4 L7 FUIZBEILET,

1 :

cd ndb/bin
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NDB +—/<—& NDB 2 1 » FRITD NXAPI Fi0D TLS +— K /i—7 < sz ]

A7 v 73 ndb config-keystore-passwords ==~ > FZf#i[fi L T, TLS KeyStore & TrustStore /3 A U — K&k L £
D

1 -

./ndb config-keystore-passwords --user admin --password admin --url https://ip-address localhost:8443
--verbose --prompt --keystore-password keystore password --truststore-password truststore password

Nexus Dashboard Data Broker 75 AAA (Tacacs/LDAP/Radius) THEESH TRV, Loz~ RTndb
config-keystore-passwords 7382 L. 401 unauthorized =7 — RN E R S 72854 ¢

1. ndb E72lEsxnc T 4 L7 NUICEBEILET,
2. ./runndb.sh -stop Z{#fH L TC. Nexus Dashboard Data Broker % —/S—Z{=1- L ¥,

3. 77 7 enable.localUser.Authentication % false 225 true (:/TRE LT, ﬁ&‘jﬂi [/35"9,*0 D7 T 7%
Nexus Dashboard Data Broker @ config.ini 7 7 1 /LIZH V £,

4. . /runndb.sh -start ZffH LT, Nexus Dashboard Data Broker " —/N—% &) L £ 7,
5. ndb config-keystore-passwords =~ > R Z HEEIT L £7,

G¥) HA B Cli. 7 7 A Z N T T D Nexus Dashboard Data Broker ¥-—/3—{Zx} L T Fi2DF
% FZITTHHLERH Y 9,

Nexus Dashboard Data Broker © TLS Z %527 % & . Nexus Dashboard Data Broker #—/3— & Nexus Dashboard
Data Broker A A v FOFT X CTOEHNAR— b 443 ZH L TSN ET, A— 443 Z2EHT25 L9
IZ Nexus Dashboard Data Broker (D7 /N A A5 A28 LT L 72 &0,

INHDOFIRAZEFICTETTHE, A— M43 ZHEHLTar br—F (T Nexus A1 v FEBMTEET,
A A »F @ FQDN Zfifl L C. T /31 A% Nexus Dashboard Data Broker = > b @ —Z (2B L £9°,

A A+ F @ WebUI Sandbox ZfF ] L CAERIEFERE MR TETET,

NDB H-—/\— & NDB X £ v F[8 T NXAPI A TLS H—
K/N\—T 4 SEBAEDAERL

Ok a Tt NDBY—/8— L NDB A A v F DM TTLS ¥— K/3—F ¢ ZFHEZ A K
TAHFEZOWTHPALET, Xy hT—THNDOAA v F Z L IEBIOFEAE L X — 2 FRk4
HMENRHY F£9, NDBH—/3—L NDB A1 v FDOREITTLS BEIL. &— b 443 DA% H
L/\i‘é—o

NDB #—/3—& NDB A A v F D] T NXAPL D TLS ¥— K N—F ¢ ZEAEL A4 51
T, WOFNEEFEITLET,

« FRAER & A 2 S 5

eNDB 2> hE—FDTLS F—A KT L NI A KRR KNT 77 A LOER
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B =ieroamzemeys

« TLS #ffi i L 7= NDB DBk

* Nexus Dashboard Data Broker "C® TLS KeyStore & TrustStore /XA 7 — R DAL,

\)

GE) WAHFDOEZ L arOFT_RTCOFIELFETLT, 2 ha—F L 2 A v IO TLS TOE
fENEFIATOND LI LET,

LR LI ZMT 5

ATy T
ATv T2

2 ODOHFIETERAER (CA) MOHIEAELZRGE TE E£9, MEX— LiEHEOMm S IZx LT CA
WCHEEET 7 —F 352 N TEET, CAIL, FBITIL CA DBEALANFINTAMXY—%2 5T
FAFAEAZAR L, FHEE b THES—%2 LK L £,

H 91 OOT7 7 a—F Tk, openssl’2EDY — LV EFEH L THEXF—24K L7229 2T, fEH
ERITHEI~DREEB A Zk (CSR) #4AEK L ET, CAX, CSRDO=—HW—IDIFH % F ]
L. ABF—%6MH L CGEHEA AR L £7,

388 BRI
AA v FOFEEESM KA A 4 (FQDN) & U THRET 54 NDB A A » FIZxt LT ip

domain-name =~ > R&EEA LT, A v FIZCRAS VARBRESINTWHWDZ L 2R LE
T, Wizl ERLET,

conf t

ip domain-name cisco.com
hostname N9k-117

end

A A T FQDN E N9K-117.cisco.com [T E I N TV ET,

P—NiZm s A LET,
openssl 2~ RZEMEHA LT, FEx— (certkey) EiEHIEZAER (certreq) AL ET,
fil

docker@docker-virtual-machine:~/Mallik/TLS CAS openssl req -newkey rsa:2048 -sha256 -keyout cert.key
-keyform PEM -out cert.req -outform PEM

Generating a 2048 bit RSA private key

............... +++

.................... +++

writing new private key to 'cert.key'

Enter PEM pass phrase: [J ciscol23
Verifying - Enter PEM pass phrase: [J ciscol23

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
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ATvT3

RTv74

ATy TH

paps oiEnEsnETs

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA
Locality Name (eg, city) [Newbury]:SJ

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu
Common Name (eg, your name or your server's hostname) []:N9K-117.cisco.com
Email Address []:myname@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []: [] ciscol23

An optional company name []:[] ciscol23

docker@docker-virtual-machine: # 1s
cert.key cert.req

openssl @~ R&fiH LT CSR ZfER L £ 7,
i

docker@docker-virtual-machine:~/Mallik/TLS CAS openssl req -noout -text -in cert.req

MEXF—1T, BEX2 VT4 "AT VU= L CTERINET, EX—OR S b2 MRS 2 02N
ELD0E LIVERE A, EHRNL N7 L—X%HIBRT 5121, openssl 2~ > REEHLET,

f5i

docker@docker-virtual-machine:~/Mk/TLS CAS ls

cert.key cert.req

docker@docker-virtual-machine:~/Mk/TLS CAScp cert.key cert.keybkp

docker@docker-virtual-machine:~/Mk/TLS CAS rm cert.key
docker@docker-virtual-machine:~/Mk/TLS CAS openssl rsa -in cert.keybkp -out cert.key

Enter pass phrase for cert.keybkp: ciscol23

() ZOFEZBHEVIRLT, TXTDOAL v FOMEHRNO/SAT L—X2HIFRLET,

GE) BRI 2 CA DBEEICE U T, 4 CSRIZK L TR 3 MDRERE GEAES =—>) ZHST
EET, ZOZLIE. NDBAA v F T EIZ, CADD 3HDOFEE (root, HfH, RAAY) &
BT EE2ERLET, &4 A 7T OMAEZHNNT DL, CAL ﬁﬁn T HMERDH Y F
9, AEAEOMABRNL, RBEMEE Z L ICR 2580850 £7, 72L& 13, test-root-ca-2048.cer
(Jb— 1) . test-ssl-ca.cer (Hff]) . NO9K-117.cisco.com.cer (KA A 2) DX 720 £,

FRHEIIZEAEDOESE,. PEM 7 7 A AR THE SN E T,
certreq” 7 A NDT —H L, Y— FX—7F ¢ OB AT 2 0E R H Y £5, BETS
FNEIZHE- T, 38D GEAE) 77 A VERELET,

cat 2~ REMH LT, 3BDFEHET7 7 A A5 1 BOGEHEY 7 A LV EER L 9, Z OEfsx,
R A A FEE, root AEAAE, HRHFEHEDIEE TITHONE T, cat 2~ FOMILIE, cat domain
certificateroot certificateintermediate certificate > server.cer ® X 51272 V) £9-,

1

Scat N9K-117.cisco.com.cer test-root-ca-2048.cer test-ssl-ca.cer > server.cer
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REERMN GAIAEEMISTT S

L < BB L7z server.cer 7 7 A V& #mEE L C, 5 S/ ENDAT & BEGINfT2 0Bt L =T, 77 A /b
MOMBHIBRLARNTL &V,

1

GE) COFEETRTCOAAL v F THROIKELET,

NDB 2 A v Ficu A LET,

copy 2~ K& LT, MEX— (certkey) EiEIE% CA (servercer) NHAA v FIZab —L &
j—o

1

NO9K-117# copy scp://docker@10.16.206.250/home/docker/Mallik/TLS CA june 23/server.cer bootflash:
Enter vrf (If no input, current vrf 'default' is considered): management
docker@10.16.206.250"'s password:
server.cer
100% 4676 4.6KB/s 00:00
Copy complete, now saving to disk (please wait)...

N9K-117# copy scp://docker@10.16.206.250/home/docker/Mallik/TLS CA june 23/cert.key bootflash:
Enter vrf (If no input, current vrf 'default' is considered): management
docker@10.16.206.250's password:
cert.key

100%
Copy complete, now saving to disk (please wait)...

GE) ITRTOAAL v FIZH L TCZOFEAEEY KL £,

AA v FTHEAET 7 A )L swl-capem & ¥ —7 7 A L swl-cakey 4K L £9, nxapi =2~ R&fiH
L\ij—o

fl -
N9K-117 (config)# nxapi certificate httpskey keyfile bootflash:cert.key
Upload done. Please enable. Note cert and key must match.

N9K-117 (config)#
N9K-117 (config)# nxapi certificate httpscrt certfile bootflash:server.cer

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

GE)  BEROAAL v TFRHLLEIT. FAA v F THIST DFEAE L WE X — MR L £ 7,

nxapi certificate =~ FZEH L T, A4 v TFOACELEHEL AL ET,
fi

N9K-117 (config)# nxapi certificate enable
N9K-117 (config)#
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NDB O >

&

ATy T2

ATvT3

NDBo Y hO—5OTS ¥—X k7 & r5R R L7 71 Lot [

GE) AA v TFTHCLEBAUEHELZANIT L LT —BELRN I EE2MHRELET,

FAO—SDTISF—RXR T EFSRAMR M7 774 ILDIERL

NDB /FFEE L F—2 M L T, A v FHOBELREL T, F—LiEHFTF—A b

TICHESNET, ZIHD 7 7 A /LiX, NDB IZ tlsTruststore 35 & O tisKeystore 7 7 1 /L & L
THRAFSNET, NDB 2> b1 —F @ Java tisKeyStore 35 & O tlsTrustStore 7 7 A /L& [T

DI2iE, ROFNEEZETLET,

TLS T 4 V7 U EMER L, ZHUCBEIL £,
1

mkdir -p TLS
cd TLS

mypersonalca ® FiZ3DDF 4 L7 U L 2ODRIEE D7 7 A VEMER L £,
fi

mkdir -p mypersonalca/certs
mkdir -p mypersonalca/private
mkdir -p mypersonalca/crl

echo "01" > mypersonalca/serial
touch mypersonalca/index.txt

o< REMHA LT, NDBIZER SN TWAE AL v T D TLS EX—Li8GER (CA) 77 A V&/E
RLUET,

openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out mypersonalca/certs/swl-ca.pem -outform PEM
-keyout mypersonalca/private/swl-ca.key =~ > R &[] L T, NDB (ZH6t S 724 A A~ F D TLS #E
F—LEBRER (CA) 77 A NVEAKLET,

ZOFMEIZLY ., 2048 By FDOF—RD PEM JERAD TLS i F—& CA 7 7 A /L

(mypersonalca/certs/swl-ca.pem, mypersonalca/private/swl-cakey) Z23VERINET, HEEDOAL v TFRH

DY, TNHDAA v FOCSR ZEKT 2 & SRS NI IEMREEZ B LT, 3 XTORA v
FNZHkF LT swl-ca.pem B L N swl-cakey 7 7 A VEIER T HLE R H YD F97,

GE)  FRAERNS OFFHEZEORSE 7 > a > Teertkey £ T 5 & S ITHELZOER U AN ZHEH
LET, ANCAR—EDRSHDHE, LI —DERINDZ EIZRY T,
i) :

docker@docker-virtual-machine:~/TLS$ openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out
mypersonalca/certs/swl-ca.pem -outform PEM -keyout mypersonalca/private/swl-ca.key
Generating a 2048 bit RSA private key

Lot

writing new private key to 'mypersonalca/private/swl-ca.key'
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B nsoro—sSonsF—2rFERSRER LT TFALOHER

ATy T4

ATy TH

ATvT6

ATvIT1

ATvT8

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []1:SJ

Organization Name (eg, company) [Internet Widgits Pty Ltd]:cisco
Organizational Unit Name (eg, section) []:insbu

Common Name (e.g. server FQDN or YOUR name) []:N9K-117.cisco.com
Email Address []:myname@cisco.com

[FERESRI D & OREHEOTS ) &7 v a » TIERL L7 certkey & servercer 7 L' k7 4 L7 R U (TLS)
iZabv—Lxd, H-OAS v FHOERAELX— 77 A LERIRLET, ZhOHDT77AWE, 3
e —Z 28T 5T X TOAAL » Tk L CURNZAER SN2 b DO TY, BIED A A » F O server.cer
& ocertkey L C, TLS ¥ —A T 77 A VEIERLET,

FRRESRI D DREHEOEFE 7 3 » TIE L7z certkey & servercer ZHIAEDT + L7 U (TLS) (2
ab—LET, B vy FHOMHEHELX— 77 A VEZRIRLET, ZNHDOT 7 AL, =2 b
10— T AT X TDAAL v FITKk L TURNZAER SN b DO TY, BIEDAA » F D server.cer &
certkey i L C, TLS ¥ —A T 77 AV E/ER L £,

BEDAAL » FREFREINLTODHEE, FAA v Tk LTREBICZOFIREZ D IR L ET,
copy 2~ R&EFEH LT, servercer 3L WNceertkey 7 7 A /L& a2t — L, PEMBRUICEH L F7,
f

cp cert.key swl-ndb-privatekey.pem
cp server.cer swl-ndb-cert.pem

cat 2~ RZEMEAH LT, % — (swl-ndb-privatekey.pem) &FFIHE” 7 A /L (swl-ndb-cert.pem) % H
—® PEM 7 7 A MR L E T,

1

cat swl-ndb-privatekey.pem swl-ndb-cert.pem > swl-ndb.pem

openssl =~ R&MH LT, PEM 7 7 A V% PRRIENICEMR L £, FrA v -V NERINEZD
T AR—= I RAT =R AN LET, "AT= N3P R E b6 LFNEENRTNERY EEA,
i : ciscol23 swl-ndb.pem 7 7 A /Ui, /XA T — R TR I 4L72 swl-ndb.pl2 7 7 A MBI LE T,

1

docker@docker-virtual-machine:~/TLSSopenssl pkcsl2 -export -out swl-ndb.pl2 -in swl-ndb.pem
Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step
(ciscol23)

keytool =~ > RZfEH LT, swl-ndb.pl2 Z/ AU — N I 417z Java ¥ — A b7 (tlsKeyStore) 7 7
AVIZEH L ET, Zoa~vy N, swl-ndb.pl2 7 7 A V& /3AT — R TR L7z tlsKeyStore 7 7 A
JTZEH L £,
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ATvT9

ATv 710

NDBo Y hO—SOTS¥—X k7 & ~52 R L7 771 Lok [

1

docker@docker-virtual-machine:~/TLS$ keytool -importkeystore -srckeystore swl-ndb.pl2 -srcstoretype
pkcsl2 -destkeystore tlsKeyStore -deststoretype Jjks
Enter Destination Keystore password:ciscol23

GB)  TI7ANETHE, T EWILARIOZA VT ABREHIDAA > FITk L TERE S, tlsKeyStore
IZRFENET, NDBa Y ha—I W EEOAL v FE2EH L TWDLEAIE, T XTOAAL »
FIHLTZOFIRELHVIELET, 2FEHOAS v F2BMTLHE &I, 2—T 10 VT 1%
FEHLTERIIDAL vy TFOTA VT ADOL4REERTEET, HILWAAS vy FOZA YT AD
AEEERT L2007 ya=r 7 bighiEnnEd, e xiX T2 L TIEEN,

keytool -importkeystore -srckeystore sw2-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype Jjks
keytool -importkeystore -srckeystore sw3-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype Jjks

keytool =~ > RZ{#H LT, javatlsKeyStore D27 > % U A MR L THRGEL £7,
i) :

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsKeyStore | more

keytool =< > RZ&MA LT, fEBHET 7 1 /L (swl-ndb-cert.pem) % Java TrustStore (tlsTrustStore) 7 7
ANVCEWR L ET, /SAT— R T# S 7= Java TrustStore  (tlsTrustStore) 7 7 A V& AERR T 5 721X
2T — RERDOLNTZSH, ANLET, N2AT— RIE6 LFLEICTAMERH Y 7,

1 -

docker@docker-virtual-machine:~/TLS$ keytool -import -alias swl -file swl-ndb-cert.pem -keystore
tlsTrustStore -storetype jks

Enter keystore password: ciscol23

Re-enter new password: ciscol23

Owner: EMAILADDRESS=myname@cisco.com, CN=localhost, OU=insbu, O=cisco, L=SJ, ST=CA, C=US
Issuer: EMAILADDRESS=myname@cisco.com, CN=localhost, OU=insbu, O=cisco, L=SJ, ST=CA, C=US
Serial number: c557f668a0dd2cab

Valid from: Thu Jun 15 05:43:48 IST 2017 until: Sun Jun 13 05:43:48 IST 2027

Certificate fingerprints:

MD5: C2:7B:9E:26:31:7A:74:25:55:DF:A7:91:C9:5D:20:A3

SHAl: 3C:DF:66:96:72:12:CE:81:DB:AB:58:30:60:E7:CC:04:4D:DF:6D:B2

SHA256:
DD:FB:3D:71:B4:B8:9E:CE:97:A3:E4:2D:D3:B6:90:CD:76:A8:5F:84:77:78:BE:49:6C:04:01:84:62:2C:2F:EB
Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: 0D B3 CF 81 66 4A 33 4E EF 86 7E 26 C3 50 9B 73 ....fJ3N...&.P.s
0010: 38 EF DF 40 8..(@

]

]

#2: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647

1
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#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: OD B3 CF 81 66 4A 33 4E EF 86 7E 26 C3 50 9B 73 ....fJ3N...&.P.s
0010: 38 EF DF 40 8..@

]

]

Trust this certificate? [no]: yes
Certificate was added to keystore

G¥) NDBzaY ha—I0EEDOAAL v FEEHL TWAHBEAIE. TRXTOARL v FIZKLTZOF
EZ#V KL T, T _XTDAAL vF F—%[E U TrustStore (B L F4, KICHIZRLET,

keytool -import -alias sw2 -file sw2-ndb-cert.pem -keystore tlsTrustStore
keytool -import -alias sw3 -file sw3-ndb-cert.pem -keystore tlsTrustStore

keytool =~ > R&MEH LT, [ U tlsTrustStore NOEED A A v FOF—% —EFRR L THERLET,
I

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsTrustStore | more

TLS Z{# /A L - NDB DA

&
ATy T2

ATvT3

ATy T4

TLS #{#f L C NDB % B4 512i%, ROFIEEZFEITLET,

NDB H— R —icu /A4 v LET,

runndbsh =~ > RZEH LT, NDB7 U r—a raEIELET GEATHOHRE)
11 -

./runndb.sh -stop
Controller with PID: 17426 -- Stopped!

YERK L 7= tisKeystore 33 K O tlsTruststore 7 7 4 /L& NDB DAL 7 4 /L4 (ndb/configuration) (2= E— L %
R

51

cp tlskeystore /root/ndb/configuration
cp tlsTrustStore /root/ndb/configuration

runndbsh 27 ) 7+ &AL T, TLS CTNDB 77U —3 3 U EZBRBLE T,
B -

./runndb.sh -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore ./configuration/tlsTrustStore
il -

F7 4N FOa—Y—4 (admin) &F 7 4V MO AZT— R (72 & 21T, pwdl23) TNDB % iE#EI7
AT

./runndb.sh -osgiPasswordSync -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore
./configuration/tlsTrustStore
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Nexus Dashboard Data Broker T @ TLS KeyStore & TrustStore /XX 7 — K D1ERL .

If ndb password is changed, 0OSGi webconsole password needs to be changed.
To set non-default 0SGi webconsole password, enter ndb Admin Password [default]:
(Type the non-default password which was set)

GE¥)  TLS 24§ 512iE, Jrunndb.sh-notls =~ > &2 31T L %9, TLS % 452 L C NDB %[44
F5IZi%, Jrunndb.sh -notls -start =~ > K& %47 L £7, TLS 22§ HH(IC, 7 NDB %
EIELTLZEW, TLS Z BN L2, NDB Y — = |ZHE SN TWDHTNA ADR— F &5
%80 ICAETHLENLY £,

Nexus Dashboard Data Broker T ® TLS KeyStore & TrustStore /A X T — F
DIERK

Nexus Dashboard Data Broker 733 A U — R Cfg## S #1172 TLS KeyStore & TrustStore 7 7 A /b
ZatA B D X 912§ 5I2id, TLS KeyStore & TrustStore D/NA T — R4 T 2 M ERH D
F 9, Nexus Dashboard Data Broker C TLS KeyStore & TrustStore (/XA U — K &4 25 121%,
ROFINAEFITLET,

AT v 71 Nexus Dashboard Data Broker $—/3N—{c a2 7' L E T,
ATV T2 binT 4 L7 FUICBEILET,

&1

cd ndb/bin

A7 v 73 ndb config-keystore-passwords ==~ > FZf#f] LT, TLS KeyStore & TrustStore /XA U — K&k L &
R

&1

./ndb config-keystore-passwords --user admin --password admin --url https://ip-address localhost:8443
--verbose --prompt --keystore-password keystore password --truststore-password truststore password

Nexus Dashboard Data Broker 78 AAA (Tacacs/LDAP/Radius) THAKINTERY, Loz~ FTndb
config-keystore-passwords 7324 L, 401 unauthorized = 7 — A ER S NT-56

1. ndo FldxneT 4 L7 MU IZEBEILET,
2. ./runndb.sh -stop Z{# 1 L T. Nexus Dashboard Data Broker V-—/ 3 — & {51 L ¥ 7,

3. 77 7" enable.LocalUser.Authentication % false 225 true QZ/ZJQE LT, ﬁ;ﬁﬂl Lijﬂo D77 70X
Nexus Dashboard Data Broker @ config.ini 7 7 1 WIiZH V) £,

4. ./runndb.sh -start Z{#H L C. Nexus Dashboard Data Broker ¥—/SN—Z &) L ¥4,

5. ndb config-keystore-passwords =~ > R & HEFEITL £,

G¥) HA B Cli. 7 7 A ZNDOT T D Nexus Dashboard Data Broker ¥-—/3—{1Zxf L T Fi2DF
&% EfTTAMLERDHY 7,
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B webui 55545 L NDB 4 — " —DRIT TS EEBRAHEEERT 5

Nexus Dashboard Data Broker C TLS Z A %529 % & . Nexus Dashboard Data Broker -—/X— & Nexus Dashboard

Data Broker A A v FRIOT X CTOEHNAR— b 443 ZH L TSN E T, A— 443 ZEHT 5 L9
|Z Nexus Dashboard Data Broker D7 /N AHEGE A28 L TL 72 &0,

INOOFIRLIEFIZTETTHE, A= M3 EZEHLTar hr—J(ZNexus A v FZBMTE ET,
AA wF @ FQDN % il LT, 7 /34 A% Nexus Dashboard Data Broker = > b 27— Z (B L £7,

A A F @ WebUI Sandbox Zf#i i L CFERHEIE R AR TE £9,

WebUl 7595 & NDBH—/N\—DEITTLS B2 E4EIHA
EXERT S

HOBAGEAELZHEHL T, EPE— RTHEITSNTND Web 7 7 U & NDB #— S—[HD
WEAHRECTEET, 2087 v a v TlE, WebUl 77 U ENDB T 7V r— a UHDiE
BERETHODOHECELMHEL AR T 2 HEICOWTHHLES, 774/ Tl
Cisco NDB %, ¥{74E2° Cisco NDB, #1775t CiscoNDB T, 7 7 4 /V N OHHMEEFFOT
TV b OFEAEE &I S IVE T, BT AL D TFIZH 5 generateWebU Icertificate.sh
27 V7 ML T, BOBEAEHFELER TE £9, CiscoNDB V U —Z35LLEIOSA
ZHEOFEAEIX 6 2H AL T, CiscoNDB U U —2 3.6 LUKk, FERAEDT 7 4L kDA
T 6 22 H T, AEAEO AWM ZRETE LRV £ LT,

\}

G¥) NDB ®HCE4 TLS iFAEL, £ {bE— R TORER T £,

* WebUI 7' Z v L b — R CTEITINTVWAH NDB ¥ — 3—D[ T TLS BH .54 7EH
EBLART S

WebUl 75 OH EEFRIFIETEITINTLVS NDB H—/A—DHET
TLS BECELAZEZAE/NT S

WDOTFNEZEFEIT LT, WebUl 77 U LEEFE— R THEITIH TV D NDB H— 3—0D[ T
TLS BB 4AiEAEEZAR L ET,

ATY 1 NDBY—R—iza /4L, L k5412 bVU % \ndb\configuration [ZZH L £,
1

[rOOt@RHEL-VM-NDB-ACI]# cd \ndb\configuration

AT w72 generateWebUlIcertificate.sh 227 U 7 & LT, TLS A B4REHEL AR L ET,
{5
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WebUl 75 9+ & EhRBETET SN TL\H NDB H—A—DRIT TS B ERTHEEEHT 5 [

[rOOt@RHEL-VM-NDB-ACI configuration]# ./generateWebUIcertificate.sh

KAKAKRKA KA A KA A I AR KA XA AR A A XA A XA A XA XK AKX

Entor Fully qualified domain name
KAAKRKA AR A AR A AN KA AN A AN KA AN A AN KA A XKk )k K

NDB-browserl] This can be FQDN of the NDB java application as well

KA AN KAA AR A AN A A AKXk AN Ak A XXX A X K* %k

Enter Organizational unit
R dR IR d b b b b b Sb db db g 2 b b b b Ib Sh Sh db g b b ¥

INSBU

Ak Ak Kk khkrh kA hkhkkhkxkhk*x*xk*k

Enter Organization
Rk IR IR A I I b b b b Sh Sb S g 2 b b b b g

Clsco
Ak Kk kA Ak Kk kA AR K kKK

Enter Location
ER I b b b b b b b b b b b b b 4

SJ

kA kkhkkkkhkkxkk*k

Enter State

*khkkkkhkkkkhkkxkk*k

CA

Ak ik hkkhkhkkxkhkhkkrxkk*kx*

Enter Country
R IR IR S I g b b b b Sb Ih Sh g 4

USA

ki kkhkhkkxhkhkkxkk*kx*

Enter keypass

Ak khkkhkhkkxkhkhkkkxkk*k*

ciscol23
KAk A KA KAk Ak Ak Ak kK*k*

Enter storepass
Ak Ak hkkhkhkrhkhkhkrkkxkk*x*x

ciscol23
KA AR AR AR A A A A A A IR AR AR A A A AR AR AR AR AR KA,k k%K

Enter the validity in number of days
R I I b b b I b I e Sh b b 2 S b S Sh b b 2b Ib b b Sh Sb b dh db b b dh ab b 3b 4

365 [0 in NDB 3.5 this script will let you to specify the certificate wvalidity.

Below process will rename the existing key file to <old keystore>, will generate
a new key file. Do you want to continue (y/n) ?

Yy

R IR R I S b I S b I Sh b Ih Sb I S Sb b Sb 2b I Sb b I Sb 2k 3 Sb 3b 3

Self-Signed Certificate Created
Ak Ak kA hkkhk Ak hkhkhk A hkkhkhkrkhkhkhrhkhkkrxkk*x*x*%
Alias name: cisco

Creation date: Jan 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
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B webui S5 oy L EpRBEETRITFSA TS NDB Y —\—ORIT IS BESAAREL LT

Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404be5
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F 0OF 45 BD EE 55 C5 A8 99 3B F6 F7 c¢...0.E..U...;..
0010: AC FA 4A 21 ..J!

]

]

R R b b b b b b b b b ab b b b b b 4 b b I b b b d b b b b b 4
Displayed the generated keystore
IR R b b b b b b b b b ab b b b b b b b b I b b b d b b b b b b g
LR i b b b b b I b b b ab b db b I b 4 b b b b ab b db b I b db b b b b b b I b db b g b db b b ab b I b ab b a4
Configured the keystore details on tomcat-server.xml
ER I I I b b b I I e b e b b I b I I S e b I b b I I I I I b b b b b I S e b b b b b db I I e b b b 4

hhkhhhkhkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhhkhkhhhhhhhkhhkhkhkhkhkkhkkhkkhkkhkhkhk kA Ak hkrhhhhhkhkhkhkhkhkhhhhhhhkhkhkkhkhkhkhkhhhhhhhhhhhhhhhkhkhkhkhkhkkhkkhkkkxx

The newly generated key will used on next NDB restart. Do you want to restart
NDB now (y/n) ?

hhkhhhhkhkkhkkhhkkhhkhkhkhkhkhkhkhkhkhkhhhhhhhhhkhkhkhkhkhkkhkkhkkhkhkhk kA Ak hkhhrh bk hhhhkhkhkhhhhhhhhkhkhkhkhkhkhkrrrhhhhhhhhhhkhkhkhkhkhkhkkhkkhkkkxx

y
Doesn't seem any Controller daemon is currently running

Running controller in background with PID: 13573, to connect to it please SSH
to this host on port 2400

NDB GUI can be accessed using below URL:

[https://10.16.206.160:8443]

[https://[£e80::250:56£ff:£e90:b764]:8443]

[https://10.16.206.159:8443]

[https://192.168.1.123:8443]

[https://[fe80::250:56ff:£fe90:9c79]:8443]

Ak kkhkrkkhkkk kK k*k

NDB Restarted
Ak Ak Kk k) k) kk*k%k

(G¥)  generateWebUlIcertificate.sh 27 U7 ~NE, NDB7 U —vara2fHr—RLT, 77 U7¥h
S5NDBlava7 7' U r—a AT 7B AL L X7 T U N OREAEOM M E AT 5 KD
WZLET,
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KeyStore BEU FS R MR M7 774 ILDEE
WebUl 75 9+ & EhRBETET SN TL\H NDB H—A—DRIT TS B ERTHEEEHT 5 [

keytool -list -v -keystore keystore_Name =~ > R&H LT, EfR SNt ELT 2 —NLET, Iro
T IBERINTEDL, ANT RNRAU—REANLET,

1 -

[root@RHEL-VM-NDB-ACI configuration]# keytool -list -v -keystore keystore
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: cisco
Creation date: Jul 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHALl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeylIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 LLJ!

]

]

R R R dh Ik 2 b kb b b b b b b b b b b b b b b b b b b b b kb b b 2k b b g

R R R Ik Ik b b b b b b b b b b b b b b b b b b b b b b b bk kb b b kb b b i

HOBLMWEIL, 770 e HEEDRWIKS B TERSNE T, Lo T, 77 v HFICiEE%
AV AR— T LRI, ZhbOREEEL PKCS12 BRUCEMRT 20N H Y £7°, JKS RO EZ
PKCSI12 AT T 5113, ROFIAZ (T L E T, keytool =1~ > FZHH LT, JKS B OGN H 4
PKCS12 FERUZZEH L £,

GE) BT HRICHLTITOEAEZED A —% L > TRBWTLEEW,
5 -

keytool -importkeystore -srckeystore keystore -srcstorepass ciscol23 -srckeypass ciscol23
-destkeystore keystore.pl2 -deststoretype PKCS12 -srcalias cisco -deststorepass ciscol23 -destkeypass
ciscol23

GE)  keytool =~ FOANIE, UIGEHEZAER LIZEEDOAN L —BTHLERH Y 7,

GE)  MRELTELNDERET 7141 (keystore.pl2) X PKSCI2 BT,
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B rxrorrmsemmLTc. A2HE— FTEFSN TS Web TS5 54 & NDB 4 —/\—RIT LS HEBAAREEEMT 5

ATy TS ZOMHEEZ T I UTOEEINTV— FEHEA N TIGEMLE9, GEHEZ(EEL— MEHER T
A2 R TITBINT 5 FECONTE. TNENDO Web 77 U DO~V TEHBRLTL &N,

FAILVREZEEALT, BAHARAHE— FTERITSA T SWeb
TS5 ENDBY—/N—RITTLS BECERIABAEEZLERT S

TAN v VBREEMEH LT, Web 77 U H LAIALE— FTEITSHN TS NDB ¥ —
N— L ORITTLS B CBAGEFL AL T 21T, WOFIEEFATLET,

ATvF1 guestshell 2~ REFEH LT AN v /WZHEREL £,
£

N9K-C93108TC-EX-108# guestshell
[admin@guestshell ~]$
[admin@guestshell ~]$

AT9FT2 hv kT 4127 hU % \ndb\configuration [CEE LET,
i -

[admin@guestshell ~]$ cd \ndb\configuration

AFv T3 /home/admin/ndb/configuration/generateWebUIcertificate.sh A7 U 7 h&fHH L T, TLS
HOBAGEAEZ LR L £7,

&1

[rOoOot@RHEL-VM-NDB-ACI configuration]# ./generateWebUIcertificate.sh

KRR AKARKA AR A AR AR A AR A A A AR A A A AR AR XXk h k%

Entor Fully qualified domain name
AkAhkAk Ak A Ak hkhkAhkkhkhkhrhkhkhAhkkhkkhkrkhk khhkhkkhkrxkhk kxxk*x*x

NDB-browserl] This can be FQDN of the NDB java application as well

LRI R I b e S b I Sb 2b I S 2b I Sb b I S db I S 2b 3 3

Enter Organizational unit
kAhkkhkkhkkhkhrkhkk Ak kkhkhrkkhkkhkhkhrkkhkkhkrkk,kkxk*k

INSBU

KAk AhkkkhkhAkk kA khkhkkkhkkkkk k%

Enter Organization
kAhkkhkkhkkhkkrkkhkk kA hkkhkkrkhkhkkkk*k

cisco
P b b b b b I b b b db b g b 4

Enter Location
P i b b b b b b b b b g b g b 4

SJ

kkkkhkKkkKhkk Kk kK )k

Enter State

kkkkhkKkkkkKk Kk kK k%K

CA
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BRI VBBEEALT, SHAHE— FTEFEATLS Web 7594 & NDB 4—\—RITTLS e ERTHEE 8T 5 [

BRI e i e dh b I db b B db b 4

Enter Country
KAk Akhkkk kA kA kA khk Kk Kk k)%

USA

BRI e i dh b I db b B db b i 4

Enter keypass
KAk Ak kk kA kK Ak Kk k)%

ciscol23
Nk Ak Kk khkhkhk Kk krkhk k) k)%

Enter storepass
R IR IR I b b b b Sb Sh Sb dh g b b 4

ciscol23
R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b

Enter the validity in number of days
R R IR b b b b b Ih S S g b b b b Ib db Sb S g b b b b Ib db eh  db g b b b b b 4

365 [l in NDB 3.5 this script will let you to specify the certificate validity.

Below process will rename the existing key file to <old keystore>, will generate
a new key file. Do you want to continue (y/n) °?

Yy

R R I I I I I b I e b b b I b I b Sh b b 2h Sh b b 2h b b b4

Self-Signed Certificate Created
LR I b b b b b b b b ab b db b b b I b b b b b b db b b b b b 4
Alias name: cisco
Creation date: Jan 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSRBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F 0OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 L.J!

]

]
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. TR DI LVREEFERALT, HARAHFE—RFTEITENTLNS Web T5VH ENDBHY—N—RTTIS BECELMHELZERT D

ATy T4

KAAKRKAA KA A KA A I A R IA AR A AR A A XA A XA A KA K

Displayed the generated keystore

KAAKRKAA KA A KA A I A XA AR A A XA A XA A XA A KA K

KK A KA KA A KA A KA A A KA A KA A A I AR I AR A A A A AR A AR A AR A AR A AR A AR A R KA KR KK

Configured the keystore details on jetty-ssl-context.xml
KA A A AR A A A A A A A A A A A A A A A A A A AR A A A A AR A AR A A XA A A A A A A A A kA v, K, h %

KA KA AR A AR A AR A AR AR KA A KA A KA A KA KA AR A AR A AR A A K AA KA A KA I AR kAR I AR A AR A A I A A KA A KA kA h kA kA kA kA h kA hhrkk

The newly generated key will used on next NDB restart. Do you want to restart
NDB now (y/n) ?

AR KA KR A AR A AR A AR AR KA A KA A KA A KA KA AR A AR A AR A A KR AA KA A KA I AR kA kAR A A A A I A A KA AR A Ak Ak Ak Ak kA kA h kA hhrkk

n
Xk kA hkhkkkkhkkxkk*k

The newly generated key will be used on the next NDB restart.

Xk kkkhkkkkhkkxk k%

GE) T7I9U¥NBNDBlava7 7Y r—2 a7 7 8ATAREXIC, TR OEHEOHAE
Bita3 5 L 9129 512i%. guestshell reboot =~ > F& ] LT guestshell # FEITU 7 — ML &
j—O

keytool -list -v -keystore keystore_Name =~ > K& H LT, Ef I izitlELZ T a—NLET, T
T IRERREINTEH, ARNT RNATU—=RKEANLET,

1

[rOOt@RHEL-VM-NDB-ACI configuration]# keytool -list -v -keystore keystore
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: cisco
Creation date: Jul 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [
0000: 63 8A 92 8F 6F OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 L.J!

]
]
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ATy TH

ATvT6

ATy 17

WebUl 75 54 & NDB H#—/\—R TS #— F/i—7 < s E0ER ]

R R R R I I b I I b I I b b b b b b b b b b b b b b b b b h 2h b b b i

R R R I I b b I b I b h h b b h I b b b b b b b b b b b b b b 3h b b b i

HOBAEAEX, 77 o EREORWIKS B TERSNET, 77 v FICEEHELZ A >R — b
HEN, ZiD OFEHES PKCSI12 FERUCEMRT 20N H Y 9, JKS BROGEHE % PKCS12 FIC
EHT HITIE. WOFIEAZEIT L E T, keytool =~ > RA&EH LT, JKS BEROFEHE% PKCS12 BRI
TR ET,

GE) BT DAL T IEOFEHEO I E—% L o TEBWNTL &N,
&1

keytool -importkeystore -srckeystore keystore -srcstorepass ciscol23 -srckeypass ciscol23
-destkeystore keystore.pl2 -deststoretype PKCS12 -srcalias cisco -deststorepass ciscol23 -destkeypass
ciscol23

GE)  keytool =~ ROANIL, ULGEHEFELZ AR LICEEDAN L —HTOIMLERH Y £,

G MRELTELNDENET 7141 (keystore.pl2) 1 PKSCI2 AT,

CAGEHE%E Web 7 7 U DEHE/NL— FFEER 77 v 7 a— R LET, AEAEZEEL— MEHE
A N7 A R TITEINT 2 HECHOWTIE, FRENOWeb 7 7 7O~V TEBR LT ZE, fFHE
ZWeb 77 UVICT v 7 u— RT3 a7 FRERENTEDS, FEHEOMERTICIER LT3R
U—REHEALET,

FAN v VEHIEE LT, NDB ZHEE L4,

WebUl 7595 & NDB H—/N—fED TLS Y — K/v—F «
SFEAED AR

Web 77 U LEEHE— R TEITIN TS NDB —"—HOEELE#ECTCEET, 20k
7 varTlidk, CAFERRELZAERM L, FEAELY IKS BRUCE#H L, FERELZ Web 77 7 HI(Z
7y Fa— RTLHHEICOWTHA L ET, CAREHELZART 5101%, SEEEA ZK (CSR)
EAML, SRR (CA) ICEE L THRFEZ2Z T2 MERH Y £, A—TF v Y—ADY—)L

ZEH L TCCSR 2 Tx £9,
e WebULl 7T W H LEHE— R TEITINTVWANDB Y — —DRTTLS — K 3—F ¢
FEAEE AT D
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TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |

B s=ome— FTEFHO Webll 7554 £ NDB 4 —/S—DRITD TLS #— F/8—F ¢ EEHEDERK

EHRE— FTETHDOWebUl 75 2H & NDBHY—/A—DETHTLS
H— FN—T A SEEAZ D AR

ATy T

ATy T2

WebUl 77 ¥ LT — RTEITENTVWD NDB — 13— L OB TTLS ¥— K X—F ¢
REREZ AT HI12iX. IROFNEIZHENE T,

openssl req ==~ > F&4ff ] L CREAEZE A ZK (CSR) Z/ER L £,
{5l

[root@NDB-server ~]# openssl req -newkey rsa:2048 -sha256 -keyout ndb-server.key -keyform PEM -out
ndb-server.req -outform PEM
Generating a 2048 bit RSA private key

R
................................................ +++
writing new private key to 'ndb-server.key'

Enter PEM pass phrase: [] ciscol23
Verifying - Enter PEM pass phrase: [] ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA

Locality Name (eg, city) [Newbury]:SJd

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu

Common Name (eg, your name or your server's hostname) []:ndb-server.cisco.com
Email Address []:chburra@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:ciscol23

[root@NDB-server ~]# 1s
ndb-server.req ndb-server. key

() ndb-serverreq (CSR) 7 7 A /LHSFERERITHEE (CA) IZEESNET,

GE)  CANEMT 2EHELZ 7 7 Ui/ AR— b5 L &L, RUEREFEATILERH Y £
9, CSR 7 7 A /L cert.req 75 CA [ZEEENET,

CSR ZURZ MR £ 7213 R R T DT, opensslreq =~ > RE2EH L ET,
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| TLSEEBAE. KeyStore 5EURSRA MR RT T 74 LOEE

1

EPEE— FTRITHDO WeblUl 75945 & NDB H—/\—DHETDH TLS 4— F/3—F 1

[root@NDB-server ~]# openssl req -noout -text -in ndb-server.req
Certificate Request:

Data:

Version:
Subject:

Subject Public Key Info:

0

(0x0)
Cc=UsS,

ST=CA, L=SJ, O=cisco,

Public Key Algorithm:
RSA Public Key:

Signature

9c:

a7

6b:
3c:
e0:
e’:
eb6:
ree:
od:
9f:
124
77
53:
63:
67:

b0

37:
Ob:

85

42
28:
fl:
23:

9a:
:b2
84:
b3:
74

44
el

51

:ad:
42
4a:
f0:
:2e:
:dc:

85

3e:
6C:
e’
00:
Oc:

54

6b:

Modulus

00

8d:
d2:
11:

44

da:

£3

68:
£9:
92:
31:
£8:
fb:
70:
3f:
7f:

31

:b5:
bf:
74
79:
:ab:
35:
rae:
19:

£5

e’

Exponent:
Attributes:
unstructuredName
challengePassword
Algorithm:

:e0:
4a:
Ob:
eb:
3c:
e’:
ca:
:2b:
£9:
8b:
:2d:
£9:
6b:

:do
de

57

c2

1d:

ed:
:d7:
ed:
6C:
39:
73:
90:
34:
ff:

06
22
26

Oa:
81:
f2:
al:
rad:
£f9:
ac:
5f:
:d0:

59

44
Oc:
13:

30:
b2:
85:
8e:
56:

73

ce:
be:
:cc:
62:
6b:
9c:
5c¢c:
82:
£9:
7d:
:c:
9a:

£3
71

cf:
c9:
49:
1d:

27

bb:

rsaEncryption

(2048 bit)
(2048 bit):

75
80

8f

65537

Ob:
07:
:5c:
ral2:
:39:
9c:
S5a:
82:
19:

22

:86:
3b:
76:

44

44

62

de:
bc:
bé6:
227
49:
:3c:
da:
:a3:
:cd:
45:
of:
5c:
90:
:da:
ba:

8f:

S5e:
8a:
8c:
:25:
la:
6C:
bf:
:bl

:e8
:20:
8a:
96:
0d:
:d9:

98

84
35

56:

13

5b:
79:
8f:

bl

od:

(0x10001)

cl

:cd:
ed:
f4:
3a:

30

35:
76:
:28
dc:
d4:
db:
10:
b7:
35:
8c:
:e9:

:c8:
56:
ba:
38:
41:
fd:
ref:
54:

:d8

:be:
00:
:c9:
b7:
lc:
:e8:
:26:
2C:

cO
:cc

80

:b2

oca:

1b:
fc:
06:
f0:
88:
Of:
a7:
53:

c3

38

:eb
14
1f

80
£2

eb

5f:

d3:
Ta:

5c:

a2:
30:

b5:

05:
:be:
le:
23:
:ba:
4b:
£8:
Of:
:d2
ice:
:0d:
86:
:28:
:23
18:
2d:
ra3d:

OU=insbu,
CN=ndb-server.cisco.com/emailAddress=chburra@cisco.com

3b:
bO0:
30:
S5a:

dl

21:

11

38

cc:
fa:
6C:
:dd:
09:
8c:
29:

:ciscol23
:ciscol23

a0

f5:
fa:
9b:
:28:
6a:
:C6:
dc:

bf:
4d:
57:
80:
60:
6b:

el

2d:
ee:
3a:

98

09:
36:
:ce:
be:
Of:
16:
5d:
57:
32:

:d2:
Oe:
5d:
67:
:e9:
41:
2C:

10

11

Oe:
4c:
76:
26:
:d5:
85:
:ab:
28:
:27:

01
47

:af:
bO0:
:dd:
86:

30

50

ze:
6b:
Te:

sha256WithRSAEncryption
1Cch:
9c:
:d8:

f6:
8b:
79:
62:
68:

81

86:
red:
87:
4d:
93:
00:
63:

57
b7

31:
6f:
05:
el

4f:
e0:
bf:
31:

b4

la:
bd:
:13:
:cc:
2a:

£8

54

:d5:
66:

ee

cl:

30:
c9:
f4:
7f:
£9:
:b2:
5f:
44
ral
:be:
1f:
ea:
06:
83:

aa:
:eb:
de:
50:
ba:
4d:

52

e5:
50:
:e3:
£9:
Te:
bO0:
83:
cbh:
:fc:
88:
:cO:
47 :
8d:
:ch:
4a:

Oe:
31:

8a

5f:
b7:
53:

37

de:
:cbh:
71:

a7

be:
ff:
26:

00

64

e8

93:

18

5b:
:e3:
dc:

58

46:
:29:
do:
05:
87:
:eb:
fe:
ac:
04:

:d9:
be:
7d:
fa:
a3d:
bO:
tee:
3d:
76:
ze:
bO0:
78:
f2:
12:
c3:

34
92

fa:

52

01:
5f:

37

72
:b5:
19:

raf:
16:
52:
80:
:bf:
14:
4c:
Ta:
15:
£7:
07:
e’:
3d:
f5:

64:
ds8:
51:
29:
6C:
9e:
68:
:b8:
rad:
b8:
:91:
15:
35:
:a3:
17:
78:
ed:

anzozmn [
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TLS SEFAE. KeyStore 5EU SR R F7 774 LOEE |

B s=ome— FTEFHO Webll 7554 £ NDB 4 —/S—DRITD TLS #— F/8—F ¢ EEHEDERK

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATy T8

Fih% 2 — ndb-serverkey 1X, /XA 7 L — X CHR#EINTWET, FEHEORE T — DK B(L &2 fRbRT D%
EWRH Y £7, opensslrsa =~ REMH L THEX—ORE S b2z L ET,

f
[root@NDB-server ~]# cp ndb-server.key ndb-server.keybkp
[root@NDB-server ~]# rm ndb-server.key

[root@NDB-server ~]# openssl rsa -in ndb-server.keybkp -out ndb-server.key
Enter pass phrase for ndb-server.keybkp: [eciscol23
writing RSA key

(GE¥)  ndb-serverreq 7 7 A NDT —Z X, Y— K =T ¢ OFEPEEIICEET OLERH Y £5, B
T HFIEIES T, GEHEZ 7 AV EESLET,

BT 5 CA OFEEICIE U T, 45 CSRITH L TlRR 3 BOREHE GEHETF =—>) ZHST
EET, ZOZLiE NDBAA v F T EIZ, CAND 3EDEHE (root, H1fH, FAA V) &
B0 28R LET, K7 A TOERAFELHENNT 51213, CAIHERT HLERHD £
7, REAEOMARNL, BEKEZ L ICRRIGE1H Y £, fi : qurca2.cer (root) |
hydsslg2.cer (Ff#]) | ndb-server.cisco.com-39891.cer (KA A ) |

SEREIRIZ E A DS, PEM 7 7 A MERTHRAESNE T,

cat I~ REFH LTI ODIMHET 7 A A E 1 SDOIAET A LV EER LET, ZodEkEIL. N
A A REBAE, root sERAE, FMREAEDIERE TITHONET, cat I~ RO ¥ v 7 A : cat domain
certificate root certificate intermediate certificate > ndb-server.cer

1 -

[root@NDB-server ~]# cat ndb-server.cisco.com-39891.cer gvrca.cer hydsslg2.cer > ndb-server.cer

#1 L < VER L7z server.cer 7 7 A V& FREE L C, HiE I /2 END{T& BEGINTT2# L £, 771V
MOMHHIFR LN TS IZEW,

1

ndb-server.cer 33 U8 ndb-serverkey 7 7 A L& L T TLSNDB #—/3— F—ZX 7 7 7 A V& A{ERk L
F9, copy AV REFEALT, 77 A NVEAL vy FIZabt—LET,

1 -

cp ndb-server.key ndb-server-ndb-privatekey.pem
cp ndb-server.cer ndb-server-ndb-cert.pem

cat I~V R&EMHAL T, B —LiEAEZET 7 A LA HE—0 PEM 7 7 A VIS LE T,
1 -

cat ndb-server-ndb-privatekey.pem ndb-server-ndb-cert.pem > ndb-server-ndb.pem

CA IZ PEM JEADGEAE LA L, FEZEOILEF1X pem T, PEM JEXDFEHE A PKCS12 B
BT HVENH Y £9, PEM 7 7 A /LT 5 ndb-server-ndb.pem % openssl pkcsl2 =2~ > Ra2EH L
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| TLSEEBAE. KeyStore 5&U SR PR 7 J7 A/ LDEE

ATvT9

ATy 710

ATvIN

AT 712
ATy 713

EHRE— FTERITHD Webll T35 54 & NDB #—A—0RITO TS 4— F/i—7 « EHE0ER ]

T, PRIFANVERIZEELET, HR-A v E—UNRERINTZOT I AR—F "ATU—FREZ AL
FT, NRT—=RNFIARED 6 XFNEFENRITIULRY £/ A, i : ciscol23 ndb-server-ndb.pem
7 7 A WIS A T — RRGE I {172 ndb-server-ndb.pl2 7 7 A JVIZEH S IVE T,

fi
[root@NDB-server ~]# openssl pkcsl2 -export -out ndb-server-ndb.pl2 -in ndb-server-ndb.pem

Enter Export Password:llciscol23
Verifying - Enter Export Password:llciscol23

keytool =< > K %M LT, ndb-server-ndb.pl2 % /XA U — R{RF# S 4172 Java F— R b T

(ndb-server-keystore) 7 7 A WIEH L FF, ZO <2 NiX, swlndb.pl2 7 7 A L& /NAT — R TR
# X472 ndb-server-keystore 7 7 A MZEM L E T, TAT 4 13— a VIKSA RT OF LVWIRAT — R
BERL, 7R 7 MRFRENTZH Y —A =X T ONRRT—RE A LET,

fi

[root@NDB-server ~]# .(relativePath)/keytool -importkeystore -srckeystore ndb-server-ndb.pl2
-srcstoretype pkcsl2 -destkeystore ndb-server-keystore -deststoretype jks

Enter destination keystore password:liciscol23

Re-enter new password:llciscol23

Enter source keystore password:--ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed
or cancelled

[root@NDB-server ~1#

keytool =~ > RZfEf LT, javatlsKeyStore D227 V% U A M L THRIEL £,
il -

[root@NDB-server ~]#.(relativePath)/keytool -list -v -keystore ndb-server-keystore

FEAEOERHICERE LTEF— A T NAT— REFH LT, jetty-ssl-context.xml (ndb/configuration/etc
(&) A AR L £ 9, KeyStorePath, KeyStorePassword, TrustStorePath, TrustStorePassword % 57 L C
WDITIX, Vi T 4 X2 L CRtECE £,

1

<Set name="KeyStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.keyStorePath" deprecated="jetty.keystore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="KeyStorePassword"><Property name="jetty.sslContext.keyStorePassword"
deprecated="jetty.keystore.password" default="ciscol23"/></Set>

<Set name="KeyManagerPassword"><Property name="jetty.sslContext.keyManagerPassword"
deprecated="jetty.keymanager.password" default="ciscol23"/></Set>

<Set name="TrustStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.trustStorePath" deprecated="jetty.truststore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="TrustStorePassword"><Property name="jetty.sslContext.trustStorePassword"
deprecated="jetty.truststore.password" default="ciscol23"/></Set>

NDB % fFit#h L ¥ 9,
CA%%E%Wwfﬁvfwﬁﬁw~ REFRAER R T7I2T7 v 7 a— R LE9, FEAER{SHE/L— IEH
EXRNT A NTITEBNT 2 HECOWTE, TNENDOWeb 7 T 7D~V TESRL TS, GE
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TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |
B rxrozmseEmLT. @AAHE— FTEFSN TS Web TS5 54 & NDB 4 —/\—RIT LS ¥— K /$—F « TREE4ERT S

BES Web 77 U HICT v Fa— KT A5 xi27ur 7 MRRREINTES., ERAEOERFICER L
NRAT—RZHHL £,

FAILVREZEEALT, BAHARAHE— FTERITSA T SWeb
TS5 ENDB Y —/IN—RITTS — K /IN\—T (1 SIBAEZERKT 5

FA N e VEREEZEN LT, MAIAZE— R TITSATND Web 77 7 L NDB H—
N=DRTTLS ¥— K =7 ¢ fEAEEZ AR T DI2E, ROFIEENE T

ATwF1  feature =~ R&fH LT, AA »F T bash-shell EREZ AN L E T,
51 -

N9396TX-116 (config)# feature bash-shell

ATFY T2 rmnz=~vry REMHHLT, AA v F T bash-shell E— FZ LG L FE T,

i)
N9396TX-116 (config) # run bash
bash-4.2$

RATw T3  opensslreq 2~ RaMH L CGEHEEAZR (CSR) 24K LET, Yur 7 MRFE RIS, &4
Tt RE AT LET,

1

bash-4.2$ openssl req -newkey rsa:2048 -sha256 -keyout ndb-server.key -keyform PEM -out
ndb-server.req -outform PEM
Generating a 2048 bit RSA private key

e

writing new private key to 'ndb-server.key'

Enter PEM pass phrase: [l ciscol23

Verifying - Enter PEM pass phrase: [l ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA

Locality Name (eg, city) [Newbury]:SJ

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu
Common Name (eg, your name or your server's hostname) []:ndb-server.cisco.com
Email Address []:chburra@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:ciscol23
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TR DI VREEFERALT, A RAHFE—RTEITENTLVS Web T5UH & NDB Y —/N\—RATTLS — K /\—F 1

bash-4.2$ 1s

ndb-server.req

(GE)  openssl =¥ FiX, f4% % — ndb-serverkey & AEHIEE 4 HK 7 7 A /L ndb-server.req & 1ERK L
%9, ndb-serverreq (CSR) 7 7 A /VNGEBIEFRITHERS (CA) ICEESNET,

GE) CAM#Ef+ 2

ndb-server.key

9, CSR 7 7 A /L certreq 78 CA I[ZEE SN ET,

anersnsTs ]

R EE T T OIS AR b & X, AU RERT A UER S ) %

AT UV ERRLIEYD, CSR BERZMER LY 3 5121%, opensslreq =2~ > R&EH L 9,

1

bash-4.2$ openssl req -noout -text -in ndb-server.req
Certificate Request:

Data:

Version:
Subject:

Subject Public Key Info:

0

(0x0)
c=us,

ST=CA, L=SJ, O=cisco,

Public Key Algorithm:
RSA Public Key:

Signature

9c:

a7

6b:
3c:
e0:
e7:
eb:
ree:
6d:
9f:
:24
77 :
53:

jold]

37:
O0b:

85

42:
28:

9a:
:b2
84:
b3:
74 :

44
e4d

51

rad:
42:
4a:
f0:
:2e:
:dc:

85

3e:
6C:
:e’7
00:
Oc:

Modulus

00

8d:
d2:
11:

44

4a:

£3

68:
£9:
92:
31:
£8:
fb:
70:
3f:
7f:
31:
9a:

:b5:
bf:
74 :
79:
rab:
35:
rae:
19:

£5

e’7

Exponent:
Attributes:
unstructuredName

challengePassword
Algorithm:

:e0:
4a:
O0b:
eb:
3c:
e7:
ca:
:2b:
£9:
8b:
:2d:
£9:
6b:

57

c2

1d:

ed:
6C:
39:
73:
90:
34:
ff:

£9:
ac:
5f:

ed:
:d7:
06:

22

26:
Oa:
81:
£2:
al:
rad:
59:
44 :
Oc:

30:
b2:
85:
8e:
56:

73

ce:
6e:
HieIoH
62:
6b:
9c:
S5c:
82:
£9:
7d:
Tc:

£3
71

cf:
c9:
49:
1d:

27

bb:

rsaEncryption

(2048 bit)
(2048 bit):

75
80

45

65537

O0b:
07:
S5c:
raz2:
39:
9c:
S5a:
82:
19:

22

86:
3b:
76:

44

62

de:
bc:
b6:
127
49:
8f:
4a:
:a3d:
:cd:

6f:
S5c:
90:
:da:
ba:

8f:
:cd:
ed:
f4:
3a:

Se:
8a:
8c:
:25:
la:
6C:
bf:

:e8
:20:
8a:
96:
0d:
:d9:

98

3c:

84
35

56:
:13
5b:
79:
8f:
HieleH
2c:

bl

6d:

(0x10001)

cl

30

:c8:
56:
ba:
38:
41:
fd:
ref:
54:

:d8

:be:
00:
:c9:
b7:
lc:
:e8:
26:

cO

80

:b2

6a:

1b:
fc:
06:
f0:
88:
0f:
a7:

c3

38

:eb
14

b5

80
f2

eb

5f:

d3:
Ta:

S5c:
az:
30:

05:
:be:
le:
23:
:ba:
4b:
£8:
0f:
:d2
ice:
1f:

0d

:86:
:28:
:23
18:
2d:
HEKS]

OU=insbu,
CN=ndb-server.cisco.com/emailAddress=chburralcisco.com

3b:
b0:
30:
S5a:

dl

21:

11

28:
:27:

38

Hiele]
fa:
6C:
:dd:
09:
8c:
:29:

:ciscol23
:ciscol23

£5

a0

fa:
9b:
:28:
6a:
HeI N
dc:

bf:
4d:
57:
80:
60:

:e0
2d:
ee:
3a:

98
09

36:
ice:
be:
0f:
16:

5d

57:

:d2:
Oe:
5d:
67:
:e9:
41
2c:

10

Oe:
4c:
76:
26:
:d5
85:
rab:
01:
HieleH
2a:
£8:
:dd:
:cO:
47 :
8d:
:e8
93:

47

raf:
:b0:

30

86:
:d5:
66:
ee:
cl:

50

2e:
6b:
Te:

sha256WithRSAEncryption
HeI
9c:
:d8:
35:
76:
:28
dc:
d4:
db:
10:
b7:
35:
8c:

f6:
8b:
79:
62:
68:

81

86:
ted:
87:
4d:
93:
:00:
63:

57
b7

31:
6f:
05:

4f:
el:
bf:
31:
:b4
la:
bd:

13

54

30:
c9:
f4:
7f:
£9:
:b2:
5f:
44 :
ral
:be:
1f:
ea:
06:

aa:
:eb
:de:
50:
:ba:
4d:

52
eb

50:
:e3
£9:
Te:
:b0:
83:

c5

fc:

88

c5

4a:

Oe:
31:
8a:
5f:
b7:
53:

37

de:
:cb:
71:

a7

be:
ff:

00

64

18

5b:
e3:
dc:

58

46:
:29:
do:
05:
87:
:eb:
fe:
ac:

:d9:
:be:
7d:
fa:
a3:
b0:
ree:
3d:
76:
:2e:
b0:
:78
£2:
12:
c3:

34
92

fa:
52:
:01:
5f:

37

72
:b5:
19:

raf:
16:
52:
80:
:bf:
14:
4c:
Ta:
15:
£7:
07:
e7:
3d:

64:
ds:
51:
29:
6c:
9e:
68:
:b8:
rad:
b8:
91:
15:
35:
ad:
17:
78:
ed:
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TLS SEFAE. KeyStore 5EU SR R F7 774 LOEE |

B rxrozmseEmLT. @AAHE— FTEFSN TS Web TS5 54 & NDB 4 —/\—RIT LS ¥— K /$—F « TREE4ERT S

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

£1:63:54:d0:d0:13:44:01:9:53:6b:32:11:2:83:26:04:£5:
23:67:6b:de

P % — ndb-serverkey [Z, /SA 7 L —ATRE SN TWET, FEAEOME X — O SLART 22
Y3d 0 7, opensslrsa 2~ > Ra i L CTHE X — DR S b 2R L £ 77,

1

bash-4.2$ cp ndb-server.key ndb-server.keybkp

bash-4.2$ rm ndb-server.key

bash-4.2$ openssl rsa -in ndb-server.keybkp -out ndb-server.key
Enter pass phrase for ndb-server.keybkp: [lciscol23

writing RSA key

(B BT DHCADOEBIZEY ., & CSRICK L TRA3 SOEAE GEAEF = —Y) Z#HfF T
FT, TOZEE, NDBAA v F T L2, CADD 3 DOFEHE (root, . KAL) ZH
B2 L2EWLET, FXA TOFMELZRIT H121X, CAICHERT HILERDH Y 7,
AERAEOMABANT, REHEZ L ICE R 25587350 £7, i : qurca2.cer (root) . hydsslg2.cer
() . ndb-server.cisco.com-39891.cer (KA1 ) |

SERAEITIZ L A L DS, PEM 7 7 A B THE I NE T,

cat 2~ REMEH LTI DDIAET 7 A LD 1 DOHAET7 » A AV EER LET, ZOHEREL, R
A A AEBAE, root sERAE., FMREAEODIEE TITHONET, cat I~ RO ¥ v 7 A : cat domain
certificate root certificate intermediate certificate > ndb-server.cer

1 -

bash-4.2$ cat ndb-server.cisco.com-39891.cer gvrca.cer hydsslg2.cer > ndb-server.cer

#H L < B U7z server.cer 7 7 A V& fmEE L C, #4572 END{T & BEGINfT#0EILET, 77 AV
TIHHIBR LR TL 7EE W,

1

ndb-server.cer 3 J (N ndb-serverkey 7 7 A L& L T TLSNDB #—/3— F—ZX 7 7 7 A V& {ERk L
F9, copy av U FEEHLT, AA v FIZT7 7 AV Eab—LET,

1

cp ndb-server.key ndb-server-ndb-privatekey.pem
cp ndb-server.cer ndb-server-ndb-cert.pem

cat a~v > REFEHALT, MEX—LIENET7 7 A L EZH—0O PEM 7 7 A VIS LET,
& -

cat ndb-server-ndb-privatekey.pem ndb-server-ndb-cert.pem > ndb-server-ndb.pem

CA I3 PEM FEROGEAEZ AL L, FEZEOILE - 1X pem T3, PEM FEXDFEHE A PKCS12 FEAUC
BT HMENRH Y £9°, PEM 7 7 A /LT 5 ndb-server-ndb.pem % openssl pkesl2 2~ RZEHEH L
T, PR7V7ANMERICEFE LET, A v =Y RFERENTZHZ I AR—F XZATU—FZAHL
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| TLSEEBAE. KeyStore 5EURSRA MR RT T 74 LOEE
FR LT VBREEEALT, HARAE— FTETFENTNS Web TS5 54 & NDB 4 —/\—RITTIS ¥— K i—F s TBE£4RT 5 [

ATy N

ATvT12

ATy 713

ATy 714

ATv 715

ATv 716

ATy 11

F9, NRAT= R LD 6 UFEREENRITNIER D £ A, i : ciscol23 ndb-server-ndb.pem
7 7 A NS A T — R S 1172 ndb-server-ndb.pl2 7 7 A WAL S L E T,

1

bash-4.2$ openssl pkcsl2 -export -out ndb-server-ndb.pl2 -in ndb-server-ndb.pem
Enter Export Password:llciscol23
Verifying - Enter Export Password:llciscol23

FEHEZ 7 A VA& NDBHR 7 A V4 —ltat—LF7,
& -

bash-4.2$ sudo cp ndb-server-ndb.pl2
/isan/vdc_l/virtual-instance/guestshell+/rootfs/usr/bin/ndb/configuration/

exit A< REZEHA LT, bash o=/ E— REKTLET,
B

bash-4.2$ exit
exit
N9396TX-1164#

guestshell 2~ > REFEH LT A N = VICHEERELET,
fi

N9396TX-116# guestshell
[admin@guestshell ~]$

B b T 412 )% ndb/configuration IZEF LE T,
f5l

[admin@guestshell ~]$ cd ndb/configuration

keytool =< > RZ&{#H LT, ndb-server-ndb.pl2 % /XA U — K C{i# S #17= Java KeyStore

(ndb-server-keystore) 7 7 A /MZAEB L £F, T D=~ KL, ndb-server-ndb.pl2 7 7 A /L& /XA T —
R CLR7# S #17- ndb-server-keystore 7 7 A JWICEHA L ET, T AT 4 x—3 3 VIKS A R T OF LUWIA
U= Rzl L, a7 ERERENTELY =R F=ARTORAT =R A LET,

1

[admin@guestshell configuration]$ keytool -importkeystore -srckeystore ndb-server-ndb.pl2
-srcstoretype pkcsl2 -destkeystore ndb-server-keystore -deststoretype jks

Enter destination keystore password: [lciscol23

Re-enter new password: [lciscol23

Enter source keystore password: [lciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

keytool =~ > KZfEH L T, javatlsKeyStore D227 V% U A ML THIEL £,
fl

[admin@guestshell configuration]$ keytool -list -v -keystore ndb-server-keystore

%E%%ODEEEJZEPKVEEJZ Lf: F— X ]\ T INAT — ]\Zf{iﬁﬁ LT\ jetty-ssl-context.xml (ndb/etc ﬁ:*%ff\lj‘])
ZHERL L E 97, keystore 35 & U\ keystorepass TLL FOITEMRET HITIX, vi =T 4 X ZEHTEET,

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .



TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |
B rxrozmseEmLT. @AAHE— FTEFSN TS Web TS5 54 & NDB 4 —/\—RIT LS ¥— K /$—F « TREE4ERT S

1

<Set name="KeyStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.keyStorePath" deprecated="jetty.keystore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="KeyStorePassword"><Property name="jetty.sslContext.keyStorePassword"
deprecated="jetty.keystore.password" default="ciscol23"/></Set>

<Set name="KeyManagerPassword"><Property name="jetty.sslContext.keyManagerPassword"
deprecated="jetty.keymanager.password" default="ciscol23"/></Set>

<Set name="TrustStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.trustStorePath" deprecated="jetty.truststore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="TrustStorePassword"><Property name="jetty.sslContext.trustStorePassword"
deprecated="jetty.truststore.password" default="ciscol23"/></Set>

ATw 18 CAFEHELZ Web 77 UV OEF/NL— FEAER N TIZT7 v 7 a— KLET, fEAZEZEEL— ML
EZARNT A MTISBEBNT 2 HECONTIE, ZRENDOWeb 7 7 7O~V T 2B LT EEW, GE
H#EEZ Web 75 U HICT v 7r— KT AL X7/ v 7 "RFERINTE D, AFAZEOVERPICIER LT
RAT—RZEHEHLET,

ATwv 719 NDB ZHEELE7,
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B,
=% =R

Cisco Nexus 9000 ') — X XA v FDIERK

J U —23.10.1 LAR%, Cisco Nexus Data Broker (NDB) (2 Cisco Nexus Dashboard Data Broker {244
ANETRINELLE, 2L, GUUBLBA VA M=/ 74V EREE LIS E D570, —
O NDB DA LV AH AN D RF = A2 MIIFFE S TWET, NDB/ Nexus Data Broker/
Nexus Dashboard Data Broker & V™ 9 Gl i, FHAIZARHAREZR S D & L THWHBILTWET,

ZOFIL, ROBTHERINTWET,
* Cisco Nexus 9000 >V — X A A v FOEEFHELHIRFE (57 2—)
« Cisco Nexus 9000 > J — R 2 A »FTD TCAM /~— R 7 =7 A D0 T OER (58 ~2—
)
o CLI Z{# [ L 7= Cisco Nexus 9000 Series Switches T Cisco NX-API DA% (59 ~_—)
e AA vFHA—FBIOR—F F¥ XL TOIN T 7 ELTDAAL v F R—F F—FD
Hohb (60 ~2—)

Cisco Nexus 9000 ') — X XA v FDIEZIE L FIRE
18

Cisco Nexus Dashboard Data Broker % /" L 7= Cisco Nexus 9000 > V) — & A A v F DR EIZDOWVT
1T, WOTEBFHEFREEEZSHE L TIEIN,
« Cisco NX-0S U U — % 7.0(3)I7(2) LAKE T, NIK-X9700-EXF5 L T8 NOK-X9700-FX T 1
71— R %Ajfi 272 Cisco Nexus 9500 77 > N7 4 —Ah AA v F O TAP ERNE AN TEE
9,

* N9K-X9700-EX 5 J U8 N9K-X9700-FX T A > J1— T TAP AGG HfEZ AN T 51T
CiscoNexus 9500 A A FC hardware acl tap-agg % 7 10— 7 N)VICERET DR H Y i’s}”

» Cisco Nexus Dashboard Data Broker %, V U —2Z 7.x L& ® Cisco Nexus 9000 >V — X 5%
AATZ77IVDONX-API 7 harzHR—MLET,

» Cisco Nexus Dashboard Data Broker {2 L > T a by a =7 E&N55T /31 A%, LLDP ®
BNz TWD EETEINTEY ., CiscoNexus Dashboard Data Broker & D7 /34 2 DR
BAFT L, LLDPHSREZ S50 L2\ T 7280, LLDPAEREN BN 72 - TV DA
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Cisco Nexus 9000 & ') —X 21 v F O |
B ciscoNexusa000 & —X 24 Y FTOTCAM N— KH T 7 44 0T DR

T A& HIERE L THIBIM L2V EEE TE RV REEE M Cisco Nexus Dashboard Data Broker
TRETAHEELRH Y 97,

+ Cisco Nexus Dashboard Data Broker (£, " — FEEIZ L > THREINTZT/NA A A U H—
T2 AANIR AL v F R—=FTHOH, TNOLDA L F—T oA AT 74/ N TAAL ¥
FR—F T 7 ELTOT A AEERH D EABELTNET,

» CiscoNexus 9200 > — X A A » F%, Edge SPAN 33 I (NEdge TAP 7~ — k @ Q-in-Q VLAN
X T Y R—FLTOERA,

* Cisco Nexus 9000 >V — X 2 A v F DA, Cisco NX-OS V7 b7 =7 % Cisco NX-OS V
U—RTxURIZT v 77 L—RKLET,

*NX-API 7’1 k22L& L CTHiHH T& % Cisco Nexus 9000 > 1) — & Z A1 v F % Cisco Nexus
Dashboard Data Broker (ZIBINC& 5 L H 220 F L1z, AR TDHE, vy —v T
L9500 DT RTDT A H— RIERABH S ET,

» Cisco Nexus 9000 'V — X A A v F % NX-API “E— K ® Cisco Nexus Dashboard Data Broker
%41 L C Tap/SPAN £ HIC BT D A1IZ, IROBRETE T TH2HERH Y 77,

e IPv4 ;"— b ACL ¥£721Z MAC i"— F ACL H®D ACLTCAM @ U — 3 > WA X %4
Ekl/i—g—o

« feature nxapi @~ FZfEH LT, A1 v F CTNX-APIHREZ AL £,

s TRTDOAAL v FMAR— FB IR — h Fx /LT switchport mode trunk %z ##% L
i—é‘o

* Cisco Nexus Dashboard Data Broker 1%, A A vF £ X~ rARrYOMAEER. B
FORAT—Z 22 EMMICHERELEST, 2oL, AT —% 2125 0T GUI THEH
SNFET, FHRHERIIAERTEE T, FREMEOT 7 44 MEIX 10 BT,

CiscoNexus9000>!) — X XA vy F TCHOTCAM/N\— K™Y T
T AU DER
TCAMAERL L, 74 VZ ) U B ESWTWET, 7 4 L& U o ZEEICESWT, B3

DTCAM = b U 2T 2L E RN H L5503 0 £9°, SPAN 2T 5121%, RO FIEZ
FAITLET,

FIRDHE

1. hardware access-list tcam region <region> <tcam-size> =~ > F&fiH L T, KD TCAM
V—Ya v aRELET,
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| Cisco Nexus9000 & 1) —X 2 A v F DR
CLI Z{3 A L 1= Cisco Nexus 9000 Series Switches T Cisco NX-API DA 11t .

F IR D

ARV RFEREETIVa Y B#J

R T w 71 | hardware access-list tcam region <region> <tcam-size> » IPV4 PACL [ifacl] size = 1024
avy REFALT, ROTCAM U — 2 V& 3%E
LET,

* [PV6 PACL [ipv6-ifacl] size= 0

* MAC PACL [mac-ifacl] size = 512

* Egress IPV4 RACL [e-racl] size = 256

* Egress [IPV6 RACL [e-ipv6-racl] size= 0
* Ingress System size = 256

* Egress System size = 256

* SPAN [span] size = 256

* Ingress COPP [copp] size = 256

Cisco Nexus 9000 2V — X XA »F TCAM /~— K
U7 A TR OFINEE B S IO T
X, Cisco Nexus 9000 Series NX-OS Security
Configuration Guidex R L T 7230y,

(G¥)  OpenFlow E— K ® Cisco Nexus % v ¥ =
A— R F—% 7 ra—HE, OpenFlow
TCAM J —2 a UMEIRTHRESN TV D
BECoH (7= & 21X, hardware
access-list tcam region openflow 512
double-wide) . A —H¥ x> k MAC DiE(E
LT RLUREBHET RL 2~y F s
T HiREE AR — h LEF, OpenFlow
TCAM U —< 2 U MNIEFIR CTRIE ST
D%E. A=Y ZAT D~y F U T DR
N~y F 7R E L TR — S E
R

CLI Z{$ H L 1= Cisco Nexus 9000 Series Switches T Cisco
NX-APl D Exh1t

M AR B P THHRE SN2 CiscoNexus 9000 >V — X AL v FHEFHTEL L1720 F L
72, Cisco Nexus Dashboard Data Broker "7 7' >1%, LLDP Zfif] L CAA v F O H
it L. Cisco Nexus Dashboard Data Broker WD iRk ¥ —EREZFHFTE 4, AA vF
DFAZEICIE, WY 7 3R - FYy RV A v —T7 = A&fEATEET, PR
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Cisco Nexus 9000 & ') —X 21 v F O |

B A7k — rBEUR—F FrRLTD RS UH ELTORS v F K— k T— FOEMIE

221X, NDB T /3A A2 U A MBI E M7= Cisco Nexus 9000 >V — X A A v FOAEH A
HOBNFRENET, PR POMAER) GULICERENET,

Cisco Nexus 9000 >V — X A A v F T Cisco NX-API ZH T 5121, ROFIEZFEIT L F

B

FIE

AU RFEREERTIVa Y

E:)

ATV TN EHEA B —T 24 AEHNILET, AL FOEBRAL F =T = ZFHMLET,
Z 5y 72 | switch# conf t a7 4 Xal—var - NEMBLET,

Z 5w 7 3 | switch (config) # feature nxapi NX-API BEREZ AR L 7,

Z 5w 7 4 | switch (config) # nxapi http port 80 HTTP " — b R L7,

Z 5w 75 | switch (config) # nxapi https port 443 HTTPS AN — b A L £7,

Cisco Nexus 9000 3 U — X Z A » F T NX-API #hE
ZHNTT D 7o DEFERIIRBRE T MRIZ OV T,
Cisco Nexus 9000 Series NX-OS Programmability Guide
L TIEEIN,

AAYFRHR—FEEUVR—FFNYRILTO S &
LTORAMYyF HKR—bkET—FOEHIE

AZA v FER—=FBIOR—F F¥ RV TAL vF R—F T— RE2HFIMNZTHIIE, ROF

N2 24T L £

FIE

ARV RFERFTIaY

B8

ATy T

switch(config)# config t

T — READICLET,

ATy T2

switch(config)# interface { {type dot/port} | {port-channel
number} }

RET DAL F—T oA ALERIRNLET,

ATvT3

switch(config-if)# switchport mode {access| trunk}

AL v FER—=FBLOR— N F ¥ XL TAL v F
Rk E— FET /v AERIZNT oo L LCRE
LET,

ATv74

switch(config)# exit

a7 4 F¥al—raryET—REKTLET,
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cHyvaR—F (63 %—)
s hARRrY (653—Y)

cTRA A (67 =)
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, 6

i

Gfﬁli/:L/:——ls

ZDOETIE, CiscoNexusDataBroker % v 3 2 R — FIZOWTFH LA LET, ¥y iah—
X, DO A R—= b ET A AN DFRERE SNIZRRICELOET,

Y U —23.10.1 LAF%, Cisco Nexus Data Broker (NDB) | Cisco Nexus Dashboard Data Broker {244
RINEFENE LR, 270, GUUBLIOA VA M=/ 73 VAR LGS E D20, —

ERDONDB DA L AR AN D R¥x o A v MIFES N TWET, NDB/ Nexus Data Broker/

Nexus Dashboard Data Broker &\ 9 5oiflE, fHAICREEATHEZe D & L THWOLN TV ET,

e FyvaR—F (63 %—Y)

> ~ » >
Ayramk—F
Ay arR—FORMIE, Xy NT—F7EHE L A ML —UEHE ) Cisco Nexus Dashboard

DataBroker DfEEME L RT3 —< LV AT A REDOHEIICEFT TE AL HITHZ L TT,
ZOERIT. 4RO Ty S gy FELTEREENET,

A= a— =7k [FyPaR—F (Dashboard) ] #EIRLET, [FyPaR—F
(Dashboard) 17 1 > RUIZIE, ROFX v aly MRFRRINET,

o 1) —RRID R T—42 X —Nexus Dashboard Data Broker = o b @ —Z [T S CW\Wb
V= ADAT—H AL, By ESNTEATERRINET, VY —RTKROEEY T,

*NDB 7 /34 A

« AJJR—h

« 7 4 LVH
cE=H YL TY—)L

« Connections

c MIBEHT—RIZEFHT—4S (DataHandled/Receivedsince) HfJ (date) : REN7-
H fF LA 12 Nexus Dashboard Data Broker =2 b —J I k> TZEB L OEESI =T —
Z DR,

[V 5 ARHB S84 L (Cluster Runtime) | —BIED T T AXDT X A A,
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Cisco Nexus Dashboard Data Broker D/ |
- PR S

e HSRADBREBODERE (Cluster Last Restart) : 7 T A ¥ )N & ICERE) X7~ B,

« Ny RERID EATHESRE (Top Connections by Packet Count) (a3} S L7z /3 —T#%
R Ty MR (RO T v ko TRE SN EF Ny M) IS KRR L |
Ny MIICEES KD BB KL oM, U A MIBIETY, N7y MR Z W
Befe i LIIC R RS NET,

ZAE/Ny BRI ELA AiFR— B (Top Input Ports by Received Packet Count) (4451}
SNTeN—TERR) A= b TZELEAT Yy MUZESS AR =, U R MIFIET
., BET y NEDR B EVRETR— MR LR R S ET,

REENT Yy FEAIOESE=4") >4 Y—IL (Top Monitoring Tools by Transmitted Packet
Count) (a3 SN/N—TFR)  XEAT Yy MUIES<E=4 D 7Y —, U
A MIFENETT, EE Ty NI IR LS NE=F U 7Y — 3 BB RS E T,

T4 T ENTNT Yy FUZ KB ERID T 4 L2 (Top Filters by Filtered Packet
Count) (B3 ENT=R—THER) :ACL TT 4 NVEZ U T ENT-7 v M RIZEES W
TIZ4NZ2 V7 LES, UANMIBIETT, 7y MIPRRHZWT 4 V2D EFRICE
IRENET,

TCAM ) Y —RERAZER D EHIT/34 X (Top Device by TCAM Resource Utilization) (%
ST ENTAN—THER)  TCAM U Y — AERITIES T30 A, U A MIRRIETT,
D b @O T A AR EFICER RS NET,
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.7

i

kRO

IOFETIE, *v hU—7 bAFRu YO E ., Cisco Nexus Dashboard Data Broker D7 /XA A
B DFERIIC DWW TR L £ 9,

Y U —23.10.1 LAF%, Cisco Nexus Data Broker (NDB) | Cisco Nexus Dashboard Data Broker {244
HINEESNEL, 72770, GULBEOA VA b=/ 73 L ARG LIS SE 5720, —
ERDONDB DA L AR AN D R¥x o A v MIFES N TWET, NDB/ Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5oiflE, fHAICREEATHEZe D & L THWOLN TV ET,

s hARBEY (65 °—)

kAT

[FARB P (Topology) 14 7iZi%. CiscoNexus Dashboard Data Broker % > U —27 DA E = —
DERRSNET,

FARBE VI, Ry NV =7 QERNFRINET, BRIV —YVvEeabEd L, T
MNFRINET, BFEE227 Vv 35L, TOEREOSHIHELWVIEMBAERINET,

RREINDLHR Y PT—THERITRD LBV TT,
o Bifoi SHL72 NDB 7 /34 A
- ANyH— b
cE=HF VLT V—)L
* NX-0S 7 /34 A

e ACI T34 A
A\

GE)
KHO FRv UEFIRT DI, [EH (Refresh) ] ( O ) 7 Uy LET,

[F7RB Y (Topology) 14 7int, DT 7 v araFITTEET,
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Cisco Nexus Dashboard Data Broker D/ |
. rROD

«NDB T/ RM3EH (Add NDB Device) : iEfICOWTIE., 31 ZADBEMESZR LT
<TZEWY,

« [R/X2 TN ZD3EM (Add Span Device) ] : FEHIICDOWTIX, A3 T34 20BN
(83 =) ZZBMLTIEIN,

[EZR YT Y—ILMEM (Add Monitoring Tool) ]— £l OWTiX, £=4% 1) 7
V=L DEMEZR LTI EEN,
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i

=,54

Z OE T, Cisco Nexus Dashboard Data Broker D5 /3 AT OWTCEELL AL E1,

J U —23.10.1 LAF%, Cisco Nexus Data Broker (NDB) | Cisco Nexus Dashboard Data Broker {244
AINEEINE Lz, 2720, GUUB XA VA =)L 73 F g E G SE D720, —
HONDB DA L AH AN D RF o A2 M3 S TWE T, NDB/ Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5Rifld, fHAICREEATREZe S D & L THWLN TV ET,

« TA A (67 —Y)

TINA R

[T/34 X (Device) 1% 7IZix, OB THXTHRHY 7,
«NDB T/34f X (NDB Devices) :NDB > hu—F |2k TEHINLERNT A A,

FEMMIZHOWTIE, NDB 534 ZZ 2R L TL &N,

[R/\> T34 X (Span Devices) ] : NDBIZ#2ft S4172 A A »F (Nexus/Catalyst) 35 L

(APIC/DNAC) , FEMIZOWTIX, SPAN T /31 2 (80 X—) ZBML

ayvhkr—7
TLIEEY,
A T T/NA X (Tap Devices) :NDB 2> hE—FIHEHINTWNWDLZ v T /31 A,
FEAZOWTIE, v T TS AESRLTLIES N,

« [T/ R 5 )L—T (Device Groups) ]: NDB 7 /34 ANSEES D 7 v—7, FERICH

Wi, T34 &2 7 /L—7 (Device Groups) S L T 7ZE0,

NDB 7/\1 X

[NDB 7734 X (NDBDevices) ]# 71ZiX, NDB 2 h @ —J|ZHEH SN TWVDHTXTOT N
A ADFEHNER SIVET,
RIITROFFMP R R SINE T
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Cisco Nexus Dashboard Data Broker D/ |
B vos sz

% 8:NDB T /34 X

1k A A

[RT—4H R (Status) | (RO{EAIO |NDBIZHHE SV TWDT A ZADBIIED AT —H
1)) BTCRLET, ROFTT T arndbv 4,

s Bk TN ZADENERRETH Y . NDBa Y b —
TR EINTVWD Z L AR LET,

o JRfh R E R LET, T3 AINDB = b
n—Z I N THERA,

C B L RIS TV E TS, E TG
ATETORNI EERLES, 7/ 22T
WL, 27— ¥ A MEEICA D E TR %
T, BEHLCHERR LT,

R TARA ANMA LT F A FT— RIThpo T
F7,
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nog 754 2 [}

F% B

IP 7 FLX (IP Address)
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F%

B

TNRAADIP T KL A,

DT 44— RIINANN—Y I TF, IPT RL A%
JU S ITEE, FAL ADHMBER SNET,

[IP7 KLAR (IPAddress) 1227V v 27 LEd, 734
AT HEEIE A2 B T8 LD AN R R
SNET, TIMBIATTELEBMT 7 ¥ a UNIRD
LB TT,

« TNA 2D
T NAREFTTTANZT D
« TA AD T 1 — N UHERL DR
GE) [T/ A REFT7T7A4 1275 (Take Device
Offline) 177 ¥ a VFEFIKETERINT

WET, AVTFURAE—ROT /A ATD
HEHTEET,

KIS TDHHTH7 Y v LT, T/, AD [R—k
(Ports) 1. [[R— k F+ +JL (PortChannels) ]. X
W [R— bk ZIL—TF (PortGroups) |#FR_THZLb
TEXET, B— K Fx & TN —FOEHMONT
T, R—hF Fr xR —hr 7 N—T%2SH LT
W,

[¥# (Details) 17 A =2 (L) 22Uy 27 LT, T
NAAZADFEMETAELET, Ly o> Foid, &
RENTZT NS R T DROFEMEF R LET,

 [&% (General) ]

o AR— |

e R— bk Fx¥ 2L

* Port Groups

o« ' — N LERE
[y ya O]

o [7 o —#EHESR  (Flow Statistics) ]
o AN— MHCEHE

« [TCAM V YV —Zf#ifiZ (TCAM Resource
Utilization) ]
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nog 754 2 [}

F%

B

[¥# (Details) 1 # 7 b3 AT TEHBMOT 7 3
o
s [/ m—sL ACL @ kU #— (Trigger Global

ACLs) 1: ZODOT7 7 v a ik, T3 A0SR
TWRWNWA X —T oA ZA%WHIL, TNHT X
TOA A —T A AT 10—, ACL ZfHL
EF9, 72— VL ACLIET A ADTXTDA >
B =T A AIRETDHDULERDHY E7,

o R— K~ F ¥ RLDEM

T34 X4 (Device Name)

TN ADRHERFFICEBENRE LT 3 24 (A
Ay T4) o TAARAE, T/ A AT —H APk
DEFEICDHRFRINET, T3 ADRAT —H AN
REFIFTEDOEHA., THA AL ETEREINEEA,

Platform

TNRAADT T v 8T H— 54,

/ — K ID (Node ID)

FTNA AD ) — K ID,

[ 774IL4% (Profile Name) ]

TS ZAOBIMFHIAERL SNV T A ZADT a7 7 A4
Ve

NX-0OS

TNA A LETHAZEITINTWEY 7 b =T D/—
T,

E—F

AL v FNBEFH L TWDE—FR, kOF T a
NHY FT,

«[NDBE— K (NDBmode) ]: AA vF 2K (-
TOA L HZ—T A A) IZNDB a2 ha—7 (T
oINS Z LERLET,

s [ T7 Yy K (Hybrid) ]: 7 /5 AD—FDA >
B—=T A ADHENBPNDBaI L fr—TF—|ZL->T
BHINDZ EERLET,

GE) T 74N TE, ZodEFBEATHES, 7
RA ADBINFNZT NRA ATNANAT Y v K’
T— RBREN o> TWEHEE. ZDFINRE
IRENET,

R—*F

NDB = b2 —F 3 NDB T34 A L@ETH7201C
FEHTHR— 1,
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F% B

RAT—R ZADiRHA NDB /31 2 & NDB @ ko —F [ O#EkGED A5 —

HA RDOLT T3 onH0 £,

o [B6¢R% (Connection succeeded) ]: 7 /31 A &
NDB = > b v —Z ORI AR L2 Z &L 2R L
i j‘o

o[BI (Connection failed) |: 7 /3A A & NDB
oy ha—JMOBERNRIR LI 2R LET,
FRREIZ IR LTe, MG Shve (RIEZAR AR —
N 72 &, KROBHELERINET,

s [HE DU N TE TV EHF A (Connection not

ready) |: 7N ADY m— RPKRKLIZZ L &R
LE7,

[NDB 7/34 X (NDB Devices) | ¥ 7 MHIROT 7 v a L EFRITTEET,
« [T/AM ZADENM (Add Device) ]1: ZHEFEH LT, FrLWT A Z&BMLUET, FEM

IZOWTIE, 73 ZDEMESRL T ES0,

s [T/N14 RDOBHE (Rediscover Device) |: {TORIHICH LT = v 7Ry 7 RAeA 2L

T, MERT AL AERINLET, [F2 3> (Actions) 1> [T/31 AOBKRE
(Rediscover Device(s)) 147 Vv 7 LET, Ry 77y 7FRERranEd, [BigH
(Rediscover) 1 %7 U » 7 LT, BIRENTT A ZAZHEBRHLET, 74 2AOHMK

HZ21TH &, Zo—sU0 ACL BN SN E T,

N

FNRAANEBEEIND L, UDE, R"—F, Zo—r, B
S OBt OB ThIL, ZHUTEY T 7 0 v TR %kb
nEJ,

W7 =0 5501, BRHEZEN L TT A A2 FmR L £,

Frxy I RNy 7 ABREPICHRIET 7 a 2B 58 =27 —RFRESNET,
TNA ZEERNT D L O IR ET,

o [T/NA4 RDBER: (Reconnect Device) |: ITOXIAICH LT = v IV Ry 7 A%kt 1L

T, MIERTNA AERIRLET, [FU 3> (Actions) [>[T/31 ADOBEHEH (Reconnect
Device) |27 VU v 27 LET, Ry 77 v 7RERENET, [BHEH (Reconnect) 1 %7
Uo7 LT, BRLET NS AR LET, BT 7 v a i, 77314 A& NDB
ay hu—J OGN LTSS, BT D720l S E T,

Frxv I RNy 7 ABREPIHER/R T 7 v a ARG 58 27 —RFRISNET,
TAA ZZEIRT D L O IR B E T,
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T4 Z2D3BIN .

[FRT77A4ILDOEH (Update Profile) 1: 277 v a &AL T, T4 ADT 1
T ANEBMERITEHRLET, ZOFX A7 OFEMIONWTIE, T4 AT 77 AL
OHF #ZR LT ZE0,

s [T/ ZDHIBR (Delete Device) ]: {TOLIBICH LT = v 7Ry 7 A% A2 LT, &
TR T A AR L ET, [FP 3> (Actions) 1>[T/314 ADHEIER (Delete Device) ]
IV LET, Ry TdT o7 Uy RUNRERINET,

« [HIB& (Delete) 1: 24T arvaMHALT, T3 A E R L2 £ £ NDB =
Y hR—=I ML TN ZAEHIBRLET,

« /38— L THIB (PurgeandDelete) ]: 2047 a VAR LT, T35 A& HIk
L. NDB 2> b a—I 02 b7 /31 AR HIBR L £,

Frxy IRy 7 REBRETITHIRT 7 v a x2S E, 27 —NRRINET, 741
AZBERT L L IITROBNET,

\}

TN AMEM

GE)  FTAALARIZBETET, NDBa Yy ha—I b8l shz54&. NDB2> hr—7(330

ML T A RAERST TR LLY & LET,

7a—7UER ACL 1%, 73 A LD EN T ARNTRXTOA v F =T =2 X (Zy Y
SPAN/TAP, X7 v b hTF v r—v gy, VE—FEERT,. BLOe—OLBLNY £—FE
=4—=) ICHBICEMENEY, 7740 bTiE, 78— VUUER ACL #REIZ T ~TDT
INA ZATHEMNI 2> TWET, config.ini 7 7 A /LT configure.global.acls /X7 A — % % false IZ
RET DI LICEY, Ze—rULER ACLREZ TN 2 2 &3 TE £F, M7 7 A v
WCEWZIMZ 2%, ¥9 NDB Z#HiEE L T 7Z2E0,

NDB 2t b —F |21 DDT A ZAZBMTHI2iE, ZOFIEEZHEHLFET,

1a s BRI
NDB = b B —F 2T A A %&BMT 5R01Z, ROFNEZEITLET,
« feature nxapi =~ > R&EMHH LT, 7/34 A TNXAPl Z#HhZ LET,

¢ TNRA A%HHTNDB 2> b a—ZEMT 285E81E, [T 3 AORHESEM (Device
Prerequisites) |4 7> a v &2FH L 9,

\)

GE)  HAR—PFEINTWBCiscoNexus ¥V — X AA v T LHR—F I TVDNX-0S/N— 3

v HERR T A2, Cisco Nexus DataBroker V U—AZ /—k U U —2 310 ZH#ER L TL
72 &0y,

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .



Cisco Nexus Dashboard Data Broker D/ |
B = zxoem

ATYF1 [T/84 R (Devices) ]1>[NDB T/34 X (NDB Devices) JIZBE L £,
AT9FT2 [7HUar (Actions) | Kuy 7 X A=a—n5 [T/84 ADEM (Add Device) ] Z#E4R L £,
RAT9 T3 [T/AA ADENM (Add Device) ] XA TR KRy 7 AT, ROFEMEATILET,

£ 9: T4 ADIEM

Z4—ILE Bl

[£% (General) ]

[IP7 KLA/HRZ +% (IPAddress/ Hosthame) ]| 554 24 F71XIP 7 RLAZADLET, #HEOT
INA AZBIMT BT, RAMERIZIPT RL A%
a < TRY - TEMLET,

A—H—%&/ Fa T 74 (Usernamel Profile) | 1—H—ZE7-1ZTAT 7L ILONTINEZ RN L
ﬁ‘o

[A—H—%& (Username) 1527 Vv 7 325&, IRD
74—V RBRFRENET,

s [2—H—% (Username) |: 7 /31 Rz /A
HImODAA v FO2—F =% AT LET,

«[/SRT—F (Password) ]: SAU—KR&ZASHLZE
7

[FB774)L (Profile) 1227 Vv r35&, ROT 14—
IV RBFIREINET,

[FBT7AIL (Profile) 1:[FR 774 ILDEIR
(Select Profile) ] ey 7& o YA King, 7
07y ANVEBRLET,

GE) BEOXAL vTFET a7y A VZEEMNT
HZENTEET, a7 7 A IVRE.
TRTDAVNR— A4 v F A EINE

TO
#4414 7 (Connection Type) Ray 72y A RNG, By A 7 28R L ET,
BITE, NX-API OHBHHR— kI THET,
[R—F (Port) ] FNA ZADWEER— 2 AHLET, HTTP FRHD
NX-API (ZiZA— b 80 ZfF i L, HTTPS |Z1% 443 % f#
HALET,
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7ri1z206% |

J4—ILF

Bl

TINA XDEMHREH

IREDRZ 22U v LT, T35 ADHIREM 2 A
BN LET, N=NFRIIEDY ., RF U PAICBEL
FT. ROF =7 Ry 7 ABRFRINET,

e AVBE—TIARARVYK—FT 74V T, 2D

Fxv IRy AT TR STVET, T R
DRMHESEMEICLY, —#HOT 7V A v F—T =
AR avwy RRHBMIZFETINET,

«[JVT—F (Reboot) ]: ZORZ &AL T,
NDB |[ZiBIT 2RNZT A A%V 7 — R LET,

«[TCAM|—ZDF = IRy 7 A% F I LT,
TCAMfEZFZELET, [T 74+ (Default) ]
72X [R4—JL (Scale) 1 #iERL 7, ThEh
1024 £72152048 D AE U NE D Y THNE T,

TNA ADREMHRGFRMICEET 258X, 7 31 ADHIHES
(718 X—) EHMLTLIEIN,

NATJy FE—F

ATV RE—REEDNTTDHITIE,. X—ZFIZAT
A4 RLET, "7V vy RE—RTIL, T 2AD—E
DAV HE—T 2 A ADHZNBPNDBIZ L > TEHINET,

ZOF T a rEFRAT HITIE, configini 7 7 A LD
nx.hybrid.support=true # AT 2 LE R H Y £,
NDB % fH#lEh L T, NDB [ SN TWDT_XTOT
WA AXATZOWREEZEMTE L LI LET,

ATY T4 [T/INA ADEM (Add Device) 1 %227V v 27 LET,

71 —sNVACLIE, T8 A DT RTOA ¥ —7 = A AIZHBWBMSNE T, 7744 F T,
T A A LT B — L ACL I AINC 2> TET, 7 r— UL ACL 28T 5121, configini 7 7
A JUIZ configure.global.acls /X7 A — & Z BT 20BN BH D £F, 7 /3 ZAD 7 1 —s3L ACL % 427
521X, configure.global.acls /N7 A —# % false IR E L. 7 /351 A& HEEN L7,

FINA ADIRE

ZOFMEEZEM LT, 70 2 &fmELET,

1R BHEIIZ
1 DU EOF A 2 5B/ L £,

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .



Cisco Nexus Dashboard Data Broker D/ |
B = xom%

ATV F1 [T/8 R]>[NDB T/8f R ICBEI L £7°,
AT T2 FRENEET, IPFKRKLREZY v LET,

B LA U ERICER RS E T,

AT T3 [7U 3> (Actions) |27V v 7 LT, [T/NM1 AD#wE (Edit Device) | ZBR L £7,

ATy T8 [T/ ADHE (Edit Device) | ¥ AT 07 Ry 7 A2, BUIEDOT A AFRPERENET, b0
T 4=V RELEIZS U TERLET,

R10: TN RADIRE

J4—ILFK Bz

[£#% (General) ]

[IP7 FLR/IFRR +4%& (IP Address/ Hostname) 1|5 /34 ZOBA{EDIP T RL A, ZD7 4 —/L RidfRE
TEXFEHA,

a—H—&/ T T 74 )L (Username/ Profile) |[1—4H—4% (Username) ]E7-1Z[FR 7 7ML
(Profile) JDOWF iz @R L £,

[1—H—%& (Username) 1% 7V v 27 325&, KD
74— RBRERINET,

s [2—Y—%& (Username) ]|: T /31 A~Dr 7 A
A s —Y—anFRSnET, IO
74— RIEwRETE XY,

s [/XRT—F (Password) ]: AJ)L7ca—H—4D
INAT— Rz AL ET,

[(ZFR274)L (Profile) 1227V w7 F25E, RDT 14—
IV RRFRRINET,

[FRTF7AIL (Profile) 1: [FRT 74 ILDER
(Select Profile) 1 ke v 7 X UARpL, 7
077 ANVEERLET,

GE) HBEOAAL vFET a7 7 A MBEA
JFHZENTEET, T 77 AVEE
X, T _XTOANR— 2 v F IS
nET,

#2517 (Connection Type) Ry 759y )2 bk, By £ 7E 8N LET
BE, NXAPI OANF AR —hENTWET,
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TIRAR TAT7 A ILDEH .

J4—I)LFK ERBA

[R— & (Port) ] TAA ZADWER— M2 AN LET, HTTP BEH O
NX-API |[ZiZR— k 80 Zffi ] L, HTTPS |13 443 % {#
)EH L/i—é—o

TINA RDENHREH JREDARZ %7 Vw7 LT, T3 AOFHESRE A

FNZLET, N—DFRIIEDY, R¥UPEIZEEIL
4, ROF vl Ry ANREREINET,

A VB—TIAR ARV KF—FTT7HIV T, ZDO
F v IRy I AIF Ao THOET, T/ A
DRHRFRMIC LY, —#HDOT 7NV A F—T =
AR a<y RREHEBMICFEITENET,

«[JT—F (Reboot) 1: ZORK &AL T,
NDB (ZiBMT HENZT NA A%V 7 —KLET,

«[TCAM]—ZDF = v 7Ry 7 A% F 2 LT,

TCAMEZ & ELET, [T+~ (Default) ]
FE[R7—IL (Scale) ] Z&IRLET, TNZ
1024 £7-132048 D AE Y BNEIV B THNET,

T ADHHRARM BT DREMIE, 731 A ORISR
(78 ~—=v) ZZML TSN,

ATy 5 [T/INA ADHwE (EditDevice) 127V v LET,

FINA R TAT7AILDOED
ZOFNEIHE ST, TRT 7 ANET AL AZE Y YT (BEfT) | AL 20T a7 A
NEFEFLET,
1R BHEIIC
12U DT 77 AV EERLET,

AT9F1 [T/N4 R (Devices) ]1>[NDB T/34 X (NDB Devices) ] 28I L £,

ATwFT2 [FUar (Actions) | ka7 Xy A=a—p[FTAT74IILOE|Y L T/EH (Assign/ Update Profile) ]
ZEBINL E9,

ATw 73 [FOT74ILDENY L T/EHF (Assign/UpdateProfile) 1 %A 717 Ry 7 AT, IROFEMEATLET,
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RN:[TOT7AILDEY B T/HES (Assign/Update Profile) ]

Cisco Nexus Dashboard Data Broker D/ |

T4—ILF

BLl]

£l

777 IJL (Profile)

Ray7Zor A=a—n5[FBT7 7))L (Profile) ]
IEIRL 7,

8542 4 7 (Connection Type)

T 7 4V b D NXAPL ##i % 4 T HRERINET,

ATy T4 [TRT7A4IILDENY B T/EH (Assign/Update Profile) 1227V v 7 LET,

R— bk FrRILDEM

ZOFEEMEHTLE, A= Fr X LZ2BMTHIENTEET,
R—hF F¥ RNVOFEAMIONTIEL, A—hF F¥ R —hK TN =TSR LTI EZEV,

AT w1 [T/84 R (Devices) 1> [NDB 7/34 X (NDB Devices) ] (28 L7,
ATy T2 [IP7RKLR (IPAddress) 1227V w27 L, §Eli7 A 2 Z8IRL 7,
ATY 73 [[R—F FrRILDENM (AddPort Channel) | ¥4 707Ky 7 AT, ROFFEMEANTTLET,

= 12: R— L F ¥ RILOEM

TJ4—ILF

BLL]

[£#% (General) ]

ID R—FF ¥ 2V DLETEATTLET,
SRER N—bF FrXNVOHAEATI LET,

[R— k (Port) ]

[R— DR (SelectPort) 127V v 7 LET,
VERF vV Ry 7 AzF LT, EIR
(Select) 1227V v 7 LET,

ATy T4 [[R—k FrRILDOEM (AddPort Channel) 1227V v 7 LET,

TN ADEHREH

Nexus Dashboard Data Broker (%, #7 L <:BIIS 72T A AZHEAMEREZ 7 v = LET, Al
PR O & IEH 127 > ¥ 23 521X, Nexus Dashboard Data Broker D LT /34 AT
NX-API AN/ > T\ D Z & 2R L £ T, NX-API T /31 A % Nexus Dashboard Data Broker
WIS S EATDICTFETHRET HALEITH Y TR A,
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| Cisco Nexus Dashboard Data Broker (D #& X
A=t Frrref—t -7 |

TNA ADHHESEMIE, TS RAZBMELIIRET D L&, FREIT M RTve 77 AL
FPEMELIIET TS EEITHERTEET, T8 20BN (73X—) F2E T34 AD
e (715 3—=) 2L T IEE,

O IE. Nexus Dashboard Data Broker IZ L > TH LWAAL v FICTF vy a2 SR ET,

« STP ORHESGM AT S TITNDB T3, R4 R— R 5 L& WLz v 7z
IZAR— K F ¥ XV NDB T3 AZHEGE STV HH4) . switchport mode trunk =2~
> K& spanning-tree bpdufilter enable =~ > & FEy TR T 2L ERH Y 7,

cTFNRA AT Ty T — IS TCAM Hk
e ANR= Y Y —T MST B— RBRECAR > T D
« JiAK VLAN H5%

o LLDPHRREDN A ZNT 72 > T 5B (Nexus Dashboard Data Broker D4 1 £ — K D55 D )

Nexus Dashboard Data Broker (2 X > CT X TOHERBIEFIZT v oo SNToth, 7351 AR
EEISNET, TCAMREDTZD, T3 ZADOFLEAMLETT, NX-0S 25D 7' — k)8
PR— F ENTWDDIE 9.2(3) LUK T,

R"— bk FyRILER—FTIL—T
R—k FrRL

R— R~ F ¥ RIEEOWIRA o H—T = A ADEAIRT, A v ¥ — 7 oA AE/ER L F
T, 1ODR— K~ F ¥ R REODMBT 7T 4 7 U 7 X0 KL LT, HE L TR
PamM ESELZENTEET, R—=F F¥RNVHNDA N — R — MIEERHAET D &
BENBELZY V7 TIRESNTWE T 7 4 v 7138 — N T ¥ XVNDOZDMOD A 23—
AR—=MIUWBEDLY T, INOLOEHNINZEYEA LY —T=2A AMTrT 74 v 7D
02— RNZF U T ETOVET, A=K Ty RVOYBA X —T = A ARV EH 1D
BEL WU, ZOFR— bk Fr 2 UEEEL TWET,

R— b F ¥ xE, EEOH DA v F—T 2 R FAT 52 8L > TERLET,
ABT 47 R— K Fx F/LDIEH, Link Aggregation Control Protocol (LACP) % E174 5
R b FrIAERELTHEBSEL LN TEET, BELERELHR— b Fv RICH
ATDHL, TOR=FFXRNVDALNA U H =T 2 ATHLENENEENEH SN ET,
e ziX, A=Y U —7nm haj (STP) NI A—X &R — s F ¥ FIVIIRET D &,
CiscoNX-OS X ZNHD/RT A= R — K Fr RXNVDENENDA 2 —T7 = A ATi#H L
7,

BT 57 e harzHed,. A¥7 4 v 7 R— K Fy 2T REZ G
T& %7, IEEE 802.3ad IZHLE &4 TV % Link Aggregation Control Protocol (LACP) % i
HEL A= F XN EIVNROIHERT LN TEET, LACPEZHEHATLE, Vs
IZkoTTm hanr Rry R ESNET,

R—k -7

FTHRA A (FREFEEORIR DT NRAR) OR— 27— LT, A—F ITA—TEE
TEET, R—F I —T1F, SEIERAA T OV AN = ez Zy/
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Cisco Nexus Dashboard Data Broker (D #& X |
B ssnssorsmro—rASL LUy

K= FORMBE DT Z LR TEET, F— P IA—T AL TODHE, F— | 7
N—T DIf % DF— FEBIRT 5 2 LITTEEA,
HAMBEESLVERMBEO—K NF2P0Y

Cisco Nexus Data Broker GUI 38 L TNREST API A > ¥ —7 = A A6, NX-API T — N &
ALT, fFflo— KT v 7%k L. Cisco Nexus 3000 3V — 23 X U8 Cisco Nexus
9000 >V —RA AA v FTMPLS ¥ 7 AN v B T HHMNITHIENTEET,

ROKIZ, BB IOIFAROR— R AXF 7 F T aranRmLET,

BESAT AVPPER: 154 PR A NTE N e
Symmetric SOURCE_DESTINATION | Nexus 9000 > J — X |IP. IP-GRE.
(+_7T) . IP-L4PORT,
N3K-C3164xx. IP-L4PORT-VLAN,
N3K-C32xx IP-VLAN, L4PORT,
MAC
REST API IP, IP-GRE, &~— b,
MAC. IP D&, KR—
DI
It PR 7 Nexus 9000 & —2 |IP, IP-GRE,
_ (+~=7) . IP-L4PORT,
E(E%
N3K-C3164xx. IP-L4PORT-VLAN,
N3K-C32xx IP-VLAN, L4PORT,
MAC
REST API IP, IP-GRE, &— b,
MAC

SPAN 7 /31 X

Switched Port Analyzer (SPAN; A A v F RAR— Kk 7FZ A4 %) (X, FEMTEMERR N 71>
7 BBV T VATATT, Ay NI—2 NI T4 v 7 EERL, Ny y hEE=XY
TDIOIZT 74 WFIZEIELET, SPAN (X, #OMEDO NI TN a—T 47 Xy
N — I FEHROHE, BIORTr—< RAE=X Y U 7IFEHRA SN E T, NexusDashboard
Data Broker Z il L C, 7731 2% SPAN (B0, fwfE, HIBR, BLOFHHRETEE7,

Cisco Nexus Dashboard Data Broker U U — % 3.10.1 LA, Cisco Catalyst 9300 > U — R A A v F
EEBBAAL v T L LTHAR— SN TWET, Catalyst switch OFEMIIZ-DUTlE, Cisco.com
OEHET 5L 2aD FX2 A FESBRLTLIEE W,

\}

GE)  Catalyst & U — % A A »F 9300-24UB (3, U U —2 3.10.1 IZkHE L TEF, Pa— K
SN TS IOSXE AN— 5 1%, 16.09.05 LI TT,
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sean 731 2

Catalyst A A~ F-1%, Nexus Dashboard Data Broker GUI # i f§ L THE#EA R — REB X OWEHELIT
X F 9, Catalyst A1 v F X, DNAC Z#fEH L CTAH YA —KT5Z & TXFEJ, CiscoNexus
Dashboard Data Broker & Cisco DNA Center D#t (86 X—7) #ZMML T 72XV,

[SPAN T/34 X (Span Devices) ] % 71Zi%, SPANZHERE SV TV DT /NA ADFEMMN R &

nE7,

P A FORT DI, [a Y ka—S5 (Controllers) | 7213 [E#R@ XA v F (Production

Switches) ] Z&IRL £,

«[3> bB—3 (Controllers) ]: APIC % 721% DNAC % 41 L C Nexus Dashboard Data Broker
avbr—J RSNy MU — 27 ETTT A R,

 [3E52B X A4 v F (Production Switches) ] : Nexus Dashboard Data Broker = > k 1#— 7 |ZHz
BINTZ AKX K7 12D Nexus F 7213 Catalyst A A T,

x13:a>vba—3

el

B8

[Active IP (72 T4 FIP) ]

a2y ae—I90T7 7T 4T7RIPT RLA, IP
T RVREZ Y w7358 HRNTH L
AUNFEREINET, ZINHFETTELE
mMr 7 va  A3mko LB TT,

« ARV T ZADMRE (84 ~—Y)

Nexus Dashboard Data Broker = b @ — 7 L 1@
{59 % APIC/DNAC =1 k1 —F DOBIED IP
7 R,

IP7T RLRAREI Vw7 35HE, ARNZH LW
NA UBRERIRESI, RN ERRINET,
DNAC =22 b a—F O¥4A . Nexus Dashboard
Data Broker 73 DNAC (2 A > A h—/L¢ 5T
TL— M MBERRINET, T L— M
WD LI TT,

*NDB E=%—t vz DOHIR

*NDB t=4—t v a DK

[2—%—4% (Username) ]

av hr—JZBfEr A LT hH—H—
%O

ARl

2y bue—7 DO4Hi,

[F54<YIP7FLZX (Primary IP
Address) ]

ayvha—I07T7A4<VIPT KL A,
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B sean=iax

Cisco Nexus Dashboard Data Broker D/ |

HL:L
[£H>% ) IPT7 FLZR (Secondary IP (APIC DZ) =y hu—FDEHr 2 IP
Address) ] 7 R A,
[Z—L %) IPT7 FLR (Tertiary IP (APIC &) 2> hu—50EIOIPT K
Address) ] L,
= 14:[E%BR A vF (Production Switches) ]

EiEA
[7% T4 7 1P (Active IP) ] TNAADT 7T 4 T72IPT RLA,

IP7 FLAZZ Uy 73 25E, AANTH LW
NAUPRRSNET, ZINHFETTED
BN 72 a AFKRO EEBY TT,

o AR T NNA ADMRE (84 RX—)

[2—%—% (Username) ] FR RCHBER A LTV B — P4,

Platform TNRAADT T v N7 —2h,

[SPAN 7/34 X (Span Devices) | ¥ 7, IRDT 7 v a vy aFITTEET,

* [SPAN 7/34 ZD3EN (Add Span Device) 1: Z#&EMH LT, #H LV SPAN 7 /31 2%
BILET, FEHICOWTIE, AR TS 20BN (83 2X—Y) LT ES
Uy,

* [SPAN T/34 R DFE#&E (Rediscover Span Device) ]: ITOMIEICH H T = v 7 Ry 7 A
BEANCLT, BERTNA ZAEZRIRLET, [ 23> (Actions) ]>[SPAN T/314 X
DHEEE (Reciscover SpanDevice) 1 #7 U w7 LET, Ry 7T v 7 U4 v RUNRER
SINFET, [BEYE (Rediscover) 1 %7 U v 7 LT, BIRLIET A RAEHBRHLET,

[SPAN T/34 ZDEHEHE (Rediscover Span Device) 1 473 a > 2] L T, Nexus
Dashboard Data Broker = > k1 — & SPAN 5 /31 A OG5 &2 ST L £97,

Frxy I RNy 7 A BREPICHMRET 7 a v 2BRT5 8 =27 —DNFRESNET,
TA ZEERT D L O IR ET,

* [SPAN T /34 ZDHEIBR (Delete Span Device) |: fTOLIHICH DT = v IRy 7 A%
LT, RERT AL ZAZRIRLET, [72 23> (Actions) 1>[SPAN T/34 X DHIR
(Delete Span Device) 1 &7V v 7 L£7,

Ty IRy 7 REBRETITHIRT 7 v avzlse, 27 —NRRENET, 731
Az BRT D LD ITKROBNET,
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| Cisco Nexus Dashboard Data Broker (D #& X
Ry TR RDEM .

RINY TFINA ADEM
SPAN IZ 1 DDT /3, AZBINTDHI121%,. ZOFEEZEHALET,

ATYF1 [T/84 R (Devices) 1> [R/\2 T84 R (Span Devices) ] ICBEIL £,

RTw T2 [TV 3> (Actions) | ka7 Xy URA ML, [R/INY T/ RDiEH (Add Span Device) ] % i
RLET,

ATw T3 [RINY T8/ ZADEM (Add Span Device) | # A 7 uZ Ry 7 AT, IROFEMEANTLET,

R 15:[R/8> T/ AD3EI (Add Span Device) |

J4—ILFK S BA

[£#% (General) ] [2> kBO—5 (Controller) 1 £7-1X [ERBRA v F
(Production Switch) ] #&R L £9, =2 hr—F &
L CiX, APIC 721X DNAC BN A[RETY, EBEEA A v
7 (PS) & LTI, Nexus F£721% Catalyst A4 v FH3A]

BT,

FNENTHEHATELL Y a e oI, LTFDfT
T LET,

[3 > bA—3F (Controller) 1ICFKRENDT 4 —/L K :

o> ka—3 44 7 (Controller Type) Kaw FAY JRARNRbay ha—5 Z A F &R
LETROA T arBH £,

* APIC

« DNAC

[IP7 FLR/IFRR k4 (IPAddress/Hostname) 1| = he—5DIP 7 RLAZ AN LET,

[IP7ELR (EA>&1)) (IP Address (FF>ar, APICOH) avta—5Dkvh 2

(Secondary)) ] IP7 RLRAEANLET,

[IP7FLR (B—2 1)) (IP Address (A7 a v, APIC DFADHR) ar ha—FDH3

(Tertiary)) ] IP7 RLVAEZ AN LET,

Username =P —ZHE AT LFET,

INRATT—FK SREED - OITME R RAT— RE AN LET,

DNAC# (DNAC &) DNAC4 &2 AN LET, ZDOLARINL,
Nexus Dashboard Data Broker = & s 2@ — 7 |Z L 5#k5BIIC
fERENET,

[E#E A1 vF (Production Switch) JICEREND 7 4 —/L K :

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .



B =~ 7 zxoms

Cisco Nexus Dashboard Data Broker D/ |

J4—ILF

Bl

[7 FLR (Address) ]

Nexus F721% Catalyst A ~»FDIP 7 KL X,

TS5y bI4+—LBAT

ka7 HZ g A RPBERLET, ROL T a v
NHY FEF,

* Nexus

* Catalyst

[R— k (Port) ]

T3 AEEFR— b,

Nexus A4 v T DHR—  EZEATTLET,

[F5y b T+—L B4 T (Platform Type) 1& LT
Catalyst Z IR L7256, 7 7 4/ bOAR— ME22 3%
RIAVET, Catalyst AA v F~Oi#(51% SSH #&H T
bé‘o

[2—%—4% (Username) ]

TNA AD2—F—Z 52 AT LET,

INAT— K

A B FRET B T DIT B RS AT — R & AT L
i‘a‘o

INRT— R#HF%Z3 5 (Enable Password)

(Catalyst 24 v F D) MBIR/NAT — K2 AL FE

—g—O

GE) AL v TFRA F—T 0 T— FTRVWEAIL,
INAT—KREADLET,

ATy T8 [R/8Y T84 AD3EM (Add Span Device) 1227 U v 27 LE7,
DNAC 22> b —F B ANR T4 AL LTIERIZBIMEi5 &, Nexus Dashboard Data Broker (34372
Iavxy heT U L—REDNACaY br—F A A M=V LET, Bl mr=7 b T
> 7L — M, DNAC @ [Template Editor (7> 7L —k =7 1 #) | CHEGRTE £ 7,

RINY FINA ADERE

ZOFEIZHES T, AN TFARALADNRT A —ZERELET,

1R BHHEIIZ

1 DU ED AR TN ZEERE L E T,

AT T [TINAR]>[RIRY TINA R ICBEI L £,
ATV T2 FRENEZRT, IPFRLRZZY v 7 LET,
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| Cisco Nexus Dashboard Data Broker (D #& X
215w 7131 20%% |

LA AR RENET,

ATFY T3 [7H 3y (Actions) 1227V v 7 LT, [RINY T4 AD#mE (Edit Span Devices) | Z 184K L £,

ATv T8 [RINY TINA ZADOHRE (Edit Span Device) | ¥ A 7 0 7Ry 7 A2, BHED AN T3 ZAERPER
SNET, INHDT7 4=V FEREISCTERLET,

R16: RINY TINA ADIRE

J4—ILFK L)

[£#% (General) ] DT 4=V RliE, RETEEEA, DAY bO—
SERIIEBBRA v FERRLEGA, FO8REE
HFHrZ2 L 3TEERA, L. ENHDONTA—H
IIRERRETHY . UFOIT TSN TWET,

A kA—JIZEREIND T A —IV R

ar ka—3 &4 7 (Controller Type) UBNZEIR L 7-av v —F ¥4 7, ZDO7 4 —/L K
X, WMETEEEA,

IP7 FLR/FRR F4 (IP Address/Hostname) |2 ha—50O 754 <YV IPT7 KL A, D7 4—/L
Kit, WETEERA,

IP7RKLR (Eh>A&Y) (IP Address (APIC DIFEDH) APIC T NA AD®H XV IPT

(Secondary)) RLZAZ AN LET,

IP7KLR (B—< 1)) (IP Address (APIC DA D) APIC T34 ZAD3IKIP T KL &

(Tertiary)) EANNLET,

Username ay ha—IOa—W—4,

INATJ— R BIEDTZ O DM /RAT — K& ATJLET,

DNAC% (DNAC ®7) DNAC D4 i, Z D4 #HiIE, Nexus
Dashboard Data Broker =12 b 72— 2 L Ak &
nNEJ,

EBBAA YFICEREINDI T =R

[7 KL R (Address) ] Nexus F 7213 Catalyst A1 > FDIP 7 KL A,

TSy bITH+—LBAT DIFNSBIR LTy NI+ —A B AT, ZDT 4 —)b
Rix, fRETEEEA,

[R— bt (Port) ] TN AWER— R,

N— ML, Nexus AA v F DA 1T 80, Catalyst A
A v FOEFEIFT 22 T,

1—H—% F A ADZ—HP— A,
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Cisco Nexus Dashboard Data Broker D/ |

. Cisco Nexus Dashhoard Data Broker & Cisco DNA Center D#f &

T4—ILF Bl

INRTT—F 22— EBAET BT DITHE R XA — K2 AL
£7

INATD— R ZEHMIZT S (Enable Password) (Catalyst switch D7) AA v F a2 HMTT D 72D
BN AT —REANLET,

RT9 TS [RIN2 TINA RD#ESE (Edit Span Device) 1% 7 U » 7 LET,

Cisco Nexus Dashbhoard Data Broker & Cisco DNA Center D#f &

Cisco Digital Network Architecture Center (DNAC) 1, *v NV —27 ZEHTX 59 /17 % v b
UV—7 aryhe—9BIWEHY Y 2R — NTT,

Cisco DNAC DFEEMIC DWW T, BE 42 CiscoDNAC D F¥x =2 A F A2 L T &V,

DNAC == > k B—7 (%, Nexus Dashboard Data Broker & & C& £, Catalyst A1 5 SPAN
t v a3 UHAkIE. Nexus Dashboard Data Broker Ul 7> 545 B C & $£ 7, Nexus Dashboard Data
Broker (X, A > HR—7 ¢ 7, DNAC RIZMN L7 may=s T o7 L— b aER L E
9, Nexus Dashboard Data Broker (%, Catalyst A > F DR — ks DFEMlAZ DNAC & 3HF L ET,
T 7 L— NI T, DNAC 1T Catalyst A »F TSPAN v a U Z{EK L £,

DNAC = k@ —F ® Nexus Dashboard Data Broker 7 > 7 L — k O] :

monitor session $sessionNumber source $sourceType $sources $direction
monitor session $sessionNumber destination interface $destinationInterfaces

Nexus Dashboard Data Broker == > k @ — 7 & DNAC W] ?®i8/E121Z REST API AMEH v £ 9,

2y T TINAR

Cisco Nexus Dashboard Data Broker U U — & 3.10.1 {%, CiscoNexus 3550-FL1 > U —X A A v F
BE T TNRARALLTYR—bFLET, v T TAM AL, Xy MU —2 F—FDat—
EERTAHLOD, T—FEERT LRNWTSIAATYT, ¥ T TNAANLDNT T 47

I%. Cisco Nexus Dashboard Data Broker [Z£# L TS & [ZALBEA 5217 £ 97, Cisco Nexus 3550-F

L1 % Cisco Nexus Dashboard Data Broker Z ] L, % v 7 7 /34 A & L CTHEET 5 HEDORE
HNZHOWTIER, Z v THIC OV T (174 =) 2R LT ZEW,

R17: 89T FIRAR

5l A

[IP7 ELX (IP Address) ] B 97 FRLADIPT KL A,
TN 2% T ADA,

[TZ v kT4 —L (Platform) ] B TFENRL ADT T b T F— A,
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| Cisco Nexus Dashboard Data Broker (D #& X
BT TNAR .

5| EHEA

[/ —F ID (NodeID) ] Cisco Nexus Dashboard Data Broker = > h 17—
TIZX BN END X v 7T TR ZAD
—E D ID,

[FRZ774)L% (Profile Name) ] BT b= a7 7 A V4,

By T TN ADERFEZ [TR T 7 AL
(Profile) 147> a U IN@IREI TR
A ZZIERIIRTSINEREA,

Version BT TNRAADI) T NI =T N"— g 0,

[RT—% XAMEREA (Status Description) ] Cisco Nexus Dashboard Data Broker = > b 17—
FEH T TNA A OEEGD AT —H A,
WOFT > a v ZERTEET,

o BTN (Successfully connected) @ ¢
B,

o FBFFSEY  (Authentication failure) : &% v 7
T ADBAHERNELL H Y FHA,

e Bt ¥ A4 57 U K (Connection
timed-out) : —ERFMINICH v 7 T34
AZBETEEHEATLE,

e IRA RA~DNL—FRHY FHA (Noroute
tohost) : ¥ v 7 FTNAZADIPT KL A
MDEE -S> TWET,

o TA AIE OB 72 NE (Invalid
response from device) : RIE72T /34 A
(CiscoNexus 3550-L1 LIk DT /314 R)

[y T T/84 R (Tap Device) 1 ¥ 76, IROT 7 v arzF i caEd,

c[2v T TINA RDEM (Add Tap Device) 1 : ZHZHBHL T, HLWX v 7 T34 2
ZEMUET, FMICONTL, ¥y 7 T80 20EM (88 *—V) ML TLLES
AN

AT FAIILDENY L T/EH (Assign/ Update Profile) : D7 7 a v ZH LT,
By TFTFNRAZADT AT 7 A VEBEMELIIFEFRLET, ZOF X7 OFEMITHOWTIL,
Ta T ANDOREBESRL TN,

By T FTINA RDOBHESE (Reconnect Tap Device(s)) : {TORIAICH DT = v IRy 7 A
EACLT, BERT AL AZRIRLET, [F22 3> (Actions) ]>[T/\A REH
% (Reconnect Tap Devices(s)) 17 Vv 7 LET, Ry 77 v 7RNERENET, [B
% (Reconnect) |27 VU w7 LT, BRLIEF T TS AEHERLET, 204
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Cisco Nexus Dashboard Data Broker D/ |
B 5 7751z0Em

7> a v id. TAP /34 A & Nexus Dashboard Data Broker =2 > k 17— O C[#E # A
L7 7 K~ (Connection Timed Out) | =7 —23 A L7CHEITHEH L £,

« By T TINA ADHIB& (Delete Tap Device) : {TORFAICH DT = v IRy I A%
LT, BERY T TNAALAEZBIRLET, [7Y 3> (Actions) 1> [T/314 RDH
B% (Delete Device) 1227 Vw27 LET, IRD2ODF T g U NHIBIRTEET,

« HlIBx (Delete) : # v 7 5 /3A A% Nexus Dashboard Data Broker 7> S8 L £ 9,

« IN\— LHIBR (Purge and Delete) : % v 7" 7 /31 Z % Nexus Dashboard Data Broker
controller = > b = —F L Y)Wr L, BIEfF T 5 L7245k % Nexus Dashboard Data Broker
controller = Fa—I ML HIBRL T,

By T FTINA ZADEM
ZOFNEZEMEH LT, CiscoNexus3550-FL1 & % v 7 734 AL LTEMLET, FAR— &t
SOF/NY 7 N =T A=V 3 %, 1150 TT,
15 eH B IS
- configure http enable ZfH LT, ¥ v 7 734 XA CHTTP # AN L £ 7,
« 2T TNA ABAFORELNB RN L B L ET,

ARTYTN [TNNAR]>[Z YT TNRA R B L ET,

ATFwF2 [7H¥ar (Actions) ] Kay 72T UR b, [2y T T84 AMIEM (Add Tap Devices) ] %1%
RLET,

AT T3 [y T T/INA ADEM (Add Tap Device) | ¥ A 7 a7 Ry 7 AT, WOFEMEADLET,

= 18: 4y TT/N4 ZADiEM

J4—ILFK R AR

[IP7 FLR/FRAR b4 (IPAddress/Hostname) ]| /54 2D P 7 KL 2% AN LET,

FNRA AD2—F—=Z 5 H AT 250, BEMTONEZT a7 7 AV EFHALT, ¥ v 7 T30 2 &R
THZLEERTEXET, [2—F—8& (Username) | £721X[F BT 74 JL (Profile) ] Z#R L, REu
T57 44—V RIZANLET,

Username

Username FRA 2z A T AHEDOa—Y AN LE
7,

INRT—F 2—PLDNRAT— K2 ASLET,

a7 74 )L (Profile)

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1) —X 3.10.2
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| Cisco Nexus Dashboard Data Broker (D #& Rk

TN R J')L—7T (Device Groups) .

J4—ILF

Bl

JazrANL

Rey 77X YA RN m T 7 A VEBERLET,

42 4 7 (Connection Type)

ZDO7 44—V RiFFARYERTT, 774/ ME
(REST) BFERINFET,

RTvTa 29T TINA ZDEM (Add Tap Device) 1% 7

—

TN R 5 )L—T (Device Groups)

Vw7 LET,

[T/84 R J)L—7F (Device Groups) 1% 712iE, T35 A Z—T DN F RSN ET,

FINIIROFE N T R I NET,

R 19: FT/N1 R 5 )L—F (Device Groups)

5%

B2l

gn—7

TN AT N—T 4,

ZDT 4=V RIFNAR=V 7 TT, TA—
THET ) v T HE AANZH LLAA
NEREN, TN—TITEENDT /A AD
VA MBRERRINET, ZINHIFETTED
BT 7 a IO ERY T,

« TNA AT N—T Dk

FINA R

TR A T IN—TNOT A ADHK,

WDOT 7> a s E, [T R JIL—T (Device Groups) 1 # 7 b FEITTEET,

«[FHLWT/NA R T IL—T (AddDevice Group) ] : HitiT A X Z—FZBINL £,
TNA AT N—TOBEMESZRLTIIEIN,

[T/ R TIL—TDHIE (Delete Device Group) |: {TOEEICH L F = v I/ Ry 7 A%
FUAT LT, BERFAL X T A—T RN LET, [F2Lay (Actions) |>[F/34
A JIL—TJDHIE (Delete Device Group(s)) 1% 7 U v 7 LET, BRLIZT AR T
N—=TPHIRENET, Ty IRy 7 AZBRETICHIRT 7 a v &S L, =T7—
NFRENET, TS X TN —TFE2FIRTH LI ROONET,

FINA R T IIL—TDIEM

HLWT AL X TN—TZ BT 51213, ZOFIEZHERLET,

ATFYT1 [TNAR]>[TNNARTIN—T BB LET,
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B zxo—Joss

Cisco Nexus Dashboard Data Broker D/ |

AT T2 [7Z 3y (Actions) | Koy 7FH T A=a—nb [TINM A FIL—FDEM (Add Device Group) ]

2L £,

AT T3 [TINA R TIL—TDEM (Add Device Group) | #4702 Ry 7 Anb, IROFEMEAT LET,

R2:TINARTIL—TFDEM

T4—ILF

BLL]

[£#% (General) ]

Device Group Name

FORRA A T N—TDL4HTEZ AL E T,

FINA R

[7/314 XD:#ER (Select Devices) 1 %27 U v 7 L&
R

[T/34 ZMD:#ER (Select Devices) 1 ¥4 7/ Ry
JABRREET, ZA—TITBINT DT /31 ATk

T ATz IRy 7 AR A A LET, EIR
(Select) 127 Vw27 LET,

GB)  TARAAARTTIZHDOZ A—TIZE L T
DNEIMEHRLET, [T (Yes) @
BE TN ATETO T —T D B IR
S, LW A—FITBEMES I ET,

ATy T8 [TINA R TIL—TDEM (Add Device Group) 127 U v 7 LET,

FINA R T IL—TDIRE

ZOFNEIHES T, TAA AT N—TERELET,

1R BHEIIZ

1 DLLEDTNA A T =T % BIMLET,

AT9 1 [T/NA R (Devices) 1> [T/ 1 R J)L—T (Device Groups) 1 iZBEHL £,

RATYT2 TNNARTIN—TO&51% 7Y v 7 LET,
LA BRI RSN ET,

ATwF3 [7U a2 (Action) 1>[T/N\1 R T IL—TD#&E (Edit Device Group) 1 %27V v 7 LET,

RSN 4 FUIZ,

LIFoFMa A LET,
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| Cisco Nexus Dashboard Data Broker (D #& Rk

R2A:TNARTIN—T&#mE

71z sn—7o6% ]

T4—ILF

5t BA

ouh

[£#% (General) ]

Device Group Name

FRA AT N—T4,
DT 44—V RIIRETETERTA,

TINA R

BAET NA A T N—TIZR L TNDT /A ARFER
ENET, TARAARITNA—=TNBEIRT D Z &R
TEET, =TT A AZBINT 512, [T
N ZAMDFEIR (SelectDevices) (&7 Vv 7 LEd,

[T/34 ZMD:#ER (Select Devices) | XA 7/ Ry

I ANME ET, FA—FIBINT DT ZTH

ST AF v IRy 7 2R d AT LET, DBIR
(Select) 1227V v LET,

GE)  TAAARTTIIHO 7N —T g LT
HDEIDEHERLET, 1TV (Yes) D
BB T3 AIRID 7 N—T I HHEI R
Eh, BrLnws—7icBEmsh £,

RT9 T8 [TIA R TIL—TDHESE (Edit Device Group) 1% 27 U v 7 LET,
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B 7 xo—Joms
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F i

.9

i

e

Z OFE T, Cisco Nexus Dashboard Data Broker D26l DWW TEE L <A L £97,

J U —23.10.1 LAF%, Cisco Nexus Data Broker (NDB) | Cisco Nexus Dashboard Data Broker {244
AINEEINE Lz, 2720, GUUB XA VA =)L 73 F g E G SE D720, —
O NDB DA VAKX U APRZ D Rd o A2 MIIIFE STV ET, NDB/ Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5Rifld, fHAICREEATREZe S D & L THWLN TV ET,

« B (93 X—)
o Z—W—fE (93 X—)
« T 7 )V b OB (106 X—)

[t (Connections) | % 7IZIZKROF 7 X 7T i3db 0 £,

« [2—H$E#E (User Connections) ] : ATR—hEE=KY 7 V—L K= EDO LT
74y BERT L2002 —PERO, FHFMICOWTIE, - A SR LT
<TZEW,

« [T 4L ESE (Default Connections) ]: 7 7 4 /b b Tk, — P EROBERDEFH

NBHET, ANH— hOFEFT 7 4 v 2 IHEESRET, FICOVTIE, F7 a0
DEREEBIR LT &,

a1 —H—H&Hk

[2—H—#&# (User Connections) 1 # 721X, AR — K (74 V2 & E/ITT7 4 L2 72
L) L=V 07 Y=L B— FEOFTRTOaA—Y —EREROFMP TR SNET,

ROFEME R T RPFIRSNET,
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®22: 01— &K

Cisco Nexus Dashboard Data Broker D/ |

1k

BLL]

s

Bt DA HI,
ZDT 4=V RIINANR—=V 7 TT, BEROLHI
Vw7 LET, HERICET A5G R E S TR
LA U ANCR R ENET, i hARa Y
X, [BBE 21— (Deployment View) ] 7213 [# v
F7—% E 21— (NetworkView) | CHE/RTE £,
CITHEITTEDBMDOT 7 a i, kOEEBD
T‘j‘o
- [(EfED#RE (Edit Connection) ] : #5t 4 fa e
THIZE., ZOT7 7 arBERLET, B
IZOWTIE, #EOmEE 1T v — LB %
ST IEEN,

. KDY n—> (CloneConnection) ]1: Z D7
JvavEERLTC, SEna R L Ed,
IZOWTIE, #ROREE 1T v — i %
BILTLIEE, RO o— T, #
FE OB TV ET,

[F¥# (Details) 171 =2 (L) #27 Vv 7 LT,
B OFMETE LET, fiLny 0 i, &
RENTHERIC KT DR DO E R R L E T,

.« BfiX

< BB E 2 —

Ry hU—Y B a—

o [7 v —#EEHE# (Flow Statistics) |

o N— M HTAHE )
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| Cisco Nexus Dashboard Data Broker (D #& Rk

a—s—ii ]

F%

Bl

[24 7 (Type) ]

Vi Z AT, RMOFT T arnH 4,

« [(E% (Normal) ]: Z 2 Tl. #EIIASIR—
M4V Z2&2EHAL, b I 74 v aE=H
Vo7 =iV E A4 7 hLET,

R

« [HEMESLE (Auto Priority) ]: 2 2 Tid, i
SN BEMVESEEEUZ S\ T, s KT
T4 I HE=Z ) TI—= ) FAL LT b
LEJ, FEMcOVWTIE, BHEMES (105 <—
V) BB TLEE N,

BWHZ4ILE

Bl SNDHRI 7o Z L FAY T 7 4 0¥
D, BIRIZESNWT, ~vF LR T 740 v 7D
[N el = i S R W =

DT 4=V RiFENAN—=Y 7T, BRINT
FTemm sy r35E HANTH LWL 3B &
FT, BERICEASATWAETRTOT 4 LZDY
A NPRFRSINET,

[AAR— MAAR—F T IIL—7T (Input
Port/ Input Port Groups) ]

B D ANTIAR— N EATIR— N T —7 D%,

DT 4=V RigNA—=VJ 7 TT, RSN
FTemm s )y rT5E HANTH LWL U3 &
F4, #E7T (£D T 7 1 v 2 ) Nexus Dashboard
Data Broker = > k10— J[ZEIET 5 BT A
) BROERIEM ARERARN— DU R MR FEoR
SNET,

[E=R2VUTY—IE=ZZ) VT Y—
JL &' )L—7 (Monitoring Tools/
Monitoring Tools Group) ]

Wt DE=F ) Y= LB I WVWERITE=4Z Y
T —=)v =T D,

DT 4=V RFENAN—=Y 7T, BRINTZ
Bmxk 7 Vw7 3HE HAANZH LWL VD&
F9, ERICEARERE=2) Y —LD—E
NRRINFET,

A B OB,
[¥ERL#E (Created By) | 265 A VERR L 7- o — I —,
[R#EE#HE (Last Modified By) ] P A AR T BT Lo — —,

%ﬁ@ﬁ’ﬁiﬁ i, 7 —a—F (&5F) SNEAEERPRRSINET, ERDOAT—2 A

IR A B 2 AR L LTI, Y —A ~— FOEMREE & SR RE
CEET Ay R D

HADIRAER & EBRAE, 6 JLUMERLIS

VE=RZV T =D
V) \i—a—(}
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s FREDOIIT, KBEOERPEN LI L 2R LT,
s REBDOIIT, HERPRII LT Z E AR LET,

o BEADIINT, BERAE RN L2 2R LET, 1 DU EDAR— =X
VT =T —RH 0 £,

JREBOFIIT, BEREREL W Z 2R LET, TR TOANKR— =X T
YV — L DORIEEHER L T X0,

FERTOR =TT, B/ T A =X DOREREFEEZH A LRNZD, ey 73 Tnb I
ZRLTWET, BEAER L2 —V— (FREEE) 38t oy /s Liza—Y—
DI, HHEREREEITH ZENTEET, #k. Bikicey s taxd,

[2—+H—H#&#E (User Connections) 1 % 77pbid, IROT 7 v a r #FTTEET,

* BE#EDIBM (Add Connection) ] : Btz BMNT 5121E, 2077 v a r#8RLET,
ZDH AT DFEICHOWTIL, BEOBIMESRL TIZE0,

* [#E#RDHEIBR (Delete Connection) | : {TOXFHIZH LT = v VR y 7 A% F AT LT, &
Frepiei e ®INLE9, [FU T3> (Actions) |RZ %227 ) w7 L, [EHOHIER (Delete
Connection) ] Z#IR L £7, BRL7ERLHIFRSNE T, Ty /Ry 7 AZ@RE
TICHIRT 7 v a v z@EsE, =7 —BERRINET, HERr®NT Lo 1kdonE
R

AR L—=ILDYIYEZX (Toggle Install) : {TORIAICH DT = v IRy I A%EA L
T, RERERAERLET, [F2P 32 (Actions) | A% %27 Vv 7L, [AVAR—
LYY EZ (Toggle Install) ] Zi®IR L Tz A A R— L LET, [ R =D
Y Z (ToggleInstall) 1ix. NDB 731 ZADEHGD A LV A M—)V/T A VA =)L %
TTUWET 23, Bk £ 7Y Nexus Dashboard Data Broker =22 b 2 —Z B HIREND Z LI
b EHA,

Fxv Ry I A F ATETIA VA M= VDOUIVERT 7 v a @R RTHE, =
TeNERINET, EREBRRTDLLIITROLENET,

config.ini 7 7 - /L C configure.global.acls /X7 2 — % % false ICRET H I &I2L D, XToO
ISLA v Z—7x2A ATHEHEACLEZ NI T LI ENTEET, W7 7 A MITERE M AT
#1%. Nexus Dashboard Data Broker % FFCE) L T< 72X\,

CLIOT v 77 L—F a~y R&@H L., config.ini 7 7 A /L T configure.global.acls /37 A —
Zxfalse ICRETHZ LICED, CLIT v 77 L— RELITHERT v 7a— iz, Z7a—n
JAETS ACL F 721X ISL #5755 ACL Z85hicdp 2 N TE £, f:

configure.global.acls=false

P BINT 57202, ZOFIRZHEMLET, #eid, 7510 ADANR—F (7 4V Z A
X) ETNAADE=ZY T Y= R— MDY 7 ML L E T,
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groemn [

1R BRI
WD AT 258 T LET,
s HERED T 4 NE B TERT D
cE=H YT Y VR D (HESE)
e Ty Y R— MR T D (HESE)
c UN—HPNEHEHTD (L)
Pt A BT D121, IROMIBRFI L OEEFHIIE > T &L,

* QinQ VLAN Z 4R L T, 7/31 AT (BEDOA Yy 7&2MEA L) BBV &£
v aBmL x4,

c ANB—=FR—=F ZN—7Z 812, BBELIBMAL OB Z 1 D72 RETE £,

AT w71 [ (Connection) ]>[1—H—#E#E (User Connection) ] I8 L £3°,
RTw T2 [FU3 3> (Actions) ] Kay 7 Xy U2 N C, [$EHOEM (Add Connection) ] Z# R L £,
ATv 73 [HEROEM (Add Connection) 1 ¥ A7 a2 Ry 7 AT, ROFEMEANTTLET,

& 23 DB M

T4—ILF s BA

R B AL ET,

£ EA Pt O E AT LET,

B5%E (Priority) PRI E T DBEEE AN LET, T 740 hOER L~

12100 T, #PFIL 2 ~ 10000 T, FIEARKEVIE LB
DELS R ET, 2L 21, 20002100 LV b EWELELE
LET,
R—=EMNBEDERENT T 4 v 71%, BEEEICESHWTRESN
F9, 200K CATIR—FERU 7 A VENH DY
A, b7 v 7kl EWERIEN OB AR L ET,
GE) T 7#/VFTIE, fHEIE Cisco NDB EEHE 17— /112
$tUTHBNC > TWET,

[HE#OR Y~ (Lock Connection) 1 |KEDRS V%2 U v LCHiREA R v 7 LET, IREDRS
CIEGIEDY | AL TR Y S SN ST 2 & R
FLET,

iz w7308, EHAOREREERPIESHET,
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J4—ILF

B

BHEIMES. (AutoPriority)

KGEDRZ 22 ) v LT, BEMERIBMLZ A2 LET,
IREDRZ L NFEIZEDY, AICBE LT, AEMELNA2)
ol Z LR LET,

[AutoPriority (BEMESE) | 08A 254, [Priority (B%EE) |
74—V FIZEZIZ /2 9, NDB %, FrEDRKHE (£=4
Vo7 =)L b7 4V H) 1IN TR OB E % B Eh1Y
WZEID M TET,

HEMEZCE L, BN OB OE=2 ) 7 Y — LT T 4L
B =y B 7T HRMMEEARIL L £, 3o VWX, A
B (105 2—) 2L T EEN,

[##E F7RB Y (Connection Topology) ]

T, HEROAAR—, Ta40LE, EZHAYT Y=
EERTEET,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1) —X 3.10.2



| Cisco Nexus Dashboard Data Broker (D #& Rk

groemn [

J4—ILF

B

ARAR—F

BEREDANT) R — P @R L £,

[AAR— /T IL—TD:ER (Select Input Port(s)/ Group) | %
7V v 7 LET, [AAR— (nputPort) ]E72IL[AHAR—
k4 JL—7 (Input Port Group) ] &R L £,

[A#AAFR—F (InputPort) ] ZHEIRT 5L, T34 Z2ADY Z |
MFERSNET,

L FAL RERRT BICIE, $ET 5 F = v 7 Ry 7 %7
AACUET. BIRUET A RIS LT, 775 XD
MR — MRS NET,

2. A= FE@BRT BT, METET =y s Ry s REA4
CUET, BIR LA — FOFAARICRRESNET,
ZKO_ }\@fﬁ‘/‘[’j—:‘@z?»—& Xi)i‘é'fﬁ‘% @ﬂ?ﬁ_\‘émiﬁ—o

G¥)  [AHFR—btDEM (Add InputPort) 127 VU v
7 LT, BRULIET A ADAT)JAR— MEBIL
£, FEMARFIECOWTE, TANE— 0B
my Z22RL TN,

3. [EIR (Select) 1227V v 7 LT, @®RLIEFELHA— b
ERGO—E L TEDET,

[ABAAFR— F & )L—T (Input Port Group) ] #3#R4 5 &,
Rk TN—=TDIJ A NBRRINET,

1. A=K~ I N—T2@RRNTH121L, T L2Fzv 7 Ry
T ALA A LET, BIRLIZR— N I N—T DN
MZFRENET, B— b TN —TDHIED AT —H AN
DO TREINET,

Gx)  [AAR—F JIL—T0EM (Add Input Port
Group) 127 Vv 27 LT, ANE—F 7 L—7
ML ET, FEMRFIEICOWTIE, ATR—
b ZN—TDEMEZRL T TEEW,

2. [ER (Select) 127V v 7 LT, @RLEEEITHA— b
TN—T a0 —HL LTEDET,
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Ta—IL K B

74 )LA (Filter)
1.

2.

GE)

[Z4)LBDEEIR (Select Filter) 1227 U v 7 LET,

TANZERINT DI, ST DT 2w I Ry 7 A%t
VNIZLET, BRI 4 NVFOFEMNPERANCEREINE
T, EEOT 4NV ERIRTEET, 74 VA RHFAE
IEBOEMIEEZITH) L HOBIRTEEJ, FFalik, ADAR—
ENPBDORNTZ 7 4y NEBTEAEIICLET, HER
. ANNFR—= oD T 74y 7% Ky 7 LET,

[Z4ILBDEM (AddFilter) ]227 VU v 27 LT,

TANZEBMLUET, sl TN OWTIE,
[Z7 402D 22 LTIEEN,

G¥)

BRI 27V v 7 LT, @RLIET7 4 VX B8RO 5 L
LTEDET,

[BEMESE (AutoPriority) 13 E# e, 207 41—
b RITEENIZ 20 5,
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groemn [

Ta—IL K B

EZHRYT Y-
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J4—ILF

B

HEMBESER AR TORWERIT, [EZ2 YT Y—I

JIL—TFDER (Select Monitoring Tool(s)/Group) 1 473 =
URFIRENET,

[E=2 2T V=T IL—TDEIR (Select Monitoring

Tool(s)/Group) 127 Vw7 LET, [E=2U2T Y—IL
(Monitoring Tool) ] £721% [Y—JL ¥ JL—F (Tool Group) ]

DT RIR L E7,

[E=%1Y Y% vY—)L (MonitoringTool) & RTH L, €=
RN T =L D—ERFRINET,

1. E=FV 7 V= )VEB/RTHITE, HeTdFov s
RNy 7 A%ed N LET, E=F U 7Y — VOIS
AlizFrEn, =2V 7Y —LOBRED AT —Z AN
TREINFET, AT —FAX, BF Sl TRENE
7

Gx) [E=#Y2YT Y—ILDiEM (Add Monitoring
Tool) 127 Vw7 LT, £E=XV T V—)L%
BAMLET, FEMRFIRICOWTE, =4V v
7= OEMEZRL T EE0,

2. [ER (Select) 1227 Vw7 LT, £F=X VT V—)L%
e — L LTEDET,

[Y—ILTIL—7T (ToolGroup) 1 Z&EIRTHE, £T=F U
V=L TN—T DY A NNEREINET,

1. V= IN—T%&INTHIIL, fbTH5F v Ry
JALEA AT LET, BRIV — v I —T OB A
licFRENET, V=L TIL—FDOBED AT —H X
X, B EREHTRERET,

Gr) [E=2UDT Y=L TIL—TDEM (Add
Monitoring Tool Group) 1% 7V v 7 LT, £=
XYL T =)V TA—TEBINMLET, iEflze
FlEX, T=X V7 V—)L T —TDBEME
ZH LTI,

2. BR1Z27V 7 LT, BRLIEY =T N—T 50D
—HELTEDET,

HEWERED A2 > TWDIGEIE, [EZ2 YT U—ILE
T4 LA RT7DER (Select Monitoring Tool and Filter Pair) ]
T a VIRRRENET,

1. 12U EDE=2V T Y =T g VEERIRLET,
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prosezrzon—nz |

J4—ILE s8R
2. %R (Select) 1227 Vw27 LET,

ATy T4 [EFEOEM (Add Connection) 1 %27 U v 7 L CHERZBINT 20, BEHREOA > X F—JL (Install
Connection) 1% 7 U w2 LT, NDB 7 /31 A ZHEfi 28N L TEMALET,

BEEOmEE-E I 0— 08
ZOFIRIHE-> T, S amEETr n— B L ET,
PEROMREIL, BFOBHRDONT A — 2 5 EETHZ L BWRLET,
B0 7 m— VAR LT, BEFOBHEERI U7 A — 2 A LTI LW B2 ERk L, L3
RNTA—BEBEHYTH e BRLET, RFTDANS, #OARTZAE LTI ZS 0,
b8 BEIIC
IRSIVERGEE"S AL (S AUEI

AT w1 [#E# (Connections) ]>[1—H—#E#E (User Connections) JIZBEIL £,
ATw T2 FRENZRT, BHELE7 ) v LET,

HLOARA U BERICFRRENET,

RATY T3 [FU 3> (Actions) 127V v 7 L, [$EHEDOMmE (Edit Connection) | Z IR L E7,
Pt R 21208, [EHDY O— 20 (Clone Connection) ] 88K L £,

ATy T4 [EHEOMmE (Edit Connection) | 7213 &N Y O— M (Clone Connection) | ¥ A 77 Ry 7 A
W2, BIEOERERPRRINET, ZNHDT7 4 =V FEXLBEIZS U TERLET,

R4 ERORSEMARO Y O— 2 0E

T4—ILF B2l

s Hfed T,

FEA Hefot DRI,

B%E (Priority) et DBUE DB,

[EHD O v o (Lock Connection) ] IREDRZ %7 )y LTEian vy 7 LET, IKEDORF
VINHRIZEDY, FIZBBILTr y I REICRoTel L&
RLET,

e n vy 7458, BRSO RNEREERIESET,
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J4—ILF

Bl

[B8E5 (Auto Priority) ]

Bt DB IC[B BB % (Auto Priority) 123EZHIC 722> T
WS, ZO7 4 — Vv RIZEHIZR D 9,

[ F7RO < (Connection Topology) ]

ZIT, BROAAR—F, Ta4ILE, EZRYUT Y—ILE
EFRCTEXET,

AAR—F

PHRICE ENDBEDO AN R — "3 FRENE T, B bR —
N EHIRT 2121k, AR —bOREIChH D+ F~v—2 &7 v
7 LET, ANFR—bERET DI, [AAR—KMITIL—TD
R (Select InputPort(s)/Group) 1% 7 Vv 7 LEd, AAKR—
FPEZIFZAAR—F TIL—TEERLET,

[AAR—F (nputPort) ] Z&RT 256, 734 ZADY X |
WFERSNET,

L T AEBRT B0, MET 5T = v/ Ry 7 AkAy
S LR, BIRLEF /S A LT, 773 2D
A= FRRRENET,

2. A—FEBIRTHIZE, METEHEITF=v IRy 7 A4
LET, BRLEA— bOFEMALARICERSNE T,

3. [EIR (Select) 1227 VU v LT, BIRLI-EETLR— %
PO~ L LTEDET,

[ABR— F ' )IL—T (InputPortGroup) ] %@+ 25 &L, R—
f ZN—TDU R RNRFRINET,

1. R—hF IN—T7%BIRTDHI120T, ST E2F=v 7 Ry
A F T LET, BIRLEZFR— N 7L —7OFEM AN
ICERENET,

2. [#EIR (Select) 227V v 7 LT, BRLIEBEFELHA—F 7
N—T % DO—HE LTEDET,

Z4J)L% (Filter)

BB ENTOWDBUED T 4 VEPERRSIVET, HEfind
T4 NZEHRTDHIE, TANZ O DT — T Y
Vo7 LET, 7A4NEERETHITIE, [71IL3DER
(Select Filter(s)) 1227 U v 27 LE,

1. 74N ZEERTDHICE. METDTF=2vI Ry 7 A%t
VIZLET, BIRLIE 7 4 L Z OB T REINE
T, EEO T 4NV EEEIRTE T,

2. [EIR (Select) 127 Vw7 LT, o —iE LTTIRL
74 VB EEDET,
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snEs ]

J4—ILF

Bl

[E=41Y Y5 Y—JL (Monitoring
Tools) ]

BRI ENTWDBIEDE=X ) 7Y — VL E Ty — L 7
N—TWERINET, E=FV T V= IVEFTY—V 7
N—TDRCH D+ TF~—27 %7 ) v 7 LT, ERMLHIBRL
F9, Inb0onTrERET 21E [E=2 ) T Y=
' IL—TFDER (Select Monitoring Tool(s)/ Group) %7 U v 7
LET, [E=2 1) > Y—IL (MonitoringTool) 1E721L[V—
L JIL—7 (Tool Group) 1 DWWz iEIR L £7,

[£E=41) >4 Y—JL (Monitoring Tool) ]&#&R+ 2L, ==
BN T =D ERERRINET,

1. =XV 7Y —EZERTLHIIEL, ST HFzy IRy
JAREAATLET, E=HF U T Y — L OFEMI AN
BRI, TE=F U 7 V=L OBRED AT —F ANFER
SNFET, AT7T—FRF, Ao SNTEHTRENNET,

2. [&EIR (Select) 227V v/ LT, £=XV TV —)Luf
BO—HLE L TEDET,

[Y—ILTIL—T (Tool Group) 1 Z&EIRTH L, £=HX VY 7
VL T—T DY A NPFEREINET,

1. VIV T N—TERIRT DI, MHIETE5F s Ry
2EF AT LET, BIR LY — Z— T O
ICEREINET, V=L TNV —TDHIED AT —H AL,
BT ENHTREINET,

2. [#ER (Select) 1227V 27 LT, O e& L TGRIRL
= — L T —TEEDET,

AT 75 [HEHROWE (Edit Connection) | F7-1% [#EHtdD Y O— 4 (Clone Connection) 1% 7 U v 7 LET,

BEiEfk

HEMESCE L, SN OER OB T A AT A NV EEZFRII~v v B 7 TELHLIHITL
i To 5 @J{E%fg %Eﬂﬂffé%ﬁ‘ﬁ@@f‘ﬁfﬁbi\ config.ini 775 /r /I/"ij%ﬁk é ﬂfiﬂﬁ@l%&ﬁ; é 2’[,
%9, config.ini 7 7 4 /L'® connection.autopriority.priorityValue B, HEMESCE 2RO d
TOR LWEERICEH SN DB DEZHRETE 9, S#iE®RICiT, fFarsnzrz s
T A AN BRI SNET,
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U N—H R LT, BT LWERICH L CTARSND N T 7y v 7 OBERME L Z &
MNTEET, ZOHFREIZ. FTLWERO N T 7 4 v 7230 MY 7V 7L, 20T
EREINDBBEEDO NI 7 4 v 7 2HELET, HrLWELZENT 2002, UV N —H ik
REA M CT& 9, configini 7 7 A /L® mm.dryrun.timer /X7 A —X% Z{HEH LT, U /—H/L
BRI cE Ed, U n—V AR E AT HI21E. mmdryruntimer /X7 A —# ZE 1 L
D REVMEIZERE L E T, mmdryruntimer /37 A —X NERICHRE SN TWDGAE, U A—H
JVESRBIZEENIZ 22 0 £ 7,

U=t BERRIE, BT LW D AR CEHEE R T 7 4 v 71T O E &L bICRARLE
T, ZOMEEIX. B LWEERL OSSR (config.ini 7 7 A /L mm.dryrun.timer fi) O FT 7 4 v
VYTV T L, TOERRTERSNDOBBLLED T 7 4 v 7 ZHEELET, HLOVE
fea BT 5EMc, U —v e il L £,

T 74 IL DL

[T 74 bDES (Default Connections) ] # 7121, T 7 # /v b ® Nexus Dashboard Data
Broker #EfEDFEMN R RENE T, 7T 74V FOEBL— /NI AT HZELDHHDT, AT
A— bk, BEHY—L BEUOT Y MIVETER— M THERSATWES, 20, 7741
FCIE, 2=V —ERBOBFIER SN TORVED | ADNR—FTZELIZNT 7 4 > 71X
ERINET,

T 74V T, 5 ACLIZTRXRTOARAL v FMY 7 (ISL) A ¥ —7 A ATHIZ
RoTRY, BN A VAR LI TWARWES, ISLA VX —T 2 ADTXTDO LT
T4 IR Ry FENFET, WOBENISLA v Z—T oA AL A F—ILENTWE
j—o

* Default-Deny-All, Default-Deny-MPLS, 5 & Tf Default-Deny-ARP 7 ¢ /L& Z{EH L7z
Default-Deny-ISL-device_name##it, = O#EfilL, NXAPIE— ROTXTOX A T DAL
FTHR—FINTVET,

« Default-Deny-ICMP 33 . Of Default-Deny-ICMP-All 7 ¢ /L% Z A L 7=
Default-Deny-ISL-ICMP-device_name #5#t, = O#fiid. NXAPI E— K ® Nexus 9200,
9300EX. 9300FX. 9500EX., B X 9500FX AA v FTHAHR—FZNTWHET,

« Z OFEREIL, config.ini 7 7 4 /L' mm.addDefaultISLDenyRules &2 i L CEH T %
9. 7 74V b TiL, mm.addDefaultISLDenyRules J&:I% config.in 7 7 A /WIZAF/E L £
ho T OFEREZ 523 5121, mm.addDefaultISLDenyRules J&E % config.ini 7 7 A /LT
EIML, ZN% false ITRELTT NS A FHEBTALENH Y £9, WIHIZRLE
R

mm.addDefaultISLDenyRules = false

FITITROFEM P F R SN E T,
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7o+ rois [

+®25: T 74 FDES

1k A A

#4 (Connection Name) T 7 F v kOB,

ZDT 4=V RiFnA =Y 7T, B
D&ETE7 Vv 7 LET, BEEICET 255
BHREEGDHT LA, AR ERENE
j—o

ZITIE. ROT 7 a v EFEITTEET,

« [N O—> (Clone Connection) ] :

ZOT v araBRLT, Siia il
LET, FEcoWTIE, EomEE
737 o — U2 B L TS TZE 0,
PERED 7 v — MBI, BER ORI
TWET,

GE) TV bhOERITRECTEE
.

[FavyZ Z4)L% (DropFilters) ] BEO Ry 7 L7 0 v 2 DH,

NDBD Ra v 77 4 v&ix, ~vFLi=hT
T4v IRy LET,

[AAE=421) 5 R—F (Input/Monitoring | A hR— FE 7213 =Y 7 R— N
Port) ]

A e D,
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» 10 =

aAViR—AR2 b

Z OFE T, Cisco Nexus Dashboard Data Broker O &1 iR —% > MZOWTEEL AL £9,

J U —23.10.1 LAF%, Cisco Nexus Data Broker (NDB) | Cisco Nexus Dashboard Data Broker {244
AINEEINE Lz, 2720, GUUB XA VA =)L 73 F g E G SE D720, —
O NDB DA VAKX U APRZ D Rd o A2 MIIIFE STV ET, NDB/ Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5Rifld, fHAICREEATREZe S D & L THWLN TV ET,

o« 74X (109 R—)

e

o« S — N LERE (131 R—Y)

s AJAR— K (142 =)

cE= R YTV —L (152 °8—2)
e AR—F Z—F (162 <—2)

o ANUHERSE (168 X—)

« TR (170 ~—2)

e —YPEHRT 4 —LF (175 3—)

TJ4ILA

[Z4JL% (Filters) ]# 721X, NexusDashboard Data Broker = > kb 17— Cff fl Al fE72 4 C
DT 4 NEDFHMNFERENET, ZOXTIE, BENT T4 v OT7 4 VHE ) 73
(BEmicHEAIND) OFERAETRSINET,

TN NDT 4 NBE, Ny N7 B ) THOROT 1 ha L RNEENTNET,
* Default-match-all
* Default-match-IP
* Default-match-ARP
* Default-match-MPLS (=% ¥ A FB LR~/ FF ¥ A )
* Default-match-ICMP
* Default-match-ICMP-All
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xK26:7 4175

514 SiER

fERH FODF =7 ~—T %, BHETT 4L E N
P CHD L EFRLET,

4 JLR (Filter) TA4INEAL,

[Z4L% (Filters) 127V v 27 LET, A
WZHT LW, U RERREI N, 7 4 VX IZET
LEtEROAFR R SNE T, 2B, KO
BMOT 7y arw2FrcEEd,

s T U NKDMREEIT I e —

GE) FIFNINDT 4 NZITRETEXE
A,

W73 E

T A NE PRI ROEE, [IELY (Yes) [723%
REN, ERUSOGEIEX[LZ (No) 123
FRESNET,

T4 NEBRRIFIE~— 7 SR TWSHIA.
ERNI T4 I ERIBENT 74 v ZIFRIL
R—=RTT4NEZY) o TENFET,

Ethertype

TANZDLA Y24 =P Z AT,

20 kaJL (Protocol)

TANEBMERTHLA Y3 7r han,

[EE4 7 1 J)L%2 (Advanced Filter(s)) ]

T A NVHIZEEAH T DI EER T 4 VA

EmE

T ANF B Lo — Y —,

[ E#HE (Last Modified By) ]

T AN R BRBICER Lo ——,

[Z4L%3 (Filters) ] # 7 Tk, ROT 7> a &I T TEET,

[Z4ILFDEM (AddFilter) ] — ZhzHBEHLT, LWz & ZBIMLET, 20
B AT DFEZONWTIE, 74V ZOBEMESRL T IEEN,

«[Z 4 LE DHEIBR (DeleteFilter) 1: {TOEHICHLF =y /Ry 7 2R A T LT, HIBR
THT 4N E BRI, [FY 3> (Actions) [>[7 4 L2 DHIBR (DeleteFilter) 1% 7
Uo7 LET, BIRLE 7 VEZDBHIRENET, F=v 7 Ry 7 AZBRETITHIBRT
svarEERTLE 2T —RERRINET, T4V ZEEIRT DO ITKRDLNE

—g_‘O
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7onsoiem ]

74 I)LZ DB

T4 NEEBIT B, ZOFIEENET, FEENT T4 v 71X T4 NVFTERINE
RS A —RIZHASWTHEEINET,

ATy 1 [aAVR—%2 k (Components) 1>[Z ¢ /L% (Filter) 1I1ZBEIL £,
AT T2 [7Ovav] Ruy 7oy A=a—n5 [Z4)LF0DEM (AddFilter) ] 28R L ET,
ATYT3 [T4IL2DEM (AddFilter) 1 ¥4 7 a7 Ry 7 AT, ROFEMEATLET,

+=27: 7 4)L2DEM

TJ4—ILF SR AA
PRI T4 NEDALFTIEANTILET,
MA R HEM ST 7 4 v 7iERE 7 4 VA LBET DG, 20

Ry 7 A%A A LET, FEILIP, FEEILA—MEL
(FIERITMACT R L ADBEEREIP, Bt — . &
AT EMAC 7 RUAZ IG5 2 & B L ORI
IP, HEfESEAR— b, EITEHE MAC 2 HIEE L IP, 5
FAR— b, FRITEETCMACT RLAZESTH 2 &
MTEET,
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B
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7onsoiem ]

J4—ILF

B

VA Y27 4 NE U TOFAPICEREND A TS v a v
FRDERBH TT,

o[ —V Ry k XA (EthernetType) ]: Ku v 74X
7 URARNLA =Ry b AT ET,
ROFTarndH £,

* [Pv4
* IPv6
« LLDP
« MPLS

* ARP

o [TRTHOA—H x> s A7 (All Ethernet
Types) ]

s [FHIERSINTA —V Ry b XA 7 (Predefined
Ethernet Types) |: Z DA 7 v a v ERINT 5
= config.ini 7 7 A WMIZEENTWNWDHTXTD
FRIERSINTIA —F Ry b FZ A THRL—LIC
BEMIT O TS Z L, SHITIEND/RNT A—
ZIIHERL STV 2 & REETT,

o[ —H% %y b XA TFDAJ) (Enter Ethernet
Type) ]: 2O T v a @R LIEGAE, A —
Yo b AT H 16 EENTAT LET,

« [VLAN #%5/%& % (VLAN Identification Number) ]: L
A¥2+774vZ7DVLANID Z A LEd, H—
®VLANID, VLANID O#ifl, %>~ XY » VLAN
ID & VLANID il & A1 T £,

B RABIT 4095 T,

« [VLAN fE5¢% (VLAN Priority) 1: F 77 4 w27 ®
VLANEGEZ A LET, VLANELEIZ, L1 v
2 RS T 4w T ICDIH~ Yy F LET,

e EETLMACT FL A —EETLT SA ADMACT K
LAZANIILET, MACT FL AL, LA1¥2 T
T AT DHE~F LET,

o [t MAC 7 R LA (Destination MAC Address) ] :
Pt e T A ADMACT KL A& ASLET, MAC
TRVAZ, VA Y2774 7I20DHh~yF LE
‘d‘o
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t8A

* [MPLS 7 ~Ui (MPLS Label Value) ]: 7~V 1, 7
L2, TUL3 TULADOMPLSfEAE AT L ET,

J4—ILF

[PLS SN JL{E (MPLS Label Value) 17 « —/v K,
[41—H %y bk 24T (Ethernet Type) ] 7% MPLS |
RESNTWAEERIZOAFRINET, MPLS 7
IMED~ v F LET,
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Ta—IL K B

L1443

LAY 3IDAT v a v EREMICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
Z[A—YFv k&4 T (Ethertype) & LT
BIRLFET,
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B

VAYITANE YN T TERREND ATV a AIRD &

B0 TI,

o [XfEICIP 7 R LA (Source IP Address) ]: LA ¥ 3
NG 74 DFETIPT RLAZ AN LET, &
DWTNNITZR D F97,

o FEHED IPv4 F 721X IPv6 IEXDARA MNP T KL
A

o IPv4 F721Z IPv6 DT K L A#i[H

« 7 RURHEPFHLIFHEIP 7 K L 2AOMAG D,
f1:10.1.1.1, 10.1.1.2-10.1.1.5

e U TRYUIGEN/ZEFE L CWRWIPT R LA,
%1:10.1.1.1, 10.1.1.2. 10.1.1.5

GE) LAY3EETIP T N RAOHPEZRET
LE. LA Y 4DRE L E TR AR —
FOFHEZHRETDHZ LITTEEREA,

LAY 3IEEITLIP 7 R L ADOHIPH 2R
534 . LA ¥ 2 VLAN OB T D #iH %
kT bz LixcEEdi,

o [BEfi e IP 7 R LA (Destination IP Address) ]: LA
Y3ILNT T4 v DEREIPT FLAZ AN LET,
WDOWF NPT £,

o FEHED TPv4 £ 721X IPv6 B DAHR A M IP T KL
A

« IPv4 E721F IPv6 DT N L AHiH

o 7 RUAHIPH LIEHEIP 7 N L ADMAE D,
fi: 10.1.1.1, 10.1.1.2-10.1.1.5

o 2T TREIGNTZER L TWRWIPT RLA,
#1:10.1.1.1, 10.1.1.2. 10.1.1.5

G¥) LAY3IEETIP T FLADFMEZFRET
L6, VA YADOEEILE T AR —
FOFHAERTETDH I EIXTEERA,
LAY 3EETIP 7 N L ADOHIPH 2R
LA, LA Y 2 VLAN Okl D %
BT 52 T TEEEA,
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J4—ILF

t8A

‘47 rar—Fay XAy JRARNSL LA Y4
7u haLEERT 50, A ha)LES (Protocol
Number) # A1 L%,

s [EER 7 4 V4 (Advanced Filter) ]: ZDORZ %
IV I HE, BERT A NVAUBENE/RY .
VIR AT a U BRIRT AODTF v IRy I A
EERATEAXL5C0 ET, GERT VX IZEE
TEHET Y a OFEICOWTL, ST 4 VX BB
LTI,

e [BAZ I 7 40H (CustomFilter) ]: ZDOHRHZ %
7V 35He, a—Y—EHK7+—/F (UDF) %
R LA AZ D7 4 VAR £7,

[UDF ;&R (SelectUDFs) (=27 U 27 LT, [AR
AL T 4 I)LADEIR (Select Custom Filters) 17 1 >
RUTT7 4 NEEBRBRLES, 2—F—EHR7 1+ —/V
ROBIN 2 LU TIERL S 4172 UDF i, 2 ZIT&mR
SNET,

BN L7 UDF BT — 7 NIRRT EINET, BRL-
UDF iIZ2W T, IROFEMAE AT LET,

o [fE (Value) ]: ~vvFSH5ME (0~ 65535) %
10 #ERFTLTASI LET, 72L& 21E, 0x0806 & —
HEEZWEAIL, 0x0806 D 10 XL TH D
2054 # AL ET,

s [vAZ (Mask) ]: A, HICEHIND~
A7 TY, =& ziE, 2054 (0x0806) (ZIEHEIC—
B X 5121365535 (0xffff) & AL, 2048-2063
(0x0800-0x080f) (& —Fr & 51Z1% 65520
(0xfffo) ZfEH L E,

GE) =XV T V=)L R—=FNISLT A A
Fizdh a4, [AEVLANIZT 4L
® UDF %850 (Add Default UDF for inner
vian) 1F = v 7Ry 7 A &8RN 50BN
HYFET, AJJAR— M Q-in-Q IR I
TWHZ &R LET,
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B

Layer4 (L4 4)

LAY 4L TV a v EREHICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
% [Ethertype] & L TR L, [L A ¥ 3 (Layer
3) 1# 7 C[TCP] £721% [UDP] % [L4 7 E k
aJ)L (L4 Protocol) 1 & L TEIRL £,
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J4—ILF

B

VAX4GT 4 NEZ ) T TRREND AT > a i3k L
By TY,

o [EfE7EA— b (SourcePort) ]1: Furwv 7 Xy X
FABEEITLAR— MERIRLET, ROFT v a on
HYET,

*FTP (7 —%)
«FTP (= bmr—/)
* SSH

* Telnet

« HTTP

« HTTPS

s [[F{ECAR— b & AJ) (Enter Source Port) ] : 148
TEAR— 2 AN LES, H—OR—rEFExa
~ T TANT D0, Bt — M5 Ofi
FHAEZ A TEET,

GE) LAY 4 EETAR— bo&HE AT
HE, LAVIIPT RLAELIZLA
¥ 2 VLAN #3702 R Tx =
A,

o [t o/R— b (Destination Port) J: Ke v 74w
UA BT, RN —FEBRLES, ROFT 3
UV ET,

*FTP (7—%)
*FTP (=¥ hu—)L)
« SSH

* Telnet

* HTTP

* HTTPS

o [BkedcR— hZ AJ) (Enter Destination Port) ] :
Bfte R — e AT LET, B—DFR— M EE%
A~ TRUI> TANT D0, B R— FES
DFHAEZ AT TEET,

CE) bAoA Y aEer— FO#iEZ AT+
&, LAY 2VLAN @RI E72id L
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n
&

J4—ILF

A¥Y3IPT7 RLADOHEHAZRETE E
A,

LAv7 R

G¥) HARN T ANEY L TORE 1 OO T 4 VEITEHEK 4SO UDF B8N TX%3, UDF 47
va L, IPv4 BEOVIPY6 DA —FHZ A FITH L THEZ > TWET,

ATy T4 [Z4)LFDEM (AddFilter) |27V v 7 LT, 74X &2BIMLET,

24 ILADmEF-IFTI/O—2

ZOFNEIZHEN, T ANEERET D, EREF T AN 0= ER L ET,
T A NE DRREIT, BEFED T A NEDNRTRA—ZEETTHIE2ERLET,

TANED7a—rDFE0ER LT BBEO T AN ZERIUARNTA—FEHERLTHLWT 4
NEEER L, T A NENRT A= RERENMZ2D5Z e BW L ET, RET DEN,
T4 NVEDAFIEETE L TLIEIN,

N

GE) T7ANVEO7 4 NFITRETETERTA,

1R BHIIC
12O ED7 4V ZZBINLET,

ATy 1 [aAVR—%2 k (Components) ]1>[Z 4 /LA (Filters) 11288 L £,
RATY T2 RENERT, WIThDPOTANEE2 ) v 7 LET,
LA oA RRENET,

RT9 T3 [FU3a> (Actions) 127U > 7 L, [Z4)LED%Y B—> (CloneFilter) ] Z&RL E7,

ATy T4 [T4)LE2DHYO—> (CloneFilter) | £/ [Z 4 ILEZ D#RE (EditFilter) | ¥ A4 7 a2 KRy 7 A2, 8
TEDT7 A NVEEBRPERENET, ZNHDOT7 4 —/V FEMLEIZSCTERLET,

R 28: 7 4 L2 DIRE/Y O—> (Edit/Clone Filter)

T4—ILF Bzl

T4ILE % 7 4 IV E DA HI,
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JersnmeErarn— |

T4—L K 589

WA M WHENT 7 4 v 7 E#RE 7 VAT H551E, 20
RNy IV A% A AL ET, HEETLIP, FEILA— MER
ILIEEIEMAC T R L ALk IP, #kieA— ., £
T B EMAC T KL A2 EST 25 Z &, B X O
IP, #Efpdeh— b, E703BE MAC 2 HXE L IP, 1%
FIEAR—F, FHIFEEILCMACT RLAZRET 5 2 &
MTEET,
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LA+ 2
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JersnmeErarn— |

J4—ILF

B

VA V2OFERHFPICEREINDI L v a A3kOEEBY T
T,

o[ —V Ry k XA (EthernetType) ]: Ku v 74X
7 URARNLA =Ry b AT ET,
ROFTarndH £,

* [Pv4
* IPv6
« LLDP
« MPLS
« ARP

o [TRTHOA—H x> s A7 (All Ethernet
Types) ]

s [FHIERSINTA —V Ry b XA 7 (Predefined
Ethernet Types) |: Z DA 7 v a v ERINT 5
= config.ini 7 7 A WMIZEENTWNWDHTXTD
FRIERSINTIA —F Ry b FZ A THRL—LIC
BEMIT O TS Z L, SHITIEND/RNT A—
ZIIHERL STV 2 & REETT,

o[ —H% %y b XA TFDAJ) (Enter Ethernet

Type) ]: 2O T v a @R LIEGAE, A —
Yo b AT H 16 EENTAT LET,

« [VLAN #%5/%& % (VLAN Identification Number) ]: L
A¥2+774vZ7DVLANID Z A LEd, H—
®VLANID, VLANID O#ifl, %>~ XY » VLAN
ID & VLANID il & A1 T £,

B RABIT 4095 T,

« [VLAN fE5¢% (VLAN Priority) 1: F 77 4 w27 ®
VLAN BEZ A LET,

VLANBEEZ, LAY2 T 74 v 7 ICDH~ v F
Li‘d‘o

e EETLMACT FL A —EETLT SA ADMACT K
LAEATILET,

MACT RV R, VA4 ¥2 87749 7I2DIH~Y Yy
%Liﬁ‘o

o [t MAC 7 R L A (Destination MAC Address) ] :
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J4—IJLF ¢8R
BT A ZADMAC 7 RL 22 A LET,

MACT7 RLVRIE, VA Y2 R NT7T7 49 7IZDOHT
FLET,

« [MPLS 7 ~Ui (MPLS Label Value) ]: 7-~v 1, 7
L2, TUL3, TYULADOMPLSfEAE AT L ET,

[PLS S AJL{E (MPLS Label Value) 17 « —/v K,
[41—H %y bk 24T (Ethernet Type) ] 7% MPLS (Z
RESNTWVDLEBICDAHRFRINET, MPLS 7
IMED~ v F LET,
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JersnmeErarn— |

Ta—IL K B

L1443

LAY 3IDAT v a v EREMICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
Z[A—YFv k&4 T (Ethertype) & LT
BIRLFET,
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B

LA V3IOMEHPICERRESNLG AT v a AFkDEEBY T
B

¢ [E{EICLIP 7 R LA (Source IP Address) ]1: L+ ¥ 3
NG 74 DFETIPT RLAZ AN LET, &
DOWNT N7 F7,

o FEHED IPv4 F 721X IPv6 IEXDARA MNP T KL
A

o IPv4 F721Z IPv6 DT K L A#i[H

« 7 RURHEPFHLIFHEIP 7 K L 2AOMAG D,
f1:10.1.1.1, 10.1.1.2-10.1.1.5

e U TRYUIGEN/ZEFE L CWRWIPT R LA,
%1:10.1.1.1, 10.1.1.2. 10.1.1.5

GE) LAV3IEETIP 7 RLADOHIPFE AR TET
LA, VA Y 4DFEILE 21358 TR —
NOFPHERTETHZ I TETEREA,

LAY 3IEEITLIP 7 R L ADOHIPH 2R
534 . LA ¥ 2 VLAN OB T D #iH %
kT bz LixcEEdi,

o [BEfi e IP 7 R LA (Destination IP Address) ]: LA
Y3ILNT T4 v DEREIPT FLAZ AN LET,
WDOWF NPT £,

o FEHED TPv4 £ 721X IPv6 B DAHR A M IP T KL
A

« IPv4 E721F IPv6 DT N L AHiH

o 7 RUAHIPH LIEHEIP 7 N L ADMAE D,
fi: 10.1.1.1, 10.1.1.2-10.1.1.5

o 2T TREIGNTZER L TWRWIPT RLA,
#1:10.1.1.1, 10.1.1.2. 10.1.1.5

G¥) LAY3IEETIP T FLADFMEZFRET
L6, VA YADOEEILE T AR —
FOFHAERTETDH I EIXTEERA,
LAY 3EETIP 7 N L ADOHIPH 2R
LA, LA Y 2 VLAN Okl D %
BT 52 T TEEEA,
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JersnmeErarn— |

J4—IJLF ¢8R

*[L4~7 1 k=L (L4Protocol) ]: RmeyrHw L U
Kb LAY 470 ha Lz LET,

s (@7 4 /v4 (Advanced Filter) ]: mER~7 (/L

2B AN T DAL, ZORE 7 ) v
LT, RERA T a 2R IRT H20DF = v 7
Ry 7 REFNZLTLEIN, GERT 4 VXD
AZOWTIE, 7 A L ZE2BRLTTEE N,

o [IIAH I 7 4% (CustomFilter) ]: ZDHRHZ %
7y 7 LT, a—¥—iE&RZ 4 —/LF (UDF) Zffi
ALl AR N7 4 VA ERH I L £, [UDF
DFER (Select UDFs) 1 %27 Vw27 LT, [ARE L
7 4L MFER (Select Custom Filters) 17 4 > Ko
T AN EBRRLET,
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B

Layer4 (L4 4)

LAY 4L TV a v EREHICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
% [Ethertype] & L TR L, [L A ¥ 3 (Layer
3) 1# 7 C[TCP] £721% [UDP] % [L4 7 E k
aJ)L (L4 Protocol) 1 & L TEIRL £,
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JersnmeErarn— |

J4—ILF

B

LA YADER IR RENDI AT a ko8B T
KR

o [EfE7EA— b (SourcePort) ]1: Furwv 7 Xy X
FABEEITLAR— MERIRLET, ROFT v a on
HYET,

*FTP (7 —%)
«FTP (= bmr—/)
* SSH

* Telnet

« HTTP

« HTTPS

s [[F{ECAR— b & AJ) (Enter Source Port) ] : 148
TEAR— 2 AN LES, H—OR—rEFExa
~ T TANT D0, Bt — M5 Ofi
FHAEZ A TEET,

GE) LAY 4 EETAR— bo&HE AT
HE, LAVIIPT RLAELIZLA
¥ 2 VLAN #3702 R Tx =
A,

o [t o/R— b (Destination Port) J: Ke v 74w
UA BT, RN —FEBRLES, ROFT 3
UV ET,

*FTP (7—%)
*FTP (=¥ hu—)L)
« SSH

* Telnet

* HTTP

* HTTPS

o [BkedcR— hZ AJ) (Enter Destination Port) ] :
Bfte R — e AT LET, B—DFR— M EE%
A~ TRUI> TANT D0, B R— FES
DFHAEZ AT TEET,

CE) bAoA Y aEer— FO#iEZ AT+
&, LAY 2VLAN @RI E72id L
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| IETERI,
J4—ILFK BLs
AYXY3IPT RLAOHPHZRETE &
A,
LAy 7 KA AH— |

AT TS [T4ILE2DMRE (EditFilter) | /21X [Z 42D O—> (CloneFilter) 1227 U >»27 L%,

T4 ILA

BERT 4N T, A=Yy b XA T L WMEERIGE., FIN, 777 A2 . PSH,
RST. SYN, DSCP, #Ze)EfZ, TTL, /37 > &, NVE 2 EDRMEIZESNT RN T 7 4 v 7
EIANEY 0 (A ERITER) TA00EBOF T a U BRHESNTHWET, &
RIZANE) T, ROA =Ry N ZA T F T ar TRHHTEET,

R29:BEGEITAINLE) D TDYR— b+

T—4 247 YR—bShBF T3>

IPv4 DSCP, 77 7 A v b, BEIAGL, B L OTTL

IPv4 & TCP FIG%, DSCP, 77 7 A b, FIN, EJNANL,
PSH, RST, SYN, BXL U TTL

IPv4 & UDP DSCP, 77 7 A k. BEIEAL, BLOTTL

IPv6 DSCP L 7T 7 Ak

IPv6 & TCP fEsBIn% . DSCP, 77 7 A bk, FIN, PSH, RST,
BLOSYN

IPv6 & UDP DSCP L 7T 7 Ak

)

CE) ®BEERT74/VEY 71X, CiscoNexus 9000 75~ k7 —A5 0D NX-API TOLffi ] T
F7,

Time to Live (TTL) BMEDO&IPHIL 0 ~ 255 T9, Nexus 9200 5 RKDOHE, &ETE 5 TTL O
BARAEIE 3 T3, 8D D Nexus 9000 3V — X T34 ADHEA, NX-0S 73— 3 1 7.03)16(1)
PIBECIEL, TTLMEZRKR3IICTHI ENTEET, NXOS /X— = > 7.03)14(1) LRI ClE, #i
FNDIEEOEEZFRETCEE L,

BEGI4LE) O TOERIZEY HHIR
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sa—rngz |

R 7 4 VE O/, ROZ LT TEERA,

* DSCP & B SGNEAL &2 —FE&1C

e 7T A & ACK E£721% SYN £721Z FIN £ 721X PSH £ 721 RST Z—fEITHEpk 42 =

EO

¢ UDP & IPv4 721X IPv6 DL ETT7 T /AL FER— M NEEERERT S L,

«IPv4 & TCP OFAE O CTERIEN. & HTTP XV v RE2MHKRT 5 Z &,

A 0O—/NJLERE

[/ B—/\)L#ERL (Global Configuration) ] # 7'1Zi%, Nexus Dashboard Data Broker =% > k 12—
FITER EIN TWBT A ZANERENE T, Nexus Dashboard Data Broker =13 b 17— (218
MENTZHLWT N, A E, T 74NV P T IIFEREINET,

Y

GE) ZZiZiE, BRI TWE TS A (BERIREN A TER) OANRERRENET, T
73A A3 Nexus Dashboard Data Broker =2 > h B —Z |[ZIBMI &L TWAH M, Bt S LTV
WIHE (BERAT —Z ZATRTREINET) | TOT AL AT ZICERRENEE A,
TNA ADAT — R A% MERT HIZIE, NDB 7354 ZE B LT IEE 0,

ROFMDOENFRINET,

= 30: 7 0—/\LERTE

eJES

FiEA

Device

T INA AL

ZHFANAR=Y T T, TINA RDLHI
27V w7 LT, T AD T 1 — N )URERL
DOFEMERSE T £,

Loadbalancing

O— R RS T DA TR RFLET,
WRDOFTarnNH ET,

* Symmetric

« JEXIFF (Non-symmetric)

PTP

PTP AN E I EERLET, KOAT
varNndbyFET,

R

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .



B 7 zo70—mrors

Cisco Nexus Dashboard Data Broker D/ |

F%

B

Jumbo MTU

TRA ADY % 78 MTU A X,

T VARMTUIE, 735 ATHRLTE DK
® MTU T,

MPLS X k1) T

FTINA ATMPLS A MU w BV T RENI /2o
TWAEMMEIMEFERLET, ROLT T3
URHY FET,

R
)

[MPLS 7 1 JL% (MPLS Filter) ]

TINA ADMPLS 7 4 VZ U TRHEMNE
IMEFRRLET, RO T a v ndHv=F
T,

R

- B2

Netflow

T3 AD Netflow BEINE ) ez RLE
T, ROF T arndbv i,

R

- %)

WDOT 7 a ik, [ a— LR (Global Configuration) 1 % 7 bFEITTE £4,

[P E—/NILEROME (EditGlobal Configuration) 1: FIHOFEHIIC OV TIE, T34 &
DT — UK OfRE (132 X—) 2R LTI &N,

FINAZADT O—/NJLER DIRE

ZOFMEHEST, TAAADT B — IR ERELE T, T35 AT A= (7 a—
PNVZERTEET, HE2E, ZITHRETDHV v A MTUER, 734 ADOATIAR— K

D MTU EZEF£L £7,

T A ADVERRFZ XN K DD FARRERR DER L, WL ODDT 7 4V MEPERE S IVE
T, ZTOFIEEZFERALT, T3 ZAD 1 DLULEDONRT A= BEEILEMLET,

1R HHEIIZ

1 OUEDT AL ZREBERLET, T ADRAT —H AR LET,
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ATy 71 [aAvER—F >k (Components) >[4 B—/\LiER (Global Configuration) 1 (2B ®E L £,
RATYT2 FTORBECHLTF =7 Ry 7 A% F UL TT A, ZAERIRLET,

ATY T3 [FH¥ay (Actions) | Fuy FHE T A =a—nb, [FO—/NLEBO#RE (EditGlobal Configuration) ]
BRI ET,

ATy T4 [FO—nN)LERDOME (Edit Global Configuration) | #4712 /7R v 7 AT, IROFEMIERE A LE
T

R 3M:TO0—NILEROGEE

J4—ILFK Bl

[£#% (General) ]

[7/314 X (Device) ] TR, ALE, TR RSN TRRSNET,

[AT2EA 4 TOHE (Load Balancing Type | Ku v F# 72 U 2 kb [RFR (Symmetric) | £721%
Configuration) ] [FExFR (Non-symmetric) ] Z&N L £,

A D FERIZ DWW TR, ® RS X ORI o —
KRZovv7 (802—) #BMRLTLLIEEN,

[Ny ¥ 2%/ (Hashing Configuration) ] Ry 7H URRNS ANy Y 2 a2 BIN L E3,
FoREND Fry 7T U A NIBT, BRLEZA
W E A T Lo TR £,

[/Nv > a1 24 F (Hashing Type) ] Fay7Zor UA NP Ay a A4 T HEIRLE
j‘o

[MPLS ®#&rk (MPLS Configuration) ]

[MPLSR Ry T B4 TDHRE (MPLSStrip| 7L —DARZ %271 w27 LT, MPLS A N v X A

Type Configuration ) ] TOREEANILET, REUBPFAIEDY, AT

BELE9,

ASR—=FNSDFTXTHOMPLS 7347 » h T, MPLS~v

A —EY BRIMVE T,

GE) Cisco Nexus 9300-GX vV — & A A v FTid.
MPLS A h U wv 7HREIX, AA v FD Y r—FK
BIZOBERELET,

[SRILDIT— 2 (Label Age) ] MPLS 7~ L3 HIfREIIIC 72 5 £ COWIM AR E L £ 7,
D7 4=V RiE, BIRLIZT A ATOARFEHTEE
R

PR—=FENTWBET T v b7 F—2A2lL, KD CiscoNexus
U —XD93128TX, 3172, 3164, 3232, 3132C-Z A A v
F T,
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J4—ILF

B

[MPLS 7 1 LR &M EHHIZT S (Enable
MPLS Filter Configuration) ]

TVL—ORA %7 w7 LT, MPLS 7 4 )V 2 #Rk %
M LET, REZUREFERICEDY, FICBEILET,

ZZTHNCR 5TV D MPLS 7 4 VA HERRIE. TN A
ADATHR— MTEHA S E T,

]

[sFlow §%%E (sFlow Configuration) ]

[sFlow ®EF %ML (Enable sFlow) ]

TVL—ORE 7 )7 LT, o7 7o—
(sFlow) ZHMNZLET, R¥UBEFGICEDY, HIZ
BEIL X,

sFlow DFEMIZOW TR, o7 v rEaniz7n— (142
~N—=) EZRLTIEEN,
WOFEMZ AT LET,

[T—Px U FDIPT FL X (AgentIP Address) ] :
=Yz hDIPT RLAEZANLET,

+ [VRF M#4R (Select VRF) | — ey 7 H U &
k7 5 VRF 3R L £,

«[aLY%IP7 FLX (Collector IP Address) ]: =
LB BR—RDIPT RLAZATILET,

«[aL% % UDP/R— k (Collector UDP Port) ] : sFlow
a7 ZDOUDPAR— h&E AT LET,

s [Ao 2B R—1) SRk (CounterPollInterval) ] :
sFlow DR —V > JHkEEE AT LE T,

[BRXT—42 49 5L Y4 X (Max Datagram Size) ] :
WRT =2 T T HY A XN LET,

s [RRY U TILHY4 X (MaxSampled Size) ] : K
VTN A RN LET,

[ FJrS L—F (SamplingRate) ]: 5 —#
YTV T L—hEANLET,

«[T—% Y —RA (DataSources) ] : [fR— kDER
(SelectPorts) 127 Vv 7 L, WEBERTF =7 Ry
J AEA L THA— ME®IRL, BN (Add) 1%
7y 7 LET,

GE) T34 AD sFlow iR EZMERT 51203,
sflow =~ > F&FH L E9,

show

[PTP ¥R (PTP Configuration) ]
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7riq z2nsa—rsEnoms |

J4—ILFK £BH

[PTP ®F%h1E (Enable PTP) ] TVL—DRE %7 Y v 7 LTPTPEANIIL, v~ AH—
MNHFFHZZIELET, REZUNHFAILEDY, FIIB
gLET,
ZZTHEMNIR 5 TWA PTP I, AJJAR— kLB —
IWDERALNAZ L T THEEAINE T,

PTP OFERNCOWTIE, EREERM 7 2 F=2r (140 ~4—
V) BSRLTLLEEN,

WDT 44—V ERFRENET,

«[EIEFTIP7 KL R (SourcelP Address) ]: PTP 7 v
TTF— NEZETHODOEETIPT RLA%E AT
LET,

o [[R— b (Ports) ] : [(R— FDEIR (Select Ports) ]
BV L, Fov Ry AeF LT, PTP
EETIP 28T A2 DI ERR— 2 @IR L E
—a—o

GE) PIP/wuvw/r ZALORBEZHIET ST,
Fy NI =2 NOTRTDOF A ZATPTP 24
INZTDHMERHY F7,

[+ >R MTU R (Jumbo MTU Configuration) ]

[MTUfE (MTU Value) ] MTU fii% A LE3. FRIE 1502 ~ 9216 TF, ¥4 v
ARMTU X, T8 ANZITAND ZENTEHHRD
MTU fEZ&E L £

o7 4 w7 ®MTU YA X138 H 1500 T3, MTU 28
1500 % 25 N7 7 4 v 7 25T HICIE, ZNEEAR
WCLET, 22 TCEBRBSNEMTUEIL, T3 ADAS
A= DEENTZ 74 v 7 ITHEASNET,

[TZAIL Rzt Y b (ResettoDefault) [ 27 VU > 74
%L MTUMEIEZT 7 4 /L MED 1500 IZRRE S ET,

GE)  MTUEL, $8E SN-HHNOEETH 2 2438

[NetFlow M#& R (NetFlow Configuration) ]
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J4—ILF

B

[Netflow ®FEZIME (Enable NetFlow) ]

JREODRZ %7 Vw27 LT, NetFlowa Az LET,
KA UNEFERIZEDY, HFICBELET,

NetFlow OFERIZ DOV T, NetFlow (141 ~—) %%
L TLIEEN,

NetFlow /X7 A — & ZEFKRT HITIL, ROKERKRE (FEE S
NTNEFT) 52T LTLIEEN,

e NetFlow O L 22— ROBEM (136 2—7)
 NetFlow O 27 ZR—Z OB (138 ~=—3)
e NetFlow DFE=%—DB/ (139 <—)

NetFlow X EZ 55 T 5121, NetFlow E=4% —% A /)

AN— MZBEEEAM T £, ASAR— b (144 3—2)
LT TEEN,

ATy s [FO—nN)LERDO#E (Edit Global Configuration) 1 %227 U v 27 L%,

NetFlow ) L . — KB/

ZOFNEEFEH LT, NetFlow L =2— RZ/ERR LE7,

7a— La— KT, X7y F &I 572912 NetFlow TEHT 5% —L & $1Z, NetFlow
N7 —ZOWTIETAHEEY  — L REEELET, 7e—La—RNloT7ue—HIZ
WES BT —H OV A ANRFED ET, F— 74—/ NiX, match F—U— R THEINE

‘j—o

ATy F1 [avik—F 2k (Components) ]>[% O—/\L#ERL (Global Configuration) ]I1ZBEIL £,
ATV T2 fTORBEIHDT v Ry IV AF NI LTT AN, ABBRIRLET,
ATv T3 [FHay (Actions) | Fuy FH T A =a—nb, [FO—/NLEBO#RSE (EditGlobal Configuration) ]

2L £,

ATy 74 [FO—nNILERD#HwE (EditGlobal Configuration) | %A 7 v/ Ry 7 AT, IREORZ %7V 7 L

T Netflow ZEMEL £,

ATy 75 [La—F®EM (AddRecord) 1% 7 U > 7 LT, ROFEMEATILET,

F:32: La—F#&EM

J4—ILFK

e

281 (Name)

L@ — R4,
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NetFlow @ L .a— KD3EN .

J4—ILF

B

B

L a— RO,

g

ALy var NIA—BEERLET,
ST 2 F =y 7Ry 7 A%A LT, WO 1L EDR
FA=ZIHESWaL s v a VERCLET,

* Counter Bytes

* Counter Packets

oIP RX—T=a v

* Transport TCP Flags

« VAT LERENBR AR ]

« VAT LRRENHE T RETH]

Toarm

BT A= EERLET,

EHARE/Re A7 > a o id, LA¥2 (Layer2) BLUOLAY
3/4 (Layer3/4) T3, WiIhrzr Uy LT, &7
A—HERIRLET, ZNHDONRT A—=ZZONTiE, %D
fTCRBLETS,

LA+ 2

Frv IRy I AEF AL T, —BTB51 22U L1 (Y
QIRT A= E/HZLET,

« EEILEMAC T R A
« 5595 MAC 7 R LA
N i

« VLAN
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J4—ILF

B

LA+ 3/4

Frv IRy I AEF AL T, —BTBH51 22U LDV A Y
3EFIILAY ARG A—F AN LET,

«IP7m v

« IP TOS

* Transport Source Port

* Transport Destination Port
< IPv4 AETLT R LA

« IPv4 58557 R LA

< EEICIPVE 7 R LA
504 IPv6 7 K LA

¢ [Pv6 71— T ~L

s IPv6 A3 v

ATv 76 [La—FDEM (AddRecord) 1427V v 7 LET,

NetFlow D Lo X7R—% BN

ZDOFRIRIZHES T, NetFlow =7 AR—F E{EKLET, 70—/ AFR—FDFETIX, 7
O—|ZxT BT AR—FRT A=K EEHZE L., UT— I NetFlow Collector ~D | ZE A EM:F
WERTLET,

Tnu—x 7 AR—HZTIL, NetFlowT— 7 ZAR— k% y ML T, 2y hU—7RBEBIOH
FUAR— NEOFMETRT LET,

ATy T
ATy T2
ATvT3
RTv74

ATy T5

[ >R—=% > k (Components) ]>[4 O—/NJLiERL (Global Configuration) JIZB®EI L £,
TOXBIZDDT =7 Ry I AeF N LTT AL RAEBIRLET,
[FZ<ay (Actions) | Ry FX 70 A =a—inb, [FA—/\LERO#SE (EditGlobal Configuration) ]

2L £,

[ B—\)LERDO#EE (EditGlobal Configuration) 1% A4 7 a2/ Ry 7 AT, JREAORZ %7 ) w7 L

T NetFlow Z8H3E L £,

[T RER—2 %EM (Add Exporter) 1 %27 U > 7 L, IROFEMEADILET,
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£ 33:TH RR—2 DEM

NetFlow ®E =% —®i&HM .

T4—ILF

Bl

%81 (Name)

T AR—EL,

A

T AR—Z DO,

58% (Destination)

T AR—FEDIP T KL A,

ST BF 2y IRy I R F A2 LT, IRONXNTA—HD
1 DL RIS TIUEE A L E T,

Y —X (Source)

FIZTLDOIP T R A,

Ta— Xy v a PEERCICEIET A7 OICRRBAT AT 3
AbLDAHE—T A R,

UDP R— k NetFlow = L 7 # 53 NetFlow /37 > & ) A= 27"9% UDP
A— b, EOFPFHIX 1 ~ 65535 TT,

[DSCP] ZRIlbENTza— K KA > ME, #ifHIX 0~ 63 T,

N—3v NetFlow D7 AR— K N—=T g, ZOT 4 —)L RIEH

TEEHEA,

GE)  CiscoNX-0S I, X"—T 3907 AR— MNER
Y AR—BFLET,

[£7>a> T XRKR—% (Option
Exporter) ]

T a— T I AR—ZREFEROFREE X A ~—, [EOFFIX
1 ~ 86400 > T3,

TUoTL—bFT—=2 34 LTIk

T — T2 EREL A~ —ERELET, HOHH
1% 1 ~ 86400 ¥ T,

NetFlow O E=4 —®MiEMN

ATvT6 [T RAKR—2%EM (Add Exporter) 1227 U v 27 LE9,

ZDOFIEIZHE S T, NetFlow E=% —Z/ERK LET,

TJn—F=XEERLT, Vo— La—KBIO7n— o7 AR—XF LEEAITHZ ENT
XFT, 1 OOF=FIBLTWATRTOT7r—F, $Ex72 74—V K ETRAETH-DIC
S 27n0—1La—FREHLES, X idfEEsh/iz7o—xo 7 AR—Z I ) AR—

FERET,

458 HHIIZ

WD & D ITHEREITVET,
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o« TJ AR—H DB

Cisco Nexus Dashboard Data Broker D/ |

ATy 1 [aAvER—% >k (Components) >[4 B—/\LHER (Global Configuration) 1 IZB®E L £,
RATYT2 FTORBEICHLTF vV Ry 7 A% F UL TT A ZAERIRLET,
AT T3 [FTUar (Actions) | Ry 7 H Ty A=a—0b, [FA—NILERO#RSE (EditGlobal Configuration) ]

2L £,

ATy 74 [FO—nNILERD#HwE (EditGlobal Configuration) 1 %A 7 v 2 Ry 7 AT, [REORZ %7V w7 L

T NetFlow Z&%hE L £,

ATv 75 [E=4—DEM (Add Monitor) 127V v 7 L, kROFEMEATILET,

KM TS EEM

J4—ILF

Bl

£ A1 (Name)

= — DA,

A A

E=Z—DH,

La—F

[La— K®®EIR (SelectRecord) 1227V v LET, [L

a— FM&IR (Select Record) 1V 4 > KT, % d 57

CARE LRI Y v LT L a— RERIRLET, SR LT
L o— FOREIAA RN FR S ET, [ (Select) ] %

70y 7 LET,

[TY RR—4A (Exporter) ]

[T RR—A D&EIR (SelectExporter) 1227 U v 7 LE9,

[T XAR—%2 D:ER (Select Exporter) ]V ¢ > Ko T, %t
ST DT = I Ry I A A AT L T2 AR—F ZRINL
F9, BRIz AFR—F OB AERICRREINET,

&P (Select) 1227V v 7 LET,

GE) T X — TR R2OD T H— 7 AR— K i
WCTExFET

ATv 76 [E=ZH#—MDEM (Add Monitor) 127V v 7 LE7,

SEEER IO MO

PTP (Precision Time Protocol) T /3A AiZiX, @#@EH/ny s, BRI/ vy s, BLONT
AXRT LN r7av I BnEENET, EPTP T34 AL, @HEDOLX Y NT—7 AAf v FR
N—B IR EDA LT TARNT I F v TAAANREGEENET, PTP VAT A%, PTP BLUYE

PTP 7 /31 A D AEOHE TR T ET,
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NetFlow

NetFlow [

PTPIX. Y AT 2DV TNEZALPTPY 1 v 7 BPHHEICEMT 5 HiEZRET 207 0 ko
NTT, Thborzuvyrid, 77y Rvx¥—snuyvy (BEREOKERICHL 7 vy r) &
FFo~ R Z—/ X L N—[AHIBEIE ICHRAL S AL, AT A RRORF M EEL R E LET, FHIE,
A IVTHEREBER L CHEEO~YAZ —DRANZ 7 a0y 7 T D A "—& PTPZ A
ST A= VERHRT HZ LI o THEIASNET, PTPIL, PTP A A & EFHIN i
FREPHN CEMEL £,

PTPIZxRy NU—Z T LT/ — ROKLARHA T e b2 Td, £2ON—Fo =7 XA LA
XU THEREIL. BNTRE AR L E9,

PTP X, RDTT v 74— L TOHRYR— S THET,
« Cisco Nexus 9200 A A~ F
« Cisco Nexus 9300 A »»F —9300-FX, FX2, EX
« Cisco Nexus 9500 A1 »» F — 9500-FX, EX

» Cisco Nexus 3548 AA v F

\}

GE) PIPZRETHE., T 74N D PTPEREN, ¥IinT DT 34 ADTXTOHISL A— k

RSN ET,

PTP ORERRIZHOWTIL, T34 2D 7 a— U OfE (132 2—3) 2R L L&
v,

NetFlow (ZATIIP /37w MZHOW Ty b 7a—%i#l L, 37 v b 7e—Z#ES\ T
FHEHE M AR L 9, NetFlow D727 v by NU—F 0 7 TN, A EET H 0%
FEixH FHA,

Cisco Nexus 9300-FX 7' v b7+ — L AA v FTlL, 70 —%2F=FTHZOD+47pZEx
Ik A MR T 5729, ingnetflow TCAM U — ¥ 3 3T 7 4/ R TS1R2 20128l S E T,
I HIZE L DAR—ARME /YA 1X, hardware access-list tcam region ing-netflow size =~ >
REFHEMAL, TCAM U — 3 O A X% 512 OfFERICER LET,

NetFlow 1. RDT T v 7 4 —ALTHHR—F SN TWET,

* Cisco Nexus 9300 A v F — 9300-FX, FX2, EX

* Cisco Nexus 9500 A1 v F —9500-FX, EX
NetFlow DRERRIZ DWW TIL, T8 2D 7 v — S UEROHRE (1322—) 2B L T
<AAR

SEAZ W TIE,  [CiscoNexus9000 SeriesNX-OS s 27 LR A Rl 2B LT P&
AN
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NX-API @ Nexus Dashboard Data Broker TH > 7'V > 7 X417 Flow (sFlow) Z#&Hd 25 Z &N
T&EET, sFlowfli T 5 E, A v TFRON—F2E0LT =X 3y NT—JNO U TILH A A
N7 749 7%= —T&EET, sFlow TlE, NI 74 v 7 ZE=FTHOIZAAL vTF &
N—H LD sFlow ==V =2 N V7 b =T THr TV o7 A=A 8EHEH LT, o7
N T =R ERROT—H al s XX LET,

sFLow DIEFRIZ DWW TIL, T3 AD 7 a— " UEROMRE (1323—) 2L TLLEX

AN

AAR—k

[AA7R— b (InputPorts) ] % 712ix, NDB 7 /34 2D AR — hOFEHINE RSN E T,

Edge-SPAN, Edge-TAP, F7-(%V ®£— I Y —A Edge-SPAN 7K— k7% NX-API & — KD T
EF SN TWDHEE, spanning-tree bpdufilter enable =~ > RiZAR—hDA X —7 =14 A
E— N CHBMICHER I, BPDUNRT Y 27 o &2 ) 7 LET, ZOBMIE. 33To
Cisco Nexus 3000 33 LT 9000 2V — R AA v FIC@#HINE T,

Cisco Nexus ¥ U — & A4 » FOFTXTHAA » F[#A— kT spanning-tree bpdufilter enable

o=y REREHR LT ZE0,
WOFEMEZ RTRVERINET,

=R 35: ADR—F

F%

B

Device

ADR= F B SN TND T A R,

ZDT 4=V RiFNARX=Y 7T, TN
ARG T VI TDHE, ZTOT A ADGE
AE AR R INE T, FME FIHICONT
X, T3 2 (67 %—Y) OEESMLT
TEEW,
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rant—+
5|4 BL)]
[R— bk (Port) ] ANR—=F & LTHERSILTWND T /3 AD
A= h,

ZDT 4=V RiEINA =V 7T, [R—
b (Port) 127V v 27 LT, &A— hOFEfl%E
FRLET, ZIMBFATTEHEMDT 7
va U IROEBY TT,

« [AJ17R— h o4 (Editing an Input
Port) ]

« BERLDHIER © T34 ZADANTJAR—F &L
TOR— MIHIFRS N ET,

fERAH FADF = vy v—271%, ANSIAR— FMEH
FCTHLHI EHERLET,

RE AT — R OfEREHR (ANJJHR— F OB
(144 X—) TRESINIZ/NT A —HITHES
<)

24 7 (Type) RN—h AT, FRENDA T 3 0%, K
DEBYTI,

e v R— b : SPAN
o v UIR— bk : TAP
e JE—h Y—RA v ¥ SPAN

« 4y RO T

[R/S3ERRSEIR - T4 (Span Destination/Tap | A F3R— hMZHHE ST D AU S D EEH,

Name) . s e

] o R NERRA A v F I HE S LT
D86, PS, HEWTT /N, AID, #kE S
NTeA v H—T oA ANKREINFET,

« R— F 2V APIC/ACI == b —F £7-1%
DNAC 22> b —ZZ8k SN T\ 55
A, APIC {22\ TiE, DNERKR Y K&
INADFEME & HICRRSILET, DNAC
IZOW T, [DNAC) DI Catalyst 7
NRAZAID EA LV H =T 2 A ADREREH
£7,

o IR— R Tap 73 AZEEE S LTV D
Bt 2y TRA DR RSNET,
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B A rnk—roem

eJE=! S4B
ferE A A= b & AR L —,
REH AN H— b ERBICET L2 —H—,

[AAFR—*b (InputPorts) 1 ¥ 77b, IROT 7 v a R ITTEET,

« [ABR—FDEM (Add InputPort) 1: ZHAEFEHA LT, HTLWLWANKR—ME2BEMNL £
To TOX AT OFEIZONTIE, ADR— oM (144 2—2) 2L T EE
VY,

s [AHHR— L DHIBR (Delete InputPort) 1: {TORIEAICH LT = v 7 Ry 7 RA%kF 2L
T, BB ANR—FEBRLET, [72 3> (Actions) |>[AHFR— FDHIE (Delete
InputPort(s)) 1227V > 27 LET, BRL7A— FDBHIBRSIET,

N

GE)  HHFOATFR— MIHIFRTEERA,

Fxy IRy 7 A BRETIHIRT 7 v a v a@s L, 27 —NRRINET, 71
AaBRT L LD ITROBNET,

ABR— +DEM

AJIR— b Z2ERT 5I121E. ZOFEIENET,

FRAZADANTTAR—=NE, b T 749008 ry b 7a—h— Ry hU—JIZANY, =4
Vo7 — VIR E SN D HR— T,

IR B

1 2L EDOF A 2 &8I L £,

—IDOATIHR— b 8T A =% %, [ B—s3)L#ERL (Grobal Configuration) ] % 7' % L C
TNARA VXLV TEREINET, ZNHDORTFA—=F (LITFOY RN ZEZRT LT, 72
A AD T = AR OREEZ SR L T IZE 0,

* PTP

* NetFlow

*MPLS 7 4 VZ U T
* Jumbo MTU

ATy 1 [aviR—x2 k (Components) 1>[AAR— t#EAL (Input port Configuration) I8 L £9,
ATwF2 [7Uar (Actions) | ke vy 7 &) A NT, [AAR—FDEM (AddInputPort) JZ23#INL ET,
AT9 73 [AAR—LDEM (Add InputPort) | ¥ A7 uZ Ry 7 AT, ROFEMEATLET,
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# 36: AhHR— bDEM (Add Input Port)

An#—roem ]

T4—ILF

B

[£#% (General) ]

T34 X (Device)

AR = PR ENTWBET S, ZERIRT A I21E, &K
OFIRIZHENET,

[7/34 RDFER (Select Device) 1 %27 U v 7 LET, [T
INA ZRDER (SelectDevice) |7 > FUT, FVAF KK
VEBINL, TN AZRINLET, [ (Select) 1% 7
Vw7 LET,

[[R—k (Port(s)) ]

AN = & LT T 2R — b 2@R L £,

[(R— FDER (SelectPort) 17V v LET, [R— b
DFEIR (SelectPort) 17 4 > KT, MERR— k23R
L9, [N (Select) 1227V 7 LET,

[(R— bk 24 7 (Port Type) ]

Koy 7HZ 7 DA NNLIEBIRL T, ASIR—F %4 7%
EFRLET, ROLT T arndbv xd,

«[Tw P R— bk - SPAN (Edge Port - SPAN) 1 : EE1#)
AL v FOERFHE Y a v DEDERENT T 4
THDOxT Y R— NEERLET,

« [Ty ¥ R— bk -TAP (Edge Port- TAP) ]:ISL ko
MBT SAZADEDOERFE N T 74 v 7 HOT v ¥ R—
AR L £,

s [VE—FVY—XITyIKR—F-SPAN (RemoteSource
Edge - SPAN) ] : EBB A 1 » F O A Y £— |
Ly arhbOEFENT T4 v IV HAOE YV R— b
ER L ET,

H— ~ D

R—FOBAEZAL LET,

VLAN (QinQ [EHHR— kI TLVELY)

A— ME, FEBE VLAN &2 REFF9 572912 dotlq & L

THEINFET, VLANID (X, bT7 7 4 v 7 OEEFEITLO

R— b ZBT B0 SN ET,

GE) A F—7=xA A2 Q-in-Q ZRE LI=141L.
Q-in-Q R F A > ¥ —7 = A AIZ VLAN 7 4
I BTRE LIRNTL 72 &0,
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J4—ILF

Bl

[FavyYi%{E (Block-Tx) ]

Fxv IRy I ABA AT LT, ATTR— B EEIN

TWA NI 74w o &Tuayr LET,

GE) =Y A RBIOALTF XY AN T T 407
DOIBNRTay 7 INET,

ICMP v6 R A /13—

FRkErOYT

Fro IRy I A%F LT, TRTHDICMP b7 7 4 v
JH RFKaey 7l LET,

5 7 4V k Tit. Nexus 9300-EX £ L 189200 >V —X &
A F @ Edge-SPAN 1 X (N Edge-TAP 'R — k % A 7Tl
TRTOICMP T 7 4w IR T7ay 7 ENET, EVO
Nexus 9000 > U — & ZA v FIZHONWTIEL, 2 —H—[XICMP
N7 4w 7 BERERIEIT vy 7 T556. ZOKEY
FEICTHME L 2T ER Y $H A, Z ORI, BIfE

NX-0OS /3= g 15 LIBE D NX-API X— A D A A » FITfH
HcxETd,

[24LRZT BXTDEMIE (Enable
Timestamp Tagging) ]

Frxyv IRy I AuF NI LT, ZA DAL T Z TS
BEEZMEH LT Ty MIHA LRZ T B 7 5BINLE
—340

Nexus 9300-EX 8 L9200 > U — R AL v F DA, =D
FEHEIX Edge-SPAN I3 L " Edge-TAP AR — M@ S
To XA LARZ LT XX THERRERET DI, 7351
ATPTPHSREN A N2> TWNDH Z & a2 R L ET, B
FNRAREL Ty DR — N THALRE LT XL TEHE)
WZTDMERH Y T, HEHOWTNHOM,
Edge-SPAN/Edge-TAP B X O\ E=X V) 7 TNRA A THA
LABZ T B THERRPERL STV RWEE, Ty
MEIFADAZ T TEF T ENERA,
GE) 7 a—AEEMEH L TT /S A TPTP AL
(o TWRWEES, 247y a s/ r—%
REINET,

MPLS Filtering) ]

[MPLS Z 4 LR ) > %H#IZF 5 (Enable

Frv TRy 7 A%EF T L, MPLS 7 1 /L& ALBR A %)
[ =3

GE) Zua—rEEEMEALTT /NS R LT
MPLS 7 ¢ )L X VBRI ZHIT 72 > TR WA
IOF T a gl —FRENET,
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An#—roem ]

J4—ILF

Bl

[¥ 2R MTU Z&EA (Apply Jumbo
MTU) ]

Fzv IR I A NI LT, ZOR—FTHREINTZ

Ux AR MTUEZ B LET,

GE)  Ta— VU EH L CT NS A2V v R
MTU MR ENTWRWES, 2047 a3 v
X7 L—FRENET,

[Netflow =% — (Netflow Monitor) ]

Fay 7 Zo VA WS TFya @R LES, 7

12— UK L~V TR SN B =2 — AN 22U A

FERATWET,

G 7a—ULREEMHLTT A RIZX LT
NetFlow 3G 78 > TWRWES . ZDF 7 Vg
NI V—FRENFET,

K[R— bk B4 F (Port Type) IR ENSD T 4 —L KIZoW Tk, LLUFCHBILET,

a) (R—kABAF: =y F—KSPAN DEADHR) KROFEMEASLET,
Z4—ILE B2l
BEREETNNARADAAT ZHUE. AR — R OREIT (SPAN OEERE) T,
Fay7Z gy VAN, RWERA T Y 3 &R
LET, ROATvarndbh £7,
e hmr—7
« EBRBAA T
EROENENDOF T > 3 A ONTE, HfiDITT
ML £,
avea—3 [3> FB—5 DR (Select Controller) 1% 27 U v 7

L £, [ACI] £7213% [DNAC] #3#IR L £,

VR

GE)  AASNUEEBET DRI,

[E#%x T /N1 R 24 7 (Destination Device Type) ]: [2 > kB—3 (Controller) ]>[ACI] D7 ¢ —

APIC/ACI T34 A& BINTHHLENRH Y £7°,

[R/82 5% (Span Destination Name) ]

AN DA AT LET,

Ry K

Ry REBRRLET,

/—F

J—= FZERLET,

[R— k (Port) ]

R— b ZBRRLET,
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b)

c)
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J4—ILF

Bl

[MTU]

APIC D A0 MTU fEE R E L £,

[E#%xT /N1 R 24 7 (Destination Device Type) ]: [3 > kB—3 (Controller) ]>[DNAC] ®

74—V K

[R/N> 54 (Span Destination Name) ]

AN DA AT LET,

[SPAN #E#E5ER— b (Span Destination
Port) ]

[SPAN $##i%7/R— ~ (Span DestinationPort) 1% 2 VU v
7 L., Catalyst A1 v F LR — FEBINL T,

BERETNAR 44 7] [(EBBRAYFIO7 1 — K

GE)

SPAN $&f5 e &M%~ D A, Nexus 721X Catalyst 7 /34 A& BT 2 MENRNH D 97,

[SPAN %7734 X (Span Destination
Device) ]

[T/84 ZD:FEIR (Select Device) 227 U v 7 L, T2
A AZBRINL £7,

[SPAN %7R— k (Span Destination Port) ]

[R— FD#ER (SelectPort) 1427V v 2 LT, A—h
TERLET,

([R— b+ 24 F (Port Type) ] — =¥ iR— h-TAP O&) ROFEMAE AT LET,

J4—ILFK

B8

[% v T#m & (Tap Configuration Name) ]

Fay 72y X S0D Sy TR 2RI L £,

[2 v TH#R A2 4 7 (Tap Configuration
Type) ]

R T TNRAANLIT—=V T EINTENT T 407
ZZ(ETHNDB T/ ZADKR— F @R L ET,

FRENDAT > a %, BIRLZ[2y THERE (Tap
ConfigurationName) ] DFEMIZESWTNET, ¥ v
THERR DB (171_—2) HFIZI T —FR—hONF
NWDNETIIW G2 X v 7T L E2RIRLEGA, X
JE T HNDB Ty ¥ AR— h-& v 7 R— FRERRENE
R

([R— k247 (PortType) 1: VE—F Y—R v V-SPAN DBEADH) ROFEMAEANTTLET,

GE) VE—RMEEILNOD N T T 4 v T BZETDHEHIC, &K4ODOYE— FEEILT v Y
-SPAN "— kA C& £9°,
J4—IL K Bz

[VE—FAHA¥ETEY L 3> (Remote Input Termination Session) ]
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An#—roem ]

J4—ILF

Bl

[ERSPAN D]

ERSPANID # A LET, FEETE 2%FIT 1 ~ 1023
/C:‘j—o

ZZTCAJIENT-ERSPANIDIZ, VE— K VY —ADY—
A¥viarID E—HLET,

=Ty A28 —T x4 R%&FEMH
(Use Loopback Interface) ]

T2 IRy I AEF AT LT, =T RNy 7 f o H—
73:4’%%4%)% L/i—a—o

JL—T 18y % (Loopback)

L—T 3y 2 MFEIR (Select Loopback) 1% 27 U > 7 L
T N—T Ry I A B =T o ARIRLET, #K
SNTN—T RNy 7 A B =T = A ZAPRRDGEIL,
L—F3y o ®iEM (AddLoopback) 1% 72V v 7 L&
Fo =Ty 7 DIEREZIRL TS,

N—T Ny LB =Tz ZAEFEHLT, BV

EF— MASNR—FZ2HELET, L3S F—T oA A
DT T4 TlF V=T RN 7 o —T A AT
BlEL, 22hbtyia rOERER— MIBERELE
To ROV EF—FEEILZ v Y ANV ANR— &

N—"T Ny 7 THERR LT E, RO E— FEFEILT Y
U SPANR— F bR =T RNy 7 f B —T =2 A AT
WS 20ERH D £, FAIOY T— FMEETT Y Y
AN ANSIR—= N2 —T Ry 772 U THERR L7285 A
WDV E—FEETT Y SPANKR— b A—T Ry 7
AUH—T oA AR LT T 208N H Y 7,

[t 3 UKL (Session Destination) ]

[t R— FDER (Select Destination Port) 1% 2 U v
7 LT, #fdeA— FE2@RIRLET (NDB 7731 &
J:‘) o

[VE—FABEY 3> (Remote Input Session) ]

[V E— FABR—F (Remote InputPort) ]

[JE—bAAKR—F (Remote InputPort) 1% 27 U » 7
L. (NDBT /A A LED) VE—FASNR—FZERL
i‘j‘o

GE) U E— FXELT v V-SPANR— MIEIFET S
N7 47 HICHERTEX B Y E— NATIFR—
M1 27T, V» =T Ry f X —T =
A REHER L TV DHGE, UE— AR —
L, VE— FEEFEILZ v P-SPANKR— KT & IZ
B REERH D £,

Cisco Nexus Dashboard Data Broker ¥/ 41 K. ') 1J—X 3.10.2 .



B 2 rt—roem
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J4—ILF

Bl

IP7FLZR

IP7 RLAZANILET, ZZCTANTHIPT RL A
. L3xy NU—Z BTy FAREETS Y E—
FEEILR—FDIP T FLATT,

ZOMEEATTTHMERD DD, ROV E— hEF
JLT v V-SPAN R — M AT 55572 T, IRD 3
SOOR— M ERETHEICIE, FCIPT RLARNY £—
MEETLTT Y V-SPAN KR— h&2ff2>4 >t v g 7
TWHEAENDTZD, 207 4 —/L RiZ/ L—FoRE
nEJ,

[BEHET/NM RD A A 7 (Destination
Device Type) ]

Kay 77Xy UANNS [T/83 A X 47 (Device
Type) |1 &R L ET,

Ue— FEETLT v PSPAN R— FDOBE, HFR—F &
DR Z A 71X ACI T,

[RINVFEACI 77T w%s (Span
Destination ACI Fabric) ]

[ACIZ7 77V w7 D@ %27 ) v 7 L, ACIZ777 U v
7 EBIRLET,

RNV ANCFEDARTEANTI LET,
TFrYhk [7F > FDEIR (Select Tenant) 1227 U v 27 LT, 7

T b EERLET,

[Z7F7U5—2 a3y FaoarAIL
(Application Profile) ]

[Z7FUVH5—23y TOT774ILDER (Select
Application Profile) 1427 Vv 27 LT, 77U r— 3
a7y A NVERIRLET,

EPG

[EPG O#EIR) 227 U v LT, EPG 2R L 7,

EETIPFRLA

EETIPT RLAZANLET, ZOIP T FL AL
EETXT Yy FOIP YT Xy hOR—ZXIPT KL AT
KR

[##5% IP 7 KL X (Destination IP
Address) ]

ZDT 4=/ RIZIZEEBICENATI S NET,

ZIZITANENDIP T FL AL, [YE—FAAR—
(Remote InputPort) ] IP 7 L AL LTASLIZH
DELEFELTT RLATT,

GE)  APIC/ACI 731 ZADE, TR —
F (VE—FMASIR—F) THDHZD, Bk
IP EPREINET,
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=71y oot |

J4—ILF

Bl

[ZB—1ID (FlowID) ]

ZDT 4 =)L RIZIFEEIIEN A ENET,

7 —ID{%. SPANX>r v b7 —ID TY, Zihii.
UE— K V—R = v SPAN A— MMIHNICHE LT
ERSPANID & —# L £,

TTL TTILfEZ AN LET, T 74V MEIX 64 7 v 7 T1,
DSCP Koy 7# v JA RS DSCPEZEIR L £,
[MTU] AR PR — RO MTU iz A1 L E9, &I 64 ~

9216 T,

ATY T4 [AAKR—FrDEM (Add InputPort) 227 U v 27 L%,

IW—T 1Ny DIERL

ZOFIEEZFEHALT, VE—F V=22 v P ARV ANR—= MOV —=T Ry 7 R ELET,

ATy 71 [AAKR—F (nputPorts) 1>[7% 3> (Actions) 1>[AAR— FDEM (And Input Ports) JIZEL

i‘a—o

ATF9 T2 [[R—k &4 7 (PortType) 1% [VE—b Y—RA Ty A/ K— | (Remote Source Edge Span Port) ]

ELTEIRL, =Ty 423 —T x4 XDEMA (Use Loopback Interface) | F = v 7Ry 7 A% %

SNZLT, =TI Ny I A =T oA A @RIRLET,
RATv T3 =Ty O (Configure Loopback) 1% 27V v 7 LT, HILWAL—T Ny f X —Txf A%

TERL L £ 7,

L—F13v - O#RK (Configure Loopback) ] #4702 Ry 7 AT, ROFEMEALET,

RI7:INWN—TINy o DR

J4—I)LFK R AR
=%
IL—TFI15vy 51D =T Ry 7 IDEASILET,

IP7 FLX (IP Address)

N—T Ry 7 IPT RLAZ A LET,

ATv T8 [JL—TF1Nv 9 O (Configure Loopback) 1% 7V v 7 LET,
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. EZRYTY—L

E=RY5Y—)L
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[E=AU2T Y= ZT7I2iE, NDBT /XA ADFT=HZ Y 7 — )L R— s OFEHINER S
NFET, NDBTFNA ADE=Z Y T V=)L AR— NS D T T 4 v 7%, F=X )7

V= WIEE SN ET,
ROFEME R TRPFRSINET,

z®3B:E=HBYLTY—L

F%

B

Status

AT —H A%, 20D EFEHA L CERZSNE
ﬁ—o

BAIOHNE, FE=Z VLTV —ILD T T 4
7 Hx L TCWET,

ok T XY T Y=V BIE ST
T4 I EEELTWAZ LB R LET,

W= H VT Y LNBAE T
T4 T EEELTWARNWZ AR LE
KR

2EFEHDINZX, E=HF VT Y—)LR— K&
E=Z YT Y= DY T OREERL
T, E=FV TV —LR—hEE=H]
V=D Y v BB LTV DA
IR E T,

ofEk VN EEILCEEL WA L
R LET,

RV IWE T LTWAZ L ERL
i‘d‘o

W U INEREFT L TND I E
R LET,

[E=%1Y) %5 vY—JL (Monitoring Tool) ]

St ) I A VN

DT 44— RiFAnA =Y T, B
BYDGT I—=LOL4EI Uy 7 LET, A
BN LA U RFRR S, E=X U T
Y — VBT AN TR R I E T, ROEB
M7 7 a PN ZTEITTEET,
cE=H Y T Y= LOffE (158—2)
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EZHYTY—L .

5|4, A
R—k F=H YTV —ADR— b (T R
) o

R— N OFEMEFRT DI, [R— bk
(Port) 104FITEZ 27 Y » 27 LET, ROEM
T ary NI TEITTEET,

c F= X U LT — LOFE (1582—)

[24 7 (Type) ] F=R YT = ADEA T ROF TS =
VRH Y ET,

e[m—HET=H1Y T Y—/L (Local
Monitoring Tool) ]: #—H/L x> hU—
7 ONDB 731 A BiZdhHHA— 1k (L2
ﬁ_\gh_- I\) o

s[VE—KE=HVU T V—/L (Remote

Monitoring Tool) ]: #—H/L R*xv hU—
7 DINBIZHY | L3Ry b — 7 &HAT
BE AR AR — b,

ERS T YT — LR — R BMEAEN TS
BAT. BADF v ~— I RERENE
T, TNUNDLEIIZEEHDEETT,

[/N7y bDOYIYHET (Packet Truncation) ] |£=% U2/ YV —/LR—FT_7 v bV
BTHADTR> TOLHAEIE, BT = v
7 = NRRINET, ZNLSOLEIE
ZEADEFETT,

oy %iE F=H N TN BT =R T — )b
A—F (NDB T /31 A L) ~OFF T
T4y INT Y7 SRTOSEA, [IEL
(Yes) 1 EFERSNET,

ERE F=H YT Y VEVER LT a— Y,
RIEEHE FT=H YT Y=V ERBICET L2 —
'Hsho

[E=%1Y 2% Y—JL (Monitoring Tools) ] # 76, IROT 7 v a v wE T TEET,

[EZR YT Y—IILDEM (AddMonitoringTool) ]: ZHZMH L T, #H LWEHT
AAZBEBMLET, ZOXAZ OFFMICONTIL, £=4 VY 7Y —1LOBEMESR LT
<TIEEWY,
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. EZHYDT Y—LDEM

[E=R YT YU—ILDHIE (Delete Monitoring Tool(s)) ]: {TOEHHICH LT = v 7R v
JALEF AL T, MBRT A ZAZRIRLET, BRLT=T A ARHIBRSNET, [7
223> (Actions) 1>[E=4Y T Y—ILDHIK (Delete Monitoring Tool(s)) ] =~
Uy 7 LET, Fov IRy 7 A RIRETITHIRT 7 a v a@sE, =7 —RNERRS
NET, THAAZEIRT DL ITROBNET,

\}

GE) fRYPoE=FU 2 V— L3l EE A,

EZAR1)25 Y—)LMDEM
COFBEEAFEHLT, FE=Z V7Y=L R—FEBINLET, KOBDOEEHRTEET,

ca—HLEF=HFY TV —boa—H) Xy hT—27 D NDB T A R LITHDHR—F
(L2 R—1) ,

e E—FF=H VT Y- —H) Ry NT—=TOHNICHY, L3 Ry hU—T %
B CRIEREEZR A — K,

Xy NOHAR—=RNTHDLE=ZY 7 —)VZBEENM T A3y NI ETHR—F (AS
NoT7 4w EBT a7 T3 0IER) 2ERTE £,

188 I

[ESESEIR
BT LI, A v T TEIHEEO Y T MNEER— MEEHT I LI TEERAL
A H AL F RV 752GV =X Y 7 V—)LE, ISL Z L2150
FEDITHIR S FE T,

X=X YT By NV A VA —T oA ATHERT DE51E., X7y b

DEETHR—FDORAT—=ZANERLET v RE FEOTA2) THY, Jor70h 9
—HDOUENEDNDB T3, AT H RSN TV W E 2B LET, A—hDL AT
QAT —HA%T v FNIEET HIZIE, BIOIENDB T /A AZHERE L T, — K X—F ¢
DIV—T Ry IHT 7 A REFHLTNA—T Ry 7 BT D HERH Y £,

)

() AAvFLETTY Y FOYIVETEFEHL T, H&K4ODE
=BT L ERETEET,

ATv 71 [a2KR—=>2 k (Components) ]>[E=%1)>% Y—JL (Monitoring Tools) ]ZBEHL £,
ATwF2 [7Uar (Actions) ] Kuy 7 X7 UARNT, [E=Z42U2T Y—I)LDiEM (Add Monitoring Tool) ]
EIRLET,
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EZRUUT U—LDEM .

ATY T3 [EZH YT Y—ILOEM (Add Monitoring Tool) 1 #4712 Ry 7 AT, IROFEMAEANTTLET,

£R39:E=5YT Y—ILODEM

J4—ILFK

i
]

[£f% (General) ]

EZRYUT Y—ILE

F=R YT =L DAFIEATI LET,

FI/3A4 R4 (Device Name)

[T/34 RDER (SelectDevice) 1% 7V v 7 LET, FR
SNTZTNA A=, FUFRE L TT A AZER
LET, 71 ZAOFEMPERICR R SNET,

F=H YT Y= DR — MIZ DTN, AZH Y T,
[T/314 ADFEIR (Select Device) 127V v 7 LET,

[R— k (Port) ]

[R— FD:ER (SelectPort) |22 U v 7 LET, BV
[ >32—T x4 XADER (Select Interface) 1 7V 1> K
T, FUVARFUEMFHALTCHR—FERNLET, TS
NHA L Z—7 =—AF, BIRLIZT A AT L - TR
nET,

[ (Select) 127 Vw7 LET,

BIRL7Z2AR— MIE=ZY Y —)LR—F L L Tv—7
ENFET, NI T4 v b E=FY T Y — LT
VAL FENET,

[R— FDERBA (Port Description) ]

N— b OFAZAT LET,

[B—HJLEFRY—IL (Local Monitor Tool) ]

TOFREUEBRIRL T, i —H)L F=H— TN A%
BIRLET, 2T vara@RdsL, £=40) 7
TNA A Te—H Ry NT—=T D HE DI 97,

O—H )L EF=R —F N, ANZRDOF T a U RFEREN
FT CLTFOITTHELIEBALES) |

s [ZfED7m 7 (Block Rx) ]

* [ICMPv6 A "—H#ikE%a 7 1~ 2 (Block ICMPv6
Neighbour Solicitation) ]

[HALRZ T ZX DAY (Enable Timestamp
Tagging) ]

Sy R OE) Y 5T

(A LARE T AR T DAY (Enable Timestamp
Strip) ]

o[V A MTU % H (Apply Jumbo MTU) ]
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J4—ILF

Bl

[RIEMTOvYY (Block Rx) ]

FT=H YT V=D (NDBF A ADE=L Y
Y=V AR—=h~D) VTG T4y ETRYy I LET, ZOD
FFaviF, TANITERENET, Fov IRy
DABF VT HE, ZOF T arwt 7l TExET,

GE) Rx N7 74 v Z71%, NIK-X97160YC-EX 7 1 >
J1— K (NX-0S 9.3(3) LAKE) %448 L 7= Cisco
NIK-95xx AA v FOHIFEA —H % N ZfHH
LCT7my 7 E&nNEd,

[ICMPV6 A /\—&hFFEZ T By Y (Block
ICMPv6 Neighbour Solicitation) ]

FT=H YT V=i (NDBTF AL ADE=L Y
YV—)LR—F~D) ICMP N T 7 4 vV T 0y 7 LET,
IOFTvaviEk, T7ANNTERIRENET, T s
Ry 2A%FT72T5E, ZOF T ar 24712 CxE
7T

Nexus 9300-EX 35 L 189200 A A v F THHR— h I FET,
VD D Nexus9000 >V — X AA v FIZONT, 2—P—i%
ICMP N7 7 4 v 7 BB E 2137 0y 7357012, 2
ORBER FEICAME L 21T 1UE 720 £H A,

(84 LRE VT 2XTOHFME (Enable
Timestamp Tagging) ]

Fxzv IR T AL NI LT, XA LARAZLTDX T
FEENZLET, E=X2 Y P YV— LR —OFTXTD
FAZ/ry MTEADAZ T ZTRIMENE T,

H—ODT NA ZEITEBDT A AT, ZOREZ AL
TEET,

BALAB T BX TS DD, T3 AT
PTP AN TWNWDH I L xR LET, E=X VU T
TNWNAREZ YV R—=NTHEALARZ L TOX T T E2E
INZTDMENDY ET, FA LAZ LT O TRIT N
fi. O F ¥ Edge-SPAN/Edge-TAP L E=% U 7 YV —)LD
WP DORTHER SN TV RWES, X7y FOX A L
ABTILEDE TRTFIHATONER A,
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EZRUUT U—LDEM .

J4—ILF

Bl

[/37 v bDEIYET (Packet Truncation) ]

Frv IRy I AEF AT LTy FOEDIETEER
2L, MTU YA X% AN LFET,

Ry FOYIY EETIE, MTU YA RIZESWTCERE T v
ENEANA MEELET, UL, BRI 7407
DHET=HY) T Y=L DR— MIEET D207
NET, UL, FTFT 740 7B ATIR— N6y B
UETR—MNIV XAV b THZ K-> THISR
£, Ty N Fa—=r T R—- b0 0ETHNT
Ny NI, BE=F VT Y VIZERELET,

Ny MV ETR— MERET AT, Ny MIVYE
TR— FD&IR (Select Packet Truncation Port) 1% 2 U v
7 LET, SEMATIEICOWTX, 7y MY THR—
RO (161 X—) ZZHL TSN,

[2A4 LRZVT R MY v TOHEHME (Enable
Timestamp Strip) ]

Froo IR I AEFANAILT, ADLAZ LT AR »
TEEDCLET, ZHNICKD, BETLONNT Y R H
A LARE T ZTREIBRESNNET,

[+ 2R MTU #3ERA (Apply Jumbo
MTU) ]

Frv IRy 7 AuA LT, ¥ R MIU Z A0S
L/i‘g—o

X AR MIU L, T RZE Y R&Ary b AR
ERELET, [P¥2AHRMTU (JQumboMTU) %[ O—
JNJLEERL (Global Configuration) ] THEZHZ LT, T34
ADR— MY ¥ R MTU OV A XML E9,

[VE—bFE=21U 2T Y—IL (Remote
Monitoring Tool) ]

TIOFRE L EBRLT, VE— b E=F— T X%
BRLES, ZoFTvarz@Rys8, VeE—bxy
FNO—IMWEDFE=FY T TR, ANFT 0 5,

VE— FNEBE=H—F NS, AT, ROFT T g U RFRS
NET CUTOTTHELIERBALED) |

s ZIEDTm
e U HF—T A AIP
* 5056 TP

* ERSPAN ID

A3 —T x4 XIP

FmH ) LT Y MBI ST HRAIPT RL X,

3B IP

ERSPAN 23 #&ui L. IR L7=AR— b B RIZEA[RRIC /2 D IP
7 KU A,
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. EZRY LT Y-ILORE
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J4—ILF

Bl

ERSPAN ID

ERSPANID # A L&, #iPHIZ 1 ~ 1023 T9,

Cisco Nexus 9300 FX B L WNEX V' — X XA v FDH 7=
MEYE— K AL vF K— K TF 7 4% (ERSPAN) £
By va U iEEEHL T, *y hU—24 DT 1
AuEE=H VT TNRA AL UTHEHTEET,

ATy 74 [E=42) 2T Y—ILDEM (Add Monitoring) 1227V v 7 LET,

EZR)Y—ILDORE

COFEEFEHL T, FE=F VT YV —DONRT A—FERELET,

1R BHHIIZ

1 DU EDE=42Y 7 Y=L A&BMLET,

ATy I
ATvT2

ATvT3
ATy T4

[2>/R—F> k (Components) [>[E=4"') >4 Y—JL (Monitoring Tools) 1 Z&EHL £,
FRENTZET, BERY—ILDLETEZ 7Y v 7 LET,

F LA ATERCERINET,
[ 3> (Actions) 1#7V v/ L, [#RE (Edit) ] Z&RLET,

[E=42 2T Y—ILO#HE (EditMonitoringTool) 1 ¥ A 7 a7 ARy 7 A, F=X V7V —)ILDkk

BOERPERSINET, ZNODT 4 — LV RELEITILUTERLET,

RAW:EZA) T I—ILDIRE

J4—ILF

i
]

[£#% (General) ]

EZRYDT Y—ILE

TR Y Y NARFRRINET, ZHITRETEE
NEVS

T34 R4 (Device Name)

=R YT VL Fe MREET BT AL

[R— k (Port) ]

FE=Z YT Y=L DR— ],

[[R— +~dE%BA (Port Description) ]

R—FOBPAEZAN LET,
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EZR YT Y—-LORE .

T4—L K 589

[A—HILEE#RY—IL (Local Monitor Tool) ]| A4 RE AR LT, n—A)L F=F— F [ 2%
BRLET, 2O T arvz@NT2L, £=4V 7
TNRA ATIa =NV Ry NT—=T LD HEDIZe) £,

O—H VTS —FT NS R NIRDA T2 a U RFEREN
F9 UUATOITCTEHELLSHHALET) o

«[ZfEDO7 v 7 (BlockRx) ]

* [ICMPv6 A —H#)ik % 7 v v 27 (Block ICMPv6
Neighbour Solicitation) ]

(A LRE T BX T OFRE (Enable Timestamp
Tagging) ]

Ny PO FET

[AALAB T ARY T DHEMYE (Enable Timestamp
Strip) ]

o[V A MTU % H  (Apply Jumbo MTU) ]

[Z{EDTRBYY (Block Rx) ] F= B YT Y= (NDBF AL ADFE=HZY T
Y=V R—=h~D) T T4y I TRy LET, ZOD
FFavii, TIANNTERINET, FTov IRy
JREF T HE, ZOFTFvarswt 7|l TEET,

GE) Rx F7 74 v 7%, NIK-X97160YC-EX T A1 >
71— R (NX-0S 9.3(3) LARE) % #4# L 7= Cisco
NIK-95xx A A > FOHFHA —H % k&
L7 ryranEd,

[ICMPV6 A N—EIFEZEZTH VY (Block |F=%VY 27 V—Ln (NDBTFANA ZADE=FY 7
ICMPvV6 Neighbour Solicitation) ] V=)L AR—=Fr~D) ICMP N 77 4 v 7 %7y 7 LET,
COFTvavit, TN FTERENET, Frv s
Ry A%A72¢5L, ZOF T arwt7icCaE
7T

Nexus 9300-EX 38 L 189200 A A v F THR— b ENET,
VD DO Nexus9000 >V — X AA » FIZHONT, 2—HF— T
ICMP b7 7 4 w7 BB E1E7 0y 79572010, 2
O BEE TEICTHEME L2 id e v £/ A,
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. EZRY LT Y-ILORE
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J4—ILF

Bl

[24LRZT BXTDEMIE (Enable
Timestamp Tagging) ]

Fxv IR T ABF NI LT, XA LARAZ LT DX T
FEAEMCLEST, E=Z U 7Y=L R— DT TD
FAZN sy MIHEALARZ T 2T IMENET,

HM—DF R, ZFETNTEEOT A AT, Z OMEEZ R
TEE7,

BALDABR T X T EERT DT, T3 AT
PTP AN /> TWNWDH I L ZMERLET, TE=X VU T
TNWNARELEZ YV R—= N THEALARAZ L TOX T T EE
NETHMENRDY T, FALRAZ TR T T
#i. D% ¥ Edge-SPAN/Edge-TAP & E=% U 7 YV —)LD
WD THER SN TOWARWERE, 7y hOF A L
AB XD TRFII ThIVER A,

[/ +DEYIY$ET (Packet Truncation) ]

F xRy I A AN LTy OG0 BT EER)
2L, MTUY A X&ZAJILET, =LV T V—1LD
BN 7y MY ECR— ROV S TR WA
[y FEUIY R THR— FDZFEIR (Select Packet Truncation
Port) 1 I13HEZHIC72 0 £,

[#4 LRE VTR MY v TOFEHIE (Enable
Timestamp Strip) ]

Frov IR I AEFANAILT, FADLAZ LT AN »
TEEDNCLET, ZNICEY, BEILONN Ty R X
A BAZ T 2T REIRESNET,

[¥ 2R MTU Z&ER (Apply Jumbo
MTU) ]

Fry IRy A&FATLT, V¥ R MTU ZHIC
L/i—a—o

Ty YARMTUL, TS RTEYRE ATy AR
ZHRELET, [ YRMTU (JumboMTU) 1% [FO—
/NJLHERK (Global Configuration) 1 THZIZ LT, T /34
ADR— MY 2R MTU O A XZ&wmH L ET,

[WE—FE=HY Y Y—IL (Remote
Monitoring Tool) ]

TUFREERIRLT, VE—F =4 — T[N A%
BRLET, ZOFTva 2@ RT5L, VE—F Ry
RO =MW =Z ) T TN AREM/I0 FT,

VE—ME=Z—F NS AL, ROFT T g URFRE
NET LLTOITTHELITHHLED) &

cZEOTu vy

e f L HZ—T A RIP
* 565G 1P

*« ERSPAN ID
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sy rgyor—roen [

T4—L K 589

V2= RIP T=H Y LT Y= MCED Y THRDIPT RLZ,

3B IP ERSPAN 23 L, BN L72AR— R D EZEFFEIC 2 5 IP
7 R A,
ERSPAN ID ERSPANID # A L&, #iPHIZ 1 ~ 1023 T9,

Cisco Nexus B0 FX BLINEX VUV —X A A v FDhH 7 &
MEY E—h AL vF K—k 7TF 7 4% (ERSPAN) £
By v a U HEEEHALT, 2y NU—=24DF 1
A= H VT TNRARAE L THATEET,

ATvTE5 [{R7F (Save) 127 U v 27 LET,

N7y YIS TR — DB

ZOFEEFEMALT, N7y MIVETHR—MERLET, 7y M ETE— NI, £
=2V T Y= R—=FDODATAR— ML UTHEELET, Lo T, fERENT » k
TV Y= R —RMIATIER—FE LTI A MEN, RMEHO N7y MV ETHR— b
EASFR—F (142 3—=) ZT7hbHlRTcEE T,

1R BHEIIZ

ANy PO EETTIE, FEESHIAS MIENGIED T v b P aEEL E
T HRE S MBI O — 5 3T S TH BT ET, /Sy hOBYITHL
I D D%, HROERFEWRDB AT v b DO~y F—=FI23" 7 v FORNOMITIZH D56
<.

R4 \7y MY TOYR— K

EX v—2 X vy—Y Nexus 9364C. Nexus 9336 C FX2 |-EX £ 7=I% -FXLC
Nexus 9332C %% Z1-EOR X
49F

MTU H A XDO%q
PHIZ 320 ~ 1518

MTU H A XDO%q
PHIL 64 ~ 1518

MTU H A XDO#q
PHIL 64 ~ 1518

MTU H A XDO#q
PHIL 64 ~ 1518

LCIZIRIFLET

AL RTF

4 hTF

4 hTF 4 hTF

ATv 1 [AVR—%2 k (Components) 1>[E=4%" >4 *Y—JL (Monitoring Tools) ](Z&EhL %9,
ATwFT2 [7Uar (Actions) | Kuy 7 X7 UARNT, [EZ2U2T Y—I)LMiEM (Add Monitoring Tool) ]

ZIEIR L E7,
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. R—bTL—T7

ATvT3

RATv74
ATvT5

ATvT6

ATy T17

Cisco Nexus Dashboard Data Broker D/ |

TNAAELER—RNERIRL, /N7y YIS T (Packet Truncation) | = v 7Ry 7 A% 4N L T,

Ny MV ETEZAZICLET,

[/3%7 vy FEIY ¥ THR— FDFEIR (Select Packet Truncation Port) 1% 727 U v 7 L7,

FoREND [Ny YIS THR— FDER (Select Packet Truncation Port) ] 7 4 > R T, [/37 v k]
Y#&THR— FDiBI (Add Packet Truncation Port) 122V v 7 L £,

/X4y FEIYIETOIENM (Add Packet Truncation) | %A 7 a2 Ry 7 AT, ROFFEMEATILET,

R 42: [\ FIYISETOEM (Add Packet Truncation) |

J4—ILE A
[£#% (General) ]
Device TN AL INERSNET,

[R— k (Port) ]

[R— DR (SelectPort) 1227V v LET,
[R— L D#ER (SelectPort) |V 1> KT, 7
F AR EEIR L TAR— 2SR LET,

(5 (Submit) 1% U v 7 LET,

[(R—k 24 7 (Port Type) ]

T 7 /v N TiE, 237y MY T (Packet
Truncation) A— FAEIR SN TWET,

R— h D3R

Y #THR— FOR— FOFHH,

[ICMPv6 A /A—5EKk % KO v 7 (Drop ICMPv6
Neighbour Solicitation) ]

Ry M Nouhr—v g R—FDAJIICMP ~F
T4l &ETay I LET, ZOFTvaiE, 7
THN I TERINET, FTov IRy 7 2547
W5, ZOF T a kB A 7ICTEET,

CEA (Add) 1227V v 7 LET,

_R— bk TIL—T

[(R— bk ZJL—7T (Port Groups) ] % 7'l

EROY 72T £,

«[ABHFR—k JI)L—T (InputPort Group) ]: 7 /5 AD (L FEET A ZAD) AT
H— MR =T ENT, ANH— b T —F 2Bk LET, SIco T, AT
He bk IA—T B BRLT EEW,

[E=R YT Y= FIL—T (Monitoring Tool Group) ] : 734 A0 (F =137
NWNAAD) TE=Z YT — )V R— ERTV—bSnT, E=FY 7 YV—) J)L—
TRERENET, FEHICONWTIE, E=X VYL =T EBBL T IZEN,
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AAR—F TIL—T

Anti—t s1—7 |

FNA R (FTRFEBOSESERT AL R) ODASFE— BT AL—FLERT, F— K 7
N—TBERENET, R—h =T, SEIERT A ROy VARV A=z
UH T R— NOMABEDLEIZTHIENTEES, Z—7T 52 LT, #EOlERT.
AN — N ZEHRNEINT 200 12, EEDOAT)HR— N ZFARFISERIRTE 7,

ROFMOENFTRSNET,

KB ANAR—FTL—T

1

Bl

[AAR— bt FIL—TF% (nput Port Group
Name) ]

ANR—= DT I—T4,

DT 4=V RINANXN—=V 7 TY, [AH
R— bk ' )L— 7% (InputPort Group Name) ]
7 Vv LET, ANFR—F 7 A—7I12H
T2 FEAE WA TR 28 L Al
WCERENET, ZIMHETTEDEMD
BATIIWRDERBY TT,

s AAR—=F 7 —7 DOk

Bl

ASIR— b 7 v—7DH,

[BEET 8 (Associated Connections) ]

T N— BT B - B,

[# > 73— (Member(s)) ]

TN—T DA X— ANSjR— h D,

[ERL#E (Created By) ]

TN—T TR LT —H—,

[R¥IEIEE (Last Modified By) ]

TN —T e g\ AR Lima—%—,

[AAR—F Z)L—T (nputPortGroup) 1 ¥ 773 bH, IRDT 7 v a v EFITTEET,

c[AAR—k FTIIL—TDEM (Add InputPortGroup) ]: ZHaEMHH LT, HLWASR—
N ZN—=TEBMLET, ZOZ A7 OFEMIHONTIE, ANR—F Zr—7DiB%E

ZRLTLEE Y,

s [AAR—F FIL—TDHIBE (Delete Input Port Group(s)) | : {TOXRIHICH D F = v 7
Ry 7 AeA LT, BIBRTDAIIR—F 7 —T%28R L, [7Y 3> (Actions) ]
>[AAR— bk FIL—TDHIBR (Delete Input Port Group) 1 %7 VU v 7 LE£4, ®IRLT-
ANR—= R T NV—TDREIRENET, Ty IRy 7 AZBEIRETICTHIBRT 7 >3 &k
SE, T —NERREINET, ANMF—F 7N —TE2HERTELIRODLNET,

ABDR—F T IL—TDENM

ZOFEAMEH LT, ANR—=F I —T%El LET,
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B k-t or—Jome

B OVERTIC, AR — R EFEBNGBIRT 200 IS, ZA—Fbd 52 & THED AT
AN— M EZERICOEINTE 9,

sheb BHEIIZ

1 DL EDF S 2B L £,

ATy [AviR—R Y R]>[R—F FIL—T>[AAR—+ TL—T1IcBEHL £,
ATwFT2 [7Uar (Actions) | Ky 7 &) A NC, [AAR—LDEM (AddInputPort) &38R L £,
ATFY T3 [AAR—F FIL—FDEM (Add Input Port Group) | #4702 Ry 7 AT, ROFEMEANTLET,

R4 [AHQKR—+ F)L—T D& (Add Input Port Group) ]

J4—ILF BT

[£% (General) ]

JIL—T% AR =K ITN—TO4F1% AT LET,

£ EA IN—TDOHMAEALET,

/ — F®O=FER (Select Node) [T_TH/—F (AllNodes) | Ry 27 2T, V4 R¥

27Uy 7 LTT NS R RIRLET,

[[R— +D:&R (Choose Port(s)) ] ADR—=FELTHEREN TV R— FRERENET,
AR—=hr27V v 7 LTEIRLET, [TXTEM (AddAID) ]
7)o LT, TXAADTXTDH (ANS)) FA— %
WTxxd,

[ER L f=R— b (Selected Port(s)) ] BIRLER— MBI ZICANERET, Zhbid, Z—
TO— LD AR— N TY, A— FEHIRT LA, A—
FOREIZFRREINTWDxHIZZ Y v 7 LET, [TTHI
B (RemoveAll) 127 U7 LT, BRLZETXTOHR—
MEHIBRCTEET,

ATy T4 [AAR—F FIL—TDEM (Add Input Port Group) 1 %27 U v 27 LE,

AANR—=F TIL—TOHE

ZOFIEIZHES T, ANNR—K TN —FDNRFG A —Z o fmE LET,

IR HHIIC
1 2L EDOANT)R—~ Z—T % L £,
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EZBYT Y=L ITL—T .

ATy 1 [aVR—x2 k (Components) ]>[R— k 4 )L—TF (PortGroups) 1> [AAR—k 5 JL—T (InputPort

Group) ]IiZ

B L £,

RATYT2 RRENEERT, AAR—bITV—T4%27 ) v LET,
LA U BERICFRRENET,

AT T3 [FOHay
£7
ATy T4 [ASAR— b

(Actions) 127V v 7 L. [AAR—F JIL—TDO#E (Edit Input Port Group) ] 3R L

IN—TFDOWE| ZA Tl Ry 7 A, FA—TOBRIEDIERNERENET, ZhbD

T4 =)V REMLBEIZIS U TERE LET,

= 45: AhR—

k TIL—TDiRE

TJ4—ILF

Ll

[£#% (General) ]

JIL—T4 ANR—= K T N—T4,

£ EA T N—T DO TY,

/ — F®ZER (Select Node) [+~T?D/—F (AlNodes) | Ry 7 2T, FVF RH
IV LTT AN AERINLET,

[[R— FD:&R (Choose Port(s)) ] ANR—=FELTHREN TV DA R— bR FRENET,
A—hrE227 V7 LCTERLET, [TTEM (AdJAID ]
Vo7 LT, T ADTXTOR— b BEIRTEF
R

[ER L 7=7R— k (Selected Port(s)) ] BIRLAR— bR ZZICAENET, Zhbix, Z—

TO—ERE IR DHR— T, A— FEHIBRT25AE, R—
FORIZRRSINTWDxHIZZ Y v 7 LET, [T RTHI
B% (RemoveAll) 127 U > 27 LT, @RLIEZTXTOR—
MEHIBRCTE ET,

ATv 75 [AAR—F

JI—TD#wE (Edit Input Port Group) ] %7 VU v 7 L%,

EZRYTY—=ILTGIL—T

FRA A TN =TI ENTZFT=F ) Y — L R— N, F=Z Y T Y—)L T —F
R L £,

ROFMOENFRINET,
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EZ-AYY

. EZRVVT Y=L TL—TDEM

R E=BYT Y=L ITL—T

Cisco Nexus Dashboard Data Broker D/ |

1k

Bl

[E=421U2Y Y=L T IL—T%& (Monitoring
Tool Group Name) ]

F=R YT — TA—TDL4H,

DT 4=V RigNA =V 7 TT, EZ
BYG Y=L ITN—TDLRT% 27V w7 L
T4, ARICH LWL, UREREN, =
B2 T — ) Z— TN BT B B
fEftEnEzd, ZIhDFETTEHEMDH
AT O LR TT,

CcE=H Y T = T N—T DfE

Bl

TR YT — TA—T DO,

[BEET 8 (Associated Connections) ]

FT=R YT Y= T A—TERHT b

o

[#* >73— (Member(s)) ]

TN—T DA IN—F=H ) T — )L R—
s D,

[fEmE (Created By) ]

TN—TF 5 AER LT — P —,

[RIIEIEE (Last Modified By) ]

TN—T gl ER Liz—W,

[E=4Y) > Y—IL FI)IL—T (Monitoring Tool Group) 1 ¥ 76, IRDT 7 3 a v & FAT

TEET,

cE=H VT Y= TA—TDEBEMN— ZnEFERALT, HFrILWE=X T Y— T
N—TFBMLUET, ZOX AT DEHIZHONTIE, T=Z Y L7 V—)L T —TDiE

MEZRLTZE,

[E=R UG Y=L TIIL—TDHIB (Delete Monitoring Tool Group(s)) ] : 17D JEEHIC
LTy IRy I A% AT LT, HIBRT DY =V T A—T %2R, [TU3Y

(Action) 1>[E=2) 2T Y=L JTIL—

T DHIBR (Delete Monitoring Tool Group(s)) ]

Vw7 LET, BIRLEY— L ZA—TRYIBRENET, FxvrRy 7 ARG
FTICHIBRT 7 v a v aEAE, =T —RRRINET, V=T —TERINTH L HIC

KOBNET,

Y—IL JIL—TDEM

COFNEICHE ST, F=HF Y T V=L TA—TZER L £T,

IR B
1 2DUEDE=2Y 7 YV — L E2ERLET,
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=4y v—nLn—JomE |

ATw 71 [avR—3>2 k (Components) ]>[R— k & JL—T (PortGroups) 1> [E=42 YT Y=L TIL—T

(Monitoring Tool Group) ]ZBEHL £,

RATFv T2 [FUay (Actions) | Ky 7X A RT, [EZ2 YT Y—ILTIIL—TDiEM (AddMonitoring

Tool Group) ] #i&R L £7,

ATy T3 [EZAUDT Y=L FIL—TDEM (Add Monitoring Tool Group) 1 # A 717 Ry 7 AT, IROFEH

Z AN LET,

RA:EZB) T Y=L T IL—TDEM

J4—ILFK

Bl

[£#% (General) ]

TJI—T4%

T YT Y= TA—T ORI AT LET,

A

IN—TDHMHE AT LET,

/ — F®DER (Select Node)

[T XTH/—F (AllNodes) | Ry 7 AT, FVFHRZ
IV LTT AN AEBRIRLET,

[R— ~ DR (Choose Port(s)) ]

T=H YT Y= ADOR—FELTRHRESN TS R— b
DRRINET, A= &27 Vv 7 LT, #RLET, [T
RTEM (AAdAI) 1227V v 7 LT, T3 ADFT T
D (E=FV 7)) F— P EBRTXET,

[EIR L1=7K— b (Selected Port(s)) ]

BRLIEA— IR ZZICANESRET, Zhbix, 70—
TO—EE R BHR— T, A— FEHIBRTAGAIL. F—
FORIIZR RSN TWDxAIZZ Y v 7 LET, [T XTHI
B* (RemoveAll) 127 U > 27 LT, @RLIZTXTOR—
N EHIBRCE ET,

ATY T4 [E=R2Y2T Y=L FIL—TDiENM (Add Monitoring Tool Group) 1% 27V v 7 LET,

EZRYT Y=L TIL—TDRE

TOFIEEFERLTC, FE=X VT VL TN—T DT A — R ERELET,

4r & HREIIC

1o EoE=2) 00— T —T5VE LET,

ATy 71 [AVvR—RV M >[R—F TIL—T)>[EZA )T Y=L TIL—TIZBEI LT,
AT T2 FREINFEZRT, EZRUT Y=L ITL—TO4H1%27 ) v 7 LET,
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R

LA AR RENET,

ATFw T3 [7Hay (Actions) 227V v 7 L, [E=ZH2Y 2T Y—IL TIL—TD#kE (Edit Monitoring Tool
Group) 1 Z#IR L £,

ATy T4 [EZR YT Y—=ILTIL—TDO#wE (Edit Monitoring Tool Group) | ¥4 7 v 7R v 7 22, BEDT
N—TDIERPERINET, TNHDT 4 — /L FELEIZS U TERLET,

RAWB:[E=R) T V=T I—TD#E (Edit Monitoring Tool Group) ]

Z4—ILE B2l

[£#% (General) ]

TN—T% TR YT Y= TI—T DAL,

5 BA T N—T DM,

/ — FDFER (Select Node) [T_XTChD/—F (AllNodes) | Ry 7 AT, FIVFRE

27Uy LTT NS R RIRLET,

[[R— kD& (Choose Port(s)) ] F=HY T Y= VDR —FELTREINTNDAR—
DERREINET, R—Fr227 V7 LT, @RLES, [T
XTEM (AAJAID) 1227V v 7 LT, T8 ADT T
O (E=X V7)) F— RN TXET,

[ER L7=/R— b (Selected Port(s)) ] BIRL7ZR— PR ZZICASENET, Zhbid, 71—
TO—EE IR DR— R TT, A— FEHIRT 25A, A—
FNORRIZERENTWDxHIZZ Y v 7 LET, [TTHI
B% (RemoveAll) 127U > 27 LT, ®RLIETXTOR—
FEHIBRCTEET,

ATV TE [EZ2U2T Y=L FIL—TDO#HE (Edit Monitoring Tool Group) 1% 7V v 7 LE T,

RIN SRS

[R/N$E#RSE (Span Destination) ] # 721X, NDB 7 /34 ZAD AJJAR— MIEEFES LTV D
ARV IR— FOFMNFIRENE T, AN UBEREIE. ANNR—b DT T 40T V=R

(ACI £ 72IINX-OS /31 2 5) T, L2 AU (m—HL) [Fo Y AR R—
MIPER S AL, L3 A 805wt (VE— ) TV E—h =y Y 20 R— MIER S E
7

WOFEMOENRFRENET,
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zivime ]

= 49: [R/X USRS (Span Destination) ]

1 Bl

£ a0 ARG IR — N D4R,

% (Destinations) 22 HEGESE DY AC/APIC, DNAC. Nexus.,
F72ld Catalyst 7 /31 A EIZH DN E D v EIR
L/i‘a‘o

[A#7R—F (Input Port) ] AN S AU TUV D NDB 7 /31 A
DASR— K,

ANBAT BA4T ANNKR—=F BA T, ROF T arindbh
R

e = v ¥ SPAN R— k

e JE— MEETLDOT v V-SPAN 7R — |k

[R/82 F784 X (Span Device) ] AR TFNRA A (T T4 w7 EET) « R
DA TarndHv ET,

« APIC/ACI £721Z DNAC = fr—F

* Catalyst £ 7213 Nexus A A v F (FERBE A

A v F)
A A SRS R R L e o,
[&H#&E#HE (Last Modified By) ] A B AR T L —

[R/SUHERTSE (Span Destinations) 1 % 7/, IROT 7 v a U EFITTEET,

s [R/SVHEBSEDHIBR (Delete Span Destinations) ] : {TORFAICH DT = v 7 Ry 7 A%
FAT LT, BIBRT DA NRNVEERIRL, [72 23> (Actions) |> [R/\UHE#REDHE]
B% (Delete Span Destinations) 1% 7 U v 7 LEd, BR L7 A UERENHIBRS L E
T Ty IRy 7 AEBRREPTITHIRT 7 v a v aBEE, =T - FoRShET, A
IRUBHRSE R IRINT D KO RO bIvE T,

N

GE) 2 RUEEEEOBEINCHOWTIE, AJIAR— o (144 ~2—
V) OFIRESBL T IEEN, AU EE (ACI/NX-0S
TRA A L) X, NDB 7 /34 ADASJAHR— Mo s E
T ACUNX-OS T/3A AN FKy MU — 7 [ ZIEFIZEME
7o#IZDFH, SPAN #fi e BN CTX £7,
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3 TR
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APIC SPAN ¥t e DS . ANTAR— a2 v P-SPANR— F & LTHERR L. FDOAR— F23ACI

MICHEHE STV DIHA

ACHHIZN SRy K, /J— R, BXUOAR—FE2ER L, "— h% SPAN

e & L TRETE £9, NX-OS (EBEBAA v F) OSPANEEHE T, ANF—Fa2xTy

V-SPANAR—h & LTHREL, RN— % NX-0S T /31 R LI=HA.

NX-0OS T/3A A D

J—RER—bFZRRL, R— F%& SPAN #fest & L TRIEL £ T,

[% v ¥R (Tap Configurations) ] # 7'1Z1%, Nexus Dashboard Data Broker = > h 2—F D
S THEROFEMPE RINET, Z0OXTIE, Xy T TRALADFRy NU—7 F— k&
IT—AHR—=h BIOZ v 7 TS RTER SN TWD NDB T, A R—hDvy B

BT D IERAFRRINET,
RIITROFEM P TR SN ET,

% 50:[%7 v T¥ERk (Tap Configurations) ]

F%

B

[% v 7% (Tap Name) ]

2y TREA T,

BT lEm T 7 THE, LA R
FRNCERRINET, ROEMDFNEE FAT
TEET,

o X THEROMRE (173 X—)

Device B TREDMER S NI > 7 T3, A,

[Port-1] FEBB R =TI N T T 4 v %
T8 97 THRALADKR—h,

[Port-2] EB@HFR Y VU= 0D N T T v T EZE

THH T TN ADKR— |,

[Port-1 = 5— (Port-1 Mirror) ]

2P FNRALZADPort-1 I T5—U &
Ni= 774 v 27 %%{FL. NDBPort-1 = v
Y Port-TAP IZHEIET D X v 7 T /8, ADHR—
[

[Port-2 = 5— (Port-2 Mirror) ]

By FRALZADPort-22 65— X
NnNi=hs274 v %%{F L. NDBPort-2 T v
Y Port-TAP |ZHRIET B X v 7 T /834 ADR—
ko

[Port-1 Ty ¥ Port-TAP (Port-1 Edge
Port-TAP) ]

B2 FFNA ZADPort-1 TS5—AFR— b b
7 497 %% HNDB T /3 ADKR—
}\O
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5o Ftroen [

g & EA

[Port-2 T+ ¥ Port-TAP (Port-2 Edge BTN ADPort-2 2 5 —HR— k26 b

Port-TAP) ] 57 4 v %%IET 5 NDB T /3 ZADR—
I‘O

ERE oy TRER AR Lo — P —,

TEE Hoy TR AR Lca—H—,

[4 v F#R (Tap Configurations) | # 7735, IROT 7 v a v ERITTEET,

o [2 v THBOEM (Add Tap Configuration) ]: # v 7Rk ZBM L £3, FEHIIZOWT
X, Z vy TREROBM (171 =) 2R LTIEIN,

< [2 v THEBOMmE (Edit Tap Configuration) ] : BEfFD ¥ v 7k 2 L £, M
ONWTIE, ¥ v IR OMRE (173 X—2) 2B LTIIEEN,

1|

«[2 v THEBOHEIRR (Delete Tap Configuration) 1 —4TORHEIZH HF = v 7Ry 7 A% 4
IZLT, HIBRT 2% v 7HR AR L, [72 23> (Actions) 1>[2 v THEEODHIF
(Delete Tap Configuration) 12727V v 7 L¥7,

« [y THEBRORHYE (Sync Tap Configuration) ]: % v 7 /34 2D X » iR % Nexus
Dashboard Data Broker = > k7 —F DX v 7 fEak E R L £9,

2y THERDENM

ZOFINEZHE- T, # v T BN L £7,

1R BHHIIZ
B EDX 7 TR AEBIMLET,

ATv 1 [#B (Components) 1>[%4 v F# R (Tap Configurations) ] IZBE L %7,

ATy T2 [7U 3> (Actions) | Kay7F o) 2 T, [4y THEEOEM (Add Tap Configuration) ] %33R
LET,

ATw T3 [2y THEEDEM (Add Tap Configuration) ] %A 712 Ry 7 2T, IROFMEATILET,

% 51:[3 v THRDEI (Add Tap Configuration) ]

TJ4—ILF ERBA

[2 w74 (Tap Name) ] & TRER D4R AN LET,
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J4—ILF

B

[% v 7 FT/84 R (Tap Device) ]

Sy TRER AT DS v 7 T8 ZE R L £,

[T/84 AMDEIR (SelectDevice) 1227V v 7 L, FR&
N5 [y 7T TINA ZADFER (Select Tap Device) ] 7 +

YRUNLE T TS RAERRLET, [y T TN

A AM3EM (Add Tap Device) 1227 Vv 27 LT, v/
THRA ZADBEMERIRT 22 L b TEET,

2y TEENS T4 v DR—k (Port(s) to
Tap Incoming Traffic) ]

[AR— k-1 (Port-1) ]. [F— k-2 (Port-2) ]. [ifi}5
(Both) | DA T a BRI L 7,

WD R— NETIET ST OR— FnbD 77 4
T HBZyTTHIITEBRTEET,

v k7= KR—+

[[R— FDEIR (SelectPort) 142 YV v 27 LT, [K— h-1
(Port-1) ] B LW [HA— k-2 (Port-2) ] ZiEN L £,

TRBIE, BBIBR Y NI 6 b T 4y R
T55 9T FALADK—=bTT, WHOFRy FT—7
A= TR T 7 4 7 B SN ET,

[E5—AR— Kk (Mirror Port(s)) ]

[R— DR (SelectPort) %27 Vv 7 LT, F77 14>
TV TAHER—FEBNLEST, Xy NTU—
JR—=FIMEDRNT T 4y 71EIT—R— b 1ITEE
SN, XY RU—T R=R20BD T 7 4 w713 T—
A= R 2l EENET,

Xy NIT—=I R—=EM6DNT 74w 70F, IT7—K—
MZEE (2 7—=VU 7)) &, IRIZNDBT /3 A A 2%
FanEd,

GE) A—F1EAR—Fr20WFE2HEHTE5DIT.
EREN T T4 IRy T EEOL S a v
L LC[@A (Both) | %R L=HEDHRT
‘é—O

[NDB T ¥ 7R— F-TAP (NDB Edge
Port-TAP) ]

[R— b D:#EIR (SelectPort) 142 U v~ LT, NDB T
INAADT VAR — F-TAPAR— FZRIRLET, 2 T7—
R—=FPODRNT T4y 7T ZTRESINET,

GE) ZZTNDB=xT v Y R— F-TAP R — b &I L
ROVEAIE. AR — OB (144 2—Y)
OFNEZFEH L CHR— FEEE#EMIT D Z ERT
xFET,
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5y 7mRoEE [

ATy T4 [2y THEDEM (Add Tap Configuration) 1227 U v 27 L £,

5 TERORE

COFNEZFEMR LT, Z v THKONRT A —=F ZifmE L ET,

ATy T
ATvT2

ATvT3
ATy T4

1R BHHIIZ

1 DU EDZ o THEKEZBMLET,

[AVR—R M >[2y TER]CBEIL £,
FRENTET, FvTEE27 Vv LET,

LA AR R ENET,

[72 3> (Actions) 1227 VU »7 L, [2v THEBEOEE (Edit Tap Configuration) ] Z#R L F 9,

[ v THEBO#mE (Edit Tap Configuration) | Z A 71 7R v 7 A2iE, % v 7THEROBIED RN ER
INFET, INHDOT7 4 — NV RELBEILCTERLET,

= 52:[3 v THERO#RE (Edit Tap Configuration) ]|

J4—ILF

B

[% v 7% (Tap Name) ]

2 THERRA TT,

By T TINAR

Z oy TRERDBNERL S NI Z > T TR A,

BYTRIERST T4 I DF=HDKR— b

URNZIBIR Lic A 7y a v RRRShE T, BE LW

Bt
[A— k-1 (Port-1) ], [A— k-2 (Port-2) ]. [Mi}F
(Both) |OA T a v nbBEIR L £,

WTNDPDOR— F LI T OR—=IFNoD T 7 1 v
I ES T T HEIICEIRTE £,

*y bI—UKR— b

UANZIBIR Lic A 7y a v RRRSE T, BE LW

e

[R—btDFER) %27V >~ LT, Port-1 & Port-2 238K L
7,
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J4—ILF

B

R— kD 25— (Mirror Port(s))

VIRNCEBIR LA 7 v a vnEmangd, 28 LW

e

[R— FD:ER (SelectPort) %27 Vw7 LT, F77 14>

JHIT—=V U TTHER—FEBIRLET, Xy hU—

I AR—=M1IDPEDRNTT7 4y 7IEIT7— A — b 1ITERE

N, XYy NI R—=F2MED T 7 4w 71T —

A—h2lIZEEENET,

GE) FA—bF1EFA—F20WFEFEHTEDE,
EENT T4 v 0B TTHEOF T a v
ELC[MmA (Both) | #IN L7I-HEDOHRT
R

[NDB T v ¥ 7R— ~-TAP (NDB Edge
Port-TAP) ]

VIBNZBIR LA T v a U nERRENET, ZELZW
BE

[(R— FD:&ER (SelectPort) 1%#27 Y v 2 LT, NDB 7
NAADT P IR— F-TAPFR— FE2ERLES, 27—
R—=F"OEDNT 7 4 v 71T 2 TRIEENET,

GE) ZZTNDB=x v YR — h-TAP R — &I L
RVEAIE, ASIR— R OB (144 2—2)
OFIMAZMH L THR— N ZREEMIT 5 Z LT
xFET,

ATy 75 [2y THEEOHSE (Edit Tap Configuration) ] %27 U v 27 LT,

S THERIZDUNT

BT TNA AT, 1 DULEOREAL v TF /Ry NI MEDORy NT—T T T 497
Dabt’— (27—) ZEALE T, CiscoNexus3550-FLI >V —X AL v F &KX o7 T4
2L LTHHATAZEEBEID LET,

UTOZBHRNRe D TE, Fy 7 TALZADFR— Al BLOA2IL, EB#AL v F/xy
ND—=I DB 7747 BZELET, DRy NU—7 FA— b EMENRET, £ b
U—27 R—= R ETHRIEE T 7 4 v Ta—D0rsSnEd, *v hU—2 R—h LD+
T4 7iE, 2 T— AR —FEMEENAR—FBILEBLOB2IZI TV v r7aEnEd, 27—
R—=E"ED T 7 4 v 71E. NDBT A ADT vV R— h-TAPR— MZEELET, ¥ v
T FNRAADI T —R— k& NDB T /31 ADT v Y R— F-TAP R— MIMWFLHICHERE S
TWET,
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. S PO |

Tap Device

Y )

_(ar] [n2] [e1] [ee] |

1/10 111

1]
I — ‘ NDB SW J
i L

Cisco Nexus Dashboard Data Broker T Cisco Nexus 3550-F L1 R4 v F &2 v T TINA R &L
THERAYT I F =

o [V 9 X, Cisco Nexus 3550-F L1 1%, Cisco Nexus Dashboard Data Broker GUI % i L C
REL, BHTEET,

e 1 R MEHER, CiscoNexus 3550-F Fusion L1 1%, 1 DD IRUT A ZATI6HD T 7 A X% >
7 (48 R— ) BRETEET,

503787

A —— >
A—HYEEIT1—ILE
[:L—"j'ii'ij 4—JL K (UDF) ] A 71Z1%, NDB 7 /34 2@ UDF OFEHINERINET,

UDF&ERHTHE, A7y MEIZESW TNy 274 V2 ) T CaEd, Ny b
OF 7y MEIZ, 128 34 FUNTHRETXET,

F 7 4L kT, Nexus Dashboard Data Broker =2 > ks = —F %, udflnnerVian 3 kL Ut udflnnerViarve
EWVWIHILFID 2 DO UDF 4K LET, Ziunix, ISL A— FOWHES VLAN ZFRE3 5720
WERH S E T,

REUDFHR— b T R vs R

UDF EtherType TS5y b7+ —L[EEE

IPv4 CiscoNexus 9200 3 L T9300 > ) — XD A A
%

IPv6 Cisco Nexus

93xx EX/FX. 95xx EX/FX, 92xx > J —X &
A v F
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R UDFORR)—2a v
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TS5y b T A —L[HEE UDF D& TCAM 1) —> 3 >
Cisco Nexus 9200, 9300-EX/9300-FX. 3 J (X |ing-ifacl
9500-EX/9500-FX > U — X ZA v F
FOMDT T 8T F— A ifacl
WD XD REEMAER LERBFREINET,
®5: 11— EHRI1—ILF
bIEA ELE)
UDF UDF 4,
ZDT 4 —) RiEA 28— 7 TF, UDF
OE&HETEIZ Vv 735 L, HENTH Ln-g
UINEREN, UDF OFEIRERREINE T,
CIMOLEITTEDZBEBNMOZ A7 I RO LR
@ ‘(\‘TO
o =P —FEHRT 4 — L ROMmEF 1T
o —RLEE
24 7 (Type) IPv4d 7213 IPv6 ZFE R L E T,
F—J—F Packet-Start % 7~ 1% Header Z %R L £,

[EE% (InUse) ]

RODF = v 7 ~—71%, UDF BNEIERE A
ThHZ LERLET,

[#7tv + (Offset) ]

WEINIA 7'y MH,

£ (Length)

—HE L=y bOoEE (N1 MDD

[7/314 X (Devices) ]

UDF 2N SN TWB T3, ZDH,

[fEf#& (Created By) ]

UDF #A{ER L7-=2—V,

[ E#HE (Last Modified By) ]

UDF % I EF Lz —,

[1—FE&ET «—JLE (User Defined Field) 1 # 76, IROT 7 v a v BFETTEET,

« UDF M3Efn (Add UDF)

S INEEALT, FTLWUDF#BMLES, 20X A7 D

HMZoOWTIE, 22—V —EFFK 7 4 — /L FDOEM 22 LTI,

- [UDF MAIB (Delete UDF(S)) |: 17DEFHICH DT = v 7 Ry 7 A% A2 LT, UDF
R LE9, [P 3> (Actions) 1> [UDF DHIB& (Delete UDF) 127 VU v 7 L%

B
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1—v—x57s—1roiem [

Frxy IRy 7 ABRETICHIRT 7 v a v a@5E, =7 —NERR-INET, UDF%
BT D Lok bnET,

\}

GX)  UDFEZROEFIZIX., T34 ZAOHEEDA LI T,

aA—H—F&FT14—J)L KDEM
ZOFEEFEHL T, 2—Y—EZE I — /L FEEMLET,

—EDFa k3L, —ED NX-0S FA ATIETF 74V F THR—FENTWERA, =
NEDTFNRALAZATONRY Y DT ANEY T2 R— T 521X, UDF ZfFEHLE T,

)

GE) UDFiE, K204 7ty b A NI~y FTEET, X7y NND 3 SDEHKET D
NA 2T 4 NEZY T B2, UDF 2 AZ v 7T A0EENRH Y F4, NDBGUI 21
AL T, 220 UDF ZIEFIZ/EK LET, 2&E D UDF (X, A% v ¥ 2 UDF & T
nEJ,

ATv 71 [aA2R—3> bk (Components) ]>[1—H—F&T 1« —JL K (User Defined Field) ] IZ&&E) L £9°,
ZFw T2 [P 3> (Actions) | Ku v 7% ) % F T, [UDF DB (Add UDF) ] 238K L £,
RT3 [UDF MBI (AddUDF) | ¥4 7 a /Ry 7 AT, IROEMEATLET,

%= 56 : UDF DB

J4—ILF E5BA
[UDF & (UDF Name) ] UDF D4 Ril,
247 Fay 77Xy JAMNLEIRLET, ROLT
TaridbnET,
« [Pv4
« IPv6
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J4—ILF

Bl

[F—7—F (Keyword) ]

Koy 72 JRAMMLERLEST, ROAT
arndbnEd,

o Ny B —

* Packet-Start

ANY B —FT g URBRE TV SEE, N
(RRAMEl~ > =504 7 v b _—R) B
FOL3/L4 (L3/L4 ~y X = DDA Ty k _—
) WA Y £3, [Packet-Start] 23 ER ST
WHEE, A7y RX—=RF X7y MpbIgED
£,

Ny S — Koy 72 JRAMMLEIRLET, ROAT
varnbh i,
s IR
o SMER
ZDT 4=V RiE, BIRLIZF—TU— R[Ny & —
(Header) (DA ICOBREENTT, PWEIE 72134+
DNy X —=nE_XR—=AF Ty MEZBEIRTEX D
Lol LES,
LA Y— Fey 77Xy VA NMLEBRLET, kOLT

arndHn EI,

c LAY 3

- LAY 4
D7 4=V R, BRLZF—T— FR[ANYF—
(Header) 0% EICOHREHTT, A7y bD

BIAENA LA V3 E72TLATV4DELLTHDL )
EIRETEET,

[#7tv kb (Offset) ]

NAMAT7Ey MEERELET, #HAIX0~ 127
Tj‘o

Ry vDT7 4 H Y 7%, UDF CRES N4
7y MEIZESWTIThbuET, X7y MIRE
SNz 7y MENGRREINET,
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1% —L romEEREsn—rnE [

J4—ILF

Bl

[ (Length) ]

BAEEITHI Ny hORES (4 M . #PAIT 1
~ 2T,

MEIXA 7y MEIIKFELE T, 1IZRESNT
WEHBE, RESNTEA 7Y b2, FOHED 1A
A FOBREEITVET,

[T/34 R (Devices) ]

UDF BER SN TWDT /A A,

[T/34 RDFER (Select Devices) 1547 U v 7 L&
j—o

[T/34 RD:#ER (Select Devices) ] 7 1 > KU T,
FNL ZERIR LT, [T/31 ADER (Select
Devices) 1 =27V v 7 LET,

ATw 74 [UDF MEM (AddUDF) 127V v 27 LE7,

YERE 72 UDF iL, BB 7 ANV A EAERT A EEIWTHAZ L 7402 L THERINET, Mo

WL, 74 VZDOEMESRL TSN,

G¥)  UDFOT A 2%, ERERZIZEOGTT, 73 A2 iEE L7zs &, UDFRIEFEICA VA h—
IVENTEEITIZUDE 7 A a v OEIIFFAICEDL Y | Z 9 TRWESITREAICEDL Y £,

A—H—FEZIT1—ILFDREF =Ty O0—20E
ZOFNRIZHES T, 22—V —EX T — NV REHREE T I7e— LET,
UDF OffFfEIL. BEfFDO UDF DT A —Z BT +HZ L2 EWRL£7,

UDF D7 a— 2 %ET 5 L. BEfFDUDF &R U3 T A —& —&ffi -9 %3 L\ UDF 2MERK
SNhEd, VEICSUT, T4V RNTGRA—FELEETEET,

1R BHHIIZ

1 DU EDa2—H—EHRT 1 — /L REER L £7,

ATy 1 [aviR—x2 k (Components) |>[1—H—FEE T« —IL K (User Definition Fields) JI2&Eh L £,

ATV T2 FRENTET—T LT, [UDFl %227V v LET,
FLDAL ATHENCER RSN ET,

ATvF3 [7Har (Actions) |27V vZ7 L, [UDFMD%Y O—2M0 (Clone UDF) ]| £7-1% [UDF M#R%E (Edit

UDF) ] Z=IRL £,
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AT 74 [UDF DY O—2M0E (Clone UDF) ] £7-1% [UDF O#RE (EditUDF) | #4727 Ry 7 A, BHED
UDF [EMMNAFRENET, TNHDT7 4 — /L FELEISUTEE LET,

% 57: UDFDiRE

Z4—ILF

Bl

[UDF & (UDF Name) ]

UDF D4 i,
TOT7 4=V RNFEETCEEY A,

247

UDF OERSHIRIRE N Z A 7,
DT 4=V RFEETETETA,

[F—7—F (Keyword) ]

Ray 72y URMRLERLEY, ROFT
Varnbh ET,

c Ny S

AR Y

ANy B—

UDF OAEREFIS®RIR S iz~ Z—,
DT 44—V RFEETEETA,

[LA¥— (Layer) ]

UDF OERHICEBIR S Lz b A v —,
DT 44—V NIZEETEER A,

7€y k

NA N ATy MEERELEI, ®AIL 0~ 127
Tj—o

R b7 4 VHZ U 7%, UDF CREIN-A
Ty MEIZESWTITEIET, X7y MIRE
INT=A7Ey MEDOBRAESINET,

Rk<

WEZITH> Ny hOES (O M) . #PHIT 1
~ 2 T7,

fLiEIEA 72y MEIIKFLET, 1ICEEINT
WAES, BEINELT7EY XA FOHBOD 1A
A FOBEEITVET,
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1-—¥—EHT«— L roREELFon—nE ]

J4—ILF

Bl

FINA R

UDF RBUEBH STV DT 3 A, BUEDT A
25 UDF 28T 52 &, R3O TF 1 2
\ZUDF # T2 & TEET,

[T/34 RDER (Select Devices) 1% 7 U v 7 LFE
ﬁ‘o

[T/34 AM:#EIR (Select Devices) 17 4 > KU T,
TN A B LT, [T/81 ADFER (Select
Devices) |27 Vv 7 LET,

GE)  (#FEHTO UDF 2531 ANHHIRT 52
LlIrTEERA,

AT w75 [UDF M#RE (EditUDF) ] £7-1X [UDF ®% O— 4L (CloneUDF) 1 %7V v 27 LE7,
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MZRGLET, BETL7 7 g 2o
TiE, ANIR—F (1423—) ®7vav
EHRLTLLEEN,

[/\7 v % (Packet Count) ]

ANAR—=FTCOEN T 747 AU 2—2A
BNy NHEALTERLTZD D,

TCAM ') ) — X {F R

[TCAM IJ Y —R{EHAZE (TCAM Resource Utilization) ] % 7iZi%., NDB 7 /34 A TCAM V

Y — A RO TR SNET,

WOFEMOENRFRENET,
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& 61:TCAM ') ) —R{ERAZE
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1k

Bl

Device

T INA AL

DT 4=V RiEINANR=Y 7T, TN
A ADFEAZONTIX, TINS ROLHITE Y
Uo7 LTLEE, BT 57 723 ic
DONWTIE, TRA A7 g 2RI TL
72 &,

[fE/A=%E (Utilization) ]

N —, Ik s TRENET,

ok TCAM THENRFKECTH D Z L& &R
LET,

e ALY TCAM EFIRNEHPANICH D
ZltERLET,

o % 1 TCAM N FRICIESVWT NS
ZEERLET,

E=ARYG5Y—)L

[E=41) 2% Y—)L (Monitoring Tools) ] % 7'i1ZiZ. NDB 22> b —J I Z#E SN TV DT

=2 YT =L DR— ERERENET,
WOFHME G T — T NVNEREINET,

F%

i

[E=4' 2% Y—IL (Monitoring Tools) ]

=X YT =4,

ZDT7 4=V RiINA =Y 7 TF, FEA
WZOWTIE, £E=X U 7 Y —)VDL4HIE T
Vo7 LTLIEEN, B#ET L2773 a2
OWNWTIE, F=X ) Y — DB g v
EHBLTLIEEN,

Tx /N7y b

FT=H YT — L R— MI Lo TEEIN
TerXr sy RO,

[(R—F (Ports) ] # 7ZiX. NDB 7 /34 ADHR— hOMENERINET,
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A—+ [

[T/31 RD#EIR (Select Device) 1% 7 UV » 7 LT, BIRL7=T /31 ADR— kN OFEHM 2 BfS
LET, [T/ANA ROZEE (Change Device) 17 U w7 LT, BIOT A ZAERIRLET,

KOFME BT T —T A BETRSNET,

Hl% 58
Port FRNETRENDF AL ADA v B —T = A

X o

ZHUINA =T 7 TE, GOV T,
=227 Uy 7 LTSN,

[Rx 737w 3 (Rx Pkts) ]

R—= P TAE LTy PO,

[Tx 784y 8L (Tx Pkts) ]

R—=FTEELEAT Y D%,

[Rx 734 +# (Rx Bytes) ]

R R TRIE LT R,

[Tx /34 % (Tx Bytes) ]

K F TR LT3 M,

[Rx L— bk (kbps) (RxRate) ]

Sy O L— T,

[Tx L— bk (kbps) (TxRate) ]

Sy bOREL— b,

[Rx KB w7 (RxDrops) ]

He bk Rx) TF v kA FE Y7 Sh5E

o

o

[Tx KB 7 (TxDrops) ]

R—=hF (Tx) Ty b Fey7Sn5El

AN
Ho

.

[Rx T5— (RxErrs) ]

Ay MEEROFR— R TO=T—,

[Tx T5— (TxErrs) ]

SRy BREEROE— FTOTT—,

[Rx 7L—L T5— (RxFrameErrs) ]

Ry RZIERDR—=FTOT L—hTT—,

[RXx #—/3—5 > (Rx OverRun) ]

Sy bORFPICH— b TA— =T =
T=NREAELELE,

[72 a3~ (Actions) [>[R— kDS )7 (ClearPorts) 1227 U > 7 LT, BRLIET A

ADRFHT =2 %7 VT LET,
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513 =

kST a—FTa 8

Z OFE T, Cisco Nexus Dashboard Data Broker D kT 7 /Ly =2 —F 4 V7 OFERNZ DWW TR
LET,

Y U —23.10.1 LAF%, Cisco Nexus Data Broker (NDB) | Cisco Nexus Dashboard Data Broker {244
HINEESNEL, 72770, GULBEOA VA b=/ 73 L ARG LIS SE 5720, —

ERDONDB DA L AR AN D R¥x o A v MIFES N TWET, NDB/ Nexus Data Broker/

Nexus Dashboard Data Broker &\ 9 5oiflE, fHAICREEATHEZe D & L THWOLN TV ET,

HER T 7 (201 L—2)

s 7 —DFER (203 X—)

«JSON =7 ZR— KA viR—F (208 X—)
« FONL ZADSR—Y (211 =)

cRMA (211 ~¢—%)

s T =T HAR— K (212 =)

[B5EZ 04 (Audit Log) ] # 7'1Zi%. Nexus Dashboard Data Broker 2> h 17— CTIITIN7=7T
T AT A EET 7V a v OREBRRINET,

\}

GE)  BAMVERT 7 va diskShESA,

RIITROFEM P F R SN ET,

K62:B5FEODY
5|4 SBA
HbE% TUT 4T ¢ D HEF
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F%

B

Module Name

AR MM ELTZEY 22—,

I, BV 2= LONE~ v B IR
WTWET, ez, v renrs7ry
MItF=a2UT 1 T 2—LDO—FTT,

X Z4 X (Slice)

T vav /ARy MIEETHAT A A,
—EHOT I a T AT A AICEE L TV
Wiz, ZEHOFEFIZ>TWVET,

ARG A ZHKIFDT 7 > a o OfF - 3 iR—%
b, B, By va v, #iiEt

a—4H— (User)

ARVNT I T4 T L ICEEE L D2 —
P,

7232 (Action)

=P NETLIZT 7 v a OB,

1)) —X (Resource)

T arNFEITSNEFT V=T b,

EnBA BITENTT 7 v a v OfEE, RO 71
VEHTEET,
. fEE O
52
F oY= T U v a U BFELT Z 72 Nexus Dashboard Data
Broker = b —7,
GE) A A K7 1 Nexus Dashboard Data
Broker = b B —J OHA . 127.0.0.1
EFRRLET,
E— F (Mode) T arRNIETINTEE—NR,

GE) YUY —2310TCix, £HE— FDAH
N R—FEINTHET,

BEENY (AuditLog) 1% 706, ROT 7 v a v w#RTTEET,
«[La— FDE#E (FetchRecords) |1: 2N &AL T, ERSINIEEn FORERE L

i—g«o

[72 3> (Actions) ]>[La— F®DOEE (FetchRecords) ]#27 Vv 27 L, [La—F
# (RecordCount) ] 7 1 — /L RIZfEZ A LET, [BF (Fetch) 127V v 27 LET,
AR L T, BEue s 7= Al — RFanET,
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JO0—DE®E .

J0—nEHE

[ B—%E# (FlowManagement) 1% 7 Tix, FE LTcfi e T A XA 7n—%FRKRxL. FHE
L7e7n—%EHTEET, FMzMAELTH¥ Y ra—RNTEL0T, Ty JIEHTEE
—é—o

[Z7O0—%&H (Flow Management) |1 % 7\2iZ, KOV 7 ETRH Y £7,

< [BAMF v (Consistency Check) ] : NX-API R—ZADTFNA ZADREE & FR L E
T NDBT —# _X—R LD ACL/ACEDOR—HEHMNH HGHE, REGHEEIMICNY F—&
NFET, FEIZHOWVTIE, EEMEMRELZZBM LTI,

« [##t 7 B — (Connection Flows) ] : #&fit HIC AR & 4172 ACL 3 X OV ACE OFEfMl & £oR
LET, FFICOVWTE, 7 n—22R L T<ZE0,

« [T/34 R 78— (Device Flows) ] : 7734 2 AR S 7= ACL 35 XUV ACE OFE#l %
FoRLET, FEICOVWTIE, 70 A 7r—%22R LT EX0,

EEMBEE
[B&1RZE (Consistency Check) ] # 7121, NX-API _R—ADTF A ADREENFREN

%4, Nexus Dashboard Data Broker 5 — % ~<— A & O] ¢ ACL/ACE D AR—E 1 H 555, N
AT N V—SNFET,

Ny B —=D[TT—2 (Narm) 74 2> () (T, REA DB DTS ZADHNE
RENET,

FIZIIROFEMB R R EINE T,

® 63 BEAMRE

eJES A

T /31 X (Device) SR 2L,

DT 44—V RiFNARN—=Y 7 TT, TN
ARDYLRFIHEZ Vv 7T DHE, FHLnSA v
WAERNZR R ESNET, 731 ZAOFEHICD
WTIE, 7 AL T &N,
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F%

B

[—EMniwary ko—5 70—
(Inconsistent Controller Flows) ]

—EBMohnwar han—I Ja—,

DT 44—V RigNA /=1 7 TT, RS
NeFZxZEZ7 V7358 HAANTH LS
A UNFEREN, ACLEZDACED Y A R
FRENET, ZIMBEROT Vg w3HE
ITCXxFET,

«[Z7B—NMEIE (Fix Flows) ]: %37
Frzv IRy AEERL, [Z20—0DE
iIE (FixFlows) 127 Vv 7 LET, #R
L7z7r— (ACE) MEESH, Zhic
IWCTC[—EMnGEnarto—>270—

(Inconsistent Controller Flows) ]%1i23%
IRINDEMNEH INET,

[T RTHEIY RR— b+ (ExportAll) ]:
ACLBLACEL LTI A ST 5
Ja—0at—ERET512F. 204
ToarEBIRLET, csv 77 A N
o—h) v Ay ra— REnE
T, ZAUIT ANy TR L ET,
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zatiz

F%

B

[—EMDHLT/NA X 78— (Inconsistent
Device Flows ) ]

FRA AD—EMDRnW T o—F 2 Hn T
n—T4, arhie—7 7a—LDHT,
TN ANZRFE L TWD ACL BLWNACE %
RLET,

DT 4=V RiFNA =Y 7 TT, RE
NeFZxBSE27 V73258 HANZH LS
A UMEREIIN, ACLEZDACED U A k3
FRENFT, ZIBROT Vv a s &wE
1ITCXET,

«[Z7B—DIEIE (Fix Flows) ]: #4272
Frzy IRy AEERL, [Z70—0DE
IE (FixFlows) 1227V v 7 LEd, &R
L7c7r— (ACE) MEIESH, £hiZ
JEUC[—EBMnGZnary ra—5 70—

(Inconsistent Controller Flows) ]%1i23
IRINDOENEHINET,

[TRTHOIY RR— Kk (Export All) ]:
ACE EIIZACL L LTU R ST
o—@Dat’ =BG A, o4
VarEERLET, csv 77 A AR —
I NE e —RERET, &
HWET Ny TITERSLHET,
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F% B

[NDB L5+ 7 0 — (Non NDB Flows ) ] T ANAFHET D ACL O%t, ACL X, 7
T H IV FDTF AL AACLIZT S Z &, FH)
TEBMTa2Z &b TEET,

ZDT 44—V RiFNA =Y 7 TF, RS
NiF=5x27 V7358, HRNTH LS
A UINFEREN., ACLEZDACED Y A ki
FRENFET, ZIBROT IV va w3k
iITCxET,

« [Z7R—0DIEIE (Fix Flows) ]: &%/
Frzy IRy AEERL, [Z20—0DE
IE (FixFlows) 1227V v 7 LEd, &R
L7=7r— (ACE) BMEEZI, £hiZ
JGCC[—EMnLZWwWaY hOo—5 70—

(Inconsistent Controller Flows) ] %123
RENLDBNEFENET,

s [TRTOIY RKR— (ExportAll) ]:
ACE EHIZACL & LTV A bl
o—@at’—2RET A1, o7
varEERLET, csv 77 A NARR—
B =N F T e— RERET, =
I T Ny TSI L ET,

\}

() Nexus Dashboard Data Broker (& & - CTA K X472 ACL 1%, ndo_ 7L 7 4 v 7 ATRER
£9, NDBLS O 7 r—(3, ZRLNDa U R—Fr MZXoTRESNET,

WoOT 7 v ait, [BEMF vy (Consistency Check) 1 # 7702 HEITTE £,

c[aY rB—3 JO—0OHEEE (Check Controller Flows) ] — 7 /3 AZER L, [A Y b
A—3 Z7BR—0O#:E (Check Controller Flows) 1427 U >~ 2 L%, ACL & ACE &
B LA U AERICRRENET,

« FINA R 7O—OHESE (Check Device Flows) —7 /3 ZAZ@IRL T, [T/ANA R 70—
DR (Check Device Flows) 1% 27 U v 27 L9, ACL & ACE Z&TeH L3 ViV
cFrENnE7,

« [NDB LISr D 7 A —%%FKTR (Viewnon-NDB Flow) | — 7 /341 2 Z38#R L, [NDB LIS 7
A—%%~ (Viewnon-NDBFlow) 142V v 7 LE9, ACL & ACE Z# & TeHi LA
WANCF RS NE T,
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gwron— |

EHRon—

—

5

[##: 2 O — (Connections Flows) ] Z 7(ZiZ. ke HIZApk S 7z ACL 36 KUY ACE DFFM7S
FRINET,

FITITROFEMPF R SN ET,

®64: R IO—

eJES A

&t (Connection) B4 T,

ZDT 4=V RiINA =V 7 TF, HEk
D&4FTE 7 Vv 7T HANZH LnoSA
VINFTREN., B ORI REINET,
ZITEITTEDLT 7 a AN, #
ROBEEZSML T &,

28— (Flows) Biioo 7 m— (ACE) O (554 2T
AlRE)

DT 4= RINA "=V T TT, T
SNTFEZEZI V7T DHE ARZH LY
NA UPFRRIINET, B4 ISR T. ACL
EFNICEENDACENF RENET, 22
MHFATTEDT 7V a IRk ERBY T,

[TRTOIY RKR—k (Export All) ]:
ACE L3LiZACL E LT R FENTT
n—Dabt—xRET 52, ZoF7
TarvEBERLET, csv /7 AN —
I w AT = REanET,

[##t 7 0— (Connection Flows) 1 % 76, IRDOT 7 v a v &FITTEET,

s [#E#H 7 O—DFEE (Check ConnectionFlows) | : Bkt 2 #IR L, [EHE 7 O—OWHR] %27
Uo7 LET, FLOASS AIARICERENE T, BFiAICHO T, ACL EZICE E
NHACENERRINET, ZIWOIFITTELT 7 a Tk LBy T,

[FTRTHOITY RR— b (ExportAll) 1: ACE &3 ACLELTU A MERFEZTn—
DODabt—ZRETHICNE., 204 T a B BIRLET, csv 77 AT —0/1
v A — RENET,

INA R J7O—

[7/34 R 78— (Device Flows) |1 % 7121, 73 ZAHICAERK S 7z ACL 3 LUV ACE Dt
MNERSNET,
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B osson o xK— kg ok— b

ENIIROFE N T R I NET,

R65:TINA R JA—

F% aiBA

Device FNA AL

ZDT 4= RiFNA =) 7T, [FN
A4 X (Device) 1D&4RIZZ Vv 7T 5HE, H
BNZHT LSS URRR S, T3 ADRE
HINFRENET, I TETTEDLT 7V 3
NZOWTIE, T3 ADEESRL TR

S,

Jn— FRA 2D 71— (ACE) 0¥ Bk L
TNA ADFTRTOR— MIETD 5 FEENE
W ET)

DT 4= RiFENAN=Y T TY, R
SINEFZFZEI ) v THE AANZH LW
N UPFRRSIVET, B4 ISRV T, ACL
EENICEEND ACERNFRENET, 22
MHFITTE LT 7V a3k ERD T

[TRTHOIHY RR— K~ (Export All) ]:
ACE EHIZACL & LTV A bl
o—@at’—2RET A1, o7
varEERLET, csv 77 A AR —
B = ANF T e — RENRET,

WRDOT 7> a Nk, [T/AM R THE— (Device Flows) ] ¥ 702 HFATTEET,

« TINA R 70 —DFEFE (Check Device Flows) : 734 AZERIRL T, [T/AA R 70—
DFEER (CheckDeviceFlows) 127 U > 7 LET, #H LA NIARICERESNET,
T A ZALITHGENT, ACL & ZUCEEND ACE BNFRRSNET, ZINHFETTED
T a ko EEY T,

c[TRTHOITYRAR— b+ (ExportAll) ]1: ACE 3EIZACL E LT R hENie7m—
DA —ZEETHICE. COF T arB@BRLET, cov 77 ANABR—HIL
A — RERET,

JSON = RR— kA UiR—F

[JSON T4 R7R— k/4 »iR— k (JSON Export/Import) 1 % 7 Ti&., T34 Ak % ISON
T7ANMERA T AR — b BLOA VAR — N TEET, 7 7 A2, TXTORRIE
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zozk—+

W (R—=FFyxVER<) & &b, SN T A ALY ST A 22T 21
WAEENTNET,

Z® [JSON TH RHR— /A »iR— bk (ISON Export/lmport) | % 72Xk DY 7 X 71 E %
WET,

[T RAR—FbF (Export) ]1:Nexus¥ v =ah— RTF—%TJa—harhta—7/)hb (B—
AN D) WA T AR— R CTEDXIICLET, MOV TIE, =7 AR — b
ESBLTLIESN,

o [4 > R— bk (Import) ] : #%E % Nexus Dashboard Data Broker =2 > h B —7 |24 >R — k
TELLOICLET, SOV TEL, A A —FEZRL TN,

T RAR—Fk

[T R7R— b (Export) ] # 7 Ti. Nexus Dashboard Data Broker = > b 17— Sk %2 =
J AR—=FTEET,

WOFFEMOENFTRENET,

R66:TH RAR—+

elE= A

[1D0] FNRAZADVY T NES

&A1 (Name) F N A DAL

[IP 7 KL R (IP Address) ] FRALADIP T KL A,

[%47 (Type) ] FRAADIA TTF, ROFT a5

D ET,

* [NX] : NX-API 7 /31 A |ZHzfE S 4172 NDB
TR A,

« [PS] : EREA A v F (NX-0S) (ZHk
EN7-NDB 7 /3A1 A,

* [AC] : ACIT /3 A AIZHEGE S L7 NDB 7
INA A,

[RT—%5 R (Status) ] FNA AD AT — K R,

WROT 7 a it ISONDIY RER— kA 2iR—k (JSONExport/ Import) ]>[T 9 RAR—
b (Export) 1 ¥ 7B FETTEET,

HEROIIRAR—b [T a3 (Actions) 1> [HERDI Y XAAR— b (Export
Configuration) 1% 2 UV » 27 LT, JSONfpkzn—/L w2 Nl AR — K LET,
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T AR— FHUTT A 2Dt 5 8 DI

Cisco Nexus Dashboard Data Broker D/ |

. [#E# (Connections) | F = v 7Ry 7 &

EATLET, [T RR— F]%?J/?Lifo

A R—

[/ >/ R—k (Import) ] % 7 134%kk % Nexus Dashboard Data Broker = > k2 — 7|24 > 7R— h

TEHEHITLET,
WOFEMOERNE RENET,

=R 67:4 R—

1k

B

[1D]

FTNRAADY) T IVE A

[T RR—bENt=FT/N1 X% (Exported
Device Name) ]

WERR DT 7 AR — R ILDT 734 A DA,

[IP 7 FL X (IP Address) ]

TNAZADIP T KL A,

[24 7 (Type) ]

FNRAAZADEA T T, WDA T a v id
=

o [NX] : NX-API 7 /3 A A IZHEE S 4172 NDB
TN A,

r]&

« [PS]: ERE AL v F (NX-08) (T8
SN72NDB 7 /31 A,

« [AC] : ACIT /A A|ZHEkE S L7 NDB 7
/\‘/]) Xo

[RT—% X (Status) ]

AL UIR— K T I arDAT—RA, T3
EL kD, R, EHRY, TR, kT
j—o

B8

RN A T — H 2 D7,

WDOT 7 a i, [OSON T4 RR— kA4 »R— bk (IJSON Export/Import) 1> [4 > R—

(Import) 1 ¥ 7B EITTEET,

s [BRDA >R— b (ImportConfiguration) ]: [7% 3> (Actions) |>[#EBODA > R—
b (Import Configuration) 1% 2 U v 27 L, B—3/L <3 25 JSON 7 7 A L 28R L
CT[7Zv7A—F (Upload) 127V >27L%Ed, KI7vZ7 7> R Kay7LTISONZ 7

ANET vy 7a—RT5H5ZLHTEET,

- [BRDER (Apply Configuration) 1: [7 %2 <3 > (Actions) |> [#ERO&ER (Apply
Configuration) 1 %27V v 7 LE¥, [T/\M4 XAD#RE (Edit Device) ] B AR RSV E
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7riqeznr—v |}

I, WA EAT DT A A0FEMAE A LE9, ERALTEREEHESE (Apply and
Check Compatibility) 122V >~ 27 L¥7, [E#HE< ~1) v o X (Compatibility Matrix) ]
BHENERSNET, MGFOT A MRS D56, AT — 2 AT BETRINE
9, [EE (Apply) 127V v 7 LET,

ZOT 7Y arDAT—=HAE, [4 R— bk (Import) 17 —7 /MR ESNET,

s[4 > R— FDHEIE (Deletelmport) 1: [742 3> (Actions) >[4 >R— FDHEIE (Delete
Import) 127U v 27 LT, A VAR—bhESNTHEREHIRLET,

TINA ADIN—

[T/84 AD/8—2 (PurgeDevice) 1% 71Zi, HIBR S/ NDB 7 /34 ZADFEMNF R S E
T, T3 A&HIE L7=35-A121E. Nexus Dashboard Data Broker =2 b 2 —Z /155 /34 AD
HINHIBR S AU, TN AERIIRFF S NVE T, —F . T3 A% 8—2 LA 121E, Nexus
Dashboard Data Broker =2 bk 2 —F W57 /34 ANHIBREND & L HIT, T34 AR S HIBR
SNET,

FANNIROFEMNE RSN E T,

R 68: TINA ADIN—D

e BLL]

[/ —F ID (NodeID) ] Nexus Dashboard Data Broker = > k & — F [Z$%
BSNLTNDT /S, 2D/ — R 1D,

Device FONA A4

[IP7 FLX (IP Address) ] FNRAZADIPT FL A,

BYEIC L D7 ¢ v 2w (Filter by attributes) | N—%fH LT, BRENTNDLT A R T
=T DFECIESNTT =T N e 7 4 VAW LT, B, HE T BT o 2%
IR L F9,

[T/34 RD/X—2 (Purge Device) 1 # 7 Tlk, IROT 7 v a v EFEITTEET,

« [T/3 RAD/X—2 (Purge Device) | : ITORIHICH DT = v 7V Ry 7 A% A 1T
IR T NA ZAZTRIR L F 9, [T/NM AD/8— (Purge Device) 1227 U v 7 Liff

THIZRY, HEWT A AN T —Z _XR=Z bR E N E T,

RMA

Return Material Authorization (RMA) % 7121, HIFRE ., KPREHLDOT A 2D Y A S HR3FE
TRENET, ZOMEREIL., RMA T34 ZADOREZH LT AL R Z~w v B 7 LET,
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B o-nrom—rt

FINIIROF N T R I NET,

% 69: RMA

e BL)]

[BEF D/ — F ID (Existing Node ID) ] (IR X H172) NDB T34 A0/ — K 1D,
[/ — k£ (Node Name) ] F XA A4,

[V 7ILES (Serial Number) ] TNAADTY TIVEE

[IP7 FL X (IP Address) ] FNRAADIP T KL A,

[RMA] % 7 BIROT 7 v a v FITTEET,

«[/—FID®OE&EH#: (ReplaceNodeID) |1: F=v /Ry 7 A% A2 LT/ — RID Z+i%
RLUET, [F2> 3> (Actions) 1>[/—F ID DE#H: (Replace Node ID) 1 %72 VU v 7
LEd, BRSINDODRY T T T U4 FUT, [ T7ILES (Serial Number) 1% A7)
L. [E#t (Replace) 1227 Vv 7 LET, BRLET AL AT HLO U T AESD
TARA AEE MR ONET,

\}

(G¥)  NX-API T A ADV ) TAKRSERET DL, TV
77— ¥ ¥ —® showmodule =~ > REEHAT 55 (H7
TYIUTNANEFEZRLET) | EVa2T7— vy —v Ay
F®showhardware =2~ > FZfHLET (WHIDAA v F
N—KR7 =27 IDIHERTY TAESZHELET) .

— — o

T Z=ZHhILHKR—Fk
[T =HI)L H7R— bk (Tech Support) ] % 7'1Zi%. Nexus Dashboard Data Broker = > k 17—
TIERR S NT=T 7 =V AR — K ¥ a 70N ERRINET,

T = B AR— FOFHEMIZONWTIR, T =0 YAR— FOE 215 X—Y) & ZE<
ZEU,

RIZITROFEMP R RSN ET,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1) —X 3.10.2



| Cisco Nexus Dashboard Data Broker (D #& Rk

RI0: 77 =hLHR—+

so=nrv—+ [

1k

Bl

Job ID

T =) YR— bk Y a THIER SN
a7 1D,

ZDT 4= RliFNANR=U 27 TT, U3
JIDEZ Vw7 LT, YVadOrtlaERL
9, a— A= N T A NEE T a—
R4 2121%, [72 3> (Actions) >[4
vBa—F (Download) 127V v 7 LET,

[#~>Ba—FLTHIK (Download and
Delete) 147> avid, vVa 7 oifMadr—
T <Ay a— KL, Nexus
Dashboard Data Broker = > h m—Z 2 GHIBR L
F9,

237 447 (Job Type)

TaTORELA T, RO T arBHy
\i—g—o
o FER

« YR

Status

TI=HNYR—K TaTDRT—H A,
EHFRER AT — X A TRD LB TF,

« k% (Success) : ¥z ZIXEFICHET L
L7,

o ¥ (Partial) : ¥ a 7O Lk
L7, 2& 23, BHOT /A XA %R
L7286, BIRL7ZT /34 2D 1 DT
ERRAE LT AREER DD 5,

o LB (Failure) : ¥ a TIIRI LERA
TL7,

« #17H (Inprogress) : ¥ a3 7 IXHEHELT
G

o VB4 (Created) : a3 7133 ITOYE

HRTETOETN, BUEF 2 —IZA-
TVET,

« {521k (Stop) : Ya ZIIERENELE
N, FBTITRFAIINTHERA,
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B 7r=rrvf—trorus-

WDT 7 va it [TY=hHI HR— b (Tech Support) | ¥ 7 b EITTEET,

«[3aTJd kY H— (Triggerdob) 1: ZHNEHEML T, 77=IN YR —-1rTYa7%& LV
H—LFET, oV TIE, 77=HINVHR—=1rD ) HT— Q14—2) ZHRLT
<TZEW,

[PaTDEMYH— (Re-triggerJob) 1: ROF = v 7Ry 7 AEERL, [TV 3V
(Actions) 1>[¥a DB MY H— (Re-triggerJob) [#27 Vv 7 LYV a7 %HFH Y
=L ET, [#EITH (InProgress) ] KO [1ER# A (Created) 1 DY = 71X MU T —
TEE¥A, BrNIF—SNEYa TR T2E, 7=V PR—+ns 7711

IO 7 7 A0y MIESHZ ONET,

[P3TDELE (StopJob) 1: F=v /Ry 7 A&ERIRL, [7Y 3> (Actions) ]>
[aTDELE (StopJob) 1227V w7 LT, FATH0Ya 7aEIELES, BHIETED
D%, [H#1TH (InProgress) | 3 L [{ER# 4 (Created) | ¥ a 7 DA TT,

[ a3 TDHIER (DeleteJob) 1: F=v /7Ry 7 A%EERL, [FY 3> (Actions) ]>

[ 3 JOBIK (Deletedob) 142 VU v 7 LTV a7 %KL ET, [#17H (InProgress) |
DY a3 TIFHIRTE £ A,

\)

GE) BECXREOY g Tk, —EICHIBMELL/FE RN V=52 0N TEET,

TOZANLYR—rD R H—

COFEIHST, TNV Y R—sTaTE ) H—LFET,

48 HHIIZ

1 2L EDF 7314 2 Nexus Dashboard Data Broker [Z#55i STV . AUX F— R
o TND I L EMRLET,

TNA AT 64MB UL EOZEEXFENDH D Z LR LT ZI, RELTWD & EEILR
L. NoEnough Space =7 — N F RS ET,

ATY T[S TN a—TF 4 >4 (Troubleshooting) 1>[T%9 =HhHJL HR—k (Tech Support) 1IZBEIL £,
ATwFT2 [7U 3> (Actions) 1>[23 D k'JH— (TriggerJob) 127V v 7 LET,
ATFY T3 [TUZZHILHHR—bD Y H— (Trigger Tech Support) 1 %A 70 7R v 7 2T, ROFEMEANT LE

T

KRN:TOZALYR—+D Y H—

J4—ILF

B

[ H—E&E (Trigger Settings) ]
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Fo=nnvf—rosz |

J4—ILF BTl

T34 R (Device) T BWETDRERD DT N A,
[T/34 AD#ER (Select Device) 1 %27 Vw7 L, T34 A%
EIRLE T,

BE2147 [EAKR (Basic) 1 £721EL [HE (Advanced) ] #8RL £,
INHOEFT T 3D show avr KR Y ARSI THNET,

ATy 74 B (Add) 1%27 U v 7 LT, show a<> FOMNZIELET,

G¥) T 74/ FTiX, [TechSupport] 74 /LX Oz, [configuration] 7 4 /L4, [configuration
startup] 7 ANH, BIO— e o7V REya— RRESnET, 2k, 77=%
VP R— b F—METT X TOFREZNEL, IV RHERSTEITI ZENTEET,

T ZhIL Y R—FOHEE

NX-APL 7 /34 ZHERED T 7 =)0 iR — ME, KA v FpOMENCT — 2 Z2INEET 50T
7220 1D ERIFEBDO AL v F 2 biFHe ~EINETEET, BET LT XTor )
FTTICHMATE, Fvrn—RTE57D, T2y ZTRHTRIL D £,

ALy FNOT 7 =N Y R— b T—=F 2 WETDHEITIE, RO 2HODOE— FTHFETTEE
ﬁ‘o

« JoRKE—F (Basicmode) : [REIL7=—HD show I~ RREGENLTNET,
« J3EE— F (Advanced mode) : X VD IEEV—D show 2~ FNEFEINLTWET,
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B -o-rrok—roms
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AAA

.14

=1 (Administration)

(hun

Z OE T, Cisco Nexus Dashboard Data Broker @ 7' 2 7 7 A )L & o —HF— |2 DWW TEE L < A
Li‘j_‘o

Y U —23.10.1 LAF%, Cisco Nexus Data Broker (NDB) | Cisco Nexus Dashboard Data Broker {244
RINEFENE LR, 270, GUUBLIOA VA M=/ 73 VAR LGS E D20, —
ERDONDB DA L AR AN D R¥x o A v MIFES N TWET, NDB/ Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5oiflE, fHAICREEATHEZe D & L THWOLN TV ET,

« AAA (217 2—Y)
Ny T T (221 NX—)
* Cluster (224 _—7)

s Fu 77 AL (225 2—2)

« AT A4 A (227 X—)

o VAT MEH (230 X—)

o Z—HEH (231 X—Y)

[AAA] # 71Z1%. Nexus Dashboard Data Broker Tl [ FIBE7Z2 AAA H— S —DFHMlNF RS
79, AAA = R—OFERIZ OV TIE, AAA T ——OHE (2205—) #ZRLTE
é l/ \O

ROFHME BT —TVNRFRRINET,

5|4 s BA
Server Address AAA — "D IP T RL A,
[ZB k3L (Protocol) ] P—N—TETFINTNDLT 1 hajl, KO
FTarnbv E7,
* TACACS
* RADIUS+
* LDAP
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B raay——oim

Cisco Nexus Dashboard Data Broker D/ |

WDOT 7 v a i, [AAA] X T b FEITTEET,

s [H—/\—DiBM (AddServer) ] : ZhzfiH LT, HILWLAAAY——ZBIML £7,
FEMMZ2 FINEIZOWTIE, AAA — =DM 218 X—Y) BB L T ZE,

[—/\—DHIBR (Delete Server) ]: {TOEHIIH LT = v 7Ry 7 A& A AL T, Hl

brd 2V — "—%RIN L, [T 3> (Actions) 1> [AAA H—/A\—DHEIER (Delete AAA
Server) 1 %7 Vw7 LET, BRLEV—A"—0HIBRENET, Fov IRy 7 A%i#®
REFICHIRT 7> a v zi@Ese, =7 —RNRRINET, = —Z8IRT 5L DK

HOENET,

AAA H—/3—DB N

ZDOFIEICHE ST, AAA —"—ZBINL £,

ATw 71 [EE (Administration) ]>[AAA] IZBEIL £,

AT T2 [7HYav] kuy 7 E oy A=a—05 [AAA Y —/A—DEM (Add AAA Server) | &R L £,
ATv 73 [AAAH—/N—DEM (Add AAAServer) 1 4 A 7Ry 7 AT, ROFEMEANLET,

= 72: AAAY — /3 —DiEN

J4—ILFK

Bl

[£#% (General) ]

70 k3L (Protocol)

AAA H—R_R—D 71 kL EEIR L £,
* RADIUS
* LDAP
* TACACS

KA T a CEET D T 0 — L RIZHoW T, L
TCHIAL £,

70 k3L : Radius

[Hf—/3\— 7 KL X (Server Address) ]

P—N—DIPT7 FLREL RAAL L4

[>—2 Lw b (Secret) ]

AAA P — =Tk SN —27 Ly K,

7O bk3aJL: LDAP

[Hf—/3\— 7 K LR (Server Address) ]

P—N—DIPT RLAL RAAL L4

[R— bk (Port) ]

AAA —R_R—D@EER— I,
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ana 5—si—aem i

J4—ILF

Bl

[2—%— RDN (User RDN) ]

LDAP H—/N—"TOEIEZHH S 2 x4
(RDN) # AN LET,

LDAP #—N—TEE I N/ —VF—FEE T, B
AAA TLDAP 24T 556, IROFEE (LDAP T
EFR) EBELTILEIN, 2—H—
lcn=admin,ou=People,dc=ndb,dc=local | DE, =L —
#— RDN (% [ou=People,dc=ndb ,dc= 2 —H /L] T
. NDB7ZSLDAP THERL STz, B2/ A 351
E, 22— =R enfEDOHEZIBET ZHLERH Y F
. ZOHE. 22—V —41% Tadmin) (2720 7,

[B—ILiEM (Role Attribute) ]

2—H—@D LDAPFEFEEMETH D —VEME AT
Li‘g—o

—/ VgL, DN @ LDAP NOEE D EMIZT 5

ZLEMTEET,

7L Z2iF, snE e —H /L LDAP H— R—TEHRIN

Fo—VEtl LT, L7z -> T, NDBOEHE

2—Y—D%E, snBEOEE LT
lmetwork-admin| ZFF>Z &N Tx F9,

NDB 78 2 — /L@ & = —4— RDN B8 L OV Hl . —
Y —%fEH L CLDAP % —/X—|THii 9 5 & . LDAP
13E8EEE U CanfE ( network-admin| ) Z#IK L F
hd‘o
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Cisco Nexus Dashboard Data Broker D/ |

J4—ILF

Bl

[B—=L 24T T vE>Y (Role Type Mapping) ]

FIFIN NREXENT LD, RE L E2Y
Vo7 LET, B=ILIVEVTDEDOY A MRk
IRENET, TIHIMEEMZ LSS, BEFET
VTSN TOWDHEITIRD LBV IZe ) £,

« X NU— 7 EHE  network-admin

« Xy hU—2 F~XL—4% : network-operator

« 77 r—3 3 a—H%— : application-user

¢« A7 A Aza—— : dice-user
T4 bEEZ LT, LDAP TER I NI-E%
Boa— VO AR~y T EEIELET,
[B—IL <y E>Y (RoleMapping) 151D Ka v~
Ao JARMhbr—LERRL, [A—IL 24T

< v EYY (Role Type Mapping) ]%1iZ LDAP T
BINTEEATILET,

H—)L AT =y BT DITE S LITBINT I
1%, [fTOEM (AddRow) 127V v 7 LET,

[24 L7k (Timeout) ]

LDAP H—/ =DK% £ TORKE LR Z A
HLET,

Z’A kaJL : TACACS+

[H—/N 7 F LR (Server Address) ]

TACACS+ #—"—D P 7 R L X,

[—2 Lw bk (Secret) ]

TACACS+ r—R_R—THk Iz —27 L v b,

[2—%—4% (Username) ]

Sa AT el S S RV LT LR S

INAT—FK

P—N—=lZa 7 A T HTDDI/IRAT — R,

[Hr—/A—DHEFE (Check Server) ]

[V—/\—DHER (CheckServer) 1227 U v 7 LT,
= N=ZT 7 BEATELNE I D, BLUOGRIE
AEMPENNE O D E MR L ET,

ATy 74 [AAAH—/N—DENM (Add AAAServers) |27 Y v 27 LC, —_"—%BMLET,

AAA H—/N—DE

AAA L ST, BX 2T 4 TTITAT AN, 2—F—2Nin GEGE) . 22— =Mz
FITTED ) GEA) . BIX P2 —F—BME2FIT L (ThHhooT07) 2HBITE
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Ny o7y IMERT .

L SEEEIC 72 W £97, Cisco Nexus Dashboard Data Broker |& Remote Authentication Dial-In User
Service (RADIUS) ¥ 713 Terminal Access Controller Access Control System Plus (TACACS+) %
AL T, AAA Y ——L@BELET,

AAAY— =%, VE— MEREERAIZTR— ML ET, F2—HF—%F8FETBH7201Z, Cisco
Nexus Dashboard Data Broker (12 7 A > 7 L7 v v v L L BYEE (AV) X7 O G2 L E
To AVARTE, 22— P —FHO—ERL LT, 2—F—ZF SN EHEZE Y TET, -
FEICHET 5 &, CiscoAVXT I, VY —RA T 7 & X D7- 1T Cisco Nexus Dashboard Data
Broker (IR S VE T,

» O/ —
INY DTy TETT
[/Nv 49 7w FI#ET (Backup/ Restore) | % 712X 2 2B T X THRH Y 77,

[RFDa—)Ent=/Nv 7 v T (Scheduled Backups) ] : Nexus Dashboard Data Broker
A bR —=FTTONRY I T v T DAY 2= VOFEMIZONTIE, Ny 2T v T DRy
Ta— 221 =) ZZRL TSN,

«[/\v 4 7w 7 (Backup) ] : Nexus Dashboard Data Broker =2 h 27— T2 Liz/ N v 7
Ty TOFMCONTIZ, Ny 7 v T (223 3—=Y) EBRL TS,

NV DTV ITDRToa—)L
[Ny 97w TDA4 P 1—)L (Schedule of Backups) 1% 7121, Nexus Dashboard Data Broker
A AR =T DAT TV a—)LINTNy I T v TOFEMNERINET,

FMAZFL LIZIROERNFRSNET,

RN\ TFTYT

Ik BILEL]
BAZEHE (Start Date) N 7Ty P OB A
FAtaEFZI (Start Time) Ny 7T T OBIRRRES],
#TH (End Date) Ny 7Ty TOT H,
/N3 —> (Pattern) Ny DT T R =2y WOFT > a i
D E£9,
- fi: H
- fiA
- 1 H
F4[E% (Occurrences) BIR U7 — sS4,
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. NG Ty TDRT D 2—IAER

Cisco Nexus Dashboard Data Broker D/ |

[Ny 2 FvT (Backup) ] #7inb, ROT 7 v a v kFETTEET,

NPTV TDRT T a—)L (Schedule Backup) : ZHhafHEHALT, Ny /7 v 7 %A
TVa—NVLET, NI T T DAV a—ER (222 X—V) ZZRLTLES

Y,

s A—AHNIZ/NY I T v T (BackupLocally) : &&EFR—/L <~y 7T v 7 &

£7,

« [B—AHJLIZHETT (Restore Locally) | — F/mxSiv5 [A—AHILIZHETT (Restore Locally) ]
VA4 RUT, B v nb T s A NVEFERL THEREETCLET,

Nexus Dashboard Data Broker D ALENR ICT v 7o — RENT=Ny 7 7 v 7% EIZ, Nexus
Dashboard Data Broker T7 /N A DR A FERK T 23555 1%, [ (Restore) 1 F = v 7
Ry 7 ZA%@RLET, ROBERPEHERINET,

o M — R LERE

L

o« IR— NERIE

* UDF

« Connections

[T (Restore) | F=v 7Ry 7 A%, NDB U U—A38LUENS X 70— KLt

IZOABHTE ET,

NI TTDRT D 21— )LERK

ZOFIEHEST, NI T v TuaA Y a—L LET,

Nexus Dashboard Data Broker DR D/N— g T v 77 L— KT 5HIIZ, TR T v/

ARG D Z L BEID LET,

ATy 771 [EE (Administration) ]>[/\v 4 7 v F/#&x (Administration) ]8I L £7,
RTwF2 [THUar (Actions) | Key T E TR NNL, NI T v TORT D 2—)LER (Schedule Backup) |

ZIEIR L7,

ATV T3 [Ny T7vTDARY Y 12— )L (Schedule Backup) 1 %4 A 7 /Ry 7 AT, ROFEMEANLET,

5% 74 : Schedule Backup

J4—ILFK

Bl

[R4 < 2—)L (Schedule) ]

FtR B

Ny 7T w7 OB,

[BAtREFZI (Start Time) ]

Ny 7T v T OB 2 AT LET,
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N7y 7 .

J4—I)LFK SR BA
BYURL IKDONTNDOF T a3 o ZERLET,

«[BH (Daily) 1: Ny 77 v 7 BIEXERITD
nEJ,
o[B8 (Weekly) 1: w27 7 v 7B EIL, B,
EIRLUEERICEITENET,
«[BA (Monthly) 1: v 7 7 v 7EIEL, &
A, BIRL7ZBICBB SN ET,
GE) BRLEZAOKHETIIANY I T v

ZIATT AT, =¥ B (LastDay) ]
Fry IRy I AT AT LET,

[#7T (End) ]

Ny 7T v 7 T ek AOEILICET 2 ROVT
DA T v a @ RLET,

«[#TH%ZL (NoEndDate) 1: Xv 277 v 7%
T LR L £

«[#TH (EndDate) ]: Xy 77 v FIIHFES
AT AET HE CTREREL 7

« [#&£ (Occurrences) | — [FE&£# (Number of
Occurrences) ] 7 « —/L K TR L 7= 52—
WAy I Ty T HFATLET,

[A311t (Enable) ]

[B#t (Enable) 1 F=v 7Ry 7 A FT 7 4V k
TH NI TWET, AT T a— Wi -> TNy
IT T EAMNCTDHITE, Fov IRy 7 A%t
YOFEFIZLET,

ATY T4 [R5 a2—)L (Schedule) 1227V v 7 LET,

NV DT 9T

[/Sy 97w 7 (Backups) | ¥ 723w 7 7 v FERNE RS NE T,

ZZIEHRRSNDERIT, NI T T DAY a—MMERR 2 L TERSNIZA T Y 2 —
WZEESWTWEY, ROFEMz LT =T ARERRESNET,

eJES

B8

0
AR

Ny 7T T ORER,
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Cisco Nexus Dashboard Data Broker D/ |
. Cluster

F% B

[V5R2 Ny 9T v T XRFT—HX (Cluster |Nexus Dashboard Data Broker = > k 71— 5 0
Backup Status) ] FGAB NI T T AT —RB A, IROFTT
arRbn ET,

. KT
« R
Hl:] Ny 7T T O,
[T k') 57— (Restore Triggers) ] WINY I T TN RN =izt & DX
A LAZ LT,

Ny 27w (Backups) 14 7 BIRROT 7 v a v &2 FITTEET,

* NDBH—/\—~®/\v 9 7w 7 (BackuptoNDB Server) ] : NDB ¥ — 3 —THE S 7=
RNy 77y TIMERENE T, ZOF T a v BBRTDE. Ny o7 v 7T OFEM
NNwo 7w T (Backups) ] ¥ 7IcERENET,

[Ny Y7y TDET (Restore Backup) ]: #®IR L7237 7 v 7723, Nexus Dashboard
DataBroker = > b — T THHILSNVE T, HWICITITFEITHEFON Y 77 v T E2ERT5H 2
LaBRIOLES, FWAy Ty TERINT DL, LD MR e COEED O
T—RAET DHARERH D £,

N

GE) Ny 7Ty T HEEITC LT 121X, Nexus Dashboard Data Broker
ayhe—J%FHEHLTIEI,

[Ny Y Ty TDHIB (Delete Backup) | : {TOXIAICH L F = v 7Ry 7 Az F L
T, HIBRT 2Ny 77 v 7T HRIRL, [7Y 3> (Actions) 1> [Ny 7 v TOHEIE
(Delete Backup(s)) 147 U v 7 LE7T,

Cluster

[25 R4 (Cluster) ] # 7'1Zi%. Nexus Dashboard Data Broker = > b 17— CfEfA[fE/R 7 7
AR DFEMDFR EE 9, Nexus Dashboard Data Broker (£, 7 7 A X WNIZHK K S5 2Dz b
O—S 5T VT 4TI T VT 47 = R COEAAEs I A2 ) 7Y R—FLE
7,

WOFMOENFTRENET,

eJE= B

arrkO—3 a ha—IDOIPT RLA,
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sno741 |

F%

B

247

FREND T T aiE, [FS54<V)
(Primary) | £721% [# >73— (Member) ]

<.

G ANyr 7y T7BIUT v 7 r— FEEEZELSBIESESICE, 7 7 AZNOTRTO
Y= R=ZZ L LT O HES T 20ERH Y £9, ZOM, AR L2V TE
SV Wt AT v 7 u— FEIRNET LIeb, 77— ORERITORM 2 RN H
DIz, 7T ALNOMD ) — R HIIT B L RN TS0,

CE) Ry 77BN T7v7a—RENEL, 77RO TRTCDA VAZ L Ay Y v bE
T L, RNy T o TRNT v 7 u— RENEV— =2 RN EE8T 50BN H D 5,

JAaJr7A )L

[ 77 4L (Profiles) ] % 71Zi%, Nexus Dashboard Data Broker = > k & — 7 Cfifi F Al g7
Ta 7y AINOFMBFRENET, a7 7 AV E2HHAT S L. Nexus Dashboard Data Broker
ay ha—JZBEEMT ONTZEEOT AN AEEHRTEET, HBROT A AT T A

IATHERETE £,

T T 7 ANERIT, TARTOA L N— A vy FITEA S ET,

ROFEME R RVFTRENET,

1

B

Ja2774IJL% (Profile Name)

a7y A VDL,

1—4—%

7a 7y A NVEER LT — =4,

[BYEIC L D7 ¢ 2 (Filter by attributes) ] N—ZfH L T, B RSN TNDL T 4 LZD
FACESWTT =T V2 7 o VAL ET, B, AT BT o V2 EZEIRL E

B

[FaZ774IL (Profile) ] %7t ROT 7 v a R TEXET,

[FRTFAIILDEM (AddProfile) J: ZHEHEHLT, HFriLnrm 77 A LEBINLE
T, TOXATOIEHIHOWNWTIE, a7 7 A NLOBEMESE L TLIE I,

«[FB 774 ILDHEIB (Delete Profile) 1: {TOXIEICHLHF = v 7Ry 7 A%F N2 LT
WFEeT a7 A NVERINL, [TRTZ7A4IILOHEIE (DeleteProfile) 1227V v 7 LET,
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Cisco Nexus Dashboard Data Broker D/ |
. TRI7AIL0EM

BT v 7 7 AADHIBRSNET, Ty 7Ry 7 AEBRETITHIRT 7 v a v &
BEL TT—PFIRENFET, TR T A NVERIRT L XD ITROONET,

Y

GE) fHPOTa 77 A MTHIBRTEER AL

JO7J74ILDENM

ZOFIBIZHE-T, FiLnT e 7 A E2BMLET,

ATy 71 [EE (Administration) ]>[ZFR 774 JL (Profile) 1IZ&EI L7,

AT9F2 [7Uar (Actions) | Rey XUy A=a—nn [FAIT74I)L0EM (Add Profile) ] 23&R L &
—é—o

AT9 73 [FAT7A4ILDEM (AddProfile) 1 #4707 KRy 7 AZROEME AT LET,

xR75: 70774 I)LDEM

T4—ILF Bl

a7 74)L% (Profile Name) TaZ A NKEEANTTLET,

Username TNRA R T A T hledoDa—F =% % AT
7.

Password AP =LK L TRAT— FE A LET,

IRAT— KL 8~ 256 LTDEXT, KITFE/NX
FThREHR, Dl 10K TE, il bl
TEOEET-UND L T2 G R H Y £,

RTv T4 [TATF7AIILDEM (AddProfile) 1227 U v 7 LTHLWT BT 7 A VEERLET,

JO774ILDHRE
Ta Ty A NVERET A2, ROFINEICENE T,
A

GE) 777 ANVEHREETDLE, TOTa 77 ANVEFHALTWDLT AL AREERINE
‘j‘o
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1R BHIIZ
12U EDTa 77 A VEERLET,

25142 ||

ATy 71 [EE (Administration) ]>[ZFR 774 JL (Profile) 128 L7,
RATFwT2 FRENEERT, FAT7AILDEHZ 2 Y v 7 LET,

B LA ARl FRRENET,

AT T3 [TV 3> (Actions) 1227V 7 L, [FRAIZ7A4IILD#HwE (EditProfile) 1 Z®IRL 7,
ATy T4 [FAIT7A4IILDHmE (EditProfile) | ¥4 7 v s Ry 7 A2, BHEOT a7 7 A UEBRNEREINET,

INHEDT 4=V RELEISUTCEELET,

R76: 70774 ILDIREE

J4—ILF

9

a7 74I)L% (Profile Name)

TuTF A NERFRENET, BEITE L
/Uo

Username FTNRARZaTA T EHEOO—F—4 % AL
ij‘o
Password PR L TR T — RE AN LET,

IRAT — RiZ 8~ 256 LTFTDEIT, KXFEL/NXL
FhEH, Pl b1 HoKTE, it bl
il DIE T LIS DO LT 2 E e LB N H Y 9,

RATYTS Ta7r A NVERET DL, [FRAIT7AILOESE

A7A4 R

(Edit Profile) 1 %27 U v 27 LET,

[R5 A4 R (Slices) ] % 71Zi%. Nexus Dashboard Data Broker Cfifi i T& 5 AT A A DFEAMNE

RENET,

ATAREERTDHE, 2y NU—2 22 HBO6mER Y NV —2 I8 TxE, FEicO0
Tit, AT RO T (230 2—2) 2L T &,

BIDOF Y U= ST 4 a v B ERTBICE. ~y A —D [R5 4R (Slices) | KH v %
FHLTATA AZY Y2 F9, WD Nexus Dashboard Data Broker £ /L KO—#5 & L T,

1 DDART A ADMEMATREIZ 2> TRV |

FTIHILE AT A4 R EMENE T, ROBERIL.

Nexus Dashboard Data Broker = > h 2 —5—DF 7 4 /)L h A5 A TOHRFETTEET,

T LWT A 2 DB

s TINA AD T 1 — B OfRLE
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B <5 zoem

cax—HFDFa Ty A ILOEH
e — P IOMEEMNT bR —L DT A— X DIEE

cFEDHDIRNT A A LT m—DEIE

KOFME BT T — T ADRERINET,

5% B

ATA4R AT A ADHEI,

DT 4=V RigNAN—=Y 7 TT, RT
ARADLAHIE 7 ) v 7T 58, HEZH LW
NAUNFRENET, ZIN6FETTED
BmMoT7av:

o« AT A ADFE

R— F DK BUEATAAD—ETHLT A A (£
B DRI DT NA R) DFR— R,

[FIFARTgEZ AR — ~ (Available Port(s)) ] HBIERA T A ZAD—ETIZARVR, ZTA AT
BITE LT NS A (ETHEEORL DT
INAR) DIR— B,

[RZA4 R (Slices) | #7Tlix, ROT 7 v a s aFITTEET,

[RSA4 ADEM (AddSlice) 1: ZD7 27 a »DFEMICHONTIZ, AT A4 ZADBENES
LT IEEN,

« [RS A4 ZADHIER (Delete Slice) ]: HIFRT 22T A AZ@EIRL, [F2 3> (Actions) ]
>[R5 A4 ZADHIB (Delete Slice(s)) 1227 V27 LET, F=v 7Ry 7 AERRETIC
HIBRT 7> a VEEIRT D L, =27 —NRRSI, ATARAZBRTH I )Rk bLE
R

254 AMDEM
ZOFNEICHES T, AT A EBIMLET,
A

GE)  TAALRTEBDOATA AD—HICTHZENTEET, A— MI, EEOHFLATL O
DATAAD—FINZ LRI ET A

1R HHEIIZ

TNRAADR— S EHF LWNART A RBNTHEIZ, TTICT 74NV N AT AO—HTHD
FNRAADTRTCOR— MEREEREZZ VT LET,
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z51z20%% |

ATy 71 [EE (Administration) ]>[RX 54 X (Slices) [I1ZBEL 7,
AT T2 [7UL 3y (Actions) ] a7 H Ty A=a—nb [R5/ ADEM (Add Slice) ] &R L £,
RTFYT3 [RTA ADEM (AddSlice) 144 T/ Ry 7 AT, ROFMEATILET,

R77:RZ4ADEM

J4—ILFK SR BA

[£% (General) ]

[ RZ4 R4 (Slice Name) ] AT A ADLHEEZANTILET,

[R=F (Port) ] [K— DRIR (SelectPorts) 1% 7 U v 7 L. [H—
FDEIR (SelectPorts) 17 4> R TTF /A R &
MEERAR— FEEIRLET,

GE) FNRAAZADTRTOR— MRF AT A A
FiZhHDZ L 2R LTI EE N,

ATV T8 [RS5A4RADEM (AddSlice) 1227V v 7 LT, A7 AEERLET,

GE)  HFHLWLWATAARBINEND E, T4V FDAT A ATFHARY HEHE— R £3, 77
T 4 Tl R— MERCOBHR N T 7 4V b D AT A A AFET DA, FAUTERARTIC AR F47,

ATA ABMENTZT A ZANATA AT RENET, 2 2E. TAADINRATA A
SHITBME L, T8 ABMESFE— F (E7I3BEERE 73R MEIRE) 12hd e, T34 R
WESLIZERENRZLSRY, TTHNVIDATA AZEREINET,

254 ADRE
AT A AERET DI, ZOFIEIENE T,

156 HHIIZ
AT A ADBAR— FEHIBRT DR, A= FOR— MERZHIRL TIZE0,

ATv 71 [EE (Administration) ]1>[XZ4 X (Slices) 1 IBEH L £7,
AT9T2 RSARDLHIEZ YV v 7 LET, HRAITH LY 0> RURHE ET,
RT9 T3 [TV 3> (Actions) 1>[RT4 ADEE (EditSlice) ]2V v2o LET,

[R5 4 ZD%RE (EditSlice) 17« > FURFRENET,
ATV T4 [R54 ADHRE (EditSlice) 1V v R CRERETEZITVET, ROFFMFRPFZRINET,
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K 78: X514 ADHwE

J4—ILEF E5BA

[£#% (General) ]

[R5 4 R4 (Slice Name) ] AT A ADAH, ZDT 4N NIERTE EY
/L/o

[(R—Fk (Port) ] ATGAAD—HTHLHAR— "B —BERINET,
VBN U CHIBRBINTE £,

ATY TS [R54 ADHmE (EditSlice) 127V v 7 LET,

AT7A4RXIZDNT

ATAAMERTHE, Xy NI =7 22 HOmBRy b =7 1B TEET, ZOMKRERIC
L0, BHEOMVBtshi-xy hU—7 ZE L. TNENICRR D=L LT 7R LAL
EEIDYTHZENTEET, KB xry hU—271%, 8, MAO I V—7 T 7Y
= a BN Y THZENTEET, UIVBESN-EE DRy hT—27 1%, Cisco Nexus
Dashboard Data Broker 7 7'V 7r— a V& H L CEHTE £7,

AT A AE, WO ZFESOTER SN E T,

Ry FNT—T TNRA R AT RAMEHTEDLT A A, X NT—7 TR RAFTAT
A A cFTEET,

XY NT—=T TRARAAL LV HE—=T 2 A ATAAMEHATELTNNA A AL L H—T =
LA, XY FT—=0 FHRARAAL LB =T 2 AIATA AW THAETEET,

AT A AVX, F v bU— 7 EHE 0 —/L % FD Cisco Nexus Dashboard Data Broker == — % — 73
VERCT 2R H Y £9°, 1ERtE. A T A A1 Slice Administrator 2 — /L & oo —H — )34
MCTxET,

R T LIEER

[ AT LIEHR (System Information) ] % 7'Zi%, Nexus Dashboard Data Broker = > k72— 3
J Y Nexus Dashboard Data Broker =2 F 7 —F AR A MIET LT X TOERBPFRINET,
ZOFHIZ, RO 2HOOEHLOTFIZHY £7°,

« [NDB f&#& (NDB Information) 1: 1 > A h—/L XA 7 BUEO L REE, LRIO BV
RE G722 EOFERPEENET,

o [ R T LIEHR (System Information) ] : Nexus Dashboard Data Broker = > h 2 —F 78 A |k
DEHAETY, AT, FHEFEHLATY, BEAT) R EOBERIEENET,
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1—%

1—%

B

5

a—vgz i

[1—H—&HE (User Management) ] % 7\Zi, ROV 7 X THRHD £,

« [2—%— (Users) ] : Nexus Dashboard Data Broker == > h B —F — D= —%—_ FEHIIZD

WTIE, 2—HFZZRLTIEEN,

2}

«[B—JL (Roles) 1: =2—HF—nEH ¥ THLNTWDHE—)L, FEMIZONTIE, 7—L

(Roles) ZZM L T2y,

«[FIL—7T (Groups) ] : R—=FNREDHTHRTNDET A A T )—TF, FIZHONT

X, ZN—T7EZR LTI ES0,

[ —H— (Users) ] # 7Zi%. Nexus Dashboard Data Broker = > k 7 —F D= —F — D g

FoRESNET,
ROFEME T T — T NVBFRRINET,

LJES

B8

A—H—

a—HF—pu A 4,

DT 4= RiFAA =Y T, A—
Y—%27 007 325L, B LWL A
WCERENET, ROBMT 73RN
THEITTETET,

« =P —D/RAT — ROLH

2P ORHOEE

A—)L

=P —DERPICED Y THNIZ 22— —
DOua—/b,

[Z—H— (Users) 1 ¥ 7 bBIRDT 7 v a v 2FTTEET,

c[2—%—DEM (AddUser) J: ZHAEMEHL T, HriLna—HF—2BMLES, Z0X
A7 DFFAMZHONTIL, 22— P —DBEMESRL T EIV,

s [2——DHIB (Delete User) ]: {TOEIHICH LT = v /Ry 7 ZA&A 1L T, Hibk
THA—PF—ZRRL, [2—HF—0DHIBR (DeleteUser) ] 22 U v 7 LEd, BRLT
SRR S NET, T s Ry s AERREPICHIRT 2 v 2 L A RRE, T
TRERINET, 2P —ZFIRTDH LI ITKRDENET,
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ZOFEICHE ST, FHLna—F 2B £9,

1R BHEIIZ

LW —PFZEN Y TR ENTEDLe—LEERLET,

£ 79: 12— —0EM

ATy 71 [E¥E (Administration) ]>[1—H & (User Management) 1> [1—% (User) JIZBEIL £,
AT T2 [7U 3> (Actions) | Kay Xy A=a—n5 [A—HF0EM (AddUser) | 23R L £,
AT9 T3 [A—H—DEM (AddUser) 1 ¥ A7/ Ry 7 AT, ROFFEMEATLET,

J4—ILFK

Bl

[—%4 (Username) ]

a—YHE AN LET,

Password

2—YPDONRRAT— RE AN LET,

IRAT — KL 8 ~256 LTFDEIT, KIFEL/NX
FhEi, Pl tb 1 o0FE, Pt b 1
DDOFTFUND L FHELLERH D £,

INRT— FDHER

NAT— RZH AN L THERBLET,

[2—% & A4 T?D8IR (Choose User Type) ]

RONTNDDOF TS a3 o ZBERLFET,

« [BE1—4 (RegularUser) ]: AT A AD7RW
NDB=» hr—Z(lu /A T&ET (F7+
IVIEDAZAR)

« [RS A4 R 21— (SliceUser) ]1: FFED AT A
ANZDHRT 72 ATEET,

[RT A4 X%ERIR (Select Slice) ]

DT 4=V RF, 22— XA TRRASTA R 21—
HoEAIcorEAINET,

RayFE T R RNLT AL AEERLET,
ER SN Tc2—Yix, BIRLIZATA RZORT 7
TRATEET,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1) —X 3.10.2




| Cisco Nexus Dashboard Data Broker (D #& X
1—4—niz7—rozE |

J4—ILE 5531

[A—/LDTE (SetRole) ] [B—JLDFER (Select Role) | #IR L £4, Forn
S DT 4 R e 2 T EE L — o | SO [ATILORER (SelectRols) ] 54 7 w7

BlooREf S E Ry 7 2T, 2—HFIEVLETHR—LDOF = v

Ry I AeA Az LET, a— /OB AR
RENET, [EIR (Select) 1227V v/ LTr—/L
PEVYLTES, BEOZ—F—IZEB KO — L%
BB THZLENTEET,
EATRE R — L A7 g VIO LB Y T,
« %y hU—7EBE (Network Admin) : 3%
TOT TV r— a kT D B EEE
[RA$EHt L £,
« X hU—27 F~X1L—% (Network Operator)

TRTCOT 7Y r—3 a CEEAIY BHMER
ZfRft L £,

ATy 74 [2—HDEM (AddUser) 1227V v 7 LT, HriLna—FZBMLET,

(B 2=V EERLZET, RATV—NIEETEETH, 2—FICH S ToNzr —/LIEET
TEHEA

A—H—DIRT—FDEE
DDA T — FEETY BT, ROFIAICHENET,

188 BRI
1 AL ED 22— — 2B L £ 7,

ATy 71 [EE (Administration) ]>[1—H—&H# (User Management) ]>[1—¥— (Users) | (ZBEI L £,
ATFY T2 A—H—0&H1%E7 ) v 7 LET, ARICH LY ¢ > RUBEHE ET,
RATYF3 [FU2 3> (Action) ]>[/SXT— KDZEE (Change Password) ] %7V v 7 LET,

[/SXTJ7— FMDZEE (Change Password) 1V (> RUBRFREINET,

ATY T4 [IRRT—KDZERE (ChangePassword) ]V 4 > KU CHERET ZITWVET, ROFEHERNPE RSN E
7T
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B -—v-ognozE

=R80:1RT—FDER

TJ4—ILF S ER

[£#% (General) ]

[2—%—4% (User Name) ] 2—HWLH, ZOT 4=V RIIEFETXEEA,
ERED/SRX T — K (Current Password) ] 2P —DBIED AT — RE AN LET,
(B o744 RiE, FHEL—VF—IZDH
KRSNET,
INRT—FK HLWAZAT— a2 AN LET,
[RRD— FDFERE (Verify) ] HE, LR T—REANLET,

ATv 5 NRATJT—FK%%Z®E (Change Password) 127 U v 7 LE7,

A—H—DREDEE
S F D n— L EBEET S0, KOFIEE A LET

1R BRI
I N b —H—Z24Ek L £9,

ATy 771 [EE (Administration) ]>[1—H—%&#E (User Management) ]>[1—4— (Users) 1IZBEIL £7°,
RTY T2 A—H—04Hiz7 ) v 7 LET, AUICH LY 0> RUBBE £,
ATFwF3 [7Har (Action) 1>[B—ILDZEE (ChangeRole) 127V v 7 LET,
[A—ILDZEE (ChangeRole) 17V 1 > RUNEKREINET,
ATy 74 [A—)LDZEE (ChangeRole) 1V 1 > KU THEREREZITWET, WOFEMIERNFRINET,

R 81 REIDERE

J4—ILFK SR BA

[£#% (General) ]

[1—+H—% (User Name) ]| =YL, ZOT 4=V RIFERERTEERA,

dA—H— S A TOER [E®1—Y— (RegularUser) | 721X [R5M4 R
a—H— (Slice User) 1OWFHnz gl LE7,
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o—i (Roles) |

T4—ILF Bl
[R5 A4 X%EEIR (Select Slice) ] Ry 7H 7y VA RNNLAT v a v ERRLE
j—O

ZOFTvavid, =Y — Z A TOBRIRDB[RF
4 R 1—H— (SliceUser) ] DHAICDHER S
i‘j‘o

[E—ILDZER (Select Role) ] [A—ILDFER (SelectRole) 1227 Vw795 L,
[B—JLDER (SelectRole) 17V 4 > RUNFERE
NET, FVFRZUEHEHLTr— L 28R L,
GER (Select) 1227 V> 27 LET,

ZOFT v a i, a—F— A TOERND [BEE
MD1—4H— (RegularUser) 1 T 5HAICOHRER
SNET,

ATy TS5 [{RT%E (Save) |27V v LET,

O—JL (Roles)

[B—JL (Roles) ] % 7IZiX. Nexus Dashboard Data Broker = > b & — 7 Cfli F A[4E72 17— /LD
SR ETRENE T, T MOE—ILTRD EBY TT,

* Network-Admin

* network-operator

FIZIIROFMB R RSN ET,

F% B

a—J)L o — )L D4 il
FRBNINA =V 7 TF, B—ILDOLH]
Vw73 HE ARNTHT LA iRk
RENFET, ZINBLETTEXHEMT 7Y 3
NI D EBY T,

o« T —)L DT N—TDE|I YT
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F%

B

LRILDETE

HENZEIY B THENTZL-ULTT, RO LR
JVISFIATEE T,

« 77V EMHE (App-Administrator) 9N
TOTF =% Ta—— )Y —=ZA~DT )V
TR ARG E£T
App-Administrator [Z1%, NXAPI F 7135
Bl 7 /XA A % Nexus Dashboard Data
Broker (ZiENT 5 Z LixTEEHA, [
! (Administration) ] % 7 2%
App-Administrator = — /L ® Nexus
Dashboard Data Broker Cffi ] TX 721 728
<7,

77 2—%— (App-User) : B3PV
V=R TN—TIZED Y THN TN DHHE
e VHA LT M BROFERROHERE
BB —PF—2 ko> TER SN Y
V—A%AERR, Matk. L E 72 ITHIBR
TOHT VR AERHY T, 77V 2—
#—1%. Bdge-SPAN, % > 7 BEEfT N
AR, BILOKRER— NOHrERRTE
£7,

77 22— —%, Nexus & v ¥ = h—
FRF—% Ta—h—n rRa P —
T, [AEROHER Z FF OB D2 —HF—(2 L5
TER SN Y —RAER A TEET,
7272 L. Edge-SPAN £7-(3BIDO7T 7V = —
Y=z Lo THER S 7= B 2 MRk 3 5
ZlirTEERA,

o 77U AL —% (App-Operator) : Fis*
B EHBEICT 7 BATEET,

[Z')v—7 (Group) ]

g—/ LB Yoz n—7,

[B—JL (Roles) 1 Z 7 b, IROT 7 va &I AT TEET,

«[B—/LDEM (AddRole) J: ZhEHEHALT, HrLLE—LZBMLETS, ZOX A7
DFAMZHONWTIE, 2—LOBEMESB LTI 7ZEN,

« [O—ILDHIBR (Delete Role) |: TORIHICH D F = v 7Ry 7 A% AN L CHIBRT 5
n—LEERL, [ 3> (Actions) | A==—25 [A—)LDHIER (DeleteRole) %
IV LET, FTxv IRy 7 AEHERETICHIRT 7 v a v az@S5E, =7 —NFER
SINFET, r— A ERIRT DL HTRODOENET,
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A—JL?iEfn .

Y

0—)LMD3E

GE) FxL b o— Il CcTEEEA,

LIFOFMEIZHED, m—v&ZIBML, £Ow—%& 7 —7IZBEEMNT £,

1R BHIIC
o — VZEE#fTT D 1 DU D 7 —T7 2B L £,

ATy 71 [EE (Administration) ]>[1—H—&# (User Management) ]>[H—/L (Roles) J1ZBEH L £,

AT9FT2 [FOHay

(Actions) | Rry XUy A=a—5 [A—/LMDENM (AddRole) ] Z&IRL £,

ATy 73 [B—LDEM (AddRole) 1A Tl Ry 7 AT, ROFEMEATLET,

*=82:0—)LMEM

J4—ILFK Bl
[B—JL% (Role Name) ] o— L E AT LET,
LRIJLDZEIR Key 2o UARNMSL L-ULEEIRL ET,

ATy 74 [BM (Add) 1227V y7 L Ca—AzBMLET,

A—J)L~ADY IL—

TDEY YT
COFEEEH LT, FA—T20—VIZE B TEST, LD, e—AFE DL THR
2T N—TDER—=EDRIZT 7V EATEET,

1R BHEIIZ
12 ko7 —7Z8INL£9,

ATy 71 [EE (Administration) ]1>[1—H—&®E (User Management) ]>[E—JL (Roles) ] IZ&E) L £,
ATV T2 BRENTEZT TN TA=ILOLRTEZ Y v 7 LET,
LSS UBRHANCER RSN ET,

ATw 73 [7U a3 (Actions) 1>[FIL—TDENY LT (Assign Group) 1227V v 7 LET,
WROFEME AT LET,
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T4—ILF

BLl]

A—JL%& (Role Name)

O—L4, ZDT7 4 —V RIIRETEERA,

[LARJLDER (Select Level) ]

O—)LDOLYL, ZOT 44—V RIIRETEEY
/l/o

[V IL—TDEEE (Set Groups) ]

[T IL—TD:EIR (Select Group) 1227V w7 L,
FREND [TIL—TDEIR (Select Group) 17 «
VRO TITN—THBIN L ET,

ATy 74 [BYHT (Assign) 1227V v 7 LET,

gn—7

[ZIL—7T (Group) 1% 7iCi%. R— b VA —FOFEMMNERENET, T 74/ FDTL—

FIIkDO LB TT,
« allPorts

TN—=T13, 1 DODTNA AETEFEEBDOT A AZETNDIR— DT N—T1FTHZEN

TEET.

ROFEME R T RN TR SNET,

eJES

FiEA

[Z')v—7 (Group) ]

T N—T DA,
FREGNINA NN 7 TT, LEixr U
IFHE, TA—TOEMBRRENET,

[(R— bk (Ports) ]

TN—T1Z80 Y ThHENZR— DR,

[FIv—T (Group) 1 # 706, ROT 7 v a2 FETTEET,

c[FIL—TDEM (Add Group) ]: ZHNEHEHLT, HLWIA—TZBIMLET, M
WZHOWTIE, Z—7DEMESRL T ZI0,

W

« [ IL—TDHIER (Delete Group) ]: {TORLIAICH LT = v 7R v 7 A% A4 2 L THIBR
THIN—TERIRL, [F2 3> (Action) | A==2—05 [FIL—TDHEIE (Delete
Group) 1227 Vv 7 LET, TRy 7 AZERETICTHIRT 7 a v aRE L
TT—NEREINFET, INV—TEBRTDI LI RDENFET,

\}

GE) FoxLF TA—T 3BT ERA,
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FIL—TDeM

JI—ToEm .

LW N—T %R 2120, ROFIEEZFATLET,

22— —DR— DT VR EETHEOD I N—TBERESNET, FA—7Fe—
WEIY Y THNET, 22— —idn —ZEEMN T B E T,

ATy 1 [EHE (Administration) ]>[1—H—%&# (User Management) ]>[4)L—7 (Groups) ] IZBEIL £,
AT T2 [7U 3> (Actions) | ey 7 Xy A=a—7156 [FIIL—TMEM (Add Group) ] &R L £,
ATV T3 [JIL—TDEM (AddGroup) | ¥ A TR T Ry 7 AnD, IROFEMEATILET,

= 84:5)IL—TDiEM

J4—ILF

Bl

[Z'IL—7% (Group Name) ]

IN—Te NI LET,

ERLFAR—F

[R— DR (SelectPorts) 15427 Vw7 LET,
ForIhic [[R— FDER (SelectPorts) 141 7 1
TRy I AT, Fovl Ry 7 A%F LT,
A= bE 7 N—=ICH0 Y TET, FA— FOFEMD
FlcF RS ET, [ER (Select) 1227V v L
TAR—=FEHD Y TET,

ATy 74 [JIL—TDEM (AddGroup) |27V v 7 LT, ZA—T7%BMLET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



