LR E

« DREHEEE (1 ~—)

DFEFAEEIE

Y
GE)  ZokZ a3 TiX. DCNM OVA/ISO DJEFICO A S Ed,

U U —2Z11.2(1) LAFF, Cisco DCNM TIdf LWk EH LW CLL T, v A7 A LETREHEDO A
A M=), Ty T T L= FMEOEIC, MEERHRETY, 7277 47 /= b AZ N, ) — R
WA EZ TV AR—F LT, XM T4 7 HA Y T v 7Ol O T7ICE Uit ENH D 2

LEMRTEET,
T4 7 ICCAREHEEA VA F—L

CiscoDCNM XA 7 4 7 HA® Y NT v TlX, 72747 /—RK
L. Y= 2AZBWHETD & sFHEFRAZ S J—FEAFRICEYENET, 77T 47

~ —t H
J—=RERZNA ) — ROW T CH UATEHERNLBERIGEIL, 77747 J— R bHAH
VA ) — RIZHHEEZ T AR—= T 20ERHY EI, Z1UTX Y., Ciscox1 T 47 HA
Yy N7y TOWMFTOET OEFENFR 2R £97,

S
GE) U U—2113(1) LAFFE T, REHFOEFEIC sysadmin = — V&2 T2 BE R H Y £7,

Cisco DCNM 1Z., KD 2 DDA EHZHAE L £77,
s HOEZGEWE (CiscoDCNM — R L XFXFE T 7Y r—2 a VR o REEG )

« Web Ul 72 & OAMEBIEFL LI0E 5720 D CA (RRALJR) B4 & GE &

)

GE)

CABLfTEFIHELEZA VA =T 5 E T, CiscoDCNM 1F4MEx >y hU—7 LilfEd 572D H
OB EZRRELET,
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B zvzeso~zxr 75057402

= Y.l > O —_
SFAAEEEDOARR N TS50 FT4 R
Cisco DCNM TORFESEHO N A RIA L ERA N T 7T 4 22 RITRKLET,

* Cisco DCNM 1L, AEMFEEZ LR, A1 VA F—)b, HI6, BELOPZ7 AR — b E2iFA v R—
NT 27D CLIN—AD2—FT 4 VT 4 2t LET, THOHDCLIIZSSH 2> Y —/Li»
LA TE, sysadmin 22— —DLNRINED X AT B RITTEET,

*CiscoDCNM % A VA b= F 5 L&, T 74/ THCELIEEWHNA VA F—L &
NTWET, ZoREHEX, JMFEOBEICHH SvE T, Cisco DCNM DA > A h—/L1%
12, CAEBLTEFHELZ VAT LA VA M—ILTHLERHY 9,

*« CiscoDCNM %A 7 4 7HA & v F7 v 7 Tld, DCNM 727 7 4 7/ — RIZ CA B4, &AL
HEEZA VA=A THZ MR LET, CAELATEAMEIL, ABIMICAZ R, ) —
FERMIENET, 2L, 72747 J—RERZ LA J— RO CH CA#HE IO
CA BUMERIMEEZ R T 2583, 72747 /— R bill#HEa =7 AR— ML T,
ABNA J—RIZAVR— T DHDUBERHVET, 77747 /J—RERZLINA ) —
FOMJZR CAEHEE > b3 £7,

N

GE) av¥®a—7 427 /7— REWHEMICERINAEHEEZMHT 572
W, VIAZRBHOa L  Ea—T 407 ) — RO T7 7 a b
EWhHyFHi,

« CN (JLili44) 24 L C Cisco DCNM T CSR ZE% L £9, CN & LT VIP FQDN ({RAH IP 7

R U AFQDN) #4587 LT, CAEAfI&REHEHEEZ A A h—/L L¥7, FQDNIX, CiscoDCNM
Web UL IZT 7 B AT B0 S HEEY 7 > b VIP (eth0 D VIP) f v X —7 = A A
DFEEBH KA A 4TI,

*CiscoDCNM %7 v 7' 7 L — R4 AT CA BLAMEFIHEN A VA b= SN TV 5HE4E
(X, CiscoDCNM %z 7 v 77 L — K L7248, CA FXM EALWE 20T 2 ERH Y &
7T

N

G AV IAr T 7T L—RERITINv I T v 7 B FEITT D855
X, GEHEO NNy 77 o T RIPETA2DLEITH Y FH A,

AR M=ILENT-EREDRR
Woa<wy REfH LT, £ A M= VSN EOFHMEZ LR TEET,
appmgr afw show-cert-details

appmgr afw show-cert-details =~ > KOROY > 7L J)Tld, CERTIFICATE 1 34MHx v b
T—7BI R Web 77 IR SN TN DEEHEEZ /R LE T, CEERTIFICATE 2 [Tl
HEInTWaatHEEZRLET,
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dcnm# appmgr afw show-cert-details

*FFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4202 (0x106a)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IN, ST=KA, L=BGL, O=xyz, OU=ABC, CN=<FQDN/IP>
Validity
Not Before: Jun 4 13:55:25 2019 GMT
Not After : Jun 3 13:55:25 2020 GMT
Subject: C=IN, ST=KA9, L=BGL9, 0=XYZ123, OU=ABC123, CN=<FQDN/IP>
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:bb:52:1e:7f£:24:d7:2e:24:62:5a:83:cc:e4:88:

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till DCNM
version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation guide
to restore

CA signed certificate to upgraded version.

alias = sme, storepass = <<storepass-pwd>>
Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:
MD5: E5:F8:AD:17:4D:43:2A:C9:EE:35:5F:BE:D8:22:7D:9C
SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E
SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key

GE)  <<storepass-pwd> > |%, DCNM H— DA > A h— U ER EN D /A T — RLFHTT, =

DL FH)NE <install dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZHY
%9, storepass-pwd @ denm.fmserver.token itz B3 L £ 9,

A A h—/L1%, Web Ul L CERTIFICATE 1 2% L %9, CERTIFICATE 1 3F|f T& 72\
G, ROa<vy REMHLT, 3 CoOT7 7V r—ya ra2EE LEESTI20ERH D £,
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e |
B aszazawzEorozr—n

\)

GE)  CiscoDCNM TR Ui <> RIZREW, 2OV F I A% T TNy a—T 40795191
LTL7ZE&EW,

CiscoDCNM A X K7y 7T IFAT AT, IROa~< FEEITLT, §XCHOT 7V &r—
TarvEELEBIOBE L., CERTIFICATELY oAy a—F 4 7 LET,

dcnm# appmgr stop all /* stop all the applications running on Cisco DCNM */
denm# appmgr start all /* start all the applications running on Cisco DCNM */

CiscoDCNM XA T A 7 HAT FIA T VAT, IkOa<r REFEITLT, $_XCTOT 7Y r—
TaraEIERBXOIE L. CERTIFICATEl 2 h T 7y a—TF 4 7 LET,

Bz IEX, denml 7 27T 47 J—FKZx~L, denm2 TARH 34 ) —REZRLET,

WD) —RTEITLTWET F ) r— g xR LET,

dcnm2# appmgr stop all /* stop all the applications running on Cisco DCNM Standby Node */
denml# appmgr stop all /* stop all the applications running on Cisco DCNM Active Node */

WHED ) —RTT 7V r—a B LET,

dcnml# appmgr start all /* start all the applications running on Cisco DCNM Active Node*/
dcnm2# appmgr start all /* start all the applications running on Cisco DCNM Standby Node*/

\}

GE) HHIPT FLAZ{HH LT, Cisco DCNM Web Ul #ENITAHRNC T T 7 Fv v a%2lEL
i‘g—o

CERTIFICATE1IZ, 75 ¥ DX F A HEICERINET,

CAZZTESEREDA VA F—IL

BHREOE X2 )T 4 HITE LT CABLMEZMHEEA VAN LTHZLE2BHDLET, CA
BT ERIHERNRH I, 77U FICL o THREEESNE T, CAELAT &R EZ T8 CHGES
HTEHLTEET,

)

GB  FEREIZ. REOBLMETLNEVERA,

CiscoDCNM XA > K7AY £y b7y T TCCAEBZBZAPELEA R MN—ILT S
Cisco DCNM |2 CA B4 XaFHELS A > 2 h— AT 312013, ROFIEEZEITLET,

Procedure

Step 1 SSH i K &2 &1 L C DCNM $r— e 74 LET,

FERRE
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

CiscoDCNM X2 > K70 £y b7y TTABLEATREES V2 h—1T 3 [

appmgr afw gen-csr =~ > K&A{{i] LT, CISCO DCNM #—/ 3T CSR Z4 % L £,

Note CSR & Cisco DCNM IZIEHFH DL DO TH Y | iy 9 2 CSR EHL AT ZZEHE DL NPT E D
CiscoDCNM {21 v A h— /L ENTWAHRBENH Y £3,

dcnm# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City]:San Jose
Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG
Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */

CSR 7 7 A /v denmweb.csr A /var/tmp/ T 4 L7 M VICER S ET,

xxxkkkkxxxk% CA certificate installation not completed yet. Please do followings. ****xx&dkxx
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z D CSR #RtHEEZEZ T — NITIEFE LET,
Note CA ELY— N, #gkics L Tr—H v TT,

AL Lo TEL SN EHEEZNE LET,

FOREJRI (CA) 1, 774~V i (Issuing/Subordinate) AEPHE, 35X OVL— FaEHED 3 S>D
AL & 2R LET, 3 DOREHE T T % one.pem 7 7 A VIZ&iH L. DCNMIZA »AR— kL%
ﬁ‘o

B L CA B4 A& FEH &% Cisco DCNM H— = v — L %1,

SEHIEAS Cisco DCNM $— 30 /var/tmp T 4 L7 hUICHDH Z L 2R L £,

WD a~ 2 RE LT, Cisco DCNM IZ CA B4 XAHEL A A =L LET,
Note LT L9212, MUBEPCROa~wy RERITTHI EafERLET,

dcnm# appmgr stop all /* Stop all applications running on Cisco DCNM
dcnm# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */

Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

followings:
On standalone setup execute: 'appmgr start all'

appmgr start all =< > F&{fif L T, Cisco DCNM TH LWEHETTXTo7 7Y r— g3 v
ZPEE) L E T,

FERRE .
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Step 8

dcnm# appmgr start all

appmgr afw show-cert-details =~ > RZ{FH LT, H LA A b—/L L7z CA BHAEWE % i

VAT AT, CAFIHIEEZHELCRBY, 77UV TR TEET,

Note CSR X Cisco DCNM (Z[HH DO HDTH Y . *f ity T 5D CSR FHXLAT EFEHZE D B DT E D
CiscoDCNM {ZA >V A P — /L ENTWALERLH Y 9,

DCNM 1A T4 JHAEY b7y T TCABRZEAMREEZSA VR F—ILT D

Step 1

Step 2

Cisco DCNM IZ CA BLAf X EES A 2 h—ATBI121F. ROFIEEEITLET,

\}

Note DIRiZRd L9, MUHFCRO A~y REFRTTLIEEMRLET,

Procedure

TIT 47 J— KT, SSHEiAZLMH L TDCNM — N izu 74 LET,

Note #lZ 1. CiscoDCNM 7T 275 4 7B LI RREZ 3,4 775 4T o A% denmlEB L KRdenm?2
WAEANZ R LET,

appmgr afw gen-csr =~ > K&A{{i[] LT, CISCO DCNM #—/ 3T CSR #4 L £,

Note CSR L Cisco DCNM IZ[EH DL DO TH Y | Ffhiy T2 CSR EHL A ZREE DL NPT E D
CiscoDCNM (24 VA F =L ENTWBUERH Y 7,

dcnml# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City]:San Jose

Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG

Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
/* Provide a VIP FQDN name of the eth0 interface*/

Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */

Note TIT 47 J—KRTCSREZENT D7 —ATix, Yrno7 b CTRilZERSNDG5E
{2, eth0 f % —7 = A A0 VIPFQDN & ##ifit+25 = L 2B L £,

FERRE
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Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

Step 11

DCNM 24 54 THA £ k7 v TTCABEFHEREES VR b—1T5 ||

Z @ FQDN (X, Cisco DCNM Web Ul Z#2#)j 4 5720127 7 U TAH L7z Web —3 7 R L&
THDHLENHY 7,
CSR 7 7 A )V denmweb.csr A /var/tmp/ T 4 V7 M VIC/E S VET,

xxkxkkkkxxxk%k CA certificate installation not completed yet. Please do followings. ****xxskdkix
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z D CSR HAtHHEEL T — NIZEGFE LET,
Note CA EL4Y— N, #Hgkicxf L e —h v Td,

CA BLY— )%, #HEN O CA BLWIM £ 72138k O 2 —H /L CAICTHZ N TEE
7,

PRI X > CHL SN EZRE LT,
B LW CA BAATEEEWE % Cisco DCNM r— iz —LE9,
SEHIE D Cisco DCNM B — 30D /var/tmp 7T 4 L7 MUICHDHZ L 2R LET,

AR NA ) — T, SSHuRZ&ZEH L TDCNM r—Nicu 74 LET,
AL NA ) — RT, appmgr stopall =2~ > REFHLTTXTOT7T Y r—rva 2L LE
7,

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node

denm2#

77T 47 J—RT, appmgr stopall =2~ REFHLTTIXTOT Y r—rva &L LE
D

dcnml# appmgr stop all /* Stop all applications running on Cisco DCNM Active Node
denm2#

7T 47 /— KT, appmgr afw install-CA-signed-cert =~ > K% {#i ] L TCisco DCNM |Z CA
BT ERIHEEA VA R— L LET,

dcnml# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */
Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

followings:
On standalone setup execute: 'appmgr start all'

7T 47 /— KT, appmgr startall =~ RZH L T, Cisco DCNM ETH LWk EF & &
bIZITNTOTF Y r—va v HEHLET,

dcnml# appmgr start all /* Start all applications running on Cisco DCNM Active Node

SEIZHETRTIZ, CiscoDCNM 7275 47 ) — FOFT_RTOY—EZARFEHEL TSI LR L
F7,

Note CiscoDCNM Web UL iz 74> L, sEHEOFFMNIEL W 2R LET,

AL A ) — R, appmgr start all =~ > RZMfFH LT, Cisco DCNM ETH LW viFHE E &
BIZTRTOT IV r—va 2@l Ed,

FERRE .
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dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node

TRk, REURSL )= RET T 4T ) — REHLWE T ERELTEET, Lo
T 77747 7—FICH LA VA =L ENTWD CABLAMEHEIZ, RF AL ) —
FCeREN £,

Step 12 TIT 4 TBLOAK 3L ) — ROIlj Jj ¢ appmgr afw show-cert-details =~ > K &{fH L T,
LAV A M=V LT CABELAMEZHR L £,

VAT AT, CARIMIEEZHELCRBY, 77UV TR TEET,

Note  FEWIEMRSERShARWGS, BT 22 ceko LET, %Y /=]
X, 77747 7= REDRINIAD LA D 37,

RAT 4T HA R Y N7 v 7 OWHOET T, [ URTHE L CA BAM X HEHIE 2 5 2
B BYNCT V747 ) — ROGWHEEA VARV LET, 727747 /— RZiEW#EE A
A=V LT&, 727747 /J—FKboitlEE2 =7 AR —bFL, WUEAEHEERAZ N4 ) —
NioA B —FLET,

TI9T4 /) —FDNBRAINA /J—KAGERREZ IO REKR—F+T
5%

DOFNEIL CiscoDCNM XA 7 4 7 HA By T v 7 ORZHEHENET, 77747 /—RIZ
AVAR=LINTWND CA BT EREHFIL, HITAZ A, = RICRsnTHES, =
L. WHOREAEIXT 7T 47 ) —FEAZ LA, J—ROW TRV 4, o rT T
AU EY v P2 RET 5848, 207y a Tl ENTWATFIEEZFITTH0LERH Y
7,

\)

Note pyiiEHiE IS AT ANHOTD, GEMEEZT7 AR — P LAVE I ITRIRTE ET, ZhbD
AEWIER L, BEREICHEE S22 L T T 47 /= FRBRORAZ S, /= FTHIZT S
ZENTEERT,

TIT 4T )= Rinb CAELMNEGNEEZT 7 AR— ML, AZ A ) — NZaEWEE A
A= F T 212E, ROFIEEFEITLET,

Procedure

Step 1 TIT 47 ) — KT, SSHuAZZH L TDCNM tr—Zm 74 LET,

Step 2 appmgr afw export-import-cert-ha-peer export =~ > K& L C, aEBE > R 2R L £
—gqo

dcnml# appmgr afw export-import-cert-ha-peer export

FERRE
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Step 3

Step 4

Step5

Step 6
Step 7

Step 8

FvIvL—rgcianEsExss

SERHEANL RAEZ A N, J— KRB abt—LET,

Note AR NA ) — R EOREHELZ, SSHIAK TIRE SN TWAETicar—LTnh 2 &
PR L FET,

AL LN, ) — R, appmgr stop all A~ REMH LTI RTOT T Y r—va v affik LE
ED

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node
denm2#

appmgr afw export-import-cert-ha-peer import =< > R&ffH LT, A¥ /N1 /— RIZiEAE
A VR—NLET,

SEHIEAN RABA Vi R— &N, AX U, J—RIZA VA = ENET,

AH A ) — KT, appmgr start all =~ K&{fH LT, Cisco DCNM | CH LW aEH#E & &
HiIZTRTCOT TV r—ra raHRi L9,

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node
ZHZED, RS, )= RTT T r—va ryREHILIEXIZ, BiLng AR —hShiz
AEIE RIS £,

AH N, ) — KT, appmgr afw show-cert-details =~ > FZ2FH L T, HriL< A F—rSh
72 CA B &AW H AR L £,

INT, VAT AET VT 47 ) —REAZ LS, ) — ROWJ; TR CitWEE ML TE 5 55
W20 FE LT,

TvITTL—NEICGERREZERTT S

TDOAN=ANE, A TAY T 7T —FK FakA0B%H L1z Cisco DCNM 7 v 77
L— RFRFECEHA S NET, ZOFEE, F T/~ 3 D CiscoDCNMT 774 T 2V ATDT —
DNy 7T T EFITCITITBES D £8 A,

FEE OETCIIMBIEN 72 A D= AL THLHZ LIZHERLTLEIN, 77V r—va vz
THEHTLIVLERSY £, HIGIE. 7Ty 77— RSNV AT LANEE L TODLERIZDH
FITTHDENRHY T, DFED . CiscoDCNMWeb ULIZ1 7 A > TE 0% NH Y £, Cisco
DCNM XA T A 7HAEY NT v TlE, 72747 J—RERZLNA J— RO Jj T H
BORMEL SN TWHRBERDHY £,

\}

GE)  iEIZ, RORNTOREILTHLERH Y 5,
o T w7 L— NENZ CA BAFTZREMHEN AT AL VA =L I N TN B85,

112 KV HIONR=Y g B AR—=T 3 2 11200 BIFICT v 77 L— R LTV 54,

FERRE .
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CiscoDCNM % 7 v 77 L— R L7248 1%. 18709 D11l CERTIFICATE 1728 CA B4 & ar =
THLIDUTREHEZR T 20LER’H Y F9, TRUAOEGEIL., GEHEEZEICT 2 0ERD
D \i‘a—(}

WDH T Rt X 91, appmgr afw show-cert-details 2 ] L CREWIE &2 MR L £,

dcnm# appmgr afw show-cert-details
*FFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1575924977762797464 (0x15decf6aec378798)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, O=Enterprise CA inc, OU=Data Center, CN=dcnml.ca.com

Validity
Not Before: Dec 9 20:56:17 2019 GMT
Not After : Dec 9 20:56:17 2024 GMT
Subject: C=US, ST=CA, L=San Jose, O= Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:cf:6e:cd:c6:29:30:08:df:92:98:38:49:9c:2a:

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till DCNM
version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation guide
to restore

CA signed certificate to upgraded version.

Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:

SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E

SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

7y T L—K#IZCiscoDCNM XA > F7aOY vy b7y JTCiEREZETT S

CiscoDCNM A& v R7a v gz ) UV —R 17 v 77 b— F LIEBICEE EZ2E 0T 51213,
WOFIREFEITLET,

FERRE
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Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

7975 L— I CiscoDCNM A 7« THA 1y 17w TCiEMBEERT 5 |

Procedure

Note VY —=AZT v 77— KT L, CAEXMNERMNED Ny 77 v 7S ET,

CiscoDCNM A& > R7u v 7T I3A T UV APREEILT v 77 b—REnizb, SSHZfH LT
DCNM #—Nizme 74 LET,

Kpa<ry REMHLT, $XToO7 7)) r—yarzEELET,

appmgr stop all

WDa~<y REMHALT, aEEEZETLET,

appmgr afw restore-CA-signed-cert

[IELy(yes)] EAB L, LURTA v A b=V LIZREEZE LT 2 L 2R L E T,

ROa<wy REMHLT, $XTOTT YV r—varwliiLET,

appmgr start all

appmgr afw show-cert-details =~ > RZ{FH LT, H LA A b—/L L7z CA BHAEWE % it
RBLET,

VAT AT, CAMIHEZHEZELTRBY, 77UV THRTEET,

7w TS5 L—Ki#ZIZCiscoDCNM 1 T4 JHAEY b7y JCiEREZELT S

Step 1

Step 2

Step 3

CiscoDCNM %A 7 4 7 HA |y N7 v 7T, itHFIXT 7T 47 /J—RERZLNA J— K
DOWIFIZA VA =L ENET, TIVT 47 ) — R CORFWNELZE T LILENHY £, iF
PEIZRAZ o J— R eI S ET,

CiscoDCNM A X > R7 v EZ Y U —R 17 v 77 b— R LIRS E21E07 5120,
IKOFNEERITLET,

Procedure

SSH #{#i /] L T Cisco DCNM #—Njca 7'« » LET,
Note Wz1X, TI2T 4 7BIOAX N T 47T 2 A% denml B L O denm2 (2 iz
R~LET,

AL LA ) — KT, appmgr stop all 2~ FEZMHLTI~TOT7 7 ) r—varzFihLE
bé‘o

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node

72T 47 /—RT, appmgr stopall 2~ P& LTI~TOT7 7V r—arzfFb L%
j‘o

denml# appmgr stop all /* Stop all applications running on Cisco DCNM Active Node
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Step 4

Step5
Step 6

Step 7

Step 8

appmgr afw restore-CA-signed-cert =~ > AL T, 7277 47 /— RO EEETL £
T

dcnml# appmgr afw restore-CA-signed-cert
[IELy(ye)] EATIL, BUHTA A b=V LIcREFZE LT 22 L 2R L £ 7,

TIT 47 J—RT, appmgr gartall 2~ REH L TIRTOTFY r—ra xR LE
j‘o

denml# appmgr start all /* Start all applications running on Cisco DCNM Active Node

Sl HETPRTIZ, CiscoDCNM 7275 47 ) — ROTRTOYF—ERARHHEL TWB I L E2MRL
ij_o

Note CiscoDCNM Web UL izva 74> L, fEMIFEOFMBIE LW 2R L ET,

AL NA ) — KT, appmgr startall =2~ > REFH L TTXTOT7 Y r—va U 2RRE) L E
D

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node

LIEBLS o Thb, RZUNAL J—=FNT7 7747 7 —FREFEMILET,

TIT 4 TBEORE XA ) — RO J5 T appmgr afw show-cert-details =~ > K& L .
LA VA M=V LT CABLAHEZHR L £,

VAT AL, CAREIEEZHNELTEY, 79U THRTE X,

LAFTIZA R b—I)LEnt-CAEZ{TESEAEDERIEEET

Step 1
Step 2

CABXTZAMEDA A =, on, EHIT, VP — R X—=FT s OEZ T — PR LTND
72D, WML 7 a2 T, ZHUTEY, BRolitlEL A VA M= TH2 L LD
ANELDGERSHVET, ZOXIRTFIATIE, BHOA A N—NVERITT v 77 L—
ROFNZA VA b=V SNTaltEZEICT 2 2 L 2B LET,

PAHTICA VA b=V ENTZCABLATEFIHE AR L TEICT A1, OFIEEFEITLET,

FIg

SSH ity K & &t L T DCNM Y—ice 74 LET,
/var/lib/dcnm/afw/apigateway/ 7 4 V7 b UICEEILET,

denm# ed /var/lib/dcnm/afw/apigateway/
dcnm# 1s -1ltr /* View the contents of the folder

total 128

—rw--————--- 1 root root 1844 Nov 18 13:14 dcnmweb.key.2019-11-20T132939-08:00
-rw-r—--r-- 1 root root 1532 Nov 18 13:14 dcnmweb.crt.2019-11-20T132939-08:00
—rw--————--- 1 root root 1844 Nov 20 10:15 dcnmweb.key.2019-11-20T132950-08:00
-rw-r--r-- 1 root root 1532 Nov 20 10:15 dcnmweb.crt.2019-11-20T132950-08:00
—rw--————--- 1 root root 1844 Dec 22 13:59 dcnmweb.key

-rw-r--r-- 1 root root 1532 Dec 22 13:59 dcnmweb.crt
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Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Tl |

denmweb & denmweb iE, BifE, AT LA VA =L ENTNEF—LEET 7 AL TT,

kD7 7 ANZIT, FALDAZ T T 4y 7 ZEMGHLT, BIEDOT v 77 L— RERITE
TEDHNIA A b=/ S TWD F— LA E DT Z i+ 5 DIARLH £,

appmgr stop all =~ > R&{fH LT, CiscoDCNM [ CHEITEINTNDLTRTHOT 7Y r— 3

VEFIELET,

denmweb . key BL Ndenmweb.crt 77 A NVDNNw 7T v A LD £9,

Boe T oV — LA EORT ZRE LE T,

X — LREHE O T % denmweb.key 35 X OV denmweb.ert & LT (XA DARAZ T BT 4w 7 AR
LT)a—LET,

appmgr start all =~ > K&{fH L T, CiscoDCNM L CHEITEINTNWDLTRTOT S r— =

YEBIBLET,

appmgr afw show-cert-details =~ > Rz LC, GEMFHORE4NZ M2 L £ 3, CERTIFICATE 1
1% CA FZXAATEAEE T,

GE)  CA B4} X EFHE) Cisco DCNM Web UL IZFE R SR WSS, F7213 DCNM H— /373
TT— A vb—UEREGE LT, VAT AEHESHTOILERHY 5,

A4 R F—JLLT-EERE DR

appmgr afw show-cert-details =~ > RZffH L TA > A b— L LRl EEZ TR TE, Web 77
U WIZ L o TREHEDNG A iR L E 9, Cisco DCNM (X3 TOREAE T T o7 4 (Chrome,
IE. Safari, Firefox) AR —FLET, LarL, &7 7 U TITREHEHRD LR > TRRSH
£

TI7UFDOT A Z Web YA FT, 7T UFORAERESHET LI LE2BEIOLET,

DA =2y NI, iEHEZHRT 57290 Chrome 7T U N— 5 0 74.0.3729.169 DT
—g—O

1. URL https://<dcnm-ip-address> & 7% https:///[FQDN> % 7 7 U D7 R LA N—IZ A J L E
ﬁqo

Return ¥ — % L £7,

2.ﬁ%%@@ﬁﬁ%d%\mu74%WP@EM@74:VKny774:y[“]ik@?

S—hrqav L nEFshET
FAavEIY v LET,

FERRE .
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A NotSecure hitps://172.22.31.53

Your connection to this site is not
secure

You should not enter any sensitive information on
this site (for example, passwords or credit cards),
because it could be stolen by attackers, Leam
more

You have chosen to disable security warnings for
this site. Re-enable warnings

B cenificate {invalid)

@ Cookies (3inuse vifrarn,
CIsco

ata Center Network Manager!

Version 11.2(0.395)

I3 Site settings

3. BW— R, [RERAE (Certificate)] 7 4 — /N K& 27 U v 7 LET,
AEEOE RPN INET,

. FERRE
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@ denmea

localhost

Issued by: denmea

Expires: Friday, October 13, 2023 at 8:39:39 PM Pacific
Daylight Time

© This certificate is marked as trusted for this account

Country US
State/Pr s CA
Lo ¥ San Jose
Organization Cisco Systems Inc
Organizs al Unit Data Center
Name localhost

o try US
a ta State/Pr ce CA
Locality San Jose

Organization Cisco Systems inc
Organizational Unit Data Center
Common Name dcnmca

Serial Number 1644447264
Version 3
Signature Algorithm  SHA-256 with RSA Eneryption
11.2840.113549.1.1.11 )
Paramaters Nong

Not Valid Before  Sunday, October 14, 2018 at 8:39:39 PM Pacific
Daylight Time
Not Valid After Friday, October 13, 2023 at B:39:39 PM Pacific
Daylight Time

LRENTWDHEEH L, appmgr afw show-cert-details Z il L TRl E OB M 2 MR L & &
W2, AEHE LICRR SN TV LR E — L TV D RERH Y £,
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