sl BAE

« CA B4 ¥ At E O URFF, on page 1
» SAN Windows/Linux @ FEBH E&HE, on page 2
* SAN OVA/ISO DREMEEH (10 ~—7)

CA ERFAILBHAEDRE
T T L— RRIZCABAAT & SSLAFHEAZREFT O LENRH 2 5E81F. RO TIEEZFATL
F9,
3 —R7xz7b—varty N7y 2R L, IMBCAGEAZELZEHT 2561L. ROTF
% 4T L ET,
1. 7=zFL—33 20 DCNM — "% LET,

» Windows D34 : C:\Program Files\cisco %l Systems\dcm\dcnm\bin (2
#E L ¥£9, StopLANSANServer.bat X 7NV 7 U v 7 LT, y—ERX&EILLE
j—o

e Linux D3E : /root ~DOr 74 LET, [root/Stop_ DCNM_Servers =~ > R4 Aff
ALT, y—r2x&xEILET,
2. 7A=Y —"OCAGEAEEZLER L, FU CAGEHEEZ I S>OED XY H— |2
ALET,
3. BT IA~Y B—REEBL, RIZT=zFL— a0 TEh XY —_"ZEEL
7,
F—ARTONRAT— REZIFTA VT AZERTTHEE1EL. IROLGHTIZH D standalone-san
REFa A N CTEFTHLENDD Z EITHEE LT EEN,

< DCNM install root >
\decm\wildfly-14.0.1.Final\standalone\configuration\standalone-san.xml

keystore # 7L A VT ZADNRAT— REEH L ET,

uwnz [l
|



itsiz |
B san Windows/Linux oiEBRE B =

<keystore key-password>="<<storepass-pwd>> key-alias="updated-key-alias"
keystore-password="updated-password"
path="<DCNM install root>\dam\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks">

)

Note <<storepass-pwd> > |L, DCNM P— DA A M= VBRI AEREN D RA T — RLFF| T,
ZOXFHNX <install dir>/dcem/fm/conf/serverstore.properties 7 4 L7 RV
(2 Y £9, storepass-pwd 7 denm.fmserver.token fii % Bt L £ 97,

Procedure

ATV TN WOGFHNOELEGERNEELNY 7T v T LET,

» Windows D4 -
<DCNM_install_root>\dcm\wildfly-14.0.1.Final\standal one\configur ation\fmser ver.jks

e Linux DA

<DCNM _ingtall_root>/dcm/wildfly-14.0.1.Final/standal one/configur ation/fmserver.jks

ATFw T2 CiscoDCNM U U —Z 11.5()IZT7 v 77 L—FRL%ET,
ATV T3 Ty 7T L— Rk, CiscoDCNM DT v 77 L— RENT"—V g v LR UEANCEREZ 2

E—LETS
Note A7 w7 1,0onpage 2 IZFLHE SN TV D D & [E UGATICEEHE A v — N9 2 20
bHYET,

XATw 4 DCNM ¥— v 2 ZHiE#E L £,

SAN Windows/Linux QO iFEHEE

Z Z Tl&, Cisco DCNM CREHEZFHET D 3 2O FIEICHO W THH LET,
F—RANTDONRAT—RELITTA VT RAEERTTIHEHEIT. ROLGFTICH 5 standalone-san
RE¥F2 AL N TEFHTOIVNERNDHDZLICHEELTLEE N,

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\standalone-san.xml

keystore # 7' D/X AU — RN & key-alias Z 7 DA U7 A& RO L IITHHLET,

<keystore key-password>="<<storepass-pwd>> key-alias="updated-key-alias"
keystore-password="updated-password"
path="<DCNM install root>\dam\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks">

W vz
I
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segsssLianzonA

\)

Note <<gorepass.pwd> >3, DCNMP— DA A F—VERICAR SN D XA T — RLFEF| T,
ZOFH|E <install dir>/dcem/fm/conf/serverstore.properties T4 L7 k1
(2 Y £9, storepass-pwd 7 denm.fmserver.token fif %z Bt L £ 97,

ZITHE KONFIZONTHI L ET,

B2 E% SSLEIAEDEA

Procedure

ATY 71 DCNM H—E R &1 LET,

ATV T2 WOBFICHLF—A T OL4RTEETLET
< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks

~

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks.old

ATY T3 a~v R7e 7 F) 5 <DCNM install root>\dem\java\jrel.8\bin\ (ZBHEIL 7,
<DCNM install root>\dcm\java\ljdkll\bin\
RATFY T8 kOawr REMHALT, BOBLMHELZERLET,

keytool -genkey -trustcacerts -keyalg RSA -sigalg SHA256withRSA -alias sme -keystore

<DCNM _install_root>\dcm\wildfly-10.1.0.Final\standal one\configur ation\fmser ver.jks -stor epass

<<storepass-pwd>> -validity 360 -keysize 2048

Note <<sgtorepass-pwd> > [X, DCNM H— 3D A A h— ) /VEFZAER I H /XA Y — K3
FHITT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y 7,
storepass-pwd @ denm.fmserver.token fif z Bufs L £ 97,

ATy 75 DCNM #—bt 228t L E7,

uwnz [l
|



itsiz |

. Windows TH—V—LEHA L TAEAZERNER SN SHI5E SSLAIAEEEAT S

Windows T¥%—

V—ILEER L TS ERPER SN HI55 SSLAE

BREZEAT S

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

B iss

Procedure

DCNM #—E R &=L LE9,
WOBFZHDX—A N T OL4FTEEFELET

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks

~

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks.old

o~ R7a 7 M5 <DCNM install root>\dcm\javaljrel.8\bin\ IZBEH L £7,
<DCNM install root>\dcm\java\jdkll\bin\

WDa<y FEFEHL T, DCNM F—2Z 7 TABME X —7 24K L ET,

keytool -genkey -keyalg RSA -sigalg SHA256withRSA -alias sme -keystore
"<DCNM _ingtall_root>\dcm\wildfly-14.0.1.Final\standalone\configur ation\fmserver.jks" -storepass
<<storepass-pwd>> -validity 360 -keysize 2048

Note <<storepass-pwd> > (£, DCNM P+ — 3D A > A b —/VIRFIZAER S D /XA T — R
FHITT, ZOXFHL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd @ denm.fmserver.token fif z Bufs L £97,

AT 7" 4, 0n page 4 THERE ST ABF—2 HREAEE 4 23R (CSR) =24 L ET,
keytool -certreq -alias sme -filedcnm.csr -keystore” <DCNM install
root>\dcm\wildfly-14.0.1.Final\standal one\configur ation\fmser ver.jks" -storepass <<storepass-pwd>>

Note <<sgtorepass-pwd> > X, DCNM H— 3D A A h— ) )VEFFZAER I H/NA Y — KL
THITT, ZTOXTHNE <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y 7,
storepass-pwd @ denm.fmserver.token fif z Bufs L £ 97,

Note denm csr 7 7 A /WiL, /usr/local/cisco/dcm/java/jdkll/binildH b F—
V=T 4 b7 MUIER S ET,

CSR % CA IZ#fE L. Base-64 B CEAf EHAET =— 2 X ua—RKLET, ZhiZ
X0, plb 77 A PMER SN ET,

CA X, FEFAE L BAGEHEL PKCS 7 (p7b 7 7 A /L) £721% PEM (.pem) 7 7 A /L DFEH
EBF 2L LTRMETHZENH D 5, CARERMLZPKCSTIEXOELEIE, AT v 77,
on page 5 (2 E) LT PEM ERUCEH L £7, CA N PEM B ZRM LIZEAIX. AT v 78,
on page 5 ([ZHEAFE T,



RS

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

Windows TH—V—ILEEAL TREAEERNER SN SHI5E SSLAIAEZERAT S .

Openssl Zfffl L C, PKCS7REIET = — > % X509 GEETF = — AR L £,
openss pkcs7 -print_certs-in cert-chain.p7b -out cert-chain.pem

Note tiEma~<r R T, 2—W—2 cert-chain.p7b ®IE LWEFT~DHaxf /S A £ 72
ITFEXS S A DWNT IR L TS Z L 2R L £,

WO FNEIZHE > T, BHNTHFFEHEEZ A AR — L, KRiZrootitE%Z A A — L, B4
FEFEAFEZ KEIZA v AR—FLET,

keytool -importcert -trustcacerts -file cert-chain.pem -keystore

"<DCNM _install_root>\dcm\wildfly-14.0.1.Final\standal one\configur ation\fmserver.jks" -storepass
<<storepass-pwd>> -alias sme

Note <<storepass-pwd> > (X, DCNM % — 3D A > A b —/VIRFIZAER S D /8A T — R
FHITT, ZOXFFNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y 7,
storepass-pwd @ denm.fmserver.token fif & Bufs: L £,

Note tieoa<r R T, 22— =2 cert-chain.pem 7 7 A /LD IE L WA ~DHaxt
INAETNTHR SADONT NN ZRAE L TWDH Z L 2 MR L E T,

TIA<Y =B ROAav L REEHLT, 727 b—var ty N7y 70K =
DARNT ZERR L £,

keytool -importkeystore -srckeystore

/usr /local/cisco/dem/wildfly-14.0.1.Final/standalone/configur ation/fmser ver.jks -sr ckeypass
<<storepass-pwd of primary>> -srcstorepass <<storepass-pwd of primary>> -srcstoretype JKS
-destkeystore /usr/local/cisco/dcm/wil dfly-14.0.1.Final/standalone/configur ation/fmser ver 2.jks
-destkeypass <<stor epass-pwd-of-feder ation-ser ver >> -deststor epass

<<storepass-pwd-of-feder ation-server >> -deststoretype JK S -alias sme

Note <<storepass-pwd> > (£, DCNM % — 3D A > A b —/VIRFIZAER S D /8 A T — R
FHITT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd @ denm.fmserver.token fif z Bufs L £ 97,

LU fmserver2jks # 7 =7 L— g v =27 =T L— g v =D

lusr /local/cisco/decm/wildfly-14.0.1.Final/standalone/configuration 7 «+ L 7 U |Z fmserver.jks &
LTkY £97,

72T b= a VREDTRTOY =T, AT v 7 AT v 7 9,onpage5 & A7 v 7 10,
onpage 5 AR KL ET,

DCNM #—bE 2 Zfis L £7°,

=T L—varRET, 74~V PN 2FAOY N 3FHOY — N EJEFICEE)
LET,

SANZ A4 7 FORBIZFENIT H7HOIC, 727 b—2a VRED2HFEH L3IFHO T —
O] 71 lusr/local/cisco/dem/fm/lib/fm/fmtrust.jks 12 & % serverl @ fmtrust.jks =2 &°— L &
7

anz B
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B oinxcr—y— L EERLTHREERNER SN L 2= SSLAREEHAT 5

FEMM7RFNEICOWTIE, SANZ ATV FBIOT A XA =32 —V vy D) #5R L TL72
éb\o

Linux TX—Y—JLZEAL TAEHAEERNER I NT-& =2 SSLEE
BEZEARAT S

ATy T

ATvT2
ATvT3

ATvT74

ATvT5

B iss

Procedure

appmgr stopdenm =2~ > K& LT, DCNM % —E 2 E72/EDCNM 7 7' U r—3 3 v & f%
LET,

WO DF—A T OARTEERLET,

< DCNM install root
>/dcem/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks

HHY

< DCNM install root
>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks.old

avy R Far T b b, W7 AV ITBEI L ET,
<DCNM install root>/dcm/java/jdkll/bin/

WKDa<y REMHHA LT, DONM F— 2% b7 CABEF—<7 24m L £7,

Jkeytool -genkey -keyalg RSA -sigalg SHA256withRSA -alias sme -keystore

<DCNM _install_root>/dcm/wildfly-14.0.1.Final/standal one/configur ation/fmser ver.jks -stor epass
<<storepass-pwd>> -validity 360 -keysize 2048

Note <<gtorepass-pwd> > |Z, DCNM H— DA > A h—)VIFIZAER S D /NA T — R
FHITT, ZOXFHL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd @ denm.fmserver.token fif 2 B/ L £ 97,

AT w7 4, onpage 6 THEK SN TNDAHFT—G, FEHESBHLER (CSR) 4K L ET,
Jkeytool -certreq -alias sme -file dcnm.csr -keystore" <DCNM install
root>/dcm/wildfly-14.0.1.Final/standal one/configur ation/fmser ver.jks' -storepass <<storepass-pwd>>

Note <<storepass-pwd> > (£, DCNM H— 3D A > A b —/VIFIZAR S D /8A T — R
FHITT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y F7,
storepass-pwd @ denm.fmserver.token fif z Bufs L £ 97,

Note denm csr 7 7 A JWiX. /usr/local/cisco/decm/java/jdkll/bin iZ&H 5 F—
Y=L T 4 L7 M UIHER S ILE T,
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ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

Linix TH—Y— L&A L CHERBERSER S L = ssLiEEEEAT S |

CSR % CA IZi5{5 L, Base-64 X CEHEAF EEAETF = — 2 Xy on—RFLET, ZhiZ
X0, .p7o 77 A NIPMERENET,

CA %, FEIAE & BAGEHE% PKCS 7B (p7b 7 7 A V) £ 7213 PEM (pem) 7 7 A /L DFEH
EF - LTREETDZE08H Y 9, PKCS 7T CA NFEAET = — 24t L
WA, A7 v 7 7, onpage 7 \ZBE) L C PEM IERUCEWA L £4, PEM JEU T CA 23iFE
Fx—rrRME LESEE. A7 v 7 8, onpage 7T ICHENL £,

OpenSSL #{#ffl LT, PKCS 7 iEiETF = — % X509 it ETF = — oA H L 7,
openss pkcs7 -print_certs-in cert-chain.p7b -out cert-chain.pem

Note EiEna~<r R T, 22— —2% cert-chain.p7b OIE LWGAT~DHax /S 2 £ 7214
R XA DONT NN ERPE L TWDZ 2R LET,

WOFNEIZHE > T, mANZHHFEHELZ A A — KL, KRiTrootitlFEL A R —rL, B
& REAEZ RIS AR —FLET,
Jkeytool -importcert -trustcacerts -file cert-chain.pem -keystore

<DCNM _ingtall_root>/dcm/wildfly-14.0.1.Final/standalone/configur ation/fmser ver.jks -stor epass
<<storepass-pwd>> -alias sme

Note <<storepass-pwd> > (I, DCNM H— 3D A > A2 M—)VIRFIZAER SV D /XA T — R
FHITT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 7 4 L7 RV IZH VD £,
storepass-pwd @ denm.fmserver.token fif z B L £97,

Note tieoa<r R T, 22— =2 cert-chain.pem 7 7 A /LD IE LWGAT~DHaxf
INAETNIEG AN ADNT NN ZRAEL TWD Z L 2R L £ T,

TIA=Y =" bkDav s REEHLT, 727 b —var By N7y 7 THEH—A
DA LT 2R L E T,

keytool -importkeystore -srckeystore

/usr /local/cisco/dem/wildfly-14.0.1.Final/standalone/configur ation/fmser ver.jks -sr ckeypass
<<storepass-pwd of primary>> -srcstorepass <<storepass-pwd of primary>> -srcstoretype JKS
-destkeystore /usr/local/cisco/dem/wildfly-14.0.1.Final/standalone/configur ation/fmser ver 2.jks
-destkeypass <<stor epass-pwd-of-feder ation-ser ver >> -deststor epass

<<storepass-pwd-of-feder ation-ser ver >> -deststoretype JK S -alias sme

LU fmserver2jks # 7 =7 L— g v =27 =T L— g v =D

Jusr /local/cisco/dem/wildfly-14.0.1.Final/standalone/configuration ¢ L 7 k U {Z fmserver.jks &
LTiEY £79,

72T L=y a VREDTRXTOY =T, A7 v A7 v 7 9,onpage7 & A7 v 7 10,
onpage 7 VKL E T,

SANZ FA4 7 FOEBZANIT D20, 72T L—2a VRED2EFHR L3FHDOT—
XD 71 Jusr flocal/cisco/dem/fm/lib/fm/fmtrust.jks (2 & % serverl @ fmtrust.jks 2 =2 &°— L £
D

FHEMZRFIRIZOWTIE, SANZ FA 7V FBRUOT NS 2 v 32—V vy OELHE 22 L T2
él/\o

anz B
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itsiz |

. Linux T OpenSSL Z{fl L CAEBABERMNER SN 555 SSLEAIAEZ2ERT 5

ATy 713

DCNM H—bE 2 ZBHtA L E T,

TxTb—valrRET, T4~ = 2FHOY =3 3FH DOV — " ZJEEIEE)
L/\i‘é—o

Linux T OpenSSL Z{£ A L TAEBAZ ERMNER SN SH15E SSLAFEAE

ZERAT D

ATy T

ATvT2

ATvT3
ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

B iss

Open SSL A i U TR S AL 7- REHEZER Z ] L T Cisco DCNM T SSL EHE AR ET 5
WZiE, ROFNEZFEITLET,

Procedure

appmgr stopdcnm =~ > K& LT, DCNM % —ERAE7ZIEDCNM 7 7' U r—3 3 > &4g
LET,

KOG HF—A N7 DA ZEL L ET,

< DCNM install root
>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks

~

< DCNM install root
>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks.old

a<w> R 7r 7 M5 <DCNM install root>/dem/java/jdkll/bin/ IZBEIL £7,
OpenSSL Z{# il L C RSA f¥E X — & ER L E T,
openssl genrsa -out dcnm.key 2048

WDa~<wr REfH LT, BOBEAMRE (CSR) 4/ L E7,
openssl reg -new -key denm.key —sha256 -out denm.csr

CSR %R EFREMBIICIEE L, Base-64 PN CEAMN EFEAEF = — 2 ¥V m—RNLE
T, ZHUCLY ., pTh 7 7 A VDBERR S ILE T,

CA X, FEMAE L BAGEHESL PKCS 7 (p7b 7 7 A V) £721X PEM (.pem) 7 7 A /L DFEH
%%:—V&Lf%1¢5*&ﬁ%bi¢ CAMNPKCS TR Z#AL L TV DI, AT v
77, on page 8 |2 E) LT PEM = UICEHL L £9°, CA 73 PEM EUE 2 L TV 285413
AT w78, onpage 8 IZHEHLFE T,

PKCS 7 GEETF = — % X509 GEAET = — A H L £,
openssl pkcs7 -print_certs-in cert-chain.p7b -out cert-chain.pem

X509 FFAAET = — o LB —% PKCS 12 B E# L £ 97,

openssl pkcsl2 -export -in cert-chain.pem -inkey dcnm.key -out decnm.p12 -password pass
<<storepass-kwd>> -name sme
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ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATy 714

Linux T OpenSSL Z{f L CAEBABERNER SN S5 E SSLEIAE AT S .

Note <<storepass-pwd> > (£, DCNM % — 3D A > A b —/VIRFIZAER S D /3R T — R
FHITT, ZOXTHL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £9,
storepass-pwd @ denm.fmserver.token fif z Bufs L £ 97,

Note EiEoa<r FTdenmkey 8L RN denm.pl2 7 7 A /LDIE LWEHTIZ, 22— —
DR S A F T NTHRI S A D EL B ERMETH L 5 I LET,

PRIREE. root sEHE, BLOBAM ZFEHZFELRF UIEF TS o R—FLE T,

Jkeytool -importkeystore -srckeystore decnm.pl2 -srcstoretype PK CS12 -destkeystore

<DCNM _ingtall_root>/dcm/wildfly-14.0.1.Final/standal one/configur ation/fmser ver.jks-deststor etype
JKS -alias sme -srcstor epass <<stor epass-pwd>> -deststor epass <<stor epass-pwd>>

Note <<gorepass-pwd> > |Z, DCNM H— DA > A h—)VIFZER S D /AT — KT
FHITT, ZOXFHL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd @ denm.fmserver.token fif z Bufs L £ 97,

Note EfeD <2 KT, cert-chain.pem, denm.key, BLNdenm.pl2 DIE LW
it U Tkl S A 72 I3RS AL TS 2 2R L E T,

TIA=Y) =" bkOav s REFHLT, 77 L —var ty N7y 7 THHF—A
DA LT 2B L £,

keytool -importkeystore -srckeystore
Jusr/local/cisco/dem/wildfly-14.0.1.Final/standalone/configur ation/fmser ver.jks -sr ckeypass
<<storepass-pwd of primary>> -srcstor epass <<storepass-pwd of primary>> -srcstoretype JKS
-destkeystore /usr/local/cisco/decm/wil dfly-14.0.1.Final/standalone/configur ation/fmser ver 2.jks
-destkeypass <<stor epass-pwd-of-feder ation-ser ver >> -deststor epass

<<storepass-pwd-of-feder ation-server >> -deststoretype JK S -alias sme

L fmserver2jks & 7 =7 L— gy =27 =T L— g v =30

/usr /local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration 7 + L 7 U IZ fmserver.jks &
LTEY £7,

TxTL—a VREDTRXTOY—/T, A7 v 7 A7 v 7 10,onpage9 & A7 v 7 11,
onpage 9 VIR L E7,

DCNM H— b R ZPth L £,

T L=varRET, 774~ o8 2BA OV —X 3FHOY— A ENAFICLD)
LET,

SANZ 747 FORBZAENNCTH7HOIC, 727 b—va VRED2EHLIFEHOY —
/XD I Jusr/local/cisco/dem/fm/lib/fm/fmtrust.jks 2 % serverl @ fmtrust.jks = 2 & — L &
j—o

72 FIEICOWTIE, SANZ A4 TV FBIOT NS XA v 32—V vy OiLd) 22 L T2
éb\o

anz B
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SAN OVA/ISO (DEFRRE & 1E
\§

GE) ZokZi 3 Tik, DCNM OVA/ISO DREICOAEA S E T,

U U—2Z 11.2(1) LK, Cisco DCNM TiE#r LWHTEE#H LW CLI T, Y AT A E Tl ED
A VANV, Ty T T L— REOEIT, MEEARFHETT,

A\

GE) U U—R11.3(1) LABECIE, GEAEOEBIZ sysadmin 2 — VA ERT2LERH D £,

Cisco DCNM 1%, kD 2 > DFEHEZRAEL £
o A BAGEHE (Cisco DONM Hr— R b X F X F 2T 77— a3 URIOWNEEEH)
* Web Ul 72 & DA HER Ld{E 3 57290 CA (FEBFER) B4 & FEAE,

N

GCE) CAZBAfFTEFAEL A VA M—1FT5HFE T, CiscoDCNM IRy U —7 LBET H7-
OHOBEAEAELRRFLET,

SAEEEORX N TI39 T4 R
Cisco DCNM TOFFHEEHDO T A RTA L ERA R T 7T 4 AERITRLET,

* CiscoDCNM (%, FEAEAZFRR, A1 A b—Jb, Hx, BIOPZ I AR — FELIEFA VR —
F 257200 CLIN—AD2—FT 4 V7T o 28t LET, ZNEDCLIIZSSH = Y —
ADBERTE, sysadmin 21—V —DHNZNH DX AT #EITTEET,

¢CiscoDCNM A v A h—/LTHEEx, FT74+/L N THREBAL M ZXIHAEN A X F—IL
ENTWET, ZOHAE L, A E o@EIZHEH SN ET, CiscoDCNM DA > A F—
NAEIT, CA BAATXFAEE AT LAV A N—LTAVLERH Y 5,

« CN (F:i#4) %l LT Cisco DCNM T CSR #4 kK L £3, CN & LT VIP FQDN ({548 IP
7 KL AFQDN) #45E L T, CABAFTEFEEL A A h—/L LEF, FQDNIL, Cisco
DCNM WebULIZT 7 B AT 572 DI SN HEEY 7K~ |k VIP (eth0 D VIP) A > % —
T = A ZADTEREM FAAL 4 TT,

* CiscoDCNM % 7 v 7' 7 L— KT B HIZ CA BAFT ZFEAEN A VA F— L ENTW5HE
A%, CiscoDCNM 27 » 77 L — R L721%%12, CA BLATEEAELE T T H2LERD
D \i@—o

SRS
[ 10 I



HE
1oz b—pantinzozs [

\}

CGE) AvIA0 T o7 TV —RERINY I T v 7L ETEEITTS
AL, FFAEONR Yy 77 v THE ST HALEITH Y TH AL

AR F=ILESNEIAED R
WDa<w REFHLT, A VA M=V ENTZEHEOFEMAE R R TEET,
appmgr afw show-cert-details

appmgr afw show-cert-details =~ > KORDH 7L J1Tld, CERTIFICATE 11340 %
N —7BLX O Web 77 U IR STV DHGEIEZ R L EJ, CEERTIFICATE 2 X
THEAINTWAREAELZ R LET,

dcnm# appmgr afw show-cert-details

*FFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4202 (0x106a)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IN, ST=KA, L=BGL, O=xyz, OU=ABC, CN=<FQDN/IP>
Validity
Not Before: Jun 4 13:55:25 2019 GMT
Not After : Jun 3 13:55:25 2020 GMT
Subject: C=IN, ST=KA9, L=BGL9, 0=XYZ123, OU=ABC123, CN=<FQDN/IP>
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:bb:52:1e:7f:24:d7:2e:24:62:5a:83:cc:e4:88:

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore

CA signed certificate to upgraded version.

alias = sme, storepass = <<storepass-pwd>>
Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:
MD5: ES5:F8:AD:17:4D:43:2A:C9:EE:35:5F:BE:D8:22:7D:9C
SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E
SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1

uwnz [l
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Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
—————————————— Certificate output is truncated to first 15 lines--------------

(F)  <<sorepass-pwd> > [£, DCNM H— DA > A b — LBFIZAER SN D /XA T — RUFHITY,
ZOFH|E <install dir>/dcem/fm/conf/serverstore.properties T4 L7 k1
(2 Y £9, storepass-pwd 7 denm.fmserver.token fif %z Bt L £ 97,

A A h—=/L4%, Web Ul1% CERTIFICATE 1 2 & L £§, CERTIFICATE 1 23Rl T& 72
WS, RO a~vy REMALT, 7X_XTOT7 7V r—va V&I LBEST 2088 H D
E

)

GE)  CiscoDCNM TRIL—HED a~v 2 RIZHEW, 2O F IV F 52 NSNS a—TFT 4074589
WL TL7ZEN,

CiscoDCNM A X R7a vy T FXI9AT VAT, ROa<wy REETLT, +XCTOT 7Y
r—a v EEIEB IS L. CERTIFICATEL R R0V ya—T 4 7 LET,

dcnm# appmgr stop all /* stop all the applications running on Cisco DCNM */
denm# appmgr start all /* start all the applications running on Cisco DCNM */

CAEZEL{FTZTRAEDA VR =L

DO X2 T (1BITE LTCCABAMNEIEPAEEZ A VA P—ALTHI LE2BEIOLET,
CA BAN ZEHENFBEIN., 770 TICL > THIEESNE T, CAZLIZHEFAELY FH)
TRAT 5 L b TEET

)

GE) WiFRIZ, hEoBLABBETLILrETVERA,

CiscoDCNM XA > K7A> £y b7y T TCCAERFAINRAEEZSA VR M—ILT B
Cisco DCNM IZ CA B4 T XFFAELZ A A F—1T5I121%, ROFIEEZEITLET,

Procedure

ATy F1 SSHuAZREHE L TDCNM r— iz 74 LET,
AT w72 appmgr afw gen-csr 2~ > & L C, CISCODCNM H—/3C CSR 4k L 97,

Note CSR L Cisco DCNM IZEBFD LD TH Y | *tI5T 25 CSR BA & FEBAED L AT
FED CiscoDCNM IZA VA R — /L ENTWALERSH Y £,

W vz
I
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ATvT3

ATvT4

CiscoDONM 24 > K70 £y h 7y I TCABLFHENEE( V2 b —1T5 [

dcnm# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City]:San Jose
Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG
Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */

CSR 7 7 A /v denmweb.csr A /var/tmp/ T 4 L7 M UIZ/ERR S NVET,

xxxxxxxxx*x CA certificate installation not completed yet. Please do followings. ******xkxx
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z D CSR ZFFEZA T —NITEELET,
Note CA BL YV — NI, ML TCa—hL 9,

PRERIC L > CEA SNEAEZRSE LT,

FRRER (CA) 1%, FF A~ V., HH (Issuing/Subordinate) FEAAZE, 3L UVL— FIEAAED 3
OOFFAELEZR LT, 3 20OFEHET X TEone.pem 7 7 A MZHEA L, DCNMIZA >R —
]\ L/iﬁ‘o

B L CA BAFHEFEHEE Cisco DCNM H— R v — L £,

FERAEAS Cisco DCNM H—30 /var/tmp T4 L7 bV ICH D Z & 2R LET,

WD a~< REMH LT, CiscoDCNM IZ CA ZBA4FXFEHEL A A F—L LET,
Note LRIzt L9, RUEE TR~y REETTHZ L2/ LET,

dcnm# appmgr stop all /* Stop all applications running on Cisco DCNM
dcnm# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */

Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

followings:
On standalone setup execute: 'appmgr start all'

appmgr startall =~ > & LT, CiscoDCNM T#H LWFEHETTRTOT 7Y r—3 g
vEBEBHLET,

dcnm# appmgr start all

appmgr afw show-cert-details 2~ > R&EHFEH LT, HL A A M= L7 CABLAEHAES
R LET,

VAT AL, CAFEAZEZHEBELTCRBY, 779 UV CTHETEET,

anz B
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B 77/ —rgcamsranss

Note CSR X Cisco DCNM ([Z[EHA D H DO TH Y . xfhind 5D CSR B4 1T & FEHED A5t
FED Cisco DCNM IZA VA b—/LENTWABLERH Y £,

o a» R —_= 4 —

7y I L—FRIZGIAEZETTT S
TDAB=ANF, A TA T T T —K Fatv2A0L%{#H L= Cisco DCNM 7~ 7
JL—RFEIEICEAESNET, ZOFEX R A= 3 DCiscoDCNMT 74 7 AT
DF—=FZDNNy 7T v P EETITISLED Y £ A,

FERAEOETTIIMEN /R A D = XL THD Z EICHERBR L TLZEEN, 77V r—ra &k
LCHEEBTALERDY £9, Hld, 7Ty 77 L —RENTET AT AREE L THDHERIC
DHEITTBHMENRHY 9, OF D, CiscoDCNMWeb Ul Iz /A L TEBXLERHY F
9, CiscoDCNM XA T 4 7HA® Y h T v FTlX, 772747 /J—KREAZLNRAL J—FKD
W CET BRBHL SN TV AMLERH Y 7,

\}

GE)  ZEBEI. ORI TORETTHHLERNH Y £3,
e 7wV L— REC CA BAMT ZFEHENR VAT LA VA =L E TV D56,

c112(1) KV EIONR=V g o= 3 0 11200) BRICT v 77 L— R LTV DA,

CiscoDCNM % 7 v 77 L— R L7tk 1%. H59 D il CERTIFICATE 1728 CA E4 {1 & FEH
ETHIPMTIERAELHETILERD Y £7, TNUANOEEIL, EHEEZETT D HLE

NV ET,
WD T NIRRT X 912, appmgr afw show-cert-details Z i L CREFAEZ MRS L %
—g—O

dcnm# appmgr afw show-cert-details
FFFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1575924977762797464 (0x15decf6aec378798)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, O=Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Validity
Not Before: Dec 9 20:56:17 2019 GMT
Not After : Dec 9 20:56:17 2024 GMT
Subject: C=US, ST=CA, L=San Jose, O= Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:cf:6e:cd:c6:a9:30:08:df:92:98:38:49:9c:2a:

B iss
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79T L— R&IC CiscoDINM R 2 > K7 £y k7 vy IciiBzzExd 5 [

****CERTIFICATE 2****
[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]
If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore
CA signed certificate to upgraded version.
—————————————— Keystore certificate------------- - - v~
Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:

SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E

SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

7y T L—FK#%IZCiscoDCNM X2 > K7aOY &y b7y JTiIBAEZETT S

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

CiscoDCNM A& > R7ua v EBE U Y —R 127 v 77 b — RULERICHERESE LT 51
X, WMOFNEEZFEITLET,

Procedure

Note VI =RZT v 77 —=FT5 L, CABAMNIREHED Ny 77 v 7 ER ST
£

CiscoODCNM A X o K7 T T34 TV ANEFIZT v 7 7L —R&nzb, SSHEEA L
TDCNM Y—Riza 74 LET,
Woa<y REffRLT, $+X_XTO7 7Y r—a o aEELET,

appmgr stop all

ROa~ REfER LT, GEAFEELE T LET,

appmgr afw restore-CA-signed-cert

[IELy (yes)] E AL, LUATA Y A h—/L LTREEZE LT 5 2 L 2R L ET,
ROa<wy REFEHLT, $XTCOT7 7V r—ra rzZRmLET,

appmgr start all

appmgr afw show-cert-details =~ > REFEHL T, LA A =L L7z CA BAGEHELY
R L ET,

anz B
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B osic oz b - ant cABEH S TRBOEE L M

LIRTIZA VR

ATy T
ATy T2

ATvT3
ATy T4
ATy TE
ATvT6

ATy 17

ATvT8

B iss

VAT AE, CAFEAEZMELTEY, 79U THERTE X7,

f—Ilehf-CAEZERFSAHENEELET

CA BAFTEFEHED A VA b—/1, fHon, FEIX, V— =7 4 DBL T —"BE/KL T
WA, KD 7 e ATY, ZHICED, oltitlEL A VA R—NT5Z L L
BRHIADELDGERDHV T, 20X 27T FVATE, EHOA VA R—VELIET v
T T L— RORNIA VA M=)V SN EZE LT 2 2 BEID L ET,

LIRNZA v A b= STz CA BAM EFEEZRIE L TETT 5121%, ROFIEEZFATLE
7

FIE

SSH i A Z #%2H L C DCNM H— e 74 LET,
/var/lib/dcnm/afw/apigateway/ 7 4 V7 MU ICBEIL 7,

denm# ed /var/lib/dcnm/afw/apigateway/
dcnm# 1s -1ltr /* View the contents of the folder

total 128

—rw--————--- 1 root root 1844 Nov 18 13:14 dcnmweb.key.2019-11-20T132939-08:00
-rw-r—--r-- 1 root root 1532 Nov 18 13:14 dcnmweb.crt.2019-11-20T132939-08:00
—rw--————--- 1 root root 1844 Nov 20 10:15 dcnmweb.key.2019-11-20T132950-08:00
-rw-r—--r-- 1 root root 1532 Nov 20 10:15 dcnmweb.crt.2019-11-20T132950-08:00
—rw--————--- 1 root root 1844 Dec 22 13:59 dcnmweb.key

-rw-r--r-- 1 root root 1532 Dec 22 13:59 dcnmweb.crt

denmweb & denmweb (X, BIfE, VAT AIZA VA = A EINTNDLEF—LREHEZ 7 A LT
To ARDT 7 ANKIZ, A LRZ T YT 4 w7 A% LT, fbD7 v 77 L— K%
TAFEITLORNIA Y A M= SN TNDF— LFEHEDO T 2B T 5 DICEL L E T,
appmgr stopall =~ > RZfEH LT, CiscoDCNM ETHEITEINTWNETXTOT S r— 3
VEEIELET,

denmweb. key BL WNdenmweb.crt 77 A NVDNNw 7T v FhE LD £9,

T T o2 WF—LEHEOT ZRELE T,

¥ — LEEED T % denmweb.key 35 L OV denmweb.crt & LT (XA LAX T BT 4w
AL T)a—LEd,

appmgr start all =~ > F&{EH LT, CiscoDCNM ETEITINTNDLTRTOT 7 U 7r—
VariinLET,

appmgr afw show-cert-details =~ > K& L C, FEAEOFEMZ MR8 L £ 7, CERTIFICATE
113 CA B4 EREHETY,



RS

GE)

1oz b=nLr-anzorz [

CA B4 T X FEHE Cisco DCNM Web UL IZFE R S 72 WA, £ 721X DCNM H—
NPT —RAy—TVE2RE LGSR VAT LAEFEESTILERNHY 7,

A 2R M—=)LLTI-SEBHZEDER

appmgr afw show-cert-details 2~ > RZ L CTA > A b —/L L7-AEHEZ R TE, Web 7
T UL o GEHENAINE R L E T, CiscoDCNM LT~ TOREHETZ &7 (Chrome,
IE, Safari, Firefox)Z#R—hrLET, LnL, &7 7 UF CTIFGFEHEG RPN ER > TRRS
WET,

TIZIFEDOT A X Web A N T, 7T UVOEAERESZRT L 2BEO LET,

WD A=~y M, FEAEZERT 572D Chrome 77 U ¥ /X—0 3 1 74.0.3729.169 DHIT

—gﬂo
1.

URL https://<dcnm-ip-address> & 7213 https://<FQDN> % 7' Z 7 D7 KL A N—{Z A ]
LET,

Return ¥ —Z L F£9,

FERAEORBEIZEESE, URL 74—V ROEMOT A aiiuey s T4 ar | & 1%7-

B75— kT o[ A mERsnET,
TAaryErs )7 LET,

L ] @ Dat x +

A Not Secure hitps:/172.22.31.53

Your connection to this site is not
secure

You should not enter any sensitive information on

this site (for example, passwords or credit cards),
because it could be stolen by attackers. Learn |
more ‘

You have chosen to disable security warnings for
this site. Re-enable warnings

B certificate (invalid)

afra]n
CIsco

ata Center Network Manager!

Version 11.2(0.395)

@ Cookies (3 in use|

€2 Site settings
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3. H— R, [EBAE (Certificate)] 7 4 — NV K& 27 U v 7 LET,
AEAEOBFHRIRINET,

@ Data Center Network Managy

A NotSecure hips://172.22.31.53

LD donmea

localhost

Issued by: denmca

Expires: Friday, October 13, 2023 at 8:39:39 PM Pacific
Daylight Time

© This certificate is marked as trusted for this account

b

¥ Details

Country US
State/Province CA
Locality San Jose
Organization Cisco Systems Inc
Organizational Unit Data Center
Commaon Name  locathost

Country US
State/Province CA
Locality San Jose
Organization Cisco Systems inc
Organizational Unit Data Center
Common Name dcnmca

1844447264
n 3
Signature Algorithm  SHA-256 with RSA Encryption
(1.2.840.113548.0.0.11 )
Parameters None

Not Valid Before Sunday, October 14, 2018 at 8:39:30 PM Pacific
Daylight Time
Not Valid After Friday, October 13, 2023 at 8:39:39 PM Pacific
Daykght Time

-

FRENTWDIEHRIL, appmgr afw show-cert-details % L CREIEDOFEM A2 R L7
X, GEELICERREIN TV DHME B L T DIRERDH D 7,

W vz
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



