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A—R5—R R O—AR—ADI—F 1 T ZFAL
=7+ RAT77AT704A—I)L

FRBE VOFEHIZONTIE, LTFORESHRL T 7ZE0,

" @ Firewall
ASA

10.1.10.15 10.1.11.100

Z® hRa Y TIE, Leafl & Leaf3 (X vPC-<X7 Th Y, Source (10.1.10.15) {Z SourceNetwork
(10.1.10.124) THEFHFeInTWET, —b 2 U —7 348 Firewall ASA [ZHfc 4L, U —
7 1513 Degtination (10.1.11.100) (2SN E T, ZDO2—RA Fr—ATiL, E#FELR Y hU—
WX 7747 b ZfRL, skelix THh—n~—] ZELET,

U7 H—ERDI—RT—R .



UL H4—ERD1I—R5—2 |
B v—cx/—ronm

Source 7» 5 Degtination ~#EKi 325 T 7 4 v 7 IZ TR THEH—E A Xy NU—Z 2B
HMENRDHY, T7ATUA—IINT T 4 v 7 BRI EI3E ST HEZFEITLET, &
D%, ZOMTZ 74 v Z7IENEP—EA Ry NU—TZh—TFT 4 7 &, 5Bty hv—7
WCEEENET, MR IIEAT— 7V ThdHID, SHENLEGETICR-TLDL N T 7 1>
ZIWERI LR BT ED 7,

KIZ. DCNM TH—bE 2 VXA L7 NaF 7T 55 EEZ/RCAHAEL L I,

Y

Note « ZOMABITIE, Ste AVXLANZ 7 7 U w7 270ty a=r 74 55Eo0T
IFEA L TWERA, 2O MYy 7 OFMIZ OV TIL, [Cisco Nexus LAN 7 7 7
Uo7 ORATA K] 22 LT EEN,
I DPA—Al—A T, =Y R J)—F (AT UF—LEIZa— R~ 7 4)
ORERIZ T L TV ER A,

[#1# (Control) ]>[Z7 7 w% (Fabrics) |>[H—E X (Services) | DIEIZER L £7,
ZDZ—RA—AX, ROFIETHRINET,

1.Y—EX / — FOERK
Procedure

ATv71  [#E (Scope) | Fry 7 XU U R Ranb, Ste A ZERLET,

X abualn Data Center Network Manager SCOPE: Data Center v 2 @ admin 53
D
. @ Data C
Service Nodes il
Ext
MSD
Servics s cannot be defined for selected fabric scope. Select a valid fabric scope a
Spine ROUTE_CORE
In a valid fabric scope, you can define
Rs01
RS02
Leaf Leaf SITE
SE A
Default_L
' /_\
) y
: y 4
. R
rvice Poli ' =B B
Service Policy . = >
Specify traffic redirection rules to/from the service node 1 Host A H
\ Load Balancer Firewal I (Destination) ) (Source) 4

AFwvF2 [EM (Add) | 71 = ([H—ER /—F (ServiceNodes) | 74> K7) #27VU w7 L%
ﬂ—o
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| BLy—EROI—2RS—2Z

ATvT3

ATy Th

ATvT6

19—z /—rots |

aliile Dot nter Network Manager : 'y .
X ahal Data Center Network Manage SCOPE: SITE_A v @ aimn O
Service Nodes EEO+
Selected fabric scope has no service node. Add a service node to continue. Spine
In selected fabric scope, you can define O

Service Node
Onboard a service device such as a firewall or load balancer. Specify service node name, type, and interface Leaf Leaf

attachment details O O
Host A Host B
Firewall

Load Balancer

= R&EEAAL, [F7AT 94— (Firewal) | 288ELET (247 (Type) | K v
FEYL Ry s RA) , [$—ER J—E4& (ServiceNodeName) | 13 —E CTh 2 LENDH Y &
—a"o

3 sl Dat letw SCOPE: SITE_A v L @ omn B
New Service Nodes X
@ Create Service Node Create Service Node
* Service Node Name O
ASA1

[F4—L Z794%— (FormFactor) | Kevy7Z v UX Eonb, [RHE (Virtual) | 2538~
LT,

X il Data Center Network Manager SCOPE: SITE_A v A @ oo O
New Service Nodes X
@ Create Service Node Create Service Node
* Service Node Name O
ASA1 Firewall
Phy
Victual . v R

[RA v FDER (SwitchAttachment) |27 > a T, [SM877 J 1 w4 (External Fabric) ]
kv 77Xy JARNL, —ER /J—FK (7L X1, ASA 77 AT U+—/V) DEES
NTChDHNET7 77V v 7 2R LET, h—ER ) —REIANBT7 77V v 7B LTV DA
ERdDHILICER LTSN, Ziuk, h—Ev R ) — FZ2ERT 2BEORMHZESEM T,

Switch Attachment

* Extemal Fabric

Ext

P—bERA V=TI HRmT I — AR ) —FRDA X —T = A/ B ANSILET,
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UL H4—ERD1I—R5—2 |

B:r-re7vvonm

ATy T17

ATvT8

ATvT9

ATv710

* Service Node Interface

Giga0/0

P—ER V=T ThHIERINT-AS T L, —ERXR V=T EORGETHA X —T = A
AEERLET,
* Attached Switch © * Attached Switch Interface ©

SVC-LEAF1 Ethernet1/34

service link_trunk 7> 7L — R Z@IRLET, DCNM X, 727, A—FFrxL, BL
OVPC Y v 7 T 7 b— &R —MLET, [V ToTL—FbF (Link Template) ] K
0y 7E UARNCHERTRERY V7 T 7 —ME, BRLEZ RS Y F A 53—
7 x4 R (Attached Switch Interface) | ¥ A FNZHESNWT T 4 VW FZ VT EVET,

Link Template

service_link_trunk

VBTG LT, [—H8/85 A—4 (General Parameters) | & [E¥#8 (Advanced) | /35 A —# %
BELET, —HDONRTA—=2ZX, 774/ MEBRFRNZAT SN TWET,

General Parameters Advanced

MTU © SPEED ®
jumbo Auto

Trunk Allowed Vlans ® Enable BPDU Guard ®
none no

Enable Port Type Fast ® Enable Interface ®

[R~ (Next) 1227 V27 LT, fERk L7z —ER J—RERFLET,

2. )L—k ET7Y) T DIER

P—ER V=T LH—ER )—REOET Y TEERKLEL X9,
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| By —ERDI—ZH—2

ATv T

ATvT2

2—reruvinks |

Procedure

7V T8 Em AL, [THFY MRTZ 747 24—JL (Intra-Tenant Firewall) | % [ERH
(Deployment) ] kry 77Xy UR MPHEIRLET,

* Peering Name © * Deployment

peering1 Intra-Tenant Firewall
_ Intra-Tenant Firewall v
Inside Network

* VRF Inter-Tenant Firewall

Inside Network

[A&R v hT—% (InsideNetwork) ] C. [VRF] kv 7 X v U 2 MxBERIZFEEL T
% VRE Z&IR L, [A&E+Y b T7—2% (InsdeNetwork) ] % [y bT—% 24 T (Network
Type) | TEIRL £,

[U—EX vy bT—2% (ServiceNetwork) | D4 HiiZ AL, [VlanID] #fEEL 7, [BRE

(Propose) | #2 Y w27 LT, DCNM RIZFEMH AIHEZ: VLANID # 7 7 7 U » 7 i E THE
SN —ERA Ry FU—2 VLANID O#iHNG 7 = v FTELHXIICTH2 L6 TEE
T, T7HNVED[Y—ER *y bT—9 T TFL— bk (Service Network Template) ] i
Service Network_Universal T3,

[T A=K HT T, P—ERA Ry bI—IDF—r U= TRLVRAEZRELET, [+

DA RKRYTIPZ FLA (Next Hop IPAddress) | ##EL£d, ORI AR Ay 7 TR
LAE, TR —E A Ry NU—27 ] 7Ry MICHLIMNERH Y 7, [FHERE
(Advanced) | # 7D, T 74N bD [Ib—T 4 2% 2% (Routing Tag) ] fliix 12345 T3,

U7 H—ERDI—RT—R .



WL H—ERD1I—25—2Z |
B:r-re7vvonm

Inside Network

* VRF * Network Type

Inside Network

* Service Network * Vlan ID

service_net_inside 2300 Propose

* Sernvice Network Template

Service_Network_Universal

General Parameters Advanced

# |Pva Gateway/NetMask @ IPv6 Gateway/Prefix ©

200.200.200.1/24

Vian Name © Interface Description

* Next Hop IP Address ©

200.200.200.200

ATv T3 &Ry kT—% (OutsideNetwork) | THEERNRT X=X EZHEEL, [UIN—R T Ty
SN ARy TIPF7 KLA (Next Hop IP Addressfor Reverse Traffic) | Z#5d& L £,
UNR—=RANT T4 I DIDODXTARNFKy 77 RLVAX, N —E ARy NU—27 | H
Txy MICHLIENRH Y £,
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sy—ex Ky s—om I

Qutside Network

* VRF * Network Type
VRF_51000 Qutside Network
* Service Network * Vian ID
service_net_outside 2301 Propose

* Service Network Template

Service_Network_Universal

General Parameters Advanced

* |Pv4 Gateway/NetMask © IPv6 Gateway/Prefix ©

201.201.201.1/24

Vian Name © Interface Description

Next Hop IP Address for Reverse Traffic @)

201.201.201.201

AFY T8 RN (Next) 1% 27U v 2 LT, fEL7zA— bk BT U v 7 2005 LET,

3. H—EX R o—DERK

Procedure

ATV TN R v—DARIEREL, [E7Y Y% (PeeringName) | Ru vy 7 X7 U A Mpbb— b
TV T EERLET,

" Policy Name (D Peering Mame

policy1 peering1

U7 H—ERDI—RT—R .



WL H—ERD1I—25—2Z |

B :v—cxkus—onm

ATy T2

ATvT3

ATv74

ATy TH

[#{EJT VRF & (Source VRF Name) ] 35 KO [##i5E VRF & (Destination VRF Name) ]
By YA RNPL, BHMETEBI ORI VRFAZRIRLES, 7T MNTZ 7 A4 T Ut —
VBB DOEFEIL ESE5ED VRF LRI U CTHHMERH D £,

* — # " &
Source VRF Name Destinabion VRF Name

VRF_51000 VRF_51000

[FEETXTHRY bT—2 (SourceNetwork) 3 LU [HEfse Ry T —% (Degtination Network) ]
Ka vy 77X R MG, EETRY NU—7 LERITER Yy MU —7 Z3RIT 20, [HilH
(Contral) 1>[Z 77U w4 (Fabrics) 1>[#v T—% (Networks) ] 7 1 v KU TERS
Nlexry NV—=27 % 7%y MNICHDERFETTR Yy MU —7 Fi38Hdkery NV —27 ZFEL
£,

* Source Network © * Destination Network ©

VLAN_10: 10.1.10.1/24 VLAN_11: 10.1.11.1/24

XTI ANBTBEIORYNR—=A X I AN Ky TDOT 04—V Rk, b—F ET V7 OVERKF
WA ENTEIZESH AT ENET, [UN—R I A KRy TIPF7ELR (Reverse
Next Hop IPAddress) | 7 4 —/V RORUIZHAH T = v 7Ry I RAEF A2 LT, UX—R F
T4 T HRY =D EAECLET,

Next Hop IP Address Reverse Next Hop IP Address
ARA AR SRA AR
N1 AnE ANe AN 200.200.200.200
201.201.201.20
Policy Template Name =
W
service_pbr

R — T2 7 L— D [—fR/85 A—4 (General Parameters) | # 7' T, [ip] # [7R +O
JLU (Protocol) | ke 7H o U A RpLRIRLET, £/, [FE (any) 1 & [EETAR—F
(SourcePort) | B LUV [FETHAR— b (Dedtination Port) ] 7 + —/V RTHREL 7,
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| By —ERDI—ZH—2
sy—ex Ky s—om I

Note lip] B X Wlicmp] 7' 2 k204, EE (any) 1OEFTA— b E5E TER— R
WIZACL A SN E T, Mo7a habz2@RR LT, s 2%EF R — k
AR —NERET AL TEET, DCNM I, BEHOKR— hEEE AL v T T
MR- T DL LET, 22X F— 180 % www| IZEHT

TET,
General Paramaters Advanced
¥ Pratocoel (0 * Source Port (D
ip any

¥ Dgstination Port ()

any

RATwv 76 [FH (Advanced) 1 ¥ 7 TlE, 774/ T, IL—k Ty T 793> (RouteMapAction) ]
WZiX [permit (FFaD) 1. [PV R bRy T AT 3> (NextHopOption) ]iZiZ[none (£ L) ]
DIERINTNET, REIIELT, ZNHDEEZEEL, ACLA LNV — b~y T D—F —
U AB R E N AL A R TEET, FHICOVWTIE, LA Y4~ LA Y7 —E R8T
ARl O 77 r—h) Z2RLTIIZIN,

General Parameters Advanced

Route Map Action @) Next Hop Option @)
permit none
ACL Name (auto-generated if not specified) () ACL Name for reversed traffic (auto-generated if not specified) ©
Route map match number (auto-generated if not specified) @ Route map match number for reversed traffic (auto-generated if not
specified) ©

U7 H—ERDI—RT—R .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/11_4_1/config_guide/lanfabric/b_dcnm_fabric_lan/layer4_layer7_service.html#concept_vb4_g1m_zjb

B:r—reruvermys

ATy 717

WL H—ERD1I—25—2Z |

[ERk (Create) | %#7 Vw7 LT, fEL7e—ERARY —ZRGFLET,
INT, VEA L7 boT7a—%2FT L TRET D FIEIZE T T

LIL—kETIV VT ERAT S

ATy T

Procedure

[H—EX /—F (ServiceNodes) | V1> FUud [IL—k E7YLY

T, MLEREYTY U7 EAEIRLET,

X

Service Nodes

ASA1

v
FIREWALL

Service Policy Route Peering

Peering Name

E peering1

i ata Contar Nat
cisco LE o1

VIRTUAL

Deployment

IntraTenantFW

vork Manaager

Peering Option

None

Route Peering

Service Network One

Status
VRF Network Name

NA ®@

Gateway IP

(Route Peering) 1 % 7

SCOPE: SITE_A v 4 @ awmn O

EEO+

Service Network Two

Action

VRF Network Name Gateway IF

VRF_51000 service_net_inside 200.200.200.1/24 VRF_51000 service_net_outside 201.201.2( @ 74

ATwF2 [7Uar (Action) |DFO NI NRE %7 ) 7 LT, ¥Y—EA Ry NU—F &% —t

ATFv T3 [FLE21— (Preview) | %2V

2V =7 LE T,

X "'.""" Data Center Netw

csco 9

Service Nodes
ASA1
v FIREWALL

Service Policy  Route Peering

Peering Name

peering1

j—o

X bl Data Center Network Manaaer
asco. Data letw Vlanag

Service Nodes
ASA1
v FIREWALL

Service Policy  Route Peering

Peering Name

peering1

VIRTUAL

Deployment

IntraTenantFW

VIRTUAL

Deployment

IntraTenantFW

. B-L71H—EXADI—RS—R

Peering Option

None

Peering Option

None

Gateway IP

Route Peering
Service Network One
Status
VRF Network Name
NA @

VRF_51000 service_net_inside 200.200.200.1/24 VRF_51000 service_net_outside 201.201

SCOPE: SITE_A v| & @ wmn O

EEO+

1 e

Service Policy

O Atach Detach

Preview Deploy Hsoy E E

Service Network Two
Action

VRF Network Name Gateway

@ 4

vy LT, H—ER V=TT v va SN ERRLE

Gateway IP

"/ CE 1
Route Peering
Service Network One
Status
VRF Network Name
Pending @

SCOPE: SITE_A v A @ amn O

EEO+

1 =

Service Policy

Detach Preview Deploy Hstoy EE @

O A

Service Network Two
Action

VRF Network Name Gateway IF

VRF_51000 service_net_inside 200.200.200.1/24 VRF_51000 service_net_outside 201.201.2 @) /



| BLy—EROI—2RS—2Z

ar—re7urrEREtTs |

X il

cisco

PN, WEB KON —E A Ry N —27 Z{E L TCWE LTz, —ER V=717
TaZINDHINHLDOFRy U= AR R TEET,
Data Center Network Manager

SCOPE: SITE_A 4 A @ wmn B

Preview Route Peering

Switch

Network
SVC-LEAF1

service_net_inside

configure profile VRF_51000
vian 2000
vn-segment 51000
interface Vian2000
vrf member vrf_51000
ip forward
ipv6 address use-link-local-only
no ip redirects
no ipv6 redirects
mtu 9216
no shutdown
vrf context vif_51000
vni 51000
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn
address-family ipvé unicast
route-target both auto
route-target both auto evpn

ATv74 [FALS (Close) |27 Vw27 LT, Jb—hETFTYUYIDTLE 21— (PreviewRoutePeering) ]
4y RUEALCET,

cisco

ATy TS [H—EX /—F (ServiceNodes) ] 7 1> KT [BE (Deploy) 1427V v 7 LT, #fis

NeZAyF (b—=hF ET YV THOY—EX V—7) ITHREZREMALET,

X hwile Data Center Network Manager
Service Nodes

SCOPE: SITE A v

4 A O wmD

EEO+
ASA1 VIRTUAL -

. ¥/ C 1 ¥ 1 +

FIREWALL Route Peering Service Policy
Service Policy  Route Peering O Anach Detach Pvmwmsay EE &

Service Network One Service Network Two
Peering Name + Deployment * Peering Option + Status + Action
VRF Network Name  Gateway IP VRF Network Name Gateway IF
peering1 IntraTenantFW None Pending @ VRF_51000 service_net_inside 200.200.200.1/24 VRF_51000 service_net_outside 201.201.2( ) /

duehr Data Center Network Manager

Ry 777 740 Fud B (Deploy) | A% &7V v 7 LT, JEBEAZMHERLET,
Xl

SCOPE: | SITE_A v

A A O wnm B

Deploy Route Peering

Deploying for peering,
peering1

Proceed by clicking Deploy ...

Cancel

U7 H—ERDI—RT—R .



B :syv—cexxis—omm

WL H—ERD1I—25—2Z |

ATV T6 BHOET VU ITHEROT % v F A FERBOAT—2 21250 TE, [B#H (Refresh) 17
Aar%7 Yy LET,

5. H—E X 7R

ATy 1

ATy T2

Xl Data Center Network Manager

cisco

Service Nodes

ASA1 VIRTUAL
FIREWALL

Service Policy ~ Route Peering
Peering Name Deployment

peering1 IntraTenantFW

) & —DEH

w/
Peering Option Status
VRF
None In-Sync @

1

Route Peering

Service Network One

Network Name

Gateway IP

SCOPE: SITE_A M @ wmn O

EEO+

Gl 1o refresh polcy st
O Atach Detach Preview Deploy Hstoy C E W
Service Network Two
Action
VRF Network Name Gateway IF

VRF_51000 service_net_inside 200.200.200.1/24 VRF_S51000 service_net_outside 201.201.2( e /

= AR =2 RET DT, ROFIEEZFATLET, ZORY =0T DHRIE,
EETTB LR Yy N BRI TVD AL vy FBIXO—E 2 ) —7 2RI

ijﬁo

Procedure

[H—EX KR >— (ServicePolicy) 1% 7 C, MERARNI —DRICHDHT = v IRy 7 A%

BIRL £,

X

i 5
cisco DAl

Service Nodes

ASA1

FIREWALL

VIRTUAL

Service Policy  Route Peering

Policy Name Route Peering

policy1 peering1
&

[72 3> (Action)

X ahalt. Data Center Network Manage!

cisco -

Service Nodes

ASA1

v
FIREWALL

VIRTUAL

Service Policy  Route Peering

Policy Name Route Peering

policy1 peering1

I Data Center Network Manager

w/C

Source
Status VRE Source Network
NA @ VRF_51000 VLAN_10

1

Route Peering

Destination VRF

VRF_51000

Destination
Network

VLAN_11

SCOPE: SITE_A v, 4 @ awmn O

EEO+

1 +

Service Policy

O Atach Detach Preview Deploy Hsoy E E W
Next Hop IP Reverse Next Hc Action
201.201.201.201  200.200.20020 @= /

JDFDONINARE %7V 7 LT, ZOR) —2F8MLET,

w/C

Source
Status VRF Source Network
NA © VRF_51000  VLAN_10

Route Peering

Destination VRF

VRF_51000

Destination
Network

VLAN_11

Q@ amn O

EEO+

SCOPE: SITE_A v| &

1 +

Sevice Policy

EE

-

(O Atach Detach Preview Deploy

History

Next Hop IP Reverse Next H¢ Action

201.201.201.201 200.200.200.20 % 7

ATv 73 [FLEa— (Preview) 1227V v 7 LT, ®RLIER Y NT—7 Ok EFRRLET,
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| BLy—EROI—2RS—2Z

so—tx Ky v—oEm [

X il Data Center Network Manager SCOPE: | SITE A v/ 4 A O wny
Service Nodes EEOQO+
ASA1 VIRTUAL -
v w/CE 1 + 1 +
FIREWALL Route Peering Service Policy
Service Policy  Route Peering O Amach Detach Preview Depoy Hsty E E
Policy Name = Route Peering = Status vs:‘;'“ :  Source Network Destination VRF m::;k’"  NextHopIP Reverse Next He Action
policyl peering1 NA @ VRF_51000  VLAN_10 VRF_51000 VLAN_11 201201201201 20020020020 @0 /'

ATY T4 Fay T Xy A RNNLAL v T LRET, B, 3 —bEA Ry =7 2RIRL
T, BRULTZAAL v F EOREOKEEIL, e, 23— 2 %y hU—27 O BHIORER
ERRALET, TOU AL RUTIE, = by T TERENDT V7 ERA VR NBHDZ LN
PN ET, ZOERITSVIICT vy a2 &RET,

X -l Data Center Network Manager SCOPE: SITE A v A A9 wmy

Preview Service Policy

Sitch

ip access-list ac!, /24_10.1.11.1/24_ip_any_any

10.1.10.1/24_10.1.11.1/24_ip_any_any

permit 65535

configure terminal

[BACL% (Close) |27 U7 LT, [VP—EARY T —DF L E=— (Preview Service Policy) ]
74 RUEZALET,

ATv TS [H—ERX /—F (ServiceNodes) | 7 1> FUC[EBR (Deploy) 1227 U v 7 LT, s
NieAA vF (=R U—7) [THREERLET,

X bl Data Center Network Manager SCOPE: SITE A v 4 A QO wmy
Service Nodes EEO+
ASA1 VIRTUAL -
> §/C 1 + 1 +
EREWALL Route Peering Service Policy
Service Policy  Route Peering O Amach Detach Preview Depoy Hstoy E E
Policy Name Route Peering = Status Sowos o e NewEK 2 Destination VR 3  Destination - NextHopIP - Reverse Next Ht Action
VRF Network
policy1 peering1 NA @ VRF_51000 VLAN_10 VRF_51000 VLAN_11 201.201.201.201 200.200.200.20 @O /'

Ry TTv7 o4 FUD[RE (Deploy) | A& %271 7 LT, BRAZHEREZLET,

U7 H—ERDI—RT—R .



UL H4—ERD1I—R5—2 |

B s sstamerssa

X e Data Center Network Manager

SCOPE: SITE_A v 4 A @ wn B

Deploy Service Policy

Deploying for policy,
policy1

Proceed by clicking Deploy ...

Cancel

ATYT6 BHOR) =T HyF A RNERBAOAT—X 2250 T, [E#H (Refresh) | 74 2

7 Vv LET,
X el Data Center Network Manager

Service Nodes

ASA1 VIRTUAL
v
FIREWALL
Service Policy  Route Peering
Policy Name + Route Peering *
policy peeringl

Status ©

NA @

SCOPE: SITE_A v & A @ wmn B
EEO+
v/ C 1 + 1 +
Route Peering
O Atach Detach Preview Deploy Hsoy C E W
Source ) ) Destination )
e : Source Network Destination VRF & o8/ 0% : NextHopIP Reverse Next Ht Action
VRF_51000  VLAN_10 VRF_51000 VLAN_11 201.201.201.201  200.200.20020 @) /

ZORY —iF, FETAR Y FT =7 LERUER Y U7 RSN TWD AL v F, BL
Y=t R ) =TT yvashEzd, RV v—%27vvaddl, A7—# 2SN [In-Synd]

LFEIRENFET,

X il Data Center Network Manager

Service Nodes

ASA1 VIRTUAL
v
FIREWALL
Senvice Policy  Route Peering
Policy Name + Route Peering *
policy1 peering

Status <

In-Sync ©

SCOPE: SITE_A v A& A @ w (B
EEO+
§/C 1 + 1 +
Route Peering Senvice Policy

O Atach Detach Preview Depoy Hstoy E E §
Source Destination
e Source Network Destination VRF & " 8 Next Hop IP Reverse Next H¢ Action
VRF_51000  VLAN_10 VRF_51000 VLAN_11 201.201.201.201  200.200.200.20 =) /

6. iiEHEHMERTI S

ZRENDY XA LY kR = BEHENEDT, ping kI 74 v 7 IZ7 74T 75—/
LU FA LT R ERET,

DCNM TZ DY+ U A%\ 5121, [Stats)| FID Fich 27 A4 242270 v 7 LET,
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| BLy—EROI—2RS—2Z

X el Data Center Network Manager

Service Nodes

ASA1 VIRTUAL P
” /G 1 +
FIREWALL Route Peering
Senvice Policy  Route Peering
Policy Name Route Peering = ition VRF + z:x:‘::"" : NextHoplP * Reverse Next Hop IP Reverse Enabled
policyl peering1 1000 VLAN_11 201.201.201.201  200.200.200.200 Yes

fRE LR O R Y o — D RBFEHGI 2 KR TEET,

X bl Data Center Network Manager

Cumulative Statistics for service policy, policy1

Time Range
<Jan 08 . 2020 | 08:59 - Jan 08 . 2020 | 09:59 v >

16000000

]
I
{4
2
E
2

0
Jan 08, 09:00 Jan 08, 09:20 Jan 08, 09:30 Jan 08, 09:40 Jan 08, 09:50

® vrf_51000_10.

Jan 08, 09:10

Clear Stats

7. Fabric Builder T0 +57 1 w4 70—0%x® ||

4 A @O wn D

EEO+

SCOPE: | SITE_A v

1 +

Service Policy

O Atach Detach Preview Deploy Hsoy E

Last Updated - Stats JAction

e

01/07/2020, 21:26:54 &

SCOPE: SITE_A v A& A @ wmn O

FETLAAL T DL N T T 4 v T BEREAAL vy TDINN—=R T T 47 BLOY—F

A AL v FOEHFRD NT 7 4 v 7 ORFNEREINET,

7. Fabric Buildler TO +F35 274 w92 J20—0DFXKR

N7 77V v 7O —E R ) —RIY—ER V=TT X TFIN, ZONET 77V v
13777V w7 EAZODCNM FARE YT/ ST R T4 are LTERREINET,

U7 H—ERDI—RT—R .



UL H4—ERD1I—R5—2 |

B 7 revric Builder co 57 ¢ vy Tn—0FF

© . Data Center Network Manager SCOPE: SITE_A v 4 4 @ wno

€ Fabric Builder: SITE_A 4 Sissues

Actions -

+ =

= Tabular view
O Refresh topology

B Save layout

X Delete saved layout

Custom saved layout ¥

#) Restore Fabric
&, Backup Now

& Re-sync Fabric

+ Add switches

£ Fabric Settings BORDER-LEAF69 BORDER-LEAF70 EAFG SVC-LEAF1 LEAF-15 LEAF-16

LEAF-1-fex-101 LEAF-1-fex-102| EAF-1-fex-103EAF-3-fex-102

B Pending ® In Sync/Success @ Out-of-Sync/Failed  In Progress 8 Unknown/NA

Procedure

AFY 1 =R V—T%27 V7L, [EbIZ7O0—%KT (Showmoreflows) 127 VU v 7 LE7,
YEA LT hENTZT7 o — %2R TE LT,

. B-L71H—EXADI—RS—R



| BLy—EROI—2RS—2Z

7. Fabric Builder T 57« v 4 70—0n%x [l

alialis )
© 4 Data Center Network Manager SCOPE @) SVC-LEAFT
o 37.0.1.23
€ Fabric Builder: SITE_A NOK-C93180YC-EX
Actions = Summary
~ - = Status: Vv ok
_ Serial number: FD0223218JS
= Tabular view
Version: @o3(1)
CPU:
O Refresh topology 25
Memory: 23
B save layout
X Delete saved layout Health

Custom saved layout ¥ Modules 100.00% w=0.2
LV Switch ports 93.55% w=0.2
Alarms 100.00% w=0.6

Redirected Flows

) Restore Fabric
€ Backup Now

& Re-sync Fabric

policy1: VLAN_10 + VLAN_11
I7 S
+ Add switches [ <, Showmoreflows |

£+ Fabric Settings

System Tags

LEAF-1-fex-101  LEAF-1-fex-102L EAF-1-fex-105EAF-3-fex-102

VTEP

® Pending  In Sync/Success 1

ATy 72 [ (Details) | (H—ER 70— (ServiceFlows) |V 1> Fw) 227V w7 LT, (E7 7
ANDFHMERRLET,

Data Cent| @ svG-LEAF1

< Builder: 37.0.1.23
€ Fabric Builder: SITE_A e cor S

Actions 1 Service Flows
& = 4
Total1 (5 L3~
= Tabular view 2 Show | Quick Filter v
Node Policy Details Peering VRF Src Network Dest Network Next Hop Rev Next Hop
O Refresh topology
B save layout
1 ASA1 licy1 mg“i ring1 VRF_51000 VLAN_10 VLAN_11 201.201.20...  200.200.200.200
X Delete saved layout il 3 ik = = =

Custom saved layout ¥

¥ Restore Fabric
£ Backup Now

& Re-sync Fabric

+ Add switches

L3 Fabric Settings

U7 H—ERDI—RT—R




UL H4—ERD1I—R5—2 |

B cirKoS (Topology) 1% 1 > KITOREAY H4 LY kEhtz70—OREL

Attachment details for SVC-LEAF1

Ports. VLAN ID
DEPLOYED Ethemet1/34 2300
DEPLOYED Ethemet1/34 2301

87RO (Topology) 17« > ROTOIHEANIFA LY FEnt=7
n—DH\RE

Procedure

ATy 71 [bARAY (Topology) 1227 Vv L, V—7%27 0 v LT, SBEICI AL LT hEniz”
o—ZHELET,

. B-L71H—EXADI—RS—R



| BLy—EROI—2RS—2Z

8.[FKOT (Topology) 1% ¢ > Ko TOFiE~Y #4 Lo baht7n—nwElt [

© ‘lul Data Center Network Manager SCOPE! @y SVC-LEAF1 X

37.0.1.23
QuickSeerch~ | Search N9K-C3180YC-EX

Summary

Status: V ok
Serial number: FD0223218JS
Version: @9.3(1)
CPU: 17}

Memory:

Health
Modules 100.00% w=0.2
LB Switch ports 93.55% w=0.2
Alarms 100.00% w=0.6

Redirected Flows

policyl VLAN_10 + VLAN_11

& Show more flows

Tags

System Tags

LEAF-1-fex-101 | EAF-1-fex-102 LEAF-1-fex-103 LEAF-3-fex-102

OEEE [ oo - -

VTEP

AT9 T2 Fay7Zo VA NpL[)AA4 LY bEnt-7 80— (Redirected Flows) ]2 3R L £,

© s Data Center Network Manager SCOPE: SITE A v 440 wmay
Quick Search J Auto Refresh
@ Switch Health
Host name (vCenter) ® Fex
Pod name (Container) e
Errors Only
Host P ® Al
Host MAC Logical Links
VPC Only
Muticast Group @ Bandwidth
Redirectedlows ) otV
@ Ui Controls
VXLAN ID (WNI)
VIAN
VXLAN OAM

LEAF-15 LEAF-16

BORDER-LEAF69 BORDER-LEAF70 “ AP SVC-LEAF1

LEAF-1-fex-101 LEAF-1-fex-102 LEAF-1-fex-103 LEAF-3-fex-102

. Custom saved layout ¥ Utilization: ® <t 860-80% @ >80% nk .

U7 H—ERDI—RT—R .



WL H—ERD1I—25—2Z |
B stk Topology) 194 > Ry TOIEE~AY #4 LY FEhi-70—0ORELL

ATV T3 Fay T X7 VR MNLRY U—2RINTH0, RE7 4 — /L RICKRY o—4, EfFTrRy
FO—7 BIOERLERY NV 2 AN L THREZBLET, BT 01—/ F~DAT]
i n L. HEIMICHiESET,

il + e e = A | g— : -
e ctsco  did UGLICT INTLW k Manage SCOPE: SITE_A v - ® amn 8

Redrrected Flows v | f Show

poicy1: VLAN_10VLAN_T1
e}

HEILFR Y U= LR Y P U= RSN, TR XA LT SRR v F
L, R S ET,

alvaln " R T RS : A 'y ()
9 cisco g I INelw g€ SCOPE: SITE_A v admin {3
Redirected Flows *  policyl: VLAN10 - VLAN_11 Show
v
v
>

w S °

OEEE O oo - — E .

ATFYT4 =R J)—=FiE, FRaY U4 RuD) —7 A2, v FIERTERSN TS Lok
IRENET, R — I NV ERbEDLE, AV F—T oA ADFEMNRFRINET,

. B-L71H—EXADI—RS—R



| By —ERDI—ZH—2

1—R4—2 :eBGP ET YT EEALETFHY MET74794—1 [

BEEE [ coon e .

BERNOD T 747, 77AT U= APHEEINTWL Y —E R Y —7 24k L %
RS

T7AT T A=)V )= VIS NWT, b T 7 4 v 7 35ETHL Y —7 ISICBETLHZ LN
HA I ET,

A—R7—X:eBGPET7) VT EERLI=TF> FHE
2747 04—l

FRBE VOFEMIZONTIE, LFORESHRL T ZE0,

U7 H—ERDI—RT—R .



WL H—ERD1I—25—2Z |

B v—cx/—rorm

2O AR B YT, es-leafl & es-leaf2 73 vVPC R —4— U —7 XA v F T,

KIZ, DONM TH—E R U XA L7 NeFfTd 5 HikERTAELL D,

[##E (Control) 1>[Z7 7Y w% (Fabrics) ] >[H—EX (Services) | DIEIZER L ET,
ZDA—=AT—AF, WOFIETHR SN ET,

\}

Note « —HRDOFNEIL., TV MNT 7 AT U4 —IVEDZ—RA 7 — A TRENTW A FIE
WP TWATED, ZD2—RA 7 —ZA~DBRY VI BEH LN TNET,

cH—EARY—E, TTY AT 7 A7 U4+ —/LORRICITEN S EE A,

1.9—EX /—FDER

Procedure

ATy 71 [EH (Scope) | ey 7 XU A b, [Site Al 8 RLET,

X whele Data Center Network Manager SCOPE: DataCenter v | 2 @ admn ¥
R v @ Data Center
Service Nodes il
Ex
v @ MSD
Service nodes cannot be defined for selected fabric scope. Select a valid fabric scope. a
Spine ROUTE_CORE
In a valid fabric scope, you can define
RS01
RS02
Leaf , . Leaf siTE.8

SiE A

Default_LAN

Service Policy
Specify traffic redirection rules to/from the service node 1
1y

AFwvF2 [ (Add) | 71 = ([H—ERXR /—F (ServiceNodes) | 74> K7) #27U w7 L%
j—o

X bl Data Center Network Manager R STEA . @ wmn B

Service Nodes EEO+

Selected fabric scope has no service node. Add a service node to continue. Sutn

In selected fabric scope, you can define

Service Node
Onboard a service device such as a firewall or load balancer. Specify service node name, type, and interface

attachment details O O O

. B-L71H—EXADI—RS—R



| By —ERDI—ZH—2

ATvT3

ATv74

ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

14—E2 s — kot |

J—FR&ZEANL, [Z7A4T24—)L (Firewall) | ZELET (247 (Type) | ke v
THET Ry R) , [W—ER /—FK4% (ServiceNodeName) | iF—E THHILERH Y £
TO

S ‘ scoPE: ST A v] A4 @ wno
i

New Service Nodes X

@ Create Service Node Create Service Node

[Z4—L 7794%— (FormFactor) | kry 7 X2 URA Mo, [{RE (Virtual) | 23R
L/i‘a—o

il ¢ R PE: SITE A v A ¢
X i Y SCOPE: ST ) o O

New Service Nodes X

o Create Service Node Create Service Node

ASA1

[RA v FDEH (SwitchAttachment) |27 3 T, M7 7 F Y w4 (External Fabric) ]
kv 77Xy JA RN, —E R J—F (7221, ASA 77 AT U+—/V) DEES
NTWBINELT7 77V w7 &R LET, Y—ERXA /= KFHNEHF 777V v Z7IZBL TN
ERHDHZEITEELTIEEIY, U, —tv R ) — REEKRT DBORHESRF T,
=R V=TT 2 —ER ) —RDA X —T =4 2B ANTTLET,

* Service Node Interface

Giga0/0

YP—bER V=T ThrERINTAS v TF L, =R V=T LORIETHA L F—T A
AIBIRNLUET,

service link_trunk 7> 7' L— R ZEIRLEF, DCNM X, 727, A—FFx 3L, B
OVPC Y 7 T 7 b— e R—bLET, [Y29 ToTL—Ft (Link Template) ] K
0y 7E UARNCHERARERY 7 T 7 L—ME, BIRLE RS Y F A 05—
7 x4 R (Attached Switch Interface) | ® ¥ A FZHESNT T 4 AV EZ Y T ESET,

Link Template

service_link_trunk

PEIZG U T, [—#/85 A —% (General Parameters) | & [55# (Advanced) | /3T A —4 %
RELET, —#oRTA—=XZITiE, T 74V MEBRFRNIZAA S TOET,

U7 H—ERDI—RT—R .



UL H4—ERD1I—R5—2 |

B:r-re7vvonm

ATy 710

[R~ (Next) 1227 V27 LT, fERk L7z —ER J—RERFLET,

Note FOMDOY TN 27—y gy MZOWTE, AU V— X=X JL—F 4 7 ff
MO, 7F "N T7 7 AT T4 —AD 1. —E A J— KOFERK, on page 2 & &
LTLEEN,

2.)L—k ET7Y) T DER

ATy T

ATy T2

ATvT3

P—ER V=T LY —ER ) —FEOET I 72 LELEL D,

Procedure

TV IhEANNL, [THY AT 74 724 —)L (Inter-Tenant Firewall) ] % [
(Deployment) | ke 7 X oy VA MPLRIRLET, [ETVUT T3> (Peering

Option) | ke vy 7 X7 UA D, [EBGPAAF 2wy EF Y >4 (eBGP Dynamic

Peering) | =R L £,

[RERF Y kT—% (InsdeNetwork) ] T. [VRF] Fu v 7 &7 U 2 b SEEICIEET 5 VRE
ZBIRL, [AE+Ry kT7—% (InsdeNetwork) |1 % [y kT—% 24 7 (Network Type) ]

TERLET,

[—EX vy bT—2% (ServiceNetwork) ] D4 ii&Z AL, [VlanID] ##E L £7, [BRE
(Propose) 1 #7 U » 27 LT, DCNM A RIZMEHAIEEZ: VLANID 2 7 7 7' U » 7 8¢ CTHE
SN —E R Ry hU—2 VLANID O#iinb 7 = v FTELHXIICTHI & HTEE
T, 774NV D[P —ER xy bT—49 T TFL— b (ServiceNetwork Template) ] i
Service Network_Universal <4,

[T A—=H|HTT, P—EA Ry NT—TDF—F U=z TRVAZRELET, [F
H9RA LRy TIP7 FLR (NextHop IPAddress) | #f8ELEd, ZOFXIZ AN FKy 7 T K
VAR, THEY—EA Xy =7 7Ry NNIZHALERH Y £, [FEMEE
(Advanced) | # 7D, 774NV D [Jb—T« >4 2% (Routing Tag) | fEi% 12345 T,

eBGP A A F v 7 BTV T DOF 7NV OET U7 T 7 L— M, service ebgp_route
-,C“—a—o

Peering Template

senvice_ebgp_route

[—f&/85 A —% (General Parameters) | # 7 . [#4 /S— IPv4 (Neighbor IPv4) ] 7 KL
Z. [JW—TF v 4 IP (Loopback IP) ] 7 FL 2, B3LO[VPC EFZDIL— TNy %4 IP (vPC
Peer’sLoopback IP) 1 7 KL AZfEE L4, R—F— A A v FILvPC X7 T,

. B-L71H—EXADI—RS—R



| By —ERDI—ZH—2
2—reruvinks |

General Parameters  Advanced

# Naighbor IPvd (O ¥ Loopback IP (0
192.168.32.254 60.1.1.60
VPG Pesr's Loapback IP (B
60.1.1.61

ATy T4 [FHETE (Advanced) ] # 7T, [A—HJLASN (Local ASN) ] Z#E L., [RA b JIL— D
7 K24 X (AdvertissHostRoutes) | F = > 7Ry 7 A& A A2 LET, ZDr—A/LASN
X, A v T DY ATLAASN & LEETLEDICHERAIN, V—T 4 7 V—T%m#ET
DT DI BT,

[(RR R IL—FDT7 E/3% 4 X (AdvertiseHost Routes) | = v 7 Ry 7 ARA T 72 > T
D86, B2BLUN28L— BT RANZAXINET, ZOF =y 7Ry 7 ANRERRI T
WRWIEES, LT 4 v 7 A — MR T RRZ A ZESET,

T7xNV BT, [A03—T 4 ADEFMIE (Enableinterface) | 7= v 7 Ry 7 A A 1T
2o TWET,

General Parameters Advanced

Meighbor [Pvé (O Loopback IPvE (0

wPC Peer's Loopback IPv6 (D * Route-Map TAG @
12345

Interface Description @ Local ASN @
65501

Advertise Host Routes @ * Enable Interface

U7 H—ERDI—RT—R .



UL H4—ERD1I—R5—2 |
B:r-re7vvonm

ATv 75 [y kT—% (OutsideNetwork) | CTHERNRTA—HZHREL, [UIN—R kS5 T1
DY ALKy TIPF7 ELR (Next Hop IP Addressfor Reverse Traffic) | Z+5dE L £,
YNR—=RA NT T4y 7 DZDOXI ARy T T RLAE, DBMSH—E2 3y hU—2 ) %
T3y MNIZHDHMLERH D £,

ATYT6 e BGPHAA T I v/ TV T DT 74 DTV 757 L— R, service ebgp_route
T,
seerng Tempiste

service_ebgp_route
[—h%/S5 A —4 (General Parameters) | # 7 @, [4 /N\— IPv4 (Neighbor IPv4) 1 7 KL

A, [JW—F78v % 1P (Loopback IP) 1 7 KL A, BLXO[VPC E7ZDIL—F/8v 4 IP (VPC
Peer’sLoopback IP) ] 7 FLATY, U—7 XA v FILvPC T T,

General Parameters  Advanced

% Neighbor Bvd () # Loopback I ()

32.32.32.254 61.1.1.60

PG Peer's Loopback I ()

61.1.1.61

ATy FT [FMETE (Advanced) ] # 7T, [A—HJLASN (Local ASN) ] Z#E L., [RA b JIL— D
7 F/x2 4 X (AdvertiseHostRoutes) | F = v 7Ry 7 A% A2 LET, ZDOr—H/LASN
X, A v T DY AT LASN & FEETLEDICHEHIN, V—T 4 7 V—T%m#ET
DT DI B TT,

[(RR B IL—FDT7 K38 4 X (AdvertiseHost Routes) | = v 7 Ry 7 ARA T8> T
D86, B2BLUN28L— BT RANZAXINET, ZOF =y 7Ry 7 ANRERRINT
WRWES . LT 4w T A N— ERT RAZ A ZEXNET,

TNV ETIE, [A 03— 4 ADEMIE (Enableinterface) | 7= > 7 Ry 7 AN A 1T
7o TNET,

. B-L71H—EXADI—RS—R



| By —ERDI—ZH—2
an—reFULoEERTS

(General Parameters Advanced

Meighbor [Pvé (O Loopback IPvE

wPC Peer's Loopback IPv6 @ * Route-Map TAG ©
12345

Interface Description @ Local ASN @
65501

Advertise Host Routes * Enable Interface (@

ATYT8 [RN (Next) | %227 Vw7 LT, fERLIEA—F BTV 7 2RI LET,

JIL—FETIVUITERAT S

TF NI AT A —NVEBOZ—2r—AD 4. )L— |k BTV 7 &EBT 5, on page
10 #ZH L T Z& W, [InterTenantFW] 725 [EBE (Deployment) ] D FIZE/RINTWND Z
LICEE LT EEN,

ZDA—RA—ADVPCHR—F— ) —T7DBGP HZTEEZLLFIIRLET,

router bgp 12345
router-id 10.2.0.1
address-family 12vpn evpn
advertise-pip
neighbor 10.2.0.4
remote-as 12345
update-source loopbackO
address-family 12vpn evpn
send-community
send-community extended
vrf myvrf 50001
address-family ipv4 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
address-family ipv6 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
neighbor 192.168.32.254

U7 H—ERDI—RT—R .



UL H4—ERD1I—R5—2 |
B =xr—=x: 9v7—nm—rn5uy

remote-as 9876
local-as 65501 no-prepend replace-as // Note: This configuration corresponds to the
Local ASN template parameter value of the service ebgp route template of the inside
network with VRF myvrf 50001. The no-prepend replace-as keyword is generated along with
the local-as command.
update-source loopback?2
ebgp-multihop 5
address-family ipv4 unicast
send-community
send-community extended
route-map extcon-rmap-filter-allow-host out
vrf myvrf 50002
address-family ipv4 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
address-family ipv6 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
neighbor 32.32.32.254
remote-as 9876
local-as 65502 no-prepend replace-as // Note: This configuration corresponds to the
Local ASN template parameter value of the service ebgp route template of the outside
network with VRF myvrf 50002. The no-prepend replace-as keyword is generated along with
the local-as command.
update-source loopback3
ebgp-multihop 5
address-family ipv4 unicast
send-community
send-community extended
route-map extcon-rmap-filter-allow-host out

ZDa—RAF—ZADVPC AA v Fes-leafl DIV —T Ry 7 L B —T =2 A4 AREZLLTFITRL
T, WBRONV—T RNy s B —T = A AL, service ebgp_route 7> S L— kD [)L—7F
Ny 7 1P RT A= RS LET, [Ib—F73v 2 IP (Loopback IP) | /%7 A —#{i
([service ebgp_route] 7> 7' L— hCTHRESNTZH D) ZHEH LT, 2 2OfEBID VRF A >
AB U ADZEVPCAA » FI2DDN—T Ny 7 A4 U B —T = 4 AP BHERIHER S NVET,

interface loopback2

vrf member myvrf 50001

ip address 60.1.1.60/32 tag 12345
interface loopback3

vrf member myvrf 50002

ip address 61.1.1.60/32 tag 12345

VPC V7 A A v F es-leafd DIV—T RN 7 L Z—T = A AF

e
it

interface loopback2

vrf member myvrf 50001

ip address 60.1.1.61/32 tag 12345
interface loopback3

vrf member myvrf 50002

ip address 61.1.1.61/32 tag 12345

A—RF—R:JDoF7—LA—FKNZ Y

rARB POFEMIC O TR, LFTOREZRL TSN,

. B-L71H—EXADI—RS—R



| BLy—EROI—2RS—2Z

19—z /—rots |

2O MR YT, es-leafl & es-leaf2 73 vPC Y — 7 T,

KIZ, DONM TH—E R U XA L7 NeFfTT 5 HikERTHAELL D,

[##E (Control) 1>[Z7 7Y w% (Fabrics) ] >[H—EX (Services) | DIEIZER L ET,
ZDA—=AT—AF, WOFIETHR S ET,

\}

Note —SDOFNEIZ, TF > M7 7 A4 T U+ —VEROZ—ZA 7 —2ATRENTHSFIEIC
PTWATD, FO2—Ar—A~DERY I NEDLNTWVET,

1.9—EX /— FOERK

Procedure

ATw 1 [#EF (Scope) | Kry XU A Rk, Site A ZIRLET,

X abule Data Center Network Manager SCOPE: DaaCemer v | 2 @ admn &

. v @ Data Center
Service Nodes i
[
v @ MsD
Service nodes cannot be defined for selected fabric scope. Select a valid fabric scope z
Spine ROUTE_CORE
In a valid fabric scope, you can define
RS01
RS02
Leaf / N Leaf SiTE_8

06 =

» .
4 )
¥ ]
’ [l
. '
. a o '
Service Polic: . o3 - s
a ] ! - Host A 4
!
1 Load Balancer irewal .

Speciy traffic redirection rules to/from the service node

ATFwvTF2 [Eh (Add) 1 7A =2 ([H—ERX /J—FK (ServiceNodes) | V1> FY) #27V v 27 L&
hj‘o

X wlwbe Data Center Network Manager SCOPE: SITE A v A @ amn O

Service Nodes EEQO -+

Selected fabric scope has no service node. Add a service node to continue. Spine

In selected fabric scope, you can define

Service Node
Onboard a service device such as a firewall or load balancer. Specify service node name, type, and interface Leaf Leaf

attachment details O 0
Host A Host B

Load Balancer Firewall

U7 H—ERDI—RT—R .



B v—cx/—ronm

ATvT3

ATv74

ATy Th

ATvT6

ATy T17

ATvT8

ATvT9

WL H—ERD1I—25—2Z |

J—FR&%ANL, [B—FK/NS5 Y (Load Balancer) | ##5 & L £9 (247 (Type) 1K
ny T E T Ry I R) , [P—ER /—F4#& (ServiceNodeName) | 1I—E THLHMLENRH
D\i—é—(]

[Z74—L 77948 — (FormFactor) | Kevy7Z v U X R, [IRE (Virtual) ] %2587
L9,

* Form Factor

Virtual

Physical

[RA v FDER (SwitchAttachment) |27 2 a T, [\ 7 7 J 1 w4 (External Fabric) ]
Koo 77X JARMMS, =R J—F (Fz&2iE, ASA 7747 Ux—/V) DEES
NTCWBINERT7 77V w7 &RIRLET, P—ERA /—KRFHNE7 77V o Z7IZBLTWDN
ERdHDHZ LITEBELTLIIEIN, ZiuE, =R J— FE{ERT 2BORIESEMA T,
P—bR V=T BT A —E R ) —RDA X —T = AL AT LET,

* Service Node Interface

Giga0/0

=R V=T ThHIERENIAA v TF L, B—ER V=T LOKIET oA F—T A
AR ET,

service link_trunk 7> 7L — R Z @R LET, DCNM X, T2 7, A—FFr 2, BEX
OVPC Y v 7 T 7 b— e R—bLET, [U29 ToTL—FF (Link Template) ] K
oy Sy UARNCHEMAREZRY V7 77 b— M, BRLE (BRI F A2 —
7 x4 R (Attached Switch Interface) | ¥ A FZHSNT T 4 VXV T SET,

Link Template

service_link_trunk

MBS U T, [—H#8/85 A —% (General Parameters) | & [F5# (Advanced) | /3T A —% %
BELET, —HONRTA=ZIE, 7740 MEPRFERNZAN SN THWET,

. B-L71H—EXADI—RS—R



| By —ERDI—ZH—2
2—reruvinks |

General Parameters Advanced

MTU © SPEED ®

jumbo Auto

Trunk Allowed Vians ® Enable BPDU Guard @
none no

Enable Port Type Fast ® Enable Interface ®

ATFYF10 [k~ (Next) |27V w27 LT, fERLEY—ER ) — RERAFLET,

Note FOMDY L TN 27 —r gy MZOWTIE, R — RXR—X Jb—F ¢ 7 ff
BB, 77 "7 7 AT O —AD 1. —E R J— KOLERL, on page 2 % &M
LTLEEEN,

2. )L—k ET7Y) T DER

P—b R =T LY —b R ) —FEOET V72 ERLEL LD, ZD2—RAFr—ATIL,
BHL— R BT S ERELET,

Procedure

AT T €7V T 4EANL, [TUF—L E—F (OneArmMode) | 28R L 9 (B
(Deployment) | ke vy & VR R) , £, [EFU2TF T3> (PeeringOption) ]
Key7Zor VARG, [BFHETY) VY (StaticPeering) | #3#IRL E7,

ATv T2 [RODT—L (FirgArm) 1 C, NERHEAZFRELET, [VRF] Rry X0 U2 Mhbd
TICIFEET D VRF 28R L, [RYIDT—L (FirssArm) 1% [Ry kT—% 24 7 (Network

Type) 1 BB L FE 4,

ATY T3 [H—ER Ry kT—% (ServiceNetwork) ] D4 HiA AJ1 L. [VlanID] Zf & L£¥, [£E
(Propose) 1% 2 Y v 27 LT, DCNM RRIZEEMH FIHEZ: VLANID % 7 7 7'V » 7 8 E CHRE
SN —ERA Ry hU—2 VLANID O#iib 7 2 v FTELLIICTHILEHTEE

To 774NV ED[HY—ER 3y bT—9 T FL— b+ (Service Network Template) ] i
Service Network _Universal T3,

[MANTA=Z)FTT, =R Ry hU=I QY= b U= T RVAEELET, [#
ARy TIP7 FLR (NextHop IPAddress) | #f8ELE Y. ZORZ AL Ry T T K
LA, BHOT —AOHF T xRy NRICHHLERH Y £F, [HMEERE (Advanced) | 47

D, T7HN IO [IW—T 1% 2% (Routing Tag) ] fEIE 12345 T,

U7 H—ERDI—RT—R .



WL H—ERD1I—25—2Z |
B :v—cx®kus—okm

AT T8 TNV NDETYLYT T T L— bk (Peering Template) ] i service static route T4, &
PSS UTC, [AML— kb (StaticRoutes) | 7« —/V NiZ/v— F&BIML £,

Peering Template

service_static_route

service_static_route

55.55.55.55, 192.168.50.254

ATV TS V=R T T4y 7D[FRPALERYTIPFZRFLR (Next Hop IPAddress) | ##E L &

a o
— o N o N N
» S - _
ATYT6 [R~N (Next) |#27 Vw27 LT, fEEL7IENV— K ET VT E2RFLET,
X st Data Center Network Manager SCOPE: | SITEA MK O
Service Nodes EEO 4+
LB1 VIRTUAL -
v §/C 1 + 2 +
LOAD BALANCER Route Peering Service Policy
Service Policy  Route Peering @ | Attach | Detach ' Preview Deploy Histoy = E W
Service Network One Service Network Two
Peering Name Deployment Peering Option Status Next Hop IP Reverse Ne Action
VRF Network Name ~ Gateway IP VRF Network Name Gateway IP
RP-1 OneAmADC StaticPeering In-Sync @ MyVRF_50001 net_ib 192.168.50.1/24 19216850 =) /'

3. U—EX R O—DER

Intra-Tenant 7 7 A 7 U + — VIR D 2 — 27 —ZAD 3. —E X KU 2 —DAERK, on page 7 %
ZRLTLZE,

LILV—cETIVIERRAT S

T MNT 7 AT U= NVEROZ =R —2D 4. — BTV 7 ZJEBT %, on page
10 #2H L T 72E W, [OneArmADC] 75 [fERf (Deployment) | ® FiZF RSN TWVWDHZ &
WWHEBELTLEEN,

. H—EX R —NDREE
TFY MT AT U NVEBEAOZ—RA 7 —AD 5 —E A R 2 —DRER, onpage 12 &
ZIBLTLEEN, 2L, 20— KRS O — Ry — X232 50— _"—RNh BT
W, == Ry U= T L2200 —ERARY —%ERETILERNDY £7°,
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6. sstEmeRTT5

Senvice Policy  Route Peering () Attech Detach Hstoy EE W

Source Destination
Policy Name Route Peering Status VR: Source Network Destination VRF Nm"wk' Next Hop IP Reverse Next Hop IP Stats  Action

SP-1 RP-1 In-Sync © MVRF_50.. ClientNet MyVRF_50001 ServerNet 192.168.50.254 “w o) /

SP-2 RP-1 In-Sync (0] MyVRF_50. ClientNet MyVRF_50001 ServerNet2 192.168.50.254 v - /

6. iiEHEHMERTI S

TFUMNT 7 AT U4 —VERDZ—Z 7 —AD 6. #iatfE A #7595, on page 14 % 5
LTL7EE0,

7. Fabric Builder TO 574w 9 J20—NDRR

T NNT 7 AT U —IVERO— X/ —ZAD 7. Fabric Builder TO FT 7 (w7 70—
DF7R, onpage 15 ZZ ML TS EE 0,

8RO (Topology) 1V« > FUTDEE~N)FA LY SN2
A—DOH{REIL

TF MT AT U INVEBAOZ—Ar—AD 8. [ hARu Y (Topology) |7 4> KU TD
e~V XA LT NS 7 v —0OREAL, onpage 18 ZEMR L T 30y,

P—ERA U —T7D VRFEHRIZLLTOLEEY T,

interface V1an2000
vrf member myvrf 50001
ip policy route-map rm myvrf 50001

interface V1an2306
vrf member myvrf 50001
vrf context myvrf 50001
vni 50001
ip route 55.55.55.55/32 192.168.50.254 // Note: This is the static route
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn
address-family ipv6 unicast
route-target both auto
route-target both auto evpn
router bgp 12345
vrf myvrf 50001
address-family ipv4 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
redistribute static route-map fabric-rmap-redist-static
maximum-paths ibgp 2
address-family ipv6 unicast
advertise 1l2vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
redistribute static route-map fabric-rmap-redist-static
maximum-paths ibgp 2

U7 H—ERDI—RT—R .
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B stk Topology) 194 > Ry TOIEE~AY #4 LY FEhi-70—0ORELL
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



