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j—o

« M5 EPG @ [JL— REIZEM (Route Reachability) 1 C. [44&8H 4 bk (External-Site) ] Z3&R L
e

« REST API Z{#i i L CT#M4B EPG Z1ERLT 5 121%. REST API 24l L 724487 7 v K EPG DfERY %
BHRLTLLEE N,
c ZDOY A MFEPGIZIZ, A T7TFTHRARMSND VRFZHEHLET,

o X A 7 site-external ®F5 2 Z 7 K EPG Z1ERR L £97,

ATYF5  Azureportal ZSM LT, AT v 72 (10 X—Y) TR LIZ VPN — VoA TRy hOA 7T
VNet I8y h T —2 F— b oA ZER L £7

IHOOFETIE, LI A YA 0D Azure VPN 7 — k7 = A ~D [Psec 3 L N BGP #f5t & 5%
LE9, FEfzoOW T, Azure 1 FORDFEEESHRL T ZE,

https://docs.microsoft.com/en-gb/azure/virtual-network/virtual-network-configure-vnet-connections

a)

b)

¢)

d)

e)

Azureportal T, ARy U —27 7F— F v = A Z/ERT 5 Resource Manager virtual network (ZF5E) L
T, Ry NI —2 F— b o= A Z{ERLET,
FRIT, [UY—RDYER (Createaresource) | #3INL, MBIERERY bT—U F—Froz AL
ABLET,
BREAER T RERY bT—5 5— ko4 (Virtual network gateway) ] Z o5 T, = ~U %
70 w7 LET,
MRy FT—%5 5#— k94 (Virtual network gateway) 12— C. [¥EBX (Create) ] Z %R L
35
Ry kT —9 5— ko A4 DR (Create virtual network gateway) ]-3— T, D7 4 —/)b
NZEg Gl a A LET,

cH TR Toay @Yy 727 ) Ty a UNBIRENTWAS Z L 2R LET,

Y=RTN—=T iRy P —7 ZERT DL, VYR T A= PNHBMICRRS LE
D

< BT AR Y FU—7 = F U A DAH

)= ay Xy NI BRREBEBSNTWAERZET L 5T [V—23 > (Region) ]
T4 =NV REERLET, BPMUER Yy NT—270H ) —Va Y ERLTORWES, K
Bxy hU—27 13 [RBER Y k7 —2 DFER (Chooseavirtualnetwork) ] Ku v 7' X 7 NZHKR
EnFEHA,

e HF—broxA B4 T [VPN] Z#IRL 9,
« VPN 4 1 7 : [Route-based] % i#R L £ 7,
« SKU : [VpnGwl] Z#R L £,

« 14X : [Generation1] Z &K L £ 9,
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xRy kT—2% : [overlay-1] 23R L 9,
cNTY YD IPT RLR : [#RER (Create new) ] 2R L £,
cNTVYIIPFTRLRE : "7 U2 IPT FLAOAHTZHREL £,
cTIOT4T-TOT47 E—REFHITT S : [HEH (Disabled) 1IZHHEL £7,
+ BGP MR : [A%) (Enabled) JIZREL 7,
cBEVATLES (ASN) : VPN 57— b U = 1 Ojiifl72 BGP ASN A A LET, 774/ b
TIE, Azure 1% 65515 O ASNfEZEH L £,
f) [#:2+{EA (Review +Create) 122 L, [fERL (Create) ] T/ — F 7V =A OERZBAMB L £

REDHERIIN, F— MU =ADBEBHALET, (KExy NT—2 F—h U= A OEIE. T35
FETIRE 4SS D0 bZERHY £,

Ry NU—7 F— N7 oA DIEFIZEA SN2 L 2/RBT 512, (Exy hT—27 F— |k
7 = A (virtual network gateway) | ~—IZBENL T, fERRKL7ZIE00 OFER Y hU—2 F— |
U A R L, [BRXE: ¥ (Settings: Configuration) 1227 U v 27 LT, (ifixy hU—27 7—k
VA DR EE R RBIOMRELET,

ATFYT6 b= Fy NU—7 F— o= EBERLET,
ZOMERTIX, B—A Xy NU—F =R Uz AlF, AT VLI ADIPsec TN, AERTAT V=
JRTY, B—AN Ry NU—=7 F—= U= A ZIET DRI, IRO/NT A—Z 2R L £,
«BGP Hffv 27 1% 5 (ASN)
« X7 Y w7 IPT7 KL A (Public IP address)

ARy N =2 =T =2 AT FNRZAXTLMENH DA TV I AT Ry FOwEGR T
FL A AR—2R

a) Azureportal T, R—A/L Xy NU—2 5 — U = A Z{ERT % Resource Manager = — 7 /L 1% v b
T—7ZBEL T, a—vxy NU—7 F— R U= A ZERLET,

by ZMIT[UY—RDIERK (Createaresource) | Z®IN L, MK (A—AIL Ry FT—HU H5—F+Dx
4 (Local Network Gateway) | & AL LET,

) MBEFRT[EA—AIL Y T—Y F— b4 (Local network gateway) ] =R >1F T, = KV
Vw7 LET,

d) [B—AHIL Yy bT—Y 5F— kx4 (Local network gateway) ] ~<—3 T, [fERX (Create) ] %%
WLET,

e) [B—ANLFRY FT—U F—Fro A DYEFK (Createlocal network gateway) 1~<— T, IRD 7 4 —
v R e R Aa A LET

CRHT m—H Ry NT—2 F— k= A DA EL
cIVRRAU b [IP7KLR (IPaddress) ] Z3#R L ET,
CPPRLR : m—H Ky RU—2 e k= A DEEIR P 7 FLAZ A LET,
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ATy FT17

Py LR Y v |

e 7 FLRRR—=R:7 FL A AXR—R(TH#EYIMEZ AT LET, =& ZI1E. VPN Gateway (K
BXy NT—2 F—bv=A) ZEHLTEROER (9—) OEEFIZEHALT, 2
DT 4 —)L FIZ 192.168.0.0/16 ZIBIM L ET,

*BGPEREDHER : ZORELZHEICTHITNE., Fev /AR 7 2% 7Y v LET,

cBEVATLES (ASN) : v—Hh)L 2y hU—7 F— U xA Ot/ BGP ASN iz A J)
LET, Zhid, VE—bF T34 ZAD ASNETY, 72& X, VPN Gateway (AR v hU—
7 F— b xA) A LI OMR (9 —) OBlEZERL T, 207 4—V R
IZ 65150 Z BN L £,

*BGPETZIPZRLR : ZDO7 4 —/)L RiZiE, AT VLI AT AL AMEATHBGP ET IP T
RLAZASTLET (AzurelifBx >y NV —2 F— b U= TiEH Y FHA) , 72& 2. VPN
Gateway (RABAX > NU—27 F— R U xA) ZMEH LTEEROMK (9 X—) ORERE] 2
HALT, 207 4 —V KiT 196.254.0.8 BN L EJ,

cH IR Toar A7 75 (115—=Y) ORfERY NIT—27 F— b U =A IR LD
DEREUEYT AT Y P g BRI ET,

cY=RGN—=T AT 75 (11 X=Y) OFEFRy NU—7 F—F oA A LD
LRICY V=R TN—TZRIN L FT,

IGFT AT 075 (1IR—Y) Oy N =2 F— b= IR Lo LFE CHAT (U —
Var) ERLET,

[#E2 + ERL (Review + Create) 1 Z38R L, [fERL (Create) 1 T/ — b7 = A OIERLZBALE L £ 77,
BRENPHRIN, Y— MU =ADBERLET,

H—HN Ry U= F— Ny oA PNEFICRBINTZZ LEEHRT DT, [m—I ARy FT—
77— b7 A (localnetwork gateway) | X—IZBEIL T, fER L7z o —h1r Ry T —
7 =t A @R L, [RE: #/ (Settings: Configuration) %27 VU v 7 LT, a—7h/)L %
N =27 = MU = A OWRGERE 2 R L OER L E T,

Azure ifF v U —2 F— b T =g pbu—HL Fy hU—7 F—bTxA (FT LI AD IPsec
T INA A) ~O VPN B &2 Ek L £,

a)
b)

c)

d)

Azure portal T, ARy NU—2 F— =2 AA DOX—=VIZBEHL, AT 75 (11 =) TIE
KLUz Azure (KR > N —7 F— b oA B /RO ET,

ER LT Ry N T —2 = b U = A 28R L, [BRE: #&H#E (Settings: Connections) 1% 7 U v
7 LET,

B &EZYVvr LET,

[EHDEM (Add connection) 17 1> RUMBHE £,

ZDOVPNER % Azure ity N —2 F— R o= nbu—h NV Ry NT—7 F—rT A (F
VLR AD IPsec TNA R) IZIBINT A EOICHLERERE A LET,

#4247 (Connection type) 17 ¢ —/L KT, (¥4 il (IPsec) (Site-to-site (IPsec)) ] &
BRLET,
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ATvT8

ATvT9

ATy 710
ATy TN

e)

c[MRERY bT—H H— b4 (Virtual network gateway) 1 7 4 —/V R C, A7 v 75 (11
=) TERLEZ Azure (IR Y U —27 F— b U oA ZRINLET,

[A—AIL Ry FT—9 H— kx4 (Localnetworkgateway) 17 4 —/L K C, A7 v 76 (12
NR—=V) TERL7zm—HN Xy NI —7 F— oA B@IRLET,

«[BGP #8395 (EnableBGP) | 7 4 —/V R CF v IRy 7 A% 7 V) v 7 LT, ZOH
? BGP ZH#Z L £,

=k

« [IKE 78 k3L (IKE Protocol) ] 7 4 —/v R C, [1kEv2] ZHER L £7,

Z D VPN Bt O IERO A NRET Lich, [OK] 227V v o7 LET,

Azure 725 VPN KT 7L — b X oo — R LET,

a)
b)
¢)

d)

e)

f)

Azure portal T, IR Y NU—2 F— 7= OX—=VIZBE L, 1B LT Azure (REER v T —
5= Uz AEBROTET, AT v 75 (11 _—)

ERR LT R R Yy NU—2 = o= A 23R, BRE: #2272 v 7 LET,

Rk L7- VPN Bt DA RT A BRI L £77,

VPN #ft O AN — O NFR SN ET,

[ > 0— F#aL (Download configuration) 1 %272 U v 7 L%,

[ > 0— F#AL (Download configuration) ] ~— YRR SVET,

[#™ > 0— F#aL (Download configuration) ] ~— < TR DR 24TV E T,
o [T/NA R RS — (Device vendor) ] 7 «—/L KT, [cisco] ZIBIRL E T,
«[T/NA4 R 77 =) (Device family) ] 7 4 —/L KT, [10s (1sR, asr) ] &R L 7,
[Z7—LoxT7 N—23> (Firmware version) ] 7 4 —/L KT, [15.x (1kEv2)] IR L F

R

[#™ > 0— F#aL (Download configuration) 1 %227 U v 27 L%,

Hyoa— RULEHERT L FL— R 7740 ETF AN 57 0 X CTHE, BT 7 L— FOERIC
Ve CHBIRREZITVET,

\WE. BT 7L — N CREREE L, BGPEROK DT 4 —v RO TT,

« LOCAL_ROUTE : Azure |27 RARZ A XA T HMERNH LRy NT =07 THLMERHY £7, =&
ZI1X. VPN Gateway (RAER Y NU—2 F— R U= A) ZEH LIEHOMNE (9 X—) Off
Bl a3 5L, 207 44—/ RiZ192.168.0.0 EATILET,

* LOCAL_MASK : 255.255.255.0 CRITIUIRD FHA

WELRR T P L— 2R ELTCHUET,
WMELEHERT v 7L — e d 7L 2D IPsec 73 ZCHA LET,

VPN Gateway (fAEF > FU—2 F— U =A) M LB OMg (9 ~—) OREFNIES
WVTHRAE ST T 7 L— R OB Z RITR L E T,
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access-1list 101
access-1list 101
access-1list 101
access-1list 101
access-1list 101

access-1list 101
|

permit
permit
permit
permit
permit
permit

K
iy

Py LR Y v |

ip 192.168.0.0 0.0.255.255 10.80.0.0 0.0.0.127
ip 192.168.0.0 0.0.255.255 10.80.0.128 0.0.0.127
ip 192.168.0.0 0.0.255.255 10.80.1.0 0.0.0.127

esp host 52.152.235
udp host 52.152.235
udp host 52.152.235

crypto ikev2 proposal Azure-Ikev2-Proposal
encryption aes-cbc-256

integrity shal

group 2
exit
!

crypto ikev2 policy Azure-Ikev2-Policy
proposal Azure-Ikev2-Proposal
match address local 173.39.125.130

exit
|

crypto ikev2 keyring singaporeisr-keyring

peer 52.152.23

5.192

address 52.152.235.192
pre-shared-key 0123456789cisco

exit
exit

crypto ikev2 profile Azure-Ikev2-Profile
match address local 173.39.125.130
match identity remote address 52.152.235.192 255.255.255.255
authentication remote pre-share
authentication local pre-share

lifetime 28800

dpd 10 5 on-demand
keyring local singaporeisr-keyring

exit
|

.192 host 173.39.125.130
.192 eq isakmp host 173.39.125.130
.192 eq non500-isakmp host 173.39.125.130

crypto ipsec transform-set Azure-TransformSet esp-aes 256 esp-sha256-hmac

mode tunnel
exit
|

crypto ipsec profile Azure-IPsecProfile
set transform-set Azure-TransformSet
set ikev2-profile Azure-Ikev2-Profile
set security-association lifetime seconds 3600
! Note: PFS (perfect-forward-secrecy) is

!'set pfs None
exit
|

int tunnel 11

ip address 169.254.0.1 255.255.255.255
tunnel mode ipsec ipvié

ip tcp adjust-mss 1350

tunnel source 173.39.125.130

tunnel destination 52.152.235.192
tunnel protection ipsec profile Azure-IPsecProfile

exit

interface Loopback 11
ip address 196.254.0.8 255.255.255.255

exit
|

router bgp 65150

bgp log-neighbor-changes
neighbor 10.80.1.30 remote-as 65515

an optional feature (commented out)
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neighbor 10.80.1.30 ebgp-multihop 255
neighbor 10.80.1.30 update-source loopback 11

address-family ipv4
network 192.168.0.0 mask 255.255.0.0
neighbor 10.80.1.30 activate
exit
exit
!
ip route 10.80.0.0 255.255.255.128 Tunnel 11
ip route 10.80.0.128 255.255.255.128 Tunnel 11
ip route 10.80.1.0 255.255.255.128 Tunnel 11
ip route 10.80.1.30 255.255.255.255 Tunnel 11

ATw 12 VPN xR LET,
a) Azure portal T, ARy FU—2 F—F T =2 O_X—=VICBEI L. 1B L7Z Azure (RAEF >~ b U —
7 = U ABZROTET, AT v 75 (11 X—=Y)
b) fERL7AER Yy NU—7 =T 23R, RE B 227V 7 LET,
c) TERC L7z VPN #5708 (27 —# 2 (status) 1 FIC [#EfRFH (Connected) ] L RRINTWDH I &%
MR L £,
AT T3 UVEALVY7 bEEHALUEERY NU—27 P~ oA ZRETHINEIDERELET,

e UXA VT MR LTRERY NT—2 F— b U =A ZREATIHEEE. A7 v 714 (16 %—)
R E T,

VA A LY FEFEHLTUEERY NU—F F— b oA ZREREATDIHAIE. VEA LT NAICY—
R FNAL ZEHER LET,

GUI £/21X RESTAPI ZfEH L TV XA L7 FHICY—E R TRAL ZAEZRETHITE, LA 4mn
5 LAY TV —EROERM 2R LTI EI,

ATY T4 7T REPG L, ARy hU—7 7F—bT = AI12 5> TEEE SN2 AMEE EPG & ORI DK 2 MRk L
*7,

« GUI ZfF /L TEMIZ/ERKT 5 121E. Cisco Cloud APICGUI 2 L= s T 7 FDOEL 25
LTL7Z&EW,

« REST APl 21 ] U C3HI AR T 51213, RESTAPI 2 L7-=2> T 7 FofEk 2L T<
720N,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



