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Legend

= Each bex is an abject

*  Saolid lines indicate that objects contain the objects Belaw
+ Dotted lings Indicatea relationship

= Linindicates one 1o many: nin indicates many 1o many
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+ 5ol linet indicatethat objects contain the objedts belaw
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Contract Cl:

Consumer: EPGl , Provider: EPG2
Filter: TCP (ports 53)

Filter: UDP (port 53, 5000)

Contract C2:
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Consumer: EPGl , Provider: EPG2
Filter: TCP (ports 80, 8080)

EPGl outbound rules:

EPG1 -> EPG2 TCP 80

EPG1 -> EPG2 TCP 8080

EPG1 -> EPG2 TCP 53
EPG1 -> EPG2 UDP 53

EPG1 -> EPG2 UDP 5000

EPGl -> 1.1.1.1/32 TCP 80

EPGl -> 1.1.1.1/32 TCP 8080
EPGl -> 1.1.1.1/32 TCP 53

EPGl -> 1.1.1.1/32 UDP 53

EPGl -> 1.1.1.1/32 UDP 5000
EPGl -> 2.2.2.2/32 TCP 80

EPGl -> 2.2.2.2/32 TCP 8080
EPGl -> 2.2.2.2/32 TCP 53
EPGl -> 2.2.2.2/32 UDP 53

EPGl -> 2.2.2.2/32 UDP 5000

Rules are consolidated by comma-separated filters (consolidated based on Cl and C2):

EPGl -> EPG2 TCP 80,8080
EPGl -> EPG2 UDP 53,5000
EPGl -> EPG2 TCP 53

EPGl -> 1.1.1.1/32, 2.2.2.2/32 TCP 80,8080
EPGl -> 1.1.1.1/32, 2.2.2.2/32 UDP 53,5000
EPGl -> 1.1.1.1/32, 2.2.2.2/32 TCP 53

9570 FEPGRIEZHET AT LEIELVH TV b

Y727 FBIOT AN EOEBRNRBA T Mk, SE8ERT AV r— g%
XY — B AORMEE A 72720 D7 T REPG L2 N T 7 MNEORA & G AEE
2720 9, RO, BEERY UV — MIT) NOT7 FUr—rar 7927 hEBIO
TANADGFTE, T NNOMOAT Vs FEOBMRERLET,

18: 9Ty bEXUTAILE

Subject

* Introduced in Release 5.1{1)

Legend

+ Eachboxis an object

*  Saolid lines indicate that objects contain the objects Belaw

*  Dotted lines indicatea relationship E
= Linindicates one 1o many: nin indicates many 1o many
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CE)  Azure 7227 U 7> 3 ID OEBIZOWTIL, Microsoft
Azure D R¥ 2 A 2SR LT 7ZE0,

 EFHGRT TV N EERT DICIE, 2 X —TTA XTIV r—varhb T 4 L7 b
U (Azure 77> K) ID, Azure T X —T T A X7 7V r—varID, BEXOZ 747
Y RU—2 Ly NERSGTHALENDH Y £7, FEMIZ OV TIX, Microsoft Azure D~ = =
TNESZHRLTIEIN,

\}

GEX)  Cloud APIC %, o7 7V r— a v Eida—Wic Lo
TIERR &= Azure V VY — A& E LA, BETERL
7= Azure J V— ADLEEH L F T,

HEEDY T AT Y T g EEHT D=0 % Cisco Cloud APIC (2B RAICAT 545
7~ OIZ VB FIEIL, Cisco Cloud APICGUILICH YW £, T FEERT A5, 75
AT b= by "B AN LTERICFIENRREINET,

 Cloud APICIIFTAMET = v 7 M L T, BRMICEIT# > Tz LT k&
U=V a OMAEDOE TR U —REENARVWESICLET, X, V—vayr
R1 ® Azure 7 A7 U 7L 3 > 1AL {Z Cloud APIC REBIENTWB & LET, 22T,
V—2a R2IET T RNTAL ZEMLEST, 2077 M (TAI-R2 D7 7w b
LV —Ua v OMBEEDE) X, IAI-RLICE > TATE SN TWET, B Cloud APIC 23
RO B AN TRILTF o e —Va VOMAEDLEERERL LY & LEBES (2
ZIE, CAPIC2 RV —Ta > R3D Azure V7 A7 U7 a VIA2IZEASIN TS
A) . ZHUTEB TAL-R2 OFFEENHALE, ARl TH OO SNERA, DF V.
1 2® Cloud APIC TEHCTZX5DIZ1 20D ) —2a v NO1ODT Iy hOKRTT, LL
ToFNL, W OO FRREOMAEG D L RE S ZEHOMAGDEE R L TVE
7

Capicl:
IA1-R1: TA1l-R1 - ok
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| Cisco Cloud APIC o > R—% > FDEE
Cisco Cloud APIC GUIZ A L 1= 77> e [

TA1-R2 - ok

Capic2:
IA1-R2: TA1-R1 - not allowed
TA1-R3 - ok

Capic3:

IA2-R1: TA1-R1 - not allowed
TA1-R4 - ok
TA2-R4 - ok

s FTAMEDTHNIL, Azure UV Y — AT N—TEER L TiTbILET, V—Yary ROV
A7V T v arTAl OF LT T2 F23 Cloud APIC IZ L » TEEHINL A, VY —RA
27— CAPIC_TA1 R2 (ffi] : CAPIC 123456789012 eastus2) NP7 A7 U 7L g 0C
EREnE T, 2DV V=R 7N —720%, R IALRI_TAL R2DY Y —A 27
AciOwnerTag 238 0 £9 (7227 U 73 2 1Al D Cloud APIC I L » TEBL S, U —
Va rRIWEBRESNTWD EHE) . AciOwnerTag DA —ENRELIZHE, 772 b
LU=V a roFEITRIEINET,

AciOwnerTag DA —EH 7 — ZDOEITRD LBV TT,

e FHNZ Cloud APIC S YT A7 Y g A v A =L &, WICHIEES L. Cloud
APIC BRIDH T 27 ) Fo g A v A M=V ENFET, BEOTXTOTF 2 K
V—ya VORBPKRLET,

cBIDO TAI-RZ BRI ULTF o b V—Va v 2B L TWET,

AR L2WGE, BRIT(O T NV —Yaroftey N7y ) ITBESR—
FERTWERA, ERERE LT, oD CloudAPICAFRI LT F > b & U — 3 OB
DEEZEHRL TOWRWZ EREERGEIT. 7 MO Azure M7 A7 ) Foaviza s
FrL, WBEZTLHY) —A7)N—7" (] : CAPIC_123456789012__ castus2 72 ¥) % F
BCHIBRL £9, KIZ, CloudAPICZ Y m— K950, 7> F&HEHIRL GEMLE
R

VU —252(1) XVAENEL, TF 2 bDOXATITEL T, Azure V V—A~DT 7 & AfH
ATEDHEOYR—IRERY F LI,
cAVISTFUL VU —RA52) X VETTIE, BREEITEREHRELELT 5 & X
2, BHESRIRID OANBYFR— SR ThE Lz,

cA—YTFFU b RIEE ISR RE LIS S & X0, EERE D LIRS
ID/—E R TV I LDl A R— K CTxE9,

VU —=Z52) L, A7 7 TF v hBIOa—F F7F 2 MNlih T, RaEE - ITEHK
A BT 5 & & FEXRID LIEFEHARID/Y—E R 7Y 2 VDl ) & R —
FTELEIITRD E LT,

ATVIN AT TAa %27y LET, [Tk (ntent) | A =2 —RERRENET,
ATV T2 [Tk (ntent) [RBRY 7 ADTFIZHD ke T XU RNE7 Y vy L, [FTVr— a3V ER
(Application Management) ] ZB8&R L £7,
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Cisco Cloud APIC 21 U R—* > FOFE |
B ciscocloudaPiccUIEER LT+ FotER

[7TUHr— 3 0 EE (Application Management) 147> a > DU A RN [4 T2k (Intent) | A ==—
WCFERRINET,

ART9T3 [Tk (ntent) ] A==2—D [T FT)4r— 3 EE (Application Management) 1 U A2 b C, [TF
Y hDOYERK (Create Tenant) 1% 27 U > 27 LET, [T+ FOMER (Create Tenant) 1 ¥ A 7127 Ry
ANFRRINET,

ATV T8 RO[TF o b XA TaTRy 7 X 74— FOMERL (Create Tenant Dialog Box Field) | ®# RSN T
WA XS, BT 4= Rl REEZ AL, FITLET,

RE:TFTFUNEFAT7AITRYI R T4—IL EDER

[Fa/857 « (Properties) ] &R
£ A1 (Name) Ty aEATLET,
B Ty NOBPEADLET,

[E%%E (Settings) ]

TXFal)T4 FALDEM (Add Security T DX T 4 RAAL UEBINT AT,
Domain) WOFNEEFEITLET,

1. [EFaUT4 FAAL2DEM (Add Security
Domain) 127 Vv 7 L9, [EF¥xaUT4 K
A A UD#EIR (Select Security Domains) ] 4 A
T aTIRFIRE L, EADOSA AT F 2 DT o
RAAL DY R MBRFREINET,

2. BX=2VUT7 4 FAASM %27 Y v LCEIRLE
RS

3. [#R (Select) 1227V v/ LT, EX=2VUT 4
RAA v &TF v MaBEmLET,

Azure 5 TRy JFo 3y
E—F (Mode) THhHTo s AT ERIRLET,

- [E&EERL (CreateOwn) ]: HiL\WFF v b &
ERET 212X, 2047y a v aEIRLET,

« [#£B %8R (SelectShared) ]: ZDOF 7 g~
ZRRINLT, BFOT > Mo EHExg E 72
IFFEEHIROBRELMA L ET,

Azure YT RX9 1) F< a2 D Azure Y 7 A7 U > a IDEANLET,
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| Cisco Cloud APIC o > R—% > FDEE

Cisco Cloud APIC GUI% A L1=7F > Fotert ]

[ZF0/3F7 1 (Properties) ]

Bl

TORRBAT

TIRRA A TEERLET,

s [H—ER F1) 3L (Service Principal) ] %
7IX BEEEXZ ID (Unmanaged Identity) ] :
T b BT RI Y T g )3 Cisco Cloud APIC
- THEHISNTWRWERIE., 204
varEERLET,

- [EE*E ID (Managed Identity) 1: 77> b
PR Y 7 =a 8 Cisco Cloud APIC (2 & -
TEHINTWLIHEEIE, 2047V a ik
RLUET,

GE) JY—Z252() X Vafx, 177 AK7
I F v TFr MCOR[EEXNR ID
(Managed Identity) ] 2%V ¥ CTHZ &
MTEELE, VU —25201)LIETIE,
A7 TTF U MI[P—ERTYoIN
JL (Service Principal) ] £7-13 [BEE %
ID (Managed Identity) ] Z&| V4T3 Z
ENTEDLEOITRDELT,

FEZONWTIE, T R, ID BEXOY TR 7Y
T a sl onT 30%—) EBRLTLLEE
Uy,

77)r— 321D

G o7 4—A R [H—ER TYLS
JL (Service Principal) | £7213 [FEE X
£ ID (Unmanaged Identity) 17 7 & 2 %
A T L COREHTT,

TV =g IDEASNLET,

GE) TV — g 2 ID ORI OV T,
Azure D RF¥ 2 A PERIFVR— 25
L TLEEN,

Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1)—X 25,0(1)-25.0(4) .



B ciscocloudaPiccUIEER LT+ FotER

Cisco Cloud APIC 21 U R—* > FOFE |

[ZF0/3F7 1 (Properties) ]

Bl

D472 D —2 Ly k (Client Secret)

GE) Zo74— I [H—EX FYoon
JL (Service Principal) | £7-1% [FEE X
% 1D (Unmanaged Identity) 17 7 & X #
A FIZxE L TOHRERTT,

IIAT =0y bR AN LET,

GE) c JIGA T RN—7 Ly FOVERRIZD
WTiX, Azure D R¥ =2 A > bE2IL
PR—FESRLTLIEEN,

HEFEDOY T AT Ta LEERT D
(21X, Cloud APIC 7T 7 & AFF] %
B RINCAT BT A ERH D £,

Azure R— X WVIZBEN L T, IROFIA

ZHENET,
1. 779 Fv=iled—7rL%F
R

2. IRy va) &R

3. Cisco Cloud APIC GUI IZ&ER SN
Loy RaEavr— L TEY T
7,

Active Directory ID

GE) Zo74—FRiE, [W—EX Ty
JU (Service Principal) | 7213 [FFEEx
% ID (Unmanaged Identity) 17 7 & X #
A 7K L TOHRENTT,

F4LZ MV IDEASLET,

(GE)  Active Directory ID D HUAHIZ DWW T,
Azure O RF 2 A MEZIIYHR— 42 S
LT 7EEn,
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| Cisco Cloud APIC o > R—% > FDEE

ATy TH

Cisco Cloud APIC GUI £ L7 Ty r—> 3> 70 o7 4 Lotk [

[ZB/37 1 (Properties) ] A
tXFal)T4 FAALDEM (Add Security T DOEX2 YT 4 RAL VEBITHIZ
Domain) I, ROFIRZFATLET,

1. [EFaUT4 FAAL2DEM (Add Security
Domain) 127V v 7 L¥d, [EF¥xaUT4 K
A A UDEIR (Select Security Domains) ] %A
TarnEIRE I, EAORL AR U T
RAAL DY R NBRFEREINET,

2. BFxX=2VT 4 FAAS R w7 LTERLE
R

3. [&EIR (Select) 1227V v 7 LT, EF=2VUT 4
RAAL v ZTF o MaBEmL £,

RIENKDST-5 [Savel 227 U v 7 LET,

CiscoCloud APICGUI Z R L =7 75— 3> A7 74 IILDYERL

ATy T

ATy T2

ATvT3

ATvT4
ATy TH

ZDE®T T aTiE, CiscoCloud APICGUI A L7277V r—a v 7a 77 A4 VOVER
FHiEEHHLET,

4RO SRS
TFv MR L ET,

AVTOoNTAarEZ7 )y 7 LET, [Tk (Intent) ] A== —NERINET,

[>Tk (ntent) WRRAR Y 7 ADFIZHD Fay T Xy RllZ7 Y v 7 L, [FFTV5—2a v ER
(Application Management) ] Z &R L 9,

[7 77— 3 EHE (Application Management) |47 a2 v DY A RB[4 T2k (Intent) | A==2—

ICRRESNET,

[>Tk (ntent) | A==2—0D [7FT) 45— 3 &E (Application Management) 1 U A KT, [7 7

Yr—a3> a7 74 I)LOER (Create Application Profile) 1227 V27 LEd, [7FUSr— 3y
0774 )LDOERL (Create Application Profile) | # A4 7 a2 Ry 7 ANRERINET,

(47 (Name) |7 ¢ —/V RIZA4RTZ AT LET,
T bEBRLET,
a) [TF > bDER (Select Tenant) 227V v 7 LET,

[T+ > FDZEIR (Select Tenant) 1 XA 7 a2V Ry 7 ANERINET,
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Cisco Cloud APIC 21 U R—* > FOFE |

B cisco Cloud APIC GUI %55 L 7= VRF 004 RE

ATvT6
ATy 717

b) [TFH 2 FDER (Select Tenant) |1 ¥ A 7 v/ C, ERIOHDTF > s Vw7 LTRIRL, IR
(Select) 1227 VUv 7 LET,

[ F)4r— 3270774 ILDOYERK (Create Application Profile) | # A4 7 a7 Ry 7 2T, ROF
g2 F4T L E T,

[E%BA (Description) ] 7 4 —/V RIC#HBHZ A L £7,
RIENK D=5 [Savel 227 U v 7 LET,

Cisco Cloud APIC GUI Z{&f L = VRF D 1ERK

ATy T
ATy T2

ATvFT3

ATv74

Z Dk v a Tt CiscoCloud APIC GUI 4% il L 72 VRF DAYERITIEIZ DWW TE L £,

1R BHHIIZ
T FEERLET,

AT TAa %77 LET, [Tk (ntent) | A==a—RERINET,
[>Tk (ntent) WRBEAR Y 7 ADFIZHD Ky T X RAZ7 V7 L, [FTUr—2a Vv ER
(Application Management) ] ##R L £,

[7FUr— 30 EE (Application Management) 147> a > DU A MR [4 T2k (Intent) | A ==2—
ICERRINET,

[41>F2k (ntent) 1 A==2—0 [FF) 45— 3 VEHE (Application Management) ] U A kT, [VRF
DER (Create VRF) 1427V v 7 LET, [VRF DR (Create VRF) 1 XA 7 127 Ry 7 ANREKRIH
£7.

WD [VRF XA T a7 Ry 7 ZAOVERL (Create VRF) | ¥ A TRV Ry 7 ADT 4 —) ROFRITR I T
HEDNT, HT 44— NI RMEZ AL, HATLETS

% 9:[VRFDYERL (Create VRF) ]34 7AYRYIADT 4 —JL K

(A=A P £ EA
(Properties) 1]

ES

A0 [Name] 7 .t —/L RiZ, VRF ODF R4 &% AN LET,

9T VRF (T vrfEncoded fEAAEI W S THNE T, TF 2 h& VRF 4 DMAGD
N2 XFEMB2 DG, VRF4 (T M bET) 1% wrfEncoded fif 2 F L
TV 79 R NA—%TilkhlsivEd, wfEncoded i % #7779 % (21X, [Application
Management] > [VRFs] %7 % 718 L £ 9, AHlO~XA 2 TVRFZ27 Y v 7 L,
27 Z 7 K JL—% T [Encoded VRF Name] # 4 L £,
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| Cisco Cloud APIC o > R—% > FDEE
Cisco Cloud APIC GUI £ (&M L=t v F7—2 ot ]

[ZTO/T 4 HL:L
(Properties) 1]

Tk Ty b EERLET,

1 [T+ FOER (SelectTenant) 1227V v 7 LET, [T+ FOER (Select
Tenant) | ¥ A7 RV Ry 7 ANFRINET,

2. [T+ bDRER (SelectTenant) | ¥ A 7 v 7T, EMOFIOTF> b aes Yy
7 L CEIRL, BER (Select) 127V v 7 LET, [VRFOIERK (Create VRF) ]
FAT a7 Ry 7 ZTRY £,

SiRER VRF Ot EZ AT LET,

AT TS EENTET LS, [BR1F (Save) 1227V v 7 LET,

Cisco Cloud APIC GUI Z{ER L -5\ &y kD0 —9 OYERL

ZOFNEIZ, MR —DIEE T IEEZ R L TWET, LI 2 NoEEOL—Z|T
Wi TX AHE—DAER Y FT—27 . F7713 CCR ~DEFHfEH TX 588D VRF 2 B8
BONBR Y VT — 7 ZRETE ET,

1R BHHIIZ
N Ry BT =T BAERT DHEIC, N7 Fy hT—7 ZERL TELSLERH D £7,

RTv 1 EloFesr—ya i n"—7T, [7F)H5— 3 &E (Application Management) 1> [44 &84y kT —%
(External Networks) JIZ&@) L £,

RSN Yy N T — T WERIRENET,

ATYT2 [FUL3av (Actions) 127U w7 L, [HMBFRy bD—2 OYERL (Create External Network) ] &3 L
e
[SA &84y D —2- DYERL (Create External Network) 17 ¢ > RURFERENE T,

AT T3 ROy bT—27 DIER A A Ta 7Ry 7 A0 7 4 —)1 K (CreateExternal Network Dialog Box Fields) ]
DRIRENTND R, 74—/ FICEDRMEEZ AL, FATLET,

= 10: V&R T —2 DYERL (Create External Network) ]34 7SRy HZ XD T 4—IL K

[Za/7 4 B
(Properties) 1]
X1
&I Ry NU—T 8% NS LET,
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Cisco Cloud APIC 21 U R—* > FOFE |
B ciscoCloud APIC GUI 2R L 1250885 » b9 — 2 DR

[ZTO/T 4 HL:L
(Properties) 1]

VRF Z D SN VRE 1X, AMEBDOIE ACL T34 A & DM I SN ET, ZOHBTEED
S VRE & ERLTE £97,

Z @D VRF IZ, VRF 23R D 3 SORMEE T XTI TV DA 458 VRF & LCRkBII S v E
T,

A TT T RO N TSN
A FR Y BT — 2 BT BTV S
7T R arTFXRAN T 7 A VIEET BT e
SNER R > b T — 7 IZBHEA T AU TUV D VREIET X T 265 VRF 1272 0 37, M5 VRF % 7
TURaAVTHRARN T 7 A NVELEFY TRy MIBEEMITLZ LT TEETA,
HNES VRF 23R 21013, RO FIEZ EITLET,
1. [VRF M3#E4R (Select VRF) 1% 27 U v 7 L7,
[VRF Mi#iR (Select VRF) | # A T VR 7 ANFRENET,
2. [VRFDZEIR (SelectVRF) 14 A4 7w /T, EROHDOVRFZ 7 U > 7 L TERIRLET,
[+ VRF OfERK (+ Create VRF) |47 v a VU EHH L CVRFE/ERTHZ b TEET,
3. [ER (Select) 1227 Vv LET,
[4V &y b7 —2 DERL (Create External Network) | # A4 72 7R v 7 ZIZRED £9,

RA M IL—2—% TOT7 44—V RIIRETEER A, T AN NDORA N L— 2 RNABIRIRENE T,

[E%%E (Settings) ]

Hhisi U—2a Ua@Rd 51

1. [MuEioEmM (Add Region) ]% 27V v 27 LET,
[HiDEIR (Select Regions) | # A 7T R 7R v 7 ANERIINET,
ML > b7y FO—# L UTER LI il Z 2R shE 7,

2. [HhELDEIR (Select Regions) | # A 71 7T, EOHDOTF v var U w7 L TGER
L. [ZER (Select) 127 U7 LET,

[4VEB v 7 —% DERL (Create External Network) 1 # A 71 7Ry 7 ZIZREY £9,
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| Cisco Cloud APIC o > R—% > FDEE

Cisco Cloud APIC GUI £ (&M L=t v F7—2 ot ]

[FTa/,8F 4
(Properties) 1]

B

VPN v kD—%
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Cisco Cloud APIC 21 U R—* > FOFE |

B ciscoCloud APIC GUI 2R L 1250885 » b9 — 2 DR

[FTa/,8F 4
(Properties) 1]

B

1.

VPN v hU—2 x> f UL, SRS ShEd, BESNZ T TOVPNER v b
T—7 R, BRLEETRCO)—Va @i shET,

VPN X b U —2 ZBI3 5121E, IROFIEZFEITLET,

[VPNF v kT—% MM (Add VPN Network) ] 2% v 7L £,

[VPN v k7—5 @& (Add VPN Network) | A4 7 a /Ry 7 ARFRENET,
[£8T (Name) ] 7 4+ —/LV RIZ VPN % NU—27 OL4RIZ AT LET,

[+ IPSec E7 M3BA0 (+ Add IPSecPeer) 1227V v 7 L%,

IPSec &7 = b U T &I b R AMER SNUET,

BAI % IPSec k> FIVDRDT 4 —/b RIEE AN LET,

«IPSec b HRILETD /ATy IP

cRAIHAL—

« IKE Version : IPSec b > r/L#f T ikevl F 7213 ikev2 %R L £ 4,
+BGP E7 ASN

+ Subnet Pool Name : [¥ 73w ;b T—/LZD#EIR (Select Subnet Pool Name) ] % 7
Vw7 LET,

[HTHRy b T—ILBDFEIR (Select Subnet Pool Name) ] %A 7 1 7R v 7 AWNFER
SNET, VARSNTWAOHEHMERY 7Ry b = LTz @RL, [#
R (Select) 1227 V27 LET,
GE) MBS UT, BIMOIPsec b F YT 2y b =& ARy RU—
I —=IEBMMT % Hy, Cloud APIC OHJEIE » N7 v 7 &S L CTBITE
% 9, For more information on adding additional subnet pools through the Cloud

APIC First Time Set Up, see the chapter "Configuring Cisco Cloud APIC Using the
Setup Wizard" in the Cisco Cloud APIC for Azure Installation Guide, Release

25.0(1)-25.0(4) and later. 7 % v b 7 —LDOH A Xix, fER S5 IPsec b
YHANVDOEITKHE TE D+ RRRESICTLIHLERH D £7,

eIPsec RORILY—RAABR—DTITAR:ZDT 44— RO Y ZHEHALT,
Cisco Cloud APIC T, BIREINTFEV—A L H—T oA ADMLEEFLEIP T R XA
~D1OD Psec b RV EFERLET,
GE) ikev2lZ. 2OT7 4 — 1L RKDF 74V K 7 a2 TF, IPsec b /b
V—A A B —T oA AEREIT. IKEV2 L TOHRYR— FENET,

gig3ld, 7 74/ FTRIRENET, ROFNG I DEIFEHDOA v H—T =4
PERLET

* gig2: GigabitEthernet2 > % —7 = A A
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| Cisco Cloud APIC o > R—% > FDEE
Fo—ruvRefL—k U—s Ky s—ois ]

[ZTO/T 4 HL:L
(Properties) 1]

* gig3: GigabitEthernet3 { > % —7 = A A

* gig4: GigabitEthernet4 1 > % —7 = A A
GE)  Zosxry hU—2 TlIPsec bRV VY —RA A4 U H—T = A& L
7-1%. /v—%4 VTR Y = Y —225002) (14—) TBHENT

WA LT, RUCERHRLE~D PRV EEATEDEMOR Yy hU—7 T
IPsec I\/Z\/lx V= A AR =T 2 AR TEET,

5. Z®IPSec b RNEIBMTHICIE, Fovr~v—20%7 0 v s LET,
D IPSec b > FILEBIMTHHA1E, [+ 1PSec b RIJLDEM (+ Add IPSec Tunnel) ]

7 Uv I LET,
6. [VPN v FT—4®EM (Add VPN Network) 1 # 4 7 a2/ Ry 7 AT [EM (Add) ]
7V w7 LET,

[4V 8By 7 —% DERL (Create External Network) 1 #4712 7Ry 7 ZIZREYD £9,

ATy T8 N xy NI =T OERNZET Lizb, [RTE (Save) 127 Vv 7 LET,
[ &Ry b7 —2- DYERK (Create External Network) 17 + > R T [R%F (Save) 1227 Vv 7 35L,
7T R IL—4 N AWS THEK S,

S B—/NLVRFREIL— bk =4 R S—DERK

7'm—sNL VRF ffb—~ U—27 R —#aBIx, VU —X2502) TEASNE LT,

15 H B HIIC
[59KAPICtY 7w (CloudAPICSetup) ]V 4> Fud[AaY b59 b R—Z JL—
T 4 >4 (Contract Based Routing) ] fEI& CTZ ¥ 217 9 BilZ. WHES VRF D /L— K U —7

(14 =) TRMAEINIZHEREZMHER LTI,

ARTYT1 AVTFoNTA2 %270y 7 LET, [T h (ntent) | A=a—RNFRINET,

AT T2 M7k (ntent) |RBARY 7 AOTFO RKay7Zo 070 7 L, [# (Configuration) ] % i3
WLET,
FTa DYV ANB[AUTUR (ntent) | A== —IZRRINET,

ATV T3 [AFU b (Intent) 1A ==—0 [#m (Configuration) ]V A h T, [Z5 KAPICtv 7 v 7 (Cloud

APIC Setup) 1227V v27 LET,
[ty b7y T -BE| XA T 07 Ry ANFREINET,
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Cisco Cloud APIC 21 U R—* > FOFE |
B 7o ovwrem—r y—25 Ky s —omm

ATV T84 [AVESY P R=RDIL—TFT 4 VJ1HEET, [AV I B R=RDIL—T 4 2T 7 14—V ROBED
REXHEXHDOET,
[AY RS9 P R=ZADIL—TFT 1 VTR EF, BHIEONHVRF/L—h U —7 KU > —% KL THET,
N AT T T RO T a— L R —ThHY, TN T EMEHLT, ar 77 b
BI— K = TRRNGEAICNV— FERETE DN E I NnERLET,

cFT: T T AN RRE, V= BRI FT T MIESNTY =72 TELT, b iIr—F vy
TNZEASNTY =7 SN TnH L ERLET,

« > (On) :— b =y TBIEFEELZWEAEIZ, BRHICESWHWTL—MRRJRLTWS Z 2R LE
T AR ESNTWBAEES, ==y 7BRERIN TV RWNWE XIZ, RIA4T7EEEZRHLE
T, — b TINEFEETDEXIT, = b =y FIFEIT R T A TEETT,

RT9TS [AV LSV R R=ZADIV—T 4 VT 74—V ROBUEOREEEET LM EIDERELET,
HDHFRENLHIOEREIZE D B2 2561F., ROFNEIZKENE T,

FURENLCT IADPYYEZ AV RSO F R=RDIL—T 4 VT EENZTB): Z ORI TIE,
HE, a7 bR—=ZADN—TFT 4 VI PERINTEY, V= by I RXN—=AD)V—TF 4 T|Z
YBEZ A2 ENPHESNTWET, a2 b T hR—ZADN—T 4 T NH— k<o _N—AD
N—F 4 T BRI~ v T _R—AD)—TF ¢ VTR S TR WS, TR
HLATREERH Y 47,
ZORPMTH UHENSA TREICY VR Z DM, ROEBEEZITVET,
1. BEOa N7 FEEDVREOTRTCOXTHT, V—h~y P _X—2D)L—h J—I %2F
Nz LET,
Cisco Cloud APIC GUI Zffifl L7z VRE[E] /b— k U —27 OF%E (83 2—) OFINEEZEITL*
9,

2. =R —TCar 77 v RXR=Z2D—h RNY —FEHTLET,

[V SR R=ZRDIL—T AT 74—V RDAAL v F % [F V] REND [ T]REICEY
B2 T, BIR—ADN—TFT 4 TN — vy T XR=2ADN—F 4 7 IZH 0 EZLET,

3. AL LWIL—h vy R—=Z2AD)V—TF (  TIESWTRERR T 2425 X 51z
N—T 4 T ERELET,

cFTRENSFADYIYEZ (AV ST FR—ZADIL—T 4 VT EBHZTB)  ZORITIL,
BE~ Y T R=ADN—TF 4 VI PRERSNTEY, 2 877 hR—ZADNL—TF 4 U TIZHI DB %
HZEDHESNTWEY, a2 T2 heb—h vy 7Dl Si% VRF DT TANZTE 572
B, ZAUTTWZLE S BETIE AR A ZREBMETT, SO XD BRRW T, v—T 1 T2 HE)
iCtpEEC, a7 bRV b L— by TRERENET, v T R=RADIV—T 4 VTN
NI TWBEA, 2 b T 7 F _XR—=ZAD)V—F 4 72BNl THHWEnNIAE L EE A,

FD=H, ZORMTIE, A ITRENLAVRTEITH W BEZ 2RI AEZITHOMLETIH D A, -
7ZL, VREOXTTa s 77 Nenr— |k vy 7OMFEEIIET, ZRIZa 77 F ~_—
AN—T 4 U TNBATT A5E1E. VREEO=a Y 8T 7 FEZERICHREL, [AVFIY B R—XD
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Cisco Cloud APIC GUI £ &/ L=y —4 JL— otk I}

W—T 427 4=V RT[A U] HEICYVEZ DHIC VRE O — k<~ 7 ZHIBRT 20BN H
D \i—g—O

ATYT6 [AV LTI B R=—RDI—T 4 VI EOBAEOREEELT 2HE1E, BBERV—T 4 T OXAT
WCHESWTHREZUIVEZLET,
ATv 771 CloudAPIC £y b7y TORENET Lizb, [BT1%227 U v27 LET,

Cisco Cloud APIC GUI Z#{EFR L =) —% JL— b DK

Cisco Cloud APICGUI Zfi L CY —27 W— r2RETDHFEIT, VY =R Lo TETER
D E9,

©25.02) LVETOV U—RATIX, WL LT —TF 4 07 RU —%RE LT, SR
RBEZMEHLTACIZ 70 R YA FESNTSEOMON—T 4 V7R ETHEEIT, N
8 VRF E4M VRE O TY —27 3250 — hEETEET, ZNODOFIEIZOWTIL,
Cisco Cloud APIC GUI i L7~ VRFi L — ~ U —27 OFiE (83 <—) #HRLT
<TZEW0,

« U U—2R25002) LIFETIL, W VRE OXTDNL— k v T RXR—=Z2D)— K J—7 RN
PR—FENTHET, ZHHDFIEIZOWTIE, Cisco Cloud APIC GUI Z 1 L 72 N
VRF OV —7 — kO (86 2—) 2L TS,

Cisco Cloud APIC GUI Z{&=F L 7= VRFRE JL— k ) —D DKRTE

V= —FDRET. V=T 47 R —,xa T4 R —DBRLICREIIND
VU —R2501)7 v 77— O~ TT, VRFREINLV—T 4 > T 2EHTH & ML LTz —
T4 T R —EFE LT, INSEGHSRE A L CACI 7 77 R ¥1 k&S5 L O
MON—F 4 T 2RETDHE X, NEVRF &4 VRF O TY — 2745 /L— F&HET
TEJ, IOV TE, PR —FENTWDIAL—T 47X )T 4 R —OE
(11 ==2) | ZZRLTLIZIV,

SERZESEI. Azure A R NBIMERT ANA AOHR A AT D (89 X—) FHZMEH
LTFETHKT DLENH Y 9, SMSOEGIEIE. o7 70 R4 b ACIA Y713
A YA b, FRESBRATHLL SR H Y £,

N

GE)

IHHFIEAEFHL T, B2 T 4R Y o— LI TEERIC, NERE 4ME VRE O
TOHN—T 4 T R —HRER L ET,

c INHDOFIEAMEF LT, WE VRE OXT DN —TF 4 VT HERELRNWTLEE
VW, TOHA, VU —A25001) LVRTOEE EBVICary T2 FEFERLET,
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Cisco Cloud APIC 21 U R—* > FOFE |
B ciscoCloud APIC GUI £ L 1= VRFR JL— b 1) — 2 DR

ATv 1 Efloresr—ra =T, [TTVr— 3 EE (Application Management) 1> [VRFIZEE) L &
R
FRE SHTZ VRE BREREINE T,

ATv 72 [U—2 JL—F (LeakRoutes) 1% 7 %27 Vw7 LET,
T TR SN TNWD Y —27 — NBRERINET,

ATwT3 [FUPar (Actions) |27 Vw7 L, [J—2 JL— DR (Create Leak Route) ] 3R L £ 7,
[V—% JL— FDER (Create aLeak Route) 17 1 > RUuNERENET,

ATv T4 ROV —27 —FDIERF A T a Ry 7 A0 7 ¢ —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUAMINEET 4=V FICEETDEZATIL, FITLET,

M= L—+bDERFATRIRY I XD T 4—IL K (Leak Routes Dailog Box Fields)

A=PA R EA
(Properties) ]

E{ETTVRF P15 IC VRF 23845120 ¢
1. [EfET VRF M:&ER (Select Source VRF) 1 %7 VU v 7 L%,
[VRF M:#IR (Select VRF) 1 XA 7 a /Ry 7 ANRFRSNET,

2. [VRF®DER (SelectVRF) ¥4 7 1 /T, #E70 VRFIZMHEHT 2 72O/ DF] D VRF
7V w7 LTERLTET,

EIETC VRE 1L, WEBE 721X AME VRE THDAZ LICEBE L TLEFEW,
3. [®IR (Select) 127V v 7 LT, ZDOFEEFEIL VRF 2R L £,
[V—% JL— FDYERK (Create Leak Route) | XA 7 a2 KRy 7 AZRY £,

58% VRF 585% VRF Z 38R 51013, ROFIEEZFEITLET,
1. [5B%MEIR (Select destination) 1227 UV v 7 LET,
[VRF DFE4R (Select VRF) 1 XA 70 7Ry 7 ANFRINET,

2. [VRFDZFEIR (Select VRF) | ¥ A 71 /T, %5t VRF I HT 5 72 DI [DF|D VRF
7V w7 LGERRLTET,

E{E7C VRF L INEL VRF TH D6, 80 VRF Z#INES VRFICT A Z Ld TR b
WCHEE L TL &,

3. [E#EIR (Select) 1227V w7 LT, ZDO%% VRF ZIRLFT,
[V—% JL— DR (Create Leak Route) | # A 72K v 7 AR £,
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Cisco Cloud APIC GUI % &8 L 7- VREE L— + U—» 0iE [}

[Fa/nF4 SRER

(Properties) 1]

847 WRT 20— L— DXL TEBIRLET,
« FTRTEY—5: Bt VRF O REYE VREIZY — 27357202, T XTh/L— b &
KT HZEBERLFET,
oA, TN T, =2 kY 0.0.0.0/0 YT Ry FIP =Y TICHEIRICAS
ENET,

TRy MIP: Bt VRE DD B e VREE TO U — 27 OL— & L THREEDY 71
NP7 RLAZRET HHEITRIRLET, [Ty MIP (SubnetIP) 1 ¥ A7
RNy 7 ANERINET,

[T+ y L IP (SubnetIP) 1R~ 7 A2, VREfIDY —27D— KL LTHT Ry MIP
7T RVAEZADLET,

ATvTS  VEENET LD, [IR1F (Save) 1 &7V v 7 LET,
[ (Success) 1V 4 v RunFrRENnET,

ATFvT6 BMOVRFEIL—F U—02RETIEINE I DERELET,

* VREOXT T —27 3580/ — K &2BINT 58541, B (Success) ]V« > RUTHID!) —
42 JL— k®M3EM (Add Another Leak Route) ] 47> a v %427 U v 7 LET,

['V—% JL— b®DEM (Add Leak Route) 17 1> RVIZED £4, VREFOLTHTY —27 455D
N—bEFRETDHITIE, AT v 74 843—) AT w75 R53—V) ZHVIKLET,

e UN—Z )L— hEIBEMTA25EIZ. ROLHICLET,
« LIBTORRE D565 VRE 2857 VRE (2720 |
« LIRTOREE DO E1E 7 VRF 235685 VRF 12720 £97,
WIZ, [N (Success) 1V 4> R T[U/A—R 1J—% JL— kDB (Add Reverse Leak Route) ]
A FarEs Vv LET,

[V—% JL—+DiENM (AddLeakRoute) |V 4 > RVICRED 9, AT v 74 (844—) —2
TS5 (858—) HMVIKLTHONL—FEFRELETN, SEIIROL IR T,

 [#fE5T VRF (Source VRF) ] 7 ot —/L R°C, HIOFRE T4 VRF & L TiEIR L7 VRF % 3R

Li—a—o
« [385% VRF (Destination VRF) ] 7 1 —/L T, RIOFKE CTEEIC VRF & L TEIR LT VRF %
B L £,

ATy FT1 V=7 L—FORENZETLEDL, [T (Done) 127V v 7 LET,

AA Y VRF =D [V)—% Jb— bk (Leak Routes) 1% 7MW OFREI, FILSBRESNZY —7
N— ERERRINET,
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Cisco Cloud APIC 21 U R—* > FOFE |
B cisco Cloud APIC GUI % (R L 18 VRF O 1) — & JL— + DR

ATwv 8  HEILETIISSE VRF OFFMIERA BUS L7z . MEAO ) — 7 — hEET L2 T5121F, AA
¥ [VRF] X—YD['))—% JbL—k (Leak Routes) ] # 7 C[VRF| X727V v/ LET,
ZDON— K T—=TLD [BEE (Overview) | X—YNERINET,

ATYF9  [VRF| =YD LEMIcHD [FTUr—a BB (Application Management) 1 ¥ 7 %227 U v 7 L, £
MoF s —va i "—T[1J—% JbL— b (LeakRoutes) ¥ 7 %7 U v 7 LET,
ZDOFFED VRF IZEEMF T TV D Y —27 b— ERFERENE T,

ATV 710 MEELT, 2O VRFICEEM T bR BMD Y —27 v— b ERELET,

c ZOVRFH Y —27 b— MBI 5121%, [F22 3> (Actions) 127 U > 7 L, [<VRF_name>
M) —% JL— ~%3EM (Add Leak Route from <VRF_name>) 1% 4R L £,

[U—2 IL— F®DEM (Add Leak Router) 1V 4 > RUBRERENET, AT v 74 (84 X—)
DIFERZEFEH LT, LEREREATNLET, EETVRFO= NV IZFHFFNHSERINTEY, =
ORI TITEFETE RN LITEE LT &N,

« ZOVRFIZY =27 /b— F&BIN$212iE, [72 23> (Actions) 127 U v 27 L. [<VRF_name>
[2Y—% JL— +%3ENM (Add Leak Route to <VRF_name>) ]%&3&R L £,

[V—%2 JL— FDiEfN (Add Leak Router) |7 « > RURFERINET, AT v 74 (84 2—7)
OEFREZMHL T, REREREADLET, BEVRFOTY bV FHANGERSINATBY, 20D
R THEETERNI LIZERELTLIEE N,

RDBERY

INTA=T 47 R =Pl ESNE LT, V=T 47 RV v—ttF=2V7 1KY
3T H LD, X2V T4 R =R T 2 BERH Y £,

« Cisco Cloud APIC GUI Z{# ] L 7-4M 48 EPG DERL (99 ~—0)  IROFNEAEH L T,
S EPG 2 1ERL L £97,

* CiscoCloud APICGUI ZfEA L7z b T 7 FOfERR (123 %—) : Zh b O FEAHEH
LT, AMFEPG &7 D REPG =z T 7 FafERRL L £,

Cisco Cloud APIC GUI Z{EF L 7=RAEEVRF D ') —~ JL— FDHERL

U U—2x25002) LA, WESVRFHOL— |k V—727 (14 X—) TSN TS LI,
WNES VRE DT D/L— k< v F_R—=2D/—k V=7 B R—FENET, ZOKREIL.
U U—R250(1) Tt ENToN—T 4 v 7 X2 VT 4 OGEIEHEIBE LD T, L—
T reexa T4 R —=PRIAICRESNTWVET,

ATvT1 EfloFesr—rarn—7, [7FT)45—2 3 EE (Application Management) 1> [VRFIICEE) L &
7
E S VRE RERENET,

ATFvF2 [JU—% JL—b (LeakRoutes) | #7 %7V 7 LET,
TTIHRENTND ) —7 — FRERINET,
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Cisco Cloud APIC GUI % &/ L =8 VRE D U — 4 b— o [}

ATwF3 [FUI3ar (Actions) 1227 U7 L, [U—2 IL—bDERK (Create Leak Route) ] Zi&R L £,
[V—% JL— DR (Createaleak Route) 17 1 > RUMNERENET,

ATv T84 RO[V—7 V— DIERZ A Ta Ry 7 AD7 4 —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUANINIEET 4=V RICKHSTHEEATIL, FITLET,

z12:)—9 L— bDERFATRYTRY I XD T 4—IL K (Leak Routes Dailog Box Fields)

A=PAGPY
(Properties) ]

B

B

#{ETTVRF

%
1.

{70 VRF ZiEIRT 51213 -
[E1ET VRF ME4R (Select Source VRF) 1 %27V v 7 LE7,
[VRF Mi#iR (Select VRF) | ¥ A4 7T /Ry 7 ANRFRINET,

[VRFDZER (Select VRF) 1414 7 1 27T, ¥E5C VRFIZHEH T 2 72 DI/ DF D VRF
7V w7 LTCGRIRLTET,

ZOFEIE. NE VRE OXRTREONL—F =T R—ZD/—F J—T DFDDHDT
b D28, BEgior VRF IZIXAES VRE 28I L £,

[ER (Select) 127V v 27 LT, ZDOFEFILVRF ZBIRLET,
[V—% JL— DR (Create Leak Route) | # A 72k v 7 AR £,

3E5E VRF

54

1.

%5 VRF ZIEIRT 21203, ROFNEEFITLET,
[5E5EM>ER (Select destination) 1 %227 U v 27 LE9,
[VRF ;&R (Select VRF) 1 XA T /Ry 7 ARFREINET,

[VRF®DFER (Select VRF) 1 ¥ A 7 1 7T, 365 VRF (T T 2 72 DI/l D F| D> VRF
7V v 7 LGERLTET,

ZOFNEIX, NE VRE OXTHONL—h =y T RXR—=ZAD/L— K V=7 DD H DT
b DT, B VRF ICIZNES VRF 28R L £,

IR (Select) 12427V v 7 LT, ZD%i5 VRF ZEIRL L7,
[U—2% JL— FDYERL (Create Leak Route) 1 %A 7 7Ry 7 RAZRY £7,
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Cisco Cloud APIC 21 U R—* > FOFE |
B cisco Cloud APIC GUI % (R L 18 VRF O 1) — & JL— + DR

[Fa/nF4 SRER
(Properties) 1]
847 WRT 20— L— DXL TEBIRLET,
« FTRTE—9: Bt VRF O REYE VREIZY — 27357202, T XTo/L— b &
KT HZEBERLFET,
ZORE. TN T, =2 kY o0.0.0.0/0 YT Ry FIP =Y TICHEIRICAS
ENET,

TRy MIP: B VRE DD B e VREE TO U — 27 OL— & L TREEDY 7 1
NP7 RLAZRET HHEITRIRLET, [THY MIP (SubnetIP) 1 ¥ A7
RNy 7 ANFERINET,

[T+ y L IP (SubnetIP) 1R > 7 A2, VREfDY —27D/— KL LTHT Ry MIP
7 RVAEZADLET,

AT9TE  EENETLESL, [IRfF (Save) 1227 U v 27 LET,
[BL1 (Success) 1V 1>~ RUNFRINET,

ATFvT6 BMOVRFEIL—bF U—02RETIEINE I DERELET,

* VREOXT T —27 3580 — K &2BINT 58541, BRI (Success) ]V« > RUTHID!) —
42 JL— kDB (Add Another Leak Route) ] 47> a v %27 U v 7 LET,

['V—% JL— b®DEM (Add LeakRoute) 17 1> RVIZEY £9, VRFOLTHTY —27 455D
N— NERET DI, AT v 74 87TX—Y) —AT7 75 88X—V) ZHVIKLET,

¢« UNR—Z )b— FEBMTE551F, kO X LET,
« LIRTORRE DFESE VRE 28245 76 VRF 12729
« DLRTOFEE DS 7 VRF 235655 VRF (2720 £77,
WIZ, [Ah (Success) 17 4> R T[U/N—R J—- JL— DB (Add Reverse Leak Route) ]
A TvarEI Iy LET,

[V—% JL—+®DiENM (AddLeakRoute) |V 4 > RVICRED 3, AT v 74 87 4—) —A
Tv75 (88X—V) E#HOVIELTHOL— EHELE TN, SEEFIROL IR T,

 [#{E5T VRF (Source VRF) ] 7 .t —/L R°C, HIOFRE T4 VRF & L TiEIR L7 VRF & 3R
Li—a—o

« [385% VRF (Destination VRF) ] 7 4 —/L KT, RIOFKE CTEEIC VRF & L TEIR LT VRF %
BIRL £,

ATvFT1 V=7 L—FORENZETLEDL, [T (Done) 127V v 7 LET,

AA Y VRFX—TO[V)—% JL—k (Leak Routes) ¥ 7MW OFREI, HILSBRESNZY —7
N— ERERRINET,
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Azure # A 1 BAET A Z~DEGEEENTS ]

ATwv 8  HEILETIISSE VRF OFFMIERA BUS L2 . MEAO ) — 7 V— hEET L2 T 5121F, AA
¥ [VRF] X—YD['))—% JL—k (Leak Routes) ] # 7 C[VRF| X727V v/ LET,
ZDON— K T—=TLD [BEE (Overview) | X—YNERINET,

ATY 79 [VRF| =YD LEMIcHD [FTUr—a U EE (Application Management) | ¥ 7 %227 U v 7 L, £
MoFesr—va i "—T[1J—% JbL— b (LeakRoutes) ¥ 7 %7 U v 7 LET,
ZDOFFED VRF IZEEMF T STV D Y —27 b— R FERENE T,

ATYT0 MEIE LT, 2O VRFICEEMT bNZBMOY —27 — MERELET,

c ZOVRFH Y —27 b— MBI 5121%, [F2 23> (Actions) 127 U > 7 L, [<VRF_name>
M) —4 JL— ~%3EM (Add Leak Route from <VRF_name>) 1% 4R L £,

[V—%2 JL— DB (Add Leak Router) |7 « > RURFEREINET, AT v 74 (87 —)
OIFWMEEN LT, LERERZADLET, FERXVRFOT - M IITEFEFANCERRIATEY, 2
DWW TIFEF TERNZ LICEELTLEEN,

« ZOVRFIZY =27 /b— F&BIN$212i%, [72 23> (Actions) 127 U v 27 L. [<VRF_name>
[2—% JL— +%3ENM (Add Leak Route to <VRF_name>) ]%&3&R L £,

[V—% JL— FD:EM (Add Leak Router) 17V 1 > RUMNFRINET, AT v 74 (87 X—)
DIFHREEH LT, BRERFEHREZATILET, SBEVRFOT - b VIFHEFNICEREATEY, 20
R TIIEETERNWI LICEELTLERND,

Azure 14 SN ERTNA AANDEEZEAMIZT S

WDOFNEIZHES T, A > 77 VNet CCR 75 IPSec/BGP #HH L THEE DIMERT /34 A~D
IPv4 Bt FEVTHIIC L 7,

NETINARABEBR I 7AILDEFHoO0—FK

AT w71 Cisco Cloud APIC GUI C, [# v a7R—F (Dashboard) 127 U v2 LE7d,
Cisco Cloud APIC D& v ¥ aik— KRERINFET,

ATYT2 [MVITTRANZTIFv]>[MEMERICEE L E7,
[4}ER ST (External Connectivity) 17 ¢ > RUBNFERINET,

RATw T3 [TV 3> (Actions) 1> [SEBT /N1 AR T 74 I)LDF 2> O— K (Download External Device
Configuration Files) 1% 27 VU v 7 L £,
[T/ RER T 74 )LDS 90— K (Download External Device Configuration Files) 17> 77 v
TRERINET,

AT T8 oo — RTD90T /314 AR T 7 A VEEIRL, [F#2>B—FK (Download) 127V v 7 L%,
ZDT I a il i b, CCR ~D IPva $EKED 1280 DINRT /S A A D FEMERICHE 3 2 kG @& & e
Zip 77 AR E T u— REINET,
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B rwve v 1 rr o887 A DEEEEDIZT S

Azure A4 FHOSHNERTINA ANDEHZEEEZNIZT S

ATv T

ATFvT2
ATvT3

A > 77 VNet CCR 75 EVPN ZA{#i [l L 22V T /3 A A~D IPv4 #ifi % TRV CHNC T D 72 DI E 7R
HMAINELET,

TN AZu A4 LET,

SN Y BT =X T TN R BB DT O OMRE#AE AN LET,

T N AER T 7 A NDZ T — R (89 =) OFNEEMH L CTHET A AR T 7 A V%
Hornma—RL7ESE. IO b RVORERTERE o0 T, TOMAEREZ ATTLET,

WARND b RIVDINET NA ARET 7 A VOBl 2R LET,

! The following file contains configuration recommendation to connect an external networking device
with the cloud ACI Fabric

! The configurations here are provided for an IOS-XE based device. The user is expected to understand
the configs and make any necessary amends before using them

! on the external device. Cisco does not assume any responsibility for the correctness of the config.

! Tunnel to 128.107.72.122 1.100 [ikev2] for
hctunnIf.acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct routerp westus 0:0]/tunn-34
USER-DEFINED: please define gig-gateway: GIG-GATEWAY

USER-DEFINED: please define GigabitEthernet2 if required

USER-DEFINED: please define tunnel-id: 100 if required

USER-DEFINED: please define vrf-name: infra:externalvrfl if required

USER-DEFINED: please define gig3-public-ip: 13.88.168.176 if 0.0.0.0 ip still not provided by AWS.
Device: 128.107.72.122

Tunnel ID: 100
Tunnel counter: 1
Tunnel address: 5.16.1.9

Tunnel Dn:
acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct_routerp westus 0:0]/tunn-34
VRF name: infra:externalvrfl

!
! ikev: ikev2

! Bgp Peer addr: 5.16.1.10

! Bgp Peer asn: 65015

! Gig3 Public ip: 13.88.168.176
! PreShared key: devicelazure
!

ikev profile name: ikev2-100

vrf definition infra:externalvrfl
rd 1:1

address-family ipv4
route-target export 64550:1
route-target import 64550:1
exit-address-family
exit

crypto ikev2 proposal ikev2-infra:externalvrfl
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab512 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-infra:externalvrfl
proposal ikev2-infra:externalvrfl

exit

crypto ikev2 keyring keyring-ikev2-100
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peer peer-ikev2-keyring
address 13.88.168.176
pre-shared-key devicelazure
exit
exit

crypto ikev2 profile ikev2-100
match address local interface GigabitEthernet2
match identity remote address 13.88.168.176 255.255.255.255
identity local address 128.107.72.122
authentication remote pre-share
authentication local pre-share
keyring local keyring-ikev2-100
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set ikev2-100 esp-gcm 256
mode tunnel
exit

crypto ipsec profile ikev2-100
set transform-set ikev2-100
set pfs groupl4
set ikev2-profile ikev2-100
exit

interface TunnellOO0

vrf forwarding infra:externalvrfl

ip address 5.16.1.10 255.255.255.252

ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipv4

tunnel destination 13.88.168.176

tunnel protection ipsec profile ikev2-100
exit

ip route 13.88.168.176 255.255.255.255 GigabitEthernet2 GIG-GATEWAY
router bgp 65015
address-family ipv4 vrf infra:externalvrfl

redistribute connected
maximum-paths eibgp 32

neighbor 5.16.1.9 remote-as 65008
neighbor 5.16.1.9 ebgp-multihop 255
neighbor 5.16.1.9 activate

neighbor 5.16.1.9 send-community both

distance bgp 20 200 20
exit-address-family

WROBUZ, INERT S AR T 7 A VTSN DE 74—V Kty FOFFEMERLET,
c ROBUNITRT 7 4= Fid, ZH O OO S ES,

« vrf definition

* [PSec global configurations
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vrf definition Ext-V1

rd 1:10

!

address-family ipv4
route-target export 64550:10
route-target import 64550:10

!

crypto isakmp policy 10

encryption aes

authentication pre-share

group 2

lifetime 28800

!

crypto isakmp keepalive 10 10 periodic

crypto isakmp aggressive-mode disable
!

Cisco Cloud APIC 3 > R—%R > FD

—  VRF Definition

—  IPSec Global Configurations

c ROBNITRT 7 4= Fid, ZH O OO S ES,

o hi T & D IPSec B L ikevl ARk

¢ VRF %A "—®D BGP &R E

crypto keyring Ext-V1-1000-ike

pre-shared-key address <50.18.55.126>[cAPIC CSR Gig3 public IP] key <abcdefgl2345>

crypto isakmp profile Ext-v1-1000-ike
keyring Ext-V1-1000-ike
match identity address <50.18.55.126>[cAPIC CSR1 gig3 Public IP] 255.255.255.255
crypto ipsec transform-set Ext-V1-1000-ike esp-aes esp-sha-hmac
mode tunnel

crypto ipsec profile Ext-V1-1000-ike

set security-association lifetime kilobytes disable
set security-association replay window-size 512
set transform-set Ext-V1-1000-ike

set pfs groupld

interface Tunnell000

vrf forvarding Bxt-vl

ip address 50.50.0.2[cAPIC CSR BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip top adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvé

tunnel destination <50.18.55.126>[cAPIC CSR1 gig3 Public IP]
tunnel protection ipsec profile Ext-V1-1000-ike

router bgp 64550

address-family ipvd vrf Ext-vl
redistribute connected
neighbor <50.50.0.1>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.1 ebgp-multihop 255
neighbor 50.50.0.1 activate
neighbor 50.50.0.1 send-community both
neighbor <50.50.0.5>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.5 ebgp-multihop 255
neighbor 50.50.0.5 activate
neighbor 50.50.0.5 send-community both
distance bgp 20 200 20
'

ip route 50.18.55.126[cAPIC CSRL gig3 Public IP] 255.255.255.255 GigabitSthernet? 10.10.0.103

IPSec and lkevl
Per Tunnel Configurations

BGP Configurations for VRF Neighbor

c ROPNTRT 7 4 —/b FiE, 2D OFEMOERRICHEN S ET,

o ' — N LR

e RN T LD IPSec 3 & VN ikev2 DAERL
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Cisco Cloud APIC GUI % (& L 7= PG 0 fER: I}

crypto ikev2 proposal ikev2-1
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity sha512 sha384 sha256 shal

O 242120 1856 18 14 J" Ikev2 Global Configurations

crypto ikev2 policy ikev2-1
proposal ikev2-1
I

crypto ikev2 keyring keyring-ikev2-2000
v2-keyring

1.94.248 [cAPIC CSRL gig3 Public IP]
ey abcdefgl2345

tch add al interface GigabitEthernet3
match ide: address 35.81.94.248[cAPIC CSR1 gig3 Public IP] 255.255.255.255
identity 1 s 52.53.49.193 [Local Device tunnel source interface Public IP (Gig3 public IP)] IPS d k
the note pre-share ) ec and lkev2
authentication local pre-share i 5 s
Keyring local keyring-ikev2-2000 Per Tunnel Configurations

.94.248[cAPIC CSR1 gig3 Public IP]
n ipsec profile ikev2-2000

ATY T4 FIOFIEAMEIEL T, BMO bRV El L ET,

Cisco Cloud APIC GUI % {&F L 1= EPG D {ERK

Zov I aryOFREEAFER LT, 7Y F— 3 EPG, M EPG. $— B R EPG #1ERK
LET, HRAMRERERA T > g %, 1ElT 5 EPG DX A I X» TR F97,

Cisco Cloud APICGUI Z{FER L =7 )4 — 3 > EPG DERK

D& 7 v a Tk, CiscoCloud APICGUI 2l L7277V &r—3 2 > EPG DALz it
ALES, HHh—vRF, R<EL1DODa Y2 —v—EPG & 1| DOT 1A ¥ —EPG
ERLEELET,

\)

GE) A7 FTF o FTUIUREPG &7 T 0 RAEEPG #{EiC& x4, +XCHr T
7 REPG &7 T RANFEPG L., 4> 7T TF > Fdk®H %) VRE ICEHES T S
9, BHX Y VRFNOZ 77 REPG X, 4% U VRFHOMDZ 77 R EPG
X7 %7 FHER EPG LiBIEFRE T, oo~ —+ 55 F VREFEINDZ 77 KEPG & b
WETCEET, BEFO (23U RA 75 77V r—vary 7Ta7y A VEHE
T ROVICA 7T TFMTHLWT U r—vary a7 A VEERL, #HL
W7 r—vary a7y A vk XY VREDZ 57 REPG BT 77 R4+
8 EPG ICBHE#fH 5 Z a2 BEID LET,

1R B
TV r—vary a7y A e VRF Z{ER L ET,
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Cisco Cloud APIC 21 U R—* > FOFE |
B ciscoCloud APICGUI £ R L -7 T — 3 > EPG DER

ATFYTl AVFURTAarvuas vy LET,
[,r T2 b (Intent) ]}:l%ﬁ)%%énijﬁo

ATy T2 [MUFUk Untent) IRRR Y 7 AOFIZHD kuy L4 RlZ7 Vv 7 L, [FFV5—a v ER
(Application Management) ] Z3#R L £,

[7TUr— 3 UEE (Application Management) 147> a > DU A RN [4 T2k (Intent) | A ==—
WCRRSNET,

ATYT3 [Tk (ntent) | A==2—0D [F TV /r— 3 EE (Application Management) 1 U 2 T, [EPG
DYERL (Create EPG) 1227V v 27 LET,

[EPG M{ERL (Create EPG) 1 XA 702 Ry 7 ANFRINET,

ATV T8 RD[EPGHIERA A TRy 7 ADT 4—)L K (Create EPG Dailog Box Fields) ] 7—7 /L CU X k&
o7 4=V RIZEES T D AL, FifTLET,

% 13:[EPG DYERL (Create EPG) ] ¥ A 7O HKRY I ADT 4 —IL K

[Fa/7 4 BLL]
(Properties) ]
=30
Al EPG D4 HTEZ AT LE T,
TFrUhk T MEREIRL £,

1 [TF 2 bDFR (SelectTenant) 127V v 27 LET, [TF 2 FDRER (Select Tenant) ]
HALTaATRy I ARFREINET,

2. [T+ DB (Select Tenant) | %A 7 07T, EMOIOTF > va22 Y v LTE
WLET,
UIY—X50Q)LAETIZ, 20Ok Z7 v arTRIRLEZL I, 41 7F T2 FEEN
L. A 77 75T T T7 REPG &7 77 ROMITEPG Z1ER T £,

3. [Z#IR (Select) 17 Vv 27 LET, [EPG MDERL (Create EPG) | XA 7T RV KR v 7 A
RYET,
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| Cisco Cloud APIC o > R—% > FDEE

Cisco Cloud APIC GUI £ M L1=7 7y 75— 3~ PG o5t [

[FTa/,8F 4
(Properties) 1]

B

77U r—ar o
74

T r—gy a7 A NVE RN LET,

1.

[7FUHr—3> Ta774)L0D:ER (Select Application Profile) 127 U >~ 7 LE7,
[7FTU—23a> 7774 ILDFER (Select Application Profile) 1 %A 7 a2 R 7
AMFERINET,

[7F7VH5—2 3> 7R774)IL0DEIR (Select Application Profile) 14+ 7 v 7 ¢, 4l
DODINDOT TV r—rar TuaZyANnEr )y 7 LTEIRLET,

G¥) A>77 7+ NCTEPG ZENT 256, 77V r—Yar a7y A
Z—/X—VLA-1VRF ® EPG THEHEIND =D, 7T K A2 T7F 77V r—
var a7y ANVERRLENZ EEHERLEST, BT ) r—va v
Ta Ty ANERRT L0, [TTUT—232 TAT 74 IILDER (Create
Application Profile) ] Z#&#IRL T, FrL w7 7 A VAEER L ET,

EIR (Select) 1227V v 27 LET, [EPG DYERL (Create EPG) 1 ¥ A4 7 /ARy 7 AT
ED \iﬁ—o

B

EPG OFHEZ AT L ET,

[E%%E (Settings) ]

247

ZIUEXT 7V r—va VEPG TH HT-0, EPGH A 7L LC[7FTU4r— a2 (Application) ]
R LUET,

VRF

VRF %##R$ 221X, WOFNEEZFEITLET,
1.

[VRF ®:ER (SelectVRF) 147V v 27 LEF, [VRFDFEIR (Select VRF) 1 ¥ A7/
Ny T ANRRINET,

[VRFDER (SelectVRF) ¥4 7 a7 T, LEMOFIOVRFZ27 Y v 7 LTERLET,

A 77 T7F 2 N TEPGZER L TWAEAEIE, ZOFIETEL XY VRF RN L £
4, BB ZY VRFDZ v REPG L, o7 Z 7 REPGRBIOEH L Z Y VRE DY
Z 7 RAMT EPG LlE T, fho=a—F 55 N VREDZ 57 REPG & bilfET& %
TO

[#R (Select) 127V v 27 LE7, [EPG DERK (Create EPG) | ¥4 7T /KR v 7 A
ED i‘j—o
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B ciscoCloud APICGUI £ R L -7 T — 3 > EPG DER

[ZTO/T 4 HL:L
(Properties) 1]

IVRKRAV LY
A
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Cisco Cloud APIC GUI £ M L1=7 7y 75— 3~ PG o5t [

[FTa/,8F 4
(Properties) 1]

B

GE) TUREBALFRBLZABE IO ADO—EE LT Azure CIRAR~ 3 v A HERLT 5
FNEIZ DWW TIL, Azure TORAE~ T O (140 %—) 2SR L T,
TURKRA UM RBLZZEBINTSHI2IT

1. [TVRRA2 kLY 2D:EM (Add Endpoint Selector) 1 %22V v~ LT, [TV KK
A bELIADEM XA T EHEET,

2. [TV RAKRA> LY 2DEM (AddEndpointSelector) 14 A 7 12 7 @ [Name (£&FiI) ]
74—V RICAETE AT LT,

3. [EL 2% (Selector Expression) 1 %7 U7 LET, [F— (Key) |. [BEEF
(Operator) 1. BEXO[ME (Value) 17 4 —/V KBEZ20 5,

4. [F— (Key) 1Ry T7H o VA 227 v 7 LTHR—2RRLET, ROFT T a
NHY ET,

e TV RFRAU N BLIHFIZIPT RLAERIE 732y 2RI 55, [IP] &
BIRLE T,

GE) IPv6IZAzure Tl ¥R — b ENTWEH A, CiscoCloudAPICZ D7 4 —)L K
WZIZBEZN2IPVAT KL AZMERAT 208N H D £7,
s TV RARA LN BLIHIZAzure )V —2 3 VEBATIHAIE. [U—3 v
(Region) ] Zi&#R L £,

c U RRALU N BLIEDOHIARE N X—%ERT 5551L, [HRA L (Custom) ]
FIRIRL £,

GE)  [HBRHBL (Custom) A7 ara#®RdT5L, Funy7rXZ o JRARR
TH AN Ry R FF, custom: DEIZAR—ZADX—DLHIE A
NTHHENHY E3 (H : custom: Location) ,

5. [EHEF (Operator) | Fry 7 X VA IMLHEFEZRIRLEST, KOA T a v
B FET,

«[Z LU\ (Equals) J:E7 4 —/V RIC 1 SDERH D EAITHEMA L £,
«[FL %Ly (NotEquals) 1:fE7 4 —/V RIZ 1 DDER B LG ARSI ET,

«[DFIZHSB (In) ]: [ (Value)] 7 o« —/b RIZHEE D o~ XU E & 5 A 1l
ALET,

s [@HFIZAELY (NotIn) J:E 7 ¢ —/v RIZEE D o~ XUV EDR & 556 IEH &
£7

[F—FED (HasKey) | RF—DHNEENTWDIHEAIHER SN ET,
« [F—Z#1-72 L) (Does Not Have Key)]: U F—D AN G ENTWDEAITHEA S
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Cisco Cloud APIC 21 U R—* > FOFE |

B ciscoCloud APICGUI £ R L -7 T — 3 > EPG DER

[FTa/,8F 4
(Properties) 1]

B

\iTO

6. [E (Value) 17 4 —/V RIZEZ AL, F=vr~v—2% 7Yy LTz N ZRRGE
LEd, ADT 5T, [F— (Key) 1 74—/ K& EEF (Operator) 1 7 4 —/L KT
BIRLEZARICE > TR 9, 72820 [F— (Key) 1 74—V R [IP]ICRRE &
L. [EEF (Operator) 17—/ K23 [FLL (equals) 1IZEERESNLTCWATE. [E

(Value) 1 74— L RIXIP 7 RLRAEIIH TRy M TRITFNEIRY £HA, 72720,
[E&F (Operator) 17 1 —/L 23 [F— (keys) JIZRREIN TV D56, [E (Value) ]
74—V IR0 £7,

7. BITLEL, FeavI/~—2%27 )y LTV IXERAEL £7,

8. TURKRALVKNEBLIZZITEBMOZY RRA s BL I ZREERTDNE I DA RE
LET, B—Ox RRA 2 h L7 ¥ THEHEOXNEEHR LGS, b 0O
ITEREE AND 355 b D LA INFET,

L2 12D RRA v bV 2200y FEERRLIZE LET,
sV KR4V M ELZHZ 1, AL
* [#F— (Key):] Region
« JBEF (Operator) : equals

* fif : westus

s RFRA U F LI Z1, K2
s [F— (Key):]IP
 JEEF (Operator) : equals
« [fE (Value):] 192.0.2.1/24
ZOEE. TNLOROMITNEIZRDEE (V=3 VN westus T, [P 7 RLUARY

7%y F 192021241 LTWAEE) I, FDOxT RARA Y MIZ 77 FEPGIZEIY
YCohnET,
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Cisco Cloud APIC GUI % {3 L 1-54#8 EPG 0 fEr: ]

[ZTO/T 4 HL:L
(Properties) 1]

9. ZOZURRAL M BLZ X THEETLITATORLEBMLERT, Fovr/~v—70%
77Uy Z7 L, #&T LS, BN (Add) 122U v 27 LET,

EPG O FCHEED =Y RARA U N BV X BB LIZSGAIE, R H0= 2 RiRA U B
L7 ZOMICITHRBORRHH b D E L SNET, 72L& 213, BIORAT v FTHIL
TEESCEY FRA U R BV 2 1 2ER L, KIZ, RISETESIZ2FHOT FR
A bRV ZEERLIZE LET,

eV RRA MELZHZ2 AL
* [%F— (Key):] Region
< BHEF: in

« {E : eastus. centralus

ZTOHE, WO X Oy £,

e J— g N westus T, IPT RLAR192.02.124 7%y MZEBLTWS (R
KAV R EBLZZ10DOR)

F72ix
e J— g UM eastus E/xlT centralus D EBHLEMNTHDLHEES (o KR4 kLY
22 K)

TOBRE., = FARA 2 MR 27 77 KEPG IZEI D 4 THNET,

ATV TS RENKD-STZH [Save]l 7 U v 7 LET,

Cisco Cloud APIC GUI Z{#FH L 7=4} 3B EPG D {ERK

ZDk® Y v a T, CiscoCloud APICGUI 2 L7=7 7"V r—3 3 > EPG DIERR FiE %L
BLET, £ —E 0T, et 1oDar 32—~ EPG & 1 >D 7 a1 ¥ — EPG
75‘;%‘%‘??—0
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Cisco Cloud APIC 21 U R—* > FOFE |
B cisco Cloud APIC GUI % 5 L 7448 EPG O£

A\

GE) A>77 F7F R CTUZTTREPG &7 70 RITEPG 2B C&EEd, +XCHI 7
7 REPG &7 T U RANEEPG L., 4> 7T TF > Fdk®H %Y VRE ICEES T S
F7, BEAXY VRENOZ 7T REPGIL, %Y VRFNOD 7 Z 7 N EPG $
L7 %7 FAER EPG LIBIEFRE T, oo~ —+ 5F > F VRENDZ 57 REPG & b
WETCEET, BEFO (23U KA 75 77V r—vary a7y A VEHE
P RbVICA 7T TF U MNCHLWT P r—yary a7 A VEERL, #il
W7 r—vary a7y AvEv XY VREDZ 57 REPGEBLTY 77 R4+
8 EPG IZBSE#fH 2 Z a2 BEID LET,

1R BHHEIIZ
TV r—vary a7y A e VRF Z{EK L ET,

ATV AT TA20%27 ) v LET,
[>Tk (Intent) | A =2 —BERRINET,

ATV T2 [Tk (ntent) JRBRY 7 ADTFIZHD Key T X RNE7 Y v L, [FTVr—2a v ER
(Application Management) ] #8&R L £,

[7 T r—2 3 &R (ApplicationManagement) 147> a DU A RR[A4 T2 b (Intent) ] A== —
ICRRSNET,

ATYT3 [Tk (ntent) | A=a—0 [F TV /r— 3 EE (Application Management) 1 U 2 T, [EPG
DYERK (Create EPG) 1% 27V v 27 LET,

[EPG DR (Create EPG) | # A T 0/ Ry 7 ANFRENET,

RTv T84 RO [EPGIERA A TRy 7 AD7 4—/L R (Create EPG Dailog Box Fields) | 7—7 /L CU X k&
7oK 74— RICS T DMEE AL, AT LET,

= 14:[EPG DERK (Create EPG) 15 A 7RI KRV I AD T 4 —IL K

[FanF4 s BA
(Properties) 1]
2%
Z20) EPG DA HITZ AT LE T,
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Cisco Cloud APIC GUI % {& FA L =505 EPG 0 fER; I}

[FTa/,8F 4
(Properties) 1]

B

FFUk

Ty hEBRRLET,
1.

[T+ FDFEIR (SelectTenant) 1227V v 27 LET, [TFH2 FDFER (Select Tenant) ]
A TaTRy T ARFREINET,

[T7F > FDE#EIR (Select Tenant) 1 XA 7 u /T, ElOFOTF > v a2r ) v 7 LTE
WLET,

JY—250Q) LIETIE, 20k sva TR LELIIC, A 7T TF v FEER
L. A 77 7F > NCTY 79 RKEPG &7 T 7 MK EPG Z1ERCE £,

&R (Select) 127V v 7 LET, [EPG DERL (Create EPG) | A 7 u /Ry 7 A
ED i—é—o

7IUr—ar o
274

TV r—vary a7y A VEENLET,
1.

[7FUVH5—2 3> T7AT74ILDER (Select Application Profile) 1227 U » 7 L&,
[7FUr— 3y AT 74 ILDER (Select Application Profile) ] %1 71 2 Ry 7
APFRINET,

[7FVr—2a3> FOT774I)L0ER (Select Application Profile) 141 7 v 27,
OINDOT TV r—vary7adrANnzr ) v 7 LCGRRLET,

GE) A 77 7FY NCTEPG #EkT 256G, 77V r—rary 7a7y A 0Lg
A==V A-1VRF ® EPG THEHINLTH, VT UK A T7F73 TV r—
var TuaT A NVERRLAEWI LEHRLES, BT r—va v
T 7y A NERRT D0, [FTUr—2a> TAT 74 ILDER (Create
Application Profile) ] Z##IRL T, HrL w7 7 A VEERR L ET,

[ZER (Select) 17V v/ LE7, [EPG DIERK (Create EPG) | ¥ A 7 a /R v 7 AT
R ET,

A A

EPG O#BAZ AN L E,

[E%%E (Settings) ]

247

Z IS EPG TH D720, EPG XA 7 & LT [4E8 (External) ] Z#IR L £,
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B cisco Cloud APIC GUI % 5 L 7448 EPG O£

[TonTa s BA
(Properties) 1]
VRF VRF ZEIRT 51213, ROFIEZFATLET,
1. [VRF &R (SelectVRF) 127 U 27 LE7, [VRFDER (SelectVRF) ¥ A 71
RNy 7 AMFRINET,

2. [VRFDZEIR (SelectVRF) 1% A 7 a7 T, EROFHDOVRFZ7 U > 7 L TERIRLET,

A7 T7F 2 N TEPGZER L TWAEAIE, ZOFIETEL XY VRF ZIRIR L E
T, B XY VREDZ 77 REPGIL, v 7 70 REPGE L Okt H &Y VRF DY
Z 7 FHMTEPG Li@lE T, io=2— 5+ N VRE®DZ 77 REPG & bi@fET& %
7,

3. [#EIR (Select) 127 Vv 7 LET, [EPG DERL (Create EPG) | XA 7T /R v 7 AT
ED ij‘c

JL— M EIZERTRETE SE EPG DL— NEBERREMED X A THBIRLET, ROFT T avrndbv £,
e A—2Y b
« NERH A+
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[TonTa s BA
(Properties) 1]
IVRRAVbELY | G U REAY R BLIZ AT e 20— L LT Azure TERAE~ Y v 2K T 5
3 FMENZDWTIE, Azure TORIE~ U ORERL (1403—2) ZZBLTIZ S0,
T RARA L M BL 7 ZE2BINT 5120
1. [TYRRAY LY 20DEM (AddEndpointSelector) 1227 U v 27 LT, T RiRA
YhELVZEEBIILET,
2. [0 (Name) |7 4 —/v FIZARTZ AT LET,
3. IRy hIH TRy hEASILET,
GE)  IPv6lFAzure TIEH A — h ENTWEH A, CiscoCloud APICZ D 7 4 —/b FiZi
GRNRIPVAT R LA ZENT 2 0ENH Y £7,
4. HTLEL, Fov I/ ~—0 %7 Uy 7 LT RRA N L ZEZRGEELET,
5. BMOTY RRA Y b LI ZEERTDNEIDERELET,
EPG O FTHE DT RARA v b LI ZEAER LTIZHEIL, ZRHDT Ly RRA Vb
TV A ORICIEFRELOR BH LD EAREINET, 7L XE 220 FARA |k
BL I EERLIZE LET,
eV RRA VBV H T
« 0 : EP Sel 1
B TRy b 192.1.1.1/24
eV RKRA U NEBLI X2
« £ : EP_Sel 2
TRy b 1 19222.2/24
ZOHE. WO X IR0 ET,
«IP7 FL AR 19211124 72y b (U RRA vV 27X 1) BT 256
i
«IP7 L A3 19222224 %7y b (= RRA R BLZ22) [ZBTH5E
TOYG., =Y FRA Y "R 70 REPGIZHIV HTHRE T,
ATy TE RENKD-TZH [Savel 27 U v 7 LET,
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H—E X EPG DYERL

ot aryOFIEEFEHAL T, —E 2 EPG Z#ER L 7,

Y—EXEPG AT HRIICKRTT S8RV

P — R BEPG KT DR, FHANIFITTDILERNLDIREDX A7 BNHY £7, —F
AZEPG TH TRy FEFIZTIAR—F Vo7 TV L TOWEEAIE. B —E
A EPG DAY Ty bEFRIETTA_X—F Vo7 TV EBRTAIVLERSH Y 7,

ATy 1 MBS U T VRF 2B L £,

ATy T2

ATvT3

a)
b)

d)

e)

AT TAarmE Vw7 LET, [T b Untent) | A== —NERENET,
[1>F2 bk (ntent) [RBEAR Y 7 ADOFIZHDH Ky 7 XU RAIZ 7Y w7 L, [FTUr—3ay
&1 (Application Management) ] AR L £,

[7 75— 3 0EE (Application Management) 147> a> U A R[4 T2k (Intent) ] £
Sa—llERRENET,

[>Tk (ntent) | A==2—D [T F) 45— 3 LEE (Application Management) ]V 2 kT,
[VRF M{ERk (Create VRF) 1%7 U > 27 L%¥7, [VRF DR (Create VRF) | A7 07 KRy A
MFERINET,

RO L HITBIRL £,

« [&B1 (Name) ]: VRF D4R AN LET,
s[TF> b (Tenant) 1: 7F v FEEIRL F9°,

[fR7F (Save) |27 U w7 LET,

ISR aryIFXA N a7 s AV ERERLET,

a)
b)

<)

AT TAarE7 )7 LET, [Tk (ntent) | A= —RERINET,
[>Tk (ntent) WRERAR Y 7 ADFIZdD Ky T XY RAE 7Y vy 7 L, [FIVr—oay
&1 (Application Management) ] A &R L £,

[7 75— 3 0EE (Application Management) 147> a>® U A R[4 T2k (Intent) ] £
Sa—llERRENET,

[>Tk (ntent) | A ==2—D[F7F)/r— 3 V&R (Application Management) 1 J 2 T, [¥
SR aYEZ9 b 7774 IILDOER (Create Cloud Context Profile) 1227V v 27 LE9, [VF
DRAVTFXFAMTOT7AILOER (Create Cloud Context Profile) 1 %A 71 2/ R v 7 ANFRE
nEJ,

ROV TTIRary 77 s 7a7 7 A VOERE AT a7 Ry 7 A0D7 4—/L K (Create Cloud Context
Profile Dailog Box Fields) | 7— 7/ CVU A h &N7287 4 —/L RIZEYT A2 AL, wifTLET,
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| Cisco Cloud APIC o > R—% > FDEE

H—E R EPG HHT Ba1cERT 54924 |

RI5:959 K3V rSHFTATFALNDERSATOTRYIADT 4 —IL K

[Za/,8F 4
(Properties) ]

Bl

Z A1 (Name)

TR IAVTXFARN T T A NVDLFTIEAN LET,

TFrr b TFr P EBRRLET,
L [TF 2 FOER (SelectTenant) 122 Y v 27 LET, [T+ FDER (Select Tenant) ]
AT TRy I ARKRRINET,
2. [T+ FOFR (Select Tenant) | ¥ A 77T, EMOFIOTF > her ) v LT
RU, [BIR (Select) 1227V 27 LET, [V59FAVTHERL TAT7AILDERK
(Create Cloud Context Profile) | # A4 7 v /Ry 7 AT, ROFNEEZFATLET,
BLL] IR aryFRALIu7y A VOmMHE A LET,
Settings

1)—< 3> (Region)

U—2 g UEBRIRT ST
1.

[V—2 3 VDFEIR (SelectRegion) 1227V v 7 LEd, [V— 3 VMD&EIR (Select
Region) 1 # A 7 u /Ry 7 ANRERINET,

[U— 3 > DEFEIR (Select Region) | X4 7w /¢, EROSIOT o v&2r7 Uy 7 LT
IR L, IR (Select) 1227 Vv 7 LET, (V5D FaAVTXAMTOT74LDE
X (Create Cloud Context Profile) 1 %4 7 v/ ARy 7 AT, WOFIREZEITLET,

VRF

VRF Zi#R$25121%,. ROFNEEZFEITLET,
1.

[VRF D:ER (SelectVRF) 147V v 27 LEF, [VRFDFER (Select VRF) 1 ¥ A7/
Ny VT ANRRINET,

[VRF M#iR (Select VRF) | ¥ A 7 u /T, EAIOFIOVREZ7 U 7 LTEIRL, E
R (Select) 1227 Vw7 LEd, [V59FaVTHFERFTOT774ILDOER (Create
Cloud Context Profile) 1 # 4 702Ky 7 AR £,
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B v—cxere zmmy aMIEAT 5522

[ZTO/T 4 HL:L
(Properties) 1]

CIDR Mi&fn (Add
CIDR)
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| Cisco Cloud APIC o > R—% > FDEE

H—E R EPG HHT Ba1cERT 54924 |

[FTa/,8F 4
(Properties) 1]

B

WOMEREIZY UV — 22 Lo THR—FENFET,

FEIZOWTIE, [H— VNet TOHEED VRF O R— K (40~<—) | ZBRBLTLFEX
A

CIDR ZiBIF 512i%, RO FIREFITLET,
1.

GE)  VNet 7 U L I NEN > T HH4A . CIDR 2B, Bk, FidmETS -

LixTEEH A, CIDR 2B, B, E7I3RET DRI, VNet BT U v 7 % 4
MNCTAHMERHY FT. VNet 7 VU > V2R T AHIT1T

AT TTFURNOERE, V7TV R TXAN TR T A LD[NT 2y
FJ—% E7Y 2% (Hub Network Peering) 1 47 a » 28 L £,
ca—Y GEA 7 T) TFTUEOHE VIV FarTXA N T uT A LD

[VNet E7 1 >4 (VNetPeering) |4 ~7Y a v 28hic LET,

CIDREKEZLE L5, VNet 7 U U V2 HEANCLE T,

e A2 7T VNet DIBMOE A XY CIDRBEOY 73Ry hE2BINTL5ZEHTEET
(799 RFo71— b TIERESIZ cloudCtxProfiles) , 774 <Y CIDR #i&
mr7vn, 79 K77 b— MIEo TERSNTZBEFDO CIDR ZEE L7 §5 2
LI cEFEtA, 2—VFIMERLIZCIDRO FIZH 7Ry hBMERSND E, 7Ry b
IEREERICE D v Z ) VRE IV vy B 7 EnET,

e 4T T VNetLISDVNet D H L ZFUCIDREV TRy FEBINTAHZELTEET,

[CIDR M3Ef (AddCIDR) 147V v 27 L%7, [CIDR®EM (AddCIDR) ] ¥ A 7 1
TRy 7 ANRFRINET,

[CIDR 7B &F (CIDRBlockRange) ] 7 4 — /L KIZ7 FLAZ A LET,
[FS54<Y (Primary) 1 F=v 7Ry 7 A%+ (%) £21347 () (ZLET,

BIMOEH &) CIDRBELRVNet DY 7%y h&EBIMLTWAEE, [FT514<)
(Primary) 1| Ry 7 ADF = 7 &4 LET,

[Ty FDEM (AddSubnet) 1227V v 27 LT, ROEHREZAILET,
«[Z KLR (Address) 1 74—/ RiZ, ¥ 7%y b 7T RLAEZANLET,
«[&RT (Name) 1 7 4 — /L RiZ, 2OV T Xy hOLARTEADLET,

[FTAR—=1+ 1) 2H SR (PrivateLink Label) 17 «—/L KT, [#FRIERKL (Create
New) [ZEIRL, T4 _X—F V7 FULOBEHFDOLRIZEATIL, 2O TRy
MBI £,

[VRF] 7 4 —/b R T, LB UTRRL E7,
[FS54<Y (Primary) | 74—V FOMEICH DRy 7 A% F 295 L, 2O CIDR
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B cisco Cloud APIC GUI £/ L 1 — £ % EPG OO fERL

[FTa/,8F 4
(Properties) 1]

B

ITEEIIC T T A4~ U VRF IZBER T 6N ET,

[FZ4<Y) (Primary) |7 4 —/VROKIZH DT = v IRy 7 A4 Al Ligho
7-3E1E. ZOCIDR 2t H &Y VREICEEMIT S Z LN TEX£4, VRFORIC
HH[X1%E27 V27 L, [VRFDER (Select VRF) (%27 V> 27 LT, Z®CIDR(Z
BdEf I 584U VRF IR L £7,

6. 5ser L6, B (Add) 1227V v27 LET,

[VNet 77— koA
JL—%A (VNet Gateway
Router) ]

7V w7 LT[VNetS— kx4 JL—A (VNetGatewayRouter) | F = v 7Ry 7 A% F = v
7 (F%h) E£i3F =y rz2sLET (EY)

VNET E7 Y 45

27U v 7 LT, Azure VNet £°7 U » 7HgE = A4 (A%h) 721347 () [ZLET,

VNett 7 U o ZHEREDFEAIIC DU TIE, Cisco Cloud APIC R¥F = A 7 —3 5 =T D

[ Configuring VNet Peering for Cloud APIC for Azure] % Z MR 1L T< 72 &V, https:/www.cisco.com/
c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/
series.html#Configuration

ATY T4 [R1F (Save) 1227V v LET,

Cisco Cloud APIC GUI %{£f L f=%—E X EPG D1k

AFYT1 AVTFUk

Z D&Y v a T, Cisco Cloud APIC GUI #f#EH L7=%— ¥ A EPG DIER FiEZ A L F
T, K —ERIZIF, DL 1202 2—<EPG & 1 OO 7 a4 X — EPG BB
Tj_o
1R BHHEIIZ

VTG R —ERAZL RRA L N T NA—TF (44 2—) OFEREPHER L TIE I,

e H TRy FTED NSGHERNAENI > TND Z L 2R LET,

770 RYP—ERAEPGZEK L TWAEAIE, TRy T EDNSGHEREZADNCT D
VERH Y F9, FFCO WL, X270 I—7 (523—=V) | 25 L T
<TZEW,

T FV = ar a7y Ak VRE ZER L E T,

TAarzr7 )y 7 LET,

[>Tk (ntent) | A= —NERRINET,
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| Cisco Cloud APIC o > R—% > FDEE
Cisco Cloud APIC GUI £/ L 1= — 2 EPG e ]

ATy T2 [MUFUk (ntent) IRRAR Y 7 AOFICHD kv P40 KAIZ7 Vv L, [FFTV5—a v ER
(Application Management) | Z &R L 97,

[7 TV r—3 3 &R (Application Management) 47> a2 @ U A R[4 T2k (Intent) | A==2—
WCRRSNET,

AT9FT3I [Tk (ntent) | A==2—D [FFTUr— 3 0 EE (Application Management) 1V 2 kT, [EPG
DYER (Create EPG) 1% 27V v 27 LET,

[EPG D1ERL (Create EPG) | XA 7 vl Ry 7 ANREREINET,

ATy T8 RD[EPGHERE A TRy 7 2D 74—/ K (Create EPG Dailog Box Fields) | 7—7 /L TV 2 &
o7 4=V RIZES T HEE AT L, FfTLETS

5= 16: [EPG D1ERX (Create EPG) ] 5 A 7RI RV I RADT 4 —IL K

A= PAG P EBA
(Properties) 1]
i
Z210 EPG D42 AT LET,
Tk T MR L X7,

1 [7F ¥ FDZER (SelectTenant) %2 Vv 7 LET, [TF > FOER (Select Tenant) ]
AT a TRy 7 ANRFoRENET,

2. [T+ FDFEIR (Select Tenant) 1 ¥ A 7 u /T, EOFIOTF v vaer ) v LTk
RLUET,

3. [#IR (Select) 127 U v 27 LET, [EPG DERL (Create EPG) | & A 7T /Ry 7 A
R ET,

FIVr—av 70|77V r—vay a7 s A AV ERRLET,

7 L

74 1. [Z7FVH—23> Ta774)L0D:&ER (Select Application Profile) 1227V v 7 L ¥,
(77— 3> T7a774)IL0D:&ER (Select Application Profile) 1 %A 7 v 2 Ry 7
ANERRINET,

2. [7FUHr—23> 7774 IL0FEIR (Select Application Profile) 144 7 v 7 ¢,
DINDT TV r—ary a7y ANes )y 7 LTERRLET,

G A>777F v hCH—EREPGEIEKTAEA, 77V r—varyranry
A WEA—/3—1L A -1 VRF ® EPG T SN 572%, cloud-infra 7 7Y
r—var a7y A NVEBERLEWI LEAHELES, B3 T7 7 r—v g
YTy ANVERIRT L, [FTVS—23 0 TAT 74 ILOER (Create
Application Profile) 1 Z&IRL T, FrL v 7 7 A LV E{ER L £7,

3. [®IR (Select) 127V v 7 LE£¥, [EPG DERL (Create EPG) 1 &4 A 7 /R v 7 A
=
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B cisco Cloud APIC GUI £/ L 1 — £ % EPG OO fERL

[FR/NRT« EHEA
(Properties) 1]
BTLL] EPG O#MH A2 AT LET,

[E%7E (Settings) ]

247

I —ERAEPG THDHT=H, EPG XA 7L LT [H—ER (Service) | Z#INL £,

VRF VRF 28R 51213, ROFINEEZFATLET,
1. [VRF®DER (SelectVRF) 1% 7 U v 7 LEJ ., [VRFDER (Select VRF) 14 A 7/
Ry 7 ARFRINET,
2. [VRFDZEIR (SelectVRF) 1% A4 7 a7 T, ERIOHDOVRFZ7 U > 7 L TRIRLET,
3. [E#IR (Select) 127 VU v 7 LEd, [EPG DERL (Create EPG) | ¥ A T R/ HR v 7 AT
E V) \ij—c
BARAT EPG BB & A 7% & IRL £7°,

P—ERFEREE— NIk o TELRY 9,

[V59 KR4 T 47 (CloudNative) J: 7 "f X —x v NU—Z |(ZRBBEENTZZ T 7
RRxAT 47 $—ER

[V KA T4 TEEXER (CloudNativeManaged) ]: *~ MU —Z |[ZEB &7
TURIAT 4T =X

s [t— F/3—7F « (Cloud Native Managed) ]: TG0 6 0% — KN—F ¢ H—E X
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| Cisco Cloud APIC o > R—% > FDEE

Cisco Cloud APIC GUI £ L=+ — £ 2 EP6 D fER: [}

[FTa/,8F 4
(Properties) 1]

B

TOERZAT

EPG BRAOT 7 A A4 THERLET, 778X A 3. O —E 2 FZ1T VM N

- R T D HEE R LET,

R, [BR2 4 7 (Deployment Type) ] 7 4 —/b R TITo 2 BIRIC L » THERAR D £,
[V 59K %4 T« 7 (Cloud Native) ]JEBI¥ 1 7 :

c[ST YU ws (Public) 1: H—ERXDATY v IPICT 2B A LET,

[TS5A4R—=F (Private) ]: 7I7ARXR—=K VoI ELTIFTA_X—F 2 RKRA YV M %
FHLTH—ERCT 7 A LET,

[T K x4 T4 TEEXZR (Cloud Native Managed) JEBH % A 7 :

[FZA4R—+t (Private) |: BHEASGT 73y MIEBRESNZY—ERIZT T A _X—
NP7 RVADENGDGAIT. 20X A T HRKNLET,

c[NTUwIELVTS4R—F (PublicandPrivate) ]: /X7 U v 7 = KKRA > b

ETTAR— R RRA LV MEFEHLTH—ERICT 7 2ALET, ZiUL, Cisco
Cloud APIC TEBL SN2 7 Xy MIEASNIZLEZIWIAT I v 7 IPT RLAHR
BT 20—t RIfEHSNET,

s [— Ks8—TF 1 (Third-Party) BB 1~ : [FS5 4 RX—t (Private) lIZ, 77 k&A%
A7 LUTERTEDME—DFT v a v TF, Ziud, —e 2R3 RMET 28545, ¥—
EANDTTAN— K T RRA LV NOREMERT L2 E2ERLET,
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B cisco Cloud APIC GUI £/ L 1 — £ % EPG OO fERL

[FTa/,8F 4
(Properties) 1]

B

H—EXNDiEE

Azure V' — B R X A T HEIR L F9,

BEDY—ER XATE, HIRFEDREZA T TORYER—FINFET, FFEDOREEZA
T TCHR—FENBEY—E R LA TOFHFMIONWTIL, 79V RV —ERAZ L RRA T
=" (44 X—=7) BERLTIEEN,

WOF T arndh £7,
« [Azure Storage Blob] (Azure Storage (48 ~<—%°) &%)
* [Azure SQL]
» Azure Cosmos DB
« [Azure Databricks] (Azure Databricks —E A (49 X—7) % &)
« [Azure Storage] (Azure Storage (48 ~—37) & &H)
« [Azure Storage 7 7 € JL (Azure Storage File) ] (Azure Storage (48 ~—°) &%)
+ [Azure Storage & 1 — (Azure Storage Queue) ] (Azure Storage (48 X—37) % &M)
« [Azure Storage 7— 7 JL (Azure Storage Table) ] (Azure Storage (48 ~X—7) % 5MH)

« [Azure Kubernetes +¥—E X (AKS) (Azure Kubernetes Services (AKS) ] (Azure
Kubernetes —E' 2 (50 ~—) ZHH)

» [Azure Active Directory KX 4 > #—E X (Azure Active Directory Domain Services) ]
(Azure Active Directory KA A o —E R (49 X—) % HMH)

«[Azure 23> F7F LR M (Azure Container Registry) ]

* [Azure ApiManagement #—E X (Azure ApiManagement Services) ] (Azure ApiManagement
=R 49 X—) 25H)

 Azure Key Vault
* [Redis ¥+ v < 2 (Redis Cache) ] (Azure Redis ¥ v+ = (50 X—) &#5H)

«[hRH L H—EZX (Custom Service) 1 ([BBI%Z A 7 (Deployment Type) ]& LT [H—
K/3—7F 4« (Third-Party) | Z&R L7=GAICHERALET, )

ATv 75 B2 A4 7 (DeploymentType) 17 4 — /L RCTEIRL7-AFITG LT, [TV RRA > L5 % (Endpoint
Selector) 1 =V 7B R HERAEAT LET,

cBRXATELT[Y 59K 4T 47 (Cloud Native) ] ZIR L7681, B A 7L LT F

TR RAT 4 T aMERT D (113 3—) ([ZERET,

JEBEIX A T ELT[UT9 K 4 T4« TEEXER (Cloud Native Managed) | Z3&R L7-5A 1%, R

FATELTTTT R RAT 4 TEIAAREMT S (116 ~—2) (TR ET,
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| Cisco Cloud APIC o > R—% > FDEE

BESATELTISY R %74 Tt TS [

« BBAZ A 7L LC[H— F/8—T 4« (Third-Party) 2R L725EE, BEOHEE LS L TH— R/ —
T4 TS (118 X—) TR ET,

REAZATELTISV R R T4 TEHBHET S

ATy T

ATy T2

ATvT3

ATv74

ATy T5

ATvT6

ATy 17

ATvT8

Iokv7varOFEEMEHL T, P—ERAEPGDEHIATELTITIRRAT4T
(Cloud Native) ] Z#% L ¥ 9,

1R BHHEIIZ

IITURRAT 47 (50 "—2) ICRHMIN TV DEREZMEZRE LT, ZhoDFIEZEERT
DANCFATT DMENR D DX AT R L T 7230,

B OFNEE BT HHIIC, Cisco Cloud APIC GUI Zffi il L 7= ¥— b 2 EPG O{ERL (108 ~<—°) @
FEAZT L TWDZ EE2MRLET,

INHOFIEZ, ZNSODOFINATRERZ A 72/ T DR0IC, Azure soL 72 EDY—E R ¥ A T o
€9 % Cisco Cloud APIC GUI Zffi [l L 7= % — & % EPG OfERL (108 2—2) THRLEN A2 FIE KX T
Er

TIRAFATELT[TIA4R—F (Private) | &R L7=HA. [FTIA4X—F J2D SRLDFEIR
(Select Private Link Label) 147> a U BMEHAREIC/2 D £,

TIANX—K V7 TVE, BT Ry &2 —E X EPG ICBEEMIT OIS VET,
[FSA4R—=F U2 SARILDER (Select Private Link Label) 227V v 27 LE9,

[F5A4R—=F 1Y SR)LDFEIR (Select Private Link Label) 17 4 > RURFREINET,

WY 7 TA_R—=h Vs TV ERBLET,

P — A EPG 2T HRNCIATT DX A2 (1045—2) TREESN T D FIEZMFH L TER L
TIANX—=K V7 TNV ERRBELET,

[TS5A4R—=F )2 SRILDER (Select Private Link Label) 17 ¢ > RU T, #2774 =k U
I TV EEIRL £,

[EPG MYERL (Create EPG) ]V v RUIZED £7,

Wiz, [T RiRA4 > kL% 4 (EndpointSelectors) 17 4 —/LV RIZZ > RiKA > b BL 7 ZEZBML
iﬁdo

[TV FRAY b LY E2DEM (Add Endpoint Selector) 1 %27 U v 7 L9,
[TV FRAY b LY EZDEM (Add Endpoint Selector) ] 7 1 > RUNREREINET,

[TV KRRAY LY 2DEM (Add Endpoint Selector) 17 > K ® [Name (&RI) 17 4 —/V KiZ
AaiE AT LET,

[¥— (Key) ] Fey 7 X0 VA RE27 Y v 7 LTHR—ZERLET,
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B =rs ocLcosy ki TEBET S

ATvT9

ATv 710

ATy TN
AT 712

WOFTarnd £,
e WABZ LT RKRA U N BL I X EERT 28561, [HhRF L (Custom) ] AR £,

c U REA L R REL T HIC Azure U — Y a L EBEATAEAE. [U—Ya Y (Region) ] 28R L
9,

IV RRA N BLI XY —ER Y Y —RDLH ZEAT H5E. [4ET (Name) ] 28R L E
KR

7o & 21X, prodsglserver &I ARID SQL Y — N—%RINT HI121L, ZNHOFEOEZ}T, [F—
(Key) 17 4 —/V R C[&AT (Name) ] ZiER L, [fE (Value) ] 7 1 —/L FIT prodsqlserver & A
HLET,

c LU RRAU N RBLIFIZI T RTuA X —DID 2T 554, ['JYV—X ID (Resource
ID) 1 Z&®INL £,

TeeziX, 770 RS a M=) V—Z21ID ML TSQL r—"—Z&ERT 512X, b
DFIEDHIZ[F—] 74—V KT[JY—XID (Resouce ID) ] #FIRL, BL 7 XDfHE
(/ subscriptions/ {subscription-id}/resourceGroups/ { resourceGroupName} /providers/Microsoft.Sql/servers/ProdSqlServer

&) % [fE (Value) 1 74—/ FADLET,

[EHEF (Operator) | oy 7 XU U A R bHEE 2RI £,

WOF T arvndh £7,
«[F LU (Equals) 57 4+ —/L RIZ 1 SDOERHLEEICHEAL £,
«[# L <%y (NotEquals) J:fE~7 4 —/L RIZ 1 DOMER S LG INET,
c[DHIZHD (In) ] [E (Value)] 7 4 —/v RIZEE DI >~ KGN ERH B HATHA L ET,
s [@FIZAELY (NotIn) J:EZ 4 — /v RICEEDO T o~ XEID EDRH D56 I S E T,
[F—%ED (HasKey) | RiZF—DOHAREEN TV IHEEIEASINET,
« [F—Z#1-7 L) (Does Not Have Key)]: IZF—D RN G EN T AEAITHEH S ET,

[fEB (Value) 17 4 —/VFIZMEEZ AN L, F=vr/~—2%2 Uy 7 LT M) ZRGEELET,

AT 2L [F— (Key) 174 —/ & [EEF (Operator) ] 7 ¢ —/L RTEIRLIZHNAEICL - T

x0T,

el 21, [F— (Key) 1 74—V R [IPICERE S, [EEF (Operator) 1 7 4 —/L K23 [F LY
(equals) 1 IZEXESNTWDIEA, [fE (Value) 17 4 — LV RIZIP 7 KL RAE IV 7Ry FTRITFHR

X720 EHA, 72770, [BEEF (Operator) 1 7 4 —/L RS [F— (keys) JIZHEINTWDHLE, [{E
(Value) 17 1« — v RiZIEGhIZ /2 £97,

FETLEDL, Foyl~—20%227 )y 7 LTV ZREMIEL £,
T RRA ML ZITEMOE RRA U~ v ZREERT 20 E I DERELET,

Bz FRA Y b L7 2 TEEOXZER LGS, £ 6 OXDRICITFmEL AND 286 % 6 D
EHBIREINET,
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| Cisco Cloud APIC o > R—% > FDEE
BESATELTISY R %74 Tt TS [

T2EZIE NDDZ U RERA Y bV X200y MafERLizE LET,
eV RRA MRV H L, AL
* [#F— (Key):] Region
« JBEEF (Operator) : equals

* ﬁﬁ . westus

eV FRA ML HZT, K2
« & — : Name
« JEE F (Operator) : equals

* ﬂE . ProdSglServer

IO —ATE, INH6OXOMEN true DHE (U — 3 Uil westus THY, U YV —RITEHEMT S
IIZZ IR Prodsqlserver THDHLE) . £DT L RKARA v MIV—E R EPGIZEI D ¥ ToHnET,

ATYT13 ZOZURRA L b B L7 ZTERTDATRTOXREZBMLEZHRT, Foyvl~—2%7 Yy 7L, #
TLZG, B (Add) 1227V v LET,

[EPG M{ERL (CreateEPG) JHEIZREY . L= FRA b L7 Z LM snizAnFrasnE
7o

ATYv T BMOTY RKRA Y b BV XEERTH56E, [T RFRAU b 2L Y 20EM (Add Endpoint
Selector) 1| Z#FEZ Uy 7 L, ZNUOHOFIEEMEV KL TEMOZ Y RARA vV X 2{ERLE
‘a‘o

EPGOFTHEEOZ L RRA v vV 7 Z 2B LIEEAIT. 26D RRA v L7 ZOMIC
ITRELOR DD b D AR EINET, L 2IX, FIOARAT Yy I THHALELSIC= RRAM N 'L
71T EER L, IZ, WISRT LI 2BEBOZ L RRA v M BLZ ZEERLIZE LET,

e RRAV ML HZ 2, A1
* [— (Key):] Region
<EEF: in

'ﬁE . eastus., centralus

ZOE. RO X IRV ET,

o U= 3 UM westus THY ., UV —RIFHT HIELRTH ProdSqlServer ThHHAE (= RARA
YhrELZZ 1K)

FiX
b U‘—“‘/El V7j§ eastus if:&i centralus @k‘b)%f)’f&)é%/ﬁ\ (:‘:V }‘ﬂ_f/])‘/ ]\ VIZVy& 2:Tit)

FOEE, T RRA LV AP —E R EPGICE Y Y THIET,
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Cisco Cloud APIC 21 U R—* > FOFE |
B =rs oeLcosyrrqrq TEENRERAT S

AT T BENKD-T-L [Save]l 227 Y v 7 LET,

BESATELTIIVR R T+ TEERREERT

ks arOFEEZEH LT, Y—EZXEPGOREMZA TLLT[I5IRKRAT4TE
 (Cloud Native Managed) ] A&k L £,

1R BRI

770 R 3 AT 4 TEHGSE 51 3—) ICEHENTWAIHEREZERL T, ZhHDOFIE
BT ARNCEITTAMNENRS X AT ZEEL T X0,

ATFvT1 N OFIEEXELET AEZ, Cisco Cloud APIC GUI Z{#H L 7= — ¥ % EPG OfERL (108 =2—) D
FIEZFZT L TWAZ & 2R LET,

:h%@imﬁzi\ :M'AO@%J“E\’C@F%&% 70%*%52?6%51\ Azure ApiManagement Services /-£ &m‘ﬁ_“—
v R Z A T HFGET D Cisco Cloud APIC GUI Z i Jf] L 72— B2 EPG O1FRE (108 ~—2) THfksh
L FIEDHEE T,

ATwT2 [ZTUFRAU M LY 2DEM (Add Endpoint Selector) 1% 27 U v 7 LET,
[T RRLAY F LY 2DEM (Add Endpoint Selector) 17 (> RUBRFREINET,

ATvFT3 [TVERERA LI EZDEM (AddEndpoint Selector) ] ¢ > K7 [Name (£#1) 17 «—/V RiC
i AN LET,
ATv 74 [F— (Key) | ka7 X VA2 Y v 7 LTHF—ZBRLET,
BRFSE T, ZOT7 78 A XA TDXF—L LTHERATE 47 3 NI [IPl ORTY,
GE) IPv6iFAzure ClidH AR — b STV ER A, CiscoCloudAPICZ @ 7  —/v RIZIFH L 72IPv4T K
VAZET 20BN H YD 9,
ATy T5  [[BEEF (Operator) | Fuy 7 & VR LEATZEIRL 7,
WROFT > arnbv £7,
[ LU\ (Equals) J:E7 4 — /v RIZ 1 SDOER S HGAICHER L7,
«[ZF L <ALy (NotEquals) B~ 4 —/L RIZ 1 DOERHLEEICHEH S ET,
c[DHIZH D (In) ]: [E (Value)] 7 4 —/L FICEED T o~ KU)W ER H D5 EIHH L ET,
s [@AIZAZLY (NotIn) BT ¢ —/v RICEE DT o~ KUV ED S 2 G a I Sk,
c[F—%HD (HasKey) [ RCF—DHREENTWOHAIHEHINET,
« [F—Z #1752 L) (Does Not Have Key)]: 2 F—D NG EN T AEAITHEA SN ET,

ATvT6 [{E (Value) ] 7 4 —/L RIZHEYIRIP 7 LRIV TRy hEAN L, Fxovr~—2%F 1L
T MY ZMRELE T,
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ATy T17
ATvT8

ATvT9

ATv 710

BEISATELTYSY R (74 JEENZEHETS

H— b 2 EPG T ARNCFEITTHEZ 22 (1042—) TSN TWAFRIEALHEH L TER L
IP7 RLAEZIIV TRy 2 AT LET,

SETLEL, oy l~—2%7 Vv 7 LTEeLZZXERIELF T,
TURRALU R BLZ ZIZEBMNOT Y RRA Vb B 7 ZREVERTHNE I DERELET,

BT RRA L F BL I ZTEBOREZER LSS, TROOROBICIIZHE AND NH D550
LHIREINET,

T2 zE 1PDZ U RERA Y ML 2200ty MafERLIZE LET,
eV RRAV M ELZHZ L, X1
« [F— (Key):]IP
« JEE F (Operator) : equals

o fE : 192.1.1.1/24

e RRA M ELZ XL, K2
- [H— (Key)] IP
« JHEF : notequals

«{H :192.1.1.2

ZOWE. THHDOROMGT true DA (IP 7 RUARH TRy F192.1.1.124 2L, IP 7 FL A
23192.1.12 TRWEE) . TOT Y RRA » MIYP—E A EPGIZEID Y THNET,

DT RRA L bV ZTHERT LT _NTOXZBINLIER T, Fovr/~v—2%27 ) v L, #
TLH, [ (Add) 1227V v 27 LET,

[EPG D4ERL (CreateEPG) ]HEHIZHEY . HTLWZ Y RiRA > h Lo & L Sh-RAnFrEhE
TO

BIMOxTY RBEA Y b BV ZEERT L2581, [TV FRA 2 LI 20:EM (Add Endpoint
Selector) 1%#HE 27 Vv 7 L, ZHHDOFIEZEV KL TGEMOTZ Y RARA V F LY ZE2ERR L E
R

EPGO T THEB DT RiRA L b L7 ZEERLEBREIE. TNRHOT FRA v BV 7 ZOBIC
TR OR b A b D LA INET, & xiX, BIOARAT 7 THHLELIZ= FARA U B L
721 RER L., RIZ, RISFTEIIC2HZBBDOZ RRA L M BL 7 ZE2ERRLIZE LET,

eV RFRA ML HZ 2 AL
s [F— (Key):]IP
 JHEEF (Operator) : equals

o« { : 192.2.2.2/24

ZOHE, WO X Oy £,
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B =romss Lov—ri—F 0 eRT S

ATy I N

cIPT7 RUABRYZT Ry F192.1.1.124 12 L. IP 7 RL AN 192.1.1.2 THWEE (my RFEAL > b
L7 1R)

F72ix

cIPT RLANYT X b 19222224 2B T 256

FOBE, T RRA L IR —EZXEPGICEI W LY THNET,

RENKED-T=6 [Savel 27 UV w7 LET,

EREADERE LTH—FN\—T 1 Z8EHRT S

&

ATy T2

ATvT3

ATvT4

owv I varOFEEEAL T, P—EREPG DR A 7L LT [HY—KI\—F 4«
(Third-Party ) ] ZH#pk L £7,

\)

(X))  [EBR%4 7 (Deployment Type) ]& L C[H— K/8—F 4« (Third-Party) ] &R L7=5
BlE. [U—ERX 24 7 (Service Type) 1 & LC[ARH L (Custom) | &R 25 M5
BHYET,

NS DOFENEEZ AT HETIZ. Cisco Cloud APIC GUI Z{#i f L 7= —E % EPG O{ERL (108 ~—3°)
FIEZZTLTWAZ L 2R LET,

S DOFNEIL, Cisco Cloud APIC GUI Z{#i ] L7=¥— ¥ % EPG OERL (108 X—) THRfLEh T
HFEDOHETHY ., ZNODOFIETREEZ A TE2ERT LN — R ZA T & (hxx s F—E2R
(Custom Service) 1& L TERELE T,

[— K/S—F 1 (Third-Party) | DIEBRZ A 7 DT 7B A XA TIZHERRINEZTWVET,

[F54~_R—Fk (Private) lZ. 7278 A XA T L L CHEATELM—DA T a0 T, Zhix, ¥—
EANRMET S, - A~DT T A R_X—F U RRA L bOBEFHTHZLEZERLET,

[F5AR—=Fk )Y SRLODZER (Select Private Link Label) 147> a ik, ZOT7 78R XATT
EHTELXH1C70ET, 7I7A4_X—F V7 FLF, 7%y h&H—E R EPG IZBHEAIT 5
eI INET,

WER T T A RX—F VT TNV ERBLET,

P — U REPG #HER T HRNCFITTEH X A7 (1044—) THRIEESHTWBFIEZFEH L CTIER LT
TIAR—K VT FVERRLET,

[TZA4R—F 1Y TRLOZFER (Select Private Link Label) 17 ¢ > Ko T, IR 7T 74 ~<X—1 U
I TV EEIRLET,

[EPG D/ERL (Create EPG) 1|V 4 > RUIZRD 77,

Wiz, [T RiRA4 v kL% 4 (EndpointSelectors) 17 4 —/V RIZ > RiIKA > b BLZ X EZBML
E3r RN
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ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

EEoEEL LTy — K—7 1 e85

[TV FRA>Y LY EZDEM (Add Endpoint Selector) 1 %27 U v 27 L9,
[TV FRAY LY EZDEM (Add Endpoint Selector) ] 7 4 > RUNRERENET,

[TV RRA Y kL7 42M:EM (AddEndpoint Selector) 17 « > K7 o [Name (&H#I) 17 4 —/L FIZ
AETEANTTLET,

[F— (Key) ] ke 7 X VA&7 U 7 LTHF—23IRLET,

B R TCIL, 207 78R ZATDF—L L THEHATEL A7 Y a VI [URL]OATHY | = RARA
YhEBVIEOY—ECRERBNT DAV T AEIITEEEM KA A 4 (FQDN) i LET,

[BHEF (Operator) ] Fry 77X o JA MpOLEEFEZERLET,
WROF T arnb ET,
«[Z LU\ (Equals) J:EY 4 —/V RIZ 1 SDOERSLEAICHEHA L £,
«[FL %Ly (NotEquals) 1:fE7 4 —/V RIZ 1 DDER S LG AR S ET,
[DFIZHB (In) ]: [fE (Value)] 7 4 —/v RITEE DD o~ XUV AN H H5HEIHH L £,
s [@FIZAELY (NotIn) - EZ 4 — /v RICEBO T o~ KOV ERH D56 I SV E T,
[F—%ED (HasKey) | RKiZF—DOHAREEN TV IEEIEHASNET,
« [F—Z#1-72 L) (Does Not Have Key)]: ICF—DHN G EN T A EAITHEH SN ET,
[fE (Value) 1 74—/ RIZAZZRURLEZANL, Fev I ~—2% 27y 7 LTy MY ZMREEL %

j—o
FETLES, Fovl/~v—20%27 0y 7 LTV HZRERIEL, 1B (Add) 15227 U 7 LET,

[EPG MDYERX (CreateEPG) JHIHEIIZHEY . HrLWT Y RARA » b L7 X MR SN T-ADRRRSIE
7o

BIMOx=y RRA v L 7 ZEERT 2561 [TV RR4U LY 20EM (Add Endpoint
Selector) 1| #FEZ Vv 7 L, ZHUOHOFIEEEV KL TEMOT Y RARA L LI X 2{ERLE
‘d‘o

EPGO FTEEO= Y RBRA v v L7 ZEERLEESIT. FRHDOT s RFRA v F L7 ZDRIC
ITERE OR DB H Db D E AR INFET,

e zE, FCHHLTWVWALIC 22D KRSV M BLZ ZE{ERLEZE LET,
sV RARA U REBELVLZ X 1!
«¥—: URL
« JEEF (Operator) : equals

° 1|E . www.acmel.com

eIV RKRA UL X2
«¥—: URL
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B ciscocloudAPicoUI AL T < LB DIER

« JEE F (Operator) : equals

° ﬁg I WWw.acme2.com

ZFOBE, WD LI 3,
« URL ﬁ§ www.acmel.com @%/El\
e

e URL 7® www.acme2.com DFH

Cisco Cloud APIC 21 U R—* > FOFE |

FOWE, = RFRA L PR —EZXEPGICEI VLY THRET,

ATYT12 FBENKD-T-L [Save]l 227 Y v 7 LET,

Cisco Cloud APICGUI Z{FFB L 1=7 1 JL X DERK

IDEIarTiE, 7 7Y KNAPICGUI 2 Lic 7 4 Vv OFERRFIEIZ DWW T L E

B

RTYT1 AVTFoNTAarv% 70y 7 LET, [Tk (ntent) | A== —NERINET,
RT9T2 [Tk (ntent) BNy 7 ADFIZHL Ky 7 X RfZ7 ) v 7 L, [FFV5—2a Vv ER

(Application Management) ] Z &R L 9,

[7 TV — a3 VBB (Application Management) 147 2> DU A MR [4 T2k (Intent) ] A ==—

I RSINET,

AT T3 [Tk (ntent) | A==a—D [FF ) r— 3 VEHE (Application Management) ] UV A kT, [Z 4
LA DYERL (Create Fileter) 1227 U v 27 LET, [Z4ILE2DIER (Create Filter) 1 ¥ A 7 /KRy 7 A

MERENET,

AT T8 RO[ T4 NVEDIERA AT 0 7Ry 7 AD7 4 —)1 K (Create Filter Dailog Box Fields) ] 7—7 /L TV &
FENTHET 4=V FICEE T DEE AL, FATLET,

R17: 74 VADEBRFATETRYIZADT 4 —ILE

[ZFO/8F « (Properties) ]

BrLL]

£ A1 (Name)

[Z8T (Name) 1 7 4 — /L RIZN—FRT =7 7 4L
2 DA4RTENTTLET,
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| Cisco Cloud APIC o > R—% > FDEE
Cisco Cloud APIC GUI £/ L1=7 + L5 0 tEr I

[FO/37 4 (Properties) ] = BA

Trr b Ty FERRIRLET,

1. [T+ FDER (Select Tenant) 1 %27 YV > 7
LET, [TFH2 FDFER (Select Tenant) |4
ATalRy I ARERINET,

2. [TF2 bDFER (Select Tenant) | ¥ A 71
T, oI DT F o ves Y vy LTGERL,
ER (Select) 1227 Vv 7 LEd, [F4ILE
DYERL (Create) 1 XA 7Ry 7 AZREY
£,

Bz T4 NEOHHE AT LET,
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B ciscocloudAPicoUI AL T < LB DIER

Cisco Cloud APIC 21 U R—* > FOFE |

[ZF0/3F7 1 (Properties) ]

Bl

T4 LA MEM

T ANZ EBMT DR, ROFIEZFIATLET,

1. [Z4% T2 RYDEM (AddFilter Entry) ]
Vw7 LET, [Z4/LF2DEM (Add
Filter) 1| ¥ A7 07 ARy 7 ANRFRINET,

2. [&HT (Name) | 74—/ RlIZ7 4B 2 Y
D4R AT LET,

3. [M—Y+vy kB4 7T (EthernetType) ] K~
THEO VA NE7 Y7 LT, A—FFv b
PATEBBRLET, WOF TV arBdbhE
-éAO

-IP
* [Unspecified]

G¥)  [#BE7% L (Unspecified) ] % 3R
T5L. IPEGLTXTONT
T4 I BATREFRS I, KD
D7 4 —/b FITERIZ 220 £,

4, [IP 7B k)L (IPProtocol) | ka7 &
Ama—%7Vy 7 LT, 7m haLa@ERL
FT., KOA T arndb 9,

. tcp
- udp
* [Unspecified]

GE) LD 7 44—V FIL, tep £21%
udp BNEHR SN TV D EAICD A
GBI E9,

5. [3E8T%AR— k (Destination Port) 1 7 4 —/L K
WZaE ) 2R — NP A AT L E T,

6. 7a4NZ Ty NUIHFROANNNET Lch, B
m(Add) 1227V v27 LET, [Z14IL2D1E
X (CreateFilter) | ¥ A 707Ky 7 AR,
BDO7 vz = N ZBINT 5 FIEZ 0 K
TZENTEET,

ATy TS EENZET LG, [BR1F (Save) 1227V v 7 LET,
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Cisco Cloud APIC GUI A L= > 54 ~otm ]

Cisco Cloud APICGUI AL~ 59 FDO1ERL

ATvT1
ATvT2

ATvT3

ATy T4

ZDt Y v a T, CiscoCloud APICGUI #fEH L7z b T 7 b OIERFIEIC DWW THLA
L/iﬁ‘o

1R BHHIIZ
T4 NEEER L ET,

AT TAa %77 LET, [Tk (ntent) | A== —RERINET,
[>Tk (ntent) WRBEAR Y 7 ADTFICHD kv T XU RAZ2 V7 L, [FTUr—2a Vv ERE
(Application Management) ] #B8&R L £,

[7 T r—2 3 &E (Application Management) 147> a DU A RR[A4 T2 b (Intent) ] A== —
ICRRSNET,

[>Tk (ntent) | A==2—D [T TV 47— 3 EE (Application Management) ]V A KC, [A Y
> FDERL (CreateContract) 127 V> 27 LET, [ 5% FOYERL (Create Contract) 1414 7
al Ry I ANERINET,

RO T 7 N ATl Ry 7 A 74—/ ROER (Create Contract Dialog Box Fields) | 7—~7 /v
WCUARSNTWD LI, &7 4 —/V RICutefix A L ThfT LET,

*18:[2> 5% FDERL (Create Contract) ]34 7T Ry ADT4—ILK

[FR/NRT« EiEA

(Properties) 1]
£ 71 (Name) RIDAFIZ NI LET,
TFHY bk TFv b E@ERLET,

1. [TF2 F®D:ER (SelectTenant) 1227V v 27 LET, [TFT FDEIR (Select
Tenant) 1 ¥ AT a7 Ry 7 ANREKRINET,

2. [T+ bD=FER (SelectTenant) 14 A 7 r 7T, EOFIOTF v s Uy
7 LCERLET,

GE) VU—R50Q UM, (> 7FFF o Tar b7 haERTE %
T, HH—ROEHBITIE, 17 T7TF o M rba s 7T b
ATV AR—FLTEEY, A T7FFTF o NMZavy o7 haeArR—
MLZZVTHZ L TEET,

3. [EBIR (Select) 127V v 27 LEd, [A2 FF% DAL (Create Contract) ]
AT TRy 7 AR £77,

BL)] 2y b7 7 bOBHAEZATILTIEEN,

[E%7E (Settings) ]
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Cisco Cloud APIC 21 U R—* > FOFE |
B ciscocloud APICGU £ R LT+ BT L RS YRR

[ZTO/T 4 HL:L
(Properties) 1]

2a—7 2a—7. BT 7TV r—vary 7a77 AN, R VREF A AZX AN,
T 7 U IR (Fa—)v) | FREECTFY FNOZ S RRA Vb T —
TN EHIR L E T,

Gx) HHEY—ERIXY, BAeDT ) bDEPG BB LR 5 VRF © EPG
FIOBIENAIREIZR Y £,
1 2DFF 2 FDEPG BRDTF > D EPG LIHBETX A XT3
X, [ B—/3L (Global) | A2 —7%#R L F9,

1 2@ VRF @ EPG 73/ VRF ORID EPG LiB{E TE 5 L 52T 51203,
[ B—/%L (Global) J£721E[TF 2k (Tenant) | A — 7 &#RL F

—g—o
HHEF—EROFEMIZONTIE, A —E X (67 3—Y) ML T
<TEEN,

ey 77X REZ7 ) v 7 LT, RDAaA—F F 7 aPHERLET,
T =32 JOTJrAI

* VRF
« S O—mJL
cTFHUk

T4 I3 DEN T ANH BRI FET,

1. [Z4ZOEM (AddFilter) 1227V v 7 LET, 74 VZITRERIN, [T4
LA DER (Select Filter) 147 v a v RERESNET,

2. [Z1ILZDER (SelectFilter) 1227 Vv 7 LET, [T1ILFDER (Select
Filter) 1 ¥ A 70 7Ry 7 ANREKRINET,

3. [Z14ILEDER (SelectFilter) 1 A 77T, EAOINOT 4 VEET Y v
7 LCGEIRL, [EIR (Select) 1227 Uy 27 LET, [ 59 bOYER (Create
Contract) 1 # A 7 v/ Ry 7 AZREY £,

ATYTE BENKDSTZD [Savel 27 U v 7 LET,

Cisco Cloud APICGUI 2R L=TF > rEIa>Y 59 FDOER

Z D7 va TlX, CiscoCloud APICGUI i L7=7F > hEl=2 v T 7 FDOVER T IEIC
OWTCHBALET, T MElar T 7 FOERBBHEIZ R DR OGOV TIE, EF
F—E R (67 %—V) EZRRLTIEIN,
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Cisco Cloud APIC GUI A L =7+ ra > +54 rotki ]

1R BHHIIZ
T4 NEEER L ET,

ARTYT1 AVTFUoNTAar% 20y LET, [Tk (ntent) | A= —RNFRINET,

RT9T2 [Tk (ntent) BNy 7 2D FIZHD Ky 7 Xy RAZ7 Y v 7 L, [FFV5—2a v ER
(Application Management) ] ##R L £,

[7FUr— 3 0 EE (Application Management) |4 7> a > ® U A R[4 T2k (ntent) | A ==2—
WCERRINET,

RTYFT3 [Tk (Intent) | A==2—D [FT T 45— 3 VEE (Application Management) ] U A T, [V
> FDERL (CreateContract) 127 V> 27 LET, [ 5% FOYER (Create Contract) 1414 7
a7 Ry I ANFKRINET,

ATVT4 RO T N ATl KRy 7 A 74—/ ROER (Create Contract Dialog Box Fields) | 7— 7 /L
IZVAPENTWD LI, K7 4 —/v NIZETIREZ AL L TRATLET,

£19:[A2 5% FDOYER (Create Contrach) %A FRATHRYHIADT4—ILK

A=A Pt EiEA

(Properties) 1]
£ 71 (Name) BRI DA FT 2 AT LET,
TFrY bk TI v b E@EIRLET,

1. [TFY hD#ER (SelectTenant) 1227 Vv 7 LET, [TFH2 FDER (Select
Tenant) | XA 7 a0 Ry 7 ARERINET,

2. [TF> DR (SelectTenant) 14 A 71 7T, EMOFIOTF v s U
7 LCERLET,

GE) VU—R50Q UM, (> 7FFF v hTar b7 haERTE
T, WHEY—ECRAOEMABITIE, A7 T7TF b ar kI 7 b
HETJAR—RNLIED, A7 TF7TF 2 MZary 77 baeAf v R—
LT BHZEHTEET,

3. [EBIR (Select) 127V v 27 LEd, [A2 FF5% DAL (Create Contract) ]
AT TRy 7 ATRY £797,

BL)] 2y b7 7 bOBAZAT LTS,

[%7E (Settings) ]
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B ciscocloud APICGU £ R LT+ BT L RS YRR

[FTa/,8F 4
(Properties) 1]

B

2a—7

2Za—F, MUT7T V)V r—ary a7y AN, AL VRE A AX AN,
777V K (Fu—L) | FREREICT T RO RRA vk FL—
TN EHIR L E T,

FFr MEHBEOBEAIZ., 7 F 2 Fo1o (tenantl 72 F) O A—/NJL A 2 —
FLOFRKIEERLET, ZOTFF 2 FOEPGIE., FIZZDOBHID S o (4 X—|T
B0 FET,

Zoary 77 MI, oTF b (tenant272 E) I AR—FEINFET, ZD
By A VR — T HMOTF v T, ZOEPGHRA VR — hShi=8o=a
Va—<IZ/ Y £9, tenant2 ® EPG & 7 113 A X —_ tenantl D EPG & 2 Y 2 —
~IZT HITIE, tenant2 T2 b7 27 MAEAEAL L, tenantl IC=2 AR— M LET,

74 L2 DB

T4 NZ IR L ET,

1. [Z4vZ DB (AddFilter) 1227 Y v 7 LET, 74 VEZITRERIN, [T 4
LA MR (Select Filter) 147 v a U RFEREINET,

2. [Z4IL2DFER (SelectFilter) 127V v 7 LET, [T1ILFDER (Select
Filter) 1 ¥ A7 RV Ry 7 ANKRRINET,

3. [Z4ILZDEIR (SelectFilter) 1 %A 7w/, EMOINOT7 4 NEET ) >
7 LGERL, [BIR (Select) (227U v 27 LET, [ b59 DR (Create
Contract) 1 # A4 7 v /Ry 7 AZREY £,

RAT9TE RENKDSTZL [RTE (Save) 127V v 7 LET,
ATYT6 {ELizar 727 FaERIOTF v M7 AR —FLET,
Tl zE MOLIRTr—ANnbdHE LET,
« FREOFNETER L2 F T 7 hO4RIL, tenant tenantl ¢ contractl T,

e/ AR— LT Ha T 7 MiX, exported_contractl &) 44T, 7 b tenant2 [ Y AR —

FLET,

a) [ b7 7 b (Contracts) |X—¥ ([T — a3 EHE (Application Management) ]>[3a > k5
2 b (Contracts) 1) IZB#E)L £,

WESNEZaLRTZ MR R RSRET,
b) {ERL7ZEND DIy b5 NERIRLET,

72z, = T2 beontractl WERINDETI A 2RI n— L, TORBIIHEIRY 7 X%
7V w7 LTERLET,

) [FZL 3> (Actions) 1>[a> b330 DI Y RFKR— (Export Contract) WZKE L £,
[ b39 FDODIH RKR—F (ExportContract) ]V 4 > RUNREREINET,
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ATy 717

ATvT8

Cisco Cloud APIC GUI A L =7+ ra > +54 rotki ]

d) [TF > bDEIR (Select Tenant) 227V v 7 LET,

[7F > FDE#EIR (Select Tenant) 17 1 > RUBNFERENET,
e) EEZ I AR— b THT T MNERIRL, [RTE (Save) | #27 VU v 7 LET,

7o& X, tenant2 T9, [V FSY DI Y RR— b+ (ExportContract) 17 4> RUIZREY £,
f) [&B1 (Name) 1 74—V KRiZ, =7 AR—FE&Nfzar b7 7 NOL4FTIEAT LET,

7= & Z21X. exported_contractl T3,

g) [ERBA (Description) 1 7 4 —/V K2, 2> 877 bOFBEATILET,
h)y [&R#F (Save) 1227V v 27 LET,

a7 FOYRINPHFBRERENET,
WADTF > D EPG &7/ A Z—EPG & LTRRIE L. EPG IBERE DRI DI & LTrId = b
77 FERELET,
a) [Tk (ntent) 1A% %2 U > 27 L, [EPG#@{E (EPG Communication) ] Z R L £,
[EPG &1 (EPG Communication) 1 7V ¢ > RUBERINET,

b) [TIXBHFEL &S5 (Let’'sGetStarted) 127V v 7 LET,
¢c) [a>F35% b (Contract) 1fHIK T, [~ F5 % FDFER (Select Contract) 127 U v LET,

LEIR (Select) 1 7 1 v RURERINET,

d) ZHOHDOFIEDOHEINAEK LIz bT 7 FE2 RO TEIRL E7,
Z ORFITTIE, contractl % FLOF TEHR L 9,

e) [BEIR (Select) 127V v 7 L%,
[EPG i#{§ (EPG Communication) ] 7 ¢ > RURFRINET,

f) [FB/31 54— EPG (Provider EPGs) ] fEi&k T, [FO/\A 4 — EPG M:E/0 (Add Provider EPGs) ] %
7V w7 LET,

[FO/84 5 — EPG M:&3IR (Select Provider EPGs) ] 7 4 > RURERENET,

g) DPEIRLF-IERZEE (Keepselected Items) [F = v 7Ry 7 2% A DEEICLT, HHIOTF > b
(tenantl) @ EPG Z#R L £,
h) [Z#IR (Select) 1227V v 7 LET,

[EPG #&{E (EPG Communication) ] 7 1 > RURERINET,
) [R%F (Save) 1227V v 7 LET,

2HFHODOT T FDEPGEH ALY 2a—~vEPG & LT L, =7 AR—hanle=a 77 & EPG @

EHERR D 2 FZ A DOFy & LTREL X

a) [MT2hk (ntent) 1A% %2 U > 27 L, [EPG#@{E (EPG Communication) ] Z R L £7,
[EPG &1 (EPG Communication) 1 7V ¢ > RUBFERINET,

b) [TIEEHEL &S5 (Let’sGetStarted) 1227 U v 27 LET,
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d)

g)

h)

)

[232 352k (Contract) J#EELT, [T 59 FDEIR (Select Contract) [ #2 Y v 7 LET,
[ER (Select) 17 1 > RUBNFRENET,

INODOFEORMNANEL LIza s T 7 e RO TERLET,

Z OHITIL, exported_contractl & 7o) CER L £,

EIR (Select) 1227V v 7 LET,

[EPG &1 (EPG Communication) | 7V ¢ > RUBRFRINET,

[3>32—<—EPG (Consumer EPGs) ]fElkC, [ 1—~<— EPG M3iEM (Add Consumer
EPGs) 127 Vv 27 LET,

[223 21— —EPG ME4R (Select Consumer EPGs) |V 1 > RUBRF/RINET,

[BIRL1-1EE #1345 (Keepselected Items) | F = v 2/ Ry 7 2% AL DEEICLT, 2BFHOTF >
L (tenant2) @ EPG %R L £,
[ER (Select) |27 U v 7 LET,

[EPG &fE (EPG Communication) 1 7 1 > RUBRFREINET,
[fRTF (Save) |27 U w7 LET,

Cloud APICGUI ZERL =Ry bD—0 X2 ) T4 JIL—TDEK

X2 UT 4 J—TF (52%—=Y) THHEINTWDL LI, Xy hT—27 X2V T 4
TN—T O TEIL, V) =R L TRZ2Y 7,

c U U —25112) LVATDOY U—ATiX, Azure ® NSG & Cisco Cloud APIC @ EPG & Df#]
W11 Oy EZBEDET (ZNOLOERIZ., 2O R¥F=2 A MR TEPG T &
D NSG #E & BTN ET) .

« U U—R512) LLE:, LARTIZHE T 728EFD EPG Z & D NSG #RIZN 2 T, Azure O
NSG I Cisco Cloud APIC E® EPG Tide<# 7Ry hEeD 1% 1 Dy B T HFFHOT
EHLTEET (ZNOHORIZ, 2O RFa2 Ay FART, TRy FTED NSG ik
ELTHENET) o

N

GE)  CiscoCloud APIC TIE. HLWH TRy T &M NSG#HAL 7213 iV EPG Z & M NSG
KRR AT ¥ 9, [ U Cisco Cloud APIC 25 A CH O A HT A2 L13T
TEH A,

INHOFMETIE, U U —AS5.1(2) LABE®D Cisco Cloud APIC |2/ LT, #HLw TRy T
& D NSG M E 721XV EPG T & D NSG DO WT I 2 33 2 FIEIZ DWW T L &
R
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1R BHIIZ

X2 UT 4 IN—7 (52—) TRHESN TV DEREZMER LT, VI —RIsLTE
Fa2 T4 TN—TNEDLIITHERINTWENEHEL, EX=2VT 4 JNA—TDHA
R A LHIRZFAE L T IZE0,

ATy T FEu A4 L TWaeWnWgEAIL, Cloud APIC IZn 714 v LET,

ATV T2 EOFET—2ary N—T, [12TFRX LS5 F+x (Infrastructure) ]>>[> X T LK (System
Configuration) NZ#E) L £,

T 74V N T [2f& (General) | ¥ 7 REREINET,

ATw T3 [VRTLER (System Configuration) 17 4> R o [£#% (General) ] =V 7T, [ TRy k LRLD
Y bT—=9 X2 T« JIL—T (Network Security Group at Subnet Level) 1 7 4 —/L K& Roif %

' Dstcerd System Configuration

% Topology
General Management Access Cloud Resource Naming Rules Controllers  Event Analytics

o Application Management

Cloud Resources

Global AES Encryption / System All
Operations
= Encryption Encrypted Passphrase Alias
) eE i Yes SJuSKQFWYGIWKIVCDA/TVE.c2

FrEFxIS 1RXCgdOw47505T7 AoOTJNYAOLHqgklsST

System Configuration 7RQ3yKziV.PbIP/7/D.Up

Banner Me
Inter-Region Connectivity &
Key Configured Date of the Last Generated Key
Inter-Site Connectivity Yes Sep 30 2020 04:51:09pm -07:00
4% Administrative
BGP Route Reflector Fabric Sec
Autonomous System Number FIPS Mode
Disabled
NTP DNS
NTP Servers DNS Serve
169.254
Network Security Group at Subnet Level / 172.231

Network Security Group at Subnet Level

Enabled

ATY T8 [Ty b LRLDFRY bT—Y %2 T+« JI)L—T (Network Security Group at Subnet Level) ]
74—V ROBHEOHR Z B L ET,

c ZDT7 4 — /L FDfEL LT [HF (Enabled) ] BRERINTWDHEEIL. Cisco Cloud APIC D L
TRy FTEDNSG RN HD Z L EEWKRLET,

¢« ZDO7 4 —/)L ROfE L LT [#&%h (Disabled) ]173#FR STV A HG1E, CiscoCloud APIC |2V EPG
ZEDNSGHERN DD Z EEEWLET,
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RAT9TE [HITRY b LRNLDFRY bT—9 ¥ T4 JIL—T (Network Security Group at Subnet Level) ]

TA =NV ROREZEET LN, TOEFRICTONERELET,

WEIFER

BEF D&

Tovay

Cisco Cloud APIC D LWV H TRy k
T &M NSG BN LB 2 5EA . RO
Lol LET:

[Ty b LRLDFRY FT—Y &
*a2T 4 JIL—7T (Network
Security Group at Subnet Level) ]
74—V FOMEE LT [AR

(Enabled) 1 BF#ERIN TV LGS
X, RO XK HIZTLET,

Cisco Cloud APIC |, #E/2H TRy
FZEDNSGHERL T TIZEY N T v
TINTWET, BEEINZ H0ET
HYEHA,

[Ty b LRNLDRY hT—D +
Fa2T 4 JIL—7T (Network
Security Group at Subnet Level) ]
74—V ROEE LT [HESD

(Disabled) | BRERIN TS
I, RO X IIZLET,

[Ty b LRILDRY NT—D &
Fa2T 4 JIL—7T (Network
Security Group at Subnet Level) ]
74—V ROREZXETT H0ENH
DWEF, 27y 76 (1303—2) |
WCHERE T,

Cisco Cloud APIC IZ VW EPG T &M
NSGHEZEHT 256, RO L H I
LE7:

TRy b LRLDFRY FT—Y &
Fa2T 4 JIL—7T (Network
Security Group at Subnet Level) ]
74—/ FOfEE LT [EH

(Enabled) 1 BFERIN TV LS
I ROXIICLETS,

[Ty b LRNLDRY FT—D +
Fa1YT 4 JIL—T (Network
Security Group at Subnet Level) ]
74—V RORELZELT HMENH
DET, A7y 76 (1303—2) |
WZIERET,

[Ty b LRLDFRY FT—Y &
Fa1T 4 JIL—7T (Network
Security Group at Subnet Level) ]
74—V ROfEE LT [

(Disabled) ] "R TWDHGE
X, KO L HIZLET,

Cisco Cloud APIC |%, %ZE/REPG Z &
D NSG LTI TIZEY hT v 7 X
NTWET, EEEZMZD5LETH Y
FHA,

ATYT6 [HITHRY bk LANLORY bT—Y %2 T4 J)L—T (Network Security Group at Subnet Level) ]
74—V ROREEEBT HUERNDHLE1E. 74—V ROAE EMICHLMET A2 %27 ) v LE

ﬁ‘o

[Ty b LRLDFRY bT—4 X2 T4 JI)L—T (Network Security Group at Subnet Level) ] ®

[BX%E

(Settings) 1V 1 > RUBRERRINET,
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Network Security Group at Subnet Level b
Settings
Metwork Security Group at Subnet Leve
Enabled

AT U4 R CRERERTEITNET,

) Xy b= X274 INV—TORELELETDLE, NT 74y IR KbIVET, *v b
T—08Xa 07 4 IN—TOREEERTLULENDLIGEIT, AT o AMMPICEE %
IToZ2LxBEIDLET,

* CiscoCloud APIC DF LWV H TRy F T EDNSGHERRMLEET, ZDO Y 4 FUO[FE# (Enabled) ]
T4V RORIZH DR Y 7 ACTF = v 7 BAS>TORWERIE, Ry 72277 LTF=v”
~—Z7ZBMLET, ZHICLY, CiscoCloud APIC D LW H TRy b T & D NSGHEZEHNT
LB TEET,
+ Cisco Cloud APIC (2 EPG S & D NSG #ik & il 2 LENH Y . DT 4> RUD [
(Enabled) 17 4 —/V ROMEIZH LR Y 7 ACF = VB A->TWDHEEIE, Ry 7 A% 7Y v 7 L
TFxvl =7 %4 LET, ZHITLY., CiscoCloud APICIZH LT, HTLWH TRy FZTED
NSG iz ghiz L, W EPG TE D NSG KA AT D2 EMTEET,
WORITTEE LTSN,
cHLWH TRy RTEDNSG 255V EPG Z& D NSG HRICEREEEF T 5 Z LidBEd L
FHA, TRy FTEDNSGREZ WS D L, +—E R EPG ROV R — F3kbi,
NT 7 4 v I RKDIVET,
c =B RAEPG £FTTARX—1 U7 TOLBHEREIN TV EEE, I3y FTED NSG
MR A T HZ LIXTEERA, TRy FTEDNSGHER A RN T DN, MRS
P —BERAEBPG £721LTTAX—hK VT FVEENCT H0ERNH Y £,
« RE ISP —E R EPG ST 5T
1. [7FVH5—2a v EE]>>[EPGs] DIEICKEEN L £,
2. [24 7 (Type) 1FNZF/REN TS [H—E R (Service) ] #5198 EPG & Hol£97,

3. HIBRT 2V —EAEPGZEIR L., [F¥ 3> (Actions) ]>>[EPG DHIER (DeleteEPG) ]
Vv LET,
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B cx2v57«7—Jommors

R EINTETTA = VT TV ERGICT AT

1.

[7 75— 3 0EE (Application Management) [>[Y 52 FaYvFXX b+ JOoJ7y
4 JL (Cloud Context Profiles) i@ L £ 7,

MBRI TR AVTXAN 077 A NVERDITTC, #7077 VE2T7 ) 7L
ij—o

IDIVTURAVTXAN TR T 7 ANDEMERT/SFDR, U g RUOHBND
A7 FLTERrINET,
[FEM0 (Details) | 7 A 2% 27 ) v 7 LET (L) .

ZDITYRArTEAN TR T s ANVOFEMIERERMET DHOT 1 v FURFKRES
NEJ, [CIDR]=VY 7D [HT+v b (Subnets) 1512, 7 A k Private Link Labels
MFERINET,

T4y RUDOREEBORET A2k 7Y v LET,

(V59 FRaVTXFR 7RI 74 )L0O#E (EditCloud Context Profile) 17 1 > Ko
TRINET,

[EX7E (Settings) ] =V 7 T, $9 —JE[CIDR] =V 7% RO T, ZDITOWMET A =
PRIV LET,

[CIDR D#R&E (EditCIDR) 1V 1 v RUNFRENET,

[T *&y bk (Subnets) ]=U 7T, [FS5A4 =k )29 SR)L (Private Link Label) ]
Sz MY BT ROT, OV TRy FOITOMET A 227 Y v 27 LET,

ZOVTHRy MIOT 2 N BREFTRRICR D £7,

ZOY TRy MID[TZ4X—k 2D )L (Private Link Label) ]5|do=> kU D
FZchd [X]Z227 Y v 7 LET,

Tk, A=K YT TNARHIBRSIVET,

RT9T8 [HWITRY b LRNLDFRY bT—9 X2 T4 JIL—T (Network Security Group at Subnet Level) ]
U4 RUTRERER LT, R (Save) 127 U v 7 LET,

[ R T Lt (System Configuration) ] 7 4 > R @ [ (General) 1=V 7 RHFORE RS, [HT
Y b LRILORY T—9 X2 T4 JI)L—T (Network Security Group at Subnet Level) ] 7 1 —

IV RDOFREIZ,

HIDOFINETIT o T2 R BB S E T,

tXal) T4 FJIL—TDFEHORT

ATy Tl T4 LTWRWESIE, Cisco Cloud APIC GUILIC 2 7oA LT,
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ATwF2 [959 K 1)Y—X (Cloud Resources) ]>>[tFa T4 JI)L—7T (Security Groups) N\ZREI L £,
[E¥2) T« JIL—T (Security Groups) 1 7V 4 > RuBRERINET,

ATY T3 FHMERSETL28X2 T 4 IN—TDOXATIUSCT, [y bT—=9 X2 1)T 4 JI)L—T (Network
Security Groups) ] (NSG) # 7 £721X[7 TV —a > X274 FI)IL—7 (Application Security
Groups) JASG ¥ 7 %27 Vv 7 LET,

HHTIUE, ROERPFRRENET,
c[Fy bT—H X2 UTF 4 JIL—7T (Network Security Groups) ] % 7 :
cHAHI: Xy NT—7 X2 VT 4 TNA—T DA,

e HSHRTANA A —ID: Xy  NT—27 X2 T 4 ZA—ICEEMf TN TWES 7T R
a4 Z—1D,

[28] (Name) | BX O[5 FFA/NALF—ID (Cloud Provider ID) ] 7 4 —/V RIZ A1 &H
TWAIEIX, NSGRFTLWH T %y hZEDONSGHERR ([ 5 K FR/84 & ID (Cloud Provider
ID) 1 [subnet-] & L CTHE/R) THRSNTWD A, HWEPG Z & D NSG#Kk (V59 K70
/A1{ Z—ID (Cloud Provider ID) ]%1® [epg-]) THE SN TWH0 %2 RLET, Y7 hu=T

JY =R S CTHERATELSESERY A 7D NSG HROFERZOWTIX, EXx2UT 4 7

=7 (52 X—=2) EZRLTIEEN,

«EPG : LR EPG Z & ONSGHERR A L TWAREE, Xy hU—2 X2 UF 4 FIL—F|Z
BEELHT STV B EPG,

BTV Xy MU= X2 VT o TA—TICHEM T DN TV ST v,
CIVRRAU b Xy U= X2 VT 4 TA—TICBEEM T O TS T FRA Vb,
cHITRY b HLWY TRy FTEDONSGHREZHH L TV LG, Xy bV =27 %27 4
IN—TIBEM T O TVE T Ry b,
[FTVr—av X2 T« JIL—T (Application Security Groups) ] % 7 :
IEEM TSV r—var kX2 VT4 AT OEFEAT—H A,
CBEI T TV r—varywXxa T S—T D4R

cHSHRTANA S —ID: TV r—ar X T ZA—FICEEMTONTNWAS Y S
U R 7 mA X2 — 1D,

cEPG: 77V r—vartxa T 4 J—TIZBEEMNIT 5TV D EPG,
KBTIy TSV —var kX2 T TA—TICHEEMT BTV AR T,

CIVRKRAVE  TT V=V arbvXa T SA—TZEEMTOENTNDEZ Y RRA
ko

ATV T4 WTNLOFOfEE 2 Y v 7 LT, FEMERZBG L £,
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B ciscocloudAPic £ERLEa Y 1 —< B E U TR F—EPC DIEE

e zE, Ry bI7—9 X2 T4 JIL—TF (Network Security Groups) |1 # 7 @ [%&EiI (Name) ]
DIExE 7 Vw735, TOFEDRy NT—2 X2 VT 4 ZA— T HMERDTRINE
@—O

ZODOYU 4y RUTEEHM (Details) 1742 (L) 2270y 735&, BlOY 12 RURFERSI, AT
V= EMIIN— e EEe s 70 KU Y —=RERRE, 20X )T 4 ZV—TOFMIERNER S
e

CiscoCloudAPICA{EAL-a>va—vB LUV Ta/N1 ¥—EPGDIE

E

ATvT1
ATy T2

ATvT3

ATvT4

ATy TH

ZZTi EPGEay Y a—<F 7 e X —L LTHRET D HECOWTHEALET,

1R BRI
s NI PEFRETEET,
« EPG D% EH A TT,

AT TAa %77 LET, [Tk (ntent) | A==a—RERINET,
[41 T2k (Intent) |MBERY 7 AOFDO Ky 77Xy 0%27 Y v 7 L, [#/ (Configuration) ] % i3
RLET,

[41 T >k (Intent) 1D [#/ (Configuration) 147> a>®D ) A FRFERENET,

[41>F >k (Intent) 1A ==—®[#A (Configuration) ] U A kT, [EPGCommunication] #27 V >~ 7 L

£7, [EPGE&EE (EPGCommunication) %A 7R/ Ry 7 A2, A>La—<EPG, a3 9 kB

FOTANA F—EPGOFRNVEREINET,

ar b7 FEBRLET,

a) [A2F59 FDOFER (SelectContract) 1427 Vv 7 LET, [A2 FF9 FDFER (Select Contract) ]
ATl Ry 7 ANERINET,

b) [AY 59 FDER (Select Contract) 1% 4 7 a7 O[OS A T, BREI Y v 7 LTERRL,
LEIR (Select) 1227V vy 7 LET, [A2 T FDER (Select Contract) | XA 7w/ Ry 7 AN
FCET,

a3y a—< EPG ZiBINT 512k, WOFIEEZEITLET,

a) [A>La2—<EPG®:EM (Add ConsumerEPGs) 17V v 7 LE9, [P a—<—EPG D:E&EIR
(Select Consumer EPGs) ] # A 7 a ZVBRERRSINET,

GE)  TFr MR ERBERSND) D EPG RETRSNET,

b) [A2L 21— —EPG M#FER (Select Consumer EPGs) | Z A 7 ZOEMDNA T, F=v IRy
7 A% 72 LT EPG 28R L £9,
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ATvT6

Cisco Cloud APIC GUI 2 L= 5 F 2752 k 7a77 4 Lofks ]

TS Af X —EPG ZEBMNTHI12E,. ROFEZFEITLET,

a) [FA/NA S —EPG MiEN (Add Provider EPGs) 1 %7V v 7 L¥7, [FA/NA Z— EPG 0D:ER
(Select Provider EPGs) 1 %4 7 v 7 BRERINET,

GE) T M CERMMERIILD) O EPG NERINET,

b) [FR/NA Z—EPGD:#EIR (Select Provider EPGs) | # A 7 a7 DEMDOSRA T, Fzv IRy 7 A
A AL TT m A H—EPG IR L £7,

GE) BIRLTZa v b T2 MBS VR— b EAa NT 7 MOEE. 7 a3, 4 — EPG OFEIR 114
TR0 F97,

) SET LG, [FR (Select) 227 Y v 7 LET, [FA/NA Z—EPGDEIR (Select Provider EPGs) ]
AT TRy 7 ZARHT, [EPS AT a=4— 3 VR (EPG Communication Configuration) ]
V4 RUICRY £,

d) [f&fF (Save) 1227 U v 27 LET,

Cisco Cloud APICGUI 2R L =259 Fa>vTxxXA M TJOJ774)L

D ERR

ATvT1
ATvT2

ATy T3

RTv74

Z Dt v a T, Cisco Cloud APIC GUI #fEH L7z 1 — /L DIERFIEIZ DWW TR L &
bé‘o

1R BRI
VRF Z1ERL L £ 77,

AT TAa %77 LET, [Tk (ntent) | A== —RNERINET,
[>Tk (ntent) WRBAR Y 7 ADTFICHD kv T X RAZ7 Vv L, [FTUr—2a Vv ERE
(Application Management) ] ZB8&R L £7,

[7 T r—2 3 &EE (Application Management) 147> a DU XA RR[A4 T2 b (Intent) ] A== —
ICFRRSNET,

[>Tk (ntent) | A==a—D [FTFr— 3 0EE (Application Management) ] U A T, [ 5
DRaVESIY TR T7AIILDER (Create Cloud Context Profile) 1227V v 7 LEd, [Y52FK O
UTFEXR M FOT7 74 ILDOYER (Create Cloud Context Profile) 1 #4712 Ry 7 ANFRENET,
ROV T Rar o7 s 7aTdZryANVOERTAT a7 Ry 7 207 —/L K (Create Cloud Context
Profile Dailog Box Fields) | 7—7 /L CU A h &N7247 4 —/V RICEES T HfEEZ AN L, FiTLET,
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[T« HL:L
(Properties) ]
£ A1 (Name) 77U RarFRALN TR T A NVOLHIEATILET,
TFrY bk Ty MEERLET,
1 [F+> FOBER (SelectTenant) ][4 2V v 7 LET, [FF > FOER (Select
Tenant) | ¥ AT RI Ry 7 ANKRRINET,
2. [TF2 bDER (SelectTenant) 1% A 7 w7 T, EMOFOTF v vaer Uy
7 LCRIRL, IR (Select) 227 Vw7 LET, [V K AVTHRRARNT
0774 )LD (Create Cloud Context Profile) 1 %A 71 7R v 7 AT, Ik
DFINEAFEITLET,
£ EA 777 R aryxX¥ANTIa 7y ANVOHRHAEATILET,
Settings
y—o3y U—a UEBRIRT 5120
(Region) . . .
1. [U—2 3 >D%IR (SelectRegion) 1227 Vw7 LET, [U—2avDER
(Select Region) 1 A 7 a /iRy 7 ANRERINET,
2. [V—2 3 vD=FER (Select Region) 1 XA 7 r 7T, EMOINDOT I N&r
Uo7 LTEIRL, [EIR (Select) 1227 Vv 7 LET, [VF72FKaVTEHR
b 70774 I)LDER (Create Cloud Context Profile) ] # 4 7 a7 Ry 7 A
T, WOFNEEZIFATLET,
VRF VRF Z#RT5120%, ROFIEELFETLET,
1. [VRF ®FER (Select VRF) 1% 7 U > 7 LE¥, [VRF DEIR (Select VRF) ]
A Tal Ry 7 ANRFRINET,
2. [VRF M#4R (Select VRF) 1 #4727, EMOFOVRE %227 U v 7 LT
U, EIR (Select) 1227 Vv 27 LET, (V79 Fa0TFRTOT774
JLDYERL (Create Cloud Context Profile) 1 # A4 7 /R v 7 AZRED £9°,
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(Properties) 1]

B
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Cisco Cloud APIC GUI % & L#-0—h L 1 —5—0 s [

[ZF0/3F7 1 (Properties) ]

Bl

THIUERT—2R

T N AT —F RAEERTBHI2IE. ROTFEE
EITLET,

Active: 2—h )V a—HF— T hT L " BTV
T4 7 LET,

e lnactive : = — )L a2—HF— T Hh o NEIET
T 4 72 LET,

%

g—h)N a—HF—DLE AN LFET,

# (Last Name)

o—h) a—PF—EE A LET,

BEFA—LTELR

O—H) a—P—DERA—LT RLAZANLE
KR

EEZEE (Phone Number)

=N a—Y—0 BFEFESFEANLET,
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Cisco Cloud APIC 21 U R—* > FOFE |

[ZF0/3F7 1 (Properties) ]

Bl

tXal)Tq4 FAAY
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Cisco Cloud APIC GUI % & L#-0—h L 1 —5—0 s [

[FO/37 4 (Properties) ] = BA

X2 VT4 RAAL 2 BINT 5I121E, ROFIEE
FATLET,

1. [EFaUT4 FAALDDEM (Add Security
Domain) 127 Vv 7 LET, [EFaUTa K
A A MBI (Add Security Domain) | %A 7
ns Ry 7 ANFRENET,

2. [EFxa2UT1a FAALDER (Select Security
Domain) 127 Vv 7 L7, [EF¥aUT41 K
A A MDFEIR (Select Security Domain) |1 %1 7
2Ry ANREREN, EMOT 4 RUI
X2 VT4 RAAL DU R INBERRINE
7

3 BFX=2VUT 4 FAAVEZ7Y w7 LTERLE
-éAO

4. [#BIR (Select) 127 Vw7 LT, EX¥x=2VUT 4
RAALVEEBMLULET, [EFa)Ta FALY
M3EM (AddSecurityDomain) %4 70451y
PRIZRYET,

5, a—%— no—L&ZBINT5:

1. [EF2UTa FACDEM (AddSecurity
Domain) | ¥ A4 7 v 2Ry 7 AT, [A—IL
DER (SelectRole) 127V v 7 LET,
[A—JL®DER (SelectRole) 1 ¥ A 7 u
Ry 7 ARFRSI, EROA ir—
NDY A NPERENET,

2. 77Uy L TCur— VERIRLET,

3. [ER (Select) 127V vy 7 L Tr—/L%&BE
MUET, [EFaUTa4 FAA DB
(Add Security Domain) 1% A4 7w 2R > 7
AZRY £,

4. [EF2)T4 FAALDEM (AddSecurity
Domain) [ # A 7 v 2 Ry 7 Znk, [HER
24 7 (Privilege Type) ] Ru v 7 &
YA RN&EZ7 Y w7 LT, [Bi&HEYIER

(Read Privilege) ] £721% [EEAAHER
(Write Privilege) ] Z3{R L £7,

5. [fEBRZ A 7 (Privilege Type) ] Fu v 74
VA NDEMNDOTF =y I~—0 %7
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Cisco Cloud APIC 21 U R—* > FOFE |

[ZF0/3F7 1 (Properties) ]

Bl

7 LT, MEBLET,

6. TL7D, [AdZ27 ) v 7 LET, [A—
AL A—H—0OFER (Create Local User) ]
HATaTRy 7 AR, BloExaY
T4 RALVEBMTEET,

ATy 75 [EELHKE (AdvancedSettings) 127V v 27 LT,

[F—I N a2—PF—DIERFA T a TRy I ADT 4 —

VR EERTE (CreatelLocal User Dailog Box Fields: Advanced Settings) | 7— 7 /v CU A h&Nz& 7 41—

v RIZREE T DEE AT L, fATLET,

£R30:0—H)L 1—F—DERFATRAIRYIRADT4—IL K :

BETRE

JanNT 4

BLl]

Thor FEARTIN

[IELY (Yes) Zi@IRT 5L, THD L MIER L
R CHIBRGIALIC 2 D KO IR ESLE T,

NRAT—FDEHFABETT

[ELy (Yes) &R L=, a—W—3kEIm 7
A VBHINAY = REEETLLERH Y £7,

OTP A=W —DT L H A LSRAT— N E AT 5
Wi, T2yl Ry 7 AT LET,
A—H—Z[RE a— P —FEE A BT 501, RO TFIEEE

i@—o

1. [X509 SEBAZE BN (Add X509 Certificate) ] %
7V v 7 LET, [X5095EBAEDBM (Add X509
Certificate) | ¥4 7 VR v 7 ARFRS N E
j—O

2. 487 (Name) | 7 14—/ RIZA4ETZ AT LE
j—o

3. [—Y—X509:EBAE (User X509 Certificate) ]
THXARAR Y 7 ATXS09FEAEE AT LET,

4. [BM (Add) 1227V > LET, [2—H—
X509 SEBRE M X509 SEEAE]) 4/ TSRy s
ARALET, [A—AlLA—HY=] ¥ A TrT
Ry 7 ALY £
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Cisco Cloud APIC GUI Z &M L= —S 3 &R (459 F 7o FL—roiw) [

pA=VAG P SR BA

SSH F— SSH¥—% B3 5i2i%, ROFNEEFEITLET,

1. [SSH ¥—#%EM (AddSSGKey) 127V v 7”7
L%9, [SSH ¥—m:EN (Add SSG Key) ] #
ATalRy I ARERINET,

2. [4H1 (Name) ] 7 1 —/V RICAHTIZATILE

R
3. [F— (Key) ] 7% A MRy 7 AT SSH F—%
AJLET,

4. [Em (Add) 127V >27 LET, [SSHF—D
A (AddSSGKey) 1% A4 71 2R v 7 AHRH
LEF, [A—AlaA—F=] 41 T7ns Ry
AR Y £,

ATYT6 BRENKDSTZ5 [Save] 27 U v 7 LET,

Cisco Cloud APICGUI Z{EAEL=)—Ca>DE®E (V59K T27
EA—

L— FDEXTE)
V=g i, MllEle y b7 v THRRICHER SN E -, #EFIZ, Cisco Cloud APIC (2 X » TH
Haxnsd—vard, 20V —VaroVS MERBIRNY —Va VEoEREEELET,
OB a Tk, A A B —/L41Z Cisco Cloud APICGUL 2L T T U K 5
FL— T =V ara2EBRT 5 HECOVTHMIALET,
I RTUTL—FOFEMICONWTIE, 77U R T U7 L— FOME (61 2—) &5
LT,

ARTYT1 AT TAar%2 Uy 7 LET, [MYTUh (ntent) ] A== —REKRINET,
ATYvFT2 [Tk (ntent) | RBERY 7 AOTFO Ky Xy 0% 27 Y v 27 L, [#R (Configuration) ] %
IR E9,

FTarOVANR[AUTUR (ntent) | A ==a—ZFRENET,

AT9 T3 [Tk (ntent) | A==— [#m (Configuration) 1V A +2>5., [cAPIC £y k7 v 7 (CAPIC
Setup) 1227V w2 LET,
[R7E-HEE (Set up-Overview) 1 %4 7 /R v 7 AR RS, [DNS & NTPH—/], [U—Sa v
B, [AR— bk SA4 2 001OFT v arBnmEanEd,

ATy 74 [U—T 3 EHE (Region Management) |1 C. [#RMD#RE (Edit Configuration) 127V v 7 LE7,

Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1)—X 25,0(1)-25.0(4) .



Cisco Cloud APIC 21 U R—* > FOFE |
B ciscocloudAPiCoUI EERLE Y —Ca L08R (459K FUTL— FORE)

[ty b7y T-1)—Ca VBB ¥ ATl Ry AREREINET, Ey bFyT-J—Ua3 0EHE
D—HDAT v TOEMDAT v 7, BT EH)—I3 URERIN, HEHARL)—Va DU X MR
FRINET,

RATvF5 Yo MNEEENLERGAX, [TA MEEE (Inter-Site Connectivity) ]8I [£7%) (Enabled) |7 v 7
A%V w7 LTHATLET,
IOFTvarERRTLE X—VETO[tRy b Ty F-)—2 3 UEE (Setup-Region Management) ]
OFIACH A FEEGEO TIESEN S ET,

AFw7T6 CiscoCloud APIC TEHIT LY —V g VEARIRT AL, FOV—VardDFey 7 Ry I A%7 U v
JLCTF=vy v—27 52T ET,

ARTF9T1 VT RNAN—=FEZOY—Yalrn—VIEBRHT 5%, £D U — 3 O [Cloud Routers] 7= v
TRy I AL AT LET,

ATYT8 VIRV A DT 7TV I A7 TEREHBRT DIZE, [RNZ227 ) 7 LET,
[ty b 7w T -1)— 3 VB (Setup - Region Management) | @D FNEDOKRDOFINETH 5. [—HE
B2 3R (General Connectivity) ] 23 FR SV E T,

ATYT9 CCROVT Ry b7 —VEBIMTLHIE, [VTVRIL—2DHTHy b T—LZEEBMT S (AddSubnet
Pool for Cloud Router) 1227 Vv 7 L, 7F¥ AN Ry 7 AT %y &2 AT LET,

GE) 779 K APIC ODEANRFICERMEEIND 24T %y ME, K22OD7 T 7 K YA MI+HT

T 3OULEDZ T 0 K YA FEEHTLIMLENDHLLGEIE, SHICH TRy FEBNT 5%
HRHY £,

ATv 710 [CCRMI+BGP B XTLES (BGP Autonomous System Number for CCRs) | 7 « —/L RIZfEi % A
HLET,

BGP ASN O#iHIX 1 — 65534 T1,

AT w711 [Assign Public IP to CCR Interface (/871 w9 IP%ZCCRAVA—TJ A RIZEIYHTS) ] 74—V
RT, CCRAVH =T 2 A RN T Vw7 IPT RLVRELITTTAX—=KMIPT FLRAZEID Y TH)»
EIMEWRELET,

CCR TiE, ¥ A MEEEDTZDIINT Y v 7 IPT RLARKETH D Z LITHEE LTI E S0,

e XTI IPT RLAZCCRA VH—T oA AZEID Y THIZE, [A%) (Enabled) 1 F=v 7
Ry 7 2% OEZICLET, 740 Tk, COEM F=v 7 Ry s AFA IR oTH
£

¢« FTANR—=KIPT RLA%Z CCRA VH—T = A AZEY B THIZIL, [B% (Enabled) 1 F = v 7
Ry 7 ADF v 7 %204 LET, ZOBRE, I i774’/\“‘%1P7]\1/27fM’%H3?§2hi¢

GE) CCRT7RLAZXNTUOIIPT RLANSLTTFTARX—KIPT RLAIZ (F71XF0M) £
HI D&, FENBEL, T 74 v I BNEONDAREENRHD £7°,

U U —X51Q2)LAETIE, CCRIZEIV Y TONTZRTY v IPT RLAETTA_X—KFIPT FLADJl]

T, [7F 7 K Y Y—2R (CloudResources) |FEIRIZ/L—X DMDOFEME & bicFREnNET, TV v
7 1P 73 CSRIZEID BT HNTWRWG m‘fﬁ4N~kmﬁHﬁﬁﬁéﬂi¢o
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ATvT12

ATv 713

ATy 714

ATvT15

AT v 716

ATy 11

ATv7S18

Cisco Cloud APICGUI ZFER L) —2a v OERE (V5 F TvTL— +DEE) .

U—=2a TN —28E3INT 5121%, [V—2 32 TE&MIL—42% (Number of Routers Per Region) ]
Fay7Zor VA NE7 Yy 7 L, [2]. [8]. £72iX[4]. [6]. £/ [8] %2 Yy s LET,

[1—H—4% (Username) ] 7F A bR v 7 Aca—HF—4 & AT LET,

GE)  Azure 7 7 U N ¥ A MIEHT 2581L. CCR O —H4 & LT admin ZfEH LW T2 E
Wy,

[/XA7—F (Password) 17 F A b Ry 7 AL [/NATD— KOOSR (ConfirmPassword) ] 7§ A k7R
I AZH LWWRR T — RE AN LET,

AN—T v MEZRIRT DI2F, =2 —DRIV—Ty N kay 72y VA E7 ) v 7 LET,

GE) c VIR N—=ZF, N—=F DAL=  EFu TS AFRELEETDHHIT, TITD
V=V a UINGRBRBRTAVLENRDH Y 7,

« U U —2250(3) LA, Cisco Cloud APIC /%, Cisco Cloud Services Router 1000v 7> % Cisco
Catalyst 8000V (21T L £7°, Cisco Catalyst 8000V D A /L—"7" MEIZ DWW TIX, Cisco
Catalyst 8000V [ZDWT (34 ~—) ZZMML T EIN,

MBI U T, [TCPMSS] 7 o« —/v RIZHERREREATILET,

U U —2R42(4q) LABETIE, TCP IR KEZ AL A X (MSS) ZAHERKT 5702 [TCP MSS] 47> =
VEMHTEET, ZOMMEIEX. 77T RO VPN b4 LI A YA MERFMMO s T T R
PA F~DHB R RN EETe, TXTDI T T RA—HF MRV A H—T oA ATHHSNET,
777 R~OVPN R RAVDGE, 777 K7 Z—OMSSIERZ D7 4 —/V RIZ AT LTfEL Y
HASWGEIEL, BWFOEMERA S NE T, ENLSOGEIX. 207 4 —/ RIZAT LT EDMER
EhET,

MSSIEIITCP R T 7 4 v 7 IZOFHEEEL | pingh T 7 4 v 7 EOMDE AT D NT 7 4 v 7 ITITREL
FH A,

(FTvaNTABSA M=V UERETDHITE, [ZAEVR =0 U] TFA Ry 7 AGA
AL ADEE =T B AT LET,

GE) « J J—225003) LK, Cisco Cloud APIC %, Cisco Cloud Services Router 1000v 7> % Cisco
Catalyst 8000V (Z/%1T L £ 7, Cisco Catalyst 8000V D 7 A & > AHFHIZ D\ TiL, Cisco
Catalyst 8000V |22\ T (34 X—) ZZR LTI E SV,

s h—=J UBATTEINTWARWEA, CCRILEVAL E— RiZ72 0 £,

e TTAR—KIPT RV A% A7 v 711 (1723—) O CCRIZEIV Y TrHE, o4
N—FIP7T RLRZEFEHLTCCRDA~— | 7/(‘12/272}%%‘@‘5 L Xz, C|sco Smart
Software Manager (CSSM) ZE#HH CTE £3 ([BE (Administrative) P>>[RAY—F
S4 >R (SmartLicensing) 1) ([ZBEI L TEMFEE, ZD5GA, =7 A7 L A— bk
B CCSSMIZEIZE ATREME A RIL T 2 LB H D £37,

[k~ (Next)] &2 U v 7 LET,
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B x=—t51t>z0nx

« ZNODOFIEOFPT [YA MEER] 8o [ Ay 7 ACTF = v 7 ~— 7 21072856, Y4
PREESIL, £y b7y T =3V BBOEORAT v T DRODAT v 7L LTERRINET,
(279719 (174 _—2) | (TR ET,

c INBOFNEORTH-T[H A FREES (Inter-Site Connectivity) 1= U 7@ [H%) (Enabled) J4H » 27
ANCTF =y ~—=7 T oG, [V277 8 ) Y—Xai4&RAI (Cloud Resource Naming
Rules) 1, [y b7y T -1)—2 3 UEHE (Setup - Region Management) ]0—#H O FIED K O F
EE LCRRENET, A7 o723 (174 3—2) | (R ET,

ATFYT19 THFAFRY I RAZEH LT LI ADIPsec Fo RV ETOET T Y v 7 IPT FL A% AT 51213,
[IPSec k> RIJL ETDINT U9 IPEEM %2 V7 LET,

ATwTF20 [TYFID] 74—/ RIZOSPF= U7 IDA#ANLET,

ATy FT2N RV TRy b T EBINTHICE, Y TRy bOEM]Z27 Y v 7 L, TF AN Ry 7 AW
Txy N T EANLET,

ATV T2 TRCOEHRA T a v EZRELEL, X—=VOFHIZH DK~ (Next) 127V v 7 LET,
[259K)y—XR di&#8| (Cloud Resource Naming Rules) ] R—YRE RSN £,

ATFwT28 [959FK JYy—ZADan43iRE| (Cloud Resource Naming Rules) ] X—Y T, SEIGLTZTT RV
VY — 2D BRI E R L £,

750 R Y—=2AOMAHANZHOWTIE, 79U R Y—2Dm%4 (1753—) 73 TiEL<
FIHLET, MAHRAEEFETLZHLER2VEAIE, ZON—VEAF S TEET,

ATw 728 # 7 L7=5 [Save and Continue (RTFL THAT) 1 A¥ %227 Vv LET,

AYX— bk 42 RDERE

Z DX A7 T, CiscoCloud APIC TA~Y—h A BV RAERETLHHEEZTRLET,

theb BRI
B A AR ARG b — 7 U RNLETT,

RTYT1 AT TAar% 70y 7 LET, [Tk (ntent) | A== —NERINET,

ATvT2 [Tk (ntent) |BRBERY 7 2O FDO Ray F&xw 0% 27 w27 L, [# (Configuration) ] %%
RLUET,
A7 arDYAMN[AToh (Intent) | A==2—ICFRINET,

ATy T3 [4AT2k (Intent) ] A ==—0 [#R (Configuration) 1 U A F225, [cAPIC Dty 7w 7 (Set Up
CAPIC) 1227V v 7 LET, [BRE-E (Setup-Overview) | %A 7 1 7R v 7 ZANFE RS, [DNSH—
/A— (DNSServers) 1. [U—2 a3 > & (RegionManagement) J. [A¥— bk 542X (SmartLicensing) ]
DAT > a v PRENET,
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| Cisco Cloud APIC o > R—% > FDEE
s39ryv—zons ||

ATY 74 Cloud APIC % > A aDET A B AL AT MIBET DI, [RA¥X—k 422X (Smart
Licensing) 175, [&8% (Register) 17 U v 27 LEd, [A¥X—k 542X (Smart Licensing) ] %A
TaINERRINET,

ATV TS FTUAR—FEEZBINL T ZS,
« Cisco Smart Software Manager (CSSM) [ZEEE#T 5
« b5 Y RR— k45— k7 A /Smart Software Manager 55 4 k
« HTTP/HTTPS 7B %< (HTTP/HTTPS Proxy)
GE) HTTP/HTTPS 7RF Y 2&IRT DL XX, IPT RLARKETT,

ATYT6 HESNEZTFAN Ry 7 ATHRGA VAS VR N—7 2 AN LET,
AT F1 ETLEL B (Register) 1227V v 7 LET,

9o KR1)Y—RADin4

2757 RAPICY UV —25.0 (2) L VEITIZ. Azure® 7 7 RAPICIZ L » TR &= T
RU Y —2121%, ACIA 7V =7 NOALRINOIRAE LI-A4BINEI D Y THRTWE Lz,

s UY—RATN—T1%, TF k. VRF, BILQR —Va NZESHTERENE L, 7=

Lz fi\ CAPIC <tenant> <vrf> <region>,
* VNET4 13, 27 7 7 FAPIC VRFOA T E —H L L7z,

o 7Ry FAIFCIDRT RLVRZEMMLEEGINE Lz, =& %X, 10.10.10.0/247 T
K47 % > b DA iEsubnet-10.10.10.0 24T,

VIO RT TV r—a Al EPGRET TV r—a a7 s A NN LEFEIS

i L/flo 7o & Z)Ji‘\ <epg-name> cloudapp_ <app-profile-name>

ZoT7a—FiE, 77U R = 2AOMARNPEAELEANTITE L TWERA, £, 7
T RY V=204 & X THIFICBET 5Azure DRXA N7 T 7 T 4 Ao TWER A,

777 KAPICY U—250 (2) LIk, 7 Z 7 RAPIC T/ u— b 32— 7 R —%1E
RTEET, ZhTED, 7T T KAPIC D Azure 7 7 7 RIZEB SN TXTOAT V=
I RDODAAZL TR VY —=AmAHHIZERTEET, 77U FAPICARM 7 7 L —
FOEANIZHERESND ) Y—R TI—THERE, 777 KAPIC ORIy b7 7 7 ¢
P—=RT, IRXTOITTRY I —ADH A MLV — NV EERTEET, 707 L— D
UY—Z T N—TF41%, RONCEALZEXICERSH, FORIILETEERA, Fa—nN
VARV —IZIZ T, RESTAPIZfH L CT&K 2 77U KAPIC A7 Y =2 MhbIEk S Lz
TR UY—=ADARTERICERTLZ b TEET,

77 RAPICU YU —251 () I, LA ¥ 4—1L A Y TP —ERADEATIT, Xy FT—
s a—RKR_Z0Y, TV r—yara—RKRXT730% SARARAT TV r—rgr B
VF 4 IN—TREDITTIRY =R AX DL EIRETEET,
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B sz —cemesszn

\)

GE) HAFZLX—I T RV V—ZFHLTH, 77U R Y—2ARNMEREND &, LRil%E
ERTEXWNWZ LICEELTLKEEY, BFO7 70U R U Y —ADL4RIEERT 556
X, R LT R TOZ I R U Y—AEHIBRL CEERT H2LERH Y £9, HIFRS
N7 K=&, 4%V CIDR %7 %> b, Cloud APIC I L » TR &
NI CCRBEEN, LR ->T, CCRMHTRTOYE— F A h~D IPSec ko FR/b
NEEhET,

MABIL—ILIZFERATESEH

779 R Y —ADMAHR ) —5ERT 556, WOEREZFEAL T, A7 V=2 MIHES
WTZT7 R Y—ADL4HIZEIICEFRTEX £J, Cisco Cloud APIC

+$ {tenant} -V YV — XX T7 T FOAHIBEENET
*$ {ctx} =V VY —RIZIIVRFOL I G ENET,

*$ {ctxprofile} : UV Y —RIZIZZ T v RarTxA N Ta 7y A ARNEENET, ZHUL,
RED 7 70 REIIZEA S LIZVRF T,

*$ {subnet} : U Y — R |TIELFHsubnet DZ YT X v RIPT RLUAREGENET,
*${app} : VYV —RIZIFT IV r—varrua 7 A NVOARINEENET,

*$ {epg} : U Y —AIZIFEPGOLAHIN G ENET,

*$ {contract} -V YV — R TIIEMNOLARINE ENET

*$ {region} -V VY —RITIZZ T U R —Ta VOARINBEENET,

«$ {priority} : UV YV —AZIIF Y hT =7 X2 YT 4 7 —7F (NSG) /L—/LDEIEEEA
GENET, ZOFFIE, ENSGL— AN —BIZ2D L HICHBMICE VY TonE
j—O

+ $ {serviceType} : U YV —RIZIFH—ERAX A TOEBENEGENET (T4 X—bx
RRA B Y —=RZDHRER)

*$ {resourceName} : U YV —R|ZIXH¥—5 v MU Y —RADARINEENET (FT7A4X— ]
TV RERA LV ) Y —=RZDHER)

*$ {device} : U Y —RITIE LA Y4 LA VIT A ZADARINEENE T,

« § {interface} : U Y —RIZIE, LA X4—L A TVIDT A AL L H—T =4 ADZFINE E
nET,

« $ {devicelnterfaceDn} : U YV —R{ZIX, LA YTT A AL X —T =4 AODNNEFEINFE
o

TTAR— T RIiRA v OSA, $ {app}-$ {svcepg}-$ {subnet}-$ {serviceType}-$
{resourceName} DFHLABZDOHEIZ LY | TTA RXR—bhZ RARAS »V MR —EIZRV ET, Zh
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saL—nicgmc=szy ]

SOEEONT N EHIRT DL, TTICHEETH T TAX— =2 RARA » FOARHINZ D
LamnboET, ZHIZXD, 1Tk o THEENEA L £, Cisco Cloud APICE 72, i KED
T Azure Y — BRI Lo THAR Y £,

12U ED EROEREMHEH L T/ a— VAR RY V=% ERTDH L. 1T XTOMA
BEDFEL, B2 CFEHNIBE I TWRNWT L B HERT A= ERFE L £9,
Cisco Cloud APIC

AzurelIZA AT ORRKEOHIBERH Y £, ARIOEINI T a4 X —THKR— X
NTWLREEBADLE, WENESLG SN, VY —ZADIERIZKR LT E VW) =T =084 L
%9, Cisco Cloud APICZ D%, FEEOFEMAME L., MBIz EETEEd, VU —250

(2) OEEETORKEDOHIRZLL TR LET, FTOKRIIEHRL L OE SHIROEEIZS
WTIE, Azure® R¥ =2 AV AL T Z XV, Cisco Cloud APIC

WD, FRROBEMALEREYR— 42770 K YV —ADOMEERLES, TAX U A
7 (%) TRINTR'AVE, EOXATOITURY =R IMHAOER AR LET, ST A
fhr (1) TRENDEBME, INHOEEDVIR EB1OBEDEZAT DI T R V—2R
WCHETHDZ L a2 LET, 72& 2iE. VNETU VY —2DH4E, ${ctx}, $ {ctxprofile}, F7=
X2 O T ERETEET,

R3M:VFIFYY—RTHR—FENBEH

Azure @
)vy—X

${tenant}

${ctx} $ ${subnet} | ${app} ${epg} ${contract} | ${region} | ${priority}
{ctxprofile}

UYy—2
Tn—"

&E : 90

o*

(5
cNT—7Z
(VNET)

E 64

PPN

1T+ | Yest P

Subnet

& 80

o o o* A

77
r—3 3
bR

—"7
(ASG)

& 80

V75 7

o¥* o* A
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220K )V—ADGmBRUDERT

BANC, CloudAPIC ZJBfH3 2 & xi2, HllElty 7 v 7 U4 HF— KDY — a VEHEEHSST
770 KU Y—=20mAHAZERLET, ZCo0TiE, [Cisco Cloud APIC 5% & 77 A

F] TSN THWET, ity h7 vy 70%, Zokr7va rTHASATHD K oI,
Cloud APIC GUI ® [ R T LR (System Configuration) ] i CHsk L7- BRI # R T& £
R

ZOBEEDEFRITFHAMY GHE 2—CTERSNET, KMNORMRICHIZZEE ST 558
. BRIOEy b7y T4 = FEeEIETTOLERDH Y £,

AT w71 Cloud APICGUI IZR 7 A > LET,
ATy T2 959K )Y—RND&4HA| (Cloud Resource Naming Rules) | i (B8 L 9,

el Cloud APIC (azer-cloudsite1) Az 0000
System Configuration (0)

Dashboard

@ Topology

e Mt ateeaan General Management Access Cloud Resource Naming Rules  Controllers  Event Analytics

Cloud Resources . ﬁ
Please go to cAPIC Setup Region Manage ‘0 manage Hub and Cloud Resource Naming Rules. Go to cAPIC Setup ‘

Operations 1

5 Infrastructure

A

Create the Cloud APIC policy Cloud rex Cloud resources on Azure get created with the

‘System Configuration generated names based on the rules from Cloud APIC

Inter-Region Connectivity °

Inter-Site Connectivity Cloud A o
policyName

&* Administrative

Hub Resource Names ©

Canada Central IEETEEEITITE JMR1-1 overlay-1 subnet- subnet-1.1.1.1_28

Central US CAPIC_infra_overlay-1_centralus overlay-1 subnet- subnet-1.1.1.1_28

Cloud Resource Naming Rules

a) [FE#Z—2 3> (Navigation) A RA—T, [41 2 TFXMF9F+ (Infrastructure) 117 3V %
B L7,

b) [1>Y 73R MZYF+ (Infrastructure) 1 17 TV nn, [ R T LR (System Configuration) ] %
WINLET,

c) [YART LR (System Configuration) 1 BT, [ 59 F ) Y—XDdi4&#E| (Cloud Resource
Naming Rules) ] # 7 &# &R L £,
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REST API % L 7= Cisco Cloud APIC 0 I

[259 K 1)y—ADén&#A] (Cloud Resource Naming Rules) ] % 7 CiX, Cloud APIC 527 70 R
P A MIEHT DU Y —ZADARNTK L CEIEBR SNV T D HAIOMEL R TE £,

PLRTZ 1 A 2 A& R L T RWEEIE, 79U R Y Y —ZADCloudAPICA 7V =7 N4 %
FEATZT 740 FOBRAINZ ZIZV A NERET,

BOIDYE w N7 v TRHCERE LA R 2 AN 720y » T238580E. Wl O _EEIZEE G R — 3%
RENET,

GE) 77U RV Y—RAZREHT DN, maBAl 2T 208N H 5 2 LITER LTSN,

REST APl #{#H L 7= Cisco Cloud APIC D #&RX
RESTAPI 2R L=-T7F > FDERK

YT ATV T a  UFRD2ODEA TNH Y £ MEBIOES, FV T 227 ) T g
VEATNETTA) TF U MR ET, T LWEBEXGT T N EISIEE RS T
FUREBERT AL XIS, MDY T A7) Foa @R LET, BEOT T4~ TF
N OEB R E I E RGN ORE LMWK T 5T NEERT 5 L, TR 7Y
TrarERERRLEST, 2ot 7arTiE MBOXA 7OV TR U a B FEHLT
R T o M EIFERRRT 2 MR T D HkE ., AT A2 Y S g U EERT
HHEERLET,

ZDE Y aTliE, Postman DAL S DY )L POST Bk A LT, RESTAPI Z1{# H
LCT v bEEKRT D HEERLET,

ATy T EY T 22 ) Fg o OFER,
Q) VATV —7 by ML TIFEENRT TV b EERT DI

b)

POST https://<cloud-apic-ip-address>/api/mo/uni.xml

<fvTenant name="{{primary-tenant-name}}">
<cloudAccount id="{{user-tenant-subscription-id}}" vendor="azure" accessType="credentials"
status="">
<cloudRsCredentials tDn="uni/tn-{{primary-tenant-name }}/credentials—{{ primary-tenant-name
pr/>
</cloudAccount>
<cloudCredentials name="{{ primary-tenant-name }}" keyId="{{application key id}}"
key="{{client secret key}}">
<cloudRsAD tDn="uni/tn-{{ primary-tenant-name }}/ad-{{active directory id}}"/>
</cloudCredentials>
<cloudAD name="{{active directory name}}" id="{{active directory id}}" />
<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}]1-vendor-azure" status=""/>
</fvTenant>

R T v P ERAERT 51T
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POST https://<cloud-apic-ip-address>/api/mo/uni.xml

<fvTenant name="{{ primary-tenant-name }}">
<cloudAccount id="{{ user-tenant-subscription-id }}" vendor="azure" accessType="managed"
status="" />
<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}]1-vendor-azure" status=""/>
</fvTenant>

ATFYT2 WEHEHTRA7 YL 3 OVER :

POST https://<cloud-apic-ip-address>/api/mo/uni.xml

<fvTenant name="{{ primary-tenant-name }}">

<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}]1-vendor-azure" status=""/>
</fvTenant>

RESTAPI Z{#EH L3> 59 FOERK

Z OFITIX. REST API 24 L T Cisco Cloud APIC =1 v T 7 N &2AERT 5 HiEEZ R L%
7,

1R BHEIIC
T AN EERLET,

2y 77 bERERT DI

i -
<polUni>
<fvTenant name="t2" status="">
<vzFilter descr="" name="http-family-destination" ownerKey="" ownerTag="">
<vzEntry name="http" prot="tcp" etherT="ip" dFromPort="http" dToPort="http"/>
<vzEntry name="https" prot="tcp" etherT="ip" dFromPort="https" dToPort="https"/>
</vzFilter>
<vzBrCP name="httpFamily">
<vzSubj name="default" revFltPorts="yes" targetDscp="unspecified">
<vzRsSubjFiltAtt action="permit" directives="" tnVzFilterName="http-family-destination"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

RESTAPI 2R L1259 K aVTFFRA 70774 IILDERK

ORI varTiEH, VTR aryTXAN T s A NVEERT D HEERLET,
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AT BRI R a2 a7 7 A VEERT AT, ROFIEEZETLET,
1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnlb5">
<cloudCtxProfile name="cProfilewestusl51">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>
<cloudRsToCtx tnFvCtxName="ctx151"/>
<cloudCidr addr="15.151.0.0/16" primary="true" status="">
<cloudSubnet ip="15.151.1.0/24" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="15.151.2.0/24" name="albsubnet" >
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="15.151.3.0/24" name="subnet" usage="">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>
</polUni>

ATv T2 VNet D% VRF, CIDR, BXOYV 7Ry hZBMNTE7T70 RarTxA N7 a7y A LEMER
T 5120, WOFNEEZFEITLET,

&1

<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tenantl" status="">

<fvCtx name="VRF1" />

<fvCtx name="VRF2” />

<cloudCtxProfile name="vpcl" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-centralus" status=""/>

<cloudRsToCtx tnFvCtxName="VRF1" />
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr name="cidrl" addr="192.0.2.0/16" primary="yes" status="">
<cloudSubnet ip="192.0.3.0/24" usage="gateway" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-centralus/zone-default"/>
</cloudSubnet>
</cloudCidr>
<cloudCidr name="cidrl" addr="193.0.2.0/16" primary="no" status="">
<cloudSubnet ip="193.0.3.0/24" usage="" status="">
<cloudRsSubnetToCtx tnFvCtxName="VRF2"/>
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-centralus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>
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</polUni>

RESTAPI #ERHL V5o K U= 3 V0 DEE

DB arTiE, RESTAPIZMHAL T/ 70 R U —Va v aEET55EE2RLET,

25K Y— g UEERT AL

<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<cloudDomP name="default">

<cloudProvP vendor="azure">
<cloudRegion adminSt="managed" name="eastus"><cloudZone name="default"/></cloudRegion>

<cloudRegion adminSt="managed" name="eastus2"><cloudZone name="default"/></cloudRegion>
<cloudRegion adminSt="managed" name="westus"><cloudZone name="default"/></cloudRegion>
</cloudProvP>
</cloudDomP>
</polUni>

RESTAPI Z{ERL1-7 14 L2 DERK

ZID®T T a T, RESTAPI A L C7 4 V2 21ERT B HiEEZRLET,

T ANZ BT DI, ROFIEZFEITLET,

https://<IP Address>/api/node/mo/.xml
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tl15">
<vzFilter name="rulel">
<vzEntry etherT="ip" dToPort="22" prot="tcp" dFromPort="22" name="ssh"/>
<vzEntry etherT="ip" prot="unspecified" name="any"/>
</vzFilter>
<vzFilter name="rule2">
<vzEntry etherT="ip" dToPort="http" prot="tcp" dFromPort="http" name="http"/>
</vzFilter>
<vzFilter name="rule3">
<vzEntry etherT="ip" dToPort="22" prot="tcp" dFromPort="22" name="ssh"/>
</vzFilter>
<vzFilter name='all rule'>
<vzEntry etherT="ip" prot="unspecified" name="any"/>
</vzFilter>

<vzBrCP name="cl">
<vzSubj name="cl">
<vzRsSubjFiltAtt tnVzFilterName="rule2"/>
<vzRsSubjGraphAtt tnVnsAbsGraphName="cl3 gl"/>
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<vzRsSubjFiltAtt tnVzFilterName="rule3"/>
<vzRsSubjFiltAtt tnVzFilterName="all rule"/>
</vzSubj>
</vzBrCP>

</fvTenant>
</polUni>

RESTAPI 2R L=7JUSr—3> JOT7 74 IILDIER

DI a T, RESTAPIZERA LT F ) A— gy Fa 77 A Va{ERT 5 FiEs
RLUFET,

1R BHHIIZ
T FEERLET,

TIVIr—vary Ty A VEERT D ITE

https://<IP_Address>/api/node/mo/.xml
<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />

<fvCtx name="ctx151"/>

<cloudVpnGwPol name="VgwPoll"/>
<cloudApp name="al">

</cloudApp>

</fvTenant>
</polUni>

RESTAPI ZEAL=Rr Yy b7 —Y X)) T4 JIL—TDEK

Z Ofi%. RESTAPI ##fl LT, Cisco Cloud APIC D LW 4T Hy kT & D NSG Hik & 7%
ETDHEEZRLTVET,

R RIS
X2 VT4 TN—=T (52 =) ISRBOFHRICIONT, #ERRLTIIZEN,

Cisco Cloud APIC D% 7 % v T & D NSG R ZRET HI2IT, WOTFNEEZFEITLET,
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<polUni>
<cloudDomP status="">
<cloudProvP vendor="azure">
<cloudProvResPolCont><cloudProvSGForSubnetP enableSGForSubnet="true"
status=""/></cloudProvResPolCont>
</cloudProvP>
</cloudDomP>
</polUni>

REST APl Z & L = EPG D 1F ik

Zov 7 varOFIEEMEH LT, RESTAPLZE/H L7=7 7V /r—3 3 EPG. #}i EPG.
#—t % EPG #1ER L £,

RESTAPI %R L2 5 K EPG DYERL
ZOFITIE, RESTAPI Zfifi L TZ 7 K EPG Z1ERT B HiEE R LET,

IR B I
TV r—vary FuZy Ak VRE ZERLET,

777 K EPG #1EKT 5121, ROFIEEZEITLET,

1 -

<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<fvCtx name="ctx151"/>
<cloudVpnGwPol name="VgwPoll"/>

<cloudApp name="al">

<cloudEPg name="epgl">

<cloudRsCloudEPgCtx tnFvCtxName="ctx151"/>

<cloudEPSelector matchExpression="custom:tagl=='valuel'" name="selector-1"/>
</cloudEPg>

</cloudApp>
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</fvTenant>
</polUni>

RESTAPI Z{ERA L =48 5 K EPG D1ERK
Z OFITIE, RESTAPI 2 L CTHM2 7 o K EPG 21ET 2 HiEE R LET,

1R BHIIZ
TV r—vary a7y Al VRE ZEKLET,

ATY T A7 77 R EPG Z1ERT 212X, RO FNEEZFEITLET,

i
<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<fvCtx name="ctx151"/>
<cloudVpnGwPol name="VgwPoll"/>
<cloudApp name="al">
<cloudExtEPg routeReachability="internet" name="extEpg-1">
<fvRsCons tnVzBrCPName="extEpg-1"/>
<cloudRsCloudEPgCtx tnFvCtxName="ctx151"/>
<cloudExtEPSelector name="extSelectorl" subnet="0.0.0.0/0"/>
</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

ATw T2 ZA 7 site-external THE Y T 7 K EPG #1ERKT 51213 :

151 -
<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="infra">
<cloudApp name="al">
<cloudExtEPg routeReachability="site-ext" name="extEpg-1">
<fvRsCons tnVzBrCPName="extEpg-1"/>
<cloudRsCloudEPgCtx tnFvCtxName="overlay-2"/>
<cloudExtEPSelector name="extSelectorl" subnet="10.100.0.0/16"/>
</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

RESTAPI Z{E A L =% —E X EPG D{ERL
Z DOFITIE, REST API Zffifl L T¥— B R EPG Z1ERkT 5 HiEE R LE7,
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<cloudSvcEPg name="Storage" type="Azure-Storage" accessType="Private" deploymentType="CloudNative">

<cloudPrivateLinkLabel name="ProductionSubnets"/>
<cloudRsCloudEPgCtx tnFvCtxName="HUB-SERVICES-VREF"/>

<cloudSvcEPSelector matchExpression="ResourceName=='StorageAcctl'" name="selector-1"/>
<cloudSvcEPSelector matchExpression="custom:Tag=='ProdStorage'" name="selector-2"/>
</cloudSvcEPg>

ATFYT2 VIR RAT 4 TEHMNBORRZ A 7 TY—E R EPG Z/EKT 5I1C1E. ROFINEEZFE(TLET,
1 -

<cloudSvcEPg name="APIM" type="Azure-ApiManagement" accessType="Private"
deploymentType="CloudNativeManaged" status="">

<cloudRsCloudEPgCtx tnFvCtxName="infra-SvcCtx" />

<fvRsCons tnVzBrCPName="infra-APIM-Mock"/>

<fvRsProv tnVzBrCPName="infra-managedAPIM" status=""/>

<cloudSvcEPSelector matchExpression="IP=='10.21.52.0/28"'" name="sell" status=""/>
</cloudSvcEPg>

ATV T3 =K X—F A ORHZ A 7 TY— A EPG Z{EKT D121
B -

<cloudSvcEPg name="SaaS-Hub" type="Custom" accessType="Private" deploymentType="Third-party"
status="">

<cloudRsCloudEPgCtx tnFvCtxName="infra-SvcCtx" status=""/>

<cloudSvcEPSelector
matchExpression="URL=="'saassvcepg.286b0377-a%b7-40d7-a94f-67abe03ce5f4.centralus.azure.privatelinkservice"'"

name="s1l" status=""/>
<cloudPrivateLinkLabel name="saas-hub" status=""/>
<fvRsProv tnVzBrCPName="SaaS-Hub" status=""/>
</cloudSvcEPg>

RESTAPI %R L= 5O K T L— DR

DB arTiE, RESTAPI AL T/ 79U R 77— EERT B HEEZRLE
T, 79U RTUFL—FDOFEMIOWTIE, 779 R T 7 L— FOME (61 <X—)
EHEBLTLEE N,

RESTAPI %, BRL72T7 A B A ET VDX A TIZ K-> TR £7°, Cisco Catalyst 8000V
DITA®L A ZATIL, cloudtemplateProfile BFEXNIER AT =7 D routerThroughput 7
AT A Ko TGN ET,
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routerThroughput A% TO/TUT2/T3 28 L TV 554, BYOL Cisco Catalyst 8000V 7% Cisco
Cloud APIC (ZFEBH n=E 'g} routerThroughput 1@753 PAYG @j}%/a\\ PAYG Cisco Catalyst 8000V
A3 Cisco Cloud APIC [/ EN £,

4a& SRS

AT 71 BYOL Cisco Catalyst 8000V % JEBHT 272D 7 7 K 77 L— bk RA N E{EKRT 5121, ROTFIEEZE
TLET,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2" numRoutersPerRegion="2"
status="" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"
routerThroughput="250M" routerLicenseToken="thisismycsrtoken" />
</cloudtemplateProfile>
<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="westus"/>
<cloudRegionName provider="azure" region="westus2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="azure" region="westus2"/>

<cloudtemplateVpnNetwork name="default">

<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />

<cloudtemplateOspf area="0.0.0.1"/>
</cloudtemplateVpnNetwork>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>

AT T2 PAYG Cisco Catalyst 000V Z JEB T 27200 D7 T K 77 L— Kk RA N E{EKRT 5121, ROFIEEZE
TLET,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2" numRoutersPerRegion="2"
status="" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"

routerThroughput="PAYG" vmType="DS2V2” />

</cloudtemplateProfile>
cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"
routerThroughput="250M" routerLicenseToken="thisismycsrtoken" />

</cloudtemplateProfile>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">

<cloudRegionName provider="azure" region="westus"/>
<cloudRegionName provider="azure" region="westus2"/>
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</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="azure" region="westus2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplatelIpSecTunnel peeraddr="23.1.1.1/32" />
<cloudtemplateOspf area="0.0.0.1"/>

</cloudtemplateVpnNetwork>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>

</polUni>

PAYG A/V—7 > b &G D554, = —FL, Cloud APIC |2 Lo TIER &, BFEISR AT V=7 b
vmName (2 X > TEEN 2 vmNames DU A 225 VmType HEIRT AL E RN H Y 7,

WRDFEIZ, cloudtemplateProfile DT a T 4 vmType (2 & STRENSD vmNames ¥ A 7~ LET,

Azure £ VmName AE) vCPU D%k Ty kD=0 EE
DS2V2 7GiB 2 BRK1S5FXFHEY b
DS3V2 14GiB 4 RRK3IXATEY b
DS4V2 28GiB 8 BRK6XHEY b
F16SV2 32GiB 16 BERI125FHEy b
F32SV2 64GiB 32 BK16XEHE Y K

RESTAPI Z{EHA L TVRF JU—% JL— FDERK

1R BHHEIIZ

ot varOFIREFATTHAENC, NEFVRFEOL—K V—7 (14 X—) & Zu—
L7 Inter-VRE L— h U —27 R >— (152—2) ICHREHEIN TV AIEREZHERBLTL
éb\o

ATy Tl ROLIBEEEATILT, BYIR—2D)NV—TFT 4 VT E2EHE I3 LET,

<fvTenant name="infra”>

<cloudVrfRouteLeakPol name="default" allowContractBasedRouting="true”/>
</fvTenant>
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RESTAPI %4/ LT VRE U—4 L— Lo [

allowContractBasedRouting 7 o —/V FIZIX, IROWTIHMNDRENH Y £,

strue: L— k = v IRRWVIEE. BRICESHNTL— FRNIRRL TV Z 2R/ LET, AR E
SNTWAEEE., L— =y 7PERENTWARWE XIT, RIA4TREZZEHLET, L—h~<y
TRGFIET D E &I, b— b =y TIXEIC KT A T RETY,

s false: 77 /L FRE T, — ERERIZE ST =7 InTBHT, bt —h vy I
KW TY =7 ENTWAZ EERLET,

ATY 72 WD L5 7R 2 A1 U C. leakInternalPrefix 7 A —/V K& L C. VRF IZBESIT SN TXTD
727 RFCIDR D/LV—h V=7 #RELET,

<fvTenant name="tl”>
<fvCtx name="v1">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="t2" ctxName="v2" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</ fvCtx>
</fvTenant>

<fvTenant name="t2”>
<fvCtx name="v2">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="tl" ctxName="vl" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

ATFvw T3 WD X D Ip¥efa 2 A1 LT, leakInternalsubnet 7 4 —/V R&fEH LT, VRF OXTROEED /L — %

V—27 LET,
<fvTenant name="anyTenant" status="">
<fvCtx name="VRF1" >
<leakRoutes status="">

<leakInternalSubnet ip="110.110.1.0/24" >
<leakTo ctxName="VRF2" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>

</leakRoutes>

</fvCtx>

<fvCtx name="VRF2" status="" >
<leakRoutes status="">

<leakInternalSubnet ip="110.110.2.0/24" >
<leakTo ctxName="VRF1l" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>
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RESTAPI Z{FR L= o RILDY—R A 3 —D A4 R BROERL

1R BRI

07 a OFIEEETTIHHNC, PR ADY—A LB —T A ZADER (17 21—
V) WCRE SN TV AIFEREMR L T I,

WX RBEFREEATI LT, b RNVDREEITLA VX2 —T = A ADBIREHEKL L F7,

<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="defaultxyz" routerUsername="james" routerPassword="bond@@7" />

<cloudtemplateIpSecTunnelSubnetPool subnetpool="10.20.0.0/16" poolname="pooll" />

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="something” vrfName="xyz” >
<cloudRegionName provider="aws" region="us-west-2"/>
<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" poolname="" presharedkey="abcd”
ikeVersion="vl|v2">
<cloudtemplateIpSecTunnelSourceInterface sourcelnterfaceIld="2" />
</cloudtemplateIpSecTunnel>
</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>

JO—NILY 50 R)Y—ADOGRREIDOEEF-IIBFENDA T
9 FDBRIDA—/IN—F4 F

TDeIar TR, 77U RV Y—RILRIEMTAREDD 70— L R Y —E R L
720, BEDI TR YUY —ADLHEA—"—F 4 RLI=VTH-DIfHHTE % REST
API POST O Zr L E T,

\)

GE) B AL AL RAEHERICY R — R TEBX10TB5720C, 799KV Y—R4 %4

TVl NTEICERTEET, ZNHDOHRBRARTOA—/N—F 4 KX Cloud APIC

GUI TIIi I T& 9, RESTAPIZiH L COHLFEITTE £9, ARiZERT I, 7

2= L 7T R —=ZAOARHFIT AR >—%2 T2 L 2B LET, BIRM

&%%mﬁ—ﬂ~?4Pi 7 a— VIR FIHT AR U — 2 U CARI T B A
=T Z N TERVWEAICORMEAT HLERNH Y £,
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AT TN NT U —2OMARAEERT 51T

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2"

numRoutersPerRegion="2" status="" vrfName="overlay-1">
<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region=“west’s” status="">

<cloudtemplateRegionNameCustomization ctxProfileName="infra-vnet"
resourceGroupName="infra-rh" subnetNamePrefix="snet-" />
</cloudRegionName>
</cloudtemplateIntNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>

RFYT2 770 R UV —ADOMABAEERT DI

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->
<polUni>
<cloudDomP name="default">
<cloudNaming

azResourceGroup="${tenant}-network-${ctx}-${region}-rg"
azVirtualNetwork="${tenant}-${ctxprofile}-vnet"
azSubnet="${tenant}-${ctxprofile}-snet-${subnet}"
azNetworkSecurityGroup="${app}-${epg}-nsg"
azApplicationSecurityGroup="S${app}-${epg}-asg"
azNetworkSecurityGroupRule="${contract}--${priority}"
internetApplicationBalancer="agw-e-${device}"
internalApplicationBalancer="agw-i-${device}"
internetNetworkBalancer="1lbe-${device}"
internalNetworkBalancer="1bi-${device}"
14L7DeviceApplicationSecurityGroup="§{deviceInterfaceDn}"
reviewed="yes" />

</cloudDomP>

</polUni>

ATFY T3 BEDCloud APIC A7 V=7 MThnd b Azure 7 7V K ) Y —2RK &2+ —_"—F 4 R4 51201
APIZFERH L CHAZ DL ERETDH L&, RUEE) & zxIX. sitenant} ) ZFEHTEET,

<?xml version="1.0" encoding="UTF-8"7?>

<!-- api/node/mo/uni/.xml -->
<fvTenant name="ExampleCorp" status="">
<fvRsCloudAccount status="" tDn="uni/tn-infra/act-[<infra-subscription>]-vendor-azure"/>

<fvCtx name="VRF1"/>
<cloudApp name="Appl">
<cloudEPg name="Db" azNetworkSecurityGroup="db-nsg" azApplicationSecurityGroup="db-asg-${region}">

<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<cloudEPSelector matchExpression="custom:EPG=='db'" name="100"/>
</cloudEPg>
</cloudApp>
<cloudCtxProfile name="c02" azResourceGroup="custom-tc-rgl" azVirtualNetwork="vnetl">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>
<cloudRsToCtx tnFvCtxName="VRF1"/>
<cloudCidr addr="10.20.20.0/24" name="cidrl" primary="yes" status="">
<cloudSubnet ip="10.20.20.0/24" name="subnetl" azSubnet="sl" status="">
<cloudRsZoneAttach status="" tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
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</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>

BED Cloud APIC A7 V=7 MIIGTDLAYAMB LAY TDAzure 7 77 K UV — R & A —/3—
T4 RTBHITi:

API ZfEH L CH A X DL ERETDH L &I, MUEH (28 21E, s{tenant}) ) A TEE9,
O—RKRXZUHPDOR) —% EEXLET,

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<fvTenant>
<cloudLB name="ALB" type="application" scheme="internet" size="small" instanceCount="2" status=""
nativeLBName="ALB” >
<cloudRsLDevToCloudSubnet

tDn="uni/tn-{{tenantName}}/ctxprofile-cl/cidr-[31.10.0.0/16]/subnet-[31.10.80.0/24]" status="" />
</cloudLB>
</fvTenant>

THNA A ASG DA —=N=F A R R ¥—:

<?xml version="1.0" encoding="UTF-8"7?>

<!-- api/node/mo/uni/.xml -->
<fvTenant>
<cloudLDev name="{{FWName}}" status="" l4L7DeviceApplicationSecurityGroup="Groupl" >
<cloudRsLDevToCtx tDn="uni/tn-{{tenantName}}/ctx-VRF1" status=""/>
</cloudLIf>
</cloudLDev>
<fvTenant>
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Y U —2250(1) LA CiX, Prometheus Node Exporter % {# ] L C Cisco Cloud APIC 233 A =41
TWAHAVMAARDRA N v 7 OFE=HY > TRYHR— kS E7, Prometheus Node Exporter
I, SESERN—FU =T BIOI—FVBEED A Y v 7 Z2af{E L, Linux / — K25
CPU, 74 A7, AEV OFGHERZ & OHINEHR A INE L £ 7, Prometheus / — F =27 X
=2 OB HOWTIE, LT ZZRLTIIZS N,

https://prometheus.io/docs/introduction/overview/

Cisco Cloud APIC 28 U U —Z 25.0(1) LARE THAT STV 5354 Prometheus Node Exporter 1
T 74V THBRIE A ATRRIZ R D £,
HA BS54 2 EHFEE

HTTP /%, Prometheus Node Exporter Zffl L7 E=% U 7 X N » 7 TiIHFR— ST
F+H A, Prometheus Node Exporter ZfEfl L7 A FU v 7 OE=4% VY 7 TiX, HTTPS DHMN
HAR—bhINET,

GUI ZFERALEVMARRRA MY YOI DE=ZRY Y

WOTFNETIX, GUI ZfEH L T Prometheus Node Exporter CVM AR A kN A v » 7 2FE=4T
DX VITTDHHECHOVTHMILET,
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AT v 71 CiscoCloud APICGUI T, [41 2T 53R MZ9F+ (Infrastructure) 1>[2 X T LM (System
Configuration) ] (Z&Eh L, [BEEB 7YX (Management Access) | ¥ 7 %27 U v LET,

ATv T2 U4 RyOH[O [HTTPS] 48k T, [/ —F T4 XR—4% (Node Exporter) ] 7 4 — /L KO=> R U %
ERLET,

& Dashboard

System Configuration

@ Topology

& Cloud Resources General Management Access Controllers ~ Event Analytics

03 Application Management
HTTPS

B Operations
= Admin State Password Authentication State Admin State Node Exporter
C Infrastructure

Enabled Disabled Enabled Disabled

Port Port Allow Or

22 443

Allow Credent SSL Protocol
5 Disabled TLSv1.1
£ Administrative v
poly1305@openssh.com

MAGs KEX Algorithms

« %11t (Enabled) : Prometheus Node Exporter (3T CTIZBENZ R > TCWET, ZOHE, ZNHDOF
EZ#e T3 D2 EILH Y A,

- #E%1k (Disabled) : Prometheus Node Exporter (X FE 72 H 2027 > TV EH A, Prometheus Node Exporter
AT HITE. ROFIEICHENET,

RT3 [HTTPS] Sk D ET A 2% 7 Y » 7 LT, HTTPS REZ Mtk L £,
[HTTPS %% (HTTPS Settings) 1V « > RUBRERINET,

ATv T4 [/—F 9 REKR—4 (Node Exporter) 17 ¢ —/L K& ST, [A#hE (Enable) 1227V v 7 LET,

HTTPS Settings X

Settings

Admin State
Enable

MNode Exporter
Enable

Port

443

Allow Origins

INEDOREZRFT D E Web F—EANFEE S, ZRA~DISENHASND T LEHEDB 15
ZLERTEEAyE—UNFREINET, [OK]Z 27U v 7 LT, BEREAREZHELET,

ATYTS U4V RUDETORTE (Save) 127V v 7 LET,
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RESTAPI £ ML= WM AR k * kU vs 20ER [

[V AT LIERIEET 2 X (System Configuration/Management Access) 17 1 > R 7IZE Y £9, Web
PF—EARFE L, BRRICETA TR FT,

ATvT6 Vv RUOHFO [HTTPS] 8k T, [/ —F T4 XKR—4% (Node Exporter) ] 7 4 —/L KO kU3
[E#1Mt (Enabled) JIZEREINTWD Z &2 MR L E T,
ZAUZ XY . Prometheus Node Exporter 23 #2782 > T\ 5 Z L SR S E T,

Dashboard

System Configuration (o]
Topology
Cloud Resources y General Management Access Controllers  Event Analytics
5 Application Management
Operations ssH HITPS
Admin State Password Authentication State Admin State Node Exporter
O Infrastructure
Enabled Disabled Enabled Enabled

hitps://capic-ip/nadeexporter/metrics

System Gonfiguration

2 Por Allow O
443
r Allow Credentials SL Protocol
¥ Administrative 2es256-gem@openssh.com Disabled TLSV1.1
chacha20-poly1305@openssh.com TLSV1.2
MACs Dk Admin Key Ri
hmac-shal curv sha266 none default
hmac-sha2-256 curve25519-sha256@libssh.org
hmag-sha2-512 diffie-hellman-group1-sha1

diffie-hellman-group14-shal

Client Certificate Authentication State  Client Certificate Trust Point

AFvF1 [/—K ITH RKR—4% (Node Exporter) ]l [E%1t (Enabled) 1 7% A DO TIZHBHV 2727 v

7 LET,
77 PO Z T 3FE R S, Cisco Cloud APIC 3B SN TS VM A A FD A MY v 7 HPREE
ﬂ—o

RESTAPI ZEALI-VMAKRA ~ A F) vy XADEHR

ZNHOFIETIE, RESTAPLZEHALTVM AR b X MY v 7 ZEHT 5 X 9 IZPrometheus
Node Exporter Z A 0T 2 HEICHOWTEHB LET,
AT 71 Prometheus Node Exporter 23N 72 > CND 0 E ) MEMEZRT 511X, RO GET 22— /L2 & E L E7,
GET https://<cloud-apic-ip-address>/api/mo/uni/fabric/comm-default/https.xml

nodeExporter 7 A4 —/b }‘%E‘OU’T\ ﬁ?ﬁjﬁ 721% EliE) &:?X}Eéﬂfl/‘éz)‘g 5 ﬁ‘%ﬁ%gﬁ Li—g_o

ATFY T2 VMAA R AN v 7 ZEMT 5120, ROEFEE2%/5 LT, Prometheus / — K =27 AR —Z 2 HM L
F9,

POST https://<cloud-apic-ip-address>/api/mo/uni/fabric/comm-default/https.xml

<commHttps nodeExporter="enabled" />

Cisco Cloud APIC MEBFIENTWA VM A A MDA MY v I RFERENET,
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ATw T3 RESTAPIZfHLTA N v 7 £ RTDHITIE, RO GET 2— 1% EELET,

GET https://<cloud-apic-ip-address>/nodeexporter/metrics

AT w74 Prometheus / — F =7 AR —F 2T 51213, ROEREEELET,

POST https://<cloud-apic-ip-address>/api/mo/uni/fabric/comm-default/https.xml

<commHttps nodeExporter="disabled" />

77)r—2 3 o EBEHOERT
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7TV r—3r 7airAI) P —F—T AT LTSI r—ary 7
07y ANEFRRLET,
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node-1/sys/caggr-[po1.1]  Bond Interface po1.1 on node 1 of fabric raised Sep 112019 05:22:33pm
mininet with hostname capic1 is now down
node-1/sys/caggr-[po1] Bond Interface po1 on node 1 of fabric raised Sep 112019 05:22:33pm
now down
Page 1 of1 |44 1-20f2 »»

ATYTI vETT 4 (BEKE) LXIVORIZHD[X] 227 v 7 LT, TRXRTDEEDA X My #RE R L

iﬁ_o

[4 R b4 (Event Analytics) 1V ¢ > RUICERRINAEWMNER I, Y771 (EKRE) 187
V74N, AVy—, BROEELNLDOA R EBRRRINET,

. Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1J—X 25,0(1)-25.0(4)



| v27L08BOERT
Cisco Cloud APIC GUI (& L=~ L2 0EtMn xR [

Event Analytics e

Faults Fault Records Events Audit Logs

Acked Code Litecycie
No Fo108

@ crica F0106  topologyipod-1/nade-1sysicagar-lpot]  Bondintertace po1 onnode 1 offabric mininetwith hostname  raised
No © Moior Faus2 rised Sep 112019.07:38:27pm

© i Fausz

rased Sep 112019 07:38:27m

No © Moior P2 Sep 112018 07:39:27pm

© waior Faas2

Sep 112019 07:45:10pm
No © Moior P57 Sep 112010 05:21:24pm

No © waior Fas27

Sep 112019 05:21:35¢

No © Moior Fo101

yyyyy Sep 112019 0:

ATy T4 [FEH— 3> (Navigation) | A==—025 [ 5% K 1JY—X (Cloud Resources) 1% 7 & &R L &
D

[257 K 1)—X (CloudResources) ] # 7T DL, BT A TFvarF7varol A MRFERE
NEJ, FEMIZoVTIE TAdministrative Options] OFZZH L T 72 &0,

RAT9 TS [959 K 1)Y—X (CloudResources) | ¥ 7 CEEOEHEZEBINTH L, TDOI LU R—F2 FDO~LVANE
WOARRINET,

7zl ziE, oL, [25%9 K 1JY—2X (Cloud Resources) ]1>[1—< 3> (Regions) 127 VU v L7-
EEIIRREINDRIED D D~V AERER L TNDHDT, FFEDY —Va v ARIRLET,

© Dashboard

Regions O casus
m Application Management
T
& Cloud Resources 0 0 0 0
Regions Application Management ( General
Virtual Networks Name ‘Admin State Tenants EPGs AZs Virtual Networ
Region
Routers eastus managed N/A N/A N/A N/A region-eastus
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B4 LYk (Redirect) 147> a v OREICH LRy 7 AZF = v 7 &AL, 71
NAL—RITY HA L7 MEREEADCLET,
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yaqLs roxesacsnsd [

=K RX=F 4 T7 AT U 4—ND[H—ERX /—F (ServiceNode) ] 7 1> RV
T, [Aav¥a—< axv 42 247 (Consumer Connector Type) & [FR/NAZ— O
9% 247 (Provider Connector Type) | DR v 7 A% A7 DEFIZLET,

« 7N F—VNet TH Y hU—27 B— RNZHD[H—ERX /—F (ServiceNode) ]

74 RYT, [Ava—< AR 3 24T (Consumer Connector Type) ] & [T
O/ &— %% % %47 (Provider Connector Type) | DF = v VR 7 A&t 7
OFFIZLET,

\}

GE)  SNAT NP — R X—F 00— RART U THEINTWS
ZEERMERLET,

4, LA¥4~ LAV TH—ERAEZREELET,

ZHHDFMEIZOWTIE, Cisco Cloud APICGUI 2 L7z LA ¥ 4 b LA ¥ 7 ¥ —1
ADRER (2902—) ZZMLTIEI Y, arya—~v& 7 a (¥ —OIFET
5377 b e —ERITITT7IITEyFLET,

JEA LY FOEEFHEEHNEE

VAV hOEFHEELHKFEIRO LY T,

LAY A~ LAY TDOTRTCOY—ER TS R 20F, MHOHERY 7 Xy FOANET
‘j‘o
=Yg VNOVRFALA YA~ 1L AT T —ERZA~DVEAL VLT g
e 132 —< EPG & 71 ( X —EPG A L VNet lIZHDHA. LAY 4~1LAF
TH—ERA~DY XA L7 T, east-west BRI CIIV AR — SN FEHA,
* SN EPG 87 w3 A S/ —EPG TH L6, =¥ 2 —~ EPG & 7’1/ 31 2 — EPG

E LT VNet iIZH B0 E 2 MR, b1 P46 A Y T7T~DHF—ER U F A
L7 b7 North-South BB CH AR — h I E T,

e =gV TOVRFERILA VY ANB LAY TV —ER~DY Z A LT b

) —=VarMl A4~ AYTH—ER~DVZXA VLY PRV HR—FENTWE
4, 7277 L. 223 2—~<EPG & Fu (4 X —EPG TR LANWTL &N,
«J—T 30T, WMUVRFIZZ Y3 2—~<EPG & 7131 ¥—EPG Dl a5 H5
TLIFTEERA, AT, V—Varlilaryya—~EPGOHRNHY . U —
Va2l X —EPGOHRNH LA, ZHE A R—ShvETR, V—Ta
V1IiZaryya—~<EPG & 7uXf X—EPG Dl FE2ED5Z LIETEEFA,

o va—~<BLOT oA X —DEPGIX, T Xy h XN—RZAD EPG TH 5 LE)N
HHFEJ,
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B s Lo rozssaELsnsm

L ATXA~LATY T —ER~DI XA LI aafEI)—Va P —ERX 7770
BE, P—EATFARAL AF TR X —EPG DY —V a NIRRT HILERH Y £1°,
TaNAF—EPG R Y —V a3 VEERIIE SN TWAEE, —E R T R EH% Y —
VaZERTALERD Y 7,

e TR H—L LTOHNEEPG DA, V—E A T/ AT a 3 2—<EPGIZX LT
O—ANp ) —Va VBT ALERSHY ET, a2 a—~EPGREH DY —V 3
VNEETEMoTWDEEEIE, PR TS REEZ) —Ua VNIERTALENDD F
‘j‘o

e 2V a2 —~ VNet £ 7B AL X —EPG O TIEL, y—ERXR T 7N LTHATES
YEAVYT N TNRA AT DT, exid, vy a—<EPGl taria—~
EPG2 32> v 2—~< VNetiZH VY, 7Fa/ (X —EPG3 N7 /31 X — VNetiZdh D
4. EPGl L EPG3 il = bF 7 b, BLWEPG2 & EPG3 [l =2 v 7 RMZIALY
A VI N TAAL RAEFHTL20ERHD £7,

)

GE) ZoHlRIiX, 777 KT e g X —RNa—FE&HE/NL— hOFF
EDEZLIZH LTI DODORT AN Ry T OHREFTSH
7~ TT,

cIRDOFIZ, YR—FENTWD, FEFTR—FENTWARWEED Y X4 L7 MERRIZ
BT 2 E R LET,

eNLBIZ%yY NU—Z7 m— RAF B Dk
CALBIZT I U —ar a— RS 30Dl

cFWIXT7 7 A4 7 U+ — /LD

\}

G HY—=FR=TFT 4 DOu—=R AT POV ZA L7 NIV HR—
FENTWERA,

Y—ERFr—r A Fay AR—YY—RHK—Y | ZE—G Vs~ [ SMEBY—RR—H A
(AVLa—IMES) | (A2 a1—TIFNE)

VNet N VNet & VNet N VNet 5 VNet A VNet 5
NLB/ALB * HFAR— bkt [ YA — bxt | B — xf | A= bxF [ A= bxb | AR — bbb
LB(SNAT) 1 % % EZAS 41 % %
FW (SNAT 72 L) 2 PAR— bt | AR — bxf | A — x| AR — b%F [ AR — bxb | AR — hxf
G4} £ G4t G4} G4t G4t
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Cloud APIC GUI Z{EA L=t 5 > %) VRF ~D#7 L L\ CIDR O3B 11 .

HY—ERFz—r AT ay AR—=YY—=RKR—=Y | RAKR—9Y—5E~ HERY —RR— ~
(A a—<MES) (a2 a—7IEsE6)
FW (SNAT) 3 PR— bt [P b [FAHE— R | AR bR | R b R
% % % % %4} G4
* NLB*-FW(no SNAT)! PR Rt (A= S b | A= b | = b | = b
« NLB2-FW(no SNAT)-NLB/ALB' |%/* % S5t S5t A S5t
« NLB2-FW(no SNAT)!-LB(SNAT)'
NLB *-FW(SNAT)* PR Rt [ b | b | A= B | = b | R — bt
YN % % % St G54
NLB/ALB'-FW(SNAT+DNAT)*-NLB/ALB' | 47— kst | 44— kst |4 8— kgt | 38— Rkt | 98— R &E | P28— R %t
NLB/ALB-FW(ANT+DNAT)’-LB(SNAT)' | £ ES ESA ES0 ES ES
(VALY L)
NLB'-LB(SNAT)' PR— N | BB Rk | PR b | PR b | R b | AR b
(UEALs FL) % % el el % %

! Unchecked on both consumer and provider connector or options are not applicable for ALB.
2 Redirect is enabled on both consumer and provider connector.

SVEAL VLY ME, arvva—v axTZTHEDIR>TWET, Fa (X axy #TSNAT BE/2 - T
\i ‘g_O

YUXLLY ME, Aarya—v AR A THEDNIR - TWET, Tu X —ax s ZTIEA 7L o TOWET,
Sarya—< AR A TR F v IV ENLET, g F— a3 %7 ZTSNAT BAENICR>TWET,

® Unchecked on consumer connector. 7 12 /3 X — 2% 27 % T SNAT+DNAT BAE 72> T E T,

Cloud APICGUI =R L=t AH > &%) VRF~ADE L L)CIDR
MEM

RIUZ L > TIE, HTLWCIDRZBEML7=Y ., &% U VRF TEEED CIDR ZfRE L0 4
HHANZ, VNett 7 U v 7 H BN T HLENHLGENH Y 7, Ziux, 7277 1 772 VNet
TV RS LHYE. VNet O CIDR Z HFH TEX 20 &9 Azure DRFIRIZE 56 DT,
CIDR Z BT 521%. ®ANZZ D VNet D VNet 7V > 7 EHIBRT 26BN H Y £, D
2, CIDR #HH TxE4, CIDRZHFH LSO, VNet BT U U 7 A FEFNZTH I ENT
xET,

INHOFETIE, FFEDA 77 VNet IZBEEM T LN TWHWETXTO VNet TV > 7 %
HIBRd 27 Xy b —27 ©T7 Y o 72BN 5 FIECHOWTHALET,

o {277 VNet \ZIBIN®D CIDR NEEIZ/ERR SN TWA N, ZOREFD CIDRICH 7 Ry &
ZBMTH7E0TIWEAIE., #0607 32y NEBINTAHIC, TO/FEDA 75
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B cloud APIC GUI £ L 1=t > 4 1) VRF A% L LY CIDR ;&M

VNet DT Fw hU—27 7V o TR THHEILIH Y A, BEFO CIDRIZY
T Xy NEBNT 120

1. ZOBRABIE. WYUK IR arTFxA s a7 A MIBEILET (Z7F)5—
23 UEHE (Application Management) 1>[¥ 3 FaYFXX k7O 774 JL (Cloud
Context Profiles) ]) .

2. 7%y FEBEFEOCIDRICGEMNTAZ IO RayTxA N Tadry A NVEZT LY
Uo7 L, A7 v 710 Q7133—Y) ZBELT, L7 x> &BEGFO CIDR
B ET,

A 77 VNet IZH1 LW CIDR ZiBINT 2854, £7213A 7 7 VNet T CIDR ZHIBRT %
2, oS (7 %y hOIBILIAL) TCIDR ZiRET HEA1T. ZOREDA 7T
VNet DT Ry T —27 BT U v 7o+ 208N H D £9, CIDR 280 L71-%,
NT Xy NI—7 BTV U TERERICLET, UTOTFIETIE, 5D FIEICS
WTEA L E 9,

CE) HLWCIDRAZEI XU VRFIZEMLTEY, kDY ) —ZATEFTL TS /LFH
A4 FEBND DS

* Cloud APIC ® U U —2 5.2(1) LA

* Nexus Dashboard Orchestrator @ 1 V) — 2 3.3 UL

BLWCIDR ZBIM L, N7 %y hU—2 ©7 U 7 &BEAMNZ L5, Nexus
Dashboard Orchestrator T4 k Z H3#7 L. Nexus Dashboard Orchestrator 7> 51 > 7 7 #k,
Z B DA, CIDR NEEIT 5 E THR< &b 5 5MfH#E L £9, CIDR 2% Azure (2
JEBA S D ITITRER A 030D 72, A FZ B L. Nexus Dashboard Orchestrator 7> & A
> 7 IR BT DRI e < & b RTE v & B L GBS 7z CIDR 73 Nexus
Dashboard Orchestrator 47 L C VU E— b A MBI WATEEERH D 77,

Nexus Dashboard Orchestrator 2> 5 7 TR A B L72%I12, ROTT— X vE—IUN0
FREINTZHE

Invalid configuration CT Remotectx cidr: Remote Site CIDR

Z #ulX. Nexus Dashboard Orchestrator 2> 51 > 7 F #& Ak % BBH 3 2 HilZ -+ 72 BF [ % 15 7=
T L<EMEAZZCIDRA Y F— A MURESINRD T2 EaEWLET, 2
OEE, RO X I/ F5,

1. Cloud APIC TNV Xy hU—7 ©T7 Vv 72845

2. Nexus Dashboard Orchestrator T k% F#H1 L. Nexus Dashboard Orchestrator 7> 5 A
VIR EREMLET,

3. Cloud APIC TNT %y NU—27 ©T7 Y I 2HERMCTS

4. Lty 55 (ERIFLANCHE LI L0 b RWERE) o T A FE2FEH
L. Nexus Dashboard Orchestrator 2> 51 > 7 T #EpkZ B AR L £,
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ATv T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy Fr17

ATvT8

ATvT9

ATv 710

ATy TN

Cloud APIC GUI Z{EA L=t 5 > %) VRF ~D#7 L L\ CIDR O3B 11 .

T4 LTWRWEAIE, Cloud APICIZu 7 A > LET,

FERlOFer—ra =T, [7FTUr— 3 EE (Application Management) 1>[Y 5% K a7
FX + 7B T 74J)L (Cloud Context Profiles) 1128 L %9,

MO 7 70 RarTXA N7y A ARERINET,

NT Ry NO—=7 T VT HENTH7 TR arTXANTaTdZryANVEXTNT Y v I LE
ﬁ‘o
FEDOITURAVTRAN TR T s ANVOMEY 4 FUREKRINET, ZOMET 2 RUD 2\
T3y b7—2 E7Y 2% (HubNetwork Peeri) ] = U 7|2 [A%1 (Enabled) ] L& REhET, Th
. N7 Xy bU—7 BT U T REDNI o TNDHZ EERLTNET,

WETA B2y I LT, TOVTUR Ay TXAN TR Ty A NVERELET,

(V59 Fa>TXFRNTAT 74 )LO%E (EditCloud ContextProfile) 17 ¢ > RUMRERINE T,

(V592 TXRA b TAT74)LD#E (Edit Cloud Context Profile) 17 + > KT, [/NT 2w bk
J—4 E7Y) 2% (HubNetworkPeering) 17 4 —/V FE RSO, F=v /Ry 7 2%&27 ) w27 LT[A
#h (Enabled) | 74—V Kb F v/ ~—0 %4 LET,

[NT *y b7—%5 EF7Y 2% (Hub Network Peering) 147> a v 2 shicLCh, Zr— b L
JLTVNet 7 U I RBIBREND DT ARL . ZOREDA 7 T VNet IZEHERT T SN TWnWE 4T
D VNet 7V I RHIBRENET,

[Save] 27 U v 7 LET,

EDITYRAVTHRANTu T 7 A NVOBEY 4 FUBRHORREINET, ZOWMEV > FuD
INT 2y bT—4 EF7Y 24 (HubNetwork Peeri) 1=V 72 [#&%) (Disabled) 1 & FRn&hEd, =
I, AT Ry MU= BT U T RERZ > TnD I AR LTNET,

B LWCIDR 2B 2121%, $hET A 2227 Vv 7 LT, 2OV TV RarysTXAN7Ta7y AL
EHEmRELET,

[V59Fa TR TR 74 )LDO%E (EditCloud ContextProfile) 17 « > RuRFERENE T,
[CIDR MiENM (AddCIDR) J#27 U v 27 LET,

[CIDR MiEN (AddCIDR) | # A TRy 7 ANFRENET,

[CIDR Oy 4 & (CIDR Block Range) 1 7« —/L RIZH L\ CIDR Z3BIN L £,

[FS54<1 (Primary) | 74—V RORy 7 A%V v 7 LIRNTLEEW ([(F54< ) (Primary) ]
74—V RO [IELY (yes) ] DHEDR v 7 AZTF = v 7 & ANRNTL ZEW)

[Ty bDEM (Addsubnet) 127V v 7 LT, #EALY 7Ry b7 RLA%Z[7 FLR (Address) ]
74—V RIZATILET,

MG U T, BMOY 73y ho [ TRy hDEM (AddSubnet) 127V v 7 Ll £9,

[CIDR MiEf (AddCIDR) 1V ¢ > R TREREREZ T X GEM LK D725, B (Add) ] %7
Uy LET,
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B »—cxs570mm

ATvT12

ATv7T13

H—t

[P59FRavTFXFRA M FTOT774ILDO%E (EditCloud ContextProfile) 17 4 > RunFRENE T,

[259FavTFXR T 774 /LD#HE (EditCloud ContextProfile) 17 ¢ > K7 TIEMAZHER L.
[R%EF (Save) 127 Vv 7 LET,

ZDOI T RarTXANTa 7 A VOMEY o RyRFRINET, [CIDRIT Oy &E (CIDR
Block Range) 1= U 72U X FS72#H LW CIDR BERRSNET,

CHODFIEDOFYNIANT Xy hU—2 TV o 2B LESRA1E. ZoRSTHEAZNICLE
—a—o
a) BWETA a7V LT, ZOVT TR aryTXAN a7y A NVERELET,

[259FaVTFA M TOT774)LO%E (EditCloud Context Profile) 17 « > RUNFERINE
—a—o

b) [PV FaCTFFX L FTOT 74 )LDO#E (Edit Cloud Context Profile) 1 v 1> KU T, [/NT
Yy kD=9 EF71) 24 (HubNetworkPeering) |7 4 —/V K& RO, F2v IRy 7 A%ET7 Y v
7 LC[A% (Enabled) 17 4 — 1V RIZF v 7 ~—2%BIL, ZOFEDA 77 VNet D VNet
BTV T EBREANILET,

c) [Savel]®Z7 U v 7 LET,

ZDITIRALTHIFAN T T 7 ANVOMED 4 FUNBOREREINETS, ZOMEY 1 F
TDNT 2y kT—%4 EF Y24 (Hub Network Peeri) 1= U 7|2 [H%) (Enabled) ] & FREH
79, ZhE. AT Ry MNU—7 BTV U IRHRUADICR>TNDZ EERLTVET,

ANCAA L72 X 912, ZORER T Azure portal |27 7 2232 & Azure @ overlay-1 VNet IZTZALH D
FIETEIML72BIO CIDR &% 7%y M RRSNET, ZE, THISHLOELWEETT,

A 95 TDER

=R IS TEFEHTHE, TRAABD NS 747 Ju—, Fy NT—7~D L5
T4 T DOWATE, N7 74 v 7 NBRTDHIT AL A, BIO NI 74 v I B Ry hU—7
MO D HEEERTEET,

P—ER T T TE, RO2OOFIETEBTEET,

cHi— ) — R H—VERTFT7 | ODOF A, ZAOHRDEEEINET,

cNF )= RHP—ERTTT7  JKRIOD/)— R —ERFo—ZBINTEET,
W) = REF~ATFTHFr XA b= FOWTNNTH—ER 7T 7 ZRBAARRICR DRI,
VAT ZAERT 2 N D Y 7,
1. - b
2. 77V r—varyrIurrAn

3. arv=2—~EPG
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i A LE=Y—EZ 55708 |

4, 7uxA X —EPG
5. VRF
6. V77U RaVyTFTFANTO T AL

7. T4nNBFEtoar TR

GUIFEALEY—EXR I35 7DERM

WDr 7 arTiE, GUUEFRLTYH—EY R 7S5 75 RT 3 HEICHOWTEBH LET,

Cloud APICGUI ZERA L= —EX T/314 RDERL

ATy I
ATFwT2

ATvT3

ATv74

48 HREIIC

ZDE®T T aTiE, CiscoCloud APICGUI #/ L CH—E R ZF I 7 CHATE S —E A
TR RBNERRT D FIEIZOWTHIALE T,

AT TAa%27 V7 LET, [T (ntent) | A== —RFRRINET,
[1oTYk (ntent) IRBR Y 7 ADOFIZhd kay T X RillZ 27 )y s L, [FTV5— a3 ER
(Application Management) ] Z &R L 97,

[7FU4— 3 VBB (Application Management) 147> a > DU A MR [4 T2k (Intent) ] A ==—
ICFRRESNET,

[41>F>k (ntent) | A==2—D[7 FUHr— 3 U&EE (Application Management) 1V 2 b, [H—
ER (Services) 1>[T/34 R (Devices) ]>[T/\A ADHERL (Create Device) 1227V v 7 LE¥. [T/
A4 ADYERL (Create Device) | XA 7T a7 Ry 7 ARFRENET,

WD [T 3 ADVERZ A T a7 Ry 7 AD7 4—/L K (CreateDevice Dailog Box Fields) | ®FIZ U A k X
NIA7 4=V RIZESET 22 AL, HfTLET,

HHA T DY =R T, ZZEADHFRIZOWNTIE, ROREZZHRLTIEZIN,
TV —ary m— RKAZUPICONTIL, 4a 275 3—) Z2ZHL TSN,
e Xy NU—27 0 — RAZ UHICONTIE, 4b 277 5—Y) ML TIESN,
e — R NRX—=F 4O — RKNZUHICONTIE, 4c (283 X—) ZZHL TSN,

e —RKR—=F DT 7 AT T F—/LIONTIL, 4d (284 2—) ZHBRBLTLIEE N,

a) 77U —varya— KT UHIREREREA LET,

[Zansq £ EA
(Properties) ]

£l
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B cloudaricou £ER LY —ER 754 DR

[FanFq BL)]

(Properties) 1]
22 TN ZADLAFTEANTILET,
TFHY bk TFv b E@EIRLET,

1. [TF2 FDER (SelectTenant) 127 Vv 7 LET, [TF 2 FOEEIR (Select
Tenant) | %A 7/ nFRrEnET,

2. EMOHNG, 7V vy 7 LTT T FEEIRLET,

3. [EIR (Select) 127V v 7 LET, [T/34 ADYERK (Create Device) ] % A
TasRy 7 AREY 9,

[E%%E (Settings) ]

Y—ERX 84T | TSR I AT ERIRLET,

T Y= ara— RNRNT W

ALB SKU W BTN L ET,
o JEHE
* Standard V2

[VM AV RB VX [[VM A 2 F 2% (VWM InstanceCount) | 7F A b AR w7 ZICHUEAZ AN L
# (VM Instance |,

Count)
] G¥)  ZAUZE. Application Gateway (2D Z i S v E T,

VM A VRB VR | BIRT D VM A L AX U ADY A X (K, B, £33N OFT0F RE %2
YA X (VM Vv LET,

Instance Size)
] GE)  Ziu. Application Gateway (& A S v E 9,
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Cloud APIC GUI £ L= —E 2 734 204 ]

[FTa/,8F 4
(Properties) 1]

B

AE—Ls

[ 32—y bRITF] 7213 [AER] 2@ L £,
s[4 B2 —2y kAT (Internet Facing) ]: ZAUd, NIV DRT Y v o

«[REB (Internal) ]: 7 U > 7 LT, [IPT FLADOHI Y 4T (IP Address

IP AT A7-DIFEHINET, ZHuT Azure ITL > TEID Y THNE
‘a—o

Assignment) ] C [Ei# (Dynamic) ] 7= [##9 (Static) | & =N L 7,

[FA4F v (Dynamic) ]: Azure IZE >~ THAFI v 7 IPT KL A
NEDLTCoENET, AT Iy 7 IPT7 RLAL, VM BNEE4 57
NZEFEINET,

B VT U R AV TXRAN TR T A LTERSIN TS CIDR IZ

HASNWTIPT RLAZASAL, IPT RUANALB ERIUY 7 xRy R
HDHZLEHRELET,

ALB SKU Standard (%, #HIB L OEHIP 7 FL A &2 YR —FLET,
ALB SKU Standard V2 1%, ##HIP 7 RL ADHLEHR— K LET,

YTy b

YT xRy b ERRT DI
1.

[V—2 3 2DFER (SelectRegion) 127V v 7 LET, [U—2 3 VDER
(Select Region) 1 ¥ A 7 a /Ry 7 AnFoRranEd, [V—Y 3 V&R
(Select Region) 14 A 7w 7T, LEOFIOT S ba7 Vv LTER

L. &R (Select) 1227 V> 7 LET,

(V59 FRaTXR TR T774L0DER (Select Cloud Context Profile) ]
7V w7 LET, [T FaVTERXR TOT7 74 IILDER (Select
Cloud Context Profile) 1 # A4 7 v Ry 7 ANMFRINET,

[ T3y FDFEIR (SelectSubnet) 1%#7 VU > 7 LET, [Ty bD:ER]
AT TRy 7 ANFRRINET, HBHIIPT FLATHERRAL Ry 7 AN
FoRrENET, o= FKRTUVDIPT FLAEZANLET, £D [T 4>

I ~w—0%7 Vv LCHMELET,

SOOI TRy FEBMT5I2E, FllHa~c Z#ViRLET,

b) Fv hU—27 o— RKRT U ITHEREREALET,

z40: 7y bD—9 O— KNS 9D [T/314 RDOERL (Create Device) ] A 7RI Ry I RAD T 4—IL K

A=PAGPY
(Properties) 1]

B2l

E=0
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B cloudaricou £ER LY —ER 754 DR

[ZTO/T 4 HL:L
(Properties) 1]

E2:) n— R AT oY —D4RTE AT LET,

[E%%E (Settings) ]

Y—ERXR BA4T | TSR I TERIRLET,

cFy kU= - R AT

[TRTD+S [TRTHD ST 492 %HA (Allow All Traffic) 147> a 2G50
TAVIEHA | Ly pERELET,

(Allow All ) i ] B
Traffic) | [TRTD LS T4 v Y EHA (AllowAll Traffic) 147> a v a2(4cT5 L,

AN B =T 2 A ABET DI T F Y DT RTOL LA T RBEOT Y R A
U R T RANFASNET, FMICOWTE, (TRXTONT 74 v 7%
FFAIOA T > a3 AZONT 219 X—Y) | ZEZHLTIEEN,

GE) ZoFTvarzAICT LN, ZhulkoTexRa T 0 URY
DIAELRNZ L ZHER LTS IZEN,

T RXTDO T 74 w7 ZFF AT 25813, [TRTD ST T4 v 9 Z5FA
(Allow All Traffic) ] —U 7T, [A%) (Enabled) ] 7 1 —/L FOE{IZH %
Ny 2 A%V 7 LET,

T RTDINT T4y 7 A LRWGEEIE. [TRTO S T4 v 9 %&5A
(Allow All Traffic) 1=V 7T, [A% (Enabled) ] 7 1 —/L ROE{DR v
U Ru A7 (GBYRER) LIcEEITLET,
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Cloud APIC GUI £ L= —E 2 734 204 ]

[FTa/,8F 4
(Properties) 1]

B

AE—Ls

[ 28—y R £ 7203 [RIER] 2 8K0 L £+,

s[4 B2 —2y kAT (Internet Facing) ]: ZAUd, NIV DRT Y v o
IP BT D7D HEINET, ZHid Azure IC L > TEIY B THE
7

U U —=22503) L VAETOY Y —ZATIL, [4 2 —2 v AT (Internet
Facing) 147> a v OERIL, 1 DOF 74/ FDOAT Y v Taw
FZ RIPT RLVADHBERKT DDA INET,

VU —2250Q3) LIETIZ, Zo_—Y0[7BYFIVRIPA
(Frontend IP Names) 1 7 4 —/V RTOERITIL LT, [M v E3—FY
FEIF (Internet Facing) ] 4 7Y a v 2R LT, H—DF 74/ k

NIV 7ay by RIPT RLAERITERDO AT v 7 7a v
F o RIP 7 FL A& TE £7,

«[RER (Internal) 1: 7V v 27 LT, [IP7 RLADHEIY KT (IP Address
Assignment) | C [B)f9 (Dynamic) ] F7-1% [F#R0 (Static) ] 23R L £,

[#A4F=2v% (Dynamic) ]: Azure (IZ L > THAFI v/ IPT RL A

NEDY¥TENET, X141 TIvZ7IP7 FLRIZ, VMR E#HTH=
NZEB I NET,

«[B%80 (Static) ]: 77U R avTFA L 777 AL TERSIN T
5 CIDRIZHASWTIP T L AZ AL, IPT FLUANNLB &R CH
TExy MZHDHZ L EMBLET, HHIP T RLAIX, a— RAT
P IZBEM T B vE T,

(G¥)  Cloud APIC I%., #E¥#: SKUNLB O A& 1ERL L £,

[HRELY)Y—R
5 )L—7 (Custom
Resource Group) ]

WMBZIG U T, AR L U —RA T )—TD4H 2 ANTTLET,
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[FTa/,8F 4
(Properties) 1]

B

Subnets

YT Ry b EBRT DI
1.
2.

[+ 5Ty FDENM (+AddSubnet) 1527V v 7 LET,

[V—2 3 2DFER (SelectRegion) 127V v 7 LET, [U—2 3 VDER
(Select Region) 1 # A 7 a VR 7 ARFREINET,

[V—2 3 DR (Select Region) 1 %A 7 v 27T, EIOFIDY —2 =
7V v LCERIRL, [BIR (Select) 1227V v 7 LET,

[P59Fa TFFER M FOT774ILDER (Select Cloud Context Profile) ]
7V v 7 LET, [PFDFaVTHERN TAT7A4ILDFER (Select
Cloud Context Profile) 1 # A4 7 v Ry 7 ANRFRINET,

(V59 KavTX%R s 7O 77 4)L (Select Cloud Context Profile) ] %A
Turc, B0 S R arysx AN TFu Ty A vE 7Y v 7 LT
BIR L, [#IR (Select) 127V v 7 LET,

[V T+ y FDER (SelectSubnet) 1227V v 7 LET, [HTHv FDEIR]
BATaT Ry 7 ANERISNET,

[T b OFR (Select Subnet) 1 XA 717 T, EMOFIOH T3y |~
#2727 LCTEIRL, ER (Select) 1227V v 7 LET,

ED g4 90)] ~—2%7 )7 LTCHELET,

IO TRy MEBMTHI2E, [+ TRy bOEM (+ Add Subnet) ]
EHEZY 7 LT, INHOTFIEEZEEY KL ET,

R E

TREIZ2Z U 27 LT, [F#RT (Advanced Settings) ] =V 7 ZJEB L £,
WO N BRFERSNET,
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[FTa/,8F 4
(Properties) 1]

B

[ZAY RIVRIP
£ (Frontend IP
Names) ]
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B cowaricou R LES—ER 780 RO

[FTa/,8F 4
(Properties) 1]

B

JU—225003) LA, A Z—Fy FMEITOFR Yy hT—2 m— KT %
LTHEEO 7 v RIP T KL AZMERT 27200 %R — kN 23FH AlHElC
Y FELE,

TI7HNMETE, AF =Xy MATFOFRy hT—2 m—RAZ H I
B—p7nuy bxy RIPT7 RLABABMICERSES, Zhid, V) —
A 25.0(3) LAl CHIH T RE 72 BEAF OBERE T,

A BA—=Fy FNAT Ry hU—27 a— RS UHICEBNMDO 7oy hoy R
IP7 RUADNKERGEIE, +782 I RIPZDENM (+AddFrontend
IPName) 127 U v 27 LEd, Ziux, VU —2R2503) THAZIIHHE
BET9, FFEMZOWTIE, Azure * v FU—27 a— KRR U OEEO 7 o
YR RIPT RLADHERIZOWT 2163—) 2B L T &0,

o= YTICT7ury b RIPAZBINTLE, ZOA ¥ —xy MNalf
X hU—7 a— RKRZ Uo7 a L hm RIP T KL AEE D Y
THZENAzurelZBHENET, 2OV TICANTEHE 70 h R
IPA4IE, H—OBEM7ay b= RIPT RL AR 7,

TOTYVTONRTY vy 7ar b RIPT RLAx EEO7a Y T RIP
TRULALEBEBNO7ay = FIPT RLA) 1E, AzurelZ X > TEIV Y THR
*7,

1. +7BR2FTYRIPA®EM (+AddFrontend IPName) ] %#727 U > 7 L
T, Azure Cr v hU—27 m— RARZ UHZEY Y THEMD 7 b
KIP 7 RLUADARIZEMLET,

2. Bo7ery b RIPT RVADLEIZEATIL, FHUOT =7 <~—7
U L THLW TR Ry RIPA AR LET,

3. +7RYFIURIPEZDEM (+AddFrontend IPName) 1 ZHE 2 U > 7
LT, Azure TRy hU—27 B — RAZ 2RV Y THEMO 7Y h=
Y RFIPT RLRADARTZEMLET,

T, AVE—Fy MAWTO Ry NU—27 a— RANZ UHICEF 3207
0y hm RIPT RLABMERL L LET,
3O5o07ur b RIPT RLADRMDOT RL AL, U VU —225003) &
VRN CE 2EFOEEZEH LT, T 74/ N THEIMIZEID 4 TH
ﬂij‘o

cRIZ, +7BY IV RIPEADEM (+AddFrontend IP Name) 1% 2 [0
Uy Z L, 200 7ay v RIP4 (7=& 21X, frontend2 &
frontend3) AL T, £ v Z—Xy FNATHX Yy FTU—2 a— AT 4
WL TEFH3I 2O 7 b2 RIP T FLAZE Y Y THZ L% Azure
[ZmmLET,
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[ZTO/T 4 HL:L
(Properties) 1]

T 7V B LOHREADO 7o b= RIPAICEEMITFONZ7 0 bz
VRIPT RLREFRRT BT :

1. [Z7FV4— 3 &HE (Application Management) ]>>[H#—E X
(Services) ]>>[T/3A4 X (Devices) ] lZBEI L %7,

2. WSNEY—ERTARARAEZE TN ) w7 LT, TOF—ER TS
2D [BEE (Overview) | ~—T &R R LET,

3. [95%9FK1JY—X (CloudResources) 1>[Z7B> kT2 KIP4£ (Frontend
IPNames) 127V v 7 LET,
T74NEOT7RY =Y RIPT RLVREX, ZOFEMS—0 (F740 1

(Default) | ¥ 7 L EHIZRRENFET,

) V=K RX—=F 4 B— T UM EREREAILET,

RUN:H— K N—T 4 A—FENZ YD [T/31 ADOYERL (Create Device) ] 5 A 7R Ry I ADT 4 —IL K

[ZTO/T 4 HL:L

(Properties) 1]

=01

ARl THA ADAETEANTILET,
Trr b T MERIRL £,

1 [TH2 FORR (SelectTenant) 14227 VU v 7 LET, [T+ FOBER (Select
Tenant) | A4 7 a7 BnFRINET,

2. EMOIMNG, 71U vy 7 LTT T Fa2ERLET,

3. [EIR (Select) 127V v 7 LET, [T/34 RDYEFK (Create Device) ] % A
TarRy 7 AR £,

[E%7E (Settings) ]

Y—EXDEE | TR XA TERIRLET,

e —RFNRN—=F 1 B—= R T Y

[fERE—F [EL%2 % (Selectors) ] Zi&IRL £,
tion M
(CreationMode) 1\ or) 55 1 X [4 w8 —T T4 R (Interfaces) ] 7 1« — /b KAER S TUE T,
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B cloudaricou £ER LY —ER 754 DR

[FTa/,8F 4
(Properties) 1]

B

(Interface) 1]

VRF [VRF D:ER (SelectVRF) 1% 7 U > 7 LET, BAVTUV S [VRF DR (Select
VRE) A4 7027, 7V w7 LTEDHIDVRFZERLET, EIR (Select) ]
7 Uv T LET,

[MUB3—T AR [ Z—T A ZADEM (AddInterface) (227 Vv 27 LET, [AvE2—T A

A (Interfaces) ] 7V 1 >~ RUNRERINET,

1. [M232—7 x4 REE (InterfaceSettings) 17 + —/L R THIA > ¥ —7 =
A ADXHTEZ AT LET,

2. M3 —TJz4RX LYV 2MDEM (Add Interface selector) 127V v 27 L
7

3. [V —T 4R LI ZMDEETE (Interface Selector Settings) 1~—" T,
A B—=T A ADLHTZ AT LET,

4, [—8=X (Match Expressions) ] 7 4 —/v F T, [—E=R (Match Expressions
)1%7 Vv LTERLET,
[F— (Key) 1: 24U, IP, V—Vay, FRIEHAZ L RX—ADH
7 LI H2TT,
- (BEF (Operator) ]: Z#UE, equal, notequals, in, notin, key &Y .
Foidkey 2 LOWVTNANTT,

‘[E (Value) ]: ¥— R 8—F 4 D — KT o OAEE 21T~
NTO—2ZDIPT KL A,

5. Fxvl/ ~v—2%7 Vvl L TA L Z—TxAA%BML, [BF (Save) ]
(A Z—Tx2A A4 RY) 2707 LET,

6. [R%TE (Save) 1 ([T /31 ADIERL (CreateDevice) |V 4> Kv) #27 U v 7
LET,

[1 32— 4 AMEM (Add Interface) 1227 VU v 27 L, Fllia~e Vi
LT, EBIAZ—T oA AZ&BMLET,

GE) =R NX=F s DOur—RNNFT YA F—T A AL, wVF /) —F
P—E R T 7IRETIHEAE. YT Ry b _X"—=ADk LT X TR
TAHVENRH Y £,

d V=K"= 4 T7 AT U+ —/VILERERE AT LET,
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Cloud APIC GUI £ L= —E 2 734 204 ]

RV:H—FRIR—FT 4 T7AT04+—ILD [T/31 ADYER (Create Device) ] 5 A 7RT Ry D ADT 4 —IL K

[T« HL:

(Properties) ]

%

&I T A ZADARTEANTILET,

[E%%E (Settings) ]

Y—ERBAT |[TAAL R I TERRLET,
=K R=T 4 T AT T x—IV

GE) Y= RRX—F DT AT It — IV~ LF ) — P —ERTFTD
BAIDOT NA AT HZ EILTEERA,

VRF VRF Zi#®IRT 51213, WOFIEEZFEITLET,

1. [VRF®D#EIR (SelectVRF) 1% 27V v 27 LET, [VRFODER (Select VRF) ]
AT aIT Ry I ANRFRRINET,

2. [VRF M:ER (Select VRF) 1 ¥4 7 a7, LEAIOHOVRF %27V > 7 L
TEIRL, [EIR (Select) 1227V v 7 LET,

Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1)—X 25,0(1)-25.0(4) .



LAY and LAY 1H4—ER0OER |

B cloudaricou £ER LY —ER 754 DR

[FTa/,8F 4
(Properties) 1]

B

A3 —T (4R

[ 2 —T A ZADEM (Add Interface) ] %27 U v 7 LET,

[BRE] N—URFrRINET,

1. [®&AT (Name) ] 74—V RiZ, 4 ¥ —T = ADL4RIE AT LET,

2. [TRTD LS T4 v & (AllowAll Traffic) 147> a 2 HCT5
ME D MERELET.
[TRTD ST 499 %A (AllowAll Traffic) 147> a v EHMNIT D
L AVE =T 2 AABRBT DT XY hA~DTXTOA Ry FBLWY
T MO RT7RARFASNET, FFHICO VT, [ To T
T4 T EHFAOLT L g 200 T 2193—) | ZBHLTIEEN,

GE) ZoF7var i AT LHRIC, 2k TEFxFa2 VT4 U
ATRFRELRNZ LR LTI EEIN,

T RTDO NI T 4 v 7 HFATOHEE, [TRTD ST T4 v ZEFFA
(Allow All Traffic) 1=V 7T, [#%1 (Enabled) 17 1 —/L FORIZH
BRI A& Vw7 LET,

T RTDO T T4 w7 EFITLRNVGEIL, [TRTDO ST T4 v I %5
"] (Allow All Traffic) ]=Y 7 C, [B#% (Enabled) ] 7 1 —/V FOR{D
RNy 7 AeA7 @R LicEFicLET,

3 [MYB3—TxA4 R LY ZDEM (Add Interface Selector) 1% 7 UV v 7 L
£7

4. A B =T A RABLIEZDOLFHIZATILET,

5. [—®=x (Match Expressions) 1 %7 U v 7 L GEBIRL E7,

[F— (Key) 1: 24U, IP, V—vay, FHREHIAZ L RX—ADH
7RV HTT,

« [EEF (Operator) ]: Z4uid, equal. notequals, in, notin, key & ¥ .
Fold key 2R LOWTANTT,

«[fE (Value) 1: 77V, Web, Wixy hU—7 HFHXY hU—7
FRIINE R U= DIPT LA,

6. [BAN (Add) 127V >7 LET,

7. FlEa»b fE2BEVIKLT, I F—T oA A&BMLET,

ATy TS RENKD-STZ [Savel 7 U v 7 LET,
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ATYT6 [H—ER TS5 TDER (Create Service Graph) | # A4 70 7Ry 7 ANFRENET, [BIOY—FK /83—
T4 774 T 24+—ILEER (Createanother Third Party Firewall) 1% 2 U v 27 LT, BIOT /A X &AE
R LET, [[T/84 ADYER (Create Device) | A 7 /Ry 7 ANRFRINET,

GE)  ULi3a@H, LAANSIERR L7 7 A R & BT 5 K 9RO E4, 2L, thae2 Vv 735
&L [T/N RADHERL (Create Device) 1 X—VICREY £3, 22T, BT I2ULERH LT /31
AL BIRTEET, BHIOT A XL, V=R X=FT DT 7 AT U4 =M LRNTLIZEN,

Cisco Cloud APICGUIZEAR L= —ERXR 57 FoFTL— FDER

Z DX 73 TiL, CiscoCloud APIC GUI i L7-H— / — FE7zid~/F /) — Fajs
Y—b2 57 T — FOERFECONTHHALET,

IR BRI
T AL T TIZERENTWET,

ATV AT TAarz7 0y 7 LET, [Tk (ntent) | A== —RERINET,

ATV T2 [Tk (ntent) RBERY 7 ADTFILHD Krny T XY RMEZ7 Yy L, [FTVr—avER
(Application Management) ] Z 3R L £,
[7FUHr— 3 UEE (Application Management) 147> g > DU A RN [4 T2k (Intent) | A ==2—
WCRRSNET,

ATV T3 [Tk (ntent) 1 A==2—D [FFTUr—2 3 0 EE (Application Management) ] U A k¢, [¥—
E R (Services) ]>>[H—E R 457 (Service Graph) |>>[H—E X 45 7ML (Create Service
Graph) 1227 U v 7 LE7, [H—EX JZ IDOER (Create Service Graph) 1Ry 77 v 7R RIS
F9, [SH. BOFL &S (Let’sGetStarted) | 227 U v 7 LET,

AT T84 RO[V—ERTTTOERLIAT T Ry 7 AD7 +—)L K (Create Service Graph Dialog Box Fields) ]
DRITRINTND EHIZ, &7 40—V FIT#EYREEAD L, HITLET,

RB:Y—ER TSI ITDERFATET RV RADT 4 —IL K (BE—/—FRElT)

A=PA £ EA
(Properties) 1]
X1
Z2X:1 Y=t R TTT7 FTUoTL—FOL4RTIEAD LET,
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LAvans LAY 14—EXOER |
B ciscocloudapicoUIEERLES—ER 557 FUTL— bR

[FanFq BL)]
(Properties) 1]

Tk Ty P EERLET,

1. [TF> bD:ER (SelectTenant) 127 VU v LET, [TFH2 FOFER (Select
Tenant) | A 7 a7 BnFRINET,

2. EMOIMNG, 727U v LTT T baERLET,

3. [ER (Select) 1227V v 7 LET, [W—ER IS5 TDERL (Create Service
Graph) 1 %A 7 a /Ry 7 AZRED £7,

SRER H—bR 57T — NOFAEALLET,

[E%7E (Settings) ]

TINA REER TNA ZAEBIRL £,

1. [T/NA ZDFEIR (Select Device) 1 %27 U v 7 LET, [T/34 RDBR (Select
Device) | XA TR NFRINET,

2. EMOFING, TARAAEZ7 ) v 7 LTCERLET, FTO[TFNASARAD ROy T

(Drop Device) ] AR—RICT A A% KTy 7 7T K Fey7LET, I

WLV, ZOT AL RAEZATOEREOT NA AZFINTEH/NSRT 4 R
MBAEET,

3. [DER (Select) 127 Vv LET, [W—EX J S IO (Create Service
Graph) | ¥4 7 a7 Ry 7 AR £7°,

RUA—ERTSTDERFATRT RYIADT4—IL K (IILF/—FRAIT)

A= PAG P EBA
(Properties) ]
i
Bl P—bR TT77 T T — hOARTEATTLET,
Tk TFU M E@RIRLET,

1 [THY bD=FER (SelectTenant) 122 U v 7 LEd, [TFH2 FOZRER (Select
Tenant) | ¥ A 7 a7 RERINET,

2. EDHNG, 7V v 7 LTT T FaRERLET,

3. [BIR (Select) 127 Vv 7 LET, [W—ERXR TS TDER (Create Service
Graph) | ¥4 7 aZ KRy 7 AR £7°,

Bl HF—bR 5T T — NOFAEAS LET,
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[TonTa s BA
(Properties) ]
BE  MERIRRVICESNT, TS RETORY 7 A RNTZ 7 7R ey 7 LET,
[77U—23y |1 77V r—2arya— K RIGUH FRARETORYy I AIRT w7 7o R
B—kNSUY ey 7 LET,
(Application Load X X ) o
Balancer) ] 2. [—EX/—F (Servicenode) | #4707 Ry AT, [FTUr—av
O— K/35 U9 ®Mi#EIR (Select Application Load Balancer) 1 %27 U v 27 L., &
MOF|T[T7Y o —ar a— RZ 4 (Application Load Balancer) | % 7
Vw27 LCERL, BN (Add) 1227V v 27 LET,
[P—FNR=TFT 4D |1. TORYIATT AL ADKICYH— R ~F 4 T 7 AT T4 —N%E KT IT
27A4T7 24—l VKN Rey7LET,
(Third Party X ) )
Firewa“) ] 2 [-U-_EX / - I: (SerVice nOde) ] 5\/1) 771:7 7‘ 7j_\\‘ b4 7 XVC\\ [-'j-_ P /€_7__4
274 F794—I)L (Third Party Firewall) 1 %2 U v 7 L, ZflOF|T[V¥—F
N—F 4 774 74—/ (Third Party Firewall) 1 %227 U v 27 L TEIRL, B
m (Add) 127V v LET,
() H—=FRX=TFT 4 T AT U —NEY—ERX T TTDORYND /) —F
T B EixTEERA,
3. V=R RR—=FT 4 T7 AT U= NDaryva—~vlTa—F =20 ¥ 1 L
7 MEREEFENCT2HEAIE. [avya—< a9 % 8247 (Consumer
Connector Type) 1 7+ —/L KT, [UHA4 LY k (Redirect) 147> a Ok
DRy 7 A F =7 B ANET,
4. Y —KR=FT 4 T7AT U= NDTaR_f T~ Ta—HF X—=2D ) XA L
7 MERREAENCT L25E61E, [FANAF— %92 24T (Provider
Connector Type) 1 7 4 —/L RC, [ &4 LY kb (Redirect) 1 47> a Dk
DRy 7 AF =7 2 ANET,
5. [FAnAF—ax9 % 24 7 (Provider Connector Type) ] T, #4254~
YarORCF =y 72 ARET, FEMICOWTIE, b4~ A V79—
ERUXALT R ZBRLUTIESN,
6. [EM (Add) 1227V >y27 LET,
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B ciscocloud APICGUI R Lz LA YAt s LA Y T H—ERDEM

[FTa/,8F 4
(Properties) 1]

B

[ry FT—2 AO—
(A B4 a
(Network Load

Balancer) ]

Py hU—=7 0 — KRGV TNRAZRETORY IR RT v 7 TR Ry
FLET,

[f—EX /—F (Servicenode) 1 ¥4 701”7 Ry 7 AT, [*y hT—% A—
/N5 o5 ®M5&R (Select Network Load Balancer) 122V v 7 L. ZEMDOF|T
[fy FU—27 m— K37 4% (Network Load Balancer) | %7 UV v 7 L CiER
L. M (Add) 1227V >v27 LET,

Fy hU—7 a— RS oHparyya—~lilTa—F =20 #4177 |
MEEEZ AT A, [AvYa—< aAR9 % 24 7 (Consumer Connector
Type) 1 74 —/L FT, [UFA4 LY b (Redirect) 147> a v OBEDR v 7 A
WZTF v 7B ANET,

Xy NT—7 a—RKRZo¥DT a4 X =l Ta—HF X—=2D Y ZA L7 b
MEREZ AT HBE1T. [FAnNAa F— x4 24 7 (Provider Connector
Type) 1 74 —/L FT, [UEA4 LY b (Redirect) 147> a v OBEDR v 7 A
WF v 7B ANET,

LE (Add) 1227V v 7 LET,

[F— k=T 4«

A— kNS Y
(Third Party Load

Balancer) ]

P— K RX=F 4O —RKRXF oY TR AETORY I A RT T TR
Fay 7 LET,

[—EX /—F (Servicenode) | ¥4 7R Ry 7 AT, [H— K NR—TF«
O— K/85 U3 ®ME#IR (Select Third Party Load Balancer) 1 %27V v 27 L., /&
foFITYH—RF N—FT 4y v— KR o% %7V v 7 LTRIRLET,

[A22a—<T A2 —T 4 RDFER (Select Consumer Interface) 1 %7 U v
JLET, AE LTy — SN F—T oA AEBRINLE T,

[TANAZF— A 23 —T x4 XD:ER (Select Provider Interface) 147 V v
JLET, BE LTy —7 SN v F—T =4 AERINLET,

LB (Add) 1227 U v 27 LET,

ATYTE BENKDSTZ5 [Save] 27 U v 7 LET,
RATv 76 [EPG@IE (EPG Communication) ] ¥4 7 a2/ Ry 7 ARFoRINET, [FEMICFEE (Go to details) ]
7V LT, Y—ERTITT7 T 7 b— e LET,

Cisco Cloud APIC GUI Z{ER L =LA V4 h s LAV T1H—EXDEMH

OBV arTE, LATVA~ L AT T —ERAERRERETAFECOVWTEHBALEST, 20
FEIL, PN ) —FBIO~ALF ) — FOREICEHTX £,
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ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

Cisco Cloud APIC GUI £ A L= LA v 4n 5 L1 v 14—EX0EH [

1R BHHIIZ
o TNA AERER LE L,
e —ER TTIRERESNE LT,

AT TAar 270y 7 LET, [Tk (ntent) | A= —RFRSnET,

[>Tk (Intent) |BRBRY 7 ADTFTDO Ruy7Fyo0%227Y v L, [#BK (Configuration) ] %
BINLET,

[41 T2k (Intent) 1@ [#/ (Configuration) 1 47> a DU R FRFRENET,

[41>F >k (Intent) 14 ==—0[#mBK (Configuration) ]V A k. [EPG Communication] %2 U v 7
LE7, [EPGE(E (EPG Communication) ] # A4 7R /ARy 7 A2, AYLa—<EPG, AV k3Y
b, BEOTONA H—EPGOIERNPERINE T,

a7 NEBRLET,

a) [A2 b5 FOFER (SelectContract) 127 Vv 7 LET, [A2 FZ59 FDER (Select Contract) ]
A TaT Ry 7 ANRERSENET,

b) [AY 59 FDER (Select Contract) | A 7 a 7 OEMDANA T, BfE 7Y 7 LTHEIR
L. [FER (Select) 1227 Vv 27 LET, [A2 FT9 FDEIR (Select Contract) | ¥ A 712 K
7 AL ET,

2 Y2—~ EPG ZBINT 5121k, ROFIEEZFATLET,

a) [3>La—< EPG®:EM (Add Consumer EPGs) 1 %7 U > 7 LEd, [A>a21—<—EPG D&
R (Select Consumer EPGs) 1 ¥4 A 7 0V NERINET,

b) [A>2a—< EPG MO:&IR (Select Consumer EPGS) | %A 7 2 7 DEMMDRA T, Fov IRy
A&7V w7 LT, 77U REPG (WEIRITr— AT UH08E) £720137 70 RIMTEPG (A
YA =%y M a— RART YDA IR L £, [EIR (Select) 1227V v 7 LET, [AY
L 21— EPG M&IR (Select Consumer EPGs) | # A 7 a7 hR v 7 ANRAL ET,

TaNA F— EPG ZBINT 512X, ROFNEEFATLET,

a) [FB/\A4 4 —EPG M:EfM (Add Provider EPGs) 147 U v 27 L¥9, [FA/\A 4 — EPG D:#EiR
(Select Provider EPGS) | %A 7 B V7 INF/RSLET,

b) [FR/NA Z—EPG M:&IR (Select Provider EPGs) | ¥4 A 7 a 7 DLEMMDNA T, F=v IRy
AEFATLTT AL F—EPG &N L, [EIR] 27V v 7 LET, [FA/NA F—EPG DFER
(Select Provider EPGs) 1 %A 7 a2/ v 7 ANAL ET,

P—ER T T T EERT DI
a) [EPF@&EDHE (EPG Communication Configuration) ] %A 722/ C, [H—ERX J 5 7MD:#EiR
(Select Service Graph) 127 Vv 7 LE7, [—EX 535 T7D:EIR (Select Service Graph) ] %1
T RNy T APERSNET,
b) [H—EX T3 T7D:&EIR (Select Service Graph) ] ¥ A 7 a7 OIEMMONA T, h—ER FF 7%
70 w7 LGERL, &R (Select) 127 U v 27 LET, [W—ER T35 T7M:&IR (Select Service
Graph) | #A4 7 a7 Ry 7 ANHEL £9,
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ATy T8 [H—ERXRFTZTDTLE1— (Service Graph Preview) | T, [P 5P K B—K NS Y JRXF—0DiE
fn (Add Cloud Load Balancer Listner) 1227V v 7 L%, [2592 K B—K /NS Y JyRF—0NEMN
(Add Cloud Load Balancer Listner) 1 %4 7 a7 Bn& RS, VA FT—%2BITEET,

UAF—=IE, 7L ADREEST DR — 7w banr Ty,

ATYFT9 KO[ZTTURa—RKARToH URF—DBMFAT TRy 7 AD7 4—/L K (AddCloud Load Balancer

Listener Dialog Box Fields) | 7—7 /L CU A SN/ 7 4 —/V RIS T HMEEAD L, SfTLET,

KBTIV r—a v F— b9/ BHIS59 K 0— KNS VY YXF—0BM (Add Cloud Load Balancer Listener) ] %A 7 0%

Ry P RDT4—IL K

CA=VAaPt
(Properties) 1]

B

481 (Name)

U AT =042 AT LET,

[R— & (Port) ]

TNAANDT T4 v 7 2T ANDR— b2 AN LET,

JOokaj

TV r—=vary =T =A OEAIE, [HTTP] £/ [HTTPS] 22 U v 7 L
TERLFET,

Security Policy

Nay 72 VA RE 2w L, Exa T K o—ZRRLET (HTTPS
DER SN TV D IGEIT O BRI ATEE),

SSL EBAZE

SSL REBIE 28I T 5 121X (HTTPS 23R S LTV D 5812 O 8RR AT EE):
1. [SSLEIBREMEM] 22V v LET,

2. 7V w7 LT, BT EHEZEOF = v 7Ry 7 A%F A LET,

3. F— U T aHRL T ZE N

L [F—U2IDERI 227V v 7 LET, [F— 12U DER (Select Key
Ring) 1 Z A4 7 v/ mnFmRanNET,

2. [F—1Y Y DER (SelectKeyRing) 1% 4 77T, EAOFOX—1
V7 %7 V7 LGRIRL, [ER (Select) 127 V27 LES, [F—V

2 MEFER (Select Key Ring) 1 X4 A 7 a2/ HRy 7 ARMALET,
4, [(EBAZER N7 Fuvy 7 Xy VA N2 7 Y v 7 LT, iEAEEZRRLET,

(GE) U AT =3B OGENE RSO LR TEET,

JL—ILDEM (Add
Rule)

W=V EE T NA A U AT =BT 512iE, PLb—ILDEM 227 Y v/ LE
T, [L—=IL] U A MZH LWTRFER S, [L—ILERTE] 7 « —/V RBE/2 D
N
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Cisco Cloud APIC GUI £ A L= LA v 4n 5 L1 v 14—EX0EH [

(AT«
(Properties) 1]

B

JL—ILERTE
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(AT«
(Properties) ]

B

L—IL

« BT HAIOARTZ AN LET,

e RA R i RAREANLT, KA MR—=2ADOFEMEERLET, ZDOKA
AT L CERMNMTND &, FBE LT 7 a v nFE7anE7,

SRR RAEASI LT, SAR=ADRIFEAFR LET, ZOSKTH LT
TRMTOND &, HELET 7y a v NETESRET,

cRAT T var AL, FITTDHT v a BTN, ATEMLET,
Toay EATOF TS g

cEALY b RkOF T ar2EHLT, V7R ERIOLFTICY

%%E (Rule Settings) 134 T, RDOA T a R ELET,

CEEREERY  KOA TV a EBEHL TUSEEZRLET,
cBEEBERL  JGEA -V EANLET,
CEEBEI—F SEa—RFEATLET,
CBEDGEIVTIUY RAT car Ty AL TERIRLET,

CERE RO T a v EFEHLTNT 74 v 7 2L LET,
ciR— b THAANNT T 4 v BT ANDR— N2 AT LET,
« 70 k)L [HTTP] F720% [HTTPS] 2R L £ 9,

c JANA S —EPG: N7 7 1 v 7 BAEET S Web ——%FfD
EPG,

« EPG : EPG % i&IR¥ 5 1213:

1. [EPGOZFER] %27V v 7 LET, [EPCODER] XA T 0T Ry
I ANFRINET,

2. [EPG OEIR)| XA 7w T, EROFIOEPG %7 U v 7 L&
RU, ER (Select) 1227V w7 LEd, [EPGDER] XA 7
a7 Ry 7 ANRALET,

ALV FLET,

cFALY ba—F  [UYFALY ba—F FryT7¥T U R |
27Uy LT, a— Fa®ERLET,

cFALYD FRRAME VXAV FORAMNMEANLET,
cBALALID R NRRUEA VLT N RAEZATLET,

cUBALLO R R—F TFARALAR NG T 4 v I BT ANDLER— R
EANTILET,

. Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1J—X 25,0(1)-25.0(4)



| Lavansd LAYIF—EROER

Cisco Cloud APIC GUI £ A L= LA v 4n 5 L1 v 14—EX0EH [

(AT«
(Properties) 1]

B

cYFA LY TR [UFALY FTB Ol (Redirect
Protocol) ] kmy ¥ URX 427U w27 LT, [HTTP].
[HTTPS]. F7-i% [# & (Inherit) 1 Z3RL £,

cEALY RO VEALV I N 72V B AT LET,

EEHEFz VY
(Health Checks)

TTV r—varua— RKRTo%E, BaAEOZOIC Ny 72y R — L & —
oy NCTIEFEMF =y 72FTLET, ZiUL, EFEF =y 7 THERTEET,

«[ZB b2 (Protocol) ]: [HTTP] £72iX [HTTPS] 227 U » 7 L GEIRL F
j‘o

e [/XR (Path) ]: "AZ AN LET, 774/ ML/ TT
s [R—bt (Port) ]: E¥MWTF =y #F 7T 57— e ATTLET,
o [FH#E%E (Advanced Settings) ]

[EEALELME (Unhealthy Threshold) 1: 2D L& WEZER L T, Ny 7
TR EZ—=TFy NIRERETHLET RRFZAXENDXA IV TERELE
D

[BA LTk (Timeout) |: EFMEF v 7 DEA LT 7 FOEEZASLE

To
< [EFE (Interval) ]: F = v 7 2374 SR Z IRIE T DB 2 HALTAT)
Li‘j—o

« [BZha— F (Success Code) ]: kZha—RKEZ AN LET, 7 74V M 200
~ 399 T,

c[L—Ib R R ZEFERA (Usehostfromrule) ]: A8 A R & /L— L7 BIER
TOMERDLGEIE, Ty IRy I A% 7 )y LET,

«[(RRX b (Host) ]: [Jb—ILhi5/RR F&EFERA (Use host fromrule) ] 23 F = v
7 INTHRWESEIE, EFRMET =y 7 IEHT 282 M ERELET,

SET LG, b—ILoEm 227 Vv 27 LET,

R: 2y FIT—9 O—FKNSUHYRAMV SO K O— KNS Y 1)RFT—0ENM (Add Cloud Load Balancer Listener) ] %A 7 04

RYPADT4—ILF

[Za/F~«
(Properties) ]

Bl

£ a1 (Name)

U A F—DxH12 A LET,
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[Ta/RT4q s BA

(Properties) ]

Jotan [TCP] £721X [UDP] % 7 U v -7 L TIEIR L £7°,
(Protocol)

[(R=k (Port) 1 |FAAARNET T4 v 7 &% F ANDE— FEANLET,

[ZEVFIVRIP|I /59 Fa— RS oH U RF—% M+ 5700 b RIPT L X &38R L
£ (Frontend IP | &4,

Name) .
] [T7AIBIPZEFER (UsedefaultIP) 1: 774 ko7 v KIPT

RLATZ 77 Ra—RKARZ0% JRF—5MRT 512, 2ot var
Z@IRLUET, Zhix, U U —2%25003) LLETCRIH ATRE 2R BEAFE DORERE T,

« [<frontend_ip_name>] : Z DA 7> 3 &#ER LT, Cloud APIC GUI % fi /i
L7zh—E & T3 ZDMER (275 3—) TI DA X —F v MalFF* v
NI —27 B — KRR UHDOYF—ER TN, RAEER LT E IR LI, 7
0y by RIPAICEEMT ONEBMO 7 ey v RIPT RV ALY Z
T RBa—=RKRZUY U RAF—EERLET, U, U U —225003) TEA
SN HHERE T,

FANZHOWTIL, Azure * Y hU—27 a— AT U H0EHO 7o ho
RIP 7 RLADHERIZOWT (216 X—Y) 2L T ZEW,

JL—ILERTE [JL—ILERE (Rule Settings) ] XA > C, ROA T v a v EHRELET,
« BHET : BAlOARTZ AT LET,

(7O 32 B4F (Action Type) ]1: 7 7 4/ b T [#EikS (Forward to) ] IZ
BESNTWET, T 74w 7, UFCERLEY e harzfEHALT,
B L7 EPG DR — Mzt &N ET,

[R—Fk (Port) 1: Ny 7= K 7= H—=n_"=PNa— R KNZHFnH0 k
T4 I BT ANNDAR— 2 A LET,

«[ZB k3L (Protocol) ]:[TCP] £721X[UDP] %#7 VU v 7 L TEIRLET,
* [EPG] : Web — "—3 T 7 ¢ v 7 Z 4T 2 EPG,
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[Ta/RT4q s BA
(Properties) 1]

EEHEFzVY 0— KRS, ma D DI Ny o R ) X — TR
(Health Checks) | x> v 27 2% fTLET, ZZTHRTE T, -

«[Z8 k3L (Protocol) ]: [TCP]. [HTTP] £/21X[HTTPS] %27 U v 27 LT
IRLET,

s [R—bt (Port) ]: E¥MT =y 7 2#FET7T 58— AN LET,
« [F#@E%E (Advanced Settings) ]

[E&74LELME (Unhealthy Threshold) 1: 2O L EWMEEER LT, Ny 7
TUREZ=T Yy IRERETHLET RREAALAXINDZA IV THIELE

£
o [[Ef@ (Interval) ]1: = v 7 2 FI77J HRIRARET 5K A2 HALTAT
LET,

MTLED, [Add] 227V v 7 LET,

AT KTLEL, [Add 227V v 7 LET,
=R ST INRESNET,

RESTAPI Z A L-—EX 35 7D EH

WD 73 TiE, RESTAPIZHEH LT —E R 7T 7 2RI 5 HIEICHOWTHBALE
j‘o

RESTAPI %R L4 2 —%y rRITO— K NS Y DER
Z OfFITIE, REST API Ml L THERIMIIT O r— K NNT U 2 EkT 2 FikE R LET,

2ATF9T1 7V =Yg F— oA (TFVr—rarra—RART08) OREMAIT e — RT3 2 1ERT

DL

{1

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<cloudLB scheme="internal" type="application" name="alb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl1l51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1"/>
</cloudLB>
</fvTenant>
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B restap zEALEA Vs —%y FAFD— E RS LSO

ATvT3

</polUni>

Azure @ — R RNZ 27 (Ry hT—7 v— RKAZ %) ORNERIT e — KT 2Bk T 5121
51

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[subscription id]-vendor-azure" />
<cloudLB scheme="internal" type="network" name="nlb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/241" />
</cloudLB>
</fvTenant>
</polUni>

TRCDORNT T 4 w7 EFAOFT v a2 A02250T 219%—2) THHENTHWH[TRTD LT T4
9 %A (Allow All Traffic) 147> a v Z2HHALT, Ailre B— K XT3 7 (Fy hU—27 m— R
NRZ W) AOWNERT e — AT U2 ERT 2121%, ROFIEEZFATLET,

&1

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[subscription id]-vendor-azure" />
<cloudLB scheme="internal" type="network" name="nlb-151-15" allowAll="true" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl151/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/241" />
</cloudLB>
</fvTenant>
</polUni>

RESTAPI ZfEA L=/ > Z—X v FRITA— F /NS5 VY DEK

ATvT1

ZOHITIE, RESTAPIZEHA L CTA ¥ —x v FaFTOa— K NT W2 EkRT 5 HikExR
L%,

TV r—var F— oA (FTFVr—vara—RAF0H) O 22—y hAlTa— K A5
Y EAERCT DT

1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
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<cloudLB scheme="internet" type="application" name="alb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1"/>
</cloudLB>

</fvTenant>
</polUni>

ATFYT2 A —Fy MAFTRy hU—27 o— RT3

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<cloudLB scheme="internet" type="network" name="nlb-151-15" status="">
<cloudVip name="IP1"/>
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl151/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1" />
</cloudLB>
</fvTenant>
</polUni>

ZORITIEH, KOS £9,

scloudiB 74 V&, BH—DTFT 7AWV NPT RV AZROA X —Fy NalFOFy hT—27 a— KX
TV EERT AIOIER S ET, Ziud, U U —225.003) LLRTCTHIA RTREZ2 BEF ORRE T3,

‘de@?%V@\4V5%*7%K%ﬁfé*yb7%7Q%FA§Vﬁ@Em7HVFIVFW
7 RUVARAZERT DIz ESNET, Ziud, U U —225003) CEAINT-FHIETT, FHMIC
DOWTIE, Azure F v T —7 B—RKRZ U HOEHO7a >y b= RIP 7 R L ADIERRKIZOWT
Q216 ~—Y) ZZRLTIEIV,

RESTAPI ZfERA L= — bt/ \—FT 1 T7 AT 04— ILDIERKL

ZOBITIX, RESTAPI 2R LIz — R —F 4 77 AT U —IVEAERT D HiEEZ R LE
—g—O

ATV TN =R —T 4 T7 AT 74— VEERT DT :
1 -

<cloudLDev name="HubFW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="provider">
<cloudEPSelector name="east" matchExpression="IP=='{{eastus FwUntrustSubnet}}'" status=""/>

</cloudLIf>
<cloudLIf name="consumer">
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<cloudEPSelector name="east" matchExpression="IP=="'{{eastus_FwTrustSubnet}}'" status=""/>
</cloudLIf>
</cloudLDev>

TRCDO NI T 4 v I EFFAOFT v a2 02250 T 219%—2) THHENTHWH[TRTD LT T4y
9 ZFFA (Allow All Traffic) 147> a v ZFEH LT — R X—=FT 4 77 A4 T U4+ —NVEEKRT DHITE,
ROFNEEFETLET,

51

<cloudLDev name="HubFW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>

<cloudLIf name="provider" allowAll="true" status="">
<cloudEPSelector name="1" matchExpression="IP=='10.1.1.0/28"" status=""/>
</cloudLIf>
<cloudLIf name="consumer" allowAll="true" status="">
<cloudEPSelector name="east" matchExpression="IP=='10.1.2.0/28'" status=""/>
</cloudLIf>
</cloudLDev>

RESTAPI #{ER L= — F/\—TFT 4 B— FN\S Y DERK

ZOFITIE, RESTAPIZfH L CYH— =7 4 o — R KR_T UV EERT B HEEZRLE
h@‘o

ZOHITIX, RESTAPI Z#fEH L CH— K X—=F 0 o— RANT Y 2ERT D HEERLET,
5 -

<cloudLDev name="ThirdPartyLB" svcType="ADC" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="external">
<cloudEPSelector name="ExtInterfaceSelector" matchExpression="IP=='{{ExtInterfaceSubnet}}
status=""/>
</cloudLIf>
<cloudLIf name="internal">
<cloudEPSelector name="IntInterfaceSelector" matchExpression="IP=='{{IntInterfaceSubnet}}
status=""/>
</cloudLIf>
</cloudLDev>

77— 05— k924 DORESTAPI ZEFALEY—EXR 95 JDERK

ZOFITIE, RESTAPI AR L TH—E R 75 752 EkT 5 HiEE2 R LET,

TV r—vary F— b oA DY —E R TTT7EERT LI
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<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<vnsAbsGraph name="cl5 gl" type="cloud" status="">
<vnsAbsTermNodeProv name="pl">
<vnsAbsTermConn/>
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="cl">
<vnsAbsTermConn/>
</vnsAbsTermNodeCon>
<vnsAbsNode managed="yes" name="N1" funcType="GoTo">
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl5/clb-alb-151-15"/>
<vnsAbsFuncConn name="provider"/>
<vnsAbsFuncConn name="consumer"/>
</vnsAbsNode>
<vnsAbsConnection connDir="consumer" connType="external" name="conl">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeCon-cl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection connDir="provider" connType="internal” name="con2">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeProv-pl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-provider"/>

</vnsAbsConnection>
</vnsAbsGraph>

</fvTenant>
</polUni>

Azure O— R/N\S YD RESTAPI ZERALTH—EXR IS5 7% EKT S
Azure B — RAZ o H DY =R 7T 7 2B 5121 :
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<vnsAbsGraph name="cl5 gl" type="cloud" status="">
<vnsAbsTermNodeProv name="pl">
<vnsAbsTermConn />
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="cl">
<vnsAbsTermConn />
</vnsAbsTermNodeCon>
<vnsAbsNode managed="yes" name="N1" funcType="GoTo">

<vnsRsNodeToCloudLDev tDn="uni/tn-tnl5/clb-nlb-151-15" />
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<vnsAbsFuncConn name="provider" />

<vnsAbsFuncConn name="consumer" />

</vnsAbsNode>

<vnsAbsConnection connDir="consumer" connType="external” name="conl">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeCon-cl/AbsTConn"
/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-consumer"
/>

</vnsAbsConnection>
<vnsAbsConnection connDir="provider" connType="internal” name="con2">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeProv-pl/AbsTConn"
/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-provider"
/>

</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>

</polUni>

Y—FN—T 4 O— NS Y DORESTAPI ZFER LY —EX 5 TDER
P RA=T g Ou— RRT P OH—ER 7T 7T 51, ROFIEZFITLET,

<polUni>

<fvTenant name="infra" >

<!-- Abs Graph Creation -->

<vnsAbsGraph name="{{graphName}}" uiTemplateType="UNSPECIFIED" type="cloud" status="">
<vnsAbsTermNodeProv name="T2">

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />

</vnsAbsTermNodeProv>

<vnsAbsTermNodeCon name="T1" >

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />

</vnsAbsTermNodeCon>

<vnsAbsNode funcTemplateType="ADC_ TWO ARM" name="{{F5Name}}" managed="no">
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/cld-{{F5Name}}" />

<vnsAbsFuncConn attNotify="no" name="consumer" deviceLIfName="external"/>
<vnsAbsFuncConn attNotify="no" name="provider" deviceLIfName="internal"/>
</vnsAbsNode>

<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="ConsTermToF5">

<vnsRsAbsConnectionConns
tDn="uni/tn-infra/AbsGraph-{{graphName}}/AbsTermNodeCon-T1/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-infra/AbsGraph-{{graphName}}/AbsNode-{{F5Name}}/AbsFConn-consumer"/>
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</vnsAbsConnection>

<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="F5ToProv">

<vnsRsAbsConnectionConns

tDn="uni/tn-infra/AbsGraph-{ {graphName}}/AbsNode-{ {F5Name}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-infra/AbsGraph-{{graphName}}/AbsTermNodeProv-T2/AbsTConn"/>
</vnsAbsConnection>

</vnsAbsGraph>

</fvTenant>

</polUni>
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<polUni>
<fvTenant name="tnl2 iar iavpc" status="">
<fvRsCloudAccount tDn="uni/tn-infra/[SubscriptionId]-vendor-azure"/>
<fvCtx name="vrf50" status=""/>
<fvCtx name="vrf60" status=""/>
<cloudVpnGwPol name="VgwPol0"/>
<cloudCtxProfile name="c50" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>
<cloudRsToCtx tnFvCtxName="vrf50"/>

<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr addr="12.3.0.0/16" primary="true" status="">

<cloudSubnet ip="12.3.30.0/24" status="" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.2.0/24" status="" name="ALBSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.1.0/24" status="" name="FwMgmtSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.3.0/24" status="" name="FwUntrustSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.4.0/24" status="" name="FwTrustSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.5.0/24" status="" name="ConsumerSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<cloudCtxProfile name="c60" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus2"/>
<cloudRsToCtx tnFvCtxName="vrf60"/>

<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr addr="12.4.0.0/16" primary="true" status="">

<cloudSubnet ip="12.4.1.0/24" status="" name="ProviderSubnet">

<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>

<cloudSubnet ip="12.4.2.0/24" status="" name="NLBSubnet">

<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>

<cloudSubnet ip="12.4.30.0/24" status="" name="GatewaySubnet" usage="gateway">
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<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<cloudApp name="ap50" status="">
<cloudEPg name="ap50vrf50epgl" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsCons tnVzBrCPName="con50"/>
<fvRsProv tnVzBrCPName="con60"/>
<cloudEPSelector matchExpression="IP=='12.3.5.0/24"'" name="100"/>
</cloudEPg>
<cloudEPg name="ap50vrf50epg2" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsProv tnVzBrCPName="con60"/>
<cloudEPSelector matchExpression="IP=='12.3.1.0/24"'" name="100"/>
</cloudEPg>
<cloudExtEPg routeReachability="internet" name="ap50extepgl">
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsCons tnVzBrCPName="con60"/>
</cloudExtEPg>
</cloudApp>
<cloudApp name="ap60" status="">
<cloudEPg name="ap60vrf60epgl" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf60"/>
<fvRsProv tnVzBrCPName="con50"/>
<fvRsProv tnVzBrCPName="con70"/>
<cloudEPSelector matchExpression="IP=='12.4.1.0/24"'" name="100"/>
</cloudEPg>
<cloudExtEPg routeReachability="internet" name="ap60extepgl">
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<cloudRsCloudEPgCtx tnFvCtxName="vrf60"/>
<fvRsCons tnVzBrCPName="con70"/>

</cloudExtEPg>
</cloudApp>
<vzBrCP name="con50" scope="tenant" status="">

<vzSubj name="con50">

<vzRsSubjFiltAtt tnVzFilterName="f10"/>

<vzRsSubjGraphAtt tnVnsAbsGraphName="gl" status=""/>

</vzSubj>
</vzBrCP>
<vzBrCP name="con60" scope="tenant" status="">

<vzSubj name="con60">

<vzRsSubjFiltAtt tnVzFilterName="£f20"/>

</vzSubj>
</vzBrCP>
<vzBrCP name="con70" scope="context" status="">

<vzSubj name="con70">

<vzRsSubjFiltAtt tnVzFilterName="£f20"/>

</vzSubj>
</vzBrCP>
<vzFilter name="f10" status="">

<vzEntry etherT="ip" prot="icmp" name="flOentryl" status=""/>

<vzEntry etherT="ip" prot="udp" dFromPort="1" dToPort="65535" name="flOentry2" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="1" dToPort="65535" name="fl0entry3" status=""/>
</vzFilter>
<vzFilter name="f£f20" status="">

<vzEntry etherT="ip" prot="tcp" dFromPort="http" dToPort="http" name="f20entryl" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="https" dToPort="https" name="f20entry2" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="22" dToPort="22" name="f20entry3" status=""/>
</vzFilter>
<cloudLB name="FrontALB" type="application" scheme="internal" >

<cloudRsLDevToCloudSubnet

tDn="uni/tn-tnl2 iar iavpc/ctxprofile-c50/cidr-[12.3.0.0/16]/subnet-[12.3.2.0/24]1"/>
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</cloudLB>
<cloudLDev name="FW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-tnl2 iar iavpc/ctx-vrf50" />
<cloudLIf name="provider" >
<cloudEPSelector name="1" matchExpression="custom:tagp=='trustFw'"/>
</cloudLIf>
<cloudLIf name="consumer" >
<cloudEPSelector name="1" matchExpression="custom:tagp=='untrustFw'"/>
</cloudLIf>
</cloudLDev>
<cloudLB name="BackNLB" type="network" scheme="internal” >
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl2 iar iavpc/ctxprofile-c60/cidr-[12.4.0.0/16]/subnet-[12.4.2.0/24]1"/>
</cloudLB>
<vnsAbsGraph name="gl" type="cloud" status="" >
<vnsAbsTermNodeProv name="Inputl" >
<vnsAbsTermConn name="C1l"/>
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon descr="" name="Outputl" nameAlias="" ownerKey="" ownerTag="">
<vnsAbsTermConn name="C2" />
</vnsAbsTermNodeCon>
<vnsAbsNode funcType="GoTo" name="N1" managed="yes" funcTemplateType="ADC ONE_ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/clb-FrontALB" />
<vnsAbsFuncConn attNotify="no" descr="" name="provider" nameAlias="" ownerKey="" ownerTag=""/>
<vnsAbsFuncConn attNotify="no" descr="" name="consumer" nameAlias="" ownerKey="" ownerTag=""/>
<cloudSvcPolicy tenantName="tnl2 iar iavpc" contractName="con50" subjectName="con50" >
<cloudListener name="http listenerl" port="80" protocol="http">
<cloudListenerRule name="rulel" priority="20" default="yes" >
<cloudRuleAction type="forward" port="80" protocol="http"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
<vnsAbsNode funcType="GoTo" name="N2" managed="no" funcTemplateType="ADC TWO ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/cld-FW" />

<vnsAbsFuncConn attNotify="no" descr="" connType="snat dnat" name="provider" nameAlias=""
ownerKey="" ownerTag=""/>
<vnsAbsFuncConn attNotify="no" descr="" connType="none" name="consumer" nameAlias="" ownerKey=""
ownerTag=""/>
</vnsAbsNode>

<vnsAbsNode funcType="GoTo" name="N3" managed="yes" funcTemplateType="ADC ONE_ ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/clb-BackNLB" />
<vnsAbsFuncConn attNotify="no" descr="" name="provider" nameAlias="" ownerKey="" ownerTag=""/>
<vnsAbsFuncConn attNotify="no" descr="" name="consumer" nameAlias="" ownerKey="" ownerTag=""/>
<cloudSvcPolicy tenantName="tnl2 iar iavpc" contractName="con50" subjectName="con50" >
<cloudListener name="http listenerl" port="80" protocol="tcp">
<cloudListenerRule name="rulel" priority="20" default="yes" >
<cloudRuleAction type="forward" port="80" protocol="tcp"
epgdn="uni/tn-tnl2 iar iavpc/cloudapp-ap60/cloudepg-ap60vrf60epgl"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
<vnsAbsConnection connDir="provider" connType="external” name="CON4">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N3/AbsFConn-provider"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsTermNodeProv-Inputl/AbsTConn"/>
</vnsAbsConnection>
<vnsAbsConnection connDir="consumer" connType="external" name="CON1">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsTermNodeCon-Outputl/AbsTConn"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N1/AbsFConn-consumer"/>
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</vnsAbsConnection>
<vnsAbsConnection connDir="consumer" connType="external" name="CON2">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N1/AbsFConn-provider"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N2/AbsFConn-consumer"/>

</vnsAbsConnection>
<vnsAbsConnection connDir="consumer" connType="external" name="CON3">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N2/AbsFConn-provider"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N3/AbsFConn-consumer"/>

</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>
</polUni>
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<polUni>
<fabricInst>
<commPol name="default">
<commSsh name="ssh" adminSt="enabled" passwordAuth="enabled" />
</commPol>
<dnsProfile name="default">
<dnsProv addr="172.23.136.143" preferred="yes" status=""/>
</dnsProfile>
</fabricInst>
<fvTenant name="infra">
<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>
<cloudAccount name="insbu" id="{{subscriptionId}}" vendor="azure" accessType="credentials"
status="">
<cloudRsCredentials tDn="uni/tn-infra/credentials-cApicApp"/>
</cloudAccount>
<cloudCredentials name="cApicApp" keyId="{{accessKeyId}}" key="{{accessKey}}" httpProxy="">
<cloudRsAD tDn="uni/tn-infra/ad-{{adId}}"/>
</cloudCredentials>
<cloudAD name="CiscoINSBUAd" id="{{adId}}" />
<cloudApicSubnetPool subnet="10.10.1.0/24" />
<cloudtemplateInfraNetwork name="default" numRoutersPerRegion="2" vrfName="overlay-1"
numRemoteSiteSubnetPool="1" status="">
<cloudtemplateProfile name="default" routerUsername="cisco" routerPassword="ins3965" />
<cloudtemplateExtSubnetPool subnetpool="11.11.0.0/16" status=""/>

<cloudtemplateExtNetwork name="default" status="">
<cloudRegionName provider="azure" region="{{region}}" />
<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="{{peerAddress}}"/>

<cloudtemplateOspf area="0.0.0.1" />
</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="{{region}}"/>
</cloudtemplateIntNetwork>
</cloudtemplateInfraNetwork>
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</fvTenant>

<cloudDomP>
<cloudBgpAsP asn="1111"/>
<cloudProvP vendor="azure">

<cloudRegion adminSt="managed" name="{{region}}">
<cloudZone name="default"/>
</cloudRegion>
</cloudProvP>
</cloudDomP>
</polUni>
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<polUni>
<fvTenant name="infra">
<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionld}}]-vendor-azure"/>

<cloudCtxProfile name="ct ctxprofile {{region}}" status="modified">
<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudCidr name="cidrl" addr="{{HubCidrSvc}}" primary="no" status="">
<cloudSubnet ip="{{HubNLBSubnet}}" name="HubNLBSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWSubnetInt}}" name="HubFWSubnetInt" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWSubnetExt}}" name="HubFWSubnetExt" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWMgmtSubnet}}" name="HubFWMgmtSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{ConsHubEPgSubnet}}" name="ConsHubEPgSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<cloudLDev name="{{FWName}}" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-{{ServicevVNetName}}"/>
<cloudLIf name="external" >

<cloudEPSelector matchExpression="custom:EPG=='FwEXt'" name="1"/>
</cloudLIf>
<cloudLIf name="internal" >
<cloudEPSelector matchExpression="custom:EPG=='FwInt'" name="1"/>
</cloudLIf>
</cloudLDev>
<cloudLB name="{{NLBName}}" type="network" scheme="internal" size="small" instanceCount="2"

status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-infra/ctxprofile-ct ctxprofile {{region}}/cidr-[{{HubCidrSvc}}]/subnet-[{{HubNLBSubnet}}]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>
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<polUni>
<fvTenant name="{{tnNameProv}}" status="" >

<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>

<fvCtx name="{{ProviderVNetName}}"/>

<cloudCtxProfile name="{{ProviderVNetName}}" status="">
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>

<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudRsToCtx tnFvCtxName="{{ProviderVNetName}}"/>
<cloudCidr name="cidrl" addr="{{VnetCidrProv}}" primary="yes" status="">
<cloudSubnet ip="{{ProviderSubnet}}" name="ProviderSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{BackALBSubnet}}" name="BackALBSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<!-- contract-->
<vzFilter descr="" name="HttpsFilter" ownerKey="" ownerTag="">
<vzEntry dFromPort="443" dToPort="443" etherT="ip" name="https" prot="tcp" status=""/>
<vzEntry dFromPort="80" dToPort="80" etherT="ip" name="http" prot="tcp" status=""/>
<vzEntry dFromPort="22" dToPort="22" etherT="ip" name="ssh" prot="tcp" status=""/>

</vzFilter>
<vzBrCP name="{{contractName}}" scope="global" status="">
<vzSubj name="Subl" revFltPorts="yes">
<vzRsSubjGraphAtt directives="" tnVnsAbsGraphName="{{graphName}}"/>
<vzRsSubjFiltAtt tnVzFilterName="HttpsFilter"/>
</vzSubj>
</vzBrCpP>
<!-- cloud App Profile-->

<cloudApp name="provApp" status="">
<cloudEPg name="App" status="">

<cloudRsCloudEPgCtx tnFvCtxName="{{ProviderVNetName}}"/>
<cloudEPSelector matchExpression="custom:EPG=='App'" name="1"/>
<fvRsProv status="" tnVzBrCPName="{{contractName}}"/>
<fvRsProv tnVzBrCPName="mgmt common"/>
</cloudEPg>
</cloudApp>
<!-- Abs Graph Creation -->
<vnsAbsGraph name="{{graphName}}" uiTemplateType="UNSPECIFIED" type="cloud">
<vnsAbsTermNodeProv name="T2">
<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="T1" >

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />
</vnsAbsTermNodeCon>

<vnsAbsNode name="{{NLBName}}" managed="yes" >
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/clb-{{NLBName}}" status=""/>
<cloudSvcPolicy tenantName="{{tnNameProv}}" contractName="{{contractName}}"
subjectName="Subl" status="">

<cloudHealthProbe name="http listenerl-rulel" protocol="tcp" port=22 interval=15
unhealthyThreshold=2/>
<cloudListener name="http listenerl" port="80" protocol="tcp" status="">
<cloudListenerRule name="rulel" default="true">
<cloudRuleAction type="haPort" port="80" protocol="tcp"
healthProbe="http listenerl-rulel"/>
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</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
<vnsAbsFuncConn attNotify="no" name="provider" connType="redir"/>
<vnsAbsFuncConn attNotify="no" name="consumer" connType="redir"/>
</vnsAbsNode>
<vnsAbsNode funcTemplateType="FW_ROUTED" name="{{FWName}}" managed="no">
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/cld-{{FWName}}" />
<vnsAbsFuncConn attNotify="no" name="consumer" deviceLIfName="internal"/>
<vnsAbsFuncConn attNotify="no" name="provider" deviceLIfName="internal"/>

</vnsAbsNode>
<vnsAbsNode name="{{BackALBName}}" managed="yes">
<vnsRsNodeToCloudLDev tDn="uni/tn-{{tnNameProv}}/clb-{{BackALBName}}"/>
<cloudSvcPolicy tenantName="{{tnNameProv}}" contractName="{{contractName}}"
subjectName="Subl" status="">

<cloudListener name="http listenerl" port="80" protocol="http" status="">
<cloudListenerRule name="rulel" default="true">
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-{{tnNameProv}}/cloudapp-provApp/cloudepg-App"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
<vnsAbsFuncConn attNotify="no" name="provider"/>
<vnsAbsFuncConn attNotify="no" name="consumer"/>
</vnsAbsNode>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no
name="ConsTermToNLB">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsTermNodeCon-T1/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsNode-{ {NLBName} }/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no
name="NLBToFW">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {NLBName}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {FWName} } /AbsFConn-consumer" />
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no
name="FWToBackALB">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsNode-{ {FWName} }/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {BackALBName} }/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no
name="BackALBToProv">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {BackALBName}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsTermNodeProv-T2/AbsTConn"/>
</vnsAbsConnection>
</vnsAbsGraph>
<cloudLB name="{{BackALBName}}" type="application" scheme="internal" size="small"
instanceCount="2">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-{{tnNameProv}}/ctxprofile-{{ProviderVNetName} }/cidr-[{{VnetCidrProv}}]/subnet-[{{BackALBSubnet}}]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>

"

"

"

"
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<polUni>
<fvTenant name="{{tnNameCons}}" >

<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>

<fvCtx name="{{ConsumerVNetName}}"/>

<cloudCtxProfile name="{{ConsumerVNetName}}" status="">
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>

<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudRsToCtx tnFvCtxName="{{ConsumerVNetName}}"/>
<cloudCidr name="cidrl" addr="{{VnetCidrCons}}" primary="yes" status="">
<cloudSubnet ip="{{ConsumerSubnet}}" name="ConsumerSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>

</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<vzCPIf name="imported {{contractName}}">
<vzRsIf tDn="uni/tn-{{tnNameProv}}/brc-{{contractName}}" />
</vzCPIf>
<!-- cloud App Profile-->
<cloudApp name="consApp" status="">
<cloudEPg name="Web" status="">
<cloudRsCloudEPgCtx tnFvCtxName="{{ConsumerVNetName}}"/>

<cloudEPSelector matchExpression="custom:EPG=='Web'" name="1"/>
<fvRsConsIf tnVzCPIfName="imported {{contractName}}"/>
<fvRsProv tnVzBrCPName="mgmt common"/>
</cloudEPg>
</cloudApp>
</fvTenant>
</polUni>

RESTAPI 2L TH—EXR S 7%HK T 5
ZOHITIE, RESTAPI ZH L CH—E R I 725+ 5 kxR rLET,

ATV 77V r—2ary F— b2 AA DY —Y R TT 7T X vF 5120

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">

<vzBrCP name="cl">
<vzSubj name="cl">
<vzRsSubjGraphAtt tnVnsAbsGraphName="cl5 gl"/>
</vzSubij>
</vzBrCP>

</fvTenant>
</polUni>

ATFYT2 Azure 01— R RT UV T DYV —C R T T T T X v FT5HI20%
<?xml version="1.0" encoding="UTF-8"7?>

<!-- api/node/mo/uni/.xml -->
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<polUni>

<fvTenant name="tnl5">

<vzBrCP name="cl">

<vzSubj name="cl">

<vzRsSubjGraphAtt tnVnsAbsGraphName="cl5 gl" />
</vzSubj>

</vzBrCP>

</fvTenant>

</polUni>

RESTAPI Z{ERA LI=HTTPS U —E X R > —DHERK
ZOFTiX, RESTAPI Z{#ifl L CTHTTP +—t 2 R U > —& AT 5 HiEE R L £ T,

AT w71 Application Gateway @ HTTP ¥—tE A R U > —&AELT 51203 -

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="http listenerl" port="80" protocol="http" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
<cloudListenerRule name="redirectRule" priority="20">
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="redirect" RedirectPort="8080"/>
</cloudListenerRule>
<cloudListenerRule name="FixedRspRule" priority="30">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleAction type="fixedResponse" FixedResponseCode="200"/>
</cloudListenerRule>
<cloudListenerRule name="redirectHPRule" priority="40" status="">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>

ATFYT2 2y hU—27 a— RARF 3O HTTP — R R Y > —ZEfld 51203
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<?xml version="1.0" encoding="UTF-8"?>

<polUni>
<fvTenant name="tnl5">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName=" tnlb5" contractName="httpFamily" subjectName="consubj">

<cloudListener name="tcp_ listener" port="80" protocol="tcp" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">
<cloudRsListenerToVip tDn="uni/tn-infra/clb-NLB/vip-IP1" status=""/>
<cloudRuleAction type="forward" port="80" protocol="tcp" epgdn="uni/tn-
tnl5/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>

</cloudListener>
<cloudListener name="udp_ listener" port="55" protocol="udp" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">

<cloudRsListenerToVip tDn="uni/tn-infra/clb-NLB/vip-IP1l" status=""/>

<cloudRuleAction type="forward" port="55" protocol="udp" epgdn="uni/tn-
tnl5/cloudapp-ap/cloudepg-provEPG" />

</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>

</polUni>
ZORF2 A RTHRLZLSIZ, Ry FY—7 B— AT U TERIN TGS, VAT —L—
IWEN—VT I aDOREL. a—RKNNT o0 T7ar by RERNO NNy 72 R — )b ~D~< v
VU EBELET, ZOFITIE, ROLIITRY ET,

e cloudListenerrule f11E, B—D 70 hx U RIPT7T RLAZHEH L TY AT —2/ET A 7010

HESHVET D, Cisco Cloud APIC EDA & —xy MR I Xy NT—27 m— RKAZ I
HBiebrR—bhe7a barvoflrbdbeaEHLET, i, U U —225003)LLETCHIH ATRE 72 RE
fFDORETT,

® cloudRsListenerToVip ﬁiﬂi\ Cisco Cloud APIC Fd-1 \/&_‘Z‘ v b I_EJH;?‘ v NU—7 a— RNZ NaUa

DEFE DT b2 R CY AT — b— L EERT D7D SNE T, £7r s b Rk, 7
a2y b RIPT RLVA, A— bk, BXOT v baroZ 7 LofiirdbEl LTERSNET, I
%, U U —225003) CEHAINTZHEIETT, FEMZONTIE, Azure ry NV —27 m— K7 4
DEHDO7ar hm RIP T RLADERIZOWNT 216 2—) 2L T &N,

RESTAPI ZERAL-F— Y VT DEE

ZOBITIE, RESTAPIZFEHAL-F— Vo 7DV —7 b— F 2T HEEZ T LET,
X— U U TR OZERNZ DWW TIL, Cisco APIC AR T A FE2SB L T,

)

GE) CZoFEZ. 7V A~ ar A — NI AfIZOLEHINET,
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F— VU7 ERET DHITIL:

<polUni>
<fvTenant name="tnl5" >
<cloudCertStore>
<pkiKeyRing status="" name="lbCert" tp="1bTP" key="----- BEGIN RSA PRIVATE KEY-----
]j53LV46zEO0gyCaibFrYxz2J9+farGneyBdnoV+3thmez7534KCi0t3J3Eri
1gSY3gl6hPXB2ZXAP4jdAOLgWDU4T1M60q0iWopZM/QYTE /Wt PYyJ0QzNCX0Obtc5
FboDcvedsgd4x5G1fV2A4xTBOMCTZUZJI9fYACFogTZXD+UVgxorhd7tf/mz+1£fjq
f1XphED1A0GBAPV1VKEGW4 6ggRnYoviryxxz40M1sVSgcIpQTQtBQi2koJ8OWEZJ
2s5+CX0r+oDgwP23go/QEVYVkcic9RGkIBNgel+dm/bTjzgMQYtgSCNtecTsZD5JN
yljkciizznDkjcjReSZ2kh3dGXIbRiYk7ezp2z7EKfDrHe5x50uGMgCnA0GBAONnh
buDEohv8KJaB+DiUfhtoa3aKNPBO+zWPCHpOHFG])PXshJcIYZclGecycmuDKVNnDd
MxhE/yOnQHowi4T9FMLpz5yh5zuCUVqOBgB1P6MzbC5t5MtLrEYr /AgQFN11CqyXQ
cVcT6iCW10AFJRw3c/0OiESwLMzchs18RnbwO1 6kDAOGBANV1zmPb072zB3eGTCUOL
KGigwFLncUkVaDZZRFZYPpNwiRkoe73j9brkNbgCaxW+NLp5UjoeFryON6yl06q/
ZA4I7FnXryLBw2HYuw41Vix1+X0Z/HeO3RmFN1z717dGmaGbv43aKIBIx+X5n8wF
6z1NtBHmBk7yNwomlIRaglsbAoGAX0p4cT/tINXSe7AswHDQCL68uimIdDEZ5nKG
k83nE+Qc0gqQozDJAmMCiSFmuSNRnSep3FiafjBFXK0X4h+mdbJCc7bagRnI92Mh0X
mOwsp4P2GdywkZwdbuHQ6UBplFerf9aztzTn+as6xKOUATEezy9DKIzMWzQhhtay
m9yZTpOCgYEALUtcpWjAzQbXODIGMxGAARakPpeiKw/Da3MccrTdGJIt88ezM10e]
Pdoab0G2PcfgJZoTSGk7TN4XArVKeq7pgZ0kwcYAshO6A2Hal+D1lz/bGoZP+kmD/x
Ny82phxYOXCnEc5Vv921U59+j7e067UFLAYJe6fut+toFImvofRnP4DIQ=

————— END RSA PRIVATE KEY-----" cert="-----BEGIN CERTIFICATE-----
MITE1TCCA32gAwIBAgIJAKWNIp//arBsMAOGCSqGSIb3DQEBCWUAMIGNMOswCQYD
VOOGEWJVUzELMAKGA1IUECBMCQOEXETAPBgNVBACTCENhbiBKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsTBU15T3JnMRgwFgYDVQQODFA8gLmFtYXpvbmF3
cy53b20xIDAeBgkghkiGOWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTE4AMTAW
MJj IwNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FulIEpvc2UXEjAQBgNVBAOTCUL15Q029tcGFueTEOMAWG
AlUECxMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
DQEJARYRcmFtc2hhaEBjaXNjby5jb20wggEiMAOGCSGGS Ib3DQEBAQUAAAL IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO1ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1seMBUHUbDxwOISsSABELOgbbvJKjZ+ggqvI2oJF4aKef8
KAXv1A8h53nrx5IJwONk+394x4cC5Ff8/KOpRglZadwZge08epz5I4s8XpMOBDmMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAAOI3Y2INJ91Xr fLEJd8uD2qk1kK4Pwo590Tk8SrylqSd
YHGJHN8dE+xxYB12%CyiIgAbWTgORSUD1AgMBAAG]gfUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJIVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBU15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmF3cy5ib20xIDAeBgkghkiGOwOBCQEWEXThbXNo
YWhAY21zY28uY¥29tggkApY20n/99sGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCY¥ZZ2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVWgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/76hKfOHIa7b2h1IIMdg6VA/
+AS5FQ0xgYfgKdVd2RaINpzI8mgZiszgw+7E6]1PLok4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUQOmB/emnLXeKQ5PRxdRn1eA3h8jfgq3D1ICORTLImDL3tpFwyg
qopM6et5ZKgShX4T87BsgZIloiquzXgsuHg==

</pkiKeyRing>

<pkiTP status="" name="1bTP" certChain="----- BEGIN CERTIFICATE-----
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MITE1TCCA32gAwIBAgIJAKWNIp//arBsMAOGCSqGSIb3DQERBCWUAMIGNMOswCQYD
VOQOGEWJVUzZELMAKGA1UECBMCQOEXETAPBgNVBACTCENhbi1BKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsTBUL5T3JnMRgwFgYDVQQODFA8gLmMFtYXpvbmF3
cy53b20xIDAeBgkghkiGIWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTEAMTAW
MJj IWNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FuIEpvc2UXEjAQBgNVBAOTCUL15Q29tcGFueTEOMAWG
AlUECxXMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
DQEJARYRcmFtc2hhaEBjaXNjby5jb20wggEiMAOGCSGGS Ib3DQERBAQUAAAL IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO01ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1 seMBUHUbDxwOISsSABELOgbbvJKjZ+gqvI2oJF4aKef8
KAXv1A8h53nrx5JwONk+394x4cC5Ff8/KQpRglZadwzge08epz5I4s8XpMOBDMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAAOI3Y2INJ91Xr fLEJd8uD2gk1kK4Pwo590Jk8SrylgSy
YHGJIHN8dE+xxYB1%CyiIgAbWTgORSUD1AgMBAAG]gfUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBU15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmF3cy5ib20xIDAeBgkghkiGOwOBCQEWEXThbXNo
YWhAY21zY28uY29tggkApY20n/99gsGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCY¥ZZ2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVIgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/6hKfOHIa7b2h1IIMdg6VA/
+A5FQ0xgYfgKdVd2RaINpzI8mgZiszqw+7E6)1PL5k4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUQOmB/emnLXeKQ5PRxdRn1eA3h8jfg3D1ICORTLImDL3tpFwg
qopM6et5ZKgShX4T87BsgzZIoiquzXgsulHg==

</pkiTP>
</cloudCertStore>
</fvTenant>
</polUni>

RESTAPI Z &R L 7= HTTPS Y —E X R1J > —DIERK

LAvans LAY 14—EXOER |

Dt a Tk, RESTAPI i LT HTTPS — b & RY L —%{ERkT 5 HiEx R L

327*0
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\)

G U A F—13EEOEREZ LS ENTEET, GEAEOL T v a kD LY TT,

* ELBSecurityPolicy-2016-08 — & ¥ = U 7 ¢ AR U O —NBINS L TWRWIEEDT 7 +
Vb

» ELBSecurityPolicy-FS-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01

* ELBSecurityPolicy-TLS-1-2-Ext-2018-06
* ELBSecurityPolicy-TLS-1-1-2017-01

* ELBSecurityPolicy-2015-05

» ELBSecurityPolicy-TLS-1-0-2015-04

B OFRELZFRTA2581%. T 74V FOGEHELZIRET ALERH D 9, T 7+
JL MiZ. cloudRsListenerToCert @ defaultCert 7237 ¢ 2 L CHE I £

1R BRI
X— U U JREAEIIBRICE R SN TV ET,

\}

GE) vk, 770 —var S U AILOREHINET,

HTTPS —t & R U > —ZAERLT 5113

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="https listener" port="443" protocol="https"

secPolicy="elBSecurityPolicy-2016-08" status="">

<cloudRsListenerToCert defaultCert="yes" certStore="default"
tbn="uni/tn-t2/certstore/keyring-1lbCert" status=""/>

<cloudListenerRule name="defaultRule" default="yes" priority="100" status="">

<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-tl/cloudapp-ap/cloudepg-epl">
</cloudRuleAction>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>

</polUni>
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Cisco Cloud APIC %) 7 «

ZOET, WONETHELINLTWET,

T I RA, HBHBIOT YT 47 (317 =)
+ TACACS+, RADIUS, LDAP, BLO'SAML 7 7 & A DRk (318 X—)
« HTTPS Access DK (327 ~—)

m»ﬂE*DJ:l}jyjjrb-/fr‘f {7

Cisco Cloud Application Policy Infrastructure Controller (Cloud APIC) 7RV I —|%, F¥GE. #8F
7ﬁ?y%4yﬁ(Mm)%%%%ﬁbiﬁo%ﬁ%m\i~%%@\H~w\F%4/k7
7 JZXT%ﬁE@?ﬂZ%%%% MAEbEDLZ LT, BHMGEA TV =7 LUV THlN L AAA 1
RETEET, TNHOREL, RESTAPI 7213 GUI #H L TEITTE £,
%,

GE) vl Ay FAAL VAR LFEEZBZDZEIFTERWE WS BEAOFIRENH Y £3, =

oo BTA Y AL a— A EEDE T FRITALTFEHZ L5 LI TEEE
hoe

TR A, FRRE, BIOT I T MERREROFEMIZ- OV TIL,  https://www.cisco.com/c/en/us/
td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-40 1 .html

@ Cisco APIC Security Configuration Guide, Release 4.0(1) % 3574 < 7230y,

WK A 7 V7 ¢, FEET AU MBS, BEEIX VAT AEEREOME— D2 —
Y=L xT,
O—AJ)L 1A—FDHETE

Cisco Cloud APICGUI 2l L7=a —H /L 22— HF—DER (166 2—) WL T, n—%h
)b a—P—%FE L, Cloud APICGUI Zf#i i L TOTP, SSHARF—, BLUX.509 = —H—
FERAEIC B AT T E T,
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Cisco Cloud APIC £¥ 2 71 |

B 1acacs:. RADIUS. LDAP. & & TFSAML 74 + 2 O

TACACS+. RADIUS. LDAP. 5L USAMLT7 U XA DHERK

M=

WD ¥ 7 TlE. Cloud APIC ® TACACS+, RADIUS. LDAP. B L NSAML 7 7 & A % 3%
ET D FECOWTHHALET,

Z® k¥ w7 Tk, RADIUS, TACACS +, LDAP, LU SAML =—#— (ADFS, Okta,
PingID 72 &) @ Cloud APIC ~D7T 7 ¥ A AN 5 HIEIZHOWT, I AE> TR L ET,

TACACS +. RADIUS, LDAP, 35X O'SAML @FEMIZ-DUW T, https:/www.cisco.com/c/en/us/
td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

®D [CiscoAPICEFX YT AEBREHA F., UJ—R 40D J 2L TLTEE,

Cloud APIC for TACACS+ Access D& Ak

JR 8O BRI
« Cloud Application Policy Infrastructure Controller (Cloud APIC) (4> 7 A 172 > CTWET,
* TACACS+ ¥ —/SDRA ML ETZTIPT RV AL R— b, BLOF—2HTE5Z L,
* Cloud APIC FHxV RARA v F =T MERTE £,

ATwF1 757 FAPICT., TACACS+7A/N\A X —%{ERE L £,

a)
b)

<)

d)
e)

A=a— =T, [BE¥ (Administrative) ]>[FREE (Authentication) ] Z &R L £,
TEEAA T, [FRINAZ— (Providers) | %7 %271V v 27 LT, [7Y<3a> (Actions) | Fe v~/
s )y 7 LT, [FRINA Z—0DRL (Create Provider) | Z8R L £7,

[TR/NA 4 —OERK (Create Provider) | ¥ A 70/ Ry 7 ARFRINET,

[(RR F4&/IP 7 KL R (Host name/IP Address) ] 7 4 —/V RiZ, 7/ "f X—DKRARL/IP T RLA
EANTLET,

[E%BA (Description) 17 «—/V RiZ, a4 X —OfHE AT LET,

[247 (Type) ] kev X URA &2 Y v L, [TACACSH] Zi%IR L £,

[E%%E (Settings) 127 v a2 T, [¥— (Key) ]. [[KR— bt (Port) 1. [RFEZ B ko)L (Authentication
Protocol) 1. [#4 L7 2 k (Timeout) ]. [Ei1T (Retries) 1. [E¥ EPG (Management EPG) ] %
fEELET, AL (Enabled) F7-1% #Xhik (Disabled) DWW iuh % [H—/N—EE#] (Server
Monitoring) ]iZxf L TR L £,

AT v F2 TACACS+ @ [Login Domain] % {Ek L £ 9,

a)

AT NTA2% )y LET,
[>Tk (ntent) | A =2 —DBRRINET,

. Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1J—X 25,0(1)-25.0(4)


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

| Cisco Cloud APIC £ 1) 7
Cloud APIC for TACACS+ Access DR ]

b) [Intentlf&ZRA v 7 ADTIZHD Fu vy 7F o RKH%ZZ Y 27 L, [Administrative] & 38N L 97,
[Intent] A = = —|ZEHA T a DU A MRERINET,

¢) [Tk (Intent) ] A==—o [EE (Administrative) 1 UV A2 F T, [AF A4 Y AL DER
(Create Login Domain) 127 U v 7 L%,

[A54 > FAAL DR (Create Login Domains) 1 # A 7 0 7R v 7 ANFRENET,

d) kD[l Ay RALEALTal Ry 7 ZAOVERD 7 4 —/L K (Login Domains Dialog Box Fields) ]
DT =T MY A NEINTEKT 4 —V Rl ez AL, FITLET,

[FOs/3F 1« (Properties) ] 5 BA

300

220 BrAy RAAL ORI LET
=5 B a7 A v RAL U OFHAEANLET,

[E%%E (Settings) ]

PN Ky 7 H o A=a2—n05 TACACS+ 23R L
E RN

FrsAf B — Ta R, F = BIRT HIE, ROFINEEFEITL
i‘g—o

1. [FA/Nq4F—0EM (Add Providers) 1% 727
Uy LEd, [FANS Z—0FEIR (Select
Providers) | ¥4 7 a ZRERENET,

2. EMOINTTa g F—%7 ) v LTER
Liﬁ_o

3. [&IR (Select) 127V v/ LET, [AFA Y
BALSQWR] A AT 0 s Ry 7 AR £
TO

e) [RTFE (Save) 127 Vw7 LT, REERIFELET,

RDBERY

Z LG, APIC TACACS+ #ERFIEIZFE T C9, KIZ, RADIUS — _— 43 554513,
RADIUS ® APIC 3% E L £,
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B cloud APIC for RADIUS Access Dt

Cloud APIC for RADIUS Access O #& Rk

1RO SRS
» Cloud Application Policy Infrastructure Controller (Cloud APIC) (X4 > 7 A /272 > TWE T,
« RADIUS —/S—DR A M ETZIXIPT KL A, A— b, BIOF—%HTExDZ L,
* Cloud APIC HHx > RARA v h FA—TRMERATE £,

XT w71 Cloud APIC T, RADIUS Z7A/NA Z—%Ek LET,

ATy T2

a)
b)

¢)

d)
e)

A=a2— =T, [B¥ (Administrative) ]>[F25E (Authentication) ] Z %R L £7,
EEA T, [FRINASF— (Providers) 1 %7 %27 U7 LT, [F2<3a> (Actions) | Ka v~
Ao s )y 7 LT, [FRINA Z—DERL (Create Provider) | 28R L £7,

[Ta/NA F—0D1ERK (Create Provider) ] ¥ A 7 a7 ARy 7 ARFRINET,

[RR /P 7 KL X (Host name/IP Address) 17 4 —/V KiZ, 7 r/Xf X —DHRA NL/P T KL &
EANTTLET,

[E%BA (Description) 17 4 —/V RiZ, Za A X —DitHEZ A LET,

[24 7 (Type) ] Kuv 7 & UA &7 1Y v7 L, [RADIUS] 2R L £,

[E%%E (Settings) ]'EZ > a > T, [¥— (Key) 1. [[KR—k (Port) 1. [ZRBEEZ'A k3JL (Authentication
Protocol) ]. [# 4 L7 b (Timeout) ]. [B&{T (Retries) ]. [E¥ EPG (Management EPG) ] %
FELET, A% (Enabled) F7-13 &%k (Disabled) OWF g [H—/N—EEtR (Server
Monitoring) ]iZxf L CiER L £7,

RADIUS ® [R5 A > RAAL UE/ERR L E7,

a)

b)

<)

d)

AT TAarzr7 )7 LET,
[41>F> bk (ntent) | A =2 —BERINET,

[41>FT2k (ntent) 1B R Y 7 ZADTFICHD Ray 72y RAllZ7 Vv 7 L, [BE
(Administrative) | Z#R L F 7,

[Intent] A = = —|ZEFHA T a DU R MREREINET,

[41 T2k (Intent) | A==—® [EE (Administrative) 1|V A T, [BTA4 Y KA AL DER
(Create Login Domain) ] #7 U » 27 L&,

[A5 4> FAAL DR (Create Login Domains) | Z A 7 1 7Ry 7 ANFRENET,

ROy RALEATa TRy 7 AD7 +—L K (Login Domains Dialog Box Fields) ] D7 —
T A D ENTHT 4 —/V RICHEZREE AT L, fiAT LETS,

[Fa/857 « (Properties) ] £ EA
=
Z2X:01] ayAy RAL L O4RIEATILET
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Cloud APIC ~@ RADIUS & & U TACACS+ 7 & -z X F D Cisco Secure Access Control Server 0 %€ .

[ZB/37 1 (Properties) ] EHEA

Wi n7Ay FALOHRMAEATILET,

[%E (Settings) ]

L LA KFay 77Xy A=a2—n5 RADIUS Zi&R L
£

TaNA K — TN B = BIRT 5I1E, ROFIEZFEITL
£,

1. [FanNAa F—0:EmM (Add Providers) ] %27
Vw2 LET, [FTANAZ—D1ER (Select
Providers) | ¥4 7 a V7 RERENET,

2. EMOIITTang F—22r 1 v LTER
l/jz—g«o

3. [#EIR (Select) 127 V7 LEd, [ATA Y
R4 A VDR A T a7 Ry 7 ACRED &
TO

e) [R%FE (Save) |27 Vw7 LT, RTEHRIFLET,

RDZRY
Z#C, Cloud APIC RADIUS # K FIEIZFE T C9, KIZ, RADIUS 4 —_"ZHEL T,

Cloud APIC ~ RADIUS & & U TACACS+ 7 &7 2 X FH® Cisco Secure

Access Control Server D& E

[ Cisco APIC Security Configuration Guide. Release4.0 (1) J @ T[Configuring a Cisco Secure Access Control
Server for RADIUS and TACACS+ Accesstothe APIC) IR %
/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html TZ&/ L T
<&,

LDAP Access D&k
LDAP REIZIZ 2 oDOF T a v N F9,

* Cisco AVPair DR E
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B cisco AvPair %R L 72 APIC 7 & £ 2 i) Windows Server 2008 LDAP (3% 5

75177 K APIC TP LDAP /' )V —7 < v T DEE

e

WD 7 v a At WGTOWRA 7> a VOFIENEG FILTWET,

Cisco AVPair Z{# /A L 7= APIC 7 % & X FH® Windows Server 2008 LDAP 0) %

https://’www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-security/Cisco-APIC-Security-Configuration-Guide-401.html
\Z& % [ Cisco APIC Security Configuration Guide, Release4.0(1) J @ [Configuring Windows Server 2008
LDAP for APIC Accesswith Cisco AVPair | #Z LT 7Z &0y,

Cloud APIC for LDAP Access D&KL

45 DRI
» Cloud Application Policy Infrastructure Controller (Cloud APIC) X4 > 7 A /272 > TWET,

¢ LDAP V—"DFEA MLEIFXIP T KL A, A"— kK, N1 FDN, _X—ZX DN, BXW
AT — REFHTEAT L,

* Cloud APIC Bl R A > kN I A—T 0 TE£9,

AT w71 Cloud APIC T, LDAP FA/NA #—Z{ER L £7,
a) A=za— —T, [BEE (Administrative) ]>[BEF (Authentication) ] 23R L £,
b) fE¥~A T, [FRNALE— (Providers) | %7 %27 U7 LT, [FY3a> (Actions) ] ke v
ok )y LT, [FRNA F—0ERK (Create Provider) ] ZIRL £9,
[FO/31 Z—DERL (Create Provider) 1 %44 7R 7Ry 7 ANFRENET,

c) [RR F£/NP 7 KL X (Hostname/IP Address) | 7 «—/v RiZ, 70 Xf X —DHKRA N/IP T KL A
EANNDLET,

d) [ERBEA (Description) 1 7 4 —/V RiZ, 7u X/ X —D#BHE AN LET,

e) 247 (Type) 1 kw7 X YA 227U v7 L, [LDAP] Zi&R L £7,

f) /S FDN, A—XDN, /SRT—F, R—Fr, B, 71413 247 BLOEEEPG #E L
£,
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ATY T2 LDAP D O A Y RAAL Y BERRLET,

GE)

Cloud APIC for LDAP Access D& .

« 231 > K DN (%, Cloud APIC 78 LDAP %r—_—|{Zu VA 35 7=OIEHT 5 LT T

9, CloudAPIC (X, B/ A LLHETHVE—F 22—V —DORFEICZDOT IV b
R LET, _—ADNIL, CloudAPICA ) E— k 2—HF—TH 7 FZH#ET 5 LDAP
P=R—=D AT FLENRRATT, ZHUFTNAY— RBRIESN AT, 7414
ZfH LT, Cloud APIC 7’ cisco-av-pair (ZfEH T 572 OIZER L TW D EtExE Ao F
7, ZAUZIE, Cloud APIC TEEFH T 2 2 — Y —BGE L HI D 4 T4 RBAC = — /L35 &
ET, Cloud APIC X, ZDJEME%A LDAP H— "B ER L E7,

[BHE] 74— N RO BWTIEASILET,
* LDAPY— DX E TlX. Cisco AVPair., A/ CiscoAVPair .

« LDAP /' )V —7 ~ v 7 LDAPY— 3% E. AJS) memberOf .

a) A=a— "—7T, [EHE (Administrative) ]> [FBEE (Authentication) ] Zi®R L £,
[Work]~¥A > . [Login Domains]¥ 7% 7 U v 7 L. [Actions] Ka2 v 7 X% 7 Vv LT[Create

b)

¢)

Login Domain] % &R L & 7,

KD [T Ay RAAL AL T Ol Ry 7 AOVERD 7 4+ —/ K (Login Domains Dialog Box Fields) ]
DF—T MY A FENTZHET 4 —)L R EEz AL, #iTLET,

[ZFB/8F « (Properties) ]

8

EX

e 0y A4y RAALLOLRIEADLET
B

g4y RALOHBEE AT LET,

[%E (Settings) ]

LA

oy 7 & A=a—)5 [LDAP] &R L £
7

Ta N H—

2. EOINTTug F—%r ) v LTER

3. &R (Select) 127V vr7 LET, [AFS Y

TN B —EEIRT 5120k, ROFIEEZFEITL
i‘a—o

1. [FA/NA4F—0EM (Add Providers) 1%~
Vw27 LET, [FARNA ZF—0D:ER (Select
Providers) | ¥ A4 7 u /RERINET,

Li‘d‘o

AL SDER]ZA T 07 Ry 7 ZTHED %
TO
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B samLaccess Ao Apic o E

[ZB/37 1 (Properties) ] EREA

FBRE4 1 7 (Authentication Type) 1. g Z—n0REMH L LT CiscoAVPair %
AL THESNTWDEAIL, [CiscoAV RT
(Cisco AV Pairs) ] #iERL £,

2. 7ugZ—nEHE LT memberOf Ci%iE
SN TWAB AL, [LDAP Group Map Rules]
BN L E7,

1. [LDAP JIL—T < v 7 JL—)LODEM
(Add LDAP GroupMapRule) 127 U v
JLET, ¥AT IRy I ANRERS
AIET,

2. vy 7 ORFEERA (FFvar) BL
RTIL—T DN ZIEELET,

3. [E¥2UTq FASLDEM (Add
Security Domain) | DREIZ®H D [+] & 7
Vo7 LET, AT RIRY T ANRE
RENET,

4, [H1%Z27 Vv 27 LT, [B—=JL (Role) 1™
AATB L0 —vo [#BR (Privilege) |4
47" (Read E£7-1% Write) 7 1 —/L FiZ
TIORALEY, FovI~—T %7y
7 LET,

5. Xbliia—vEBNT 521, FIE4 %
o LET, WiZ, DEM (Add) (%7
Uy LET,

6. FNEIZMVIEL T, EHIZEF=2Y T4
RA A &BMLET, wIT, B
(Add) 1227V vZr7 LET,

d) [BZ A RAA L DVERK (Create Login Domain) 1 ZA 7 227K v 7 AT [{RTE (Save) |27V v 7
LET,

SAML Access FH®D APIC D% TFE

WwDE 7 g Tk, SAML Access 1® Cloud APIC DR EICOWTEELLS AL £,
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samLizoT

SAML [TDL\T

https:/Avww.cisco.com/clen/usiididocs/switches/datacenter/aci/apic/swid-x/security/Cisco-APIC-Security-Configuration-Guide-401 html
© [Cisco APIC Security Configuration Guide, Release4.0(1) J @ TAbout SAML| &7 v a v %
ZWLTL7EE,

SAML D EAXER

hitps://wwwicisco.com/c/en/usitd/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide401 html
C [Cisco APIC Security Configuration Guide, Release4.0(1) J @ [Basic Elementsof SAML] &
7 arEZRLUTIEIN,

YR—FEINTLSIdPs KLUV SAML 3 VU R—R > b

https/Avwwicisco.com/clen/us/td/docs/switches/datacenter/aci/apic/swi/4-x/security/Cisco-APIC-Security-Configuration-Guide-401 html
C [Cisco APIC Security Configuration Guide, Release4.0(1) J @ [Supported IdPs and SAML
Components] 7 2 a v AL T E &V,

SAML Access FHD APIC DR E
A\

GE)  SAML X— 2 DFEFEIL Rest (2% 5 £ D Tid7e <, Cloud APIC GUI DAIZxtF 5 H DT
j—o

bR D BRI
e SAML H—/"— R A M FEIZIP 7 RL A&, IdP A X F—F D URL 2 TE £,
* Cloud APIC FEE= > RARA > b Z—TBMERTE ET,
c KD I D ITREZATVET,
« P4 [ & NTP
« GUI i/l L 7= DNS 7 1 /3o &' — DK
« GUI % f#i il L 7= Cisco ACIHTTPS 7 7 & 217 A &# LFEHFED

R
it

AT 71 Cloud APIC T, SAML FO/\A #—% 1Bk L £7,
a) A==2— —T, [EE (Administrative) ]> >[E25F (Authentication) 1% &R L £7,
b) [E%£ (Work) ]731 > T, [FO/NA & — (Providers) 1 %7 %27 Vv 27 L, [72 3> (Actions) ]
Fay7EZor 271 v LC[FTang F—0/Em (Create Provider) ] #3R L £,
c) [RRKA/NP 7 KLZR (Hostname/IP Address) ] 7« —/V RiZ, 7B/ A X —DRARN/IPT RLA
EASLET,

d) [E%BA (Description) 17 4 —/V RiZ, 7 \f X —D#FHHAE AN LET,
e) [#4 7 (Type) ] Ruy7H v VA L2270 v L, [SAML] Z@&R L £,
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B samLAceess B> Apic e

f) [EXTE (Settings) ] %A > T,

ROFNAEFATLET,

«IdP A ZF—% URL #$5E L E£7,

* ADFS O34,

IdP A % 5 — % URL I https://<FQDN

Cisco Cloud APIC £¥ 2 71 |

of ADFS> /FederationMetadata/2007-06/FederationMetadata.xml & ™ 9 JERUT /2 0 F 9,

e Okta DA, IdP A Z 5 — 2 O URL TS+ 5121%. Okta r— 534

Y SAML 7 7'V r—

vard[SignOn] /v ail, PATUTAT4 TANA T —AZT—RD) 7 %

EG‘_‘ L/jzﬁ—o

e SAML XR— 2DV —EZADIVTF4T4 IDEEELET,

cIdP A X T —HDURLIZT 7 B AT HLENHHLEEIE. *E2T—2 URL D HTTPS 7Ox
(HTTPS Proxy for Metadata URL) Z 5% L £,

cIdP X7 T A _X—F CAIL L > TEBL SN

S

T N =4 VA I S N N5

[BATLIYXLEEAI—Y—ER

Authentication User Requests) 12 EIRLET,

« SAML uu..nl—tg;ko)%% SAML rL.T\K)( vt —

TH—3arm

) [RTF (Save) |7V 27 LT,

REZHRFLET,

ATYT2 SAML DO A v RAL UEAFRR L ET,
a) A==2— /=T, [E¥# (Administrative) ]> [E85E (Authentication) ]ZER L £,

b)

EESA T, [ATA4 Y FAAL Y (LoginDomains) 1 ¥ 7 %27 U v LT,
KkayFxo w70 v o LT,

[A5 4> FAAL DR (CreateLog

CHDEL,. SAMLIGEDER T Y —
EEEZAENNTHINE, Fav IRy I AEAF T LET,

. [EBSL/ (Certificate Authority) ] Z3®R L &

(Signature Algorithm

a2, SAML

[7%2 23> (Actions) ]
inDomains) | & 3R L E 7,

c) MDO[mITAYy RAL AT TRy 7 ADT 4—/L K (Login Domains Dialog Box Fields) ] ®7 —

TAZY A PENTET 4 —/ FITHEYREEZ AL, BT LET,

[Fa/857 « (Properties) ] & EA

£fi%

B RIA Y RAAL L OLRTEANTILET
B! 074y RAALOEAZATLET,

[E%7E (Settings) ]

LIV A

KaeyFxo L A=
j—o

2 =726 SAML Z @R L %
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Okta ©SAML7 75— 3> %z ]

[ZB/37 1 (Properties) ] EHEA
Ta A H— TN, F—EBRIRT B, ROFIEEZEITL
£,

1. [Fa/Nq4F—0EM (Add Providers) 1% 27
Uy 2z LEd, [FANS Z—0REIR (Select
Providers) | ¥4 7 a ZRERENET,

2. EMoIITTa g F—%7 ) v LTER
Lij_o

3. &R (Select) 127V vr7 LET, [AFS Y
BA L SQWR] 5 A 70 7Ry 7 AR £
j_o

d) [MR%E (Save) 127V v/ LT, REEZHRIFELET,

Okta TSAML7 )5 —S 3V DRTE

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
¢ [ Cisco APIC Security Configuration Guide, Release4.0(1) ] ®+& 27 2 3 > [Setting Up a SAML Application]
ZZRLTIZEN,

AD FS T Relying Party Trust D% F

https./Amwwici sco.comfc/en/usitd/docs/anitches/datacenter/aci/apic/ani4-x/security/Cisco-API C-Security-Configuration-Guide-401.htrml
T [Cisco APIC Security Configuration Guide, Release4.0 (1) J @ [Setting Up a Relying Party Trust in AD
FS| 7y a 2L TIEIN,

HTTPS Access D1ERL

T ZCIX., HTTPS Access ZHEp%T 5 HIEIZOW T L 9,

HTTPS7 V7 £ R[22V T
ZOFHIE, Cisco ACI ZEM T DBRDO HTTPS 7 27 & AD A A & LGEMIE 2 R ET D FEDH
ZRLET,
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B rxsiamzonmosqrsqy

FEAMIZ OUWNTTIE,  https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/
Cisco-APIC-Security-Configuration-Guide-401.html @ [Cisco APIC Security Configuration Guide,
Release 4.0(1)] @ THTTPSAccess] DIEZZML T 7Z X0,

NAZLFIAEDIBRDAA K54 2

s UA)L RA— RFEHE (*.cisco.com 7 &, DT A AMTHEA) X OZEIIZBEET
DHAOLAT CAERK SN DR ¥ —I%, CiscoCloud APIC TIIH AR — h I EFHA, Thix
CiscoCloud APIC |IZ B F —F 7213 A T — RE AT HZD DY R — R NW7=H T,
F-. UANRh— FERHER EOWNRLIAEOMEF— T 7 AFR— FTX 4
Ao

c AEIEEA TR (CSR) AT ARNC, ABPMGEE L LV— N CARENEEZ X D v
B—RKLTA VAR AT E0ERHY T, — F CAGEAEIZHANAIICIZ CSR 24
KT DI DICBETIEH D FHAN, A TIE, B LT5 CAEE CSR ~DE4,
WAEH S D E ORI OAR—E %P <722, CSR ZART DRI/ — F CAGEED
2G4, Cisco Cloud APIC X, EHE SN ENREINZCAICL > TEL IR TW
HZ L EMERLET,

o FHT SN RERAEOARICE UAB S — LB — 2T 21203, ROTA FIA4 0%
=T LEND D £,
¢« LD CSRIZIZHX— UV FTHNORMEF — . XTIZRHABRF—NEENTWE 2D,
JELD CSR ZHERFT AL ERH D £77,

* Cisco Cloud APIC CARF— L ME X —2BHEMT 25613, STOEABICEA SN
726D E[E T CSR Z HH SNIZAFHEICHEETHILERDH D 97,

o BHT SHZREMFEICRE AR F — & X — 2T 256813, tox—Y 7 zH|
PRLZAANWTLSES Y, = V7 2HIERY 5 & CSRTHM ST % B R % —
NHBIHJICHIFR S E T,

ARy RH720 1 DOHHER—ZAD)N— NDOHBRET VT 4 TN TDHZENTEET,
ZDOVY—RATIE, 77472 FEHERGETI YR — ST EEA,

GUI {3 L 7= Cisco ACI HTTPS 7’7 T RAAARE LEIBAZEDETE

HORTRERZERTE L L OIC, BHETE 2EHELIG T oBBEZREL 7,

1R BHEIIZ

B E A DDRREMEND DT, AT AR OR DX AT HFEITLTL
témo_@@¢¢ Cloud APIC D¢ ~_TD Web — _NOEEEIN T S T,

ATFY Tl A==a2— =7, [B¥E (Administrative) ]>+®F 21T« (Security) ] Z&RL £,
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ATy T2

ATvT3

ATvT4
ATwv TS5

ATvT6
ATy 71
ATvT8

ATvT9

ATv710
ATvIN

ATV 712

ATv713
ATv 714
ATFv 715

ATv 716

ATy T
ATy 718
RATv 719
ATvT20

GUI %5/ L 7= Cisco ACIHTTPS 7 & £ A h 2 4 LitE0RE [

[TE¥ (Work) ]34 > ¢, [EEBAEERELS (Certificate Authorities) 1 # 7% 27 Vw27 L, [7HU 3>
(Actions) 1 Kre v 7 X %7 Y v LT [iEBAERARDER (Create Certificate Authorities) ] %%
RLET,

[FEEBRESREL R DYERL (Create Certificate Authority) 1% 7 a 7K~ 27 ZAD 4/ (Name) ] 7 4 —/L K
2, REROARTIZ AT LET,

[A#& (Usedfor) 17 —/L FT[YRATL (System) ] iR L £7,

[EEBAZF = —> (Certificate Chain) 1| 74—/ RIZ, 779 R T77 UV r—var RV — A TT R
N7 Fx arbue—7— (APIC) DFEHEZEAZER (CSR) (ICBA T LGEROPHGEHE & L— b
AERAEZ a2 — L E9, FEAEX, Base64 =2 21— K X.509 (CER) FEXTHLMLENH Y 9, FiH
AEAEITL— b CAGEEORNIEE SN E T, ROFD L IR £,

[fR7FE (Save) 127V v 7 LET,

A=a— N—"T, [EE (Administrative) 1>t¥21 "7« (Security) | Z=IN L £,

[E¥ (Work) 1934 T, [F— U2 (KeyRings) 1% 7 %27 Vw7 L, [TZ73a> (Actions) | K
vy FE LRIy LT [F— 1) T DR (Create Key Ring) ] % 384R L £,

[F— U 2T DER (Create KeyRing) 14 A4 7 a7 Ry 7 AT, [&#HT (Name) ] 7 4 —/L KiZF— U
DT Z AT L, [EBR (Description) 1 7 4 —/L RICHMHEZ A LET,

[F#& (Usedfor) ] 7 «—/L RT[YARTL (System) ] ZIEIN L FJ,

[FEBREZERELA (Certificate Authority) 17 «—/V R C, [REBAEREERDZER (Select Certificate Authority) ]
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AL N Y 7 MEHIZ, [V T2 K 1JY—X (Cloud Resources) 1>>[K 1 7 k (Drifts) Jic
HDH1ODON—=VITHREINE Lz,

Drifts

Detection Summary
Unmanaged Objects jects with Dr Last Drift Check @
32 4 Jul 08 2022 08:37:26am -07:00

Drift Type ® Last Configuration Update ®

Extra Object Jul 08 2022 01:43:56am -07:00

Native Services

Drifts ¥

Extra Object Jul 08 2022 01:43:56am -07:00

= Application Management

Extra Object Jul 08 2022 01:32:32am -07:00

Extra Object Jul 08 2022 01:32:32am -07:00

FEHIZOWTIE, T RY 7 hDOAAL v _X=DICT7 78275 (3433—2) | 5]
LTL7Z&EW,
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| ZE0EL->%
BREUT LAY =017 275 [

BREY) I EDAA D R=DIZTIERT S

U U —2R25004) AR, #ERE R U 7 MERMBE O [K1) 27 b (Drifts) " X—VIZHEEIND &
TV FE LT,

[FUZ bk (Drifts) 13—, ROB@RERET -0 INET,
o (MNHIBR SN0 8 9 I a R T 5120%
T AHIMNEDH L EDONIELL FRENTND Z & 2HERTHIC

ATv 71 Cloud APICGULIZm 7 A > LET,

ATV T2 RONEITHERRY 7 hDAL » R=VICBELET,
[25% K 1)Y—2X (Cloud Resources) ]>>[K 1) Z k (Drifts) ]
MAEINT[FYZ b (Drifts) ] X—YRERRINET,

Drifts ®

Detection Summary

Unmanaged Objects bjects with Drift: Last Dr 3
32 0 Jul 08 2022 08 37-26am -07:00

Status Drift Type Last Configu

Unmanaged Extra Object Jul 08 2022 01:43:56am -07:0f

Unmanaged Extra Object Jul 08 2022 01:43:56am -07:00

1 Application Management

o] ti
= Operations Unmea ged Extra Object Jul 08 2022 01:32:32am -07:00

O Infrastructure

£ Administrative

Unmanaged Extra Object Jul 08 2022 01:32:32am -07:00

[FYU 2k (Drifts) ] ~—Y Tk, 777U v 27 NOBEOMEOMEZHER TE £,

[REDO#BEE (DetectionSummary) (O U 7i2lE, FHEIIREZIIEHSGNOAT V=7 R &L THRIY
SNTAER R Y 7 ¥, BLOZOERPBEZICER INZRROMENERRINET, TEEEHOX
A BDZE L TFRECEAIE. ZOmFEOA4 FBICHS (B T A 2r k2 ) v LTEREEH T
—g—o

ATy T3 [BRHEDOEE (Detection Summary) ] =V 7 FOEDIFEREHEH L T, Hko N 7 & /RoF £,
ATV H b M RY 7 MCBEET AT V27 MCBETAIERERIL L ET,
¢« RAT—AR R [RT—AR R (Status) 1FNZFKREINDAREMEDOH D S FIFERMEEZKRITRLET,

e Transient ({K) : BOLOMMAEENFERK TH L AREMENEGWVFY 7 b 777V v 7 BRET D
EFTHOZEEBAID LET, [I6oX T, ROWMERO FHEICHRITHRT L2 WREMS H Y F
‘é—O

Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1)—X 25,0(1)-25.0(4) .



gEOES2E |

B #nrcuorosqor—s7s€29%

® Presumed (EP) : QH#E@T%%)%/EI\CE% 5'(7211\1}%/5\753%5 N4 }‘o %ﬁﬁ%%*ﬁb\ Vi%og
DR GRINIERD T TNy 2a—T 4 T EITHOZEEBEIOLET,

eraised () : Z UTF BN RY 7, Cloud APIC DR Z MR L, B4 2 EEALMHERT S
ZEEBEIOLET, HREET A 95E, CloudAPIC &7 T 7 K ¥ —E AR OIE(E DS
R CX AEENH Y £, MERRLAEWESIL, T2/ = A dR— b a V2R L TL
7230,

* Unmanaged : Cisco Cloud APIC Z /i L TIERR S CTWVRVBIID A Ry R Y 47V =7 M 2R
THHEED KU 7 K,

s RUTRBRALATLUTFIE [FUT k24T (Drift Type) 1FNZERINDAREMEOH D S EIE 2R
ﬁ?ﬁk

®* Configuration : B UMk & SRR ORI L 72 < fcﬁéﬁj‘ﬁl‘gll\ii)i‘&)é\ VA AVE N A=Vav{
H— A FOINEBEE, EPG £7213 VRF ICEET A KU 7 Mo En x4,

crule : B L7cEx2UT 4 —v& ar 77 hz@ LTSN TH SN L— &3
FI LR RDWRMEDOSH D, 777 R uNf Z— %A NOWNHEFE, a3 bF 7 MIBEES
LMY 7 MER S E T,

* Extra object : Cisco Cloud APIC /1 L TIERR SN2 2B A VR M) A7 V27 b
FoRT DDA SN E T, CiscoCloud APIC I, 2N 6HDAT V=7 R TRY 7 it a%E

ITLERE A,

« Last Configuration Update : § % (ZHERK S EHT S A7 HIRFICBE T D M A 20t L £ 37,

ATV T84 BEIELT, 74 VZATIEREAT LT, RIRSNTOWLIME R 7 v a7 402 ) 7 LET,
a) [RHOMME (DetectionSummary) 1=V T D FIZHDLT7 4 NVETE 7 Vw7 LET, IROT 4 VE H
A TRERENET,
«F TV N
¢ AT —H A
* Drift Type
* Last Configuration Update
o B9
TANFICH LT ZA T HBR L E T,
b) MEREETEZY v LET,
WOF T arPnNbhET,
o= EEEET

) MERRNIT N IAT%HI ) v LET,
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ATy Th

xELTWSa +54 rERoER |

A7 a 1E, Extra object, Rule. B L WNconfiguration T9, FEMIZOWTIL, Lo KUY Ik
BT 74— FOBBAZSRL T 2S00,

T—=7NDxT UL, ERROBBRIZESWHWTTZ o LZ ) U7 ENET,

VBTG CTC, FrEDOMERL Y 7 MZEAT 2 BIME#RZ £ R L £,

ZOXR=VIZVARENTNWDLA TV =7 MTOWTIE, [#R F1Y 7 kb (Configuration Drifts) 17—
NDEMT D757 U v LT, BINORRK K 7 l\fﬁ?&%i@ﬂ“f%iﬁ" P A R ANRIUNT Z DRFE DO

i RY 7 MZBETLESRP S BICERRINET, M (Details) 1 712> (L)) 22V r358L, 2
DREDF 7Y =7 MNat Ol [2 59 K v EYY (Cloud Mapping) 1 _X—Y0NHE TERINE
D

WEOAT V= s MNZBET HEMOME Y 7 MERIZOV T, kOB v a v #BRLTIES W,
s RIELTNWDay b7 7 MEROMER (345 X—)
« R L T 5 EPG HERL DR (347 ~—2)
« K% LT % VRF HERLOHERS (349 ~—2)

RELTWSOV T MERBDRERR

ATvT1
ATy T2
ATvT3

ATy T4 %

ATy TH

ZDOE®Y g TiE, Cloud APIC 2B L7723, 79U R 777 ) v 7 \Z@uics 7 aA
INTWinway 77 NREZMERT 5B O TR LET,

Cloud APICGUILIZm 7' A ' LE9,

[7FU4r— 3 &8 (Application Management) 1>>[a > k5% b (Contracts) 127V v 7 LET,
WHRay NI NEXTAZY v LT, FDay h7 7 ho [BE (Overview) | S—Y&F R L E

b@‘o

B H561%, [V—EX T ST (ServiceGraph) 1=V 7 IZERINDHP—ER 7T 7HERIZIER L T
<IEEWy,

U Y —225004) IETTIE, B FT 7 MERIZ. LA VY4~ AT TDOHF—ER Z I 7R ENT2
YT MIERATEERATLE, VU —R22504) IETIE, LA Y4~L AV TOI—E R TTFT7
DA ESNTODENEI DD LT, 2 727 b KU 7 MERMEHFREICZR Y £ Lz, #EHIZoW
T, TP a0b LAY 7T —EXDEMR Q11 X—Y) J 2L TIEEN,

[259K<yE>Y (Cloud Mapping) 1 # 7 %27V v 27 LET,

DI RIVEVYT va—iliE, a7 FEENBENT L2270 R Y Y —RZHET 5T TN
WMPFIRSNET,
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B xzL<cvzar50 rsoRR

@ Contract NFA_contract Acionsv N ow O — X

Overview Topology ~Cloud Resources  Application Management ~ Cloud Mapping Event Analytics

Detection of configuration drifts is stillin beta.

Detection Summary

onfiguration Drift Statu: Configured Cloud Resources Expected Cloud Resources Last Drift Chec
() 0 Drifts Found 87 87 Jul 08 2022 08:37:26am -07:00

Related Objects

Configuration Drifts

jetwork NSG Cloud Consumer Provider EPGs  Drift Type Description Recomment d....
curity Provider ID EPGs.

G [2F7% K 1JYy—X (Cloud Resources) 1>>[k') 2 k (Drifts) J®IEIZZ UV v 27 LTZDOR—Y

(CBEIT S Z L L AMRET, FO% AL K'Y 7 k (Configuration Drifts) D% Tt/ fr2 27 U v

7 LET, A K AR OREOHER Y 7 MCBET A HERN S BICERINET, [EH

(Details) 174 2> (L) 27V w7 35E, ZOKREDAT Vs MalF ot [V 59 R

< v E>% (CloudMapping) 1 X—YNHEITERINET, FFMICOWTIE, R RY 7 K
DAA L R=VIZT 7 EATSDH (343 X—=) | #BRL TN,

X, REOBE (Detection Summary) 1. [B&EA T2 x4 b (Related Ojects) 1. [#R K'Y 7

(Configuration Drifts) ] B3 X O [iRIRENI=U 57 F )Y —X (Presented Cloud Resources) ] ? 4 >®
B va Al nTWET, ' v a ik, @R UL N T2 MCET L ERENOERE Y A
FLEERGENTWVET,

s [BRHEHOBE (DetectionSummary) ]ORIZIX, BEHINTHEE RY 7 Fo, S ERENT
EEOIZ T R Y Y =208, BLOZDOERPREICE SN OMENR RSN ET, 1RE
WD Z A DAL TR HNGEIR, ZOBEOL EMICHD [B#H 7227 ) v 7 LTHE#RE
BHCxET,

+[BAEA TP x5 b (Related Objects) ] =V 7iZik, 2> b7 7 MIEET LI ZOMOAT V=7 |k
(aryva—~v—7 (X —DEPG, 7 A NHFRE) NFERINET,

cHERDITHHSX F—T I, 2 N T P A— LT AT RTCOMEN —EERRINET, B
FIIZIE, BETAZ 2B TWER, EBEO 777U v 7R E L TWATRTHOar b5
7 K~ L=,

ZORZIE, RS T v b, RA— N, EEICEHEDIP T/ NV—T arva—
~—& 7 u A X —@ EPG, MO, ML MRT 57 OOHIET 7 o g L7 EOFEMIEHRA &
EFNTVET, BRODITLSXZTLIC, [AT—F A 74—V R ETT 4 (ERE) LHIRX
NHT 7o a v RS hET,

e Transient ({K) : BOLOWAENER TH L AREMENEWVFY 7 b 777V v 7 BRET D
ETHOZLEEBED LET, I6 0T, ROMEROEHEICHRITHRT 2 WREMS H Y F
‘d—o
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| o=
xELTL5 e Em0wR ]

® Presumed (EP) : gﬁ#ﬁgfﬁ)é%é\k% 5'(721/\1}%/5\7533?)6 N4 }‘o %ﬁﬁ%%*ﬁb\ Vi%og(
DR GRINIERD VT TNy 2a—T 4 T EITHOZEEBEIOLET,

eRaised (&) : ZUF 4N RY 7 N, Cloud APIC O A2 MR L., BhE T A ELHIRT 5
ZlEBEOLET, HELkEHT a4 15L, CloudAPIC &7 T U KV — b R [HDi@EE o RE
PRRTEXBREAERH Y 9, BENFREL2WESIT, 772 R— eV E2ERLTL
7220,

c[RERENI=Y 5 F 1JY—ZR (Presented Cloud Resources) | ®F (21X, 7 7 v K Cablctimk sh
T _XTOY Y —RZHETLHERPERINET, ZOXRKIT, FEOI L NTF7 7 bOREDIZZ T TR
TR SN TWDHL—LZE LD KHETE D KO ICRGFFENTVET,

K& L TLV5 EPG f8RDFERR

D723 Tl Cloud APIC 2OERL L=, 79U R 7770 v 7 IZEUICER S
TWRWEPG BREEMERT 2 HFIEICOW T LE T,

AT Y1 Cloud APICGUIIZR 7 A > LET,

RATFyFT2 [7FTIVHr—a EE (Application Management) ]>>[EPG] #72 V v 7 L7,

AT 73 @R EPGEX TN Y v 7 LT, £DEPG D [HBE (Overview) | X—T & FRrLET,
ATV T8 [VF59KITvETY (Cloud Mapping) 1% 7 %27 Vv 7 LET,

[V59 K< vEYY (Cloud Mapping) ] £ =—I(ZiE, EPG &L ZNPMEMT 22T 0 8 U Y =22 T 5
FTRTOERPERENET,

(=) EPG vrf1-epg1

Acions~v W w & — X

Overview Topology ~Cloud Resources  Application Management  Cloud Mapping Statistics ~ Event Analytics

Detection of configuration drifts is still in beta.

Detection Summary

Configuration Drift Status Configured Cloud Resource: Expected Cloud Resources Last Drift Check
() 0 Drifts Found 2 N 2 Jul 08 2022 08:46:00am -07:00

Related Objects

2 2 2

Configuration Drifts

Status Logical DN Cloud Provider ID Drift Type Description Recommen dation
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gEOES2E |
B =zl zeremomR

G¥) [UF79F1)Y—X (CloudResources) 1>>[F 1) 7 k (Drifts) |®IEIZZ U > 7 LTZIDR—Y
\CBENT S Z L L ATRET, FO% AL K 7 k (Configuration Drifts) | D% Tt /21 27 U v
7 LET, A R ARV OREOHER RY 7 MCBETAERN S HIcFRESNE T, [HH
(Details) 1 74 2> (L) 227 Vw7 325E, ZOREOF TV =7 MNalFTOw@EGR [T R
T wvE>Y (CloudMapping) [-<— VR HBITERESNET, FEMlc VN TIE, Tk RY 7 K
DAA Y R=VIZT 7 BATDH (343 X—) | #BZRLTIIZIN,

ML, BREOBE (Detection Summary) 1. [BE&EA TP x4 b (Related Ojects) 1. R KU 7 k
(Configuration Drifts) 1 B LU [HRRENT=Y 57 F 1)V —2X (Presented Cloud Resources) ] ® 4 5D
B va AT ET, FE 7 iE, BIRUEZEPGICHET 22N ENDOERE U A b LIk

MEENTHET,

« [BRHEDOBE (DetectionSummary) ]OFRITIE, RSN N 7 Fo%, Bl snzBgX ST
FEED 7 7 KUY =208, BLOZOERDEZICEF SN OMENR RS NET, TEH
HHOLA DAZ TR HONGEAIE, ZOEEOHEMBICHD [BFH] 742227 v 7 LTIEHRE
B CcEET,

«[BEA TPV b (RelatedOvjects) 1=V 7iZiE, ¥¥=2UT7 4 JN—7 ar sZ77 K pd| EPG
WCEET A ZOMDOA T V=7 FRFERENET,

« [#/ K 7 + (Configuration Drifts) ] 7 —7/VZ1X. EPG [CBEfT I bt Xx2 VT4 7 —F
BT AT R CoMEN—EFRrIhE T, BERMICIE, BT ZEZBERM LTV, EEO7 7
TV IRERICREL TN DTRTOEXR2 )T 4 TV—T,

ZOFRITIL, WEDN, 77U RKFu M X—ID, KU 7 s X477 BIEOHHA, MEEHEET57-
OOHELET 7 2 a Ui EOFMEHRNEENTVET, BRODIEL DX T LIZ, [RT—H A7 14—
NVRIZTETT ¢ (ERE) CHEINDGT 7 a UIRENET,
®* Transient ({E&) : H%ﬁ@*%ﬁkﬁﬁﬁ‘ﬁT&)éﬂﬁ%fﬁﬁ‘%b‘ N4 }\o 777U v J 75‘%7331@‘%)
FTHEOZLEZRBEIOLET, I, OO FEIZIC BRI T 2 A[REMENH Y F
‘3‘0

® Presumed (q:') . *H#Eﬁf%é%é\k% 5 “Gfoﬁ‘ll‘%/ﬁ\ﬁ§g?)é N ]\o %ﬁ?’%%$ﬁ L. 5?]:’5’)%‘
D GRIIERDO N T TNy a—T 4 VT RITHI L 2BEO LET,

eRraised () : ZVUTF 4 A7 KU 7k, Cloud APIC DFspk AR L. BhET AEELHERT S
ZlEBEOLET, HkEHET 7oA T5L, CloudAPIC &7 7 U K ¥ — b X[ Di@EE o RE
ERRRCZX DGENH Y T3, MERRREL2WEGEIE, 77 =R — a7 &R L T<
fiéb\o

[(RERENFE=H 59 K 1JYy—2R (Presented Cloud Resources) 1 D#IZiX, 7 7 7 FCEUIHER S

723 R_RCOY Y —RZETEERPRRINET, ZOT—TNiE, 77U RNOFETEDEPG |2 B#
ffiFonTcnadtex= 70 Z—"7% L0 @EEIca b T 2 X 9IRS TnET,
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| o=
%LV 5 RrER0ER |

R% L TULVS VRF R DFERR

ZDEv 7 aTiE, Cloud APIC 02OAER L=, 77U R 7770 v 7iZ RS
TV VRF RE & R T 2 FIEIZOW TR L £,

ATv 71 Cloud APICGUILIZm 71 > LET,

ATy T2 [7FVHr— 3 &EHE (Application Management) ]>>[VRF]Z 7 U v 7 L%,

AT T3 e VRF 24727 ) v 7 LT, £® VRF O [HE (Overview) ] {—Y%F/RLET,
AT T4 [V59K<TyETS (CloudMapping) 1 ¥ 7 %27V v LET,

(259 K<vyE>Y (CloudMapping) ] B =—IZiX, VRF ¢ ZnMEHAT2 2770 K Y Y—2ZBT5

FTRTOFRPFRINET,

Overview Topology ~ Cloud Resources  Application Management  Cloud Mapping Statistics  Event Analytics

Detection of configuration drifts is stillin beta ‘

Detection Summary

Cloud Resource Expected Cloud Resources Last Drift Check @

Configuration Drift Statu )
() 0 Drifts Found 13 13 Jul 08 2022 08:46:00am -07:00

Related Objects

Application Security Group work Security Grou CIDRs
8 7 4

Configuration Drifts
Virtual Networks |

CIDRs Status Logical DN Region Primary CIDR Drift Type

Sunets |
5

G¥) [2Z79F1)Y—X (CloudResources) 1>>[F 1 7 k (Drifts) |®IEIZZ U7 LTZDR—Y

WCBEIT S Z LB ARET, D% MR K'Y 7 b (Configuration Drifts) D& C#bletrz2 27 U v

7 LET, VA KRV ZOREORHER FY 7 MCETAERS S HICFERENET, [FEH

(Details) 174 =2y (L1) 227 Vv r35&, ZOREDAT V=7 MNalFOwEY R [V 59K

< v E>% (CloudMapping) | —YNHEITERINET, dBMIZOWTIE, R RY 7 K
DALY R=VNZT AT (343 X—V) | 2L TLLIZE,

L, BREOBE (Detection Summary) 1. [BE&EA TP x4 b (Related Ojects) 1. [ KU 7 k
(Configuration Drifts) ] B3 X O [RRENI=U 57 F 1) Y—X (Presented Cloud Resources) ] ? 4 ->®

v va il ynTnWET, T va it BIRLZVRFICET2ZNENDEREZ UV A LR
NEFNTNET,

s [REDOBE (DetectionSummary) ]OFIZIL, B Sk KU 7 o, kS nzgR s e
D7 T R Y Y —2D%k, :JbotU\ O)f %&ﬁ%ﬁébzﬁ%ﬁéﬂf:H#ZW)*ﬁ%Eﬁii‘%%éﬂi*fo 1L Ji
EHOXADAX TN HEWGEAE, 2 HOEEBIZHD [BF T A2v%27 Y v 7 LTE#RE
HHCxET,
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gEENEs2E |
B zzL<cvzvermmomsz

« [BEEA TP x4 b (Related Ovjects) 1 =V 7iZix, E¥=VUF 1 Z//—7 CIDR, ¥ 7 *xv h72
E. VRF CEET 22D A 7 V=7 MREREINET,

- [#8Rk K ) 7 b (Configuration Drifts) ] ®ZF(Zi%, KRy NV —7 Ry U — 27 ([ZEE AT
5 TCWVWAHCIDR, BLOZENLDOCIDRNDOH 7 3y MIBT TR CTOMEN -ERXRINET,
BRI, BT 22 2B L TWen, EBEOTZ 77U v ZHERICKRE L TH LT X TONRAE
Sy hU—27_ CIDRBLIOY 7% b,

WTNDD LV THER RY 7 bR 556, RIITZFDO L)L TORERKR RV 7 ERFEREH, £
LD TFTOLLTOMHE R 7 MIFRINZWZ LIZEELTLEEWY, 2&x0F, ik kU 7 K
23CIDR L~ULTHRAL, O CIDRNOXIET 5% 7 3y hOBE, 7—7/VIZILCIDR = VU 7 DO
B RU 7 ERERSNETN, TOCIDRNOXIET DY 7 R NOHE RY 7 MNIRRENEHA,

ZORIZIE, RO T OFMERPEENTVET,

ARy FU—7 §EIDN, VU—Y a3y T4~V CIDR, RFUZ k&4 7 RBEOHA,
KOZNZfRRT DD DOHREND T 7 v a VT 2 RA R L £

+CIDR : ##Z#EDN, VU—Y =z, CIDR7 v Z7&H, 7714~V CIDR2&E 5%, CIDRNOH T
Fwv b, RUZ R 247, BBEOHE., BLXOZENEMBRTHZOOHRINET 7 v a 2
TOEMAERRML L F97,

eH TRy M FHEDN, V—Yar  IPT LA, RUZ k&4 7, MEOBRH, BXOoEns
RIS DT ODOHIRIN BT 7> a AT AERZEEME L E T,

BRODIELSE T LI, [AT—H A 74—V RIZVETT 4 (EKE) tHRERINLGT 7V a v
PDRENET,

* Transient ({K) : BOLOWAENER TH L AREMENEWVFY 7 b, 777V v 7 BRET D
ETHOZEEZBEIO LET, [T6OXE. ROMALD FHRIZ HIRITIRR T D TREMEDR H D £
j‘O

epresumed (1) : =R THLIEA L F O TRWVWEARHDL FY 7 b, REAEHL, 1Ibo%x
D BWHEIIERDO N T TN a—TFT 4 U 72T 2 BEIO LET,

eRaised (&) : ZUTF 4 A7 KUY 7k, Cloud APIC DFspk AR L. BhET AEELHERT S
ZEEBEIDLET, BEBET oA 95E, CloudAPIC &7 F U K ¥ —E A O#EIE DR
ERRRCEX DGENH Y T3, MENRREL2WEGEIE, 77 =R — a7 &R L T<
fiél/\o

[(REENFE=H 59 K 1JYy—2R (Presented Cloud Resources) 1 D#IZiX, 7 7 7 FCEUNHER S
e _XTOY Y —=RZET 2 E®RAE RS, B R 7~ (Configuration Drifts) ]D#& (AL v
N7 —27_ CIDR, BLOH 7y b) IZERRINHDO LRI CERBICBIESNET, ZOT7—T WL,
779 FNORED VRE ICBEIT DN TWDRAER Y FU—7 CIDR, BLOH 7Ry & XD
HENZ AL TE D LD ICERE STV ET,
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#ROEs =05 TLva—T427 ||

BEDESD2ED NS TN a—TFT409
OB a s TIE, HROIEHOX 7t 27 Cloud APIC TEEIL TW5D Z & 2R L.,

TV r—varyalEERL, LEISNCTT 7 =0 i — MERE LR T E7-000n
< OMNDER| o~y RERMELET,

ATV T root —F—& LTz Y —/L#&H T Cisco Cloud APIC {212 74 > LET,
ATY T2 HEOIESSET IV r—a b DAT—Z AR LET,

ACI-Cloud-Fabric-1# moquery -d pluginContr/plugin-Cisco_CApicDrift | egrep "dn |pluginSt |operSt
| version"

dn: pluginContr/plugin-Cisco CApicDrift

operSt: active

pluginSt: active

Verison: 5.1.0

ATFYT3 TFUr—vary arTFORAT—H AR LET,

ACI-Cloud-Fabric-1# docker ps | grep drift

CONTAINER ID IMAGE COMMAND CREATED STATUS
NAMES

649af6feb72c ab5eal8bbf541 "/opt/bin/conit.bi..." 13 hours ago Up 13

hours drift-api-b703e569-0aa6-859f-c538-a5fecbc5708f

RATv T84 T _TDDocker 2T HIZXo> THBEEND AT ZHERLET,
HEINDAEY OFFHEIL 12GB Rl CHLILENH Y £77,
ACI-Cloud-Fabric-1# systemctl status ifc-scheduler allocations.slice| grep Memory
RT9TES MEIZEUT, 77 =AV R —b a7 E2ELET,
271, 22 hB—F® /data/techsupport T A L7 F UITRIFEENE T,

ACI-Cloud-Fabric-1# trigger techsupport controllers application CApicDrift
ACI-Cloud-Fabric-1# trigger techsupport controllers application CApicDrift vendorName Cisco

AT9T6 7V r—varya bR LET,
RO s2E 7ok xor 7k, /data2/logs/Cisco_CApicDrift T4 L7 MIIRIFEESNET,

runhist.log 7 7 A /WX, 77U 7r—a UBRRBEN AT NTERA LR INE T, RICHIZ R L E
-éAO
# cat runhist.log

1 - Thu Jun 11 23:55:59 UTC 2020
2 - Fri Jun 12 01:19:41 UTC 2020

drift.log 77 AMEIT TV r—varnZ 77 A ATHY, WKLY 7 PBER S 7B E AR
IO TR 2 RN D eI TE £,

# cat drift.log | grep ITER
{"file":"online snapshot.go:178","func":"Wait","level":"info", "msg":"ITER# 109
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¢« TV AT VA N— K F = U oA ZlHL TEREERT S (353 =)

VPN 7 — T oA (XY NU—7 F— b =A) A L7EEROMER (360 ~—

)

IHVRTLARIL—bS— b/ #FERAL TEREEZER

ERS

UY—2S51QUBETIE, VEA L2 bEFEHALT, £2XV XA L7 bEFERAETIC, T
VNet |IZ=Z A VA )— K F— R U= A ZRAVRERZI AT VA NV— KN F— U oA &
BN R—hEHTWET, =7 A7 LA L—F F— 7 =A%, Cloud APIC BNEFS 5 7
TURHA NEFEACIY E— A MH OB AT S-S ET, FEACIY E—
A b (ZOHE, 27 AT VANL— =y oA IZL o> THERIN TN D) OINBEPG
IZIE, T ERIIAR =27 VNet WD 2 77 REPG & D=2y hT7 7 ERdHD £,

&AL LY FEFRALTIVRT LR IL—FHF—rY1 A ZEET
AZEIZDONT

TIATVAN—F F= b U= %N LTI TT RN RRA U M ESNER Y FT—7 WD
Btz B L TV ORI TR, VA A L7 FEEH L TERLDICH—E A T30 ZZ4fA
TEET,

TDA—RA—ATIE, T AT VA )N— K F—FT = A1Z 5o TEfe SN/ EPG X,
INTETNIAR =7 VNet DTN TY 77 KEPG v b7 7 vBRHV FT, ZDr—2R
MOELNTRRELL IR LET,
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Cloud APIC EEX% Y 5 K44 FEFEAC Y E— b4 FRADEGEOHEK |
B s Lo rEERLTIORTLRA L= = YT EBEIT B £(2DT

« UX ALY M, CloudAPICIZE > CTH— b= TRy b b—F T—T /L THERE
NEJ, 7ufF—7F 7 REPGSTCD T 7 4 v 71, N7 VNetlZEB&EN/=0—
ERATNRA AR I ARy T LTIEAL LT FENET,

cUFA LY FTHHASNDAT—ERA TS AL, TITATVAN—F F—rv=A (Z
DEFAENI/NT VNet) (2 &> THEE S NUVZAMEE EPG LRI U VNet IZH D MLENH Y F7,
c ZDME., Tu A — T REPG E ) —Va VEKICHET S Z LN R— MR
TWET,

KDL, "7 VNet D28 F—EPG ~DZ I AT LA )N—hK F— KT DY XA L
7 b E R L TWET,

Hub VNET

o01oto0m4 | | i
o 10.10.10.0/28
CHE — Internal NLB !

Forward Traffic =% g
Return Traffic =———> 2

WORIL, AR—27 VNet ND 7 @84 X—EPG ~DZJ AT VA )—h F—hrooA DY
A VLT FOFERLTWET,

Hub VNET Spoke VNET

Subnet

Forward Traffic = g
Return Traffic == 2

WOERIT, . VIA LT EREDLITT R T T AhINL0ERLTHNET,
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| Cloud APIC X% 5™ K44 FEJEAC ) E— R4 FREIDEHKOERK
YEALY FEEALETIZRTLAL—k F—toz 1 0ER [

JOnNA H—

F—k9zA4 TRy
FIL— bk F—TJILT
NDYVFEALY b+

Za/84 5 —VNet T
NDYVFEALY b+

T AT LA JL— |
=R 72 -oT
Bt S 7458 EPG

HT Ry PR—RADT
VRRAV BV H
WA 7=7 77 FEPG

TN F—DYT
Xy baREH LA
Va—ehn A
B—=~DKNTT 4D
DY FA VLT B

S EPG DY 7 %
NEfER L7 asg
H—nbarya—<v
DT T 47DV
A LT K

AL LY FEFERALEIORTLRAIL—FS— 9141 DEM

ATy T

ATy T2

ATvT3

4a & HREIIC

NSO TFNEERFATT DA,
BT 5 Z LlconT

VEALY NEFHLTCZ AT LA NLN—KN A — K T oA %
(353 =) OIFREMHRLET,

Cloud APIC TVNet &7V 7 2HMZ L £,
NSO FNEITOWTIE,

T AT VA N— b F—= T 2 THBIRpNT VNet D7 — b7 A TRy M, VNet 7 U 7 HR
FHEh72 854 Cloud APIC TREBENET, ZNiE. =27 AL 2 )b— K ZF— 7 = A OREBMIZANT VNet
BT DI ThIVET,

FACIVE—F A DXy NT—F R/ T VNet 12958 EPG Z1ERL L £97,

« GUI Z1{# ] L THMEB EPG A BT 5 121E. Cisco Cloud APIC GUI Z i L 72444 EPG O1ERL 25 /R
LTL7Z&EW,

S EPG @ [JL— FEZTRTAEME (Route Reachability) ] C. [#MFH4 b+ (External-Site) ] 23R L %
R

« REST API Z{#i f L THME EPG Z1ERKT 51213, REST API i L7=4MNT 2 5 7 R EPG DIERL 2%
JRLTLZE,

% A 7 site-external DA 7 v K EPG ZERk L £,

[Azure fil Cloud APIC @ VNET ©°7 U v 7Otk 2B L T &0,

Azure R—Z NV EZBLT, AT v 71 (355 "—=Y) THWRLES— bV =A 473y bEFEALTAT

VNet T/ A7 LA L—h #— Y=o %R LET,

27 w71 (355_—) TVNett' 7V U 7 HANNCTHEXTBINLIZY —Y 3 o3I U T, Cloud

APIC NEBLT MDY —Va VT AT LA V= h =t U= A T IR ARBEREAIL, Tho

DHEY =P a L NIT I AT VA — |k F— b = A RN EB L E T,

a) Azure R—H /L C, MEFxy NU—2 7F— "D = A /BT 5 Resource Manager (KA % v b 7 —7 (Z
BEiL £,

b) ZMIT, [UY—RXDIER (Createaresource) | ZER L. MR IZVirtual Network Gateway & AJj L &
ﬁ‘o
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Cloud APIC BEERKR Y 5™ K 94 FEIEAC U E— b4 FREDEGOER |
B s Lo EERLETIRTLR L= H— YA DR

¢) MEMMETHRERY FT—4 — kx4 (Virtual network gateway) ] #R21F T, = hU &7~
Uy 27 LET,

d) [R¥Exy bT—49 F— kx4 (Virtual network gateway) 12—, [#ERL (Create) ] %R L £
R

e) [MREBXRY FI—%5 5 — x4 DR (Createvirtual network gateway) ]-X—YC, IRD 7 4 —/L K
WG G AE AT LET,

cH IRV YT gy w7220 7P g UNBIRENTWAEZ AR LET,
c)Y—RIN—T Ry NI BFERT DL, V=R TN —TRNEHBRNOBEIR SN E T,
BRI T AT VLA Jb— k F— M7 = A DAHIL

=23y Ry N PEE SN TWASITEZET L2 IC[J—2 3> (Region) 17 14—
NREEBRLET, GFIHMRERY NV —2 055 —VarEHE LT RWEE, (XY b
T — 271X [RER Y FT—5 MDER (Choose avirtual network) 1 Ru v 7 & 7 cFRrENEE
}\/o

e F— kA MDIELE : ExpressRoute #ER L £,
«SKU: FryZ XU inb s — o = A SKU i8R L £,

cREARY FT—4 2T w71 (3553—0) T Cloud APIC IZ L » TERR EN -8R v b U —
7 iR LET,

cINTY9 Y IPF7 LR : [HRIEK (Create new) ] ZEIRL £7°,
cINTYY Y IPFRELRE : X7V I IPT RLADLARIZREELE T,

f) [#EER + 1AL (Review + Create) ] Z#3&R L, [fERL (Create) 1 T — hU = A OIEREZBM L 7,

RENHERIIN, F— by oA DBREELET, Ry NUV—7 F— U= A OERIZIZ, ETET
W 45 0 ) £,

TY AT VA= b F—= b= A PDIEFIZEE SN2 & 2MERE T 21213, Azure R—Z LD+ v b
V=0 5= Uz XR=VIBHL, FA T THVRTLRAI—F DRy NU—7 F— T =4 NE
RENZ & xR LET,

BIMOY—2a v T2 AT VA== T oA T RBABRKRERIGA, ThAHD) —Ya %
NENZZINGDOFIEEZEY KL ET,
ATy T4 VALV FHOYV—E R T, 2 %K LET,

GUIL £ 771 RESTAPI 2 H L TU XA L7 FOYF—E R FNAAL ZAEREETHIZIE, LAY 400 LAY
TH—ERDRERM 2L T3,

ATFYTE 2 RS VA N— N F—b oA TR LIZYZ T REPGBLXUHAEBEPGE D bF 7 MR L E
KR

cGUI L Tay 527 F{ERT BITIE. Cisco Cloud APIC GUI Z i L7 5 7 N OfERk
AL TLLIEE0,
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| Cloud APIC X% 5™ K44 FEJEAC ) E— R4 FREIDEHKOERK
)& 4 L% k7% L0 Express Route — ko = 4 DERIZDLNT .

. RESTAPI %ﬁﬁﬁ LTCar 57 FERERT HIZIE, RESTAPIZfH L2 T 27 KOV 251
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ZDEA T DREMTIZ, AKR—2 VNet ~D/L— MriE?) Cloud APIC |Z & - THEHJIZAZNIC
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Xy V= A TELLIERVET, F'—FU=Aa bT70 Yy FEfA L/ VNet BT
U 7%, Z D84 Cloud APIC 12 L » THEIMICAHDNI /20 £3,
ZORERO—FE LT, N7 VNetliZm/ AT LA b— K F— U= A ZREHLET, Cloud
APICIE, =7 AT VAN~ RN =T A NN T VNet CHER S TWAD Z E AT 5 L,
Azure R—H IV TREITET V7 a7 4 ZHEMICEELET, 1 DiINT — AKR—7
ET7UVCTH, b I DIEAR—T > AT BTV THTY,

*Hub VNet : [CDRBERY hT—9 DT — b+ x4 ZFERAT S (Use this virtual network’s

gateway) 1 ICHBEIIICERESET,

« AFR—% VNet : Cloud APIC (Z k> TEEE I D AR —2 VNet T [ E— MrERY b+
D—ODF— bz A %#FHATS (Use remote virtual network's gateway) ] (2 HZhflIZ7%

EShET,

ZR—27 VNet D SjL— T T—TF 2wt L Tb— MeiZEX AT 51213, AR —727 VNet
D27 72 REPG &, FEACIY T— F YA MIEERT DI EPG E DD =2 T 7 &R
THULERHD FT,

ROMIZ, ZORAZATOpZRLET,
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Cloud APIC EEERKR Y 5 K 44 kEIEAC U E— b4 FEIDEGEDHER |
. )54 LY b7 L0 Express Route 75— b = 4 ODREBAIZDLNT

Spoke VNet

Subnet

Vet

|
I
I
I
I
|
|
Peering I
I
I

Hub VNet [ e e R .

_________________ Use remote virtual

Gateway Subnet network’s gateway

Use this virtual

i
i network’s gateway
I e — T

VPN Pt
1 t 1
Gateway  \_ Gateway y,

ZORFITIE, RO XD FT,
« RO, Cloud APIC 12 X » THEWIZITHOIVET,
¢ AR—27 VNetlZ, ¥—hrU=A FT70 Ty b (FZ70Vy FET YY) TVNet
BTV T EERT S
¢ N7 VNet ® VPN 77— h T = A AL T LI ADIEACL U E— M A MIEH S
Tn5

451682

T J AT VA J)—hK HF =K T A N7 VNet ICEBIESILTVW5 Z & % Cloud APIC
DT D E, BITET V7 7aXr o BT ) o O M CTHEINIZERE SN E
T (NT > AR—=IBLOAR—T - 1T)

*Hub VNet : [CDRERY 7=V DT — b+ A ZFERAT S (Use this virtual
network's gateway) ] (ZHEIWICRRE SN E T,

« A7R—% VNet : Cloud APIC IZ k> THH I D AR —7 VNet T [ E— MR
Ty RI—ODT— x4 %FERAT S (Use remote virtual network's gateway) ]
WCHBIICERE SAILET,

o ZAR—27 VNet D EPG BAMBEPG £ 2> b7 7 R LTV DA, VPNZF—F o= A2k -
THEENT-F LTI ZADIEACIL— MME, AR—2 VNet TEHTX £7,

e N7 VNetid, VPN — Y =2 2 LTAH LI ADIEACLY E— YA FEsEdk &
L7ZAR—27 VNet NOD EPG D b T 7 4 v 7 Z3Fa] LET,
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Cloud APIC TVNet &7V 772G LET,
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B84 Cloud APIC TERENET, ZHiE, =7 AT LA L— K F— b7 = A OREAHIZ NT VNet
P D 2D ThE T,

FEACIVE— YA bRy NU—T ZFET /T VNet IZH58 EPG Z#1ERL L £ 7,

« GUI Zf# f L THMEB EPG Z1ERKS 5121, Cisco Cloud APIC GUI Zf#i ] L 7-4+# EPG DAERL 25 MR
LTL7EEN,

S EPG @ [JL— REIZEATREME (Route Reachability) ] C. [4M&8H 4 b (External-Site) ] Z3i®&R L &
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« REST API Z{#i ffl L THME EPG Z1EA%T A 121%. REST APL 25 L7427 5 7 K EPG OAFERL 2%
L TLIEEN,

% A 7 site-external D27 Z v R EPG ZERL L £97,

Azure R—HNVEHE LT, A7 v 71 (359 <—) THELES— I vxodf 7y FEFEHLTT

VNet C=/ A7 LA )b— bk F—hy oA ZREBLET,

AT w71 (359°—2) TVNetE7 VU 72 GNITHEEITERLIEY —Y 3 OBITE LT, Cloud

APIC WEHT HEHDO) —Va LV T2 AT VA )b— K F— T = T 7B ARBERERIE. Thb

DEV—Va NI AT VA J— K F— b 7oA ZEBNCER L £,

a) Azure R—# /LT, Xy NU—7 7 — U = A ZAEAT % Resource Manager (RAELR v b U — 7 (Z
BEhLET,

b) T, [UYV—RADERL (Createaresource) ]z L. fR5RIZVirtual Network Gateway & AJ) L &
D

) MZMECTHRERY FT7—4 F— kx4 (Virtual network gateway) ] % 2215 C. = hU &7
Vw7 LET,

d) [R¥ERY FT—4 F— kx4 (Virtual network gateway) 12— C. [ (Create) ] Z3&IR L £
R

e) [RExY +bT—9 F— x4 DERK (Createvirtual network gateway) 12— C, IRD 7 4 —/L K
B R AaE AT L ET,

cHTRH YTy WUIRYT A7) Foa NBBIRENTWD Z AR LET,

c)Y=RGN—=T iRy b= ZERT DL, VYA TN PNEABICRIRIS L E T,
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Cloud APIC EEERKR Y 5 K 44 kEIEAC U E— b4 FEIDEGEDHER |
B ovens—roza dRERY FT—H S k) EEALLEGOER

BB I AT VA b— b F— A DLHIL
c)=Tay B Rxy NI BEEINTWAEITEZET Lo IC[U—Yay (Region) 174—

NVREEFLET, GIATRERERY NV —2D0HD Y —Ya LT RWES, JiEx v b
T —7 X [{REF v bT7—%- DFEIR (Choose a virtual network) 1 K > 7 & 72| i‘%réﬂiﬁ
/\/0

« F— kA MDIELE : ExpressRoute #ER L £,
*SKU: Fa vy 7 X inb s — oA SKU Z&EIRLET,

cRERY FIT—4 2T w71 (359 %—) T Cloud APIC IZ L » TERR E N8R v b U —
7w LET,

cINTYw Y IPF7 LR : [HRIEK (Create new) ]z L £7,
e INTYY G IPFRELRE : XT VI IPT RLADLAHIZRRELE T,

f) [#EER + 1ERL (Review + Create) ] Z#3&R L, [fERL (Create) 1 T — h U = A OIERAZBM L T,

%ﬁ#ﬁﬁéﬂ F— bt T2 ABEBELET, HERXy NU—7 F— b U= A OIERIZIE, BTET
B 45 0 97,

T AT VA N—F = U oA DIEFICRH SN Z L 2RI 2121%, Azure KR—Z /LD xR v b
D=0 F—=br Tz XR=DICBEL, AT ITHI9RTLAIL—F D%y bU—7 F— o x=AMME
RENTZZ &R LET,

EBIMOY—2 a0 T2 AF VA= N — NI oA T EBARKLEREESE. 5D —Va %
NENZZINGDOFIEEZEY KL ET,

AFYTE 2V ATF VA N— N F =T oA THGELEY 77 FREPGB LU EPG IO 57 a2 L E

@—O
cGUI LTy b7 7 F&EEMRT AIT1E. Cisco Cloud APICGUI i Liz=2> b7 7 b DYERL
EBBLTLIEE N,
*RESTAPIZ{iH L Tay hT 7 &R+ 521X, RESTAPIZMEHI L= F T 7 N OIERL 25
L/VC<7L\_§I/ o

VN —b+roxA4 (RERXYNID)—OH5—b+D0xA) &
EA LGB

U Y —2250Q2) L%, VPNZ — D = A ZfEH LT, Cloud APIC TEE SNV 77 KA
NEFEACIY £— b A M OB A RIETT 27200 R— FBFIHEICRY E L, 20
A AT O TIE, KB FX Y hT—2 =t xA (VNG) 234 7T (/7)) VNet ZER
X}, Cloud APIC TEHEINZZ T RH A 0 BIEACIY E— K 77 F YA MIERT
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X555 LFET, BGPIEZ, £ 7T VNet ® CCR/V—Z L VNG &, FFACIUE—F 75
YF YA RNDOF LT VI AIPsec T NA A (B—H)V Xy NT—T F—FroxzA) EOMO
N—T 47 7a hand LTIPsec b )V ETCEITENE T,

WORTIE, ZOXA TOEERIC L DG EZRLET,
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WOFNETIE, ZOXA T O AT 2 HEICOWTH LET, SEMITIE
192.168.20.024 %7 % MIH DAL T L I AR~ &, 172.16.80.025 57 % > MIdHh
5 nhubweb (AR~ > v O CTERIZFERHETI,

VWNYS—broxA Z2FEAL-EGEORER

1R BRI

INGOFRIBEEGATT LRI, VPN — T =A (xR y NU—2 F— T xA) ZHEHA
L= ORER (360 ~—0) OFHRAHERL £,

ATy 1 MBS U T, Cloud APIC T VNet B 7 U v 72 H4MZ LET,
ZHBDOFENEICOWTIE.  TAzure A Cloud APIC @ VNET B 7 U o Z DRk 2SR L TL &V,

ATYT2 VPNIT—RrU=A $T7 Ry bO2FAOF T Xy NEBIMLET,
a)cmmeGmf\4y%yb74:y(@)%7Uy7u[biﬁmwmwtvh7v7
(Cloud APIC Setup) ] Zi®IR L £,
b) [U—Y 3 VEHE (RegionManagement) 1=V 7 T, [REND#MwE (EditConfiguration) 1227 U v 7
LET,
o [BE¥d5Y—T3> (RegionstoManage) ] 7 1 R7 T, [R~ (Next) 1227V v 7 LET,
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Cloud APIC EEERKR Y 5 K 44 kEIEAC U E— b4 FEIDEGEDHER |

B ven -t EERLEEGOBR

ATvT3

ATy T4

[—H%#ESE (General Connectivity) 17 (> RUBRERENET,

d) [£f% (General) 1=V T7D[U59KIL—2DH Ty b F—)L (SubnetPoolsfor Cloud Routers) ]
TA4—IVRT, [9FD K L—2DH Ty b T—)LDENM (Add Subnet Pool for Cloud Routers) ]
7 Vv LET,

e) VPNF—hUxAf L—2D2FEBDOH TRy hOIEHREATILET,
72X, VPN — b xd (HfEXY NU—2 F—bT=A) i LR OHER (360 ~=—
V) OEHIEZFERLT, ZO7 4=V EFDOVPNF— VoA L—FD2EHDOT T F v MC
10.80.1.0/24 ZBIMLET,

f) [R~N (Next) 1227V w7 L, IROSX—=VIIHEREREZ AT LT, RELTHIT (Saveand
Continue) 127V v 7 LE7,
[Cloud APIC £ b 7w 7 (Cloud APIC Setup) ] 72t AN5E T4 5 &, Cloud APIC (2 & - T VPN
T=h 0= N—=FDOY TRy bPMERSNES, VPNT — U =A L—F DY TRy b OHERLD
Azure |[ZIEFIZ T v ¥ 2 ST 2 L BRI 5121, Azure R—# LD [HTH vy b (Subnets) ]<—
JICE L, [GatewaySubnet] => kU & R oF £,

AT T THRANESND VRF Z/ERK L. #D VRF &% A ML EPG ITfEH L £,

AL 7T VNet NTARA FEND VRERDHDHA 7T RA K VRF ZERL L. RO FIETIERT %W
A MM EPG 2% D VRF 2 L £,
a) Cloud APICGUI T[7 FU4— 3 & (Application Management) ]1>> [VRFs] (@I L £,
b) [72 23> (Actions) 1>[VRF OYERK (Create VRF) 1% 27V v 7 LET,
[VRF D1ERL (Create VRF) |1V ¢ v RUNRERINET,
) ZDA2T7TTHANIND VRF D4RTZATIL, [TH2 FDFEIR (Select Tenant) 1527V v 7
L. 77 D[4 275 (infra) 1 23R L T [EIR (Select) 127V v 7 LET,
d) HEISUTHEAEZ AN L, fRfTF (Save) 1227V v 7 LET,

FEACIVE— YA PDOFRy FU—7 BFKT /T VNet (ZH5 EPG Z1ER L £,

« GUI Zf# [l L THMES EPG Z1ERK T 5121, Cisco Cloud APIC GUI &1/ L 7-4M4 EPG OAERL (99
N—=) EBRLTLLIEE N,

« SN EPG O [VRF] 7 4 —/V KT, Z DA EPG FICER L7=A > 7 7 78 A I VRF Z1#iR L £
TO

« M5 EPG @ [JL— MEIZEREE (Route Reachability) 1 C. [#M&H 4 b (External-Site) ] %%
RLUET,

« REST API % [l L CTHMEBEPG % {ER% T A 1Z1%. RESTAPI & L7-4M#27 5 7 R EPG OERL (187
N—V) EZERL TSN,
« ZDY A MM EPGITIX., AV 7T THRARNIND VREZFEHLE T,

o X A 7 site-external ®A5 2 Z U K EPG Z1ERk L £797,
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| Cloud APIC X% 5™ K44 FEJEAC ) E— R4 FREIDEHKOERK

ATy TH

Py LR Y v |

Azure portal Z/T LT, A7 v 72 (361 X—) THMLIZ VPN —hU=A BT Ry hOA 7T
VNet IZfA8 Ry b T —2 F— b = A ZERCL £ 7,

INODOFEETIH, 7 LI 2P A D Azure VPN 77— 7 = A ~D IPsec 3 L N BGP #4f5¢ & fi 48
LE9, iz TIE, Azure 1 FORDEEEZSRL T ZE W,

https://docs.microsoft.com/en-gb/azure/virtual-network/virtual-network-configure-vnet-connections

a) Azureportal T, (XY NV =27 F— U = A 2T DY) V=R X =V ¥Ry FU—2 1T
BE#hLC, (Exry hT—2 F— U oA ZERLET,

b) AT, [V)Y—RXDER (Createaresource) | %3EI L., MR Virtual Network Gateway & A7) L
iﬁ—o

) MBHRETHRERY FT—9 ¥— kA (Virtual network gateway) ] % o) T, = VU %
707 LET,

d [R¥ERy bT—9 F— oz 4 (Virtual network gateway) ]~<—C. [Ef (Create) ] % ER L
7

e) [REXRY  T7—2 #— oA DERL (Create virtual network gateway) ]-~<— T, IRD 7 4 —)L
NIZEE 22 A AT L ET,

cH IR ) Tay @R T A7) T a URBIRSN TS Z 2R LET,

cY=RIN—=T iRy PV =2 ZBRT L VY =R TA—T PR ABICERS UE
‘g—o

< BHE: AR Y FU—2 F— b U = A DAH,

)=y ARy U= REESN TCWAEFTEET L2 [U—2 3> (Region) ]
T4V REEFELET, BIIRMEERY N2 DHD ) —Va v EELTORWEA, K
By N =27 X [RERy FT7— DFER (Chooseavirtualnetwork) ] K v 74 7 ANTEKR
SNFEHFA,

e HF—brDxA B4 T [VPN] IR L 7,

+ VPN % 4 7 : [Route-based] %R L £,

* SKU : [VpnGwl] Z 4R L £ 7,

« 4% : [Generation1] Z3&N L 9,

ARFEARy FT—% : [overlay-1] ZEIR L £,

«NTUY D IPT7 LR [HRER (Create new) ] Z3EIRL 7,

cNTYYIIPTRLRE : TV w7 IPT FLADAHTZRELET,

- active-active E— FZFRIZT 5 : [#EZX) (Disabled) 1IZ&EL £,

+BGP MR : [A%) (Enabled) JIZREL £7,

cBEVATLES (ASN) : VPNS'— hU = A DT BGPASNMEAZ AT LET, 774/ b
TIE, Azure 1% 65515 O ASN fEZMEH L £,

f) [#ER+1ERL (Review+Create) ] Zi&R L, [¥ERX (Create) ] T/ — b7 = A OER ARG L E,
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REPHERIIL, V= My oARNEBELETS, IRy NU—2 F— U oA OIERIX, ETT5
FCICHEAS DD ERHY £,

Ry NU—7 F— N oA DIEFIZEA SN Z L 2MERET 5120, BExy hU—27 F— |
7 = A (virtual network gateway) |- X—IZBEIL T, /ERL7ZIEDY ORABER Y FT—7 F— |
U A &R L, [ERTE : #R (Settings: Configuration) ] %27V v 7 LT, (K%Y hU—2 7—
T A OREEREZ R LR L E7,

ATYT6 v—hNFy b U= F—b oA EERLET,

CORTIE, n— AN Xy MU= F—=1rUxA1F AT VLI ADPsec TN AERT ATV
J RTY, =) Fy 8T —7 F— T oA ZERT DR, IRO/NNT A —F Z Ui LE T,

«BGP Hftv 27 1% 5 (ASN)
e X7 Y w7 IP 7 KL A (Public IP address)

AR Y N =7 F— R T2 AIZT P A RXTERLERH DS T VIAYT Ry NO#EYRT
FL A Z~_—2

a) Azureportal T, B—A/N Ry NU—2 F— U = A Z{FT % Resource Manager = — 7 /L % |
T—7ZB#HHL T, a—V Ry NU—7 F— R U =A Z/ERLET,

by ZMIT[UYV—RDMERK (Createaresource) |1 Z34R L, BRI lLocal Network Gateway] & A7)
LET,

) MBEMET[(R—IN XYy NI—2 F— Uz Z/OTT, = N E7 Vw7 LET,

d) [B—HIL Yy bT—Y 5F— kA (Local network gateway) ] ~—3 T, [#ERX (Create) ] %
RLUET,

e) [B—ANLFRY FT—U F—Fro A DYEFK (Createlocal network gateway) 1<— T, IRD 7 1 —
NV RIS ERE AT LET,

s BRI B—H) Ry MU= F— U= A DLHI,
cIVRKRAU bk [IP7ELR (IPaddress) | Z&R L ET,
*IP7RLR:a—HV 3%y NT—27 F— b U= A OEYRIP T RLAZASLET,

e 7 FLARZEM: 7 RLUAZERICHYIMEEZ AN LET, 72 201E, VPNF— b= A (AR >
N —2 F— b =) ZEHLZEROHNK 3602—) OFEREIZFEHLT, 207 14—
JL RIZ 192.168.0.0/16 BN L E 9,

*BGPEREDHER : ZORELXZAMITHICIE., Fev /AR 7 2% 7Y w7 LET,

cBEVATLEES (ASN) : o—h/L Xy NU—7 F— U= A OiEtl7s BGP ASN % A7)
LET, 2L, VE—RK TS ZADASNIETT, 72& 21X, VPN —h o= oA (xR
NO—2 =0 xA) wEH LR OME (360—) OplEZFEH LT, 207 1 —
JV RIZ 65150 B L E 9,

eBGPEFZIPZRKLR : ZDO7 4 —/LRIZIEZ, AL IRATFTAAL RMEHTHBGPET IPT
FL 22 AN LET (Azure Bl FR Y N —27 F— b oA TEH Y FHA) . 72& 21X VPN
JF—btyxzA (RERY hT—2 F—bUx=A) ZEH LIZBROME (360 X—) O
Bl LT, 207 —/L KiZ 196.254.0.8 ZIBIMLFET,
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ATy T1

ATvT8

Py LR Y v |

cH IR )T ay: AT v 75 3633—) OFMERy NU—7 F— b IEHALED
DEREICYT AT Y g o EBIRLFET,

W JY—RTIN—T 2T w75 3632—) OEXY NT— F—rooAIfEHLEZD
LRI Y—R TN —THER L FET,

IBFR AT v S (363%—) OIRER Yy N F— b U= AIEH L0 LR U (U —
vayr) EERLET,

[#EE2 + /ERX (Review +Create) 1% 38R L, [{ERL (Create) | T/ — b = A OIERLZBLE L £7°,

BENHERR SN, F— b =A DR L £,

0=y NT—7 F— N oA BIEFIZER SN2 & 2R THIE, [m—I Ry hU—
7 7 —R~U A (localnetwork gateway) | ~—ICBEIL T, fERL7ZIENY O —T L Ry T —
7 = A @R L, [RE : A (Settings: Configuration) ]2V v 27 LT, a—h/1L % v
NO—2 = U = A OWEEREZRB LR L ET,

Azure i8R Y NU—7 F— b U =Anbr—)N Xy FU—7 F—=1 U= (A7 LI AD IPsec
TIIA A) ~D VPN #fe 2Bk L £,

a)

b)

¢)

d)

e)

Azure R —Z VT, Ry NT—2 = U =24 OX—=VICBEIL, A7 > 75 (363X—) T
ER L7z Azure (KRR N U —2 F— b0 A ZROFTET,

TERC LT8Ry N T —2 ' — b = A ZiRIR L, [BRE : $¥E#E (Settings: Connections) 1% 27 VU v
7 LET,

GEAN (Add) 1%227 YV > 7 LET,

[#EHDEM (Add connection) 17 1> RUMRBHE £,

ZDOVPN#fix Azure (KB AX Yy NV —27 F— U= nbua—ANFy NI—0 F— U =A (F
YT VI AD IPsec TN A) ATIEMNT D 7o OICHERERE AT LET,

s [#E# 2 14 7 (Connectiontype) 1 7 4 —/LV KT, (%A F# (IPsec) (Site-to-site (IPsec)) ] &
B®IRL 7,

c[MRExRy bT—H H— ko4 (Virtual network gateway) 1 7 4 —/L KT, A7 v 75 (363
~N—) TYERR LTz Azure (RAER > bV —2 = U= A 28R L E T,

s[A—AIL 2y FT—9 H— oA (Localnetworkgateway) |7 4 —/V KT, A7 v 76 (364
NR—=) TERLTzm—A Xy NI —7 F— N oA Z@RLET,

«[BGP ZH%1IC9 % (EnableBGP) 1 7 4 —/V RCF v IRy 7 R% 27 Y v 7 LT, ZOHH
® BGP A LET,

«[IKE 7B k3L (IKEProtocol) ] 7 4 —/V KT, [1kev2] ZER L E T,

Z D VPN Bt O ITEROA N NRE T Lz, [OK1 227V v 7 LET,

Azure 7°5H VPN KT v 7L — 2 F 7 oan— RLET,

a)

Azure R—HZ VT, XY NI —7 = T2 A DRXR=VIZBEHIL, AT v 75 363X—) T
TERR LT- Azure (REB% v b U —2 =T = A & @O FT,
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b) ERL7RERy NU—2 F— U= A Z3IRL, [BRTE : #&#; (Settings: Connections) 1 %7 U >
& ]\/ij—o
c) MRk L7 VPN Bt D4R 23N L £,

VPN i OB BN — U NFR SN ET,
d) [#o>B0—F#mB (Download configuration) ] %27 VY v 7 L%,
[#r2>O0— F#/E (Download configuration) ] X—Y0NFRENET,
e) [#>0O— K#RL (Download configuration) ] ~4— 2 TR DEIRAZITVET,
o [T/INA R R F— (Devicevendor) | 7 ¢ —/L KT, [cisco] IR L ET,
«[T/AA4 R 77 31 (Devicefamily) ] 7 4+ —/L KT, (10s (1SR, asr) ] Z3&IR L £7°,

[Z7—LoxT7 /N—2 3> (Firmware version) 1 7 ¢ —/L R T, [15.x (TkEv2)] Z R L F
‘g—O

f) [#2>Ba—F#Bk (Download configuration) 1 %727 VU v 27 L%,

ATwT9 Furu—RLEHERT Yy L—F 77 A0V ETX A =57 40 ZTHE, BT 7 L— FOFERIC
P> CHEIRREZITVET,

BE., BT 7L — N CRERET L, BGP R DOK DT 4 — RO TY,

* LOCAL_ROUTE : Azure |27 RAZ A X T HMERH LRy NI —7 THLIMLERHY £3, T2l
ZIE, VPNZF— o= (B Ry NU—27 F— o= o) ZEH LEROME (360 <—)
OB EFERT2E, 207 4 —/V FiZ192.168.0.0 E AJJLFET,

+« LOCAL_MASK : 255.255.255.0 CRIFIIER D EHA

ATYTI0 WELFAERT S L— 2 RELTHUET,
ATFYTIN RELIHERT L — 247 LI 2D IPsec 7 /35 AZEHA L ET,

VPN7— b7 oA (AEXy hU =27 F—b+ T =A) ZMHH LB (3602—) OREREHIC
HEAOWTHREINTFERT 7L — Foflz kI LET,

access-1list 101 permit ip 192.168.0.0 0.0.255.255 10.80.0.0 0.0.0.127
access-1list 101 permit ip 192.168.0.0 0.0.255.255 10.80.0.128 0.0.0.127
access-list 101 permit ip 192.168.0.0 0.0.255.255 10.80.1.0 0.0.0.127
access-list 101 permit esp host 52.152.235.192 host 173.39.125.130
access-1list 101 permit udp host 52.152.235.192 eq isakmp host 173.39.125.130
access-1list 101 permit udp host 52.152.235.192 eq non500-isakmp host 173.39.125.130
!
crypto ikev2 proposal Azure-Ikev2-Proposal

encryption aes-cbc-256

integrity shal

group 2

exit
!
crypto ikev2 policy Azure-Ikev2-Policy

proposal Azure-Ikev2-Proposal

match address local 173.39.125.130

exit
!
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crypto ikev2 keyring singaporeisr-keyring
peer 52.152.235.192
address 52.152.235.192
pre-shared-key 0123456789cisco
exit
exit

crypto ikev2 profile Azure-Ikev2-Profile
match address local 173.39.125.130
match identity remote address 52.152.235.192 255.255.255.255
authentication remote pre-share
authentication local pre-share
lifetime 28800
dpd 10 5 on-demand
keyring local singaporeisr-keyring
exit
!
crypto ipsec transform-set Azure-TransformSet esp-aes 256 esp-sha256-hmac
mode tunnel
exit
!
crypto ipsec profile Azure-IPsecProfile
set transform-set Azure-TransformSet
set ikev2-profile Azure-Ikev2-Profile
set security-association lifetime seconds 3600
! Note: PFS (perfect-forward-secrecy) is an optional feature (commented out)
!'set pfs None
exit
!
int tunnel 11
ip address 169.254.0.1 255.255.255.255
tunnel mode ipsec ipvié
ip tcp adjust-mss 1350
tunnel source 173.39.125.130
tunnel destination 52.152.235.192
tunnel protection ipsec profile Azure-IPsecProfile
exit

interface Loopback 11
ip address 196.254.0.8 255.255.255.255
exit
!
router bgp 65150
bgp log-neighbor-changes
neighbor 10.80.1.30 remote-as 65515
neighbor 10.80.1.30 ebgp-multihop 255
neighbor 10.80.1.30 update-source loopback 11

address-family ipv4
network 192.168.0.0 mask 255.255.0.0
neighbor 10.80.1.30 activate
exit
exit
!
.0 255.255.255.128 Tunnel 11
.128 255.255.255.128 Tunnel 11
.0 255.255.255.128 Tunnel 11
.30 255.255.255.255 Tunnel 11

ip route 10.80.
ip route 10.80.
ip route 10.80.
ip route 10.80.

= = O O

ATwvT12 VPN #EERLET,
a) Azure R—Z /LT, XY NV =7 = U= D—VITBEBHL, A7 v 75 363~—) T
ER L7z Azure (KRR Y FU—2 F— b= ZROIFET,
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b) ERRL7BBER Y NU—7 F— R U oA 23RN L, [BXFE : $#&EHE (Settings: Connections) 1% 7 U »

& ]\/ij—o
c) fERLL 72 VPN B3t (27 —4% % (status) 1 FIC [#E#RFA (Connected) ] LR RSN TNDH I %
B LE7,

ATFYF13 VEA LV FEFEHALEESRY NU—27 F— b U= A ZRBBATANE I DERELET,
ALV ML TRy NI —7 F— U x=A ZRBATIHEEIE. AT v 714 (3682—)
WA FE T,

cUHA LY FEFEHLTUEERY NT—7 F— b oA ZREATDIHEE. VAL L7 NI —
R FNL ZEHERLET,

GUI £721Z RESTAPI AL TU XA Lo FHIZY—E R FAAAL ZZHERT DI, LA T 40
5 LAY TH—EZ0RM QI X—) BB LTIEEN,

ATYT14 JTUREPG L, ARy hU—2 F— T oA IZX > TER SN EPG E DRl T 7 b
FRERE L E T,
cGUI LT F7 7 F&ERT D121, Cisco Cloud APICGUI ZfifH L7==2 b T 7 bDfE
B (123 =) ZZRLTLEEN,

«RESTAPIZfEH LTy FT 7 MR T 511X, RESTAPIAZfEH L2 57 FofErk (182
NR—=y) BEHRBRLTLIEIN,
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Cisco Cloud APIC TS5 —a— K

ﬁﬁﬁAI\

CiscoCloud APIC T5— a— K

s Cisco Cloud APIC =7 —a— F (369 ~_X—)

2 ZCHL Cisco Cloud APIC 0= 5 — 21— RIZOWTHI L7,

3 47: Cisco Cloud APIC T5— 21— R

aAVR—3%T b+

T 5— a— K (Error Code)

%9

cloud-template

CT_INFRANETWORK COUNT

cloudtemplateInfraNetwork

MODHEIIHRK 1 TT,

cloud-template

CT_INFRANETWORK VRF

cloudtemplateInfraNetwork
MOTIX, vriName %
overlay-1 12§ D MENH Y £
R

cloud-template

CT_INFRANETWORK PARENT

cloudtemplateInfraNetworkMO
DA, H MO I uni/tn-infra
ThHOLULENDY £,

cloud-template

CT_INFRANETWORK NUMROUTERSPERREGION MINIMUM

cloudtemplateInfraNetwork
MO Tix, J&Mk
numRoutersPerRegion DI/

FFRMEIL 2 T,

cloud-template

CT_INFRANETWORK NUMROUTERSPERREGION MAXIMUM

cloudtemplateInfraNetwork
MO Ti%, B

, =
numRoutersPerRegion DI K

TFRMEIX 4 T,

cloud-template

CT _INTNETWORK COUNT

cloudtemplateIntNetwork MO

OFITHKR 1 TT
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aAVER—F2 b+

T 5— a— K (Error Code)

%9

cloud-template

CT _EXTNETWORK COUNT

cloudtemplateExtNetwork MO

DEITARKR 1 TT

cloud-template

CT_VPNNETWORK_COUNT

cloudtemplateVpnNetwork MO

DEITARKR 1 TT

cloud-template

CT_OSPF_COUNT

cloudtemplateOspf MO O)%(
WK1 T

cloud-template

CT_INTNETWORK REGION _MATCH

cloudtemplateIntNetwork S
cloudRegionName I2&- T?E‘
EINTZY —Ya ST,
cloudProvP T;(]LF\L;?‘ZD
cloudRegion ﬁ)%\gf‘d—o

cloud-template

CT_INTNETWORK_REGION_MANAGED

cloudtemplateIntNetwork O
cloudRegionName D12 K o
THEINEY —vYa i
li\ adminSt ﬁ)%ﬁﬂ%@ﬂ
F{Sjﬂé cloudRegion 75>JZ\§“C
R

cloud-template

CT_INTNETWORK REGION MAXIMUM

cloudtemplateIntNetwork <
BESND U —Y a3 DRk
¥ (cloudRegionName) X 4

¥

cloud-template

CT _EXTNETWORK REGION SUBSET

cloudtemplateExtNetwork O
cloudRegionName D12 K >
THRESNZY —v a3 Ui,
cloudtemplateIntNetwork D
T® cloudregionName DT
Lo THIRETDIHLENRDY
EJcan

cloud-template

CT_EXTNETWORK REQUIRES EXTSUBNETPOOL

cloudtemplateExtNetwork D

FIEITIT,

cloudtemplateExtSubnetPool

DIFAEDB BT,

cloud-template

CT_EXTSUBNETPOOL COUNT

cloudtemplateExtSubnetPool

DETmA 1 TF

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL ADDRESS

cloudtemplateExtSubnetPool
TiX, 7 xRy P =i
Iy hT—2 T RUARE
ENTVOBERDHY £7,
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aAVER—F2 b+

T 5— a— K (Error Code)

%9

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL IP VERSION

cloudtemplateExtSubnetPool
TiE, 7Ry P
IPvA7 RLAREZENTND
VERHY FT

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL ADDRESS TYPE

cloudtemplateExtSubnetPool
T, 7Ry b= D
IP7 FLRI=/LFF v A K
EllFN—" Ny TR
AZEENHDH DT - T
7m0 EEA

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL MINIMUM SIZE

cloudtemplateExtSubnetPool
TiE, 7Ry b SR
22N ETHHMERDHY £
T (Rry h~AZX22LF
ThHLIVENDY £7) .

cloud-template

CT_EXTSUBNETPOOL AND REMOTESITE

cloudtemplateExtSubnetPool
%, cloudtemplateRemoteSite

TR EB 1 OO
cloudtemplateRemoteSiteSubnetPool

ZRFODICTRRRESTH
LMERDH Y £,

cloud-template

CT _INTNETWORK MISSING HOME

cloudtemplateIntNetwork O
1<¢: cloudRegionName ﬁ§§5%5
%%é?ﬂi\ cloudRegonNamea)l
D% cAPIC DR —2L U —

555 Ve (capicDeployed) Iz

BT 2 B3 Y £7,

cloud-template

CT _CLOUD APICSUBNETPOOL INSUFFICIENT

cloudApicSubnetPool Mofj;
cloudApicSubnet MO %?ﬁiﬁi?f
DIZDITT BT H DM
WY ET, ZhIZXy,
cloudtemplateIntNetwork <
REShedxXTo
cloudRegionName MO 6544%§0)
cloudApicSubnet Mo (Z BEEEfT
T2 ENTEET,
cloudApicSubnet MO NSY)
Y73y M, S5 Y —
Y3 @ cloudCtxProfile T

CIDR & LCHERAENET,
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aAVR—3%2 bk T 5— a— K (Error Code)

%9

cloud-template CT_IPSECTUNNEL _PEERADDR_IP_VERSION

cloudtemplateIpSecTunnel <
¥, peeraddrZIPv4 7 R L A
HBEDLUENDY ET,

cloud-template CT IPSECTUNNEL PEERADDR IS HOST

cloudtemplateIpSecTunnel <
1. peeraddr|IAA KT KL
A (3272 L) TohLHHEN
bYET,

cloud-template CT_PROFILE_COUNT

cloudtemplateProfile MO @D

By MMIxAK1TY

cloud-template CT_PROFILE DELETE

cloudtemplateProfile MO
i, Blo
cloudtemplateInfraNetwork
HHIBFRSARWERY | HIBRT
TEH A,

cloud-template CT_AZURE PROFILE ROUTERUSERNAME INVALID

Azure TlX., —HDO 2 —H—
4 (admin, root 72 &) HIE
HTHY, VA RTKRDL
RN L TLEEN,

cloud-template CT_AZURE PROFILE ROUTERUSERNAME TOO LONG

Azure TlE, =—W—£ I3k
K20 LFITHIPB STV E
‘g—c

cloud-template CT _PROFILE ROUTERUSERNAME NONEMPTY

cloudtemplateProfile /C‘éi\
routerUsername |32 T2V WA

EHRbHY £,

cloud-template CT_PROFILE ROUTERPASSWORD NONEMPTY

cloudtemplateProfile Tli\
routerLicenseToken N—fﬁ?jﬂiﬁ
NFHEEDDHZ LT TEEE
Mo

cloud-template CT_PROFILE_ ROUTERTHROUGHPUT MODIFY

cloudtemplateProfile T&i\
routerThroughput (£, VT 4L
MOY—Tay (DFED,
cloudtemplateIntNetwork @
TW—&% ) cloudRegionName)
(=2 B ISN TN DY
BIEIEETEEEAL, (EFD
V=3 ATh—F N8 A
SNTWRWEEIE, LH)
PR ESNET) o
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aAVER—F2 b+

T 5— a— K (Error Code)

%9

cloud-template

CT PROFILE ROUTERLICENSETOKEN INVALID CHARACTER

cloudtemplateProfile /C“@i\
routerPassword [$%% T2V WA

ERbHY £,

cloud-template

CT_APICSUBNET INVALID HOME REGION

cloudApicSubnet MO Tfj:\
capicDeployed & L T~¥—7
Iy —va AR
V=23 ThHOVERDY
EJcaN

cloud-template

CT_APICSUBNET REPEATED REGION

cloudApicSubnet MO Tli\

IR E e+ FN Relok v
Fo MBS D 2 ERT
TET,

cloud-template

CT_APICSUBNET MULTIPLE HOME REGION

cloudApicSubnet MO T,
RRTLIOOY =Yg

capicDeployedé’ true |ZFXTE

TEET,

cloud-template

CT _HUBNETWORK COUNT

cloudtemplateHubNetwork MO

OEITRKITYT

779 F

CLOUD_APICSUBNETPOOL CREATEDBY USER

cloudApicSubnetPool *’C“@i\
createdBy E‘I‘ifi USER T&
LHVENRDHY E£T

779 F

CLOUD_APICSUBNETPOOL SUBNET IP VERSION

cloudApicSubnetPool T@i\
P77 Hy MIIPvd 7 RLX
DEENTNDRLERH Y F
D

CLOUD_ APICSUBNETPOOL SUBNET SIZE

cloud]—\picSubnetPoole“lj:\ 'U_
T3y M R4 TH DVLEN
b ET,

CLOUD_APICSUBNETPOOL DELETE USAGE

cloudApicSubnetPool Lj:\ %
@ cloudApicSubnet D72
<EBHIONY —Ta U Tff
MENTWLHEITHIBRTE
FHA,

779K

CLOUD_APICSUBNETPOOL DELETE CREATEDBY

createdBy E’I‘izﬂ USER Tl
72UN cloudApicSubnetPool I

HIBRT& £t A,

779 F

CLOUD_AZURE CTXPROFILE SUBNET RENAME

cloudSubnet % (i%%“@% i
TA

Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1)—X 25,0(1)-25.0(4) .



. Cisco Cloud APIC T5— 3— K

Cisco Cloud APIC T5— a—F |

aAVR—3%2 bk T 5— a— K (Error Code)

%9

VARV CLOUD AZURE CTXPROFILE SUBNET DUPLICATE

[A] U cloudctxProfile PN 2
DM cloudSubnet (Z[A] U4 Hil
A LIFTEERA

755K CLOUD_CAPIC_IP_EXT EPG_SELECTOR_MAXIMUM

27 77 K APICIP IZHHET 5
cloudExtEPg (1L K1DOD
cloudExtEpSelector N 59) @ i

»a—

s5H R CLOUD_AZURE_ACCOUNT _IN_USE

Ty RMERFT, a2~
TXANTRT 7 AINDE
SNV AR, 7Thov
k&7 I ME OB &
B EITHIRT 22 &1ET
TEHA,
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FFUNAVTTIDOTHY
v MIEEEITHIBRTE £
TA

s SR CLOUD_SOURCE_PORT NOT_SUPPORTED

EETA— M U R
APIC T &N TVEE
A

r5H R CLOUD_ONLY PERMIT ACTION_SUPPORTED

[FFrl) LR 2T 73
37 77 K APIC TiEH
A—hrENTWHEHEAL
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cloudcidr DY 7 x v M
F—R—F o T TEEEA

77K CLOUD SUBNET USAGE

FED Y — iR KT1LD
YA N R SR
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Tx oy FOY— I EMEIC 1
DD =R Uz A TRy
NERORERDH D 7,
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cloudAccount (2 & o T{fﬂq S
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LT Ty MIHDILERDY
E3xh

y 5w R CLOUD_AZURE_ACCOUNT AD_CROSS_TENANT
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MZHDdMERH Y £
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cloud-template CT_CLOUD_APICSUBNETPOOL_INSUFFICIENT HUBNETWORK | ¢16udapicsubnetPool Mo I,
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WHYFEF, ZHITLY,
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REShT<To
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cloudApicSubnet MO Iz B‘\Ejliﬁ{ﬂ‘
5 ENTEET,
cloudApicSubnet MO NGB D
Y7 Ry M T2 —
23 @ cloudCtxProfile T
CIDR & LTl S E T,
HubNetworking f&ﬁ;ﬁ@zﬁ— 6
k\ cloudtemplateIntNetwork
D T DcloudRegionName & [A]
L;ﬁ@ cloudApicSubnetPool

DILEZ72 D £9,

7S5 R CLOUD_SYSTEM MO IS IMMUTABLE AT M LS TR ST
A VAER L ANIARETT
cloud-template CT_BGPEVPN_PEERADDR_IP VERSION cloudtemplateBgpEvpn T,

peeraddr (ZIPv4 7 K L 2 %5
OLVERH Y ET,
cloud-template CT BGPEVPN PEERADDR ADDRESS TYPE cloudtemplatesgpEvpn Tl
peeraddrIP 7 N L X |IAHR A b
T RLVATHLVERHY £
_a—-

s R CLOUD_ APICSUBNETPOOL SUBNET HOST PART cloudApicSubnetrool 7

X FTIE, BAMEIEO
ThHDHIVERLD £,
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WZH TRy hOA—"—F
THRHY FET,
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« REST API Z{#f L7=%— ¥ & EPG OfERL (187 ~2—3)

WD¥E 7 g Y —E R EPC O GIZ R LET,
 Azure Kubernetes Services (AKS) $— bt 2 EPG #akfHl (377 _X—2)
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TRavTXAN T T A MY TRy FEERT D HIEICOWTHBALET, Zbo
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1 ODT T 7Y 74 KT, Cisco Cloud APICGUI 2w 71 > LET,
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TA L, Azure BEUR—Z VIZBEI L £9,

https://portal.azure.com/#home

RTw F1 CiscoCloud APICGUIT, [41 T2k (Intent) ]| 742> %27 VU v7 LET,
[>Tk (ntent) | A== —BERRINET,
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(Application Management) ] #B8&R L £7,

[Z7FUr— 3 0EE (ApplicationManagement) 147> a DU A RR[A 2Tk (Intent) | A ==—
ICFRSNET,

RTYT3 [Tk (Intent) | A==2—0 [FTFT) 45— 3 VEE (Application Management) ] U A T, [ 5
DRaYRS9 L TAT7A4ILDYERK (Create Cloud Context Profile) 122V v 27 LET,

[59FRavTFFRA b+ FTaT7 74 IILDOER (Create Cloud ContextProfile) 17 ¢ > RUBNFRENET,

Create Cloud Context Profile - X

General N

Select Tenant >

Settings
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7ornvu kR xay 74 L—LokR [

B4 T EPGH¥A 7L LT[H—ER (Service) ] &R L £,
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7 LET,

«H—E R 44 7 : [Azure Kubernetes Services (AKS) ] —E & Z A4 FZRINL £,
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cTHOHRRBAT  [FF5A4R—F (Private) | 77t A XA T HBINLET,

[T RRLAY LY 2DEM (Add Endpoint Selector) 1227 U v 7 LT,
[T RRLAY F LY 2 DEM (Add Endpoint Selector) 17 (> RUBRFREINET,

ZDA—RA F—ATIE, IPT7 RLARFIOAT v FTHERENZY 7%y ME# 30.1.0.0/17 & —FT
LU RRA VMV EZEERLET, T RRA Y R BLZZDIPT RLUARFIOFIEOY 7 % v
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[TV R4V F LY 2DEM (Add Endpoint Selector) 17 4 > K@ [Name (&) 17 «—/V KIiZ
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TORNODUREXAYT 4 IL—ILDIER
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) MERT UMD RN EXa T 4 IA—THROFET,

AT T2 X=TT[F7TI DY K +Ex21)F 4 JL—)L (Outbound security rules) 1=V 7 % H-21F, NSG DT 7
TR EF2TT 4 =R ELBRESNTND Z EaMRB LET,

TG R EX2 T 4 —LOFEMIZOWNTIR, REZRLTIE I,

https://docs.microsoft.com/en-us/azure/aks/limit-egress-traffic

RDRARY
[Kubernetes %— B A D1ERL (382 X—) | ([Z#ERET,

Kubernetes — E X DERK

I B OFNETIE, Kubemnetes H—E XA Z1EHT D FIEICOWTHBAILET, TNHDOFIET
X, Azure R—F V&R L THEREITWET,
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GE) ROFINETIE. Azure N— & /L& {#i L T Kubernetes ¥— ¥ R Z{ER T 2 FFIEIZ DWW THL
AL F9, Kubernetes V—E R E{ET 272D HES ., [Cisco Cloud APIC TD
Azure Kubernetes —tE 2 OFEH] 2B 5 K¥ = XA b CTRESINTWET,

1R8O BRI

INSOFMEITELRNC, 77 T FEda )T 4 b—/LORER (381 ~—) OFJE
Z5E T LTS EEN,

AT 701 Azure /‘ﬁ’%é?/lex ’—Kubernetes Service by Microsoft | <1: A 5 U — }‘*ﬁ/&'ﬁ?é’?ﬁ‘b\ *ﬁ?ﬁ?%%%y U b4 7 L
£7,

[Kubernetes —E X (Kubernetes Service) | X— Y REREINET,

AT w72 [Kubernetes 4—E X (Kubernetes Service) 1 ~— T [¥Ef (Create) 127 U v 7 L%,
[Kubernetes 7 5 X 2 MYERL (Create Kubernetes cluster) ] _X—YRERENET,
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| ©—E X EPG #RHI
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Home » Kubernetes services

Create Kubernetes cluster

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (D ‘ ~ |

Resource group * @ ‘ v |

Create new

Cluster details

Kubernetes cluster name * (0 ‘ v |
Region * O | (US) East US 2 v |
Availability zones © ‘ Zones 1,23 v |
Kubernetes version * @ ‘ 1.18.10 (default) v |

Primary node pool

The number and size of nodes in the primary node pool in your cluster. For production workloads, at least 3 nodes are
recommended for resiliency. For development or test workloads, only one node is required. If you would like to add
additional node pools or to see additional configuration options for this node pool, go to the 'Node pools' tab above. You will
be able to add additional node pools after creating your cluster. Learn more about node pools in Azure Kubernetes Service

Node size * (O Standard DS2 v2

Change size

Node count * @ O

ATv T3 [BEK (Basics) | #7 T, kDO T E2MHERLET,
cHIRYYTay @7 A7V T a UERRLET,
cYY—=RGN—T e ) Y —ATN—T R E T,
* Kubernetes ¥ 5 R 2% : Z® Kubernetes 7 7 A ¥ D—E D4 ATE AT LET,
=23y i) —Va VEBIRLET,
* Kubernetes /A= 3 > : 77 4V FOBBREEOEFIZLET,
=R HYAR TN NOBREZDEEIZLET,
c/—FH . ZOT7 A=V RO R B 1LICRD LT, AT =L N=NEEIH D T & AR L
£7

ATy T8 [R~N:/—F T—)L (Next:Nodepools) ]#7V w7 LET, 774NV O M) EZZDEFIZLT,
[k~ : BBEE (Next: Authentication) ] %~ U » 7 LT [ER&E (Authentication) | % 7 IZHEA £ T,
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Home Kubernetes services Configure service principal x
Create Kubernetes cluster

Service principal
O Create new (@) Use evsting

Node pools  Authentication  Networking Integrations ~ Tags  Review + create
Service principal client 1D
Service principal ci ¢
tKub

Role-based access control (RBAQ) @ (&) Enabled () Disabled

AKS-managed Azure Active Directory @ (O Enabled (®) Disabled

Node pool OS disk encryption

By defaul, aldisks in AKS are encrypted t rest with Microsoft-managed keys. For additional control over encryption, you can

supply your own keys using a disk encryption set backed by an Azure Key Vault. The disk encryption set il be used to

encrypt the OS disks for all node pols in the clust

Encryption type (Default) Encryption at-rest with a platform-managed key M

<revions ][ Next: Neworking >

AT w75 [FBEE (Authentication) | % 7 C, RO U 7 ZHEK L £,
«BBEEAE  [Y—ER T 2250 (Service principal) ] 23R L £,
[b—EX F1J 2281 (Service principal) 1 7 4 —/V RBFERSNET,
cH—EX TN [H—ER TY I ILDER (Configure service principal) 1227 U v 7 L

i‘a‘o
[F—EXR T2 ILD#ERL (Configure service principal) ] 7 4 > R T, ROT Y 7 2#ERE L %
‘@—o
cH—ERX FTYINIL: [FIRIERR (Createnew) | £721X [BAFED LD EEA (Use existing) ] %
BIRLET,
[BEIFDHLDEMEA (Useexisting) 1 # &N L7254 1E, BEFEOY—E R 7Y /LD TR
DOEHwEANTI LET,

cH—ERXR TYIILDYISATRID
cH—EXTYINILDISATUN S —H Ly b

GE) INB22o007 44— RNIZANTBHZ NI EZAELET, 2TNOHDOT7 4 —/L RO K
X, ZTRHOFIEOBETHEALET,

[OK] %7 U w7 LT, [Kubernetes 7 5 A4 MYERL (Create Kubernetescluster) 17 ¢ > Ko o [FR3E
(Authentication) 1 % 7IZR Y £7,

CBERF IR T FO—)L (RBAC) : [H%h (Enabled) | Z3®IR L £,
« AKS TEIE & 5 Azure Active Directory : [#%h (Disabled) ] 23R L 9,
cBEBIER AT TN FORREZOEFICLET,

AT9T6 [RN: 3y bT—F>2% (Next:Networking) 1427V v 7 LT, [®Y kT—F>% (Networking) 1% 7
IS FE T,
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Home > Kubernetes services >

Create Kubernetes cluster

Basics Noae pools Authentication Networking Integrations lags Review + create

You can change networking settings for your cluster, including enabling HTTP application routing and configuring your
network using either the 'Kubenet' or 'Azure CNI' options:

¢ The kubenet networking plug-in creates a new VNet for your cluster using default values.
* The Azure CNI networking plug-in allows clusters to use a new or existing VNet with customizable addresses.
Application pods are connected directly to the VNet, which allows for native integration with VNet features.

Learn more about networking in Azure Kubernetes Service

Network configuration @ (O Kubenet
@ Azure CNI

@ The Azure CNI plugin requires an IP address from the subnet below for each
pod on a node, which can more quickly exhaust available IP addresses if a high
value is set for pods per node. Consider modifying the default values for pods
per node for each node pool on the “Node pools" tab. Learn more &

Virtual network * ® l v ‘

Create new

Cluster subnet * © I v |
Manage subnet configuration

Kubernetes service address range * © l v ’

Kubernetes DNS service IP address * (O i ]

Docker Bridge address * i v ’

DNS name prefix * © i v ’

Traffic routina

i < Previous H Next : Integrations > ‘

ATV T [#+y kT—F 25 (Networking) 14 7T, kO ) 7 Z2HEK L ET,
e Xy FT—S R [Azure CNI] 23R L £77,
cRERY bT— XHET O ARy U — 7 IR £,
S5 RB BTy bk : Cisco Cloud APIC THEHIND V7 F v MEBRLET,

* Kubernetes H—ERXADT7 KL ARGH : T 74V FOEIREZZDOFEFIZT5h, LEISLTZ MY
EERLET,

e KubernetesDNS H—E XD IP 7 FLR : T 7 /)L FOBIRZFDE FICT H), LEIZL LT
MY BEELET,

«Docker Bridge 7 FLR : T 74/ hOEIRZZDEFIZT 50, HBEILLU T MY AR LE
‘a‘o

eDNSBDTLIA VIR T 75 OFEREZDOEFICT D, LBEIULNU T M) EEFLE
7,

« A— FNZ Y YR
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. #7 L U\ Kubernetes — E X DFESE

*HTTP 77U =23V =T VT EEMTE : 774V FOBRBREZDEEITT D0 (AR
L2V | MEIE T MY AERLET,

c TTAR—F UV SRBERARNCT S LEIIJEL T, 7740V FOEREZOEE (BH) 2T5
2, =M EERLET,

AT9T8 [R~N: #E (Next: Integration) 1. [R~: 2% (Next: Tags) ]DIEIZZ Vw27 LT, T 74/ DT
M) ZEFEEFICINOOEmEED, R - #ER + 1ERX (Next: Review+Create) 1 %27 UV v 7 LET,

ATy 9 [HER+1ERL (Review+Create) 1V > RV T[ERL (Create) 127 VU v 27 L, BEEIZERK LIZ&IZH 5 —
J [¥ERk (Create) 1 %2 U > 2 LT Kubernetes 7 7 A ¥ Z/Epk L £7,

’—Deployment is in progress] &\ ) A =T NEREN, Kubernetes —E A D Hﬂg (Overview) ]

BN FR SNET,

Home >
microsoft.aks- | Overview »
Deployment

0 Search (Cmd+/) « Cancel Refresh

O O
Oty @ We'd love your feedbacki >
[ Inputs
= Outputs === Deployment is in progress

) Template Deployment name: Start time:  1/15/2021, 2:14:17 PM
Subscription: Correlation ID:
Resource group:

A Deployment details (Download)

Resource Type Status Operation details

No results.

Sl HETeHTIC, Kubernetes — EANIERICE SNDETHELET (BB DEFRNIE LD F9) .
OB ANTETTEHE, AL LDAKS P —ERTITD Y V—AT L—FZE&FENFT, Azure I1TT X
T? agentpools VM Ao —/L & v &M LT, Kubemetes —ERZAHHDIEMDY Y —RA T L—T"HAE
L E9,

RDRARY
37 L V> Kubernetes h— B2 DGR (386 ~X—) | ITHEAE T,

#7 L LY Kubernetes H— E X DFESE

IO DOFNETIL, B LU Kubernetes 3-— B A 723, Kubernetes ¥ — B A FIC/ERR S 11072V
V=R TN—=TTbHD T L EMRTDHTEOWTHHLET,

1R BHEIIZ
NS DOFNEICETRETIZ . Kubernetes — E ZDERL (382 2—) OFIELZZET L TLEE
AN
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ATV T Azure R—Z LT, EROF = a0 R=D [ Y—RFI)L—TF (Resourcegroups) 1227V w27 L
T, VYR N—T X=VIIBH L ET,

ATwFT2 [VY—RTI—T (Resource groups) ] 3—C, Kubernetes ¥— EAHFI/ER SN Y —A T L—
TEROT, FOVY—AITN—TDY %I ) v LET,

Kubernetes ¥ — EABANZAFL SN2 Y Y =27 =713, ROFRIT D £7,
MC_ resourcegroupname clustername region
TNENOFIITKRD LIB5Y TH,

« resourcegroupname I, Kubernetes — E AR HIZIERR S e ) VY — A 7 —TDA4RITT (Mc_aks
X, Azure (IZX > TCT 74V M THEASND U Y —RA T NV—T4TTF)

s clustername lZ. A7 v 73 (383 ~—0) @ Kubernetes ¥ —E ZAD{ERL (382 ~2—) THRE L
Kubernetes 7 7 A % 44, CTd,

sregion X, A7 73 (383 X—) O Kubernetes h—E ZADERL (382 X—) THER L 7=k T
ﬁqo

RITH 2R L ET,

MC_aks_acme-aks-cluster centralus
Kubernetes —E R I V=2 7 L —TF OWES— U NEREINET,

ATv 73 [RETYY RS —)Ltv b (Virtual machinescaleset) 10174 BT, DV 2727V w7 LET,
ZhUE, AKS =— U = FRET IR TV D EAT T,

= X

h (Cmd=/) « 4 Add == Editcolumns [i] Delete resource group () Refresh L ExporttoCSV 55 Open query = Move v Q Feedback

) : ACI-AZURE-QAT10 Deployments : 1 Succeeded

Click here to add tags

Events [ Fin

Type==all X Location ==all X “F Add filter

Settings Showing 10 4 of 4records. [ Showhidden types © No grouping ] [stiew ™l E

[ Name Location 14
Om eastUs 2
& Propertes [ @ aks-agentpool EastUs 2
8 tods 1/ aks-sgentpoc SR vrrss EastUs 2
Cost Management 0% tubemetes EastUs 2

aaaaa

ATy T4 EloFesr—2ay N—=T[4 2V XRA X (Instances) ] %27 U v 7 LT, Z® Kubernetes h—E 2 U
VAT N—=T O~ A RS A ERFLET,
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B »—cxereimm

ATy TH

ATvT6

ATvT8

Home > Subscriptions

2 aks-agentpool -vmss | Instances X
Vil machinescae set

% Overview

@ Activity log Status Health state

A Access control (IAM) Vmss000000

@ Tags 5000001

2 Diagnoseand solve problems | [] aks-agentpool  -wmss2  aks-agentpool  -vmss 000002

DT 4 RUTIODA LV AZ L ADNT NN EZ Y v 7 L, [FTSA4R—FIP 7 KLZX (Private IP
address) ] 7 4 — /L RIZERENTWDIPT RLANANT TRy hOIPT RL AL KT D L&k
WLET,

TDT ALY RTIZERENDIODA LV AZ L ATITRT, A7 v 77 (385 2—) O Kubernetes H—
EADIER (382 X—) TEIRLEV TRy R BLDIPT L AZFFS> TWALERHY £,

Home > Subscriptions

K2 aks-agentpool- w1 S vmss 0 2 x
Scale set instance
@ Restart [ Stop [ Reimage [ Delete 7 Upgrade | /2 Protection Policy

JSON View

Public IP address

Private IP address

&

Public IP address (PV6) : -

Private IP address (Pv6) : -

Vmss000000

Kubernetes & —E 2 ) V) —ZA T )L —T OWBER—IZRY . XA 7L LT Load balancer MNZ/N S 4L TUD
A kxubernetes T MU E RO T, 2DV 20% 70 w7 Li—gao

Kubernetes 2 — R/NT U O ESR— U NFRRINE T,

EloF e —ray X=T[N\y T K F—)L (Backendpools) 127 Vv 7 LT, AKST=—V x>
FNeRRLET,

Home > Subscriptions kubernetes
@ kubernetes | Backend pools X
Load balancer
Search (Cmd+/) + Add () Refresh

& Overview

Backend pool Private IP address Availability zone

B Activity log
P —— “aksOutboundBackendPool (3 vi

ks-agentpool mss (in... Runnin s-agentpool m 1
@ Tags gentp: 9 genty
ks-agentpool mss (n... Running ks-agentpool m 2
2 Diagnose and solve problems. 9 <
ks-agentpool mss (n... Running ks-agentpool m 3
Settings
kubernetes (3 virtual machines)
Frontend IP configuration Js-agentpoot mss (n.. Ronving Js-sgentpooH SN-mss 3
@ Backend pools ks-agentpool (in... Running ks-agentpool-' - -vmss 2
1 Health probes aks-agentpool mss (n... Running ks-agentpool mss 3

A N7 NEMEET ST R0~ E LRI~ U BMER ST SGS (ol 2R, i~ o=
vy a—<HAIERENTSHA) . Tung X —L LTAKS S 55 51%, L— U ARIE LSS T
L2 LR LET,

a) Azure R—Z /LT, A 7T VY —=ATN—TITRD £,

by 4177 UV Y—RT V=70 [BE (Overview) | X—VICFRINLLa— R [24 TRIIZT IL—
71t (Group by type) ] Z3EIR L £,

[MR#E<< > (Virtual machine) | =V 7 NERINDHETFICAZr—L L, a2 TV FDay
Va—<OB~ o E 7Y v LET,

¢)
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| ©—E X EPG #RHI

Azure 55U AKSCU DA V2 b—L [

ZOEME~ D [BEE (Overview) |V o4 v RUNRFRINET,

d) EMoFesr—va s N— [E&E (Settings) ] T. [*Y FT—% (Networking) 127V v 27 LZE
7

ZOAE~> D[Ry FT—2 (Networking) 1V 4 & RUBREKRIN, A N\T U FEBEXIOT 7 b
Ny ROBR— bk = VIZET B ERIRINET,

e) [7 kAU KAKR—F®DJIL—IL (utbound portrules) 17 %27 U w7 L, £IZUVARESRTWET
U RART Y RER—=FOL—LDOWNTRNEZ Y v LET,

A RUDBENPBAT AL RLTERREIN, ZTNHOT U b RR— k L—/LIZET 580015 H
NEREINFET, =& 201E, [38% IP 7 KL X/CIDR i (Destination IP addresses/CIDR ranges) ]
U TOxT FUIE, AKS 7 7 AZICEHEMIT O TWAT RLURICET A EHmERIE L £,

RDERY
[Azure 3 L TVAKS CLI A > A h—/L (389 ~—0) | ([ZERE T,

Azure B LUV AKSCLIDA VX —)L

ATvT1

ATy T2

ATvT3

INHDOFNETIE., Azure & AKSCLI Z A A b —/L ¢ B FIEIZOWTEHA L E1,

IR B I
B OFNEICHETHIIC, H LV Kubernetes — B A DS (386 2—) DOFIEAZET LT
<TZEVY,

A UE =Ry MIT 7 EATED ALY 2—~ VMIZ, Azure CLI A A h—/L L ET,
A OWTIE, UTFZ2ZRLTZEN,
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli-linux

7o & 21X, Azure @ Ubuntu Linux VM (Z Azure CLI % A > A b—/LF 5121F, RO X HICLET,

# curl -sL https://aka.ms/InstallAzureCliDeb | sudo bash

Kubernetes 2~ > K7 A > — )L Tl 5 kubectl &, azure 58FE% 253 5 client-go EF&IEH (exec) 77
JA 2 TohD kubelogin X —RLTA AL LET,

# az aks install-cli
WOFEIET AT v 75 (3843—) @ Kubernetes —E A DERL (382 2—) ICAH L= —ER T
Vv R Tce s/ 4 LET,

# az login --service-principal --username <service principal client id>
--password '<service principal client secret>' --tenant <tenant ID>

TNTNOHRPFITRD LBV TT,
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4 —E % EPG #Hf |

B »—cxereimm

ATvT4

ATy TH

« <sgrvice principal_client_id> i, A7 v 75 (384 ~—°) @ Kubernetes —E A DERK (382 2—)
T[H—ER FY2Lm\)L Y5472 b ID (Service principal clientID) 1 7 4 —/V Kb R
T4,

« <service principal_client_secret> (X, A7 >~ 75 (384X—") @ Kubernetes ¥ — EADIERL (382 ~—
V) T[H—ERTYLIIILIS4T> —2 Ly b (Service principal client secret) ] 7 1 —/L
RHox= YT,

s <tepant_ID> 1%, ¥—E R 7U T L (Azure Active Directory 7 7>~ ID) IZBS#fHT S /=T F
YETY, Zoavwr ROT Y M IDERERDOITHITIE

1. Azure R—Z YA A L LET,
2. [Azure Active Directory] %8R L 9,
3. [7'u/%7 ¢ (Properties) ] R L £,

4, [TF2bID (TenantID) 1 74—/ RETTFICAZa— NV LET, Ay 7 AT MID B
RENET,

FEAZOWTIE, UTFESR LT IEEN,

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-to-find-tenant

RIZHI 2~ L ET,
# az login --service-principal --username 12a3b456-7c89-1234-5de6-7£89012gh3i4
--password 'secretkeyl2341234!' --tenant 98765zy4-xwv-3ut2-luts-rqOpon98m765

YITAI VT a v B UET VT A TRV T ATV T a ATRELET,
# az account set --subscription <AKS rg subscription ID>

<AKS rg_subscription_ID> [, Azure 7’ #7 L\ > Kubernetes $— B A DfifEad (386 X—°) @ Kubernetes H—
EARIER L2 ) Y= AT N—TDH T 27 ) 721D TY,
RITHI 2R L ET,

# az account set --subscription 56klm789n-00pl-234g-5r6s-7t890123u4v5

A Y a—<VMMHHLROEHIICAH LT s AL, AKSIZHR L E T,

root@hub-vm: /home/capic# az aks get-credentials --resource-group <resource group> --name
<AKS cluster name> --admin

ZNZNOFAITRD L0 T,
« <resource_group> A 77 U YV —AZ N—TFDA4HITTT,
« <AKS cluster_name> (X, A7 v 73 (383 X—) O Kubernetes —E 2D (382 ~—7) IZA
71 E#U7= Kubernetes 7 7 A X DA RTTY,

Wizl R LET

root@hub-vm: /home/capic# az aks get-credentials --resource-group capic_infra westus --name azureaksclus
--admin

KDL A=V NEREINFET,
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Merged "azureaksclus-admin" as current context in /root/.kube/config

ATFYT6 &%/ —FONEIP T FLAZIRL T EEN,

root@hub-vm: /home/capic# kubectl get nodes -o wide

ROE D RN PRFIRSNET,

NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP 05-IMAGE KERNAL-VERSION CONTAINER-RUNTIME
aks-agentpool-12345678-vmss@2eee0 Ready agent 14h v1.17.9 30.1.1.1 <none> Ubuntu 16.84.7 LTS 4.15.8-1892-azure docker://19.3.12
aks-agentpool-12345678-vmssB00001  Ready agent 14h vl 179 30.1.1.21 <none> Ubuntu 16.84.7 LTS 4.15.8-1892-azure docker:/{19.3.12
aks-agentpool-12345678-vmss@00002  Ready agent 14h vl.17.9 30.1.1.31 <none> Ubuntu 16.04.7 LTS 4.15.8-1892-azure docker://19.3.12

[INTERNAL-TP] FIC U A RSN TWHIP 7 RL AL, N7 HT7 xRy MZH Y £,

GE) EFEEOHIIHBITIE, exterNaL-1PFID T b UL <none> EFRINET, ZHUL, [FTIERZ2A
7 (Access Type) 123 A7 7 4 (380 %—3) D AKS D7 77 K H—1 2 EPG O (379
R—) T rprivate ICREINTWZ72DTT, [7278A A7 (Access Type) ] 7 Public and
Private ICTEREINTWAEE. IP 7 F L AL extERNAL-1P I KRR ENE T,

ATy 71 (EE) MLEISLT, FrLna—FcEflEa— L 2% ) ¥ CEd,
a) Azure R—X LT, A2 77 VY —ATNV—TIZRY £,
b) X—YDla— K =xVU 7T, [Kubernetes H—E X (Kubernetes service) ] =2 h UNEOMMLETF
IR m—L LET,

c) HEpk L7z Kubernetes ' —E 2% 27 U v 7 LET,
Kubernetes %—E 2D [HEE (Overview) ] X— VU NERINFET,

dy ZMloFEesr— a2 =T, [TV EXHl#E (1AM) (Access Control 1AM)) 1227V v 7 LET,
% @ Kubernetes —E A DT 7 & A#lfl JAM) BERSNET,

e) [+Add] %27V v 7 L., Koy rH o A=a—5 [Add role Assignment] % &R L £9,
f) [AB—ILE|IY HTHEM (Addrole Assignment) ] ~X— T, ROBREZFTVE T,

«[B—JL (Role) 1 74— /L R T, Rmry ¥ A=a—/ 5 [Azure Kubernetes Service Cluster
EFEED—)L (Azure Kubernetes Service Cluster Admin Role) ] Z&R L £79°,

[T EREDEIY BT (Assignaccessto) 1 7 4 —/L R T, [A—H. JIL—T, FIEY—EX
71) >3 18)L (User, group, or service principal) ] 23R L 97,

c )RR — 2RI L 9,

g) HEEHOD FEIZHL[RTE (Save) 1227 Vv 7 LET,
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CORFaAVME RKEVRARTFF1 AL FOSEMRTY,

JoUERISOEELTE, BRBRBERAT, RFBRICT Y TT—EBY. VU IEDR—UHBE/EREESN TV IEENHYFETLEITE
&L,

HLETLSFEMREGYFETOT, EXGRBITDOVTITREY A O FFa A2 FESEBIEEEL,

. Cisco Cloud APIC for Azure 1—H—H 4 K, ') 1J—X 25,0(1)-25.0(4)



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



