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Private IP Address Support for Cisco Cloud Network Controller and CCR in AWS
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the Cisco Cloud Network Controller in ANS procedure in the Cisco Cloud Network Controller for ANS
Installation Guide.
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* Cloud backbone for connecting to a Cisco Cloud Network Controller site of the same cloud provider,
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The following occurs when the Cisco Cloud Network Controller recognizes that Region 2 does not have
a CCR, but traffic is egressing out to an external site (shown with the green arrow and circles):

1
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Target |
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The following occurs when the Cisco Cloud Network Controller recognizes that Region 2 does not have

a CCR, but traffic is ingressing in from an external site to a CIDR in App-1 in Region 2 (shown with the
blue arrow and circles):
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25 VPC CIDR OFIL— 2T RARZ A4 XL,
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1R BHEIIZ
CAWS Tu A H—iF, A 7T Ty MRICHBRESKET, 17T 7 FHIC
AWS 70N B =% FER T B 72D b T H5MLEBIIH D A,

T RCDOIHA 7T TF U FOBE, AWS T X —IEHETE 5T b E7213E
FHCERWT T e LTRESNET, EEHROEHIIMH CITWed, BETE
L7 NEEHTAZEEBEIO LET, o, &7 MIEBIO AWS T 7 R
WWELTWAIRENHY T, HEOT U FCTHRILAWS T h v badtF352 Lk
TS THEEA,

B TE BT DA, HAIT Cisco Cloud Network Controller 23 BBl S TWA T 4
TN AT T NOT AT N) EOEFEBEREMNL L ET, EEBER AN
L. 7F M7 Oy MIT 78 AT 27203723~ TOHERR % Cisco Cloud Network
Controller (Zft 53 521X, 7 N 7AH v N TTFF > b @—/ cloud-formation 7 > 7
L—FEEITLET, ZOTTVL—MNI, A7 T TT U FDAWS T H D D
capic-common-[capicAccountld]-data &\ 5 £ Hi1D S3 /37 v D tenant-cftjson 47 ¥ = 7
FELTHEATEEY, EX 274 LOBEBNL, 3Ty b7V w7 7Ok
ZFFFAI SN TWRNWZD, BTy MTAEIXZO7 7 A VEX Y u— L TT T
YT AV NTHEATORERH Y £,

BEINTWAEWTF U N T N TR CRERPFEHLET, ST 7
2GR, DR b IO T VB AH R EHOSOIAM 22— —D LD Th S
VERH Y FT, ERENT- IAM 2 —/ L3, apicTenantRole & W I AFNCT A MLENH
D FET,

N

(G¥)  Cisco Cloud Network Controller i, o7 7'V rr—< 3 o E£7-1%
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TYER L7 AWS UV — 2D B A BB L £7,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:*"
:|!
"Resource": "*",
"Effect": "Allow"
b Ao
"Action": [
"s3:x"
:|!
"Resource": "*",
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"Effect": "Allow"
oo Ao
"Action": [
"events:*"

:I ’

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"logs:*"

:|l

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"cloudtrail:*"

:I ’

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"cloudwatch:*"

:I ’

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"resource—-groups:*"

:I ’

"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": [
"sgs k"
:|l
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": [
"config:*"
:|l
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account-id>:role/ApicTenantRole",
"Effect": "Allow"
}
]
}
« [EFRIR OB
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {

"Service": "vpc-flow-logs.amazonaws.com",
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"AWS": "arn:aws:iam::<account-d>:root"

}I

"Action": "sts:AssumeRole"

}

Cisco Cloud Network Controller |ZFTAWMET = v 7 @ L C. BEXRMIZEZITE - TiThH
NERICTFr eV —VaroflAsbabd TR U —RERINAWVWESICLET, =
LxI1E. U—2 3 R D AWS 7 7 2 RZ Cisco Cloud Network Controller 23 BBl & T
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(TAIR2 DT 7 R —Va rOflAaahE) 13 IAIRLICK> THA SN TNE
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OEFTENETA, 2F V. 12D Cisco Cloud Network Controller TEFLTX 5D(L 1 D
DY —=2aWNO1ODT AT bOHTY, LUTFOHNE, W< 20 DH R 72 R O/ A
Aot E-S EMOMAGDEEZ R L TWET,
Capicl:

IA1-R1: TA1-R1 - ok
TA1-R2 - ok

Capic2:
IA1-R2: TA1l-R1 - not allowed
TA1-R3 - ok

Capic3:

IA2-R1: TA1l-R1 - not allowed
TA1-R4 - ok
TA2-R4 - ok

FTAHEDTRENE, AWS U Y —ZX Z V=T AL TiITbhEd, V—YarR2OTH
7 v K TA1 OF LT F > kA Cisco Cloud Network Controller (& L » TEE I N5 A
Y Y —R 7 )L—7" CAPIC TAl R2 (ffl : CAPIC 123456789012 us-east-2) 7237} k7
Ay MERENE T, 20V Y —RA7A—T72i%, R TAL Rl TAI R2 DY V—2R
% 7" AciOwnerTag 238 W &7~ (74 7 > K 1Al @ Cisco Cloud Network Controller (Z & > T
FEHIX, V=g RUIEBR SN TWD EHEE) , AciOwnerTag DA —EN A LTz
Bh, TTy bV —Ya v oERIIPIESET,

AciOwnerTag DR —E 7 — 2 OBEITRD L BV TT,
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LNENET, BHFEOTRTOTF o b V=23 OB ERL T,

« BIJ® Cisco Cloud Network Controller 3@ U7 F v h U —V g U EEH L TONET,

FTIAHEN—B L2 WEA, BRIT (T b V=Y ar ity 87 v 7)) I3BEY R —
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AOEEEHL TN EBNEEREAIE, 7TV FOAWST v Mou 74 L,
WELEZTDH Y Y —R 7 N—7 (CAPIC_ 123456789012 us-east-27¢ &) % FEYCHIFR L &
3, ¥RIZ. Cisco Cloud Network Controller # VJ = — K422y, 7+ MEHEHIRL CGE

mLUET,
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AT T NDAWS T AT D33y MZd D URL
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cloud-formation 7> 7' L — F ZFEITL £,

F20X, BEERT T2 A T7OFEFICLT, Ty ML C@EEITbRD Lo Ty

AL MEREA R L £

ATv T3 17 (Save) 1227 U w7 LET,

F+ 2 FAWS 7O/ X —DIERL

theb BHEIIZ
cAWS T nRA X —iF, A 7T Ty MRICHEBREShE T, 17T T FHIC

AWS T u A Z—Z T D 12O S T 20 ETH Y FH A,

T RTDIHA L T7T TF v MDA, AWS Tr (4 X —T, EEHTE57F 2 M, 12

TERWTF U b, FRIEBMEOT T P E L THERESNET, EREROEHIIMHE T
T, BETELT7 Ve TA I EE2BEIOD LET, £72. &7 MIE
BOAWS T AT MIBLTWDUBERH Y £, BHOTF > FTRL AWS 747
VhEIETHZLITHFT SN TWERA,

BHETEX BT FDOGE. AN Cisco Cloud Network Controller 23R S CTWA T
T AT T T ROT AN EOEHEBEREMSL L ET, (SHEBERE S
L. 7T T AT MIT 7B AT D700+ _COMER % Cisco Cloud Network
Controller (2 592 I121X, mANZT v FNEERL, ZOTF 2 MNIT 78R A4 7L
LCEHEEFAY 7E2EDYTET, RIS, [TTY N XRX=UTT T MEZVv I L
T, TOHLWEHTE L7 T MaBEELERL, 770 U4 U FUD [AWS T D
> B fE#% T, [CloudFormation 7> 7L — hDEIT] V2% 27 U v 7 LET,
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| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
7ot aws 71 5—o [

M7V M, MRk —ETHET T U N T AT M EBINTATEDO DT, Zh
WX, kO~ A% — 7 5 v MZ Cisco Cloud Network Controller % B9 2 LB H Y
i‘é—o

cBHINTWRWT T M, THV T 7B A ERMEREEALET, FHINET
7w AL EIE, Db INODT VB RAFAEFFOIAM 2—F—D LD Th
HVENH Y F£7, ﬁzﬁkéﬂfl IAM = —/L|X. ApicTenantRole AN) %ﬁﬁb:ﬁ‘é%%b\
% D iTO

\}

(G¥)  Cisco Cloud Network Controller i, o> 7 7V rr—< 3 o E£7-1%
=PIk o THER SN AWS U YV —2ZIiE LA, HE
TYER L7 AWS V) YV — 2D BB L £7,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:*"
:|!
"Resource": "*",
"Effect": "Allow"
P A
"Action": [
"s3:x"
:|!
"Resource": "*",
"Effect": "Allow"
P A
"Action": [

"events:*"

:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"logs:*"

:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"cloudtrail:*"
:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"cloudwatch:*"
:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"resource-groups:*"

:| 4

"Resource": "*",
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TF 2 FAWS FO/RA F—DOHR

"Effect": "Allow"
oo Ao
"Action": [
"sgs:*"
:|l
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": [
"config:*"
:|l
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account-id>:role/ApicTenantRole",
"Effect": "Allow"
}
]
}
« [EFRAR OB

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Principal”: {
"Service": "vpc-flow-logs.amazonaws.com",
"AWS": "arn:aws:iam::<infra-account-id>:root"
by
"Action": "sts:AssumeRole"

}

» Cisco Cloud Network Controller /£, AWS Organizations 7> b DR U > —%EFHT 5729
|2, OrganizationAccountAccessRole IAM 7 —/L 2 L 77,

« VARE—=T BT FNOBAFEOMBENTAWS 7 v M EER LIZHE . T OE
% L7= AWS 7 4 v > MZHL##K D OrganizationAccountAccessRole IAM 7 —/L7)s H @i
WCE Y THENET, ZOHE. AWS DOrganizationAccountAccessRole O IAM & —
NEFEICTHRET H2HEITH Y A,

WAL — T H Y PRI SINT DT DICBEED AWS T A U v R AR LTSS
IZ. AWS TOrganizationAccountAccessRole IAM 1 — /L% FEI CRET 2L ENH Y F
9, fHfk7T 7> h D AWS T OrganizationAccountAccessRole IAM 7 —/L %32 7E L |
Cisco Cloud Network Controller |ZB# 3 H4ER1 5 Z & AR L £ 7
OrganizationAccountAccessRole IAM = — L1, Mk E 7217 v v MERA SRS
SCP (—ERHIHIARY > —) L& bio, MEZIZT IV M LT, MikE7
7Dy BT 5 SCP(Hh—ERHIEARY —) & &bz, MgORY o—% %
B9 % 72 1| Cisco Cloud Network Controller (22 3 72 fie/ NR DHERR 3 fF 5. E T\
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7ot aws 71 5—o [

VERHDET, 778ARNY —0FEMZ, BHETEET T MERIIMEETER

WT T hOBEEEE T T,
{

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:x"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
lls3:*ll
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [

"events:*"

] 4

"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"logs:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"cloudtrail:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"cloudwatch:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"resource-groups:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"sgs: A
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"config:*"
]I
"Resource": "*",
"Effect": "Allow"
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B 7 raws Jossq s—omms

b A

"Action": "iam:PassRole",
"Resource": "*",
"Effect": "Allow"

}

}

M7 7>~ OEEER 2 BN 51203
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com",
"AWS": "arn:aws:iam::<infra-account-id>:root"
}l
"Action": "sts:AssumeRole"

}

+ Cisco Cloud Network Controller lZFTAWMET = v 7 @ LT, BEXRMIZE-ITE - TiTH
NERICT T e —VarOflAsbabd TR U —REREINAWVWESICLET, =
EZ2E, V=T a > RI D AWS 717 > T Cisco Cloud Network Controller 23 BB X1 T
WHELET, 22T, V—VarRIZTTUVMNTALZERLEST, 207+ MNERN

(TAI-R2 DT T F eV —Va rOflAaabE) 1 IAIRLICK> T A SN THNE
9, BID Cisco Cloud Network Controller 23fF3k D H 2B CTRILTF > F &V —T a0
MAGHOEEAERL LS & LGS (L 2iE CNC2ARY —2 2V R3IDAWS T D v

FIA2IZEA SN TWDEE) | ZHUTER TALI-R2 OFTAEEMBIE, 1A1-Rl TH D729
Hr X EHA, 2F V. 120 Cisco Cloud Network Controller THHEITE 5DIL 1 D
V=2a WD 1oDTHYr bOHTT, LLFOFIL, W OnDE R REDMAE
O EMESZEAOMASDEERLTWET,

CNC1:

IA1-R1: TA1-R1 - ok
TA1-R2 - ok

CNC2:
IA1-R2: TA1l-R1 - not allowed
TA1-R3 - ok

CNC3:

IA2-R1: TA1-R1 - not allowed
TA1-R4 - ok
TA2-R4 - ok

s FTEHEOTRENL, AWS U Y —2 Z A —T 2L iThvET, V—Ya v R2OTH
7k TA1 ®OH LT F > b Cisco Cloud Network Controller |2 K » TEH I N5 HA .
Y Y —R 7 )L—7"CNC _TAl R2 (ffil : CNC 123456789012 us-cast-2) N7+~ T HhH v
v MIERENE T, 20V Y—ATA—FZiE, ENIAL R TAl R2DOY Y —R X7
AciOwnerTag 286 0 £ (747 7> b IA1 ® Cisco Cloud Network Controller (Z & » T4 H
SH, V=Y a VRICERASN TS EEE) o AciOwnerTag DA —ED 54 L7256
TFURE )=V a v OBFHIIPIEShET,
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| Cisco Cloud Network Controller 21 > 7/K— > k DHERL

7ot aws 71 5—o [

AciOwnerTag DR —EH 7 — 2 OBEITRD L BV TT,

« J #JIZ Cisco Cloud Network Controller X% 7 A7 1) 7L g N2 VA h—)L&#., K
IZHIBR X 4U. Cisco Cloud Network Controller ROV T A7 1) 7o g N2 A h—
LNENET, BFEOTNTOTF o b V=23 v oRBSERL T,

« BIl® Cisco Cloud Network Controller 3@ U7 F v h U —V g VEEH L TONET,

FTIAHEN B L2 WEA, BRIT (T b V=Y a ity 87 v 7)) I3BEY R —
FENTWERA, #HRE LT, o Cisco Cloud Network Controller & V —3 = > DFLA
AOEEEHL TN EBNEEREAIE, 7T FOAWST v Mou 74 L,

WELEZTDH Y Y —RA 7 N—7 (CAPIC_ 123456789012 us-east-27¢ &) % FEYCHIFRL &
3, ¥RIZ. Cisco Cloud Network Controller %V = — K422y, T+ MEHEHIRL CGE
mLUET,

AT w1 Cisco Cloud Network Controller T AWS 7' 12 /31 % — (LDAP Provider) #{EakL £

ATy T2

a)

b)

[Tk (ntent) | A==2—7T, Ry 77Xy nhb [TFH2 b (tenant) | > [tenant_name] % i3
WLET,

[M1>T> bk (ntent) %A 2T, [7FTUr— 3 EE (Application Management) ]> [tenant_name]
IEIRL £ 7,

WDOT 7 arEFEITLET,

a)
b)

d)

g)

[AWSF7HIYKID] 74—V RiZ, 77U R ThHU MIDZEELET,

(7O 1R A4 T KT, [BEEH 28R L E7,

AWST AUV ME, 77U REEAL WA= —FTF U "DEFTELT AU FTHDHHLEN
HYET,

[fR7F (Save) |27 U w7 LET,
[TFHURAX=VTTF o a7y 7 LT, HILWMEETEST7 > e EEFRRLET,

TFY RO BE] N—VDO[AWS T AD Y R BRI, ROA vE—VRERENET, [Z0TF
VIR EET I ATHITIE, AWSA V7T T AU N EDEHEMN T AEHTE S — L E
T NAWS T AT MIERT A2HLERH Y T3, ZNEITHITIE, LTFOU 7 ZBWT
CloudFormation 7> 7 L — hZEITL T Z &V

[CloudFormation 7> FL— DRT] Vv 27 %27V v 7 LET,

Zhick, AWS A oA v R=VIZED £3, ZDOX—=I|Zi%, Cloud APICGUI @ Zh b DFE
THICATI LTS E R AWS 7 h 0 2 MERNEFNIZATIEINTWBHIET T,

A UAERPIELNZ EZHERLEZD, AWS VA A v X=TUT[RN 227V v 7 LET,
TF N ThHU NTTF 2 b v—v® cloud-formation 7 L — A FEITL £,

G¥) F2E, BEERT T2 AT7OFEICLTC, Ty ML T@EEITbRLD Lo Ty
AL S AR L E T,
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Cisco Cloud Network Controller 31 7 R— > DR I
B cisco Cloud Network Controller GUI £/ L1=7 T r—> 3> F077 4 LOKR

ATY T3 [R1F (Save) 1227V v 27 LET,

Cisco Cloud Network Controller GUI Z{ER L7745 —< 3> 70
27414 ILDER

ZDE 7 g TiE, CiscoCloud Network Controller GUI 2 fHL CT7 U r— g Fa 7y
A NEERT 2 FiEEZHBALET,

1R BHEIIZ
Ty MEERLET,

RTYT1 AVTFoNTAav %70y LET, [Tk (ntent) | A=a—NERINET,
ZATYT2 [AVFU bk (ntent) RFERY 2 2O FIChsd Nny XU RillEz2 ) v o L, [FFIUr—va vER
(Application Management) | Z &R L 77,
(77— 3 &R (ApplicationManagement) [ 47> a DU 2 RR[4 T2k (Intent) | A==—
ICERRSNET,
ATV T3 [Tk (ntent) | A==a—D[FFUHr— 3 0 EE (Application Management) 1 UV A v C, [7F

Yhr—ay 7Aa7 74 ILOER (Create Application Profile) |22 U v 7 LEd, [Z7FVr— 3>
0774 )LD (Create Application Profile) | # 4 7 a2 iRy 7 ANERENET,

ATv 74 [Name] 7 4 —/V RIZ4RTIZ AN L £ T,
ATV TS TFUREBBIRLET,
a) [TF 2 bDEIR (Seect Tenant) |27V v 7 LET,

[7F > FDEIR (Select Tenant) | A 7 0 7Ry 7 ARForShET,

b) [TFT 2 FDEIR (Sdect Tenant) | ¥4 7 /T, EMOINOTF > var Vv s LTERIRL, ER
(Select) 1227 Vw7 LET,

[7FUr— 370774 )LDOER (Create Application Profile) | ¥4 7 a2/ Ry 7 AT, IROF
N2 AT L ET,

ATv 76 [EtBE (Description) | 7 4 —/L RICiHHEZ AL L £,
ATy TT BRENKD-oTZH [Savel &7 U v 27 LET,

Cisco Cloud Network Controller GUI {8 L /= VRF D {E Rk

Z D& 73 T, Cisco Cloud Network Controller GUL Z il L 7= VRF D{ERLFIEIZ DWW T
B LES,
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| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
Cisco Cloud Network Controller GUI % &/ L - VRE 5% ]

1R BHHIIZ
T bEERLET,

ARTYT1 AVTFUoNTAar %20y LET, [Tk (ntent) | A=a—RNFRINET,
RT9T2 [Tk (ntent) BNy 7 ADFIZHD Ry 7 X RAZ7 ) v 7 L, [TFV5—2a v ER
(Application Management) | Z#R L £,
(77— 3 0EE (ApplicationManagement) |47 a DU A MR[A Tk (Intent) | A==—
ICFRSNET,
ART9T3 [ATUh (ntent) | A==2—D [FTFTVH5—2 3 U EE (Application Management) ] U A k¢, [VRF

DYERX (CreateVRF) %27V v 7 LET, [VRFDEK (CreateVRF) | ¥ A 707 Ry 7 ANERIH
gij-‘o

ATV T8 ROVRF XA T 7Ry 7 ADIERK (CreateVRF) | XA TR IRy 7 ADT 4 —)b ROFITRIZFL T
LEolT. BT — NiT#EREZ AL, HATLET,

R 7:[VRFOER (Create VRP) 5 A 7RI I ADT 4 —IL K

[FO/3F 1 (Properties) ] B
=301
& Hi [Name] 7 4 —/L RiZ, VRF DF 4% A LET,

9T D VRF (2 vrfEncoded IEAAEI W 4 TH v E T,
7 F v~ & VRF AL OMABEDEN 32 LFEBA D
Y&, VRF4 (7 v MabET) 1T vrfEncoded fE
EHEHL T 70 K A—& Tilhll SivET,
vrfEncoded fiEi & &7~ 7% (Z1%, [Application
Management] >[VRFs| 7 % 71ZBEh L 3, A1
DA TVRFZ27 Yy 7L, 777U R )L—&T
[Encoded VRF Name] & L £,

T b Ty FERBIRL £,

1 [T+ FDER (Select Tenant) | 227 U v 7
LET, [TFT¥ FD:ER (Select Tenant) | &
ATaT Ry 7 ANERINET,

2. [T bDFER (Sdect Tenant) | ¥ A7
T, oI DOTF o ves ) vy LTHERL,
[ER (Select) 1227V v 7 LET, [VRF DE
X (CreateVRF) | ¥ A 7 a /Ry 7 AR
£7

A VRF O zE AT L ET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
B cisco Cloud Network Controller GUI % 52/ L 1= 4488 % » b7 — % OO

[FO/37 4 (Properties) ] = BA

EQE>|PV4:L:#-—‘VXI~ TPL/X J73 BGPQ—Ijg‘y k

T4 ILEMEM 1 W+ d2=x%v A7 KL X773V BGP
2=y RO [I—k 2—=5y b0EMN] 47
varEszVy 7 LET,

2. B4 74—V RTROAT v arwzrVy
7 LTERLET,

cIHARKR—k : —F X —F >y NEMO
VRFIZZ /7 AR—FTEET

e Uik— bk — N Z—4y NI VRF
oA AR —FENET

‘b= k B—=%Y R TFZ bRy R,

BEDOVRE B/ AR — NEIZBIED
VRFIZA VY R—FTC&XHL— K& —5 > b
EANITLET,

ATy TS EENTETLESL, [BR1F (Save) 1227 VY v 7 LET,

Cisco Cloud Network Controller GUI Z{EB L =4\ &f v T —2 D{ERK

ZOFIEIL, SR Y —DIEREE R L TWES, A7 LI A YA FOBEHDOL—ZIT
Pl CE HDHE—DMI R Y FU—7 | F 7213 CCR ~DOFEHIZEH T & 285D VRF & Fi >
BONBFR Y N =7 ZRETEET,

1R BHHIIZ
SRy BT —7 ZERT DEIC, N7 Ry T —7 ZER L T SLERH D £7,

ATy Eflloresr—rar =7, [FTUr— a3 EE (Application Management) | > [SMRy kD —%
(External Networks) 1 IZ#BILET,
HERL S VTN AR >y N T — 7 BRRREINET,

ATwT2 [FU3ay (Acions) |22 U v 7 L, [MMB+Ry bT—2 DR (Create External Network) ] Z 3L
e 8
[4V &R b7 —% DYERL (Create External Network) 17«4 > R RFERENET,

ATFY T3 RO F Y NT—2 DIERR A A T 7Ry 7 2D 74—/ F (CreateExternal Network Dialog Box Fields) ]
DRIRINTND LI, &7 14—/ RiC#d iz AL, $fTLET,
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Cisco Cloud Network Controller GUI % L =5t &% v k7—2 o tese [

R 8: &y FT—- DERL (Create External Network) ] %A 7O Ry 2 ADT4—IL K

[Fa/7« EA
(Properties) ]
e
&l MAR Y T — 7B NI LET,
VRF ZDIMEBVRE IE, AN DIEACI T A R & DINREERE] S ET, o I TEED S+
HVRF Z R C& £7,
Z @ VRF IE, VRF 2RO 3 DOFEZ TR Ti 2 TO DA SMHVRE & LGl S E
R
AT T TFU O T THERIN
« SR v MU — 2 IR BTV S
7 TURarTRALTaT 7 A VIEEMST BTV RN
SNEAR >y b U — 7 IZBEA T H AL TV D VRFIZ TR THMBVRE 12720 £9, SMIVRF 27 Z
URaArTXFARN TR T A NVERIFY TRy MCBEEMNT L2 EIITEERA,
SMEVRF 28 IRT 21213, ROFIRZFEITLET,
1. [VRF M#EIR (Select VRF) 1227V v LT,
[VRF &R (Select VRF) 1 XA T a7 Ry 7 ANFRENET,
2. [VRFDEIR (SdectVRF) 1% A4 77T, EMOIIOVRFAZ 27 Y v 7 LTEIRLET,
[+ VRF OFERE (+ Create VRF) 147> a 2 L CVRFZIERT5 2 L b TE 7,
3. [N (Select) 1227V v 7 LET,
[4V &8R4y b7 —% DYERL (Create External Network) | A4 7 a7 R v 7 AR £97,
V=3 34T N—B AT HERLET,
«CCR:
» Cisco Catalyst 8000V
cTGW:AWS h 7Yy b F—hTx A L—H —
RRA R L—5—% ZDT7 4= FiE, [IL—% 247 (Router Type) ] & LT CCR Z &R LIZHAICE RS

3
IDT 4= RIIRETEEHA, TIFNFDRA N A—ZPREBIEIRINE T,
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Cisco Cloud Network Controller 2 > R—% > FO#A |

B cisco Cloud Network Controller GUI % 52/ L 1= 4488 % » b7 — % OO

[FTa/,8F 4
(Properties) 1]

B

NT Ry bT—2

TDT 4=V R, W= BALTELLTTGW ZBIR LB EICERENET,
NT Foy BU— 7 BERT A0
1.

INT 2y RT—VDER 227V v 7 LET,
INT 2y RT—=VDFR) ¥4 T al Ry 7 ARFRINET,

(NT Ry bIT—=ODRR| X AT Ry 7 AT, UAMPLEHMONT Xy hU—7
Uy L, R 27V v 7 LET,

5V & Ry b7 —5 DERL (Create External Network) | =X— IR D £,

[EXE (Settings) ]

Hhigk

J—a UAERRIRT AI1203:
1.

[HhiDiEA (AddRegion) 127 U v 27 LE7,
[ DEIR (Select Regions) | ¥ A T2 VAR 7 ANKRINET,
PEltE > N7y 7O~ E UTEIR Lo IR 2 Z IR REINET,

[ DEIR (Select Regions) | ¥4 7 /T, LEMOFOTF > "7 Vv 7 L GRIR
L. [#R (Sdect) 1227 Vv 7 LET,

[SM 8 Ry b —5 DERL (CreateExternal Network) | # 4 70 7R v 7 ZZRY £97,
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Cisco Cloud Network Controller GUI % L =5t &% v k7—2 o tese [

[FTa/,8F 4
(Properties) 1]

B

VPN v kD—%
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B cisco Cloud Network Controller GUI % 52/ L 1= 4488 % » b7 — % OO

[FTa/,8F 4
(Properties) 1]

B

1

VPN v hU—2 x> f UL, SRS ShEd, BESNZ T TOVPNER v b
T—7 R, BRLEETRCO)—Va @i shET,

VPN X b U —2 ZBI3 5121E, IROFIEZFEITLET,

[VPNXwy kT —4 ®iENM (Add VPN Network) | &% v 7L £,

[VPN vy b7 —5 M3EM (Add VPN Network) | %A 7 a7 Ry 7 ANRERINET,
[&87 (Name) | 7 4+ —/V KIZ VPN % v NU—27 O&4RTIZ AT LET,

[+1PSec E7 DB (+Add IPSecPeer) 1 %27 U v 7 LET,

[IPSec b #ILIEREDIENM (Add IPSec Tunnel Destination) | 7 » R RFE RSN E

BT A IPSec b ¥ RABHELDORDIKD 7 4 — NITlEE AT LET,

«IPSec FVRILETFTD INT Y9 IP

« BEIHRBYX—

«IKE/N—=2 3 Ui IPSec b Lk T ikevl 7213 ikev2 38R L £ 47,
«BGP E7 ASN

+ Subnet Pool Name : [ 7w b T—ILZDHEIR (Select Subnet Pool Name) ] % 7
Uy LET,

[Ty b T—ILEZDER (Select Subnet Pool Name) | A 7 & 7R v 7 ANRFER
SNET, VAMENTWBFEHARERY 7 Xy b 77— 1O 0nT iz @R L, [#
R (Select) 1227 V27 LET,

GE) MENZJSE CC, B IPsec o 3w BT %y b =% SRRy k
D=1 _X—=VIZEMT 50, 77U KXy hU—r arbta—7—0
WElE Yy 87 v 7R L TEMTEET, FEMICONTIE, [AWSA X
=/ A KD CiscoCloud * v hU—27 = bua—F U J—2X250(5)
D 2y N7 v 77 4% — F&{#H L7 Cisco Cloud Network Controller ¢
k) OEEZZBL TSN, ¥ 73y b =1V A XL, Bk
M5 IPsec b FNDEUTHIETE D THRRE ST HLERDH Y £
R

s[IPsec Fo R YV—R 422 —T x4 X (IPsec Tunnd Sourcelnterfaces) 1: Z®
74— RO Y ZfHH LT, Cisco Cloud Network Controller I, IR I 724
VA A B =T 2 A ANLERHRIEIP 7T RLA~D 1 DD IPsec b > RV EVER L
T,

G¥) ikev2lZ. ZO7 4 — IV FDOF 74/ N 7 a T3, IPsec b FRIL
V—A A B —T oA AEREIT. IKEV2 #ERR TOHLY R — FENE T,
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Fo—ruvRefL—k U—s Ky s—ois ]

[ZTO/T 4 HL:L
(Properties) 1]

gigdlx, T 7 AN FTERIRSNET, ROFNL1DELBEEDOA I —T = A A
IR £

* gig2: GigabitEthernet2 { > % —7 = A A

* 0ig3: GigabitEthernet3 1 > % —7 = A1 A

* gig4: GigabitEthernet4 { > # —7 = A A
GE) ZOHBA Yy b U= TlPsec byl V—A A U F—T = A &K
Lictk, V=74 7 R — U U —22502) (10 ~—2) TS

NTWD IS, RUERLE~D F > RV EEKTX HEBMOFR Y NTU—
7 TIPsec ho )V V—A A HZ—T oA AR TEET,

5 [EH (Add) 127U v 27 LT, ZOIPsec Bfic BN L £,
[VPN & bD—SDEM] 7 1> RUIZRD 77,

D IPSec b o R E 2 1BINT B 8E1. [+ 1PSec E7Z MBI (+ Add I PSec Peer) ]
7 Vw7 LET,

6. [VPN v FkT—%-®MEM (Add VPN Network) 1 %4 707K v 7 2T [HEM (Add) ]
o7V LET,

[5V 8 Ry b —5 DERL (CreateExternal Network) | # 4 70 77K v 7 ZZR Y £97,

ATV T8 Ny NT—T7 OIERNET LD, [RE (Save) 1227V v 7 LET,
[44 &8 b7 —% DYERL (Create External Network) 17«4 > RO T[RTE (Save) |27V v o7 45L&,
777 K b—%3 AWS THERINE T,

0—/N)LVRFREIL— bk )—5 R O—DHERK
71 —/NLVRF fb— K~ U—27 KUY —fagld, U U —2A2502) CEAINE LR,

4RO HREIIC

[Cisco Cloud Network Controller v k7 7 (Cisco Cloud Network Controller Setup) 17 «
YRyo[aAYbS9 b R=X Jb—TF 1 % (Contract Based Routing) ] ik CZA R 21T 2 i
2. Zw—s072 Inter-VRF b— b U —27 R 2— (11 ~—2) TRESNIFEREHEL L
TLEENY,

ATFYVTNV AT TAar% 7 )y LET, [AUTU R (ntent) | A=a2—RRRENET,
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B 70— vRrmL— bk u—5 KU s —otR

ATv T2 [AVTFTUk (ntent) |BBR Y 7 ZDOFD Ruy F&xw %27 w27 L, [# (Configuration) | %%
WLET,

FTarDYARB[AUTUR (ntent) | A== —IZFRINET,

AT T3 [41 Tk (ntent) | A ==—® [#m (Configuration) ] Y A kT, [CiscoCloud Network Controller tz
k7w 7 (Cisco Cloud Network Controller Setup) 1 %27 U v 27 LE7,
[ty hTYT-BE| XA Tl Ry ANFRENET,

RAT9 T4 [AV TV P R=RDI—TFT 4 V1T, [V RZY b R=ZRDIL—T 4 2T 7 4 —/L KOBIED
REXHEEHEOET,
A2 ETY PAR=XDIIL—T 4 VJ|REIL, BHIEONEHVRFL— b UV —27 R o—% KL TWET,
NI AT T T RO T a— LR —ThY, TV IV EFERALT, 2 T Y b
B— K = TRRVGERICL— NEREICE 208 ) hErLET,

ATV TFT T FINVIRE, V=R T NMIESNWTY = EINTELT, bV —F v
FICEASNTI) =7 INTWHZ R RLET,

4> (On) :v—F vy TRFELBRNGAIC, ZRIESHNTL— FRRRL TS Z EA2/RLE
T, AT 5L, — b=y RSN TV ARNWEXICary T 7 MRL—T 4 7B ERE L £
To V=~ VYT BFEET DHE. V= b vy IR —T 4 VT ERB L ET,

ATYTS [AVEII M R=RDIV—T 42T 74—V ROBIEOREEZELT D0 E I NERELET,

HLORENBROREICE Y EZ 55E1E. WOFMRIZENET,

cFURENDAITADYYEZ (AU T F R—=ADIV—T 1« VT EENZT B): 2R T,
BAE, av b7 7 PR—ADNL—T 4 VI DPERINTEY, b— b~y I R—=AD)—T 4 T|Z
YOREZ A2 ENHESNTWET, 2 b T "R—ADNV—TFT 4 T NB— kv T _N—AD
N—F 4 IR BRI — R vy P R—=ZADN—F 4 VT RHBFESNTORWES,. T
RELZH LS TReERn S Y £97,
ORI THUBRENOA TRTEIZYV EZ DT, WOEREEZITWET,
1. BEfFEOa b7 7 &S VRF DT XRTOXTHT, b—h vy XR—=2O)L—k V=T %H
Mz LE,
Cisco Cloud Network Controller GUI Z#fH L7= U —72 /L— FOHERk (69 X—) OFIEEZZEITL
i ﬁ‘o

2. Ju— L RYL—Tar b7 F R=2D— k BY —EEGIC LUET,
(ARSI R R=RDIL—T 42T 74— IV RDAAL v F % [ U] HEND [A ] REICHID
BEZ T, BRIR—2DNV—T 4 T —h o R=2DV—TF 4 7Y B x4,
3 AMILEH LWIL—h vy R—=Z2D)—TF  V TICE SO THRERRE 245 X 51z
]l/‘_‘?:/r Vﬁ%%% ]\/i—é‘o

A ITBRENSA UADYYEZ (BEUR—ADIL—T 1 0T BT S): 2R TIE, HAEL—

h~y T R—ZADN—T 4 VT RERINTEY, BIRXR—2ADNV—T 4 o TIZY 025 Z L ofE
EESNTWET, a0 hF 7 hel— bk =y POl J)i% VRE OXTTENCTE L=, 2T
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Cisco Cloud Network Controller GUI £/ L 1=t — % L— F st ]

2 9 BECIR e < . N7 BETT, 2O LR TR, AV —FT 4 VEAERCTH L X
W2, 2RI MRV A—F ey TBRBEESNET, M= bF 2T R=ADN—T 4 VT BERD
W72 TWBEAS, AV I 7 F R_R—2DON—F 4 V75BN THHWIIRELEEA,

ZDD, ZORWTIE, ZITRENOF VREICUID EX DANCEE AT O LETHY A, T2
7ZL. VREOXTHETa I 7 he—h =y 7O GEEMNIET, BRI 7 h _X—
AN—T 4 U ITVRBATT 2581, VREBOaY b T 7 MEZEBICHEL, [AV RS9 B R—=XD
W—T 42T 74—V RT[A U] HEICE Y BEZ DA VRF O/ — b <> T ZHIFRT 208N H
DET,

ATYT6 [AVFFI b R=ZRDIN—T 1« VT HBOBUEORELX LT T 25813, BERN—T 4 T DEAT
WCESWTHREZT VX ET,

AT 71 [Cisco Cloud Network Controller £+ 7w 7 (Cisco Cloud Network Controller Setup) | O35 T L
726, [T (Done) 1227V v 7 LET,

Cisco Cloud Network Controller GUI Z{ERR L =) —% JL— DR

Cisco Cloud Network Controller GUI Z I L TV —27 L— h 2R ET DS FMEITZ. VU —RIZL-
THTRRYET,

©25.0Q2) LVETOV V—RATIZ, ML —TF 4 7 R —%RE LT, S
BRAMEHLTACLYZ 70 R A FESNESEOMON—T 4 VT 2FETHEEIT, N
# VRF &AM VRF O T — 27 35— FEIETEET, ThHDOFIRIZOWTIL,
Cisco Cloud Network Controller GUI Z{# il L 7= VRF fEl/b— b U —27 Ok (69 ~=—)
EHRBL T &N,

U U —2R2502) LARETIL, W VRF OXTHONL— K vy T RXR—=Z2D/— K U—27 )3
YAR—FINTWET, ZNHDOFNEIZ DUV TIE, Cisco Cloud Network Controller GUI %
FEF L7ZNES VRF O U — 27 b— ROt (73 X—2) Z2ZR LT E 30,

Cisco Cloud Network Controller GUI Z{&H L 7= VRFfEl/L— k U —2 DFERL

V=2 — b OHRET, V=T 47 RV =X T4 RN —NRLITHRESND
Y —22501)7 v 75— brDO—¥TY, VRERBIILN—T 4 2R+ 5 &, M Lizr—
T4 R —EHELT, INTEEREEZFEH L CTACIZ 77 KA~ AN E D
MON—T 4 T HFBETDH L &I, NESVRF E4ME VRF O T —27 3 5/0— hEFRET
EET, OV, P R—=FERTWDIL—T 47X )T 4 R —OE
(7=2) | ZBRLTLIIEIN,

SERFESEIT. AWS T A b EANTT S 2D OO HME (75 2—) FEEZHEH LT
TEITHENR T 2LERDH Y 3, BoERLIX. Blos 77 K94 b, ACLA T LI A
YA by FRITHEILETH D AREMENH Y 9,
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. Cisco Cloud Network Controller GUI % L 7= VRFfEl/L— b ) —0 DK

&M

ATy T2

ATvT3

RTv74

\)

6=

s INHLOFIEEMBHLT, VU —x2501) TREESNZT v 7T — MIHESNT, NI
L HNEVRE O TOHEtXF 2T 4 RY —IEKELRVIL—FT 4 VT RY o —5HE
LiTO

c INGLDOFNEEMH LT, WN#EVRF OXTON—TF 4 VT HFBELRNTLIEEW,
oA, VU —A250(1) LVETO@EF EBVICary T 7 FEFERALET,

FEOFEr— g =T, [TFTU5r—3a3 EE (Application Management) ]>[VRF] IZF#E L F

ERS

HESNT VRE BNERENET,
[U—%2 JL— b (Leak Routes) | # 7 %27 U w7 LET,
T TR I N TWB Y —7 L— s RFRINET,

[7223y (Actions) |27 U w27 L, [V—2 IL—bDYERK (CreateLeak Route) | Zi#IR L 7,
[V—% IL— DR (Createaleak Route) 1 7 1 > FURFRENET,

WD [V—27 V—FDIERAA T a7 Ry 7 AD7 4 —/ K (Leak Routes Dailog Box Fields) | 7— 7 /v
TUAMINIEET 4=V RIS T 2EEZATIL, FATLET,

£9:)—9 L— b bDERFAT7ATERY I XD T «—JL K (Leak Routes Dailog Box Fields)

[Za/8F 4

(Properties) 1]

B

Source VRF

X{E7C VRF 4R T 51203
1. [Z{EFT VRF M&R (Seect SourceVRF) 127V v 7 LE1,
[VRF M#4R (Select VRF) | #A TRy 7 ANFRENET,

2. [VRFDZER (Select VRF) | # A 7 = 27T, {570 VREIZHE T 5 72 DIl DF1] 0D VRF
7 Uy LTERLTETS,

PEIEJC VRF X, WEBE 721X AMEVRE THDH Z EIZHEE L T &,
3. [®IR (Sdect) |27V v 7 LT, ZDOFEEIL VRF 2R L £7,
[V—2 IL—FDER (CreateLeak Route) | £ A 7 0 7Ry 7 AR £9,
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Cisco Cloud Network Controller GUI Z{£F3 L 7= VRF fil)L— ~ ) — % DAL .

[FTa/,8F 4
(Properties) 1]

B

35 VRF

505 VRF ZI8IRT 51213, IROFIEZFATL £,
1. [5EEMDER (Select destination) 1 %27 VU v 27 LET,
[VRF O#R (Select VRF) 1 A T TRy 7 ANFRENET,

2. [VRFDEIR (Sdect VRF) | ¥ A 7 17T, %85 VRF IZEHT 572 DIZEMDF D VRF
7V w7 LTERLTET,

B(ETC VRF LN VRE Th D56, 856 VRF ZNE VREFIZT 5 Z LidTE vz &
WCHEBLTLZEN,

3. [#IR (Sedect) 127V v 7 LT, ZD%% VRF ZEIR L F,
[V—2 IL—FDERK (CreateLeak Route) | # A 7T RV Ry 7 AZRED £7,

Type

kT2 —2 —1+DOEA TEERIRLET,
e T ARTE—4: #5:5C VRE 0> B#EGE VRFICY — 27 T A7-012, T _XTHO/N— ~%iE

W H 2L AR L £,
ZOWE. TIANLEITIE, =Y 0.0.0.0/0 YT Ry NP Y TICHEICAT
SNFET,

e H TRy MIP: #5T VREND A VRFETO Y — 7 D)— h & LTHEDY 7% v
NPT RLUAZHRETHHAITRIRLET, [Ty MIP (SubnetIP) | #1477
Ry 7 ANRFRINET,

[ T#*y ;IP (SubnetIP) AR~ 7 A2, VREEIO U —27 D)—khELTH 7 Ry MIP
7 RV AEASLET,

ATy TE  AEENZET LD, R (Save) 127V v LET,
[ (Success) | 7 4 v RUNRERENET,
ATv7F6 BIMOVRFEAL—K V=0 2RETINEIMDERELET,

* VREDXTTY —27 325D — h&BINTH5E1F. [BTh (Success) |V 4~ RUT[HEID!) —

2 JL— FD3ENM (Add Another Leak Route) | 47> a %227 U v 7 L¥7,

[V—% JL— +D3EM (AddLeak Route) 17 4 > RUIZEY £9°, VRFOXTHTY —27F 550
N—=FERETDHITNE, AT v 74 (10—) —AT w75 (711 3—2) ZHRVKRLET,

c UNR=Z b= FZIBNT 55613, ROLIICLET,

o LIRTOFRE DS VRE N E{E5C VREF 1272 1)
o IR ORRE DIXIETC VRF 23565 VRF 12720 97,

WIZ, [AZh (Success) | 7 4> R T[U/N—=R )= JL— b®DiEN (Add ReverseLeak Route) |
FFarwEs Vv LET,
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. Cisco Cloud Network Controller GUI % L 7= VRFfEl/L— b ) —0 DK

ATy 17

ATvT8

ATvT9

[U—% JL—F®DiEM (AddLeak Route) | 7 4 > RDIZED £9, AT v 74 (710 X—V) —RA
TS5 (113—=Y) E#VELTHONL— ERELETH, SEFIROL IR 7,
* EfEJT VRF (Source VRF) | 7 4 —/L KT, HIDFE TS VRF & L TiER L 72 VRF % 3R
L/\i—a—o
* [38%t VRF (Destination VRF) | 7 4 —/L KT, HIOFE TE{E7C VRF & L TER L7= VRF %
HEIRL £,

U= —FORENTET L7ch, [T (Done) 1 %7 U v LET,

AA LV VRF =YD [)—% JL— b (Leak Routes) ¥ 7 NFHOF /RSN, FrL{HESINLZY —7
N— ERFREINET,

EEICETIISE5E VREF OFEMIE A BUS L2 . MEAD Y — 27 v— hE2ER L7200 T 25121, AA
Y [VRF] X—Y®D[))—% JbL—F (Leak Routes) | # 7 C[VRF| X 7L/ Vv 7 LET,

ZDON— K T—=7 N0 [BE (Overview) | X—YRERINET,

[VRF] =YD EEicH D [7 TV 45— 3 VEE (Application Management) | % 7 %27 U w7 L, /&
MoFesr—ra i "—T[1)—% Jb— b (Leak Routes) 1# 7% 7 U7 LET,

ZORFED VRE IZEE T ST B Y —27 b— FRFRENET,

ATy 710 HEEU T, 20O VREICEEM T Sn=BMo ) —7 v— haZELET,

¢« ZTOVRFH Y —7 )b— MBI 5121, [72 3> (Acdions) |22V 7 L, [<VRF_name>

M5 1)—% JL— F%EM (Add Leak Routefrom <VRF_name>) %R L £7,

[V—% JL— DB (AddLeak Router) 1 7V 4 v RUBERRINET, AT v 74 (70 X—)
DIFRELEH LT, REREREANLET, FEXVRFOZ L F UITHEANTRRENATEY, =
ORI TIIEFETERN LICHEEL T IEEN,

¢ ZOVRFIZU —Zv— N&BINT5121%, [723> (Actions) | 227 U v 7 L, [<VRF_name>

[21)—% JL— +%3EN (Add Leak Routeto <VRF_name>) |&3&R L £,

[U—% JL—F®EM (AddLeak Router) | 7«4 v RUNRFREINET, AT v 74 (70 2—)
OEFEREFEH LT, RERFERAEADLET, BEVRFOZY b U FFEANIERINSNATEY, 20
IR TIIEECERNZ LIIEELTLLEE N,

RDEARY
THTNA—T 4 T R =R ENE L, V=T 47 R =X UT 4 RY
3BT H BT, X2 YT 4 R —ZRHEIER T AVNERH Y 97,

« Cisco Cloud Network Controller GUI Zf# i L 7= EPG O1ER% (80 _X—°) : kDO FIE % {#
L. 4B EPG Z1ERR L £ 7,

+ Cisco Cloud Network Controller GUI Zf# A L7z v T 7 FOERL (86 X—) : 2L b
DOFIEZFEH LT, JMBEPG &7 7V REPGEIO=> N7 7 NEERLET,
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Cisco Cloud Network Controller GUI Z{Ef L /=& VRF D ') — 7 JL— F DHER .

Cisco Cloud Network Controller GUI Z{EFH L7=INEVRFD ') —2 JL— L DIERK

U U —225002) LA, W VRF Ho/L— K U—27 (10X—Y) THHAIh TS X Iz,
W VRE OXT O — k= T RXR—=Z2AD/— K V=7 B3R — I ET, ZOMERIL,
U —22500) CiRt NN —T 4o 7t Xa VT 4 ONBEIHEHEIELZLOT, L—
T4l Xa T 40 KUY V—0RA ICEESNTHET,

AT EloFresr—r g 3—T, [TFVr—3 > EE (Application Management) ]>[VRF]IZEE L £
E
BRIE ST VRF RERENET,

ATFw T2 [U—% )IL—b (LeakRoutes) | #7 %27 U v 7 L%,
TTIHERENTND ) —2 — bRFERINET,

ATvF3 [FUP3a> (Acions) 127Uy 27 L, [U—% Jb— LDYER (CreatelLeak Route) | iR L £ 9,
[V—% JL— FDYER (Createaleak Route) | 7 1 > RUMFERENET,

ATV T4 WKO[V—7 — b DIEREZA T 7Ry 7 ZAD7 4—)L K (Leak Routes Dailog Box Fields) | 7— 7 /1
TYRAPENAT 4=V NS T 2EEZ AL, AT LET,

£10:)—9 L—bDERFATOTRY I ZADT 4 —IL K (Leak Routes Dailog Box Fields)

[T« EiEA
(Properties) 1]

Source VRF E{E 0 VRF @I 5120% -
1. [E{E7t VRF M:#IR (Select SourceVRF) 127 U v 7 LE7,
[VRF MO:ER (Sdect VRF) | ¥ A7 a /ARy 7 AREFRINET,

2. [VRFDER (Select VRF) 1 ¥ A 7 17T, EE70 VRFIZHEH T 2 72012/ 05D VRF
7V LTEBIRLTET,

ZOFIEL. NEFVRE OXTREIONL—F =T _R—Z20L—k U—7 DD H DT
b DT, Bt VRF ICIZNES VRF 28R L F 4,

3. [#IR (Sdect) 127V v 7 LT, ZDOEEIL VRF Z&RLET,
[V—2 IL—FDFER (CreateLeak Route) | XA 7T R 7Ry 7 AZRED £7,
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B cisco Cloud Network Controller GUI % 5/ L 7= P9 VRF 0 ') —% JL— h O

[FanFq BL)]
(Properties) 1]

585 VRF 5056 VRF ZI8IRT 51213, IROFIEZFATL £,
1. [3EHEDFEIR (Seect destination) [ %227V v 7 LT,
[VRF O#R (Select VRF) 1 XA T TRy 7 ANFIRENET,

2. [VRFOEIR (Sdect VRF) | ¥ A 7 17T, %85 VRF IZEHT 572 DIZEMDF D VRF
7V w7 LTERRLTET,

ZOFIEIL. NES VRE OXTREIONL—F =T _R—Z20/L—k U= D=bDHOT
b DT, B VRF ICIZNES VRF 28R L £,

3. [EIR (Sedect) 1227V v 7 LT, ZDO%% VRF ZEIR L F,
[V—2 IL—FDERK (CreateLeak Route) | # A 7T RV Ry 7 AIZREY £7,

Type kT2 —2 —1+DOFA TEEIRLET,

e T ARTE—4: #5:5C VRE 0 B#EEE VRFICY — 27 T A7-012, T _XTHO/N— ~%iE
e B LSRR L E T,

ZOWE. FIFNLNENTIE. =Y 0.0.0.0/0 BT Ry NP =Y TICTHEIICAS
SNFET,

e H TRy MIP: 5 C VREMND A VRFETO Y — 7 D)— h & LTHEDY 7% v
NPT RLUAZHRETHHAITRIRLET, [Ty MIP (SubnetIP) | #1477
Ry 7 ARFREINET,

[T#y ;IP (SubnetIP) "Ry 7 A2, VREIO U —27 D)—khELTH 7 Ry MIP
7T RLVAEBEADLET,

AT9 TS5 MEENETLESL, [RfF (Save) 127V v 7 LET,
[ (Success) | 7 4 v RUNRERENET,

ATy F6 BIMOVRFEAL—K V=0 2RETINEIDERELET,

* VREOXTHTY =273 550N — 28T 25613, Y (Success) |V 1> FUT[RIDY) —
2 JL— FM3ENM (Add Another Leak Route) | 47> a %27 U v 7 L¥T,

[V—% JL— FD3EM (AddLeak Route) 1V 4 > RUIZEY £9°, VRFOXTHTY —27F 550
N— R ERETHINE, AT v 74 (13X—=) =27 v 75 (743—=Y) ZHVIRLET,

s UNR—R b— hEBIMT 5561, ROLHIITLET,
o LIRTOFRE DS VRE NiE{E5C VREF 12720
o IR ORRE DIXIETC VRF 23565 VRF 12720 97,

WIZ, [AZh (Success) | 7 4> R T[U/N—=R )= JL— +®DiEN (Add ReverseLeak Route) |
FFarwEs Vv LET,
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AWS 4 + a7 1 2omoggoant [

[U—% JL—F®DiEM (AddLeak Route) | 7 4> RDIZED £9, AT v 74 (733—V) —RA
TS5 (143—=) H#HVELTHONL— ERELETN, SEFIROL IR 7,
* EfEJT VRF (SourceVRF) | 7 4 —/L KT, RO E TS VRF & L TiER L 72 VRF % 38R
L\i—g—o

* [38%t VRF (Destination VRF) | 7 4 —/L KT, HIOFE CTE{E7C VRF & L TER L7= VRF %
HIRLET,

ATy T V=7 V= ORENZET L=H, [5ET (Done) 1227V 7 LET,
AA LV VREF =YD [)—% JL— b (Leak Routes) | ¥ 7 NFHOF /RSN, FrL{HESINLZY —7
J— ERERRINET,

ATy 78  HEILELIISMEALVRFOFEHIEREZ IS LY . HREALADY —7 — b EER L7052, A4
Y [VRF] X—Y®D[))—% JL—k (Leak Routes) | # 7 C[VRF| X727 Vv 7 LET,
ZDN—k T—=7 L0 [HE (Overview) | S—YNERENET,

AT T [VRF] =YD EHICHD [7TIUr— 3 oEE (Application Management) | # 7% 27 U v 27 L, £
MoFesr—rva s "—T[1)—% JbL— bk (Leak Routes) ¥ 7 %27 U w7 LET,
Z OFFED VRE IZBEfHT 5N TWD U —2 b— b REREINET,

ATv 710 MBS U T, 2O VRF (ZEEMS T8N0 Y) —27 b—F2RELET,

¢« ZTOVRFH Y —7 )b— M &BINT 5121, [F2 3> (Acdions) |22 U » 7 L, [<VRF_name>
M51)—% JL— F%EM (Add Leak Routefrom <VRF_name>) &R L £7,

[V—% JL— DB (AddLeak Router) |V 4 v RUBFRRINET, AT v 74 (73—)
OIFWMEFEMN LT, LERERZADLET, FERXVRFOT - M VITFFICERRSNATEY, 2
ORI TITEFETERNT LICHEE L T IEE N,

« ZOVRFIZY —Z)— FN&BMNT 5121, [72 23> (Actions) | %27V » 27 L., [<VRF_name>
[21)—% JL— +%3EN (Add Leak Routeto <VRF_name>) |&3&R L £,

[V—% JL— DB (AddLeak Router) | 7V 4 v RUBFRRINET, AT v 74 (73—)
DIFRELEH LT, REREREATILET, SBEVRFOZ L b VITFHEFNTRREATEY, 20
KM TIIEE TN LICEELTLLEEN,

AWS A k ESNERT /N4 ADE DGO ERIE

ROFNEZHES T, A > 77 VPC CCR 75 IPSec/BGP Al L TIEEDANET /34 A~D
IPv4 Bt FEVCTHIIIC L 7,

NETINA RER T 74 ILDF 00— F

AT w71 Cisco Cloud Network Controller GUI T, [#w ¥ a/R—F (Dashboard) | %7V v 7 LET,
Cisco Cloud Network Controller @ [4 > 27R— F (Dashboard) | £ =2 —NEREINET,
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B aws v« F e g oMo BEOEDE

ATV T2 [AVIZRAMSOF ] > [ EEREICBEIL £,
[4}ER$EHE (External Connectivity) 1 7 4 > RURERENE T,

ATwT3 [TV 3ar (Actions) | > [MEBT /A RIER T 74 ILDF o> 00— K (Download External Device
Configuration Files) | 27 U v 27 L %7,
(BTN RER T 74 ILDH 78— F (Download External Device Configuration Files) | AR v 77 v
TRERINET,

ATV T8 Fyra— RTH0T A AR T 7 A VERIRL, [#2>8—FK (Download) %7V v 27 LET,
ZOT v a Il iV, CCR ~O IPVA BERE D 7 b DINIT /S A A O Fahf Al 3 2 G # & & T
Zip 77 ANVRE T u— RENET,

AWS H A ~ ENERT /A1 ADEI DD E L

ATwT1 A2 77 VPCCCR %25 EVPN % L 722V T /31 A~ IPv4 #ifit & FE CHNC T 5 72 OIT B
THMAEINE L £,

ATV T2 WNET AL RZa T A LET,

RT9T3 Ny NT—F 0T TR AT D720 OfIEHRZ AT LET,

IERT S AR T 7 ANVDE T m— R (75 °—2) OFNRZMH L THERT A AT 7 A V&
Frn—RUIEGE, OO b RVOREERZ o0 T, TOMERE AT LET,

WD b RIVDOIERT A ARET 7 A VOBl 2R LET,

! The following file contains configuration recommendation to connect an external networking device
with the cloud ACI Fabric

! The configurations here are provided for an IOS-XE based device. The user is expected to understand
the configs and make any necessary amends before using them

! on the external device. Cisco does not assume any responsibility for the correctness of the config.

! Tunnel to 128.107.72.122 1.100 [ikev2] for
hctunnIf.acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct routerp westus 0:0]/tunn-34
! USER-DEFINED: please define gig-gateway: GIG-GATEWAY

! USER-DEFINED: please define GigabitEthernet2 if required

! USER-DEFINED: please define tunnel-id: 100 if required

! USER-DEFINED: please define vrf-name: infra:externalvrfl if required

! USER-DEFINED: please define gig3-public-ip: 13.88.168.176 if 0.0.0.0 ip still not provided by AWS.
|

|

|

|

|

Device: 128.107.72.122
Tunnel ID: 100

Tunnel counter: 1

Tunnel address: 5.16.1.9

Tunnel Dn:

acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr~[ct routerp westus 0:0]/tunn-34
! VRF name: infra:externalvrfl

! ikev: ikev2

! Bgp Peer addr: 5.16.1.10

! Bgp Peer asn: 65015

! Gig3 Public ip: 13.88.168.176

! PreShared key: devicelazure

|

ikev profile name: ikev2-100

vrf definition infra:externalvrfl
rd 1:1
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address-family ipv4
route-target export 64550:1
route-target import 64550:1
exit-address-family
exit

crypto ikev2 proposal ikev2-infra:externalvrfl
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-infra:externalvrfl
proposal ikev2-infra:externalvrfl
exit

crypto ikev2 keyring keyring-ikev2-100
peer peer-ikev2-keyring
address 13.88.168.176
pre-shared-key devicelazure
exit
exit

crypto ikev2 profile ikev2-100
match address local interface GigabitEthernet2
match identity remote address 13.88.168.176 255.255.255.255
identity local address 128.107.72.122
authentication remote pre-share
authentication local pre-share
keyring local keyring-ikev2-100
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set ikev2-100 esp-gcm 256
mode tunnel
exit

crypto ipsec profile ikev2-100
set transform-set ikev2-100
set pfs groupld
set ikev2-profile ikev2-100
exit

interface TunnellOO0

vrf forwarding infra:externalvrfl

ip address 5.16.1.10 255.255.255.252

ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvi4

tunnel destination 13.88.168.176

tunnel protection ipsec profile ikev2-100
exit

ip route 13.88.168.176 255.255.255.255 GigabitEthernet2 GIG-GATEWAY
router bgp 65015
address-family ipv4 vrf infra:externalvrfl

redistribute connected

maximum-paths eibgp 32

neighbor 5.16.1.9 remote-as 65008

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .
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neighbor 5.16.1.9 ebgp-multihop 255
neighbor 5.16.1.9 activate

neighbor 5.16.1.9 send-community both

distance bgp 20 200 20
exit-address-family

Cisco Cloud Network Controller 2 > R—% > FO#A |

OB, SERT A AR T 7 A VT SN D57 4 —/V R &y FOFFIAZRLET,
c ROBUNITRT 7 4=V Fid, ZH 5 OO S ES,

« vrf definition

* [PSec global configurations

vrf definition Ext-V1

rd 1:10

!

address-family ipv4
route-target export 64550:10
route-target import 64550:10

!

crypto isakmp policy 10

encryption aes

authentication pre-share

group 2

lifetime 28800

!

crypto isakmp keepalive 10 10 periodic

crypto isakmp aggressive-mode disable
!

VRF Definition

IPSec Global Configurations

c ROBUNITRT 7 4= Fid, ZH O OO S ES,

o hr T & D IPSec B LW ikevl ARk

¢ VRF %A "—D BGP R E
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crypto keyring Ext-v1-1000-ike .
pre-shared-key address <50.18.55.126>[cAPIC CSR Gig3 public IP] key <abcdefgl2345>

crypto isakmp profile Ext-V1-1000-ike
keyring Ext-V1-1000-ike

match identity address <50.18.55.126>[cAPIC CSR1 gig3 Public IP] 255.255.255.255

crypto ipsec transform-set Ext-v1-1000-ike esp-aes
mode tunnel

~sha-hmac

crypto ipsec profile Ext-V1-1000-ike

set security-association lifetime kilobytes disable
set security-association replay window-size 512

set transform-set Ext-v1-1000-ike

set pfs groupld

IPSec and lkevl
Per Tunnel Configurations

interface Tunnel1000

vIf forwarding Ext-vl

ip address 50.50.0.2[cAPIC CSR BGP Peer Addr] 255.255.255.252
ip meu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvd

tunnel destination <50.18.55.126>[cAPIC CSR1 gig3 Public IP]

tunnel protection ipsec profile Ext-V1-1000-ike

redistrimate comnected
neighbor <50.50.0.1>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
seightor 50.50.0.1 sctivats — BGP Configurations for VRF Neighbor
neighbor <50.50.0.5>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
Gietance bap 20 200 20
\

ip route 50.18.55.126[cAPIC CSR1 gig3 Public IP] 255.255.255.255 GigabitSthernet? 10.10.0.103

o« IRD

SR T 4= R S S RO MR B S E T
C S

o R R T LD IPSec B L TN ikev2 DFERL

crypto ikev2 proposal ikev2-1
encryption aes-cbc-256 aes-cbc-192 aes-chc-128
integrity sha512 sha384 sha256 shal

group 24 21 20 19 16 15 14 2
I

Ikev2 Global Configurations
crypto ikev2 policy ikev2-1

proposal ikev2-1
|

crypto ikev2 keyring keyring-ikev2-2000

peer peer-ikev2-keyring
address 35.81.94.248 [cAPIC CSR1 gig3 Public IP]

pre-shared-key abcdefgl2345

'

crypto ikev2 profile ikev2-2000

match address local interface GigabitEthernet3
match identity remote address 35.81.94.248[cAPIC CSR1 gig3 Public IP] 255.255.255.255
identity local

address 52.53.49.193 [Local Device tunnel source interface Public IP (Gig3 public IP)]
authentication remote pre-share

IPSec and lkev2
authentication local pre-share il
keyring local keyring-ikev2-2000
lifetime 3600

Per Tunnel Configurations
dpd 10 5 on-demand

crypto ipsec transform-set ikev2-2000 esp-gem 256
mode tunnel

crypto ipsec profile ikev2-2000

set transform-set ikev2-2000

set pfs groupld

set ikev2-profile ikev2-2000

interface Tunnel2000
vrf forwarding Ext-vl
ip address 50.50.0.14 [cAPIC CSRL BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet3

tunnel mode ipsec ipv4

tunnel destination 35.81.94.248[cAPIC CSR1 gig3 Public IP]

tunnel protection ipsec profile ikev2-2000

ATy T4 FiOFIEEBBEVIKR LT, BN bV ZHER L E T,
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B cisco Cloud Network Controller GUI % 5 L 1< EPG D fE AL

Cisco Cloud Network Controller GUI Z{# 8 L - EPG D {ERX

ATvT1
ATy T2

ATv7T3

ATy T4

Dk 2Z v a T, Cisco Cloud Network Controller GUI Zffi ] L T EPG ZAERT 5 ik A
HLET, £ —vRE, 2R<Eb120ar v a—~vEPG & 1 DDF 131 ¥ — EPG
Z)§‘/IZ‘%:\—(“¢O

1R BHIIZ
TV r— gy a7y A LE VRE ZEKRLET,

AT TAa %77 LET, [Tk (ntent) | A=a—RERINET,

[Tk (ntent) [IRBRY 7 ADTFIZHD ey T XY RE7 Y v L, [FTVr— a3V ER
(Application Management) | Z %R L £,

(7T 4—2 3 &R (ApplicationManagement) [ 47> a DU A RR[4 T2 b (Intent) | A==2—

ICFRSNET,

MoToh (ntent) | A==2—0 [T FTUHr— 3 U EE (Application Management) ] U 2 kG, [EPG

DYERK (CreateEPG) 1% 7V v 7 LET, [EPG DIERK (CreateEPG) | ¥ A 71 Ry 7 ANEKRIH
£

RD [EPGAERRZ A T 0 73Ry 7 AD 7 4 —/L K (Create EPG Dailog Box Fields) | 7—7 /L CTU A F &

7o 7 4=V RIS T DA AL, AT LETS

= 11:[EPG D1Erk (Create EPG) ]S A 7RI RY I AD T 4—ILK

[ZB/8F7 « (Properties) ] B
£#1 (Name) EPG D4R AT LET,
Tk TFy M EERLET,

1 [TFY FDER (Select Tenant) 1 %27 U v 7
LET, [TF2 bDEIR (Select Tenant) | ¥
ATaTRYy I ADRERINET,

2. [T+ FDER (Seect Tenant) | XA 7/
T, BN OT v ver Yy UTEIRL,
EIR (Sdect) 127U 7 LET, [EPG DIE
X (CreateEPG) | ¥ A 7 a2 HRy 7 AR
e
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Cisco Cloud Network Controller GUI % {7 L 7= EPG {5t |}

[ZF0/3F7 1 (Properties) ]

Bl

7IUr—3> JaTrAIL

TV r—vary 7ua 7 A NVERINLET,

1 [Z7FV5—23> 7774 L0:&ER (Select
Application Profile) %27V v 27 LET, [7F
Jir—23ar 7774 )LOER (Sdect
Application Profile) | # 4 7 =2 Ry 7 A3k
RENET,

2. [7FVHr—232 7T 74 IILDER (Seect
Application Profile) | # 4 7 = 27T, ZEMlDF
DT IV r—varyr7ardZyrANVEr) v L
T, [BR) %227V >v7 LET, [EPG DIERK
(CreateEPG) | ¥ A 7 7Ry 7 AIZKED £
R

B

EPG O#AZ AN LET,

[ERE (Settings) ]

847

EPG % A 7 Z#IN L £9,

«HS5HY K- 27Uy LT, 777 RITEPG %Z1E
RLET,

cHER- 27 U v LTHNIM EPG Z1ERK L £,

JL— hEIERTREE

(AN EPG OAFRKIFIC SRR SV ET) [Jb— FEIEM
(Route Reachability) | ke v 7% 7> URX N&7
Uy 7 LT, REFERLET,

A UTLIR
e hat VN
* [Unspecified]

VRF

VRF ZE RS 2121%, ROFMEZFTLET,

1. [VRFMDFER (SdectVRF) 127V v 7 LET,
[VRF O:&iR (Sdect VRF) 1 ¥ A7 a2/ Ry 7
ANFERSNET,

2. [VRF ME4R (Sedect VRF) | 4 A 7 /T, &
IDF|D VRF 227V > 7 LTERIRL, [FER
(Select) |27 VU v 7 LE9, [EPG DIER
(CreateEPG) | ¥ A 7 uZ KRy 7 AIZKED %
T
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Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

IVKRAV LI A
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Cisco Cloud Network Controller GUI % {7 L 7= EPG {5t |}

[ZF0/3F7 1 (Properties) ]

Bl

G¥) T RFRA N BV R T BB R
DO—H L LT AWS TR~ v U 23 TE
T2 FNEIZOWTIE, AWS TOA A
B ADFE (97 3—) ZBRELT
<TEEVY,

T RRA U N R®UVZ ZEBINTAHI0T

1. [TYRRAYkELY2DEM (AddEndpoint
Sdector) |27 V7 LT, [TVRKRA U+ E
LY AMEM XA 77 %l&E7,

2. [TV FRA LY E2DEM (AddEndpoint
Sdector) | %A 717 ®[Name (&HI) |7 4 —
WV RIZAETIZ AT LET,

3. [ELY 2 (Sdector Expression) |27 VU v 7
LET, [¥— (Key) ]. [EEF (Operator) ].
BLOE (Value) 17 1 —/v RREITRD £
j‘o

4. [F¥— Key) | fuvy 7 X o VR NET U v
JLTHF—%BBRLET, ROFT T arnd
= B

LU RKRA VN ELVIZZIZIPT RUAE TS
Y7 Ry NEFERHT LA, [IP] &%
WLET,

TV RARA U N EBLZHZIZTNATEY
T S =rEERTISEE. [V &
HEIRL £,

e T RiRA Vv kL7 #IZ Amazon Web
Services V — a VA FEHT 5513, [V —
3> (Region) | Z#INLET,

LU RRA LV N BV I EDI AR LF—%
BRI 2 580%, [h RS L (Custom) | %
BIRL £,

GE) [ARZ L (Custom) |47+ =
VEBEBRTLE, Rry T H Y
CUARRTERA R Ry %
IZ72 0 £9°, custom: DOEIT A
R—=ADX—D4HTIEANTIT 5
W BV F (B custom:
Location) .
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Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

5.

[(BEF (Operator) | kry7H o U A K
HEFEFZERLET, ROAT T arRdHh
£

«[Z LU\ (Equals) 1 E7 4 —/V RIZ 1 5D
ERHLHGEERLET,

«[ZL<#LY (Not Equals) |:fi7 4 —/V K
W21 ODERH D HAE I SN ET,

«[DFIZHB (In) ]: [fE (Value)] 7 4 —/V K
(D T o~ XG0 ER & DA
L/jij—o

s [@FIZAELY (NotIn) |:fE7 4 —/L RiZHE
BoH o~ KUV ER S D5E A S
i‘a—o

«[F—ZHD (HasKey) |: RUZF—DHN
BEALTVLEAIMEN SNET,

s [¥—% =72 0) (DoesNot Have Key)]: =iz
F—DHPEENTVDEHEIHH I E
ﬁ‘o

[fE (Value) 17 4 — /L FIZlEEZ AL, F=v
J~—0%7 )7 LTy b ERFELET,
AT HEIE, [F— (Key) | 74—/ FE &
EF¥ (Operator) |17 4 —/L KT L7=AEIZ
LoTRRVES, & 2T, [F— Key) ]
T 4=V B[Pl ICRESH, [EEF
(Operator) ] 7 4 —/v K3 [ZE L LY (equals) ]
ICRESNTWDHE6. [E (Value) 17 4 —b
RIZIP T RURAEZIH 7 Ry N CThidiide
DEHA, T2l [EBEF (Operator) 17 1 —
VR [F— (keys) | ITRE STV DA,
[{E (Value) 1 7 ¢ —/L FIZEERNT/2 D £7,

SETLEL, Favl/~—2%7 0w 7 LTk
VI AR ERIELE T,
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Cisco Cloud Network Controller GUI % {7 L 7= EPG {5t |}

[ZF0/3F7 1 (Properties) ]

Bl

8. TUKRKRAVPMEBLZXZBMODT RKKA
b L7 ZREERT 2008 ) D ERELE
T, =Dz RARA U F L7 X2 THEHEDOX
PR L7556, 25 OXOBICIEGHELAND
BhHLOLERINET,

72 ziE 1O RRA L bRV T ZT2D
ORE Y FEMERRLIZE LET,

eV RRA ML HZ L, AL
* [¥— (Key):] Zone
- BEF (Operator) : equals

« [{E (Value):] us-west-1a

s KRS ML XL, A2
s [F— (Key):] IP
« JEEF (Operator) : equals

« [{E (Value):] 192.0.2.1/24

ZOEE. ThHOROWFNEICRDLIBEE(T
_AFEYT 4 S —2 D us-west-la T, IP T K
VAT 7 3y b 19202124 (2B LT\ 55
M, FOxTY RBRA > MEZ F 7 KEPG IC
BB ToNET,

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .



B cisco Cloud Network Controller GUI £/ L 1= > 54 FOfER

Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

9. ZDxZURKRA VbV XTIERT DT T
OREEBMLIZHZET, FovI~v—20 %7y
7L, #&TLES, 8 (Add) 127U v7
LET,

EPG D FTHEDOT Y RiRA > b L7 X E&E
LA, FRoD0 s RRA L hkLY
2 OMIITFREEORNH D H D E AT SINET,
7L z21E AiOARAT T CTHBALEZE Y I
RARA > ML ZZ 1 ZEKL, KRIZ, RITR
TEIC2FBHDZ U RRA v b LI X E2AE
L& LET,

e RS M ELZHZ2 AL
* [¥— (Key):] Region
< EETF : in

* [{E (Value):] us-east-1a, us-east-2

ZOHE. RO X DI £97,

« TRAZ VT 4 V— 170 us-west-1a T,
IP7 RLRA23192.02.124 V7%~ MIJEL
TWA (Y RRA b L7 Z1OR)

F7oZ
o J— 3 7 us-east-la F 7213 us-east-2 (T

VRIRA N 'L Z20H) OWTi
Thd

ZDOHA., = RRA > "2 T 7 REPGIZE
DYTHRET,

ATy T RENKDoTZ [Save]l &7 U v 7 LET,

Cisco Cloud Network Controller GUI Z{&EHL=a> 59 FDO1ERL

Z DOt Y 3 TiL, Cisco Cloud Network Controller GUI [ L7222 T 7 b DERL T 15

IZOWTEBILET,

1R BHHIIZ
T4 NEEER L ET,

. Cisco Cloud Network Controller for AWS L—H— #4 K, 1) 1) —X 25.0(5)



| Cisco Cloud Network Controller 21 > 7/K— > k DHERL

Cisco Cloud Network Controller GUI 2/ =2~ ~ 54 ~ofes [

RTYT1 AVTFUoNTA2r% 7 )y 7 LET, [T F (ntent) | A=a—RNFRINET,
RAT9T2 [1oFTU bk (ntent) RERY 7 ADFIZHD Ry TFE Y RHZ 7 ) vy 7 L, [TFVr—a v ER
(Application Management) ] &R L £,

(77— 3 &R (ApplicationManagement) [ 47> a DU A RR[4 T2 b (Intent) | A==—

ICFIRENET,

ATV T3 [Tk (ntent) | A=a—D[FFTU4H5—2 3 0EE (Application Management) | U A ¢, [V
> FDYERL (CreateContract) 1 %7 V> 27 LET, [ 5% FOER (CreateContract) | 44 7

07 Ry I ANRRINET,

RTYTd RO[2 T N EATaT KRy 7 A 74—/ ROERK (Create Contract Dialog Box Fields) ] 7— 7 /v
WCIVARINTWD EIIZ, &7 40—V RICHEYREEZ A L TRATLET,

£12:[A2 59 FDYERL (Create Contrach) ]ZA 7 OTRY I ADT 4 —IL K

[Fa/87 « (Properties) ] 5 EA
£ a1 (Name) IO A4RTE NI LET,
Tr2 bk TFhU NEERLET,
1 [TFT2 FD#FEIR (Select Tenant) | 227V v 7
LET, [TFT2 FDFEIR (Select Tenant) | ¥
AT TRy I AREFRINET,
2. [TFHY FD#ER (Sdect Tenant) | ¥ A4 7 a /
T, EROHNOTF > N7 Vw7 UTERL,
EIR (Select) 1227 V7 LET, [AV RS
2 FDERK (CreateContract) | #4727 7R
7 AR £,
£ EA ar b7 7 FOFHEAT LTSN,
[RE (Settings) ]
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Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

Aa—7

TOAa—FF, WU T TV r—varrarrA
LA, FUVREA v AZ AN, 777U v 72K
(ZFm—rL) [ FERECT Y PO BR
AN ITN—=FIZar T MEFHIBLET,

GE) Y-k, BRb7F7 O
EPG {5 L OV 72 %5 VRF @ EPG [ D
ERATREIC 72 0 £9,
1>OTF > FOEPGNBIOT > FdD
EPG LlEC& B L HicTsicid, [V
A—/3)L (Global) | A a—7 %@ L
*7,

1 ©>® VRF @ EPG 2331/ VRF DRI D
EPG LBEC&E 5 LI TDITiE, [¥
A—/3)L (Global) | £7iX [TFF 2k
(Tenant) | A2 —7%RN L 7,

Y —ERAOFEMIOVW T, HFH
P—bE R 46-2—) RLTLTE
éb\o

Fay X REZ7 )y 7 LT, IRDAa—F
FFa U BEIRLET,

TN =23y AT A

« VRF

« Global

cTFHUk

T4 L2 EmMARIZER

Frxyv IR I AZFATLT, 2y a—<—)n
L7 =BT e X —pbaryy a—
~—~D L T T4 IIZR LT 4N E—FwAHLE
T, T T4 v I DFET EICRIRD T 4 VX A
AT28A81F. Ry 7 ACF = v 7 &2 ANRRNTL
72 &0,

TI7XN N TTF v IRy 7 AEA N> TNE
7,
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ATy Th

Cisco Cloud Network Controller A L1-a> 21— H LU TO/NA F—EPG DIETE .

[FO/37 4 (Properties) ] = BA

T4 LA MEM TANKERINLFET,

1. [Z74MZDEM (AddFilter) 1227V v 7 LE
T, T ANEITNEREN, [F4IL3 DEIR
(Select Filter) | 47> a v nEREnET,

2. [Z4)L58D#EIR (Sdect Filter) 1227V v 7 L
F9, [T1IL2DREIR (Select Filter) 1 %A 7
0T Ry I ANEKRINET,

3. [Z4L2DFER (SdectFilter) |41 71T,
FEROFIOT A N5 %2 ) w7 LTRIRL, [#
R (Sdect) |27 Vv 27 LET, [AVERID R
DYERX (CreateContract) | ¥ A 7/ kK> 7 A
IZRY £,

WERKEIDoT=5 [Save] 27 U v 7 LET,

Cisco Cloud Network Controller 2 Lo a—<IH LU TO/NA
4 — EPG DIEE

ATy T
ATFvT2

ATvT3

ATy T4

T, EPGERav v a—<FEE A A —L LTHRET D HIEZHOWTHBALET,

bR RIS
caY R T R ERETE ST

* EPG N EHEHTI,

AVTFURTAarE7 )y LET, [AUTUh (ntent) | A=2—BFRSNET,
[4 2Tk (ntent) |RBERY 7 ADTFO Rry7¥ o0 0%2 Y v 2 L, [#R (Configuration) ] %33
RUET,

[4 T2k (Intent) ] [#RL (Configuration) | 47> a DU A RRERSNET,

[41>T> bk (Intent) | A ==—® [#m (Configuration) ]V A kT, [EPGCommunication] =27 U v 7 L
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ATV T3 [Tk (Intent) | @ [#84E (Operations) ] UV A hind, [T9 =hHIL H7R— bDERL (Create Tech
Support) 1 %27 Vw27 LET, [TV =HIL HYR— FDIERK (CreateTech Support) | %A 7 a2 Ry 7 A

WERSNET,

ATV T8 RO[T 7 =hNHHR— b OERLA Ta Ry 7 AD7 4—)L K (CreateTech upport Dialog Box Fields) ]
DT =T MY A NINTeET 4 —/V R elx AL, FITLET,

R16:TIZANYR— FOERFTATATRYTADT 4 —IL K

[ZB/37 1 (Properties) ] B

£fi%

Z2X:1] T =HNYR— R —DARTEATILET,
BTL:L T =h P R—FOBHEAD LET,
Settings
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[FO/37 4 (Properties) ] = BA

I ARR—F+% T AR— M @RIRLE7,
e bO—73

«[UE—kA%—2 3> (RemoteLocation) ]:
BRI HE, [VE—F OBTZ—23 VDFER
(Select Remote Location) | 47> a VKR
SNET,

1. [UE—FBS—23 VOER (Sdect
RemoteLocation) |27 Vv 27 LE4, [V
E—hO7—2 3 VDFR (Select Remote
Location) | # A 7 /Ry 7 ARERSN
£

2. [[VE—bFBT—2 3 0ER (Select
Remote Location) | %4 7 v /T, fEflD
SopVE—rur—ar%x7 1y 7LT
IR L, [#IN (Sdect) 1227V v7LZE
T [TY=HI HR—bDER (Create
TechSupport) | XA 7 a7 Ry 7 AZRY
7

TYITL—FRIORTZEHS T =N Y H— b KY S—IET v TS L— Rl
Du 7 EED L5 [B% (Enabled) 1 F = > 7
Ry I A AN LET,

TERED b1 H— R S —OIERRAEICT 7 = I P A— kR Y 2—
RS 256X [BR (T 74V N Foy
Ry 7 A%7 ) v 7 LTHATLET, BT S
WZIE, T2 IRy 7 R EF7ICLET,

ATy TE RENKD-oTZ6 [Save] 7 U v 7 LET,
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Y& Rk

ORI arTIE, P H— AT 2 — T OFERFTIEIC DWW T L £,

AFYVTNV AT TAar% 7 )y LET, [A2TU bk (ntent) | A= —RRRENET,

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .



Cisco Cloud Network Controller 31 7 R— > DR |
B cisco Cloud Network Controller GUI £/ L 1< kU H— R4 &2 —35 ek

AT9 T2 [MVT2 bk (ntent) | BRBERY 7 ADOTFORuy 77Xy r0%27 1) w7 L, [#BF (Operations) | % 341
LET,

[4 T2k (Intent) | @ [#24F (Operations) | A7+ a DI A FRFERENET,

ATYT3 [12T2k (ntent) | O [#RAF (Operations) | U A h#25, [R7 P2 —5DERL (Create Scheduler) ]
220 v LET, [FUH— RZS1—S50R (Create Trigger Scheduler) ] 44 71 7R v 7 243
RENET,

AT T84 RO NV A=A a—FGDERFA TRy 7 AD7 ¢—/L K (CreateScheduler Dailog Box Fields) ]
T—=TNTYANINIEAT 4=V RIS THEEZAN L, FATLET,

R17:M)A—RT722—5OEEFLAT7RTIRYIZADT4—ILE

[FOs/3F « (Properties) ] Bl

=0

ARl NIT—= AV a—F K —04H1E AT LE
R

BTEL] FUAT—=DOHHEADLET,

Settings
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[ZF0/3F7 1 (Properties) ]

Bl

BYUBLY1 2 FD

[fRYURLD 1> FUMEM (Add Recurring
Window) 1 %27 Vv 27 LET, [BYRLDs K
DB (Add Recurring Window) | %A 7 12
U4 RUBRRREINET,

1. [R5 Pa—)L (Schedule) | Fry 7 & o)
2RI D, WOWTANZRIRL 7,

- &H
- AlEH
- KEEH
- KEEH
- KIEH
- £IEH
- THEH
- HEHR
- KA
- B%HE
2. [BARREERD (StartTime) | 7 1 —/v KiZ, K%
ATTLET,

3. [RXEFA2 XY (Maximum Concurrent
Tasks) | 7 14—/ R BEAEE AT1T 50,
T 4=V REZEAOE FIC L CTHEFAIRAE L
i‘ﬁ—o

oo/

4. [BRARETHRE (MaximumRunningTime) ] T,
[EHIBE (Unlimited) | £721X [AR A L
(Custom) 127 VU w7 LTERLET,

5 #&TLEL, [Ad 227V >v27 LET,
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[ZB/37 1 (Properties) ] A
TR L1 FODEM (TR A4 L4 KoDEM (Add OneTime

Window) |27 Vv 7 LET, [TV AL L1

KromiEhn (Add One TimeWindow) | #A 7 2 2

MFERINET,

1. [BAREERE (StartTime) | 7 ¢ —/v KiZ, Wi %
ABLET,

2. [RREKSZ XY % (Maximum Concurrent
Tasks) 17 4 —/V RICEAEZ ANT)$ 27 74—
JVREZEAOE FIC L CERIREZRE L £,

3. [RAETHRME (MaximumRunningTime) ] T,
[EHIE (Unlimited) | £721X [A RS L
(Custom) 1 &7V v 7 L TERLET,

4, HTLEL, [Add] 227V v 7 LET,

ATV T RENKD-T=H [Savel 27 U v 7 LET,

Cisco Cloud Network Controller GUI Z#{H L T E— FDIEFT & {ERLT
%

Z D73 T, Cisco Cloud Network Controller i/l LTV E— N DA /ERT 5 F
EERLET,

ARTYT1 AVTFUoNTAar% 270y LET, [T F (ntent) | A=a—RNERINET,
ATV T2 [MoTk (ntent) |RBEARY 7 ADTFO Ry FX 0% 7Y 7 L, [#1E (Operations) | i8R
L/i‘é‘@

[4 T2k (Intent) ] @ [#4F (Operations) | 47> a DV A FRFERENET,

ATY T3 [AVT2k (ntent) | A==2—0D[#4E (Operations) |V A T, [WE—F B —2 3 VDR (Create
RemotelLocation) | %27 V27 LEd, [VE—bF B —2 3 0 DO{ERK (Create RemoteLocation) | %1
TRy ANREKRENET,

ATv T84 KO VE—buar—yarOERFYATa Ry 7 AD7 4 —/L R (Create Remote Location Box Fields) ]
T—=TNTYARNINTZET 4 —/V RIS T DEEZ AL, FITLET,

R18:VE—b+bAT—2 a3 OERFATRIRYIRD T 4—IL K

[FO/3F 1 (Properties) ] FREA

£l
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[ZF0/3F7 1 (Properties) ]
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E2X:0] VEeE—Fabr—gr R —D4RTIEZEATLE
j—O

Bz VEeE—hasr—ary R —0#FAZANLE
7,

Settings

Hosthame/I P Address

VEe—habr— g OFRANMEFIZIPT R
A ANTTLET

Protocol Za ha L EER L ET,

«FTP

« SFTP

- SCP
Path JEe—har—arOR_AE AN LET,
Port VE—h B —varOR—rE AN LET,
Username VE—hurr—rvaroa—Y—4E2 AN LET,
RELRA T SFTP £721d SCP Z I+ 25 &%, ALY 1 7 &

BEIRL £,

* [Password]

* SSH #— (SSH Key)

SSH ¥— V7Y

SSH*x—p a5 Y E AN LET,

SSH F— R 7T7L—X

SSH ¥— 27 L —X

Password

VEe—h B r— g T 7 8RATAEDDX
U—REzANLET,

Confirm Password

VE—habr— a7 7 8RATAHEDHDO/NA
U—REBADLET,

EIHEPG

1. [BEEPGOERN %27V vr/ LET, [BEEPG
DEIR) XA T r I REBRINET,

2. EMoIT, 227V v LTEIEPG Z 2R L
i‘ﬂ—o

3. [ER (Sdect) |27V v7 LET,
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ATy T
ATFw T2

ATvT3

ATy T4

FEZHOWTHBA L E T,

4O HREIIC

=TIV FAAL CEARRRT DRI, T rAA L —ZER L £,

AT TAa %77 LET, [Tk (ntent) | A=a—RNERRINET,
[ntent]fRZRAR >~ 7 ADFIZHDH Ka vy 7 X7 RKE%Z 27 Y » 27 L, [Administrative] 38R L £ 77,
[Intent] A = = —|ZEHEA T a DU A MRERINET,

[1oT2k (ntent) | A==2—0D[EE (Adminigtrative) ] U 2 h T, [AT A4 > KA DR (Create
LoginDomain) 1% 72V > 7 LEd, [RTA4 > FAAL VDR (CreateLogin Domains) | 44 71 77K v

JANKRSNET,

K[ T Ay AL ZAT TRy 7 AD7 4—/L K (Login Domains Dialog Box Fields) | ®7— 7 /L
WU A PSRBT 4=V FI#EY R EZ AL, BITLET,

R19: 0540 FALEA4T7A5RY Y ADEED T 4« —IL K

[FO/37 4 (Properties) ]

Bl

ZHi (Name) oAy RAAL L DLETEANTTLET,
EBA a7 Ay RAAL L OfHEATILET,
LILLs LV AERIRL £97,

» Local

«LDAP: 7u XA X —%BML,
BIRTHMERH Y 7,

* RADIUS : 731 X —%BINT 24 NH D
7,

* TACACS+ : 7' /3 Z— DB LI T,

FARIES A T %

* SAML : 7S F—DBMBHETY,
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[ZF0/3F7 1 (Properties) ]

Bl

Janga 4

T aNA =BT HI2IE, ROFIEZFATLE
j—o

1. [FEALFZ—0EM (AddProviders) %7V »
7 LET, [FRNAF—0FEIR (Select
Providers) | # A 7 v 7 BNER S, LD~
AT NS E =D Y A NHBERRINET,

2. 7V LT —a @R LEd,

3. [PER(Sdect)| 7Y v/ LT, FuanAfF&iB
ﬁﬂbi'@“o

SR E

[ZBEEZ 1 7 (Authentication Type) ] 3 LK OV [LDAP
JIL—F<v T )L—)L (LDAPGroupMapRules) ]
T4 =NV RERRLET,

RiEsA T

LIV AT g I LDAP #BIR L=3E81%, kD
WINNDOFBFEX A 7R EIR L ET,

¢ CiSCOAV R7 : (F7 4/ 1)

«LDAPYIL—F <y T IJIL—JL : LDAP /)L —7
< IN— L EBINTAVLERHY 97,
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[ZF0/3F7 1 (Properties) ]

Bl

LDAP S IL—TF v IL—JL
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[FO/37 4 (Properties) ] = BA

LDAP /v —7 <~ v 7 )— L Z BT 5I2id,. RD
FlEZFEITLET,

1. [LDAPYIL—T <y 7 IL—I)LDEM (Add
LDAP Group MapRule) 127V v 27 LET,
[LDAP J)L—F < v 7 IL—I)LDEM (Add
LDAP Group Map Rule) |1 %4 7 1 7 RERE
. A ORAL AT a A B =D R Sngk

RENET,

2. [®&BT (Name) 17 4 —/L RiZ, L—/LD4Ri%
AN LET,

3. [ERBA (Description) | 7 4 —/L RiZ, L—/LD
M AE AT LET,

4. [ )L—TF DN (GroupDN) ] 7 1 —/L KiZ/L—
ND T )NV—T DN EASTLET,

5, ¥X=2UT7 4 RAAL OB :

1 [EFa2UTa FALCDDEM (AddSecurity
Domain) |27 Vv 27 LET, [EFaT«
RFAA >DEM (Add Security Domain) |4
ATl Ry 7 ANFRRINET,

2. [EFX2UT4 FAALDER (Select
Security Domain) | %7 Vv 7 LE7, [t
Fa2YF4 KA UDBER (Sdect Security
Domain) | %A 7 a7k v 7 AREREN,
DY 4 RUlZEXa )T 4 RAL
DY ANNERENET,

3. BX=2VUT g FAASZI Y v 7 LTHER
L%,

4. [BIR (Sdect) 127V 27 LT, BX%=Y
T4 RASLEBMLET, [EF2) T+«
KA A >MEM (AddSecurity Domain) 14
A7BTRY I RIZRY FET,

5, a—H%—o—/L&xiBNt5:

1L [EF¥1UT4 KASL2DEM (Add
SecurityDomain) 1% A 7w 7Ry 7 A
T, [B—ILDFER (Select Role) | %~
Uo7 LET, [B—ILDEIR (Select
Role) | ¥ A 7 aJ Ry 7 ANFRE
. ERORAL e —LdD ) A RRFE

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .



Cisco Cloud Network Controller 2 > R—% > FO#A |
. Cisco Cloud Network Controller GUI Z{f L /= 7 0/314 & —D1ERL

[FO/37 4 (Properties) ] = BA

RENET,
2. Z7Uvw L Tua— s ®RLET,

3. [ER (Seect) 127Uy LTr—/L
ZEMLET, [EF2UTa FASY
MiEM (Add Security Domain) ] %A 7
R Ry 7 AR £,

4. [EFz2VT4 FAALDEM (Add
SecurityDomain) | %A 7 v/ Ry 7 A
Mo, [VERRAZ 4 7 (Privilege Type) ]
Fay 72y VA NE7 Y v LT,
(8R4 H Y #EFR (Read Privilege) | 7=
X [EBEAHER (WritePrivilege) 1 %
BIRLFT,

5. [#EPR% A 7 (Privilege Type) | Ku v
TE VA NOHUDOF = v 7~ —
%27 )y LT, MRLET,

6. HTLED, [AAZ2 Y v7 LET,
[LDAP J')L—TF < v 7 JL—ILDIEM
(Add LDAPGroupMapRule) 1 %A 7
n Ry 7 ATRY . Blotxa )T
RAA v EBINTEET,

ATy TE RENKDoTZ6 [Save]l 27 U v 7 LET,

Cisco Cloud Network Controller GUI Z{#ER L= 8/\14 4 —D{ERL

Z Dk r g TlX. Cisco Cloud Network Controller GUI Z{# ] L 72 7 1 XA X —DVERL 715
IZDOWTHBLET,

ARTYT1 AVTFUoNTAar %70y LET, [T h (ntent) | A=a—RNFRINET,
ATY 72 [IntentlffBR v 7 AD FiZhHd Kuy 77Xy KAEZ 27 Y v 7 L, [Administrative] & 38R L £ 97,
[Intent] # = = —|ZEHA T a DU A MRERENET,

ATV T3 [MVTU bk (ntent) | A==2—0 [EE (Administrative) 1V A T, [FA/A F—DERK (Create
Provider) 127V v 7 LEd, [FO/NA Z—DERK (CreateProvider) | ¥4 7 a7 R v 7 ANRFRS L
i—a‘o
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ATV T4 RO [Tanf B—DIERE A T a Ry 27 2D 7 ¢+ —/L K (Create Provider Dailog Box Fields) ] 57— 7/v

TURNINIZET 4=V RIS TDEEATIL, FATLET,
R20: 7N Z—DEBRFATATRY I ZADT 4 —IL K
[Fa/857 « (Properties) ] A

[(RR F£/NPF7 KLR (Hosthame/IP Address) ]

TR F—DRANGEZITIPT RLAZ AT L
ij—o

B

Tang X—DFHAE AT LET,

247

(247 (Type) | Fay 7 X URARNL, RO
WD X A T HBRIR L ET,

* LDAP

* RADIUS
* TACACS+
+ SAML

G¥) BN L2 A S EDSNTC—ED T 4 —
v RBRFREINET,

[LDAP] 3% E

/A1 > K DN (Bind DN)

LDAP A ' RDN Z AN LET,

[R—Z DN (BaseDN) ]

LDAP X—Z DN # AL ¥,

Password

LDAP REDNAT — RE AN LFET,

Confirm Password

LDAP RED/NZAT— REZFAHLET,

[R— bk (Port) ]

TN, H— A TOR— " EFEEANLET,

R E

TR L= BAT T Ry 7 AD[RE]| 7> 2
NEINT 4=V REFRRLET,

A LTI M)

B A DT NWBEAETDHETCOFRNEEAILE
T, T 7/ ML 30 TT,

') k54 (Retries)

HFrSNcHmHRITEERELET, 774V M1
/(:‘j—o

[SSL]

SSL BN T HITIL, [SSL] T =v IRy 7 A%
7 U7 LTHACLET, SSLEENCT HITIE,
[SSL] F=vZ Ry A% 27U v 7 LTCAHZICLE
T, T 7 H NV N TIEEDC > TVET,

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .



. Cisco Cloud Network Controller GUI Z{#F L 7= 70/ 4 —DER

Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

SSLEEFAZE DIREEL NIL

KOWTNNEETLET,
« 58] (Permissive)

 Strict

[EBM (Attribute) ]

[BtE] 7% A b Ry 7 AT LDAP BIEAE AT L%
KR

TJANEEA4T

TANE A AT EERLET,
» Default

* Microsoft AD

e Custom

[Z4L% (Filter) ]

TXARNRY T AIZLDAP 7 4 VWV Z Z ANTTLET,
COF T aNt, BREL T 4 VE FATHE
RENTWBESIZOREREINE T,

[BH EPG MD#EIR (Select Management EPG) ]

BEH EPG ZBINT 5120

1. [E¥ EPG M:#EIR (Select Management EPG) ]
27Uy 7 LET, [A—ILDER (Sdect
Role) 15 A 7 u Ry 7 ANFREI, MO
XA NZa =D Y A MPRFERINET,

2. 7V v 7 LTEPG Z@&ERL £,

3. ER1 %2V >7 LT, EHEPG % LDAP (2B
mLEd,

H—N—F=F— 5

Y= N—DERZ NS DI, [BR T =7
RNy A&7 )y 7 LTAHAILET, —1—D
BRI DI, (AR T =y Ry 7 A%
7V w7 LTAZIZLET, 774/ hTIEESIC
o THNET,

[RADIUS] %7

Key RADIUS ¥—# A L £,
R — RADIUS ¥—4#FH AN LET,
SRR TE TN E—=EALTa s Ry 7 AD[KRE]| LY V3

NEINT 4=V REFRRLET,
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[ZF0/3F7 1 (Properties) ]

Bl

[R— bk (Port) ]

RADIUS R EDHR— bEEEZANLET, T 74V
MiX 1812 T,

[ZREE 7B )L (Authentication Protocol) ]

ROFINHFEIRL £,
*PAP: (F7#/V 1)
« CHAP
* MS-CHAP

BA LTI M)

HALT T SBRETHETOFRBDEEZANLF
T, T 7L MEL5 T,

') k54 (Retries)

AR SN ERITRERELE T, T 74 M
Tj‘o

[EE EPG ;&R (Select Management EPG) ]

B EPG ZBINT 5121

1. [EIHE EPG DER (Seect Management EPG) ]
7V w7 LET, [A—ILDEIR (Sdect
Role) |54 7 0 7Ry 7 ZANFoR S, o
RAAZE—=LD Y A MRERENET,

2. 7V w7 LTEPG ZEINLE7,

3. [ER %7V vs LT, EELEPG % RADIUS |2
BIMLET,

HY—N—F=Za—1)5

P —R—DEMEBFICT DX, (A T
Ry 7 A&7 Vv 7 LTCAVICLEST, —1—D
BRI T DI, [BS] T =y Ry 7 A%
7V LTAZIZLET, T 74/ hTIHERIC
o TWVWET,

[TACACSH] 3%

Key TACACS+ ¥—% AJJLET,
R — TACACS+ ¥—%H AT LET,
FEMIERTE TuRA B—=FATa T Ry 7 AD[RE]| Y V3

NEINT 4=V REFERLET,

[[R—k (Port) ]

TACACSHREM DR — M EZFEANLES, 77+
L b T 1812 T,
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[FO/37 4 (Properties) ] = BA

[ERBEE 70 kaJL (Authentication Protocol) ] WROHFNHERLET,
- CHAP
* MSCHAP

*PAP: (7 %/ 1H)

BA LTI M)

ZA LT NBRETDETOFEBEEATLE
T 774/ ME5TT,

) b3 4 (Retries)

B SN BRITRERELET, 7740 M
<

(& EPG M3EIR (Select Management EPG) ]

BEH EPG ZiBIT 5120

1. [E¥E EPG M:#EIR (Select Management EPG) ]
27V w7 LEd, [A—ILOFEIR (Seect
Role) 1 %4 7 v 7Ry 7 Zi3FoR S, £
Rz a =D ) A MRFERENET,

2. 7V v 7 LTEPG ZERL £T,

3. [ER|%227V»7 LT, @H EPG % TACACS+
WZiEmLE9,

HY—N—FE=F— 5

Y= N—DERZ AT DI, [BR T =7
Ry 7 2%7Y) v LTHrIcLET, —_—D
B AN T DI, (B T2y Ry A%
7V 7 LTAZICLET, T 74/ hTIEESIZ
2o TWET,

[SAML] &R

ID 7Ea/INAL 45

WKDTAT T 4T 4 Tag X—nb5ERLE
7,

«ADFS: (F7 4/ 1)
« OKTA
*PING7ATVTA4T4

[IDZRNAF—D AR T—2OURL (ldentity
Provider Metadata URL) ]

TAT VT AT 4 T L X =LA ¥
F—X% URL # AT LE7,

Entity ID

SAML =7 47 4#AlFE LT—EDID & AT)
L/iﬁ‘o
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[ZF0/3F7 1 (Properties) ]

Bl

AR FT—4H URL M HTTPS 7O+

ID 7R H—DRAFT—H URLIZT 7 AT 5D
7O &SNS HTTPS P uxs 2 A LET,

SR E

TN E—=F ATl Ry 7 AD[KRE]| LI V=
BT 4=V REFERLET,

GUI YR ALY bk nNF— A vyt— (URL)

GUIU XA L7 b N F—=RAyb—U&2 AN LET,

ARALSE

PRIER B DI

1. [FREEF®M:ER (Select Certificate Authority) ]
27V w7 LEd, [FRIBDZFEIR (Sdect
CertificateAuthority) 1 4% 4 7 1 7R R S 4L,
FERDSA ATFEAED U X S NFRENET,

2. 7V v/ LCGEREZEIRL £,

3 [BEIRZ7YV s LCGEAEZENLET, [
O/Nf #—D1ERL (Create) | XA T 7Ry
7 AR £,

BA LTI ME)

FA LT T MBRET D ETOREDELEATLE
T T7 AN MES TT,

') k54 (Retries)

TS ERTHERELET. 7740 M|
<

[BE7/)LTY XLREFI—F—FR (Signature
Algorithm Authentication User Requests) ]

WO ZRMDELZT7ZILIVAXLl Kuy XXy
A &7 w7 L, ROWTANERIRL 7,

* RSA SHA1
* RSA SHA224
* RSA SHA256

(F7xV 1)
* RSA SHA384

* RSA SHA512

SAMLEREEERDESH

BT AT, Fov IRy 7 2% 7Y v 7 LT
Fry B ANET, BHTDHIE, Fov7

Ry 7 A% Vw7 LCF=v 7 &4 LET, T

T A N TIEAEDC > TOET,
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Cisco Cloud Network Controller GUI %/ L =0 —h L 1—F—n s ||

[FO/37 4 (Properties) ] = BA

7 LT, MEBLET,

6. TL7D, [AdZ27 ) v 7 LET, [A—
AL 1—F—DER (CreateLocal User) ]
AT TRy 7 AZRY, BloEx2Y
T4 RAAL U EBINTEET,

RATv 75 [GERERE (AdvancedSettings) [# 7 U v 7 LT, [B—I NV a2—H—DIERL A T a /Ry 7 2AD7 4 —
VR EERTE (CreatelLocal User Dailog Box Fields: Advanced Settings) | 7— 7 /v CU A h&Nz& 7 4 —
L RIZEYS T HEEZ AL, AT LET,

R25:0—Q)IL 1—HF—DEFRFAT7ATRYIADT 4 —IL K : BERERE

JO/F+« SR BA

Account Expires [IELy (Yes) [&EIRTDHE, TAH T MIERL
B CHIRRYINIC 2 D Ko IcikESNE T,

NAD—RFDEHFHADLETY [[XLy (Yes) | &R L7246, =— P —j3kEn 7
A VIFIZNAT — REETTAMERH Y 77,

OTP DT R A L IRAT — NERE R AT
Wi, T2 IRy 7 RAEF T LET,

A—Y—iEEE 2— P —FERE A BT 2121, RO FIEEE
=S

1. [X509FFBAZE ;BN (Add X509 Certificate) ] %
7 Vv 7 LET, [XS095EBAEDEM (Add X509
Certificate) | ¥4 7 VAR v 7 ANRFRS L E
j—O

2. [Name] 7 1 —/V RIZ&4HTIZ AT LET,

3. [A—H—XB509FEBAE (User X509 Certificate) ]
THXARR Y7 RATXS09FEAEEZ A LET,

4. [Add) %727V v 2o LET, [2—H— X509 iEHA
ED XS095BAE] ¥ A TR IRy 7 ARFA L E
T, [A—AN A—H=1 XA Turl Ry 7 R
R0 ET,
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B cisco Cloud Network Controller GUI £/ LT= ) — S 3 VOEE (955 F 727 L— O

ATvT6

pAVAG

Bl

SSH F—

SSH & —Z B4 521X, ROFIREZFETLET,

1. [SSH ¥—#%EM (AddSSGKey) 1227V v 7
LEd, [SSH ¥—m:EN (Add SSG Key) | ¥
ATalRy 7 ARERINET,

2. [Name] 7 4 —/V RIZARTZ AT LET,

3. [F— (Key) | 7THFA MRy AIZSSH F—%
A LET,

4. [Add]ZZ7 Vw7 LET, [SSHEF—0DEM (Add
SSGKey) | #4702 Ry 7 ANHALET,
(A=Al A= F¥ATarlRy 7 ARY
9.

BENKEIDSTZ6 [Savel 27 U v 7 LET,

Cisco Cloud Network Controller GUI Z{EFFH L) —C a3 > DEE (U5
DK TUTL— DR

ATv T
ATy T2

ATvT3

ATvT4

V—ya 03, MlEley 87 v TR S VE T, HEKFFIC, Cisco Cloud Network Controller
WCE-oTEHIND ) —varvdt, 20 —Ua oA MEIBLQRY —va VO &+
ELET, Z0k7 v a Tk, WA > A h—/L#IZ Cisco Cloud Network Controller GUI %
LTI R T L— T —Va U EERT L HECOVTHBALET,

779 RTUT L= FOFEMIZONTIL, 7TV R T L— FOME 41 R—) &%
LT IZEw,

AT TAarm2 707 LET, [Tk (ntent) | A=a—0RErREINET,
[>Tk (ntent) 1 RBERY 7 ADTFO Ry 7FX oy 0%27 Y v 27 L, [#K (Configuration) | %
BIRLET,

F7rarDYANB[AUTUR (ntent) | A== —ZRRINET,

[41 T2k (Intent) 1A ==—o [#/ (Configuration) ] U A k., [Cisco Cloud Network Controller
+w 7w 7 (Cisco Cloud Network Controller Setup) ] %7V v 27 L£7,

[ty b7y T-BE| XA Tl Ry ARFREINET,

[V—2 3 VB (Region Management) | =V 7 C, [REDHwE (Edit Configuration) 1% 27V v/ L

i‘a—o
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ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

ATv 710

ATy TN

Cisco Cloud Network Controller GUI £ L=y —S 3 v EE (459K 7o TL— rots) ]

[y b7y T - =23 BB XA Tl Ry 7 ARFRENET, By b7y T -)—U3 V0ER
D—EDAT v TOERNDAT v 7, BB H)—Iarnkrdh, HEARY—Ya 0l X bR
RRINET,

B A RSB G A X, [V A RE#ERE (Inter-Site Connectivity) ] 83K [F%) (Enabled) |17 > 7
A&7y 7 LTAHAATLET,

IOFTvarvERRTLE NV ETO[tY b Ty T-)—23 UEE (Setup-Region Management) |
OFNEIZH A FREEG O FIES BN SV ET,

Cisco Cloud Network Controller TEHT AV —T g VABIRT AL, 0V —Tar0F v/ Ry s
27V L CFzvl v—0&MTET,

JIRN—FEZD)— g 0lu—)VITERT 512, 2DV — 3 @ [Cloud Routers] F =
IRy I REF AT LET,

IO RYANOT 7TV vl 407 THRHREERT DL, [RN] 227V v LET,

YTV T- V=3 EEBOEDAT v TDRDAT v 7 Thoh, —BGEESERINET,
CCROY T H oy b 7= EBIMT 512, [PFTRIL—20H TRy k T—)LEEBMT S (AddSubnet
Pool for Cloud Router) | 227 Vv 27 L, 7F AN Ry 7 RT3y b AT LET,

GE) Cisco 77 7 ™7 K Network Controller D3 ABHZIRME XA 24 T % v M. Ik K2OD 7 5

R4 M+ TT, 308 ED2 59 K94 MEEmT 2 BERH AL, SbIYT
Ko BT B LERH Y £,

[CCR A BGPE#E Y R T LES (BGP Autonomous System Number for CCRs) | 7 « —/L RIZfiiz AT
l/ijqo

BGP ASN O#iHIX 1 — 65534 T1,

STYYIIPOCCRAVA—T A A~DEIY HT (Assign PublicIPto CCR Interface) | 7 4 —/v
R, /X7 Y v 7 IP 7 KL A% Catalyst 8000V A > X —7 = A AZEIV Y THENE I MERELET,

TTAN_X—=FIPT RL AL, T 74 /L kT Catalyst 8000V A > ¥ —7 = A AZE D Y ToHNET, /8T
)Y IPOCCRAVA—T A A~DEY HT (Assign PublicIPtoCCR Interface) | A7 3 i,
X7 Y w7 1P 7 KL A% Catalyst 8000V A > ¥ —7 = A AZHFD B THNE I DERELET,

TI7HNVETIE, ZOEM F=vZ Ry 7 AFA o TWET, Zid, Catalyst 8000V (237
Uy Z IPT7 RLAZEID SR THND I EEEWRLET,
«[X7 U v (public) J1IP 7 KL A% Catalyst 8000V (2% V 4 THHAI1%. [B%) (Enabled) ] O#f
DTz IRy I AT ODFEFFIZLET,

« 7T AX—FIPT R L ADH% Catalyst 8000V (ZFHI W Y THIZIE, A7 a 2k 572012
(5% (Enabled) | DREICH 2T = v I/ Ry 7 A% 4TI LET,

Catalyst8000V #%f5i% 77 A X— b BTV w7 | EFFOMICERT L L. 2y b T—7 B3y
LEREMERH D Z LICEBR LT IEE N,

GE) CCRIZEIV Y ToHN/NRT VI IPT RLALETTAR=KIPT RLADEHN, [9TF7
K 1JY—X (Cloud Resources) | =V 7IZ/—X DMOFEME L bicFranEzd, X7
Uy Z IPNCSRIZEFID B TEHENTWRWGAIE, T4 X— MNP ETRERINET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |

B cisco Cloud Network Controller GUI £/ LT= ) — S 3 VOEE (955 F 727 L— O

ATvT12

ATv 713
ATy 714

ATy T15

ATv 716

ATV I

ATy 718

ATy 719
ATy T2

V=g TN —2—HEZERTHIE, [V—2arITEDIL—3—8] fey ¥ VA &
27Uy 7L, [2. [3. FEFME2Y I LET,

[2—%—4% (Username) | 7% A bR v 7 AlZa—H—4E AN LET,

[/SRT—F (Password) ]| 7% A F Ry 7 AL [/NRAT— FDHESE (ConfirmPassword) | 7% A b 7R v
7 AZH LR RA T — RE A LET,

AN—""y MEZEIRT D120, IW—F—DRIL—Ty ] kny7rFo JANE7 ) v 7 LET,

GX) e VTR N—=HE, NV—=HEDAN—Ty NEIFu A EFREET T DHENT, T
DV —Ta b ERERTIVNERSY 7,

» Cisco Catalyst 8000V D A )L—=7" MEIZ-DUWTIL, Cisco Catalyst 8000V (22T (25
N—=Y) ZZRL TSN,

(AT a ) T4y R b=2 U EIFET DI, [FAEVAR =9 U] T %A bRy 7 2 2BlfihA
AR ADKG =T B ANTILET,

GE) « Cisco Catalyst 8000V 7 A & > A{EFHIZ-OUTIL, Cisco Catalyst 8000V (2O T (25
N—=Y) BZRLTIIESN,

o h=T UNANEZINTW2WEA, CCRIZEVAL £— RiZ7Z2 0 £9°,

e FFGAR—KFIPT RLAZFEHLTCCRDAY— K T4 AT HES. T
Vo ZIP7 RUAN A7 w7 11 (137 5—2) @O CCRIZx L TP/ > TV D5
G, PAR— R ENnsME—DA 72 3 1%, AWSDirect Connect & 7= & AzureExpressRoute
to Cisco Smart SoftwareManager (CSSM) T9 ((BE¥H (Administrative) 1>>[X <7 —
b 54 +>RX (SmartLicensing) I\ZBE) L TEMFIRETY) . Z DA, AWS Direct
Connect ¥ 72 1% Azure Express Route % /1 L C CSSM ~D Z|ZE A GEM: 2 #2t 2 L BN H Y
FT. ATV VI IPT RLABENCARS> TWDHE, FTA4_X—KMIPT KL AWM
HEInTnaed, X7V v 7 f 2 —Fy MIMERATEEEAL, LN T, #HHilC
< AWS Direct Connect & 721d Azure Express Route T&h 2% 77 A ~— MEfe 2 i H 9 2% &

ERHY 7,

[k~ (Next)| 227 Vw27 LET,
s INHOFIEOFIN-T [V A FHEER] HEO [B%] Ry 7 AT = v 7 ~— 7 BT 7256. U4
FEESE, £y b7y T-U—=—2a3 08B0 HORAT v TORDAT v 7 LTERRINET,
(25 w718 (138 X—3) | ITHELET,

s ZNHDOFIEDRTT [HA MEES] EIKO [B H v 7 AT = v 7 ~— 7 2T o256
1. 2T v 722 (139 _2—) [ZHELET,

TEARNRY 7R T UIRADIPsec h XV ETOET X7 Y w7 IPT7 RL A% AT 51T,
[IPSec b RIL EFDINT Yy IPEEM %22V 7 LET,

[TYFID] 74—/ RIZOSPF = U7 IDZ# AN LET,

SNERY T Ry b T B BINT S, (MBS TRy bDEBM]EZ 7V v L, THFRA LRy 7RI
TFxy b TS EBANLET,
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REST API % L 7= Cisco Cloud Network Controller 05 [J|j

ATVTN FTRCOBGRA TV a v aRELLLDL, X=YOTFTHICH D[R~ (Next) 127 Vw7 LET,
RATwv 722 #TL7-5[Saveand Continue (fRTFEL THefT) 1A X %227V v LET,

REST API = {£FH L 7- Cisco Cloud Network Controller O & ik

RESTAPI Z{ER L =T+ > FDERK

ZD®T T arTiE, RESTAPI AL CTFF v FEIERT D HiEEZRLET,

APV (S5 e

<polUni>
<fvTenant name="infra">
<cloudAwsProvider region="us-east-1" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"
status=""/>
</fvTenant>
</polUni>

RESTAPI Z{ERA L0 59 FOER

Z OFITIX. REST API Z4 ] L T Cisco Cloud Network Controller ® =1 b 7 b Z{ERKT 5 )7
HEERLET,

IR B
T ANEEERR L ET,

2 b7 7 b ERIERT ST

<polUni>
<fvTenant name="t2" status="">
<vzFilter descr="" name="http-family-destination" ownerKey="" ownerTag="">

<vzEntry name="http" prot="tcp" etherT="ip" dFromPort="http" dToPort="http"/>

<vzEntry name="https" prot="tcp" etherT="ip" dFromPort="https" dToPort="https"/>
</vzFilter>
<vzBrCP name="httpFamily">

<vzSubj name="default" revFltPorts="yes" targetDscp="unspecified">

<vzRsSubjFiltAtt action="permit" directives="" tnVzFilterName="http-family-destination"/>

</vzSubj>

</vzBrCP>
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</fvTenant>
</polUni>

RESTAPI # B LE=YS5SY9 K aVvTFFR M 7774 IILDER

ORI varTiH, VTR aryTXAN a7 s A NVEERT D HFEERLET,

1R BHEIIZ
VRF ZA{ERk L E T,

JIORTATGEN T 4 V=V EFHLTCI IR I THRARN P27 7 A VEERT DITIE, RO
BDOE I IRARANEANLET,

A—H—=FTF U TI IV R avTHALN TR T s A NVEERT G, 959K T4 70T 4
V= DBRITHIBESNET, 7ITTRTATEVT ¢ V=%, LFCHAFRRIN TSy = 7 f—
NRENLTERENE T, 279UV RTA T8V T 4 V=V Oz Wi, ATy —> (32
N—=y) BZRLTIEIN,

<polUni>
<fvTenant name="Corpl" status="">
<cloudAwsProvider accessKeyId="" secretAccessKey="" providerId="aws" status="" accountId=""/>

<fvCtx name="prod-1" status="">
<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="import"/>
</bgpRtTargetP>
</ fvCtx>

<fvCtx name="prod-2" status="">
<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="import"/>
</bgpRtTargetP>
</fvCtx>

<cloudVpnGwPol name="VgwPol" status=""/>

<cloudApp name="payment" status="">
<cloudEPg name="web" status="">
<cloudRsCloudEPgCtx tnFvCtxName="prod-1" />
</cloudEPg>
</cloudApp>
<cloudApp name="billing">
<cloudEPg name="app">
<cloudRsCloudEPgCtx tnFvCtxName="prod-2" />
</cloudEPg>
</cloudApp>

<cloudCtxProfile name="prod-web-east-1">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>
<cloudRsToCtx tnFvCtxName="prod-1"/>
<cloudRouterP name="RouterPl" type="vpn-gw">
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<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>
<cloudIntNetworkP name="IntNetworkP1l"/>
</cloudRouterP>
<cloudCidr addr="10.10.0.0/16" primary="yes">
<cloudSubnet ip="10.10.1.0/24" usage="gateway" scope="public" zone="us-west-la"/>
<cloudSubnet ip="10.10.2.0/24" scope="public" zone="us-west-1b"/>
</cloudCidr>
</cloudCtxProfile>

<cloudCtxProfile name="prod-payment-east-1" status="">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>
<cloudRsToCtx tnFvCtxName="prod-2" status=""/>
<cloudRouterP name="RouterPl" type="vpn-gw">
<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>
<cloudIntNetworkP name="IntNetworkPl" status=""/>
</cloudRouterP>
<cloudCidr addr="20.10.0.0/16" primary="yes">
<cloudSubnet ip="20.10.1.0/24" scope="public" zone="us-west-la"/>
</cloudCidr>
</cloudCtxProfile>

</fvTenant>
</polUni>

RESTAPI ZERHL-V 5o K U= 3V DEE

ZDEvIarTiE, RESTAPIZMHAL T/ 70 R U —Va v 845 5EE2RLET,

VA DR IV (S5 R Y tel = &

<polUni>
<cloudDomP name="dom-us-east-2">
<cloudBgpAsP asn="64513"/>
<cloudProvP vendor="aws">
<cloudRegion name="us-east-2" adminSt="managed">
<cloudZone name="us-east-2a"/>
<cloudZone name="us-east-2b"/>
</cloudRegion>
</cloudProvP>
</cloudDomP>
</polUni>

RESTAPI Z{ERL1-7 14 L2 DERK

ZIDE®7 T arTiE, RESTAPI #H L C7 4 V2 21EKT D HiEE R LET,

T ANZ BT DI, ROFIEEZFEITLET,

https://<IP Address>/api/node/mo/.xml
<polUni>
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<fvTenant name="intervpc" >
<fvCtx name="VRF1"/>
<cloudApp name="CloudAP1l" >
<cloudEPg name="CloudEPG1l" >
<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<fvRsProv tnVzBrCPName="Contract2” > </fvRsProv>
<cloudEPSelector name="sell" matchExpression="custom:epgtag=='cloudepgl'" />
</cloudEPg>
</cloudApp>

<vzFilter name="http" annotation="orchestrator:msc" >
<vzEntry name="Entry3" prot="tcp" etherT="ipv4" arpOpc="unspecified" stateful="no"
applyToFrag="no" sFromPort="unspecified" sToPort="unspecified" dFromPort="80" dToPort="80" > </vzEntry>

</vzFilter>

<vzBrCP name="Contract2" scope="global">
<vzSubj name="test-subj" >

—_n

<vzRsSubjFiltAtt action="permit" tnVzFilterName="http" directives="none" />

</vzSubj>
</vzBrCpP>
</fvTenant>
</polUni>

RESTAPI 2R L=7JUr—3> JOT7 74 IILDER

O T a T, RESTAPIZERA LT F Y A— gy Fa 77 A Va{ERT 5 FiEs
RLUFET,

1R BHHIIZ
T FEEKRLET,

TIVIr—vary TuT7 A VEERT D ITE

https://<IP_Address>/api/node/mo/.xml
<polUni>
<fvTenant name="intervpc" >
<fvCtx name="VRF1"/>
<cloudApp name="CloudAP1l" >

<cloudEPg name="CloudEPG1l" >
<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<fvRsProv tnVzBrCPName="Contract2” > </fvRsProv>
<cloudEPSelector name="sell" matchExpression="custom:epgtag=='cloudepgl'" />

</cloudEPg>
</cloudApp>
<vzFilter name="http" annotation="orchestrator:msc" >

<vzEntry name="Entry3" prot="tcp" etherT="ipv4" arpOpc="unspecified" stateful="no"
applyToFrag="no" sFromPort="unspecified" sToPort="unspecified" dFromPort="80" dToPort="80" > </vzEntry>
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</vzFilter>
<vzBrCP name="Contract2" scope="global">
<vzSubj name="test-subj" >
<vzRsSubjFiltAtt action="permit" tnVzFilterName="http" directives="none" />
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

RESTAPI #{ER L 1= 5 K EPG D{ERL

ZDOFITIE, RESTAPI 2 LCZ 7 v K EPG Z1EkT B HiEEZ R LET,

1R BHEIIZ
TV r— gy Ty A LE VRE ZEKRLET,

779 K EPG Z{ERRT A%, ROFIEEZFEITLET,
1 :

<polUni>
<fvTenant name="t2" status="">
<!-- Tenant provide AWS credentials -->
<cloudAwsProvider region="us-east-2" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"/>

<fvCtx name="v1" status=""/>
<cloudApp name="ap">
<cloudEPg name="provEPG" status="">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='provfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='provbaz'"/>
<fvRsProv tnVzBrCPName="httpFamily"/>
</cloudEPg>
<cloudEPg name="consEPG">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='consfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='consbaz'"/>
<fvRsCons tnVzBrCPName="httpFamily"/>
</cloudEPg>
</cloudApp>
</fvTenant>
</polUni>

REST APl Z{FFB L 1=4V&f8 Y 5 & EPG D1ERK

ZOFITIX, RESTAPI 2 L CHE Y 7 U K EPG Z1ERR T 5 iiEE R LET,
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B orestarizEmLESYEFUTL— rOfER

1R BHEIIZ
TV r— gy a7y A LE VRE ZERKRLET,

N7 7o K EPG Z2ER T BI12i%, ROFIEZEITLET,

1 -
<polUni>
<fvTenant name="t2" status="">
<!-- Tenant provide AWS credentials -->

<cloudAwsProvider region="us-east-2" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"/>

<fvCtx name="v1" status=""/>
<cloudApp name="ap">
<cloudEPg name="provEPGInternet" status="">

<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='provfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='provbaz'"/>
<fvRsProv tnVzBrCPName="httpFamily"/>

</cloudEPg>

<cloudExtEPg name="consInternetEPG">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<fvRsCons tnVzBrCPName="httpFamily"/>

</cloudExtEPg>

</cloudApp>
</fvTenant>
</polUni>

RESTAPI ZER L0 5OFK 77— FDERK

DB arTiE, RESTAPI#MA LTI/ 79U R 77 Lb— bEERT A HEEZRLE
T, 77U RTUFL—FOFFEMIZOWNWTIX, 77U R T L— hOE (41 *—)
ZHERLTLIEE N,

RESTAPI (%, BIRL7=2TA B R ETNADH A TIZX->THRZ Y £9°, Cisco Catalyst 8000V
0)54’ NS 57/]) 70031\ cloudtemplateProfile %fiiﬂ‘%ﬁ—7‘\/n: 7 ~D routerThroughput 70
aORT LI Ko THREGEESNET,

[routerThroughput] fH2} [TOTUT2/TI TR LTV 5D Y&, Cisco Catalyst 8000V (L BYOL T
Cisco Cloud Network Controller |Z BB 41 £ 77, [routerThroughput] fEAS [PAYG] D55, Cisco
Catalyst 8000V /£ PAYG T Cisco Cloud Network Controller |Z B S 41 E 5,

AT w71 BYOL @ Cisco Catalyst 8000V % JEFHT 572D 7 0 K77 L— R &{ERT 5121, ROFINEEZFEITL
i‘a‘o

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">

<cloudtemplateProfile name="default" routerUsername="admin" routerPassword="rtpssw"
routerThroughput="15"
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ATy T2

RESTAPI ML= 59 K 7o 7 L— rots []

routerLicenseToken="hYjZhYjItYTgOmrtrL150cStS%0AUZzZRSZz0%3"
routerMgmtInterfacePublicIp="yes" routerDatalnterfacePublicIp="vyes"/>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>

</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="aws" region="us-west-2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />
<cloudtemplateOspf area="0.0.0.1"/>

</cloudtemplateVpnNetwork>

<cloudtemplateBgpEvpn peeraddr="34.1.1.1/32" asn="63000" siteId="123" password="abcdl234"
/>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>

</polUni>
GE) Tier2 (T2) %, Cisco Cloud Network Controller XV R — T 2557 7 /L DA L—TF v N Th
h., ko [cloudtemplateProfile] EBHNRA T D [routerThroughput] a7 4T
RENET,

PAYG @ Cisco Catalyst 8000V % JEBi 3 2720027 T KT 7 L— b ZAERT 51213, IROFIEZFEATL
i‘j‘o

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerUsername="admin" routerPassword="rtpssw"
routerThroughput="PAYG"
vmName="c5.4xlarge" routerMgmtInterfacePublicIp="yes"
routerDatalnterfacePublicIp="yes"/>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>

</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="aws" region="us-west-2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />

<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />
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<cloudtemplateOspf area="0.0.0.1"/>
</cloudtemplateVpnNetwork>

<cloudtemplateBgpEvpn peeraddr="34.1.1.1/32" asn="63000" siteId="123" password="abcdl234"
/>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>
PAYG Z/)V—7 v F & IRT 556, vmNames D U X F725H vmName &EIRT 50803 H YV £, Zh
IZ. Cisco Cloud Network Controller {Z & - TF TIT/ERR S 41, BEXRA 7 V=7 b cloudprovvmrype IZ L
TRINTVWDLHDOTT,

IRDFENT, cloudtemplateProfile D7 I/NT 4 vmName IZ L - TRIND vmNamesTypes wRLET,

AWSEC2 1 Y RXZ VA CCR X )L—Tw k vCPU %4 AEY

cS.xlarge BERS5XHTEY b 21— |4 8 GiB
7' bk

c5.2xlarge BERI0XTEY b & 8 16 GiB
=" b

cS.4xlarge ERIOXHTEY b & 16 32 GiB
=" k

c5.9xlarge ERIOXHTEY b & 36 72 GiB
N—"7"v b

cSn.xlarge ER2XHTEY b & 4 10.5 GiB
=" k

c5n.2xlarge ER25FXF T E Y b & 8 21 GiB
N—"7"v b

c5n.4xlarge RR25FX Y b A 16 42 GiB
=" b

c5n.9xlarge BER50FHTEY b & 36 96 GiB
JL—"7"> b
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RESTAPI %4/ LT VRE U—4 L— Lo [

RESTAPI Z{FH L TVRF J—% JL— FD{&ERK

1R BRI

v s varOFIEEFETTHENC. NEEVRFBOL—F V—27 (10_—) & Jo—
23L72 Inter-VRE L— h U —27 RY — (11 _X—) ICHRHEINTWABEREZHERL T
éb\o

ATV TN ROL REFeEAN LT, BRR—RADN—T 4 VTG ETITENC L ET,

<fvTenant name="infra”>
<cloudVrfRouteLeakPol name="default" allowContractBasedRouting="true”/>
</fvTenant>

allowContractBasedRouting 7 o —/b FIZIX, IROWTIMNDRENRH Y £,

strue: b— bk = o IR NS, ZBRIESHNTL—FFRRR L TS Z L2 RLET, ARICTS
L= by BRI TV WS XIZa L NI MRV —T T ERENLET, — b~y
TINFEETAESE, V— b vy AT —F 4 T2 BE L E1,

efase 77 4V FRETT, V— FREMITE ST =7 S TELT, RbVITr—F vy i
EONTY =7 ENTWNLZ a2 RLET,

Z7_' W) 702 /k@ J: 5 fi&*&l‘%]\j} LT\ leakInternalPrefix ./ A —/V ]\;’i”fﬁﬁﬁ LT\ VRF &:E\%@HH %ﬂfl‘g"\f@
777 RCIDR ®D/b— V=27 2RELET,

<fvTenant name="tl”>
<fvCtx name="v1">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="t2" ctxName="v2" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

<fvTenant name="t2”>
<fvCtx name="v2">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="tl" ctxName="vl" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</ fvCtx>
</fvTenant>

RATFv T3 WD X 5 Ip¥efa 7z A1 LT, leakInternalsubnet 7 4 —/V R&fEH LT, VRF OXTROEED/L— %

V—27 LET,
<fvTenant name="anyTenant" status="">
<fvCtx name="VRF1" >
<leakRoutes status="">

<leakInternalSubnet ip="110.110.1.0/24" >
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<leakTo ctxName="VRF2" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>

</leakRoutes>

</fvCtx>

<fvCtx name="VRF2" status="" >
<leakRoutes status="">

<leakInternalSubnet ip="110.110.2.0/24" >
<leakTo ctxName="VRF1l" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>

RESTAPI ZERA LI FoRILDY—R A28 —T 24 RBEIROER

1R BHHIIZ

ORI aryOFEEETTAFNC. R RADY—A L B —T A ADRIN (13 ~L—
V) IR I N TV DIEREMEZR L T EEN,

DX pehma AT LT, P RIVDEETA o F—T = A ADBIRZHKL L £7,

<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="defaultxyz" routerUsername="james" routerPassword="bond@@7" />

<cloudtemplateIpSecTunnelSubnetPool subnetpool="10.20.0.0/16" poolname="pooll" />

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="something” vrfName="xyz” >
<cloudRegionName provider="aws" region="us-west-2"/>
<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" poolname="" presharedkey="abcd”
ikeVersion="v1l|v2"”>
<cloudtemplateIpSecTunnelSourceInterface sourceInterfaceId="2" />
</cloudtemplateIpSecTunnel>
</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
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VM AAR ARNY I DE=HY 7 (149 ~—)

« TV r—a VEBREORR (152 X—)

7T R U Y—=ADFEMOER (154 =)

« BEDOFEMOR R (155 <—2)

AT TANT I TF X OFMOER (158 X—)

 HELOFEMOR R (158 ~—2)

» Cisco Cloud Network Controller GUI Zffi fH L 7=~/ AFEM DO FE R (160 ~<—2)

VMAERRX LA M)y IDEZZYY DY

Prometheus Node Exporter Z{# ] L C Cisco Cloud r» NV —727 2> hua—IFRNEEAIN TS
BT VMAARDA N 7 OF=FY 7R HR—FZNET, Prometheus Node Exporter
I, SESER/N—F V=T BIOV—VEED A Y v 7 Z AL, Linux / — Kb
CPU. 74 A7 AE U OFEHERR EDOEATE#MAINE L £ I, Prometheus / — F =27 X
= OPFEIZONTIE, BLTEZZR LTS,
https://prometheus.io/docs/introduction/overview/

CiscoCloud % v 7 —27 2 ha—F3 0 U—2250(1) A CTIAT SN TV 554, Prometheus
Node Exporter |£7 7 4 /L N CHEWIIZEH FTREIZ /2 D £77,
HA RS54 2 LFIHEBE

HTTP /%, Prometheus Node Exporter Zffl L7 E=% U 7 X N » 7 TiIHFR— ST
F+H A, Prometheus Node Exporter ZfEfl L7 A FU v 7 OE=4% VY 7 TiX, HTTPS DHMN
HAR—bhINET,

GUI ZFERALEVMARRRA MY YOI DE=ZRY Y

WOTFNETIX, GUI ZfEH L T Prometheus Node Exporter CVM AR A kN A v » 7 2FE=4T
DX VITTDHHECHOVTHMILET,

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .


https://prometheus.io/docs/introduction/overview/

2T LOFMORT |
B cuzsEALEwWRR A Ry v sREZSY LY

AT w71 CiscoCloud Network Controller GUI C, [4 > 73R bS5 9 F+ (Infrastructure) 1>[> R T LR (System
Configuration) ] I2%Eh L. [BEE 7YX (Management Access) | ¥ 7 %7 U v 7 LE7,

ATvT2 74 RUOHFO [HTTPS) 8Kk T, [/ —F T4 X:R—4%4 (NodeExporter) | 7 4 —/L KO=> R U %
ERLET,

& Dashboard

System Configuration

@ Topology

& Cloud Resources General Management Access Controllers ~ Event Analytics

03 Application Management
HTTPS

B Operations
= Admin State Password Authentication State Admin State Node Exporter
C Infrastructure

Enabled Disabled Enabled Disabled

Port Port Allow Or

22 443

Allow Credent SSL Protocol
5 Disabled TLSv1.1
£ Administrative v
poly1305@openssh.com

MAGs KEX Algorithms

« %11t (Enabled) : Prometheus Node Exporter (3T TIZBENZ R > TCWET, ZOHE, ZNHOF
EZ#e T3 D2 EILH Y A,

- #&3)1t (Disabled) : Prometheus Node Exporter |3 & 72 H %0272 > TV EH A, Prometheus Node Exporter
EHMTT DI, ROFIECHENE T,

RTY T3 [HTTPS Sk DI ET A 2% 7 Y » 7 LT, HTTPS REZ Mtk L £
[HTTPSE&E (HTTPSSettings) | 7V « > RUNREREINET,

ATYv T8 [/ —FK I RKR—4% (NodeExporter) | 7 1+ —/V K& 2, [B#hik (Enable) 1227V 27 LET,

HTTPS Settings X

Settings

Admin State
Enable

MNode Exporter
Enable

Port

443

Allow Origins

INEDOREZRFT D E Web F—EANFEE S, ZRA~DISENHASND T LEHEDB 15
ZLERTEEAyE—UNFRINET, [OK]Z 27U v 7 LT, BEAREZHELET,

ATYTE U4 FUDETO[RE (Save) 1227 U v 7 LET,
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| v27L08BOERT
RESTAPI £ ML= WM AR k * kU vs 20ER [

[VRTLIERIEET 2 X (System Configuration/Management Access) ] 7 4 > R 7IZE Y £9, Web
PF—EARFE L, BRRICETA TR FT,

ATYT6 Vv RUOHFO [HTTPS) 8Kk T, [/ —F 49 XK —4 (NodeExporter) | 7 4 —/L KO kU3
[A#h1k (Enabled) 1 IZREEINTWD Z & &R LET,

ZAUZ XY . Prometheus Node Exporter 23 #2782 > T\ 5 Z L SR S E T,

@ Dashboard

System Configuration (o]
@ Topology
& Cloud Resources v General Management Access Controllers Event Analytics
[ Application Management
B Operations ssH HITPS
Admin State Password Authentication State Admin State Node Exporter
O Infrastructure
Enabled Disabled Enabled Enabled

hitps://capic-ip/nadeexporter/metrics

System Configurati

2 Por Allow O
443
Allow Credenti SSL Protocol
¥ Administrative Disabled TLSV1.1
m TLSV1.2
MAGs Dt Admin Key Ri
hmac-shal cu sha default
hmac-sha2-256 curve25519-sha256@libssh.org
hmag-sha2-512 diffie-hellman-group1-sha1

diffie-heliman-group14-shal

Client Certificate Authentication State  Client Certificate Trust Point

AFvF1 [/—K ITHRR—4% (NodeExporter) | i [E%ht (Enabled) | 7% A FDOTFIZHBV 2727 v
7 LET,

T WD Z THRFERE. Cisco Cloud Network Controller 2N EBI SN TWA VM AEA MDA MY w7
PRENET,

RESTAPI ZEALI-VMAKRA ~ A F) vy XADEHR

ZNHOFIETIE, RESTAPLZEHALTVM AR b X MY v 7 ZEHT 5 X 9 IZPrometheus
Node Exporter Z A 0T 2 HEICHOWTEHB LET,
AT 71 Prometheus Node Exporter 23N 72 > CND 0 E ) MEMEZRT 511X, RO GET 22— /L2 & E L E7,
GET https://<cloud-network-controller-ip-address>/api/mo/uni/fabric/comm-default/https.xml

nodeExporter 7 4 —/V & BOIF T, #FELIL EH ITRESNTWNEINE I EMHRLET,

ATFY T2 VMAA R AN v 7 ZEMT 5120, ROEFEE2%/5 LT, Prometheus / — K =27 AR —Z 2 HM L
F9,

POST https://<cloud-network-controller-ip-address>/api/mo/uni/fabric/comm-default/https.xml

<commHttps nodeExporter="enabled" />

A KU w7 AL, Cisco Cloud Network Controller 23 BB STV 2D VM AR A MZERREINFET,

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .



2T LOFMORT |
B 77— emsmors

ATw T3 RESTAPIZfHLTA N v 7 £ RTDHITIE, RO GET 2— 1% EELET,

GET https://<cloud-network-controller-ip-address>/nodeexporter/metrics

AT w74 Prometheus / — F =7 AR —F 2T 51213, ROEREEELET,

POST https://<cloud-network-controller-ip-address>/api/mo/uni/fabric/comm-default/https.xml

<commHttps nodeExporter="disabled" />

77)r—2 3 o EBEHOERT

Z Z T, Cisco Cloud Network Controller GUI Zfi i L C7 7'V &r—3 a VEBLOFEM %2 For
TAHHECOWTHBALETY, 77V r—ya VEBOFEMCIE, BEnT v b, 77U

r—varr7uZyAN, EPG, 2 T 7~ T4NF VRF, ¥ —E R, I TUR
ATRRAN T T s A NVDIFRPIEENET,

RATv T [FEF— 3> (Navigation)] A ==—"T, [7 T sr— 3 UEE (Application Management)] % 7 % %R
L/iﬁ—o

[7 74— 3 V& (Application Management)] % 7 # B35 &, 747 A7 a DU A MRE
RENFET, FEMICOVWTIE, [TV r—va BBl A TV ary] OT—TNESBLTIES N,

®26:7T)r—avEBYTET

HITRTH SR BA

TFrk S e~ —F—F DT LTERLE
T,

7TV r—3r 7airAI) P —F—T AT LTSI r—ary 7
07y ANEFRRLET,

EPG EPG # ¥V~ —FT—7LDfTL LTERLET,

249 a7 bR —FT—T LT LTERL
F7,

74 J)L3 (Filters) Y~ —=FT—TNDITE LT T4 NV Z R R LE
K

VRF Y~ —FT—T1LDfTE LTVRF ZFRLET,
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FIur—vavemamors ]

HI8 T4 Bl

Services WD 2ODYTHT LRERPEENTNET,

cTNRAR Y~V =T =T NDITE LTT A
AxnFmLET,

cH—ERYTS5T - R TFTTEY Y —
T—=TNOITE LTERRLET,

959 KRKaVFERANTOT7AIL I RaryFEA N7 A B —F—
TLOFITE L TERLET,

ATYT2 FRTIHLHEMOA L R—H za£T X TEHI7 Y v LET,

P~ —=T—=TME, T—TNADITE LTRRSNET, L& 2T, [TFHUF (Tenants) | ¥7 % 7 %
WL7GE. 7T MOV AR~ — T — 7w®ﬁkbf%réni¢

Ui T~7 4 /L4 (Filterby Attributes) |/N—% 27 U v 7 35&, T2 7 4 VX V7 T&xET, Bk HE
T, BIOT 4 NHEERRLET, & 20X, 7T MESLS 742 U o T O84A1E, Tenant==TI
(TLIET T F D4R ZERLET,

AT T3 ~— XS U E2FRTHIE, ERTIHEDA L R—3 b aeETIT227 ) v 7 LET,
ATy T4 FEMCOWTL, BRTIHIHED IV R—F 2 baRT Y~ —T—T VDT LTI ) v 7 LET,

FLWEATal Ry 7 AR, ROZTONTINELITEESS o FICEKRTRENET,
GE) BRENDHFTNL, avR—3x b EWEBRELRD L OICRZET,

«HEE (Overview) : 777U R U YV—A, REPBFKR., BIOa o R—3 FOREOMELZ R LET,

« 25K 1)Y—X (Cloud Resources) : 2 R—x 2 MIBE#ETE7 70 R Y —RAIFREERT
HY TR TOU A NREENET,

o« WERR — A AR — R MBS 2 WRE R E R T 5 1 DU DY T2 TG EATVET,

cHRET BIRL Y 7Y TR ERLEH S A TITHESWTIGEZFRTEH L0 LET, [#iEt] #
TERRLTWD AR =R MR Uy 72 T2 G T,

AR EE, ARV BE S ERRTEIV T X TOI A NEEHRET,
GE) BET 4 RUDEIICERENDZA T a Ry 7 204 EMICIE, BHAZ [T Y3

> (Actions) |R# v OMICEwRERZ v 0H 0 £3, [HRE (Bdit) |RAX 2270y 735L,
BIRLIcayR—3x baeRmETEET,
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SRTLOEMOET |

o N N =3 —_
HS5HOK YY—XDEMDORT
Z Z T, Cisco Cloud Network Controller GUI #fH L CTZ 70 K U Y —ADFEMEFRT S
FEZOWTHHALET, 7T 7 F U Y—203MICIE, BEDY—Yar, 745
4 =, VPC, V—H, X2 VT 4 IV—7 = RRA LV, f VA A, B
R 70 R Y —ERCETHHERPEENET,

RATv T [FEF— 3> (Navigation) | A==—0b, [ 5% F 1)JY—2X (Cloud Resources) | ¥ 7 % i&IR L &

B

[P35 F1)Y—R (CloudResources) | # 7RET L&, YT AT ar A7 a DU A FPREIRS

NWFET, FEHICOWVTIE,

R2Z7: 959K VY—RYTHT

[Cloud Resource Options] O F &S L T 72X 0,

HJAT4H Bl

[Regions] V—Va i~ —7—700fTE LTERLE
K

A%y —> P —F—TLDIFELTT A TEY T 4 V) —
CERRLET,

VPC P —F—TNADITE LTVPCER R LET,

IL—4 N—BEY<) —F—T DT LTHERRLET,

Xxa)TFqa GN—7

Yl —T—TNDITE L TEX=2 T 4 BFKRL
£7

IVRRAUF

T RRA Y e~ ) —FT—T DT E LTHER
L/iﬁ—o

I nstances A AB LAY ) =T —TNDfTE LTERL
9,
959 KH—EX WDV T X T e EzT,

[U59KRH—ER|¥T /5T RY—ER%
Y= —F—TNDITE LTHERLET,

(A=Y N TN—=TN 2T Z—F Y T —
TEY< ) =T =T ADITE LTERLET,

ATYT2 KRTLHHEMOA L R—H NaeRTHTEHI Vv LET,
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Y~ —T—TNE, TNt LTEREINET, &2 [T KRS >+ (Endpoints) |7
RTERIRLIZBE. TV FRA VDV AR~ —F—TLDfTE LTERENET,

Btz L5 7 0% (Filter by attributes) | X—%2 27 Vw7 §5&, Fay XUy A=a—nbEks
BIRLTITEZ 74NV Z Y I TEET, Ry XUy A=a—ICRREND ML, BRLEY T 47

@CJ:OT/E\JLA?U iTo
AT T3 B~ — X U EFRTHIE, ERTIHIHEDaA L R—% b a2ETIT227 ) v 7 LET,
ATY T4 FERCHONWTIE, BRTABED I R—F 2 " KT~ —F—TNLDOITE2F TNV ) v o7 LET,
HLWEA Tl Ry 7 AN, IROZTONT s RITEESA 0 BICFERENET,
GE) FRENBHFTNL, avR—3x 0 b EFEP R LOICRZET,
«BIE (Overview) : 77U KU YV—R REEFKR, BLOaryR—3x hOREOHEL R LET,
« 5259 K 1)yY—RX (Cloud Resources) : arAR—xy MIEET L2750 R Y Y —AERE2FTRT
HYTHETOY A MR EENET,
T TG — a3V EH oL R—R 2 MIEHRT D ACI IR A R R THH T X2 T DY A S &EH
ESc I
cHRE B LY Y TR L RE 2 A SIS TR AT R TX L9 LET, [#E] ¥
TIEERLTNBE AR =R NMUS LY T ¥ T2 E R E T,
AR EE, AR, B S ERRTEZTTETO) A NeEHET,

= Y —
IRIEDEEHD R
Z Z TlX. Cisco Cloud Network Controller GUI Z{# i L TEMED M 2 For 9 2 FIEIZ DN T
T L E9, BIEOHMZIZ. BEOEE, A XU BEEnr, 77747 Byia,
Ny T7 v 7BIOMETRY) V— T7=DVHKR—F R — T7—LU=TEH R
rPa—F R)—, BIXORUE—F abr—ya OB EENE T,

ATy 1 [FEHX—2 3> (Navigation) | A ==—25 [B¥E (Operations) | ¥ 7 & &R L 7,

[/ (Operations) | ¥ 7WMET 2L, T X7 A7 a D) A MRFEREINET, FHHICONTT
BMELT 7Y a v ] OFREZRLTLIEE N,
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SRTLOEMOET |

HI58 T4

BLl]

ARV~

DY T H T eEhET,
«[FEE (Faults) | %7 : ¥~ VU —FT—7 LT
ELTHEEEZRTLET,

[ARV b (Bvents) 147 i A XU b~ —
T=TNDITE LTRRLET,

«[BEEOY (AuditLogs) | ¥ 7 : Ef&in 7 %Y
<Y — F—TALOITE LTERLET,

TOT47HhtEyvyay

P~V =T —=TNDITE LT, 77T 47—
P—DY A F2RRLET,

N7y TEERT

KDY T 5T o EmHhEzT,

[Ny Tw T (Backups) | ¥ 7 : NI T v
TP~ =T —TNDITE L TERLET,

« [Ny 97w TR — (Backup Policies) ] ¥
TRy T T R =Y — T
AOFFE LTERLET,

[P3aT RAT—HRX (JobStatus) 1 ¥ 7 : V3
TDAT =B A%< —T—TLDiTL LT
KRLET,
[ R F3#F (Event Analytics) | ¥ 7 : IRD
YT ZTREENET,
« [BEE (Faults) | %7 : <=V —FT—7 L
DITE LTHEEEZRRLET,

c[MRVU bk (Bvents) | # 7 : A X2 h&H
~ V=T =T NDITE LTERRLET,

«[B5&Z 0% (AuditLogs) 1 ¥ 7 : EE#&n /
V< —TFT—7 10T LTHERLE
R
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[Tech Support]

WDV T BT heEihEzwT,

* [Tech Support] # 7 : 727 =7/ %K — kK K
=YV — T =T NDITE LTERRLE
j‘o

«[27 A% (Corelogs) |¥7 : a7 ul %
YV —= T =T NDITE LTRRLET,

[ERECELDaVTF FT - LD T
FEY)—F—T LT LTHRRLET,

Firmware M anagement

ROV T 2T o ZHhET,

[—HR] 2T R T 7 — L = T E RS
ZFRRLET,

s[4 A= (Images) | ¥4 7 : A A—YDY AL
BRIALET,

s[4 R+ (Event Analytics) 1 %7 0 IRD
T ETNEENET,
«[BEE (Faults) 1 ¥ 7 : #~U—FT—7 )L
DITE L TEEZRRLET,

s[4k (Events) | #7 : A~ haH
~ V=T =T NDTE LTERLET,

«[BEEOY (AuditLogs) | ¥ 7 : Bt/
YV~ —TFT—TNLDfTE LTHERLE
‘j‘o

RAFToa—7

Ay Pa—F5 R) =) —F—T LD L
LTHERLET,

JE—hOy— 3>

VeE—hnbr—varaed~l—7—710fT&
LTERLET,

ATwT2 RTDHaVR—F b aRT L2727 v 7 LET,
Y~V — T —TME, T NAOITE LTERINET, &R [TV T47 £y 3> (Active

Sessions) |7 ¥ 7 ERIR LTIZHE,

SNET,

TI2T 4Ty arDl ARy —F—TLDfTE LTER

[BYET>7 1 v% (Filter by Attributes) | N—% 27 U w27 35& {7274 VZ ) 7 TEET, B H
B, BIOT 4 VA EZEEEIR L ET, Forexample, for filtering based on a username, choose username == user1
(where userl is a user logged into Cisco Cloud Network Controller).
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[FO/37 4 (Properties) ] = BA

TINA REER TN AR ET,

1L 77U h—aruma— RS T Aark
P—E R IF37D[TNAAD KOy (Drop
Device) | = UTIZRIZ v 7 7T R Ruey 7L

ij‘o
[U—EX /—F (ServiceNode) | #1417 a7
RNy 7 ANFRINET,

2. [7FVHr—2300—FNRSUYDFER (Sdect
ApplicationLoadBalancer) [#2 U v 7 LE£7,

[77U4—23>0— RS UH0ORR (Sdect
Application Load Balancer) | # 4 7 1 7 3 FER
SNET,

3. EMDINS, TNRAREZ Y v LTERL
i‘j‘o

4. [BIR (Select) 1227V v 27 LET,
[H—EX /—F (ServiceNode) | ¥ 147 a2
Ry 7 ZAZRY £7,

5. [EM (Add) 1227V v7 LET,

[H—EX 557D (Create Service
Graph) | V4> RUICREY £,

ATy T4 BRENKDoTZH [Savel 27 U v 7 LET,

Cisco Cloud Network Controller GUI Z{ER L=LA V4L S LAV TH—EXDEMH
OB varTE, LA Y4~ LAY TV —ERAEZREET D HIECOWTHRBALET,

1R BHHIIZ
s TIVTT A ARSI E LT,
e —ER TTIRERESNE LT,

ARTYT1 AVTFUoNTAavE 7 )7 LET, (AT (ntent) | A=a—RFRENET,
ATvT2 [Tk (ntent) | RBRY 7 ADOTFO KKy Xy 0% 27 Y v 27 L, [#K (Configuration) ] %
IR L E9,
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ATvT3

RTv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

[4 T2k (ntent) ] @ [#/ (Configuration) | A 7> 2> DU A MRFRENET,

[1 T2k (ntent) | A ==—®[#AK (Configuration) ]V A kT, [EPGCommunication] =27 Y » 7
L %7, [EPG@&IE (EPG Communication) | ¥ A 7 /ARy 7 A2, A2 a—<IEPG, aYb37Y
b, BEOTONA HF—EPGOFERNPERINE T,

a7 FERIRLET,

a) [AYFZ9 FOFER (SdectContract) |27V v/ LET, [A2 T FDFER (Sdect Contract) ]
A TS Ry 7 ANFERENET,

b) [AY F59 FDEIR (Sdect Contract) | A 7 7 OEMDRA T, BRE7 U v 7 L TER
L. ER (Seect) 1227 V27 LET, [AY 53U FDER (Sdect Contract) | #4717 Ry
7 AR LCET,

a2 Y2—~ BPG ZBINT 511X, ROFIEEZFATLET,

a) [A>La—< EPG®:ENM (Add Consumer EPGs) | %7 U v 7 LEd, [Av¥a—<T—EPG D&
R (Select Consumer EPGS) | ¥ A 7 0V INFRIINLET,

b) [AYPa—TEPGOEIR XA TV OEMDSA T, FovZ Ry 7 2% ) v 7 LTF=y
IRy I ABF AL T, 770 REPG(NERAIT 01— R AT UV DOEA) £72157 7 U R4 EPG
(A —Fy halFa— R3O Z&IRLET, EIRI227Yy 7 LET, [AvPa—
< EPG &R (Select Consumer EPGS) | # A 7 7R v 7 ANRAL £,

a4 X — EPG ZiBIMNT 5121, WOFINEZFEITLET,
a) [FB/\1 4 —EPG ®EM (Add Provider EPGs) | %7 U v 7 LE9, [FA/\( 4 — EPG D#EiR
(Select Provider EPGS) | # A 7 a 7 BRERRINET,
b) [FB/NA F—EPGODER (Select Provider EPGSs) | # 4 7 2 7 DDA T, Fxv IRy
ARueF AT LTI RN X —EPG Z%IRL, [BIR) %7V v 7 LET, [TENAF—EPG DER
(Select Provider EPGS) | # A4 7 a2/ R v 7 ANRALET,

PR I T T ERIRT SHI21T:
a) [EPF@IED#R (EPG Communication Configuration) | A 71 7/ C, [H—EX J5 70D&ER
(Select ServiceGraph) 127 Vv 7 LEd, [U—EX F5T7D&EIR (Seect ServiceGraph) ] %1
TaTRy T ANKRRINET,
b) [HW—EX I35 T7M:&EIR (Select Service Graph) | ¥ A 7 a7 DEMONA T, h—ER FT 7%
70 w7 LCGERL, &R (Sdect) 1227V v 7 LET, [M—ER TS5 TMD:&EIR (Select Service
Graph) | #A4 7 a7 Ry 7 ZANHEL £,

[P—EX TS5 T7DTLE 21— (ServiceGraphPreview) | T, [759 K O—K NS4 JyRF—0E
fn (Add Cloud Load Balancer Listner) |27V v 7 LE4, [P59 K A=K NS Y JyRF—0NEMN
(Add Cloud Load Balancer Listner) | ¥4 7 a7 BnERSiL, UV AFT—%2BINTEET,

UAF—E, T ABEEST DR — &7 m haLTy,

WD[7 77 Ra—RKA_Z% )R F—0BMZA TRy 7 AD7 —/ K (AddCloud Load Balancer
Listener Dialog Box Fields) | 7—7 /L CU A SN/ 7 4 —/V RIS T HEEA L, SiTLET,
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KHMU:HVSORO—FNSUH YRF—DBMEAT7OTRYIRADT4—ILK

[ZB/87 « (Properties) ]

Bl

Z#i (Name)

U AF—D4HT1Z AT LET,

[R— bk (Port) ]

TNNAAWNT T 4 v 7 &2 AL R— & AT)
Lij‘o

Jokaj

HTTP £7-1Z HTTPS #5384k L £,

Security Policy

Fay 72 VA&7 )y 7L, BX2UT «
RNY =% @R E S (HTTPS BBIRS LTV D
GE D AHIERATEE),

SSL ZEBAZE (SSL Certificate)

SSL FERA#E 28T B 12T (HTTPS 23N I N T
WD AT D IRIEIR FTHE):

1. [SSL ;EBAZEMEMm %27 U v 7 LET,

2. 7Uw 7 LT, BMTEEREOTF = v IRy
I AERF AT LET,

3 F— U7 EBRLTZE

1L [F—UIDBR 227V v LET,
[F— 1)U DFEIR (Sdect KeyRing) | ¥
AT NERENET,

2. [F— 12U DER (SeectKeyRing) | ¥
AT7a 77T, EOSOX— 1V T Es
Vw27 LTEIRL, IR (Sdect) 1 27
Uo7 LET, [F— 127 DER (Select
KeyRing) | ¥4 707Ky 7 ANHALE
R

4. FIAEBR LTI Rn Y TX O VA NES Dy
7 LT, REEEZBRRLET,

GE) U 2 — I3 OFFRELZ O Z &N
TEET,

JL—ILD3ENN

NV TE " T NA A U AF—|ZIBINT DT,
UL—LmEm %27V > 27 LET, [JLb—IL] U R |
W LUVTAR RS AL, JL—ILEETE] 7  — /L R
M2 0 £,
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[ZF0/87 « (Properties) ] FREA

JL—ILERTE
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[ZF0/87 « (Properties) ]

B

[JL—ILERE (RuleSettings) 1 A > T, kDA
arERELET,

< BET  BAOARTZ AL LET,

cARA R ARAMGZEAST LT, BAIRX—2ZAD
BB LE T, TR A MMLITxE L CESR
PMThhd e, FBELET 7 a vy NIEITEN
ij‘o
e INR 1 RREATIL T, NAR—ZADEMEE
BRLET, 2o Rkt L TERBTONA
ELBBELLET Y a U INEITESNET,
BAT T ary EATR ETTBT Y
varvET AL RAGEMLEST, TV a v
BATDOF T a
cEEIEEERT : kOA T g U ERFERL

TUSEZRLET,
cBEEWEARX : JWEA v =2 AT)
Liﬁ‘o
cEEREI—F EI R ANL
i‘a‘o

CEEDREZAVTIUOYRAT o
T 2 A TR LET,

cBRE RO S a v EFEHLTENT
T4 v EEELET,
e R— bk TFRAANNT T 4 v T B
FANDER—FE AN LET,

« 7O k3L [HTTP] £721X[HTTPY
PERLET,

« JANA S —EPG: T T 4 v %
WLEEF 5 Web Y— 31— % i EPG,

* EPG : EPG #ER 3 51213

1. [EPGOER|Z#7 YV v 7 LET,
[EPGDER| A T v /Ry 7 A
IMERENET,

2. [EPGOEIR]| ¥ A 7T, fifil
DFID EPG %7V v 7 L TER
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B restarzERLEY—ER 55 T0EM

[ZF0/87 « (Properties) ] FREA

L. &R (Sdect) 1227V v
LET, [EPGDEIR| XA Tl
Ry 7 ZANRE L ET,

cYBAL LY b OF T arEEHAL
T, VI A NERIOBATIZY XA L7 b
L/i—a—o

cYBA LY =R [UFALY b+
d—F] Fey ¥ VA&7
Vo7 LT, a—FE®EKRLET,

cUFALY FERRME VX ALY
FDRA ML AT LET,

S AL LI RINR UKL LT X
AHEANITLET,

DEA LY b R—F T 2N
T4 I BT ANNDR— AT
L/:i—a—o

DEA LY K Faral [USFAL
2 k78 k3L (Redirect Protocol) ]
Rey7FXZo VA&7 v L
T, [HTTP], [HTTPS], F7zid[#E&
(Inherit) ] 2R L £,

DEALY O VXA LT b
7x AN LET,

SETLEL, b—ILoEm 227V v 7 LET,

ATV KTLEL, [Add 27V v 7 LET,
P—E R TITITNEREINET,

RESTAPI ZFA LY —EX V5 TDEMH

RESTAPI Z{ERALI=A V2 —2Xy bAIFTO— K N\ 5 DER
ZOBITIX, RESTAPI Z#H L CHENRIT DO — K RXT Y2 EfRT 5 HEEZRLET,
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RESTAPI £{EM L1=1 v 2 —# v kEFO— K 35 v4ois [

NESET D — R N oY 2AERLT DI
1 -

<polUni>
<fvTenant name="t2" status="">
<cloudLB name="ALBl" type="application" scheme="internal" status="">
<cloudRsLDevToCloudSubnet tDn="uni/tn-t2/ctxprofile-cl/cidr-[10.33.0.0/16]/subnet-[10.33.7.0/24]"
status=""/>
<cloudRsLDevToCloudSubnet tDn="uni/tn-t2/ctxprofile-cl/cidr-[10.33.0.0/16]/subnet-[10.33.8.0/24]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>

RESTAPI #ERAL=4 V2 —%y bREITAO— K /NS U5 DERK

ZOHITIX, RESTAPIZfEHL TA v ¥ —F%y hMallFDu— K T % 2 ERT 2 Fika R
Li‘a—o

A B2 —Fy MElTOa— R RZ %2 ERT 5103
51

<polUni>
<fvTenant name="t2" status="">
<cloudLB name="ALBl" type="application" scheme="internet" status="">
<cloudRsLDevToCloudSubnet tDn="uni/tn-t2/ctxprofile-cl/cidr-[10.33.0.0/16]/subnet-[10.33.5.0/24]"
status=""/>
<cloudRsLDevToCloudSubnet tDn="uni/tn-t2/ctxprofile-cl/cidr-[10.33.0.0/16]/subnet-[10.33.6.0/24]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>

RESTAPI #{FRH L= —ERX S5 T7DER
ZOFITIE, RESTAPI 2 L CH—E R 7S 752 {EkT 2 FiEEZ R LET,

P—ER 7T 72 ERT BT

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">

<vnsAbsTermNodeProv name="Inputl">
<vnsAbsTermConn name="C1l"/>

</vnsAbsTermNodeProv>

<vnsAbsTermNodeCon name="Outputl">
<vnsAbsTermConn name="C2"/>

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .
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</vnsAbsTermNodeCon>
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<vnsRsNodeToCloudLDev tDn="uni/tn-t2/clb-ALB1" status=""/>
<vnsAbsFuncConn name="provider"/>
<vnsAbsFuncConn name="consumer"/>
</vnsAbsNode>
<vnsAbsConnection connDir="consumer" connType="external” name="CON2">
<vnsRsAbsConnectionConns tDn="uni/tn-t2/AbsGraph-CloudGraph/AbsTermNodeCon-Outputl/AbsTConn"/>

<vnsRsAbsConnectionConns tDn="uni/tn-t2/AbsGraph-CloudGraph/AbsNode-N1/AbsFConn-consumer"/>

</vnsAbsConnection>
<vnsAbsConnection connDir="provider" connType="internal” name="CON1">
<vnsRsAbsConnectionConns tDn="uni/tn-t2/AbsGraph-CloudGraph/AbsTermNodeProv-Inputl/AbsTConn"/>

<vnsRsAbsConnectionConns tDn="uni/tn-t2/AbsGraph-CloudGraph/AbsNode-N1/AbsFConn-provider"/>

</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>
</polUni>

RESTAPI 2L TH—EXR S 7%HK T 5
ZOHITIE, RESTAPI ZH L CH—E R 7'F 725+ 5 kxR LET,

=R 77 72T DI

<polUni>
<fvTenant name="t2">
<vzBrCP name="httpFamily">
<vzSubj name="default" revFltPorts="yes" targetDscp="unspecified">
<vzRsSubjGraphAtt tnVnsAbsGraphName="CloudGraph"/>
</vzSubij>
</vzBrCP>
</fvTenant>
</polUni>

RESTAPI Z{ERA LI=HTTPS H—E X R o —DHERK
ZOHITIE, RESTAPI Zf#H L CHTTP V—E R R U o —&AEkT 5 HiEE R LET,

HTTP —E X R VU > —&2EkT 5113

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="http listenerl" port="80" protocol="http" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">
<cloudRuleAction type="forward" port="80" protocol="http"

. Cisco Cloud Network Controller for AWS L—H— #4 K, 1) 1) —X 25.0(5)
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epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
<cloudListenerRule name="redirectRule" priority="20">
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="redirect" RedirectPort="8080"/>
</cloudListenerRule>
<cloudListenerRule name="FixedRspRule" priority="30">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleAction type="fixedResponse" FixedResponseCode="200"/>
</cloudListenerRule>
<cloudListenerRule name="redirectHPRule" priority="40" status="">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>

RESTAPI ZERAL-F— Y VT DERE

ZOBITIE, RESTAPIZHEAL-F— Vo 7DV —7 Lb— F 2T HEEZ T LET,
X— U U TRER OZEZ DWW TIL, Cisco APIC AR T A FE2SB L T E &,

F— U7 aRET HITIE:

<polUni>
<fvTenant name="t2">
<cloudCertStore>
<pkiKeyRing status="" name="1lbCert" tp="1bTP" key="----- BEGIN RSA PRIVATE KEY-----

MIIEpQIBAAKCAQEA4DGxaK+RHV/NToHLNmDBg2BfLimgX/zNJQC9bGuzr8Mj7dm0
XuHEfQYGvOh1PtL4Pdxf5gqiBONbHIAVB1IGW8cDiErEgAXy9Km27ySo2 foKryNgCRe
Ginn/CgF75QPIed568eScNDZPt/eMeHAURX/PykKUatWWncGanjvHgc+SOLPF6TD
gQ5nWOHHFvYM2DY8b fdYWrWmGs07JqZzbPMptA2Q0Wb1ILsSolrdkIIgf6ZfYy/EN
bH+NYN2rJT81zYsxz0YmROORQHTiN2NiDY/ZV63yxCXfLg9qpNZCuD8KOfdCZPEq
8takiWBxiR5/HRPscWAdWQs0iKgGlk4NELFAOQIDAQABAOIBAQDQUAIIs1YrdtgN
q6mZ3s2BNfF/4kgb7gn0DWs+9EJJLCINZVhFE02Z2xxyfPp6HRNJYS50W83/ElanD
+GD1bSucTuxgFWIQVh7rlebYZIWk+NYS)r5yNVxux8U2hCNNVE8WWVakJIjKcUGICR
Bm47FKj53LV462zE0gyCaibFrYxZ2J9+farGneyBdnoV+3thmez7534KCi0t3J3Eri
1gSY3ql6hPXB2ZXAP45dA0OLgWDU4I1M60GOiWopZM/QYIE/WEtPYyJ0QzNCX0btc5
FboDcvedsgd4x5G1fV2A4xTBOQMCTZUZJ9fYACFogTZXD+UVgxorhd7tf/mz+1£fjq
f1XphED1AOGBAPV1VKEGW4 6ggRnYoviryxxz40M1lsVSgcIpQTQtBQi2koIJ8OWEZJT
25+CX0r+oDgwP23g0o/QEVYVkcicI9RGkIBNgel+dm/bTjzgMQYtgSCNtecTsZD5JIN
y1ljkciizznDkjcjReSZ2kh3dGXIbRiYk7ezp2z7EKfDrHe5x50uGMgCnA0GBAONOh
buDEohv8KJaB+DiUfhtoa3aKNPBO+zWPCHpOHFG])PXshJcIYZclGcycmuDKVNnDd
MxhE/yOnQHowi4T9FMLpz5yh5zuCUVQOBgB1P6MzbC5t5Mt LrEYr /AqFN11CqyXQ
cVcT6iCW10AFJRw3c/0iESwLMzchs18RnbwOi 6kDAOGBANV1zmPb072zB3eGTCUOL
KGigwFLncUkVaDZZRFZYPpNwiRkoe7379brkNbgCagxW+NLp5UjoeFry0ON6y106q/
ZA4TI7FnXryLBw2HYuw41Vix1+X0Z/HeO3RmFN1z717dGmaGbv43aKIBI9x+X5n8wF
6z1NtBHmBk7yNwoml IRaglsbAoGAXO0p4cd/tINXSe7AswHDQCL68uimJdDfZ5nKG
k83nE+Qc0gQozDJAMCiSFmuSNRnSep3FiafjBFXK0X4h+mdbJCc7bagRnI92Mh0X
mOwsp4P2GdywkZwdbuHQ6UBplFerf9aztzTn+as6xKOUATEezy9DK9zMWzQhhtaY
m9yZTp0CgYEALUtcpWjAzQbXODJIGMxGdARakPpeiKw/Da3MccrTdGJIt88ezM10e]
Pdoab0G2PcfgJZoTSGkTN4AXArVKeq7pgZ0kwcYAshO6A2Hal+D1z/bGoZP+kmD/x
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Ny82phxYOXCnEc5Vv921U59+37e067UFLAYJe6fu+toFImvofRnP4DIQ= —-—---— END RSA PRIVATE KEY----- "
cert="----- BEGIN CERTIFICATE----- MIIE1TCCA32gAwIBAgIJAKWNjp//arBsMAOGCSgGSIb3DQEBCWUAMIGNMOswCQYD
VOOGEWJVUzELMAKGALIUECBMCQOEXETAPBgNVBACTCENhbiBKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsTBU15T3JnMRgwFgYDVQQODFA8gLmMFtYXpvbmF3
cy53b20xIDAeBgkghkiGIWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTEAMTAW

MJj IWNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FuIEpvc2UXEjAQBgNVBAOTCUL15Q29tcGFueTEOMAWG
AlUECxXMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
DQEJARYRcmFtc2hhaEBjaXNjby5ib20wggEiMAOGCSGGS Ib3DQERBAQUAAAL IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO1ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1seMBUHUbDxwOISsSABfLOgbbvJKjZ+gqvI2oJF4aKef8
KAXv1A8h53nrx5JwONk+394x4cC5Ff8/KOpRalZadwZge08epz5I4s8XpMOBDmMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAAOI3Y2INJ91Xr fLEJd8uD2qk1kK4Pwo590Jk8SrylgSd
YHGJIHN8dE+xxYB1%CyiIgAbWTgORSUDIAgMBAAG]gfUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJIVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBU15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmF3cy5ib20xIDAeBgkghkiGOwOBCQEWEXThbXNo
YWhAY21zY28uY29tggkApY20n/99gsGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCYZz2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVIgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/6hKfOHIa7b2h1IIMdg6VA/
+A5FQ0xgYfgKdVd2RaINpzI8mgZiszgw+7E6]1PLok4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUQOmMB/emnLXeKQ5PRxdRn1eA3h8jfgq3D1ICORTLImDL3tpFwg qopM6et5Z2KgShX4T87BsgzloiquzXgsuHg==

</pkiKeyRing>
<pkiTP status="" name="1bTP" certChain="----- BEGIN CERTIFICATE-----
MITE1TCCA32gAwIBAgIJAKWNIp//arBsMAOGCSqGSIb3DQERBCWUAMIGNMOswCQYD
VOOGEWJVUzELMAKGALIUECBMCQOEXETAPBgNVBACTCENhbiBKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsSTBUL5T3JnMRgwFgYDVQQODFA8gLmMFtYXpvbmF3
cy53b20xIDAeBgkghkiGIWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTEAMTAW
MJj IWNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FuIEpvc2UXEjAQBgNVBAOTCUL15Q29tcGFueTEOMAWG
AlUECxXMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
DQEJARYRcmFtc2hhaEBjaXNjby5ib20wggEiMAOGCSGGS Ib3DQERBAQUAAAL IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO1ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1seMBUHUbDxwOISsSABELOgbbvJKjZ+gqvI2oJF4aKef8
KAXv1A8h53nrx5IJwONk+394x4cC5Ff8/KOpRalZadwZge08epz5I4s8XpMOBDmMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAAOI3Y2INJ91Xr fLEJd8uD2qk1kK4Pwo590Jk8SrylgSd
YHGJHN8dE+xxYB1%CyiIgAbWTgORSUD1AgMBAAG]gfUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBUL15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmF3cy5ib20xIDAeBgkghkiGOwOBCQEWEXThbXNo
YWhAY21zY28uY29tggkApY20n/99gsGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCYZz2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVIgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/6hKfOHIa7b2h1IIMdg6VA/
+AS5FQ0xgYfgKdVd2RaINpzI8mgZiszgw+7E6)1PLok4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUQOmB/emnLXeKQ5PRxdRn1eA3h8j£gq3D1ICORTLImDL3tpFwg qopM6et5Z2KgShX4T87BsgzloiquzXgsuHg==

</pkiTP>
</cloudCertStore>
</fvTenant>
</polUni>
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| Lavansd LAYIF—EROER
REST APl % L 1= HTTPS #—E 2 KU o —otert ]

RESTAPI Z &R L 7= HTTPS H—E X R1J > —DIERK

ZDEZ T a T, RESTAPI i LT HTTPS — b & RY o —5{ERkT 5 HiEx R L
F7,

\)

CE) VAT 3EHOENAELZ LS AT EY, AEAFEOA TV a L iFRkO LB TY,
* ELBSecurityPolicy-2016-08— & ¥ = U 7 ¢ AR U —REIR STV RWGE DT 7 4L B,
» ELBSecurityPolicy-FS-2018-06
* ELBSecurityPolicy-TLS-1-2-2017-01
* ELBSecurityPolicy-TLS-1-2-Ext-2018-06
* ELBSecurityPolicy-TLS-1-1-2017-01
* ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-TLS-1-0-2015-04

HEHOFFREEZHATI5E81E. T 740V FOGERAEZELEETHILERNHV T, T 7411
IZ. cloudRsListenerToCert @ defaultCert 72 /%5 ¢ Z{FEH L THRESNE T,

1R BRI
X— U UV REAEFBEICER STV ET,

HTTPS ¥—t & R U > — &AL 5121

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="https listener" port="443" protocol="https"

secPolicy="elBSecurityPolicy-2016-08" status="">

<cloudRsListenerToCert defaultCert="yes" certStore="iam"
tDn="uni/tn-t2/certstore/keyring-1bCert" status=""/>

<cloudListenerRule name="defaultRule" default="yes" priority="100" status="">

<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-tl/cloudapp-ap/cloudepg-epl">
</cloudRuleAction>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>

</polUni>
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Cisco Cloud Network Controller #% 115 ¥k

» Cisco Cloud Network Controller FEatH#HIZDOVNT (183 ~=X—)

CAWS Xy hU—27 A 2 —T = A AfFEtaL gy (184 ~2—2)
» Cisco Cloud APIC = R7RA > k & cloudEPg #EFtLER (184 ~—2)
« Cisco Cloud APIC #tit~7 1 /L% (185 ~—2)

« AWS Transit 7 — ~ ¥ = A #igl (185 ~—2)

*VPC 7 — 7 OFHME (186 ~—7)

« 77U R —ZHE (190 ~—)

Cisco Cloud Network Controller #(EH1EHRIZ DLV T

Cisco Cloud Network Controller supports statistics that are collected from the cloud routers. & &2,
Amazon Web Services (AWS) 7 1n— 1 2T 5 Z LIT K> THONDHEIEZ AR — L E
9", Because AWS flow logs is not a free service, the Cisco Cloud Network Controller provides a policy
that allows you to control this feature. Z DI§REIL, 7 7 4 /L b TA RX—7 /L TlEdH  £H A,

CloudWatch & 7 7 — a Z OFEIZ OV TIL, AWS 7 = 7 A |k Amazon Virtual Private Cloud

D IVPC7m—nmZ7| 2ZHRLTI7ZEN,

Beginning in Cisco Cloud Network Controller Release 5.0(1), you can do the following:
c T4 N —HEMH LT, AWS 7 — B I NDOAFEDIERER R TEET, FFED T r—
27 AR — (F721E VPO) 1Tk L CRIFFIZHR K 8 2D 7 4 W F — R EFRTEET, #E
TLELIFSEDIP T RLA, A— b, BIXOT 0 baLofiidbETr7 o2 o7
TXFET, FFEMICOWTIEL,  [Cisco Cloud APIC i3t 7 4 L% (185 <—) | ML
TL7ZE,

» AWS Transit Gateway & DD 7 7 4 v 7 O EIUETEET, ZOHA RDOAWS
Transit 77— F 7 = A ftit (185 X—2) 7 a VEAZRLTIZIV,

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .



Cisco Cloud Network Controller #5153k |
B wszoro—sros—orqzsmitarsvay

AWS %~y b DJ—D A 23— A R#EtaL v a3y

AWS X, 7r— 72l TRy hU—27 A EZ =T A AT EDIEVTNLEALIP N T
7 4 v 7 ERERM L F I, Cisco Cloud APIC [Z, cloudctxprofile Z &Il 7 B — B 7 E2 %)
W—ﬁ—é 7= DR ) ‘:/"“%ﬁ%ﬁj:* Li@qo cloudCtxProfile I AWS @D VPC (2~ v I:°‘/7§2h%> 7=
?53)\ cloudCtxProfile ifili VPC f_'_‘\k IZ7m—nu 7%7553357—'9‘—5 Ewn 5 Nl Li\ Z® VPC IZ
BT HH/A L E—T A ADTn— 2N TLHIEEERLET, 7u— a7 n3g%)
W27 b b, 7r— L a— REEMHIIZ AWS Cloudwatch 127w o = SuE T, KIZ, Cisco
Cloud APIC [ ZZ B D7 v — L a— RIZ-2OW\ T AWS CloudWatch % EHIFIZAR— YU > 7 L,
INHO L a— RET L TRHEHE L E Y, 72— L 2— K% CloudWatch (25179 5 D
RIS b Z EMBH DT, Cisco Cloud APIC 1% CloudWatch ~D 7 @ — a7 D7 Y
H 15 ELEET, ik, CloudWatch [ZfF7E$ 5 7 r— 1 7 & Cisco Cloud APIC (27~
SNAHXIET DkEIE DRICT 7D Z & & EW L E T, Cisco Cloud APIC /%, CloudWatch
NOFATIT IS L ENInD 7o — La— RELFE L 8 A,

Cisco Cloud APIC = > KR4 > b & cloudEPg #5140 IE

Cisco Cloud APIC i%. CloudWatch (27 v — a ZBfFHET D AWS Ry hU—F 7 = KR
A T EIZ, RO EZRELET,

c EEENTASL MEE TNy MR EHERD
e ZAF LTS, MEETZIToN v M (AR
HEE NN MEEEIT Ny M GRERI R e v )
s Ra v FINT A NEETF ATy M (EEM Ra v )
ZIH OFEX. cloudEpInfoHolder ﬂ“7"j‘**/\7/1/61555$ﬁ‘6? %ﬂfl/‘jfj‘o

F72. CiscoCloud APIC iZ, 7e— a7/ La—FRK&xJ—2a 28121 28 ED cioudepg A
TV NIy BT LET, AT, cloudepg BWEED U —2 a VNIGFHET D AHEMERH
B2 TT, ZHDDHEIL. cloudRgInfotolder A 7 W — N T )UICEHEASTHT BTV ET,
ZDF TP =TT cloudErg DFTH Y | cloudRgInfoHolder D D#iat & 45 & |
cloudepg DFLFHIR Y £9°, clouderg IX. ROFEE YR — ML THET,

o« E(E SNT A MEETIT S v Me GEER)

o ZAE LT A MEE 2137 > Mk (BRI

JEE SIS MR E TNy M GERRI R e v )

s Ky FENT AL NEETF ATy MU(EEN e v )

cloudEPg 7%/%%1'53:\ fvApp if%%’éﬂ\ /k&: fvTenant if%%’éﬂij—o
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I Cisco Cloud Network Controller #i 5t 15%R
Cisco Cloud APIC 15t 7+ L% |

Cisco Cloud APIC #5t 7 1 /L&

Cisco Cloud Application Policy Infrastructure Controller U U — 2 5.0(1) AR, 7 4 & 2 L
C. Amazon Web Services (AWS) 7 1 — B 7 LEFEDEFE#RER R TEET,

TANE =PRI TWDHTY RiRA Vv FZEICHRIPANESNE T, 74 V¥ 2HHTS
L BEERELEEGEROIPT FLA, A=, BLUOT B haLolAsbEIzL>T7
NEY T ENTET7 =BT A EREE R TEET, FEDAWS 17 JL—7Zx L CIHE
BEICIRRK 8 DD T 4 VA B EFTEET,

W7 421213, RO 3 ODBMERH Y 1,
cPeexr|lP: 7 4 V2 73 AHIPvdT KL A
s PegrPort: V v A3 58— FEH

eZORaN: Y v RLTAHSE Fa KR

\}

(GEX)  CiscoCloud APICGUI Z i L CTHiFt 7 4 VX M T 2 Z & 2 BEID LE 3, XV IZREST
APIZEAT 22T Fd, 2L, ZH L ThLGUIICHI Y X D L. BEENRELIC
RzFd, BIRLEFECEATALERHY 3,

WeEt 7 4 V& OfFERIZ, Virtual Private Cloud (VPC) 7 v — v 7 OFIMLIZIEKFE L £, #at
TANEEERT DEN, B 72 GNCT HHERHY £,

AWS CloudWatch |ZfR S b7 a—aZix, 7u—uaZ La— FTHR I ET, Cisco

Cloud Application Policy Infrastructure Controller (APIC) &, 7 & — 17 L 22— RZffHr L CTHiGH
R L E T,

HED7r— L a— RRFEAE L THD AWS CloudWatch IZFIET A E T, K 1509005 2
ENHY FJ, Cisco Cloud APIC (T E 15 A EICBE L7 e— La—FRaR—U 7L
F9, AWSCloudWatch{IZERENDFETIZIS DU E)bd 7o — L a— NI L EFHEA,

AWS Transit 7 — k™ = 1 #fi5t

A7 TFrha—¥— 75 FOMHEF T, Amazon Web Services (AWS) Transit Gateways
ZEWT D877 4y 7 OFGFEIETEES, 2—F— T F 2 MIOWTHE SN DHHEE

X, = —%— VPC & AWS Transit Gateway {7 % v F AL D NTFT 7 4 w7 F£ LET, A
VT T T B EE SN DHEHNE. A 27 T VPC & Transit Gateway B OW(T DO T 7 1 v
JERLET,

AWS Transit Gateway (22T, IROFMEDBINE SN E T,
« ZAEST Y b

« XAy b oSA b
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Cisco Cloud Network Controller 5t {&%% |

. VPC JO— 0 oEMIE

VPC 70—

« ZEW A7y b Rry
PZAFRST Y b Ry T A b
AR < o 1

EERRT > N XA B
c EEMAT Y R ey
EEMAry N Fay 7 31 b

You can enable infra tenant Transit Gateway statistics collection from the Cisco Cloud Network Controller
Setup - Region M anagement page. AWS Transit Gateway % i ffl L C VPC fi] O #ilakiig 2 103 2 &
WZOWTIE,  TAWS Transit Gateway /32 X517 70 KA haty N7 v 795
7 varEZRLTIIZSN,

a—¥F—VPC T7u—rlaahcT 52 & T, =2—%— 775> kD Transit Gateway 7
EEAENTHENTEET, ZOHA RO VPC 77— a 704k (186 X—) &
Cisco Cloud Network Controller GUI Zffi [ L 7= VPC 7 u— a ZOFNME (187 2—°) &M
LTL7EZEW,

To view AWS Transit Gateway statistics, in the Cisco Cloud Network Controller GUI, click the Statistics
tab and then click AWS Transit Gateway in the left navigation pane. DA NIIFR N TR I
i ‘aao

Oy DEHE
VPC 7 v— v 7 &2 % FIE:
1L w7 7A—7R)v—%ERLET,
2. 7n—nZ R U—2ERL, RYOFIECTER LY Z A —T 2T £,
3. 7e—nuZ RY I —%12L LD cloudctxprofile (ZBHETIT £ 3,
By IN—"T7 FasT g
*name: 7 11— 1 ZREE S D CloudWatch WO SHT,

N

GE) AWS TR I ALAEINTWBEREOR T FV—7F41%, <tenant

name><cloudCtxProfile name><log group name> VG“@_O

s retention : CloudWatch (22 7 R F T 2 M OE S, 74/ MEL5 BT,
Ja—asoraxT g

e trafficType: WEET D T 7 4 v 7 DX AT, HR— I TWDHH A 71X, al, accept
only, regectonly T4, 7 74/L b, al T9,
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I Cisco Cloud Network Controller #i 5t 15%R
Cisco Cloud Network Controller GUI %A L= vpe 70— nsna#it ]

Cisco Cloud Network Controller GUI Z{&EA L7=VPC 70— O 5 OHFZhL

This section explains how to enable VPC flow logs using the Cisco Cloud Network Controller GUI.

N\

GE) 74N ZEFEHLTAWS 70— a7 bREDFRERRZTHEEIL. ZOFIEOAF T =
VDART T EFEITLET,

ATv 71 [FEF—2 3> (Navigation) | A =a— >[7F)7r—2 a3 UEE (Application Management) ] > [TF
vk (Tenants) |DJEIZZ UV v 27 LET,

[TFY b (Tenant) | V14 v RURKRREN, 7T MRV~ =T =T LDfT& LTY A MINET,
ATvT2 TFU XTI Y v LET,

TR EAT T Ry 7 AN [Work] A v D RICFERENE T, TT v M FA Tl Ry 7 R,
[#EZ (Overview) ]. [7 59 K 1JY—XR (Cloud Resources) |. [7 TV — 3 & (Application
Management) 1. [#t&t (Statistics) 1. BEL N[44 R o3 #T (Event Analytics) | ¥ 7 RFERINLET,

AT w73 [Statistics] ¥ 7&2 27V w7 LET,
[EPG]. [CCR]. BX W [7a— Os & (Flow LogCollection) | DY 7 X 7T RFRENET,
ATy 74 [70—05DINE (FlowLog Collection) 127V v 7 LT,

[Z2E—05DIRENEETE (Flow Log Collection Setting) 11H#WN LA T/ Ry 7 A0 EFIZFE RS,
FERBICHRET A 2o N FRENET,

ATy 7S [Edit)] 7 a2 %7 ) v 7 LET,
[ZE—RJRERTE| ¥ AT 0T Ry 7 ARERINET,

ATYT6 RO [7r— o ZIERT (FlowLog Collection Settings) | 4 7 0 7Ry 7 ADT 4 —)L RKOERIRI
TWL LT, 74—V NICEUZREEZ AT L, FATLET,

£R3B:70—OVREREFAT7OIRYIADT 4 —IL K

[FOs/3F « (Properties) ] Bl

OJICERET S SI T4 v IoDE4T (OJIZRBETE S T4 vIDBA T Fuy 7y
VA NET Yy L, ROFT TV a U z2@ERL
£

T IFNIMIEDETRTD ST 497
RSN RS T4 VI DH
HEBENFSI T4 VI DH
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. Cisco Cloud Network Controller GUI R L 7= VPC 70— O45 DE#IL

Cisco Cloud Network Controller 5t {&%% |

[ZF0/3F7 1 (Properties) ]

Bl

SE5E (Destination)

[##%& (Destination) | Koy 77X U A &2
U w27 L, [CloudWatch (T 7 #JL k)] Z&R L £
ﬁqo

REF

[TEH% (Retention) | kevy 7 XU U R NE
Uy 7 L, WDAT L a r&8IRLET,

- 1H

- 3H
*5H (T 74/ 1)
15 A
«131 A
-18 1 A
25 A
31 A
451HR
*51nH
61 A
- 1:8FE
* 2 38R
« 1%

- 105
< 2%

« 54

RFYT1 (AT 2N KOZATEFEFLT, 7u— 74 AZEBMLT, EELEREERDOIP T FLA, K-

b, £ 7 0 b aVicBET A 1ERETISG L £,

a7 4 V2 —DEEIZ oW T, &2 3 & Cisco Cloud APIC $t3t 7 4 L% (185 2—) BB L T

<TEEV,

a) [ZA—J4ILADEM AT/ Ry 7 ADFHIZH5H[I7A— OJIEHE (FlowLogCollection

Settings) | %7V v 7 LE9,
TANERBEDT 4 — IV RRFRRINET,

[(ZB—TJA4ILEAOEM AZ %27 Vv 7358 HLWT 4 VEBERISNTND Z LR F

T B AN LET,
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RESTAPI A L= vpe 70— nsnawt [

b) [EZIP (Peer IP) | 74—/ T, ¥T7DIPVAIP T KL AZ AN LET,

T RV A xxxxX DEXTHEIMLERH D T, EORy NT—T 2ERTIEINE T VX IR
LET. 0000007 RLARFTXTIC—FHLET,

o (FFvay) [FARAI (Protocol) | Kry 7 X w Ly URA NG, 7r haLaRRLET,

BIRARIZ0~255 DEH T, 2552 AT HL, Eo7a haricb—%LET, I<amohni="n
Fawid, 7F A MEARBESIN TWAEEIZERINET,

* "icmp": 1 * "igp": 9 * "eigrp": 88

* "igmp": 2 « "12tp": 115 * "ospfigp": 89
* "tcp": 6 o "udp": 17 o "pim": 103

* egp(8) * "icmpv6": 58

d) A7 aN[EFP R—K 74— FRiZ, VR TEHR—INESEATILET,

ZOFEFIE, 0~ 65535 DI, FIFEBEMOR—FFESZDOTXAMNANTHAILERHY 9, 0%
ANTT2DLE TRTCOR—=F—FHLET, L<ambhiz7m baid, 7FA2 MERBMRESNT

WEHGRICHIRR SN E T,
* "dns": 53 * "http": 80 * "rtsp": 554
« "ftpData": 20 * "https": 443 * "pop3": 110

* "smtp": 25

e) AT aN[TO9T141T=v IR I AEFANILT, T2l TAar%7 )y 7 LET,
ATy T8 [fR1FE (Save) |27 U w27 LET,

RESTAPI 2R L=-VPC 70— o5 OAEMIL

ZD¥ Va3 TiE, RESTAPI 2L TVPC 7u— a V2G0T 5 FiEEZ R LET,

2T T1 vs I —FOVER:

<cloudAwsLogGroup name="1gl" retention="days-3" status="">
</cloudAwsLogGroup>

RFv T2 7a—na s K —OMER:

<cloudAwsFlowLogPol name="flowLogl" trafficType="ALL" status="">
<cloudRsToLogGrp tDn="uni/tn-t20/loggrp-lgl" status=""/>
</cloudAwsFlowLogPol>

ATFw T3 CtxProfile b7 — a2y R o —~OBUEREER L ET,
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Cisco Cloud Network Controller 5t {&%% |
B /5o r—samst

<cloudCtxProfile name=" vrfl" status="">
<cloudRsCtxToFlowLog tnCloudAwsFlowLogPolName="flowLogl" status=""/>
</cloudCtxProfile>

2579 K I)IL—52H#Et
INHOMEHIZ. 77U R L—FZTRIHTEET,
o AR B
o EERR B
SIS A B
Z A b

The Cisco Cloud Network Controller collects and stores the cloud router statistics by the following
granularities:

1543

o 1 FRFfH]

<17 A

<14

IREA DXL

EZTTORN—=H L AR AT, WA =T 2 A ABL R RV A F—T A A
TLICHRD 4-stat [EEF ¥ 7 F ¥ L TIRIEFELET,

The Cisco Cloud Network Controller queries the cloud routers for these statistics and maps the response
to cloud router statistics on the Cisco Cloud Network Controller. §t7t 27 = U 1%, ;2 RADEE@ L T
WDHIRY [ 55T LI IRSNET,

RAW it &t1E R

AEDOFEFHE 2 Dns O FIRFES N ET,

®* uni/tn-<infraTenant>/ctx-<infraCtx>/region-<infraRegion>/router-<csrname>/to-<ip or
user-region>/tunn-<tunnel-id>

® uni/tn—<userTenant>/ctx—<userCtx>/region—<userRegion>/region—<infraRegion>/router—<csrname>/tunn-<tunnel-id>
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259k L—agit [

\}

GE) 2FADODN ALK =L, VTR IAL—ZITHERESNTWD
=P = RRA > IO REHRFHTT, LB -T, 2
NOOFHFHINE SN ET (CCROZEMIT 2 —FHEIR D%
BNz £4) .

e TRTD P RMTHIET D= —dn BH DT TlEH
DEHA, T, WESFrpUicoBEA I E T, 458
r 2D IL, 1 ZHBDO Dn TORFEATEET,

ROKTIZ, WE F 2T —HF—VPC LA 7T VPC DHIZHY £¥, 477 VPC
121X CCR V—H 3G TWE T, Theuser VPC can contain the CCR or VGW router. Cisco Cloud
Network Controller (%, ZiLH D h o F NV ZERR L ET, ZORER. 47 7l 2—F —flD
WG CRtat 2R TEET, SN R xuiE, A 7T VPC EAMNEIP T L ADRICH Y £
9, #EHEA > 7 M (Dn-1) TORMBHTE £9°,

AWS Region

————————————————————

vpc Infra
Router Router

External Tunnel

\

I

1

I

1

: I

| ey ¢ :

: ' % Internal Y7 A .

v 10\ Tunnel /| :

I | |

I | I

I | 1

I [ I

] /4 \} |

\\ / . h / {
r'-%_---'ff~\ (ng""af_‘\
= 1 E 1
- Wi W
i 10.1.1.1/24 > | i 10.1.1.1/24 |
1 I

1 1 9
\_ VPCA i\ VPCB ¢

MERET VT, Ty M3 v 7 T Eida—— 75 FTF, VRF (F721F fveex)
ETFURNN(T T RITE)ICRELET, VRFIE, 120V —YarNIZhrHabdbhn
I, OV =V a NCEERDIEA LD £,
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Cisco Cloud Network Controller 5t {&%% |

Logical Model
4 Region )
(1 fvTenant "y
VCix ¢ CtxProfile
| I
| ey N I
| — = | =
. - s
| Router | Router
1 i
M- P
\ J 3
N\ 3
Eir S nf=#Et

MEHE, DN OFBL NNV CEF SN E T, AR —2Tix, b rofiat, Hitidseit
IP, 799U R A—%, U—=Var, vif(etx), BEOT T MIENSNLET,

TeZIE, AV TT T RA—ENnba—HF— =g U ~DZT VAT MEROT
WA,

uni/tn-<infraTenant>/ctx-<infraCtx>/region-<infraRegion>/router-<csrname>/to-<ip or

user—region>/yc“ﬂ:ﬂﬁﬁ“c“g‘ i@—o
2 —+4F— regionl & infraregion2 D DT TD /7 v b & ST 55T,

uni/tn-<userTenant>/ctx-<userCtx>/region-<userRegion>/region-<infraRegion>/ T{iﬂq < ‘é‘ i

—é—o
F 7. cloudctxProfile = & D ZMBRT HHEEIE.

uni/tn-<userTenant>/ctx-<userCtx>/region-<userRegion>/ ER

uni/tn-<infraTenant>/ctx-<infraCtx>/region-<infraRegion>/ THHTE i‘ﬁ‘o

259 K )L—4% GUI #i5t

In the Cisco Cloud Network Controller GUI, statistics are visible available under the tenant, VRF, infra
region, and cloud context profile.

Amazon Web Services (AWS) Transit Gateway DFEat OHAIEL, [V 52 FaVTFFX N FO7y
AW EZEAA T, [AWSTransitGateway] %7 U >~ 7 LE7, OTXTOHOHEIL,
[V59FAVTHRRAM TAT7A N EESA T, [T FRRAV N E22 Y v LET,
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Cisco Cloud Network Controller Dtz 1)
T A

ZDEIL, WORNETHERINTOET,

T I RAR, BHBLIOT I T 47 (193 =)
*« TACACS+, RADIUS, LDAP, BLO'SAML 7 7 & A DHEREk (194 ~_—)
« HTTPS Access DfffK (201 ~—7)

TR, BEAESEVT7HOUTaVT

Cisco Cloud Application Policy Infrastructure Controller (Cloud APIC) 7~V I —i%, FFiE. 8%
7%&V%4V7(mm)%%%%ﬁbifo%ﬁ%m\nwﬁﬁwxmaw\b%%/&?
7?2%@@W%%%%@&Abﬁélkf\%ﬁﬂ%ﬁfyiﬁFvaTﬁ#<AmW%
RETEET, ZHDHOFREEL. RESTAPI £721X GUI #ffH L THEITTE £
‘%‘

GE) vl Ay FAL LRI LFEBZDHZ EITTERVEWIBEMOFIENRH Y £, £/,
07 Ay RAL U EEa—F L EELE - XFRITI 64 LFEBXDHZLITTEEEA
TR,

FRRE. BLOT AT MESIEHROFEHIZ DWW TIX,  https://www.cisco.com/c/en/us/
td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
@ Cisco APIC Security Configuration Guide, Release 4.0(1) % Bt/ < 72 &1

nXI:E

WIWIHERR A 7 ) 7 R C, FEHET AU MRS, BEEIT VAT A REEREOME— D2 —
P72 ET
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Cisco Cloud Network Controller Dt ¥ 1) 7« |
B 1acacs:. RADIUS. LDAP. & & TFSAML 74 + 2 O

A—A) A —HFDHFE

Cisco Cloud Network Controller GUI Z#fffH L7- 2 —H /)L 22— —D1ERL (132 X—) 2 &M
LT, a—h a—%—%E L, Cloud APIC GUI Z{#1 L T OTP, SSH A% —., BLW
X.509 = — W —GER I BEEA T £,

TACACS+. RADIUS. LDAP. 8 KU SAML7 Y X DR

RO kB> 7 Tk, Cloud APIC ® TACACS+. RADIUS, LDAP, 3L O'SAML 7 7 & A % &%
ET D HFECOWTHHALET,

M=

Z® K¥E w7 TiX, RADIUS, TACACS +, LDAP, ¥ J XSAML =—+#— (ADFS, Okta,
PingID 72 &) @ Cisco Cloud Network Controller ~D 7 7 & 2 ZFNZT 5 HFIEIZHOWT, A%
B THHALET,

TACACS+., RADIUS. LDAP. I SAML OFEMIZ-2WTIL,. [Cisco Cloud Network Controller
X = UT o i A K (Cisco Cloud Network Controller Security Configuration Guide) ] %%
LT a0,

o

Configuring Cloud APIC for TACACS+ Access

Before you begin

* The Cloud Application Policy Infrastructure Controller (Cloud APIC) is online.
» The TACACS+ server host name or IP address, port, and key are available.

* The Cloud APIC management endpoint group is available.

AT 71 Inthe Cloud APIC, create the TACACS+ Provider.
a) On the menu bar, choose Administrative > Authentication.
b) In the Work pane, click on Providerstab and then click on the Actions drop-down and select Create Provider.

The Create Provider dialog box appears.

¢) Inthe Host Name/I P Address field, enter the Host Name/IP Address of the provider.

d) Inthe Description field, enter a description of the provider.

e) Click the Typedrop-down list and choose TACACS+.

f) In Settingssection, specify the Key, Port, Authentication Protocol, Timeout, Retries, Management EPG. Select
either Enabled or Disabled for Server Monitoring.

AT 72 Create the Login Domain for TACACS+.
a) Click the Intent icon.
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The Intent menu appears.

Configuring Cloud APIC for RADIUS Access .

b) Click the drop-down arrow below the I ntent search box and choose Administrative.

A list of Administrative options appear in the | ntent menu.

¢) From the Administrative list in the I ntent menu, click Create L ogin Domain.

The Create L ogin Domain dialog box appears.

d) Enter the appropriate values in each field as listed in the following Create Login Domain Dialog Box Fields table

then continue.

Properties Description

General

Name Enter the name of the Login Domain
Description Enter the description of the Login Domain.
Settings

Realm Choose TACACS+ from the dropdown menu
Providers To choose a Provider(s):

1. Click Add Providers. The Select Provider sdialog
appears.

2. Click to choose a provider(s) in the column on the
left.

3. Click Select. You return to the Create Login
Domain dialog box.

e) Click Saveto save the configuration.

What to do next

This completes the APIC TACACS+ configuration steps. Next, if a RADIUS server will also be used,

configure the APIC for RADIUS.

Configuring Cloud APIC for RADIUS Access

Before you begin

* The Cloud Application Policy Infrastructure Controller (Cloud APIC) is online.

» The RADIUS server host name or IP address, port, and key are available.

* The Cloud APIC management endpoint group is available.

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .
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. Configuring Cloud APIC for RADIUS Access

AT 71 Inthe Cloud APIC, create the RADIUS Provider.

ATy T2

a)
b)

<)
d)
e)
f)

On the menu bar, choose Administrative > Authentication.
In the Work pane, click on Providerstab and then click on the Actions drop-down and select Create Provider.

The Create Provider dialog box appears.

In the Host Name/I P Address field, enter the Host Name/IP Address of the provider.
In the Description field, enter a description of the provider.
Click the Type drop-down list and choose RADIUS.

In the Settings section, specify the Key, Port, Authentication Protocol, Timeout, Retries, Management EPG.
Select either Enabled or Disabled for Server Monitoring.

Create the L ogin Domain for RADIUS.

a)

b)

¢)

d)

e)

Click the Intent icon.

The Intent menu appears.

Click the drop-down arrow below the Intent search box and choose Administrative
A list of Administrative options appear in the | ntent menu.

From the Administrative list in the Intent menu, click Create L ogin Domain.

The Create L ogin Domain dialog box appears.

Enter the appropriate values in each field as listed in the following Create Login Domain Dialog Box Fields table
then continue.

Properties Description
General
Name Enter the name of the Login Domain
Description Enter the description of the Login Domain.
Settings
Realm Choose RADIUS from the dropdown menu
Providers To choose a Provider(s):
1. Click Add Providers. The Select Provider sdialog
appears.
2. Click to choose a provider(s) in the column on the
left.
3. Click Select. You return to the Create Login
Domain dialog box.

Click Saveto save the configuration.
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Cloud APIC ~@ RADIUS & & U TACACS+ 7 & -z X F D Cisco Secure Access Control Server 0 %€ .

What to do next
This completes the Cloud APIC RADIUS configuration steps. Next, configure the RADIUS server.

Cloud APIC ~( RADIUS £ & U TACACS+ 7 - = XA FH® Cisco Secure

=

Access Control Server DX E

[ Cisco API C Security Configuration Guide. Release4.0 (1) J @ T[Configuring a Cisco Secure Access Control
Server for RADIUS and TACACS+ Accesstothe APIC| DIHE %
/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html TZE L T
STEEW,

LDAP Access D&k
LDAP ZEICIX2 DDA T a v ndb 0 £,
« Cisco AVPair D% &
« 777 RAPIC TD LDAP /' /v—7 = v T OERE

WD 7 v a At WGTOERA T > a OFIENEG FILTWET,

Cisco AVPair %/ L 7= APIC 7 % = X Fi® Windows Server 2008 LDAP ()% &

Cisco Cloud Network Controller Security Configuration Guide?>[Cisco AVPair % L7z APIC 7 7 & A D729
@ Windows Server 2008 LDAP ™% iE (Configuring Windows Server 2008 LDAP for APIC Access with Cisco
AVPair) [EZ7 v arEZRLTLITEEN,

Cloud APIC for LDAP Access D&k

1R BRI
« Cloud Application Policy Infrastructure Controller (Cloud APIC) (34> 7 A 172> TWET,

* LDAP h—_"DHRA P EIZZIP 7 FL A, A=k, /S FDN, "—2Z DN, BLV
NAT—REFHEHTELZ L,

e Cloud APIC FPR=y RRA v s TA—F MR TE £,

AT w71 Cloud APIC T, LDAP FRA/NA #—Z{E L7,
a) A=a— —T, [BEE (Adminigtrative) ]>[FB5E (Authentication) ] Zi®R L £,
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B cloud APIC for LDAP Access DAL

b) 1E¥ESA T, [FRNAE— (Providers) | ¥ 7 %27V v 27 LT, [79L3> (Actions) | Fe v~/
v s )y 7 LT, [FRNAZT—0DER (CreateProvider) ] ZER L £7,

[FB/31 F—0DERL (CreateProvider) | ¥4 7R 7Ry 7 ARFRINET,

¢) [RRKAI/NPT7 KFLR (Host name/lP Address) | 7 ¢ —/L RiZ, 7B/ Af X —DRANL/IP T LA
EASILET,

d) [E%BA (Description) ] 7 4 —/V N2, YA X —0iiHE A LET,
e) [247 (Type) | FuyF&Z YA 227 v L, [LDAP] ZiER L £1,

f) /N2 KEDN, R—XDN, ART—F, R—+, B, Z41L32 247, BLIOEEEPG ZI5E
F7

G¥) « /XA > K DN (X, Cloud APIC 73 LDAP H—/_"—{Za 7 A 5= DI T 5 55
T9, CloudAPIC (X, v/ A LLHETHVE—F 22—V —DRFEZZDT I~
FEERA L ET, N—ADNIZ, CloudAPIC Y F— h 22—HF— T H 7 b EHHET
HLDAPH—/N—D a7 F 4 L RATT, ZIUI/NAY — RBRGES A5 T,
7 4 VA & LT, Cloud APIC 73 cisco-av-pair (ZfE 3 % 720128k LT\ 5 @ik
ZROTET, ZHUTIE, Cloud APIC TEH T 5 = —H —F8GE & FI D X4 TH 4 RBAC
2 —/LEENET, Cloud APIC (X, Z DJEMEE LDAP — "L ER L ET,

[BHE] 74—V R RO BT EATLET,
« LDAPY— DR E T, Cisco AVPair., AJ] CiscoAVPair .

+«LDAP /' v—7 < v 7 LDAPY— 3% E. AJ] memberOf .

ATY T2 LDAP DO O A4 Y RASL Y BERLET,

a) A=a— —T, [EE (Adminigtrative) ]>[FB5E (Authentication) ] Zi®IR L £ 7,

b) [Work]~4 > C, [Login Domains]% 7% 7 U v 7 L. [Actions]| K& v 7% 7 %7 v 7 L T[Create
Login Domain] % &R L & 7,

o) WD[arlAy RAL XA TarRy 7 ZADVERD 7 +—/L K (Login Domains Dialog Box Fields) ]
DT =T MY A FESNTAT 4 —)V FIZE 2 EZ AL, 1T LET,

[ZB/3F 1 (Properties) ] & EA
314
220
Gk

0y A4y RAALLOLRIEASLET

g4y RAL L OHBEE AT LET,

[EXE (Settings) ]

LA Koy 77X A=a—5 [LDAP] @R L %

j‘O
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Cloud APIC for LDAP Access D& .

[ZF0/3F7 1 (Properties) ]

T RS S

BTLL]
TN = EIRT DL, ROFIEEZFITL
£7.
1. [FANAZ—0EM (Add Providers) | % 7

Uo7 LET, [FO1NLZ—0ER (Select
Providers) | ¥4 7 a V7 RERENET,

FEMOFITT N H—% 2 Y v LTHRIR
Lij_o

[BIR (Sdect) 27 Vw2 LET, [AFTAY
RAL DR XA T TRy 7 TR %
j—o

FORIEZ A 7" (Authentication Type)

FaA Z—EH L LT CiscoAVPair %1
AL TRESNTWDEAIL, [CiscoAV RF
(Cisco AV Pairs) | #3R L £,

TasA Z—EH L LT member Of TRtE
SR TW5HEAIE. [LDAP Group Map Rules]
IR E T,

1. [LDAP S IL—TF <y 7T IL—ILDEM
(AddLDAPGroupMapRule) |27 VU v
JLET, XA TRy 7 ANFRE
ET,

2. vy T OREEGEE (A ar) BX
N IL—T DN EZHEELET,

3. [EF2)T4a FAALDDEM (Add
Security Domain) | DR{IZH D [+] &7
Vo272 LET, AT a7Ry 7 ANRE
RENET,

4. [H]%#7 YV » 27 LT, [A—JL (Role) ]D
i L0 —L o [#ER (Privilege) ] #
47 (Read £ 7213 Write) 7 1 —/L RiZ
TIORALEY, FovI~—T%7 Uy
7LET,

5 EbiZue—VEBNT 5121k, FlE4 %
MR L E9, Wiz, DB (Add) 1% 7
Uy LET,

6. FIEIZMVIELT, SHIcEXF=2V T+
RAA v ZBmL£9, wiZ, pEn
(Add) 1227V vy 27 LET,
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B saviaccess B Apic o

d) [BFA Y RAAL L DOERK (Create Login Domain) | # A 70 /Ry 7 ATHRTEFE (Save) |27V v 7
L\‘i—a—o

SAML Access FH®D APIC DE%E

WwD¥ 7 g TiL, SAML Access F® Cloud APIC DFEEIZOWTEHELLSFHBAL £,

SAML [TDUL\T

Cisco Cloud Network Controller Security Configuration Guide ™[ SAML (Z-2V T (About SAML) |t
7 varEZRLTIEEN,
SAML DEAEHR

Cisco Cloud Network Controller Security Configuration Guide D[SAML D X— v 7 =L X o |
(Basic Elementsof SAML) [Z7 v a v &L T &0,

HR—FENTWBIPs 5L U SAMLa Y R—A% > b

Cisco Cloud Network Controller Security Configuration Guide D[ %R — k 41T % IdPsand SAML
a2 R—% 2 b (Supported IdPs and SAML Components) |27 v a 2 SHL TL 72X,

Configuring APIC for SAML Access
A\

Note SAML based Authentication is only for APIC GUI and not for CLI/REST. Also, not applicable for LEAF
Switches and SPINEs. SAML configuration cannot be done via APIC CLI.

Before you begin

* The Cisco Application Centric Infrastructure (ACI) fabric is installed, Application Policy Infrastructure
Controllers (APICs) are online, and the APIC cluster is formed and healthy.

» The SAML server host name or IP address, and the IdP’s metadata URL are available..
* The APIC management endpoint group is available.
* Set up the following:

» Time Synchronization and NTP: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/
aci/apic/sw/3-x/basic_config/lb APIC Basic Config Guide 3 x/b APIC Basic Config Guide
3 x chapter 011.html#concept 9CE11B84AD78486AA7DS83A7DEICE2AT77.

* Configuring a DNS Service Policy to Connect with DNS Providers Using the Advanced GUI:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/b
APIC Basic_Config Guide 3 x/b_APIC Basic Config Guide 3 x chapter 011.html#task
750E077676704BFBB5BOFE74628D821E.
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Okta T SAML7 T 5 —3 3 w0z |

* Configuring a Custom Certificate for Cisco ACI HTTPS Access Using the GUI:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/b
APIC Basic_Config Guide 3 x/b_APIC Basic Config Guide 3 x chapter 011.html#task
FO37F1B75FF74ED1BCA4F3C75A16COFA.

AT w71 Inthe APIC, create the SAML provider.
AT 72 Create the Login Domain for SAML.

Okta TSAML7 45— 3 > DETE

Cisco Cloud Network Controller Security Configuration Guide @ [Okta SAML 7 7"V /r—3 2 O E (Setting
Up a SAML ApplicationinOkta) &7 v a v A& L T 72X\,

AD FS T Relying Party Trust D% E

https./Amwici sco.comfc/en/usitd/docs/snitches/datacenter/aci/api c/ani4-x/security/Cisco-API C-Security-Configuration-Guide-401.html
T [Cisco APIC Security Configuration Guide, Release4.0 (1) J @ [Setting Up a Relying Party Trust in AD
FS| 7 va 2B LTIEIN,

HTTPS Access D&k

Z ZTiX. HTTPS Access Z %7 2 HFIEIZOWTHA L £,

HTTPS7 7 2 X[ZDL\T
ZDEEIL. Cisco ACI 2T HBEDOHTTPS 7 7 B AD M A Z LFEFAEZRET 5 HFED
wRLET,

FEHELIZ DU TIE, https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/
Cisco-APIC-Security-Configuration-Guide-401.html @ [ Cisco API C Security Configuration Guide,
Release 4.0(1)] @ THTTPSAccess] DI AZZHL T 7Z &0,

NAE LFAZEDEHRD A K54 >
s UAL RA— RREHE (*.cisco.com 72 &, DT A AMTHEA) X OZEIIZBEET

DA OB AT CAR SN DB T —IF. CiscoCloud APICTIZHAR— F SN EHA, T,
Cisco Cloud APIC IZ A ¥ —F 7213 R T — REZ AT B0V R — ERR W=D TT,
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B cui %6 L Cisco ACIHTTPS 74 £ RAH R 4 LEBREDRE

o, VAN RI— FiEHERED WD R HEHEOME X — b=/ AR — b TE
/\Jo

AEEEA TR (CSR) #AKT 2N, ABPTRMGEAEE V— N CAFEHEZ X DU v
22— RLTA AN AT LHMERHY £, /L— b CAGEFILEINAYIZIZ CSR 2 /4E
B A7 O BETIEH Y FHAN, P RAaTIE, fRET5 CAKRELE CSR ~DE4
WA SN D EWORIOAR—EZF <7912, CSR 24T DRI/ — F CAREHED
ZCJ, Cisco Cloud APIC 1F, 418 SIZREFAENERE SN CAIC K> TEL ST
HT EaER LET,

o OB SNTCREFE O LRUCR AR X — L X — 2T 21213, ROTA RIA4 %
=T BERH Y £,

e LD CSRIZITF— U UV TNORBE R — L XTI L5 AF—NEEN TWEH 720D,
JED CSR ZHERFT DML ERH Y F7,

* Cisco Cloud APIC TABIF®— L B —Z2BEHT 256813, 7LOGEAEBICHEH I
72H D LR L CSR ZH T INT-FEHEICHEETHAIXLERSH D 7,

o T SNTZAEHEICE AR S — ¢ B — 2 AT 2581, Tox—V 7 %H|

PRL7Z2NWTLEE, ¥— VU U7 ZHIRT 5 &, CSR T STV 2 B % —
2 EBEEICHIBR SV E T,

ARy FH720 1 DOFFAER—=ZADN— DB ET VT 4 TIZTHZENTEET,
c ZDVVU—ATIL, 7747 v FMERAERGEIVAR— SN TWERA,

GUI Z{E A L 7= Cisco ACIHTTPS 7V AR H A2 LiIBAZENHTE

Y ZRRRRER ZERR T E 2 L 912, B TE DN EZ PG o2 e L £9,

1R BHHIIZ

EE U2 A DOFWREER S DT, AT F U ARMTIZORZ DX A7 HF(TLTL
7ZEV, ZOEMEFIC Cloud APIC DF ST D Web Y — "OFEE N T ShE T,

ATFYT1 Az=z2— R—7T, [BEHE (Administrative) |>tF 1) F 1 (Security) ] 23R L £,

ATvFT2  [fEE (Work) ]34 »C, [GIBAZEERELE (Certificate Authorities) | #7427 Vv 7 L, [P 3>
(Actions) | Ke v FX %7 Y v LT [iEBAERARDER (CreateCertificateAuthorities) ] %%
RLUET,

ATwv 73  [CIAZZRIBEDIER (CreateCertificateAuthority) | XA 7 e 7 HR v 7 2D 4] (Name) | 7 4 —/L K
W2, FREROAFTZ AT LET,

ATy 74 [HE (Usedfor) | 74—/ RT[YRTL (System) | ZIRL £7,
ATv 75 [(EBAZEF z—> (CetificateChain) | 74—/ RiZ, 77U KT TV r—varRlo—A2T7T A
N7 7 F v arbrn—7— (APIC) DREFAEZHA R (CSR) (ZEAT HRER O T HEEHRE & v— b
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ATvT6
ATy 71
ATvT8

ATvT9

ATy 710
ATy TN

ATvT12

ATy 713
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Related Objects
& v ‘ i -
N

Configuration Drifts

Virtual Networks |

CIDRs Status Logical DN Region Primary CIDR Drift Type

Subrets |

15 Row: Pag 1 f 1 0-00of 0
GE) [7 7k ')Y—X (Cloud Resources) 1>>[ K1) Z k (Drifts) JONEIZZ U » 7 LTI DR—

BT D 2 & L ATRE T, £ D% [ K1) 7 k (Configuration Drifts) | ™3 Cilitl 72 fT%
DY s LEF, ¥4 R /R Z OREOHR KU 7 MBI 55808 S bl RR SN E

T, [FFf (Details) 1714 2> (L) 227V v 795L, ZOREOAT Y=/ MulTO#EY)
R[5 K IYyETS (Cloud Mapping) | X—YRNHEITFRRENET, FEMICOWTIL,
K R 7 FDAA o R=DZT 7 AT S (206 2—) | 2L TIEEN,

B IL, [#REOME (Detection Summary) ], [B&EA T2 x5 b (Related Ojects) 1. [#RFY T
(Configuration Drifts) ] BL U [RRENF=Y 57 F 1)U —X (Presented Cloud Resources) | @ 4 >®D

v va iy TnWET, KT va ilid, BIRLZVRFICETA2ZENENDEREZ U A LR
NEFEFNTWET,

s [RHEDOBE (DetectionSummary) 1 DOFRIZIE, Sk KU 7 Fo%, kS nzgBRse
EEOI Iy R Y Y—208, BLOZDE %&ﬁifi?ﬁézﬁ%ﬁéhf:%%ﬂ@’fﬁ%gﬁii‘%%éﬂi*ﬂ E Ji

BEOXA LAZ T RNHNGEIL, ZOHEROL EMBICH D [BF 742052270 v 7 LTE#RE
HEHcExET,
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B zzL<cvzvermmomsz

- [BEA TP b (Related Ovjects) | =V 7iZix, E¥=VUF 1 Z/—7 CIDR, ¥ 7 *xv h72
E. VREICEE# T2 Z DDA TV =7 v FRENET,

- [#8Rk K ') 7 b (Configuration Drifts) ] ®ZF(Zi%, Ky NV —7 Ry U — 27 ([ZEE AT
5 TCWVWAHCIDR, BLOZENLDOCIDRNDOH 7 3y MIBT TR CTOMEN -ERXRINET,
BRI, BT 22 2B L TWen, EBEOTZ 77U v ZHERICKRE L TH LT X TONRAE
Sy hU—27_ CIDRBLIOY 7% b,

WTNDD LV THER RY 7 bR 556, RIITZFDO L)L TORERKR RV 7 ERFEREH, £
LD TFTOLLTOMHE R 7 MIFRINZWZ LIZEELTLEEWY, 2&x0F, ik kU 7 K
23CIDR L~ULTHRAL, O CIDRNOXIET 5% 7 3y hOBE, 7—7/VIZILCIDR = VU 7 DO
B RU 7 ERERSNETN, TOCIDRNOXIET DY 7 R NOHE RY 7 MNIRRENEHA,

ZORIZIE, RO T OFMERPEENTVET,

ARy FU—7 §EIDN, VU—Y a3y T4~V CIDR, RFUZ k&4 7 RBEOHA,
KOZNZfRRT DD DOHREND T 7 v a VT 2 RA R L £

+CIDR : ##Z#EDN, VU—Y =z, CIDR7 v Z7&H, 7714~V CIDR2&E 5%, CIDRNOH T
Fwv b, RUZ R 247, BBEOHE., BLXOZENEMBRTHZOOHRINET 7 v a 2
TOEMAERRML L F97,

eH TRy M FHEDN, V—Yar  IPT LA, RUZ k&4 7, MEOBRH, BXOoEns
RIS DT ODOHIRIN BT 7> a AT AERZEEME L E T,

ERRODIEHLSE T LI, [AT—HF A 74— )V RICEHKELHRINDIT 72 a VRSN ET,

e rransient (I5) : BOREOMMRAENEE THS TEMEREV KUY 7 F, 777U v 7 REET S
ECHOT L EBED LET, 1E5oX1E. KROMRO THLIC HRICHIT 5 AN H 1 £
ﬁ‘o

s presumed () : —HFTHLEA L Z I TRWVWEALRH D KU 7 b, REEZZHL, EZ5-o%
Do BHIIERDO N T TNy a—FT 4 o T BT BEIO LET,

*Raised (B) : 27 UT 172 KU 7 &, CloudNetwork controller DK % Mgl L, B3 2 fesE
HERT D 2B LET, MEkA PRI % &, Cloud Network Controller & 7 7 & R H#—
EAMOBEOMEE I TELHENH Y £3, MENRELR2WESIX, 77 =01 R—
hu 7R L TSN,

[HRERENFE=HY S K 1JY—R (Presented Cloud Resources) | ®#(2i%, 7 7 v KTtk sh
e _TOY Y —AHET DIEWMA TR S, [ R 7 & (Configuration Drifts) ] ™% (AR »
FT7—27_ CIDR, BLOHTXxv b)) IZRRENDHDOLERELERBIZYEIINET, ZOT—T VT,
77U FNORED VRE ICBEMIT DN TWDRER Y FU—7 CIDR, BLOH 7Ry & XD
HENZ AL TE D L OISR STV ET,
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#ROEs =05 TLva—T427 ||

BROELD2ED I TN a—TFT427

ATvT1
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

Ok g TIE, BEROIZSSEDH S 7 1 AD Cloud Network Controller TR L T
HIEEWRL, TV r—ary e xR L, RBEILSCTCT 7 =0 iR — ME#RZ
ERRT BN S OfEfl7Zc o< FERIt L E 9,

root L —H—L& LTz Y — L& T Cisco Cloud Network Controller {22 7 A > L £,
W DOIESSE T TV r—a b DAT— X AR LET,

ACI-Cloud-Fabric-1# moquery -d pluginContr/plugin-Cisco_CApicDrift | egrep "dn |pluginSt |operSt
| version"

dn: pluginContr/plugin-Cisco CApicDrift

operSt: active

pluginSt: active

Verison: 5.1.0

TV = ay arTFOAT =R AR LET,

ACI-Cloud-Fabric-1# docker ps | grep drift

CONTAINER ID IMAGE COMMAND CREATED STATUS
NAMES

649af6feb72c ab5eal8bbf541 "/opt/bin/conit.bi..." 13 hours ago Up 13

hours drift-api-b703e569-0aa6-859f-c538-a5fecbc5708f

F_XTD Docker 2T FIC Ko THBEIND AEY 2R L £,
HEINDAEY OFFHEIL 12GB Rl CHLILENH Y £77,

ACI-Cloud-Fabric-1# systemctl status ifc-scheduler allocations.slice| grep Memory
MBS LT, 77 =V YPR—h a7 Z2NELET,

271, 22 hB—F® /data/techsupport T A L7 F UITRIFEENE T,

ACI-Cloud-Fabric-1# trigger techsupport controllers application CApicDrift
ACI-Cloud-Fabric-1# trigger techsupport controllers application CApicDrift vendorName Cisco

TFVr—vary al R LET,
RO s2E 7ok xor 7k, /data2/logs/Cisco_CApicDrift T4 L7 MIIRIFEESNET,

runhist.log 7 7 A /WX, 77U 7r—a UBRRBEN AT NTERA LR INE T, RICHIZ R L E
-éAO
# cat runhist.log

1 - Thu Jun 11 23:55:59 UTC 2020
2 - Fri Jun 12 01:19:41 UTC 2020

drift.log 77 AMEIT TV r—varnZ 77 A ATHY, WKLY 7 PBER S 7B E AR
IO TR 2 RN D eI TE £,

# cat drift.log | grep ITER
{"file":"online snapshot.go:178","func":"Wait","level":"info", "msg":"ITER# 109
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ENDED === RDFGEN TIME: 1m40.383751649s, MODEL UPLOAD TIME 5mb54.245550374s;
TOTAL TIME:: 7m34.629447083s","time":"2020-06-12T19:53:132"}
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» Cisco Cloud APIC @ AWS Transit Gateway (217 ~X—2°)

Cisco Cloud APIC &) AWS Transit Gateway

Cisco Cloud Application Policy Infrastructure Controller(APIC) U U — & 5.0(1) LA, Cisco Cloud

APIC "CAmazon Web Services (AWS) Transit Gateway % i i T X £ 3", AWS Transit Gateway I,
BT 7 A =k 7 F 7 K (VPC) MoHRi& HELd 2 WL — & — & LCHRET 29—
ATT, VPCIE, 79U RV A FPOIFEFIERAWS UV —Va VCRETEET,

AT 7 A4 _X— K 7 Z 7 K (VPC) 1L, IBMOEREZITHORN EFAIZHEHE TE EH A, AWS
Transit Gateway Z i 112, VPCET V7 2R ETHZ L TCVPCHBEEZRETE £7,
F£721%. VPN ho R/l & CCR ZEATE £,

7272 L. Cisco Cloud APIC C AWS Transit Gateway % {# 13" % &, VPC £721% VRF %[ U AWS
Transit Gateway (ZBEfT T 57207 C, 77U K ¥4 hd VPC £721% VRF 2t TE £ 7,

Cisco Cloud APIC TAWS Transit Gateway Z{EifHT 5 &, "7 —~v o ZADM kL, 7N,
A= VT 4 BIEZR 3 X MR & WL O0DFRLER/ LI ET,

\ )

()  Cisco Cloud APIC == —"'— 7} > |k ® VPC (CtxProfile) %2 AWS Transit Gateway (/N7 1~ kU —
VT Z vy FTELDIE, BREMREDHY, 2—F—2tx=2UT 4 FAA Y Tall) O—
HCTHLILEEDOHRTT, ZOXIRT 7AW RNE 2—%F— FF 2 hdD VPC & AWS
Transit Gateway (Z7 % v T CTE R A,

Cisco Cloud APIC C AWS Transit Gateway Off FH OFEMIZOWTIX, TAWS TPy b F—
Y= A FTLANS T Yy T — oA axs &@LUz VPC | OHHEiE O #E
EHRRLTLEEN,
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Cisco Cloud Network Controller LD AWS RS>y k F— koA |
. Cisco Cloud APIC 0> AWS Transit Gateway
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Cisco Cloud Network Controller TS5 — O —

P

* Cisco Cloud APIC =5 —2a— K

(219 ~=—3)

Cisco Cloud APIC TS5 —O— ~

Z ZTl%. Cisco Cloud APIC ® =5 — z— R|{Z-DW\ T

% 36: Cisco Cloud APIC T 5— O0— K

AL E 9,

aviR—rT bk

I S5— a— K (Error Code)

%9

cloud-template

CT _INFRANETWORK COUNT

cloudtemplateInfraNetwork

MODHITHEK 1 TT,

cloud-template

CT_INFRANETWORK VRF

cloudtemplateInfraNetwork
MOTIiX, vrfName %
overlay-1 \Z ¢ 2 MEA B D £
.ﬁ‘o

cloud-template

CT_INFRANETWORK PARENT

cloudtemplateInfraNetworkMO
O, $1MO I uni/tn-infra
ThLHLULENRDY £7,

cloud-template

CT_INFRANETWORK NUMROUTERSPERREGION MINIMUM

cloudtemplateInfraNetwork
MO Tix, &M
numRoutersPerRegion O)ﬁ%/b

FFREIE 2 TY,

cloud-template

CT_INFRANETWORK NUMROUTERSPERREGION MAXIMUM

cloudtemplateInfraNetwork
MO Tix, J&M

, =
numRoutersPerRegion DK

FFAEIL 4 T,

cloud-template

CT_INTNETWORK_COUNT

cloudtemplateIntNetwork MO

DEITmA 1 TF
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Cisco Cloud Network Controller T5— 2—F |

aAVER—F2 b+

T 5— a— K (Error Code)

%9

cloud-template

CT _EXTNETWORK COUNT

cloudtemplateExtNetwork MO

DEITARKR 1 TT

cloud-template

CT_VPNNETWORK_COUNT

cloudtemplateVpnNetwork MO

DEITARKR 1 TT

cloud-template

CT_OSPF_COUNT

cloudtemplateOspf MO O)%(
WK1 T

cloud-template

CT_INTNETWORK REGION _MATCH

cloudtemplateIntNetwork S
cloudRegionName I2&- T?E‘
EINTZY —Ya ST,
cloudProvP T;(]LF\L;?‘ZD
cloudRegion ﬁ)%\gf‘d—o

cloud-template

CT_INTNETWORK_REGION_MANAGED

cloudtemplateIntNetwork O
cloudRegionName D12 K o
THEINEY —vYa i
li\ adminSt ﬁ)%ﬁﬂ%@ﬂ
F{Sjﬂé cloudRegion 75>JZ\§“C
R

cloud-template

CT_INTNETWORK REGION MAXIMUM

cloudtemplateIntNetwork <
BESND U —Y a3 DRk
¥ (cloudRegionName) X 4

¥

cloud-template

CT _EXTNETWORK REGION SUBSET

cloudtemplateExtNetwork O
cloudRegionName D12 K >
THRESNZY —v a3 Ui,
cloudtemplateIntNetwork D
T® cloudregionName DT
Lo THIRETDIHLENRDY
EJcan

cloud-template

CT_EXTNETWORK REQUIRES EXTSUBNETPOOL

cloudtemplateExtNetwork D

FIEITIT,

cloudtemplateExtSubnetPool

DIFAEDB BT,

cloud-template

CT_EXTSUBNETPOOL COUNT

cloudtemplateExtSubnetPool

DETmA 1 TF

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL ADDRESS

cloudtemplateExtSubnetPool
TiX, 7 xRy P =i
Iy hT—2 T RUARE
ENTVOBERDHY £7,
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aAVR—3%2 bk I 5— 30— K (Error Code) ik

cloud-template CT_EXTSUBNETPOOL SUBNETPOOL IP_VERSION cloudtemplateExtSubnetPool
TiE, 7Ry P
IPv47 FLARGEENLTND
VERHY FT

cloud-template CT_EXTSUBNETPOOL SUBNETPOOL_ADDRESS TYPE cloudtemplateExtSubnetPool
T, 7Ry b= D
IP7 RFLAZ<LFHv A b
FEIN—T Ry T RL
AZEBNEDH D TH - TX
20 FEHA

cloud-template CT_EXTSUBNETPOOL SUBNETPOOL_MINIMUM _SIZE cloudtemplateExtSubnetPool
TiX, 7%y N F—ix
22U ETHLIUNERH D F
F Ry hvRAZIT 28T
ThHOHMERHY 7)) ,

cloud-template CT_EXTSUBNETPOOL AND REMOTESITE cloudtemplateExtSubnetPool
%, cloudtemplateRemoteSite

TR EB 1 OO
cloudtemplateRemoteSiteSubnetPool

ZRFODICTRRRESTH
LB H Y 7,
cloud-template CT_INTNETWORK MISSING HOME cloudtemplateIntNetwork D
TIZ cloudregionName 238 D
i?;'?/Er\ﬂi\ cloudRegonName@l
D% cAPIC DAFR—L U —
‘\/“ =V (capicDeployed) Iz

BT 2 B3 Y £7,

cloud-template CT _CLOUD APICSUBNETPOOL INSUFFICIENT cloudApicSubnetPool Mo I,
cloudApicSubnet MO %ﬁfﬁkﬁ—
DIZDITT BT H DM
WY ET, ZhIZXy,
cloudtemplateIntNetwork <
REShedxXTo

7
cloudRegionName MO 72:’#.%'\@

cloudApicSubnet MO Iz B'?JﬁﬁhL
52 ENTEET,
cloudapicSubnet MO 7» 50
Y7y M G5 Y —
Y3 @ cloudCtxProfile T

CIDR & LCHERAENET,
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aAVR—3%2 bk I 5— 30— K (Error Code) ik

cloud-template CT_IPSECTUNNEL_PEERADDR_IP_VERSION cloudtemplaterpseerunnel T
¥, peeraddrZIPv4 7 R L A
HBEDLUENDY ET,

cloud-template CT_IPSECTUNNEL PEERADDR IS HOST cloudtemplateIpSecTunnel C

1%, peeraddriIA A N7 FL
A (32728) T 2HMENR

HYET,
cloud-template CT_PROFILE_COUNT cloudtemplateProfile MO D
ATy MEIEK1TE
cloud-template CT_PROFILE DELETE cloudtemplateProfile MO
i, Blo

cloudtemplateInfraNetwork
HHIFRSNZRWIRYD | HIERT
TEH A,

cloud-template CT_AZURE_PROFILE_ROUTERUSERNAME_INVALID Azure Tlk, —Ho = —H—
4 (admin, root 72 &) HIE
HTHY, VA RTKRDL
RN L TLEEN,
cloud-template CT _AZURE_PROFILE ROUTERUSERNAME TOO LONG Azure TH. ——F—% 135
K20 SCFIATHIBR STV E
R

cloud-template CT PROFILE ROUTERUSERNAME NONEMPTY cloudtemplatebrofile TlL.

routerUsername |32 T2V WA

WD £,
cloud-template CT_PROFILE ROUTERPASSWORD NONEMPTY cloudtemplateProfile Tl

routerLicenseToken N—fﬁ?jﬂiﬁ
NFHEEDDHZ LT TEEE
Mo

cloud-template CT_PROFILE ROUTERTHROUGHPUT MODIFY cloudtemplateProfile T,
routerThroughput (£, VT 4L
MOY—Tay (DFED,
cloudtemplateIntNetwork @
Tz »H5 cloudRegionName)
(V=2 PR SN TW DY
BIEIEETEEEAL, (EFD
V=g b — 2 N8 A
SNTWRWEEIE, LH)
FFRISnET) o
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aAVER—F2 b+

T 5— a— K (Error Code)

%9

cloud-template

CT PROFILE ROUTERLICENSETOKEN INVALID CHARACTER

cloudtemplateProfile VC“@i\
routerPassword [$%% T2V WA

ERbHY £,

cloud-template

CT_APICSUBNET INVALID HOME REGION

cloudApicSubnet MO Tfi\
capicDeployed & L T~¥—7
Iy —va AR
V=23 ThHOVERDY
EJcaN

cloud-template

CT_APICSUBNET REPEATED REGION

cloudApicSubnet MO Tli\

IR E e+ FN Relok v
Fo MBS D 2 ERT
TET,

cloud-template

CT_APICSUBNET MULTIPLE HOME REGION

cloudApicSubnet MO T,
RRTLIOOY =Yg

capicDeployedé’ true |ZFXTE

TEET,

cloud-template

CT _HUBNETWORK COUNT

cloudtemplateHubNetwork MO

OEITRKITYT

779 F

CLOUD_APICSUBNETPOOL CREATEDBY USER

cloudApicSubnetPool “C‘li\
createdBy E‘I‘ifi USER T&
LHVENRDHY E£T

779 F

CLOUD_APICSUBNETPOOL SUBNET IP VERSION

cloudApicSubnetPool T@i\
P77 Hy MIIPvd 7 RLX
DEENTNDRLERH Y F
D

CLOUD_ APICSUBNETPOOL SUBNET SIZE

cloudi—\picSubnetPoole“lj:\ 'U_
T3y M R4 TH DVLEN
b ET,

CLOUD_APICSUBNETPOOL DELETE USAGE

cloudApicSubnetPool Lj:\ %
@ cloudApicSubnet D72
<EBHIONY —Ta U Tff
MENTWLHEITHIBRTE
FHA,

779K

CLOUD_APICSUBNETPOOL DELETE CREATEDBY

createdBy )E'ﬁi» USER Tl
72UN cloudApicSubnetPool I

HIBRT& £t A,

779 F

CLOUD_AZURE CTXPROFILE SUBNET RENAME

cloudSubnet % (i%ﬁ“@% i
TA
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avikR—x2 bk

T 5— a— K (Error Code)

%9

779 F

CLOUD AZURE CTXPROFILE SUBNET DUPLICATE

[A] U cloudctxProfile PN 2
DM cloudSubnet (Z[A] U4 Hil
A LIFTEERA

779 F

CLOUD_CAPIC 1P EXT EPG SELECTOR MAXIMUM

27 77 K APICIP IZHHET 5
cloudExtEPg (1L K1DOD
cloudExtEpSelector N 59) @ i

»a—

779K

CLOUD_AZURE_ACCOUNT _IN_USE

Ty RMERFT, a2~
TXANTRT 7 AINDE
SNV AR, 7Thov
k&7 I ME OB &
B EITHIRT 22 &1ET
TEHA,

779K

CLOUD_AZURE INFRA ACCOUNT_CHANGE

FFUNAVTTIDOTHY
v MIEEEITHIBRTE £
TA

779 F

CLOUD_SOURCE_PORT NOT _SUPPORTED

EETA— M U R
APIC T &N TVEE
A

779 F

CLOUD _ONLY PERMIT ACTION SUPPORTED

[FFrl) LR 2T 73
37 77 K APIC TiEH
A—hrENTWHEHEAL

779K

CLOUD_CIDR _OVERLAP

cloudcidr DY 7 x v M
F—R—F o T TEEEA

779K

CLOUD_SUBNET_USAGE

FRED Y — A3 K T1Lo
DF—b 7 xzA Y73y b
DFETE, Fa—P—H
7 F v MMIFCa—W—
Tx v hDOY— TIEREIC 1
DD =R Uz A TRy
N ERFOMENH D £T,

779K

CLOUD_AZURE_ACCOUNT CRED CROSS_TENANT

cloudAccount L: Lo T{fﬂq Jé
j/bé cloudCredentials @i\ EJ
LT Mebh B bEN D Y
ESch

779 F

CLOUD _AZURE ACCOUNT AD CROSS TENANT

cloudadccount IZ K> THEHE
5 cloudad i, [RILT
MZHDdMERH Y £
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aAVR—3%2 bk I 5— 30— K (Error Code) ik

cloud-template CT_CLOUD_APICSUBNETPOOL_INSUFFICIENT HUBNETWORK | ¢16udapicsubnetPool Mo I,
cloudApicSubnet MO 72%5}2'9‘—
LD TH D NE
WHYFEF, ZHITLY,
cloudtemplateIntNetwork <
REShT<To
cloudRegionName MO %#%&0)
cloudApicSubnet MO Iz B‘\Ejliﬁ{ﬂ‘
5 ENTEET,
cloudApicSubnet MO NGB D
Y7 Ry M T2 —
23 @ cloudCtxProfile T
CIDR & LTl S E T,
HubNetworking f&ﬁ;ﬁ@zﬁ— 6
k\ cloudtemplateIntNetwork
D T DcloudRegionName & [A]
L;ﬁ@ cloudApicSubnetPool

DILEZ72 D £9,

7S5 R CLOUD_SYSTEM MO IS IMMUTABLE AT M LS TR ST
A VAER L ANIARETT
cloud-template CT_BGPEVPN_PEERADDR_IP VERSION cloudtemplateBgpEvpn T,

peeraddr (ZIPv4 7 K L 2 %5
OLVERH Y ET,
cloud-template CT BGPEVPN PEERADDR ADDRESS TYPE cloudtemplatesgpEvpn Tl
peeraddrIP 7 N L X |IAHR A b
T RLVATHLVERHY £
_a—-

s R CLOUD_ APICSUBNETPOOL SUBNET HOST PART cloudApicSubnetrool 7

X FTIE, BAMEIEO
ThHDHIVERLD £,
cloud-template CT_EXTSUBNETPOOL _CLOUD_ APICSUBNETPOOL OVERLAP | cloudtemplateExtSubnetPool
& cloudApicSubnetpool D fH
WZH TRy hOA—"—F
THRHY FET,

Cisco Cloud Network Controller for AWS L.—H'— # 4 K, 1) 1) —X 25.0(5) .



Cisco Cloud Network Controller T5— 2—F |
. Cisco Cloud Network Controller TS5 — 31— K

. Cisco Cloud Network Controller for AWS L—H— #4 K, 1) 1) —X 25.0(5)



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



