A—YF7HOER, BIABSELVTHOUT+«
2l

ZDEIL, WORNETHERINTOET,

s T VB AMED T — 7 7 u—DOKIFEGE (1 2—)

ca—W T IR BABIOT IO T 7 23—)

cnJA Ly RALy (4—2)

TN =5 T D 8 X—)

s —H) 2—FOFE (13 3—)

c UE—h 2—FOEE (16 2—)

* Cisco AVPair #ffi ] L 7= APIC 7 7 = 2 fH® Windows Server 2012 LDAP OFR/E (22 ~_—
V)

« LDAP 7 7 & Z D APIC D#E (24 ~—3)

* Cisco AV XT NRFELTHWDLHNAERTHDL Y E— b 22— DT 74 /L F OEEDOZEH
(25 =—)

e B NR—ADNT U T gl T (25 =)

T AT T 4T (32 3—)

e HEHV—E AL LTOIER Y NT—7 ~DI—T v REEGORRA & #HaHER (33 2—
V)

TOEAEDT—- 7 0—DKEFER

Cisco Application Centric Infrastructure (ACI) RBAC D/L—UIZ X > T, 777V v 7 &2{Kk~D7T
TR REBMNT D, —H~OT 7B RZHIRLET, L& X XT A2 =T
TAHDY —T7 AL v FEHRETDHITIE, v A LT DEE D infra RAA 2395
MEREZFH S TWDIRERHY 4, T 74NV MTIE, 7F 2 MEEHZ X infra FAA Tx
LHERZFFo TWERT A, ZOEAE, V=7 AL vy FIZHR SN TNDLRT A Z L H—1D
FERZFE L TWA T MEBEFIL, TODICKNERT X COTFIEELFEITTHZ LILTE
FHA, T MEEEIL, infra RAA NIKTDHEREZFS>TNWDL 7770 v 7 EHE L
HETOVERHY ET, 777V v VEHEIL T MEHENACLY —7 AL v FI

14 F7oER BiEsLUVTAIC T4V I}



A-—HTFTHIER BEASLUTHYVTF4V5 |
B = +»75ex gassvrrvrs oy

B S NT=RT AN P —NEFHT T ) r— gy R U—%8 AT 5703
HAAL FHRER) T —%vy v T v 7 LET,

A—HTF7I0EX, BRABEUVCTHOT42T

Application Policy Infrastructure Controller (APIC) 7K U 3 —{%, Cisco Application Centric
Infrastructure (ACI) 7 7 7'V v 7 OFFE, @Br], BLOT U T 17 (AAA) HERELE
BLET, 2—PHR, m—1, BLORAL L ET 7 B ARROMEKEMAEGDED Z L1
0. BHEEIIMGLE NI HETERNS ATV =7 b LUV T AAABREZRET 52 &
WTEET, ZhHORIEIX, RESTAPL, CLI, 7213 GUI il L THFITTE £,

\)

GE) wmlAy RAAL AR LTFEBRAD ZLITTERVEWIBEMOBIRNAH Y £, £/,
n7A v AL La— P22 bEXFHIT 64 XFHBAL 2 LITTEEH A,

RILFTF2 rOYER—F

=17 Application Policy Infrastructure Controller (APIC) OWNIi7T—4% 727 A 2> krn—/IL &~
AT LZRY, v ATF Ty MR RE S, T METOREAEROIRRABL 1 S E
T B /EEIAZOHKINC LY, TF o M X DMoT F o FoORE, #aHEH, EE,
FRFANS N T2 OB S E T, FHEIC L o THAID HERNED YT Hik
WERY . Ty MET 7 7Y v 7 OFRGE, R — BEHEW. BE, EiEA N0 omiA
o sl S ivE 4,

A—HFTF7OEvRX A=), ¥R, Ex¥a2UT4 FAAY

APIC CTit, n— X=X 77X 2> he—/L (RBAC) &/ L C2—HF DO — L~ TT
72 ARRMEE N E T, Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 = —H% %, &
R BTV ET,

CHFIERFEZIIAZ L 0 —)b, 2—PFIZED B TENZ1OLL EDOMHERDE v h T,
cHEROE Y b, 2—FNRT 7 AT LEHENRAT V=7 b (MO) Z2RELET,
e — )LV LDMERF AT TR L, BAHARDEH, AR /EE AL

e A—WPRT 7B ATEHEHERY U — MIT) D—# 250+ 2515 Eovrda U7 4
KA BT

A—JL &HERR

MEFRIZ Y AT AN DR EOREREIC KT 27 7 2 AMEEHIEILET, ACL7 77V v 7%, &8
RKBAT =227 b (MO) LSV TT 7 BAMEREZERLET, 7 XCOAT V=7 I, B
BELY AREZRAEIRD U A N & EEIALFRESRMERD U A M 2R L TWET, KT OREIC

B 2 ¥79€R BHESLUVTHYIVTAVY
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21— 7oex:a—L, w8, v¥au7c KA1 [

KIGTHTXTOFT V=7 ML, FOEIEOTAIY F/i3EZIAL Y X ORI 5-
SnET, ﬁ7/17hiﬁM@%%_ﬁm¢é%Aﬁ%étb FDU A MIFEOHER
@aiﬂfwé%A#%Di# MERRA G Do — A na—P B Yo b e, TDa2—W

T, A VR NRFHAD 77 B AZEETHHEEA TV h~DOFAEY T 7 & A

7I%ﬁ fHESH, EXRABY A IPREZIRBRT VAL ET LA TV =27 b~DFEZIRLT 7
T AMEBPTESET,

7oL 21X, [fabric-equipment) I, MELT7 7 7V v 7 NOKEIKHET 2T X TOFT V=7
b ~DT 7 A EHIEHT D2HR T, W7 77U v 7 NOBSRICHINT 247 =7 b

( TeqptBoard) 72 &) 1Zi%, H#tE Y A MT [fabric-equipment] 3% E£4VE T, TegptBoard] A
7= ME, [fabric-equipment] HEFRDFEATY BEHT 7B A%ZFFrRI L £, [fabric-admin]
7o EOMEIR Tabric-equipment] 23D ¥ THNTWB 22— (2L, TeqptBoard)] A7 =7 k

\)

DB GHT 78 R0 E TNOOEGRA T V=7 b~DOT 7 ARG ENET,

6=

—Eor =IO —ABNEENTWET, ExiX, 7 NEEE, 7T v o E
HE., 77 2AEHERL D admin) 2—/WiE, RIURNR—2L%2Foa— LD 7 )L—7T
9, 72& 23X, laccess-admin] (% laccess-connectivity] . [access-equipment] .

laccess-protocol| . F LN Tlaccess-qos) D7 /L—7"C, [FAFRIZ, tenant-adminiX [7F > b |
NR—=2Du—/)LDF)—"7"T, fabric-adminlL 777V vV | "R—=Z2ADa—1D I )N—7T
7

fadmin| B —/UITIZT X TCOMERENPEENE T,

7 — )L EMERRDEEHNIC OV TIE. TAPIC v — L EH#EfR~ U 7 2] 2R LT F X0,

tXa)Ta ALY

X2 UT 4 RAAL L, ACIMIT A7V =7 MO EDOY 7 U —IZBEEAT S
27T, X TN IDOTF b Teommon) 121X KA A 2 & 7 common AAMFUNT U
F9, [FAERIZ, BBk RAA 2 7 a1 085, MITAZ7 V=27 MY U —2EREENET,
BHEIX. MITA 7 V=7 MBI AT L RAAL L X7 HEH L TCHZEnTEET, -
ExE, BHEAET Tsolar) EWHLRIDOTF 2 MIRAAL L X T Tsolar)] ZEVYTHZ LN
TExFEJd, MITHNTIE, BFEDA TVl NI EXR2 VT 4 RAAL L ELTHETFHITT
XFET, X, THFUMNIEXF 2T 4 AL ELTHITHTTAHZENTEETN,
TFINOAFT V27 METEERE A,

N

GE)

TX2 VT 4 RAAL U D/RAY — RRENT A —H (X [Custom Conditions] Z{ERT 57, F
7213k & Cuv S [Any Three Conditions] %@?RL'C XETEET,

a—YPEERLTe—LE2EY YT T, T7BAETIAEDNCRDETA, 1 DULEOEF=
V74 RASLNZFEDO2—FEE VLB TCHZEHMETT, T4 FTIE, ACIZ7 77 v
TIZIEEFRMER SILTZR D 2 DO R AL U R EENTHET,

e all : MIT &R ~D7 7 & A& FFA]
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B ooy rxay

\}

A-HTFIER BHESLUVTHYIUTFaT |

® Infra : 777U /7 77'{ZZ7~]€U ?/““723:\0)\ 777U /7/(\/7'?;( ]“?7?"\7@%

TV NBEXOY TV Y —~DT 72 R EFFA]

GE)

=YD T LT v VR LI WE BRI R A7 ¥ = 7 ORI BAEDSA . [DN/Class
Unauthorized to read] TiE72 < [DN/Class NotFound] W H =F—2GRENEd, 2—F D7
LF U Y VMR LRWEBRR T 7Y = 7 h~DOEXALEEOSS . THTTP 401

Unauthorized] &W9H =T —2NERENET, GUI Tix, =2—VF D7 LT ¥ /LFFR L

T a Ot BARINBRWI), ETT VR RINET,

HENCERINTE—EHOEERMNR AT o2 b VTR RAAL VCEEMT A ENTEF
T, INODT TARG—=NR=F 7 TAHZ LI TEETA, FAL COBEMTZYFR—
TBHT T ADH :

ATV 2BLOLAYIOXR Y NY— TEHENAT V=7 b
Xy hNT—7 T AN WEL, LAY 2, LAY 3, EEARY)

* Quality of Service (QoS) &RV I —

AL ACBEN T 5 2 LS TEBAT Vs MMERS NG &, 2—FlE, a—FD7 /¥
AREORANTAT V7 ME FAL L2 H BT HBERD Y ET, FAL OB BT
WOTHEETE T,

BB~ EE(VMM) AL U3 EX 2T 4 RAL L ELTH T ERTHDEA, &
X2 U7 4 RAALHNOZ—FIL, KT DX TFE VMM RA A T 78 ATEET, -
E 21X, solar EWHARIOT T MZsun EWHI X2 VT 4 RAAL DX THHFNTED,
VMM FAAL 2 sun & WO X2 YT 4 RAAL DX TR NTHWDE4E. solar 72 b
WNOZ—PIIEHDT 7 & AMERIZHES> T VMM RAAL T 78 ATEET,

OS54 KA

a7 Ay RAL L, 2—FOFERAA VEERLET, v A2 RAL L, v—H)L,
LDAP. RADIUS., TACACS+, DUO. SAML. RSA., F721X OAuth2 FBFEA W = XA ERET
%XF4, REST. CLI. F7I1ZGUINOB Y AT AT 7 BAT AL, APICICE W =—HIFIEL
WEFBGE R A A VB EIRTE £,

72L& 2iE, RESTY T U ATIL, el Ay a—FEANKRD L HICEREND LI IC2—
W4 OB SCTHN & E T,

apic:<domain>\<username>

VAT HIGUI NS T 7B AT A, APICICE VERT 52— DO RAASL D K v
By ) A FMEREE X U E T apic: domain DHEE SN2 WA, T 7 )L FDOFIE R A
A2 =R —YFLOMRBIEH SN ET,

ACI N—T 3 > 1.02x) LIFE, APIC O 7 A Y RAAL Y T —)Ny T DT 7 4/ MIa—
HNWZI2 > TWET, T 740 MBREE 2 Y — AEBREFEN EB b b IEa — VO FHIEICE
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| 2% 72122 BABLVTHIVTA VY
GU ERALTO—AL FAqoamss [

EINTEY, WAFDIEa—TVHFENT— D VERHCBEIIIC T =Ny 7 LIRWEAT
%)\ APIC |2 iD"—‘ﬁ/l/mL‘niE%{%ﬁH LTT?‘EX?Z} kﬁ‘(%i‘a_

APIC 7 4 —//3y 7 0 —JNVGRAEC T 7 8 AT 5121, IROICFHN R L £,
* APIC & A2 A » F D)5 REST API, GUI, i J U CLI T apic#fallback\\username 3Z "7/
ZREHLET,

« apic:fallback\\username %1%, REST API & GUIIZOAfEH L, CLIA > ¥ —7 = A A
WZIIEH L EE A,

\}

GE) T7x— RNy alAy RASLEFEFRLRZNTLES N, BETLHLE, VAT ALY
T NENDAREENH Y £,

GUI ZERALTA—AI AL V7T S

SAML 5 £ ' OAuth 2 OAERY— 3 —Z L BE8GEIX. EHED CiscoAVPair ~<— A OFREEIZAN
Z, =P =T N —T D~ TN ERICESN T TOND LHICRD E L,

1R BHHIIZ

» Cisco Application Centric Infrastructure (ACI) 7 7 7 U v 7 3% & & 41, Application Policy
Infrastructure Controller (APIC) 234> T A LIl ->TEY ., APIC 7 T A X B I T
ERICEELTND Z L,

i ‘37‘/(:/]\7(/1):/%\ LIV JE— ]\*ﬂ“_/*‘~7°ﬂ/\'4 5"‘—61\ :l‘_“a- iTLTntun
RAAL U HERTEET,

FIE

RAFYT1 A=a— "—T, [EHE (Admin) ]>[AAA] DIEICER L £,
RATwT2 Felr—var v RuT, [FBEE (Authentication) ] Z 3R L £,
ATV T3 (EESA T, [ATAL Y FAAL Y (Login Domains) | % 7 &&IR L £,

ATy T8 [FTUar (Adions) | R¥>[BH4 2 KAAL DOYERK (CreateLoginDomain) 1% 7 U »
7 LET,

ATy TS [AFA4Y AL VDR (CreateLogin Domain) | EifEid [—#% (General) ] %A > T, K%
RELET,

o =P LT R AL 4,
cmZA L RAAL DR,
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A-HTFIER BHESLUVTHYIUTFaT |
B cuzsmLco—nn krqvERRT S

T 7TV I TNARIT I VATDHZT 47 4 (EANETIETNA R) O ID %R
T5720DL A, [LILL (Realm) | Fuy X VA MIHLA S a s id, BT
THHENTOVET,

1. FFEHRADIUS 7'u b2z YR — 35U E— k$—0D 7 L—F %9 5 RADIUS
Fansg H— T—TF,

2. #BFEA TACACS+ 7vu haizHR— b2V E—h =T NL—T1Z%T 5
TACACS+ 7' "A X — T )L—"F

3. PGEHLDAP Y nm ha&aHR— 325U E— P —DF N —T1Z%9 5 LDAP 7
g B — TI)—TF,

4. FREMRSA 71 ban ¥ R— 325U E— b =D I N —7I2x$ % RSA 71
RA B — T )—"T
5. WAEM D SAML 711 kAL %% R — 925 SAML 7’0/ A Z— U E— b —r3—,

6. FRAEM OAuth2 7’1 b A& HH— h9 % OAuth2 70 /A #— U E— hH—s3—

(GX£) LDAP. RADIUS, TACACS+ NF 74NV FrDEFaVT 4 AV y RELTHEESNT
BO., ZOXA TR THRESNEET Lo, X — 7 —TRa—H s A
HIZEATERWEE, FRHCE D T8 9 IR STV WERY | Cisco APIC H—
NR—=TIET7 =Ny 7 a—hVEFEIET SN E T A,

Cisco APIC 2N ID 7' A X —|ZEZET 5720107 B X T — =2 NE LT 54
X, ST H TR T RLRAEER LET, Tu R UREOHEKIL, [VAT LA

(System) [>>[S AT LERE (SystemSetting) ]>>[FOF S K1Y & — (ProxyPolicy) ]
DOFICHY £4, [FAFHRY S— (ProxyPolicy) 131 > T, HE/RURL % [HTTP
URL] £721Z [HTTPSURL] 7 f —/V RICAH L £,

ATYT6 FRENTEAT L a v OFFMEANLET, FREINDHDAT v a 3@ T, BIRLZVILLA
IZESNTWET,
R U7- LILLDS RADIUS £ 7212 LDAP O34 . ROFT T a U BRF RSN ET,
s LIWLYTRALTLLTC[TIAIE (Default) 1£721Z[FT a4 (Duo) (2R L £,

« [R7E (Settings) ] 31 > T, [RADIUS(F1=IXLDAP) 7A/\«( £ —miEM (AddRADIUS
(or LDAP) Provider) 127 UV v 7 LCT unf X —Z@IRNEIXMERLET (RO [T
T4k (Default) 1 A7 v a vy EZBIRLESGE) o [Tad (Duo) |47 a &R
L7841, [RADIUS(ZF =X LDAP) 7O/34 £ —®miEN (Add RADIUS (or LDAP)
Provider) 127V v 7 LT u A X —E@IRETIIERLET,

B U7 LILLDS TACACS* F721Z RSA DS, IROF T a U RNERINET,

« [BRTE (Settings) 131 > T, [RSA (F7=[X TACACS+) T/ A4 Z—miEH (Add RSA
(or TACACS+) Provider) 1227 U v 7 LT, 7aA X —%EREIIMEHRLET,

EBIR U7 LILLDS SAML £7-13 OAuth2 DS, ROV a U RFERINET,

B 2 ¥79€R BHESLUVTHYIVTAVY
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GU ERALTO—AL FAqoamss [

« [BRTE (Settings) 131 > T, [SAML (F71=X OAuth2) 7O/ #—®;&R (Select SAML
(or OAuth 2) Provider) 1% 27 U v 7 LT, 7R X —%RINEIIMER L ET,

« [SAML (F7=1& OAuth 2) ZBEEM:EIR (SAML (or OAuth 2) Authorization Choice) ]I
CiscoAVPair £ 7-1% GroupMap DWW T i %8R L £ 97,

CiscoAVPair Zi®IN L7354, FMTREAEY — /3 — T E S 4172 CiscoAVpair DA/ L7
FINZ HASUNTHEER énia“ 5’HS IDP 72 % CiscoAVPair DIEAZET 5 L. FHITIE
U T Cisco APIC TV ®— b —W|THER &2 E D B TE T,

GroupMap % #4R L 72354, IMTRERREY — S — Tk S 7= 7 v — 7RISV T
AR ENET, CiscoAPIC TlE, A IDP b 2 — W — 7 L —FERAZIET 5 &
Cisco APIC |2 S Nfma—H— 7 L —T L EREL, TS L TY £—F 2—
PHERZEID 4 TET,

GroupMap #flif L 7= ZiE, D2 DOBININT A — X NKLFETT,
«[JIL—TEM% (GroupAttribute) 1Z A LET, ZZTANT LI —T BT

SERFES — =D 7 N —T ML B L TV A RERH Y £3, SAMLDOGEE., 7
N—TJ@MEIX, SAMLIAP = N—Z XL > TEESNDIEED T N—T THh—1 a3 v
D4R E —ETHMERDH Y £9, OAuth2 DA, 7 v—7@MiL, OAuth2 —
N2 K> TEEFEEINDIWT (JSONWeb h—72 ) DI N—TFRE—FHTHME
N EF,

Example: memberOf (used in Active directory), Groups or groups (used in ping
ID/Okta)

F£72. OAuth2 DIGE | IDP 6 7 —7EREEUICZET 2121, s T oA a—

7N 0Auth2 7' e A B — R T S LTV D Z L 2R LT 72 &0, il @ openia

profile groups

[A—Y— Y IL—TF v FIJL—JL (User GroupMapRule) | %, [2—H— FTIL—TF

<y 7 JL—ILDIEM (Add User Group MapRule) 1227V w27 LT, BIMLET,

[A—H—TIL—T 7y TIL—)LDOERK (Create User Group Map Rule) ] EE T, &

DOFEZE AT LET,

1. [&8HT (Name) ] 7 4 — /L Nila—H = V—F <~ T IL— L DOL4RTEZ A L E
R

2. [E%BA (Description) ] 7 4 —/L RiZ, #iBHZ AL £T,

3. [FIL—T% (GroupName) ] 7 4 —/L KiZ, 2—HF—N@ET52—HF =)L —
TOLRTEANTILET,
ZZTAN L= =T N—T N Y — N —F— T —T L —F L
TNDHZ LR LTI, T, N — =0 b5 L3Rk # A
@ﬁ#ék%’ammwm*;ofﬁ%éMiﬁo%@i\J—% NET 5
=P =T N—T SN THEINET,

4. [A—H—HER (User Privilegles) | ZiXET 2121, [2—H—+ERDEM (Add
User Privileges) 127V v 7 L %7,
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B oonvs—znmy2

A-HTFIER BHESLUVTHYIUTFaT |

X2 VT FALCZBIT 512, [EFaUT 1 FAASDOFBR (Seect
Security Domain) 1427 U > 7 LT, RSNV A INHEF2T T4 FAA
CEREIRLET,

[B—ILD:EIR (SeectRole) 1227V v 7 LTur— &R L, HR¥ 17 G
HED 3 FEZIAAL) ZREMMT, Fxvr~v—0 %7V v 7 LT, HR%E
o — LV Z B E T,

5=V EZBNT 52, [A—/LOEM (AddRole) 127 U v L, MR
% BEEAF I £,

[2—HHERRMDEM (Add User Privileges) | 7« > K7 ¢, [BM (Add) | &7
Vo7 LET,

[A—Y—FTNL—T <y T IL—)LDEM (Add User Group MapRule) ] 7 > K
v C, @A (Apply) 127 Vv 27 LET,

ATw 71 [ATA4 Y KA VDR (CreateLogin Domain EE) | T, [#7F (Save) %27V v/ L%

JONA Z—%ERT B

FIE

ATy
ATvT2
ATvT3
ATvT4
ATvT5

1R BHEIIZ

REAGR T 1 b A DT m A Z— AR D RTOBE T 5 IR OV TR, BET S
abarotsvarTHBHALET,

ZOFEIHE S T, FEAER S0 haroFa g X —EERLET,

AZa— =T, [EE (Admin) |>[AAA] DJRIZER L ET,

T —ar v RyT, [RBEE (Authentication) ] A B L £,

EEAA T, [FRINA S (Providers) | &R L ET,

[72 23> (Actions) |>[FB/NA ZDIERL (CreateProvider) 17V v 7 LET,

FoRENT-[TRINA ZDOYERK (CreateProvider) | i€, [/RRX FA/NP7 FL X (Hostname/
IPAddress) ]. [&tB3 (Description) |Z AL, Fry 72 UX Eb[LILL (Ream) ]
IR LET, LILL CHEMRRSEFEIIRO L0 TT,

* TACACS+
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* SAML
* RSA
* OAuth 2

TaNA =T DDA T a AFETH Y, EIRLZLILAIZS U TEfL L E
T, HUINLTHEATEAF > g 0250 T3, UEOFIETELLS MBI LET,

ATvT6 (&) RADIUSIZOHEHAARE : LIV A ST XA THBRLET, [LILLYTEALT
(Realm Subtype) | IR L £+, # 7 a3, [T+ b (Default) | £7-13 [TaAt
(Duo) ] T7, Wiz, U FEHEELET,

¢ RADIUS ' —/R—D /X AT — R FERR D=0 9 —EXAT—RE2 AN LT X,

« [BIETTHE EPG DZEIR (Sdlect Reachability EPG) 1227V v 2 LT, =¥ REA vk 7
N—TZ R/ L FET,

* RADIUS D% —E AR — h&EF, FEETX HFMAIL 1 ~65535T¥, 7 74 /b MEIL 1812
<7,

WAET 1 bAoA Ty g 0, [PAP]. [CHAP], [MS-CHAP] TF, Z0O4 7Y 3 i,
[T 24~ (Default) | & [LILLHTRA4 T (Realm Subtype) ] & L TEIR LI=HA IS
DI, FREINET,

RADIUS —R_—L DEEHX A LT 7 b, AR72EMIT0~60FTT, T 74/ MNES
BTt (WAWAYTEALT TN NOEE) o T 74N NI TT (LLA ST
% A7 : Duo) .

RADIUS = RARA > MZHEERT D BROFRITIEIE,

BN 72— N—BEEl 2 FHZT 51213, [B%) (Enabled) | F=v 7Ry 7 REA4 0T
LT, ALa—HL LA —FRKEANLET,

ZOFEIX., RADIUS 7 A X —FEk T, 2T, FIE 12 128ETe ERTEET,
ATy 1 (A7 a > OFET TACACS+ IO H) waEIEELET,
« TACACS+H——D /R AT — R fEDT=DICE ) —EARAT—REZ AN LTLIEE N,

« [BIZETTHE EPG MR (Select Reachability EPG) | %#27 U v 27 LC, =2 RKihA v 7
/l/"—7 %%*ﬂ L\iﬁ—o

* TACACS+ DH—E A R— FEF, HETEX 2L 1 ~ 65535 TY, T 7 #+/L ML 49
*(‘\‘g—o

AL e fa oA a ik, PAP, CHAP, MS-CHAP T9,

* TACACS+ H— "— L Di@fEX A 27 U b, ARH7REHIZ0~60TY, T 74/ MES
T,

* TACACS+ = RARA > MR D ERO AT,
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TORA F—FERET B

SR — S — BB AT BT, (B (Enabled) | F = v 2 Ry 2 A& A
LT, AUa—H—4 L 20— 2 AN LET,
ZOFIEIE, TACACS+7 r AL £ —OREMTT, ZhT, FIEI2ICHELRZ LA TEET,

ATvT8 (7> a VOFIATLDAP IZOHGEH) LIV A BT XA TEERIRLET, 7 a Ui,
[T74I)L b (Default) | £721% [Ta4 (Duo) ] TF, RIZ, AFZBEELET,

sLDAP T 4 L' 7 MU DL— kR4 (DN) .

«LDAPX—ZDN : APICNY F— b2 —V =T h v F %K T 5 LDAP — X—HND
VT T ERATY, ZAUINAT — RRREESNDHEFT T, T4V Z AR L T,
APIC 73 Cisco AVPair (2 272 DICER L TW B Ettd RO £,

* LDAP —/X—D /AT — R, HERDOTZDIZH ) —ENRXAT—REANLTLLIEEN,

* LDAP O —E AR — FH, FEETEZ HHFIT 1 ~ 65535 CTF, 7 74 /v MHIZ 389 T
‘j‘o

« [ZETT 88 EPG MER (Select Reachability EPG) 1427V v 27 LT, =2 RRA v 7
N—THEIR L ET,

* LDAP —R_—L DBEX A LT U b, AR EMIT0~60TT, 774/ I3
‘@‘a_o

« LDAP = RARA ¥ MZHEET 2 BRI TR,
«[B%h (Enable) 1 F=v 7 Ry 27 A4 LT, SSLEAMCLET,
 SSL GEFEDRRGE L~V IROAT v a rRNhHh £,

« 5% : DUO LDAP SSLAEMEH DB DO ZEIAESL ST Ny 7 ) 7,

B FBERE CTHERT L L,

« LDAP &1,
EREEHFR, ROF T arnb 1,
¢« LDAP/ XA V' |
« )N A U— F\ttiiz
s T U NHE AT T 4 NHIL, BRREROZ L N OFBINHER S50 2 ERT D, =

PR L AL RTT, il (en=%) . ZHUT. 12U Eoenfiz gt MU 2EWLE
T, WOF T arnbhEd,

e T 7 F I B

* Microsoft Active Directory

o 57 24 A (Custom)
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Janqs—zkmsTs |

*LDAP 7 A VX ZDT7 4 —/V RIL, BIRLIZT 4 NVE XA TICHESHTHBASET
(BWABINFTarD[74N0E X AT (Filter Type) | ZiEIR LIZBAZRL) . 7
T AN N EFIR UGG, 7 4V F X cn=suserid TJ, Microsoft Active Directory % iZ&{R
L7286E. 7 4 /L XX saMaccountName=Suserid T3,

< EHIR R Y — SR AT 21213, (A (Enabled) 1 F = v 7Ry 7 AZA 1l
LT, Ala—H—g b 2T — & AN LET,

ZOFNEIE, LDAP 7' u A X —fERHTY, 2T, FIE 12 12T R TE ET,
ATvT9 (7> a v OFIETRSA IZ WH) wERELET,
¢ RSA = R—D/RAT— K : RO 720l 9 —ERAT—RE AL TL ZE0,

- [ZI3TTHE EPG MEIR (Select Reachability EPG) [ %2 U v 2 LT, =v RFA v b2
N—TERRLET,

* RSA O —E AR — hE5, FRETEZ DHPMIX1 ~ 65535 T9, 7 7 4/L MHEIL 1812 T
7,

¢ RSA Y —N—LDWEEXA LTV, ARREHIZ0~60TT, 774/ MNISHT
kR

* RSA T RARA v MR T HBEOFRITHEIE,
s T — N\—BEHAEF T B, [A% (Enabled) | T =y 7Ry 7 A% A 1Z
LT, Aba—¥F—4 20— 2 AN LET,

ZOFIAIE, RSA o A X —ERHTT, 2T, FEIRICEDRZ EBRTEET,

AFyTI0 (A7 a3 DOFIETSAMLICOAREA) UTZHEELET,

«[ID Z7R/84 4 (Identity Provider) ] (IdP) , # 7Y = > %, ADFS, OKTA, PING
IDENTITY T,

«[IDP AR 5 A4 T —4 URL (Metadata URL provided by IDP) ],

ADFS 04, |DP HhMR#t 3% A 4 FT—4 URL I3 https://<FQDN of
ADFS>/FederationMetadata/2007-06/FederationMetadata.xml &\ 9 JERIZ 722 0 £97,

Ping ID (ZDOW T, PingID ¥ —"—Dffpkt 7 > a > (SAML 7 7 U r—2a D)
ARF—HURL V7 &abv—L%xd,

* SAML X—Z2DH—E 2D [IdP T T 4 T« ID (IdP Entity ID) ],

=R TN M X T 4T 4IDTHDH[SPTUT 14T+ 1D (SPEntityID) & AJ)
LEd, DIFY—EX Fuf bl cexd, BRiTkosk) T,

https://apic-id/api/aaaloginSSO. json?name=domain-name

PN T TAR—FCAICE > TELENTWDHHAIL, [FRIIBDEIR (Sdect Certificate
Authority) 1 %2V v 7 U CitiiEm & 18R Liﬁ"
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A-HTFIER BHESLUVTHYIUTFaT |
TORA F—FERET B

cGUILY XA L7 b —, ZHNIXURL £ A v B—URNARETY, ZOBEWRIT, 33
DI=DIZa—F—=NID Tu X, X—Da A=Y XA L7 FENBFNIERRE
nEJ,

* SAML —NR_—L DHEFEXA L7 7 b, ARN7EHIL0~60FTT, 774/ NI
*(‘\‘g—(]

s Ruy 7 XU ARG [B4T/NVT U XL (Signature Algorithm) ] 238K L £,

«[A%) (Enabled) | F = v 7 Ry ZA&4 LT, b ENT-SAML 7% —3 3 |
SAMLJEZDEL DT Y —3 3 v, SAMLBAFESRDEL  SAMLIEEA v —IDEA
DT RTCELIFZ—HEAITEET,

ZOFNEIE, SAML 7Fr A F—H AT, T T, FIH 12 1D Z &R TEET,
ATYIN (A7 a OFIETOAuth 2 IZOAEH) LT ELET,
« 7747 NID:1dP ED APIC 77V r—a D7 747 Ml
cAPICT 7V r—varDII7A4T v =27y b, HEGBDidh, b2 —E7 74T
Fv—=2 by b ANLET,
o PR ER, b= Da—F LB, Bl A= H T,

« #ifH, OAuth2 & U X b, #l: Topenid v 77 A /Vv] , 2—W— F L —TEHE %
B3 2121E, WP 7' m A A X —THER SN Toxtc T 5 A a—7%2BMLET, fil: lopenid
a7 r AN T—T]

+OIDC 7’1 b 2/Ld [Bxht (Enable) | 7213 [£&3h{t (Disable) | =N L 7,
«[A®t (Enabled) | F=v 7 Ry A% 4N L T, b—2 VDB EZRIEL 7,

cJWKS = RiRA > by, b—7 VERAET 572D JSON Web ¥ —F >~ b (JWKS) , =
D7 4= RiE, b—7 VBELOKBIEE AN L TWBIEEILOAFRINET,

FREET Y FARA > b, IdP =2 RARA > FFEGEE URL, IdP H— =580 KR A
NEEELET, 207 40—/ KiL, OIDC7' a b a /L REHREEICOBERINET,

s h—=2 2 RKRA 2 by IdP =2 RKARA > b—2 @D URL, IdP H—/3—n5 h—7
VU RRAVNERSLET, 2O 70—V Rid, OIDC 7 k s LR R D
HFEREINET,

« 381770 URL IdP % — N—/n 5584785 O URL #BfELET, 2D 7 ¢ —/L RiE, OIDC 7
7 b2 VBER RS EICOHRRIRENET,

cIdP N T T A R— K CAIZ K> TEBEL SN TWDGAI. [FRIERDEIR (Sdect Certificate
Authority) 1227 U v 7 LT, iFEREZEIRLET,

« [BIZEATRE EPG MD>&IR (Select Reachability EPG) | %427V v 7 LT, = RRA > 7
N—T BN L ET,

« OAuth2 r— =L DWEZ A L7 U b, ARHEHFIZ0~60TI, 774/ MEISH
-@TO
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n—nra—vonE [

cGUI VXA L7 b F—, ZHILURL £33 A v E—URARETY, ZOIFEWRIT. i
DI=DIZa—HF—=NID T, X —Da A o _R=JIYF A L7 N ENLHFNCERS
nWET,

ZOFIEIL., OAuth2 7 (X —EREHTT, Zh T, FE 12 ICHEHRZ LN TEET,

ATy T2 [RTFE (Save) 1227V v 27 LET,

O—A)J)L A—HFDEE

VIO EA 7 V7 N T, BHET I T NP E I, BEHEIX AT LAEERFOME—D
a—HP L7209, APICIE., EOMPRa— I _R—2ADT 7R ary ra—)L VAT L%
R—=FLTEBY, ZOVAT ATIL, HERBZDRWEREUNDOZ—FE2ED, 2—F T Hh v
VhEESEESERE—AVTHERT A ENTEET,

GUIZFERALI-O0—A)L A —HYDHRE

1R BHIIZ
CACI 7 77U v I MEEII, APICa Y ha—F 0B84 A4 12> TEY, APICY T
AA VBRI TEFRICEEL TS Z &,

cMEINC T, 2—YRT 7R TEEXF2VT 4 RASLURERINTWDHI E, 2L
2T LW —F T hH L MR TF L hA~DT 7B RICHIBREN LSS, 7T R R
AL ATFNITIE U TE T S ET,
UTFEITHOZENTEDLAPIC 22—V THU L MEEHTE A2 L,
¢ TACACS+ 7 & /34 Z—DIERK,
A —Fy htEX2UT 4 RAL L TOR—INL Z2—F T HT NOIERK, ¥—F v
b RAL a1l THDHHA, FrLve—b 2—FOoERIERT 20740 7
BT ME, ATV BRTEE 777V v 7 BIEOEHETHAINERH Y 7,
2=y b RAALURT T b ThHDIGE, HriLvae—hv 2—FOERICHE AT
AT MEI, X—F v 8 TF U b AL NIRRT DREERFHAHARY /E
XIABT VB AMEF ST NEHETHAIVELRH Y £97,

FlE
ATV Tl A=a— =T, [BEE (Admin) ]>>[AAA] DIEIZERIRL 7,

AT 72 [Navigation] ~2A > C, [Users] 7 VY v 7 LE7,
[Work] ~XA > T, [Local Users] # 7 &ZF R L TWAHZ L 2R LET,
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A-HTFIER BHESLUVTHYIUTFaT |
B cvzemLn—»11—vozE

ATY T3 [fEE (Work) |"A > T, FAZTAaroRay7Zx V227 vy s L, [B—AI
A—H DR (CreatelLocal User) | 23R L £ 9,

ATV T4 [ATyF1>a—5ID (STEP1>User ldentity) | ¥ A 702 Ry 7 AT, IROBIEEEFT
LET,

a) [LoginID] 7 4 —/L KT, ID Z B L £7,
n7 A4 IDIX, ROHTA RTA U %HIZLTWLRERS Y £7,
*APICHT—ETHOLMLENRDH Y 77,
« EHITRTICT DHERH Y £7,
1l =R WFEEEHTEET,
CHHF, TH—ARAaT AT UL TIIES N,
2= THU L NOEREZIL, r A U IDEERTEEEA, 22— T v MEEIR
L. Bilnwa—F 7 h 00 FEAERT 2 0ERH Y 7,
b) [Password] 7 4 —/L RIZ/NAU—RZ AL ET,
P PRNAY — RERET HRFAT, Cisco APIC 12 K > TLL FOFEMERRGE S E T,
« NAYU— FOR/NNRIE 8 LFTT,
« NAY — RO REIT 64 XF T,
o B L CHR D IR S5 S0 3 SUTERI T,

NI RICF, BT, RS OXTFHEO S bR L b 3HEOTEREERTVD
WERH Y £,

o HHICHENI CTE A2 — KIZERA LEHA,
e 2 —WEHRLA—WELEWIZ LT L DIFMFEHTE A,

s cisco, isco, FZIFXINHDOLTFHIDOW R 2B EZEZH D0, FNHDOLTFTD
RKXFALOEFIZL VRIS SN ERETHH-> T2 8 A,

c) [Confirm Password] 7 4 —/V K C, NAU— REMALET,
d (TR EAES—ZAORGEOYEIL. [A—YIREDEM (User CertificateAttribute) ]

74—V RiZ, BEEEEFHENS O —YF D EZAS LET,
e) [R~ (Next) 127 VU7 LET,

ATY TS [FHDIY M AT—AR X (Account Status) | 2> hue— L a2HHLC2—F T hH T &7 7
TATERFIET 7T 4 TICTEET, £, [THYY FOEMBAR (Account Expires) ] =
yhr— A EEHL THEFIRERETCEET,

ATFYT6 [RAFYT2>€Fa1)F 4 (STEP2>Security) | A 707 Ry 7 A0 [€Fa) T4 KA
4 > (SecurityDomain) | C, 22—V DOEEOL X2 U T ¢ RAAL U ZRIRL, [RAN (Next)
7V v LET,
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GUI %‘fﬁﬂq L/T" SSH 4 Fﬂ'ﬁ#’ l:ul..\

FIE

ATy 17

ATvT8

ATy T

ATy T2

ATvT3

ATy T4

GUI A L1- ssH amx—ioxE ]

[RTvF3>A—JL (STEP3>Roles) | ¥ AT 07 Ry I AT, ROT 7 v arwF47LE
D

a) [HE7Vy27 LT, 2—=%F%& RAL TBET £,

b) Rey 77Xy UARpL, 2—FoO— L& L O—)LERZ A TEEIRL £7,

¢) [®E# (Update) 127 U v 7 LET,

A B FEIIFH AR /EEIARER R TE F 4,
[58T (Finish) 122 V> 27 LET,

+1

F4

1R BRI

A=y hEFaUTF 4 AL Ta—Ia—FTh Ty NefERLET, 2—4F
F RAAL UM a11 THDHHA., FrLva—TL a—FOlERICHERT 0744 ThY
VME, allliZT 7 BARATEL 7 7 7Y v I RROEHETHLIMNERHY ET, ¥—F
N RAALURT U M THLGE, HiL e —hL 2—FOERICHERT 207100 T
AT NI, A= b TR RAAL ST DRI AIY [EEABT 7 AME
BEFOT U MNEHE THOIMLENRDH Y 1,

« UNIX =2+ R ssh-keygen Z i/ L TABF—Z24m L 7,

TN ORI A RAL UiTloca IZRRET DMENRH Y 7,

A= a2—"—T, [EEZE (Admin) |>[1—H— (Users) | #=IRL, [A—AHJL (Local) ]
HTNERENTNWDZ EEMERLET,

EEASAS T, FRNMER LIz —F —D&Ri2 7 Vv 7 LET,

22— —ZETLERE LT 4 v FUDHRNICE RSN ET,

[3## (Details) 1 74 22427V v 7358, HLOBEEC | L0 —F—0atin%
RENET,

THMIZAZ m—)L L SSH R0 M A2 R L £,
R (Edit) 1712522V vr35e, . Bro[m—hl1—H—0EE (EditLocal
User) JHEIEAF RSN ET, SHEICGE U T, SSH OFFMAZLZ T TE £,

GE) VE—halr—rva AlFdvra— RT572D0 SSH ME X —7 7 A V& VERR
THIIE, A=a2— =T, [Z7M4I/I%E (Frmware) |>[2R VDA O—
K (Download Tasks) ] % BB L £,
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A—FT7IER BABLVTHYVT10T |
B v=—rx1vozs

ATv S5 [IR7F (Save) 127 U v 27 LET,

JE—F 1—HDHRTE

H—AN A=Y ERETHROVIC, APIC 2 Sk SN EI LTy VDT =S
2 —\Z[aFH 2 &N TEET, APICIL, Lightweight Directory Access Protocol (LDAP) . Active
Directory, RADIUS, ¥ X O TACACS+ ZH AR — KL TWET,

)

GE) APICb%éﬁMBIT‘&;é (7 ZAE NS TWD) A, ACHIFZDEHT AT A THY, =—
YRR APICS I END7=d, VE—h ol A NIRRT 5 8EER"H Y £, 72721
o—ha A AL APICIZH LT — AL Thdnd, ZOESbLESIEL £ 1,

31 () DY UV —ALIKE, —/NEZ=421) % [ZTRADIUS, TACACS+, LDAP, L U'RSA %
U TREI I, IO AAA T —"NT 77 4 TEHlcEEd, —"E=F1 7

ElX, =BT 7T 4 TInEIERT A TedENENO T e haroa S U EERLE
fro 7oL 21X, LDAP — X Idap 12 7 A &M L, Radius +— X —"RT7 77 17
TS o — N =X U U UBREE FF O radius Du VA U EEH L E T,

ANERERE T S ' — 2@ U CRRGES N2 Y B — b 2=V 2 ET HI2IE. IROFTHRSEM 21
T MENH Y £,

« DNS #& €%, RADIUS — DK A M TT TICABIEREN TWALERH Y 17,
EHY TRy NERETDOILELRHY T,

*nl-‘n:t.\nIE-lj-_/ {0) AV /\07

Cisco APIC TliL. EHE DA ERZRAEY— /3T Cisco AV XT Z R ETHMLENH Y £9, Cisco
AV X7 X, 2—H% @ RBAC 7 —/L L OMERIC B 72 APIC ##5E L £ 7, Cisco AV X7 D
=%, RADIUS. LDAP., 7-1Z TACACS+ D H D L [ U T,

A ERFRFEY— /T Cisco AV X7 R ET 5121, FHENEFEDO2—F L 22— KIiZ Cisco AV
AT EBMLUET, Cisco AV X7 DERITKRD & BY T,

shell:domains =

domainA/writeRolel |writeRole2 |writeRole3/readRolel |readRole?2,
domainB/writeRolel |writeRole2 |writeRole3/readRolel |readRole?

shell:domains =

domainA/writeRolel |writeRole2 |writeRole3/readRolel |readRole?2,
domainB/writeRolel |writeRole2 |writeRole3/readRolel |readRole2 (16003)

Cisco APIC U U —2 2.1 £V, AV X7 TUNIXID BNEE SN TWARWEEIE. APIC 2EA
@ UNIX = —H— 1D Z#NEH9IZE D B TET,
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sty — o v ~70EzE ]

\)

(GE)  APIC @ Cisco AV X7 OFEAUTAHNENH U | oD CiscoAV T DA L FTE £9, APIC
LT _RTO A XTI HRANZ—E LTz AV T 2RI L ET,

U U —2R 3.1(x) LAKE, AV Pair shell:domains=all//admin Z 9% &, 2 —FIZFeAH Y B HAE
REEID YT, AL v FIZT 7 BALTCavy REFITTEET,

APIC 12, WOTERKXHEZYVR—FLTWET,

shell:domains\\s*[
shell:domains\\s*[

1 -
« 5] 1 : writeRoles DA ZFFOHE—DE X2 VT 4 KA A L ZETe Cisco AV X7 :

$IN\s* ((\N\S+2/\\8*2/\\5*?) (, \\S+2/\\5*2/\\5*?2) {0,31}) (\\ (\\d+\\)) $
$INAS* ((\N\S+2/\\S*2/\\8*2) (, \\S+2/\\Ss*2/\\s*?) {0,31})$

shell:domains=domainA/writeRolel|writeRole2/

« f5] 2 : readRoles DA EFFSH—~DEX 2T 4 NAA %2 ETe Cisco AV T :

shell:domains=domainA//readRolel|readRole?

\)

(6=3) [/] XFIX, X2 UT 10 RAA 2T & D writeRoles & readRoles DE] DO XYY XLFTH D |
1 ODX A TOua—NVOREFEHTHLHETHLETT,

Cisco AV T OILFHNL, RILFL/PLFNEBISNET, =7 —NFRIhR< TS, M
TDHRILFENLFN RAAL A ETNETr =B L TWRWESIE. THIL 2 WHERDM
FEnsZ&ndv £7,

F—7" RADIUS ¥ —/3 (Jetc/raddb/users) DFXEFNIRD &P T,

aaa-network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all (16001)"

SEREREEH— /D AV AR T DERTE
BHAE (AV) OXTICFEHN O v aNOFEIE, BF =27 =L (SSH) F 720 telnet &1
ALTel A v Lira—F—DUNIX 2—F—ID & LTHEHENET,

\)

GE)  6.02) VU —ALIBE, telnet (T A — hINTHEFA,
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B racacs: 7o v xmo APic oRE

FIE

A-HTFIER BHESLUVTHYIUTFaT |

SNERFRBEEY — 3D AV ST 2R ELF T,
Cisco AV X7 DEFHIIWRD LY T (Y Aald, UNIX 2—HF ID BHRESNTWVBENE D
MDD BT AV LT 2 YR — K LET)

1 :

shell:domains =

domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel | readRole2
shell:domains =

domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2,domainB/writeRolel |writeRole2 |writeRole3/readRolel |readRole2 (8101)

These are the boost regexes supported by APIC:
uid_regex("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\5*?) (, \\S+2/\\S*2/\\S*?2) {0,31}) (\\ (\\d+\\))$");
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\S*2/\\sS*?) {0,31})s");

W, BlzRLET,

shell:domains

coke/tenant-admin/read-all, pepsi//read-all (16001)

TACACS+ 77 = X FH®D APIC DERTE

FIE

1R BHHIIZ

» Cisco Application Centric Infrastructure (ACI) 7 7 7 U v 7 3% & & 41, Application Policy
Infrastructure Controller (APIC) N4 T A 272> TEY ., APIC 7 T AX NI I T
EFICEELTWD Z L,

¢ TACACS+ W — DK A NLEIZIPT LA, F— b, BIOF—%2FHTxAZ L,
¢« APICEH T RiRA v b FV—T%EHTEDZ L,

AT v T 1 APIC T, TACACS+ Fu A4 X —%{EK LE T,

TACACS+ 7' 3 X —DFTEIZHDOWTIL, 7 ua X, X —%{EKTDH @X—) ML
TLTEEWY,

APICGUI DA X REFIET U AT N REHEO 7L

FEF—rar v RUT, [VATLA (System) 1> [V RTLERE (System Settings) >
[APIC ##:5%E (APIC Connectivity Preferences) | DNEICEIN L £9°, 1E¥EA T, [1 YV
N2 K (inband) 1 F721X[72 b4 T/ K (ooband) ] DWWz @R LE T,

AT v F2 TACACS+ @ [Login Domain] % {Ek L £ 9,

B 2 ¥79€R BHESLUVTHYIVTAVY



| 2% 72122 BABLVTHIVTA VY

RaDIUS 72+ 2 AAD APIC DixE [

FIEIZSOWTIE, GUILZEH L Tae—Hh)b AL UEERTSD (53—) 28R LT
éb\o

RDEZRY

Z 3T, APIC TACACS+ iR EFNEIXZE T CT9, WIT. RAIDUS — 4T 25614,
RADIUS H® APIC OFEBITWET, TACACS+ b — DL & AT 5855 1%. RO ACS
P—RREICHET S by 7 IR E T,

RADIUS 7~ = X ® APIC DEXE

FIE

&

ATy T2

4RO HREIIC

«ACI 7 7 7V » 7 35X & &L, Application Policy Infrastructure Controller (APIC) 234> 7 A
7o TEBY | APIC 7 7 AZ P SENNTIEFICEIEL TnD Z &y

cRADIUS — D FE A M EFIZIP T LA, R—1, i e hal, BLOx—%
fEHTE%Z &,

cAPIC EH T RiRA > b JV—T%EHTEDLZ L,

APIC T, RADIUS A X —& B L £,

RADIUS 7'/ NA X —DFEFEIZOWVWTIE, Tu X X —5EfkT25 B—) 2R LT
<TZEV,

APICGUI DA /3 RETIT U MAT AN REHD 7L

FeHF—=v a4 RUT, [YATL (System) 1> [V AT LERE (System Settings) >
[APIC $#:5%E (APIC Connectivity Preferences) | DIEISER LE§, fEEA T, [1V
N2 R (inband) ] £721X [72 kA T/N2 K (ooband) | OWTFunE IR L £,

RADIUS ®OS A >V KA U &EER L ET,

FHEIZOWTIE, GUIL AL Tr = FAL 2B T 5 (5_—) 2R T
SV,

RDERY
ZXC. APIC RADIUS & EFIEIZFE T T, KIZ. RADIUS — &R TE L £,
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A—FT7IER BABLVTHYVT10T |
. APIC ~@ RADIUS 3 & U TACACS+ 7 & = X F M Cisco Secure Access Control Server M E%E

APIC ~( RADIUS & & TF TACACS+ 7 &7 2 X FH® Cisco Secure Access
Control Server D% E

1R BHHIIZ

» Cisco Secure Access Control Server (ACS) /S—2 3 55 WA VA =L &N, T4
2o TWNAZ &,

Y
GE)  ZZTITFEDOFEIZ ACS v5.5 MEHA SN TWET, ACS Dt
DNR—=TarTHIDH AT EFITTEDLRREMENH D 303,
GUI OFIEIFZNN—= a3 VLo TERRDEENDH Y £,

« Cisco Application Policy Infrastructure Controller (Cisco APIC) ® RADIUS F— % 72 |3 TACACS+
F—2MHTELZ L (MATERETDHA TG DF—),

cAPICHRE SNA VT A T >TEY ., APICY T AZ N SN TIEFIZEEL T
HZ L,

* RADIUS if:&i TACACS+ O)/_\]—\g" }‘ nLnE7D }‘:l/l/ i)J:UﬂE %ﬁi};ﬁf%é CE

FIE

ATFYT1 APICE 7 A7 e LTRET DL, ACSH—Nica /4 LET,

a) [Network Resources] > [Network Devices Groups] > [Network Devicesand AAA Clients] (2%
HLET,

b) 7747 M4, APIC A 3 RIP 7 KL A%FEE L, TACACS + £7-1% RADIUS (&
TXM ) OFREA 7 > a v AEERLET,

GE) RADIUS F 7213 TACACS+ O A DFRFEN LB IG AR, AT =
VDRI EEIRLET,
c) ﬁ*ﬁﬁ'ﬁ (2?“—) SOFRFEA T Y g i LA — Mg E. R PRREDFEAN 2 F5 E LET,

GE) [#£F#% (Shared Secret) 11 [FO/NA 4 (Provider) ] 3% — & —#t
LHVENRHY FT,

ATY T2 ID I NA—T2ERR L £,
a) [Usersand Identity Stores] > [Internal Groups] 7"+ 3 ZBEI L £ 7,
b) ML LT, [Name] & [Parent Group] Z#5E L £,

ATFYT3 2—HFEID I N—Fl~vv 7 LET,
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ATv74

ATy Th

APIC ~@ RADIUS # & Uf TACACS+ 7 % 2 X FA®D Cisco Secure Access Control Server D% .

a) [Navigation] ~<1 > T, [Usersand |dentity Stores] > [Internal | dentity Stores] > [Users] 47"
varveEsYy s LET,
b) MEIZL LT, =—H%d [Name] & [Identity Group] Z+5E L £,

RN —HREAER L ET,

a) [Policy Elements) A7 a IZBE L E T,

b) RADIUS @34 . [Authorization and Permissions] > [Network Access] > [Authorization Profiles
Name] Z 57 L £ 7, TACACS+ D356H, #4EZ)S U T, [Authorization and Permissions] >
[Device Administration] > [Shell Profile Name] ##5E L £ 7,

c) RADIUS ®i&, MBI U T, [Attribute] 121% leisco-av-pair] . [Type]iZid [string] .
[Valug] IZ1% shell:domains = <domain>/<role>/,<domain>// role| LI5EL
F9, TACACS+ DA, MEIZSEUT, [Attribute] 1213 lcisco-av-pair] . [Requirement]
121X Mandatory| . [Valug] IZi% [shell:domains = <doma1n>/<role>/ <domain>//
role] CIEELET,

[fE (Value) 1 7 1 —/L FOMEIL, BEZALMERENGET N EIDERELET,
ngJ?‘E‘Y V)/%% JA&*@BE@%/E}\ T%jtli shell:domains = <domain>/<role>/ “G‘*J‘o
%ﬁ&ﬂi@ gﬁﬁ%ﬁﬁ@%/ﬁ\\ %X&i shell:domains = <domain>// <role> T'@FO

71:’_ k }%Ji\ cisco—av—pair @fﬁﬁ’ shell:domains = solar/admin/, common// read-all T&)éi}%
. solar XX =2V T 4 RAA V| adminld solar EWVOI X2 VT 4 RAA KT
HEXALMERE ZO2—FIf 5T 258 —1THY ., common X7 F > MLETH Y
read-all {7 7 MEBEOT XTI 520 HREZ Z 0o —FIft 53252 —/1T
B

P— BRI — L BB L E T,

a)Rmmﬁwﬁm\#—Hzﬁmw—w%W%Ufmﬁw—f%ﬁUV-E%K%@HH
5121X. [Access Policies] > [Default Device Network Access | dentity] > [Authorization] (2%
L, /L—/L® [Name], [Status], 35 OF[Conditions] Z+5E L, ME (2 U T ltnternal
Users:UserIdentityGroup in ALL Groups:<identity group name> | %Jﬁbﬂbij‘o

b)TMA®+@EH\#~EXERW~W%¢WUTD7W~7%V:w7h774wm
REEAF T %121, [Access Policies] > [Default Device Admin Identity] > [Authorization] (2%
#LET, /L—/1D [Name] & [Conditions] Z i L, #ZIJS LT [Shell Profile] 2R L
£7.

RDBERY

L < AERK L 72 RADIUS 38 L OV TACACS + = — W& H L TAPICICu /A > LET, #HIDY
THAZRBAC D — )L EHERRIZHES T, 2 —FRIELWAPICEFX 2 VT ¢ RAAL LNZT 7
TATEHZ LaMRLET, 2—Fid, RIS TWRWEBIZT 78 ATE Tk

0 FERA, mAIY EE A&Tﬁtﬂ‘%b) ZO2—WIIHREINTZHLOLE—KLTND

MERH Y ET,
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B cisco AVPair {5 L 7= APIC 7 & + X Fi0) Windows Server 2012 LDAP (3%

Cisco AVPair {8 L - APIC 7 &7 = X FH® Windows Server
2012 LDAP D% FE

1R BHEIIZ

BN LDAP — %3 E L, KIZ Cisco Application Policy Infrastructure Controller (Cisco
APIC) % LDAP 77 v AMICEET 5,

Microsoft Windows Server 2012 731 ' A h—/L XL, AT A 7> TNWA T &,

Microsoft Windows Server 2012 %-—/ =2 —37 % @ ADSI Edit ¥ — /L3 A A h—/L X1

TWbZ &, ADSIEdit # A1 > A b—/v9 521X, Windows Server 2012 H—/N =3 — ¢
D~V AICEH SN T D FIEICHE- T EE 0,

Ciscoavrair DJEMEDFEE : Common Name = CiscoAVPair, LDAP Display Name =
CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description = CiscoAVPair, Syntax
=Case Sensitive String,

\}

GE)  LDAPERTEDNA L 7T 77 4 A%, BT E LT
CiscoAVPair Zffif+54Z &L T3, RN AT =7 FID
1.3.6.1.4.1.922.1 A L CRIENEAELT-GE. ToMmoA+T

Px 7 FID1.3.6.1.4.1.9.2742.1-5 73 LDAPH — NI b HEH T £
7,

e LLF&4T 9 Z & 3T % % Microsoft Windows Server 2012 = —H% 77 "2 Tx 5 2
(I‘:O

» ADSI Edit % 52T L T ciscoavrair B % Active Directory (AD) AF—<I(ZBMLE
TO

s Ciscoavpair BIE/NT A —H X T 25T 7 & AFF A & K> X 5 T Active Directory LDAP
a—HF—EFRELET,

¢ IR— bk 636 1%, SSI/TLS & LDAP O EIZ LI TT,

FIE

ATy 1 RAAEHE L LT Active Directory (AD) —lca 7' A o LET,
ATY 72 AD A¥ —~I|T CciscohvPair A BN L £ 4,

a) [Start]>[Run] {ZBEH L. [mme] & AJJL. Enter L £,
Microsoft Management Console (MMC) 723BH & £7,
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ATvT3

ATvT4

f)

Cisco AVPair % {8 L = APIC 7 % £ X F® Windows Server 2012 LDAP 0 ]

[File] > [Add/Remove Sanp-in] > [Add] (B8 L £,

[Add Standalonee Snap-in] %1 7 & 2 78 v 77 A"C, [Active Directory Schema] Z# 34 L. [Add]
7 Vw7 LET,

MMC 22> Y — R E £,

(B 74V Zatir7 )y L, [BEDER] 472 a U a@IRLET,

[Create New Attribute] 2 1 7 12 77K > 7 A0NB & 97,

[#:#4]!C [CiscoAVPair| . [LDAPZXRR#£]!Z [CiscoAVPair| . [Unique X500 Object
ID]IZ [1.3.6.1.4.1.9.22.1] & AJJL, [#X] T [Case Sensitive String] %
BIRLET,

[OK1%ZZ7 Vw7 LT, BEERTFLET,

[User Properties] 7 7 A % [CiscoAVPair] BIEN G D L HOCHEHF LT,

a)

b)

c)

d)

MMC =1 Y —)LC, [Classes] 7 /X # BB L, [user] 7 7 A%&4&7 U w7 L. [Properties]
EIRL E9,

[user Properties] % A 7 2 7R > 7 A& F7,

(B %7 %227V >y 7L, BN %27V 7 LT[RF—DA TP ) F%&EIRT D]
Uy RUEREET,

[Select a schema object:] U A N T, [CiscoAVPair| Zi#Ei{R L. [Apply] 27V v 7 L%
D

MMC = Y —/LC, [Active Directory Schema] #4572 U 7 L. [Reload the Schema] % %R
LET,

CiscoAVPair BIEDT 7 A 2R E L F 7,

LDAP (21 CiscoAVPair BN &G FILTCWA 728, LDAP = —¥% —|Z Cisco APIC RBAC & —
JLEEIY S TAHZ LIZLY Cisco APIC 77 B AFFR[ 2 5+ A0 E R H Y 1,

a)

b)

c)

d)

[ADSIEdit] # 4 71 7 R 27 AT, Cisco APIC |27 7 ¥ AT 2 MENH D 2—V % 7D
JET,

a—W4%EH2 Y v L, [Properties] Z iR L £ 7,

[<user> Properties] %A 7 1 77K v 7 AR E 77,

[BETT«AR]%7%27 U 27 L, [CiscoAV/Pair] EMEZEIR L, [fE] 1 T
shell:domains = <domain>/<role>/,<domain>// role| : AJJLF 7,

7LC k 25i\ CiscoAVPair 0)1@75> shell:domains = solar/admin/, common// read-all (16001)
THDHYE, solar lTEF 2V T 4 FAA | admin T solar EWVVHIEF 22U T 4 FAA
NCHKT D EEIABMEIRE Z D2 —H =1 5T 57—/ TH Y . common I Cisco Application
Centric Infrastructure (Cisco ACI) 7 7F > M B TH Y read-al1(16001) 1% Cisco ACI 7 F
MEBEOT XTI T 23 AR HRE Z 02— =2 5T 5 r—/1 T,

[OK] %7 U v 7 LTERZLRA L, [<user> Properties] ¥4 7 2 /Ry 7 A% L ET,

LDAP Y —/ X Cisco APIC IZT7 7 B AT A5 LY ITHESNET,
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RDBERY
Cisco APIC % LDAP 7 7 ¥ AICRE L £7,

LDAP 7 = X FH® APIC DE%E

1R BHHIIZ

» Cisco Application Centric Infrastructure (ACI) 77 7 U v 7 B3 A VA F— )L EN TV,
Application Policy Infrastructure =22 N2 —F NA T A 272> TRV, APIC 7 7 XA HZ M
RSN TOWTERICEEL TS Z &,

« LDAP h— "DHRA M EILIP 7 KL A, A—F, /Sf  FDN, X—2 DN, BLN
NAT—REFHHTELZ L,

cAPICEH T R RA v b JV—T%EHTESLZ L,

FIE

2Tw 71 APIC T, LDAP " A ¥ —%2RELFET,

LDAP 7 u /XA F—DFREIZDOWTIL, Tu X, X —ZEk+5 8 2—) 2R LTL
7230,

APICGUL DA N REFIET U AT REHO N7

T —var 4 RUT, [VATLA (System) 1> [V RTLRE (System Settings) ]>
[APIC $#:5%E (APIC Connectivity Preferences) | DIEISER LE§, fEEA T, [1 Y
N2 R (inband) [ £721X [72 b4 T2 K (ooband) | OWTF AR L £,

ATY T2 LDAP O O A Y FAAL Y B{ERRLET,

FIEIZOWTIE, GUIEZFERA LT =L AL U E2ERTS (53—) 2B T2
Sy,

RDBERY

I T, APICLDAP R EFIEIZFET T3, KIZ, APICLDAPu /A 7 /7R %T A MLE
7,
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Cisco AV K7 HRELTLNAHFETHE Y E— bk 1—¥07F 7+ L roBkEnzE [

CiscoAVR7HhHREZ L TCWLWANLERTHAH)E—F 21—
DT 74 FOEENESR

FIE

RATYT1 A=a2— =T, [BEE (Admin) ]>[FBEE (Authentication) ]1>[AAA]>[R1) > — (Policy) ]
2T EIEIRLET,

ATy 72 [YE—F21—HY—05 4> K1) — (Remoteuser login policy) ] K w7 H7 U A kh
O, [T+ b B—ILDEIY HT (Assign Default Role) ] Z#IR L £,

7 7 4V MiIE [No Login] T9~, [Assign Default Role] 47" = &, Cisco AV <7 ™K L
TWLPARRTH 22— IR/ NROFEAIY) FHMERZEN Y 2 TES, RIER AV ST,
it v — ViE FIREIC D & o 72 AV T T

ZEEAR—ZAD SO 322DV T

CiscoACI 77 7 U w7 DAPIC 2> b —F%, 22—V E2BFET A SEIE R HiEE
BT £,

FTELATGEF T2 — 4 & XA T — FA#EH &4, APIC REST API (£ APIC ([ZXf3 5% D
?&@7&?1 {%)ﬂf% }:)nunE }\ 7/%@Liﬁ— j/bi HTTPS ﬁ"fﬁﬁﬁ?j(&)éﬁ)ﬁ
TRUVIRI I L ETRVWE RSN E T,

IR TV BB TIE, b T o7 a T ICHASNABALANERENET,

DB OFFIIIMBE X —NMEA S, TOX— XL GINRE L TREICLTBL &
RN £, APICH h—7 L LUANDOBA DN EREZZET S & APIC 1% X509 FiE &
ZIEM L TBLZHR LET, BAR—ADFEIETIL, APICICKT 2T _RTHO TP
VN LLKFESNEZBARMETT, Zhux, 2—VFR TV 7 v a r TEICTFEITITD
A2 TlEdH Y £ A, BEIZIZ, Z O6E iAHC&@@#éXﬁ)7hitiT7)

#—v;yfﬁmﬁézgﬁ%@ifo_mﬁﬁf L BEEN DT LT Yy L E A
F721372 0 T FE T 7 DIZIE RSA/DSA F— %mﬁTézE#@ét@ ®HEETT,

\)

CE)  F72, VLA WBET-0I2IT HTTPS 2 A4 32 0ERH D £97,

FRREIZ X509 FE-HENR— A DBAL AT DEIIC, IROMBEZ AT N5ET L TWNDH I & ZHER
LET,

1. OpenSSL F 72 1E[AEED Y — /L& H L C X.509 GERH#E & X — 2R L £ 97,
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2. APICOu—Hh ) 22—V EERLET (m—I =PRI TIZFHARETH A HE. =
DEATIIA T a0 TT) .

3. APIC ®u— /)L 2—H|Z X.509 FFHEZBIN L E7,

EEFHEEFINEIE
ROEBFH L HR P> T ES VY,
e —H)b 2—WFFHFR—FINET, VE— b AAA 2—HF IV R—FShFEHA,
* APIC GUIIZAFAERBIEA XA VR — F LEE A,
* WebSocket & eventchannel /% X.509 E:R CIIEEL 1A,

e b= R NR=FT IV BL SNEAFET YR — S ETA, BOBAGEHELZHEL
\i‘a_O

X509 FEBAE L MR T — D &R
Fg

RAT9 1 OpenSSL =2~ K& AT LT, X509 iEE L FEX—Z2 AR LET,
11 -

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out
userabc.crt -subj '/CN=User ABC/O=Cisco Systems/C=US'

GE) e X509 EEAAENA SN S L. APIC D2—W% Fu 7 7 A UZBIS ., 40
IR SN ET, B —IT, BLEERTHIEDIZZ T4 T MZEoT
FHINET,

o FFRAEIC 1T AR F— iaiﬂfﬁi?ﬁ MEF—IEEN T ETA, AR
F—i3, HESNEEBL EZHRTH72OICAPICIZ L » THH &5 FE R E®R
Tﬁowa% NAPICIZIRFESNDH Z LEIEHY A, ZOF—ZREICL T
BIMERHY £,

RTw T2 OpenSSL ZfiH L CREHED 7 4 — L REFRLET,

1 -
$ openssl x509 -text -in userabc.crt
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
c4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
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n—nra—vonE [

Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:b5:3e:8a:32:55:ce:e9:21:2a:ff:
€0:e4:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:06:10:57:dl:ec:95:€9:86:d7:3c:99:
ce:c4:7f:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:e9:1b:25:27:cd:7d:£3:a5:8f:cf:16:a8:el:
3a:3f:68:0b:9c:7c:cb:70:09:¢c7:3f:e8:db:85:d8:
98:f6:3:70:4e€:47:2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:b1l:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

OB:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

X509v3 Authority Key Identifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/O=Cisco Systems/C=US
serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
8f:c4:9£:84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
9l:ea:cd:ae:80:16:df:16:31:3b:69:89:f7:5a:24:1f:£d:9f:
dl:d9:b2:02:41:01:b9:e9:8d:da:a8:4c:1le:eb5:9b:3e:1d:65:
84:ff:e8:ad:55:3e:90:a0:a2:fb:3e:3e:ef:c2:11:3d:1b:eb6:
f4:5e:d2:92:e8:24:61:43:59:ec:ea:d2:bb:c9:9a:7a:04:91:
8e:91:bb:9d:33:d4:28:b5:13:ce:dc:fe:c3:e5:33:97:5d:37:
cc:5f:ad:af:5a:aa:£f4:a3:a8:50:66:7d:£f4:fb:78:72:9d:56:
91:2c
[snip]

O—AJ)L A—HDETE
GUI 2R LE-0—AhIL 21— DERE L—FEEBAEDEM

FIE

ATFYFT1 A==2— =T, [ADMIN] >[AAA] ZZR L 7,
AT 72 [Navigation] <A > ® [Work] ~34 > C, [Users] & [Local Users] 7 V v 7 L%7,
AT w73 [Work] ~3A > T, [Local Users] # 7R /R L TWBZ & ZHERLET,

7 7 4/ b Tl admin = —V R FELET,
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B rithonsok 2R LEO—HL a—FotkR

ATvT4

ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

[Work] XA > C, #A7 T A arORkuy ¥y YR N&7 U 7 L, [Create Local User]
IR L ET,

[Security] # A 7 7Ry 7 AT, 2—HFIMEREFXF 2T 4 FAAL U ERINL, [Next] &
77Uy LET,

[Roles] ZA 7T ViR 7 AT, 2—FDOua—LEEIRTH-0OD0F T ar R E2T U v
s, [Next] 22U v 7 LET,

PEAEL Y A E T ITRE AR AL MR 2 R T & 9,

[User Identity] A 7 2 7R v 7 AT, IROBAEEFATLET,

a) [LoginID] 7 4 —/L KT, ID ZiBIL £,

b) [Password] 7 4 —/L RIZ/XAT— K& AN LET,

¢) [Confirm Password] 7 f —/L R C, /RAU— R&fER L £,

d) (FFvay) iEES—RAOFIEOYETE, [User Certificate Attribute] 7 ¢ —/L I, §8
AEREAED D D2 —F ID 2 A LET,

e) [Finish) %7V > 7 LE9,

[Navigation] ~4 > C, fEk L7z —F D4R Z 7 U v 27 LET, [Work] ~*A > T, [Security

Domains] fEIRKD = —F ORI H 5 [+ Fio w2 B L 7,

2—YDT 7 AMERNERENET,

[Work] ~3A > ® [User Certificates] fHIk T, —WiFHED [+]72 5% 27 U v 7 L. [Create X509

Certificate] ¥ A 727 R v 7 A TIROBEEZFEITLET,

a) [Name] 7 4 —/V NIZ, FEHEOARTZ AT LET,

b) [Data] 7 4 —/V N2, —HVIEEOFMA AT LET,

c) Submitx”7 VU v”r7 LET,

X509 fEFAEA 1 — B L 2—F HICER S E T,

Python SDK Z{ER L-0—HJL 22— DERK

FIE

0—n 2—FEERLET,
B -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni

from cobra.model.aaa import UserEp as AaaUserEp

from cobra.model.aaa import User as AaaUser

from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory

from cobra.mit.session import LoginSession

from cobra.internal.codec.jsoncodec import toJSONStr
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Python SDK %8 L7=0—n L 1—F0ks []

APIC = 'http://10.10.10.1"'
username = ‘admin’
password = ‘p@s$SwOrd’

session = LoginSession (APIC, username, password)
modir = MoDirectory(session)
modir.login()

def readFile (fileName=None, mode="r"):
if fileName is None:
return ""
fileData = ""
with open (fileName, mode) as aFile:
fileData = aFile.read()
return fileData

Use a dictionary to define the domain and a list of tuples to define
our aaaUserRoles (roleName, privType)

This can further be abstracted by doing a query to get the valid
roles, that is what the GUI does

HH = H H

userRoles = {'all': [

('aaa', 'writePriv'),
('access-admin', 'writePriv'),
('admin', 'writePriv'),
('fabric-admin', 'writePriv'),
('nw-svc-admin', 'writePriv'),
('ops', 'writePriv'),
(
(
(
(

o

'read-all', 'writePriv'),
'tenant-admin', 'writePriv'),
'tenant-ext-admin', 'writePriv'),
'vmm-admin', 'writePriv'),

] r

uni = PolUni('') # '' is the Dn string for topRoot

aaaUserEp = AaaUserEp (uni)

aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',
email='userabc@cisco.com')

aaaUser.lastName = 'BC'
aaaUser.phone = '555-111-2222"
aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')
aaaUserCert.data = readFile ("/tmp/userabc.crt™)
# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items() :

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user
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\

MEX—ZHEALEEZDEHE

FIE

ATvT1

ATy T2

ATvT3

1ash BRI

KOBHRPHABE SN TVWDELERH Y 3,
« HTTP A ¥ v K : GET, POST, DELETE
« TR I RESTAPIURI (7 =V A7 v a a5t
« POST R DA, APIC [T SN D EBEDOSA v — R
o 22— X.509 FEHEOERMITAE N S D s % —
* APIC O =— X.509 FEE D58 64

HTTP A~ K, RESTAPIURIL, Bl f u— R ZDIEFTCHEE L., 77 A MR ELE
ﬁqo

OpenSSL TEA ZFHH T 521X, ZOWEKET — 2% 7 7 A VITRGFTHLERHV ET, 20O
B TIL, 7 7 A V4 payload.txt il L £ 3, FhE F—(Tuserabekey LW D 7 7 A MZHDH Z
LITHEBELTLSES N,

51
GET 04 :

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST O :

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted",
"name": "test"}}}

payload.txt 7 7 A JMIZIE LWMEBRN G ENTND Z L ZER L E T,
ez, BIOFIETR LX) 2EEFEEHR L E3,

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

payload.txt 7 7 A /VIZIE, IRDIERDHE O HMLENH Y £7,
GET/api/class/fvTenant.json?rsp-subtree=children

payload 7 7 A W EAFNKT 2 & EITH LT A HES> TIERR L TW W2 L 2R L E£7,
il -

# cat —e payload.txt
WERIC XTI ORZIZSTL DD DR L £ T,

GET/api/class/fvTenant.json?rsp=subtree=children$
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ATv74

ATy TH

ATvT6

ATy IT1

ATvT8

wEr—zamL-Ea0iE ]

b 585, Payload. 7 7 A WEAERRL LT2 & EITHT LWVTOMERK SN 2 L 2B K L £ 7, payload
77 A IVOERRFIZH LVITOMER SN D Z 2B <ITE, RO L H7a~y REERALE
j—o

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt

OpenSSL 2 H L T, fEF—E Mo — K 77 AV EFEH L TELZFHELET,
&1

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin
ERINTZT 7 A MTIE, BEATICHITFSNIZBL R H Y £,

base64 JEAUZBEA A AL £,

£

openssl base64 -A -in payload sig.bin -out payload sig.base64

Bash ZfH L C, BAMNOLUITXTEWMV R £,
1

$ tr -d '\n' < payload sig.base64
P+OTgKO0CeAZj1l7+Gute2R1IWw80GgtzEOwsL1x8£fIXX14V79Z17
Ou8IdJHICBAW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZzmYChD6gCX3£f7q
IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjoudtdOjhf/ujGeJveRo=
GE) ZHIE. ZOREEDOERIZEI L CAPICIZEE SNDEL TT., TOMOERK
TiE, MBOBLZHAETLILENDH Y 7,

B ESUFHINICELE L, APIC NEA A n— REBAE L TR TEL L2 LET,
TDEERBLN, BRONYHF—NDY vF—L LTAPICIZEESNET,
B -

APIC-Request-Signature=P+0TgKO0CeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V792170u8IdJHICB4W6CEVAICXgkv3KaQszCICO0+Bn0703gF//BsIplZmYChD6gCX3f
79IcjGX+R6HAGGeK7k97cNhX1WEoobFPe/oajtPjOu3tdOjhf/9ujG6JIveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt
GE) ZZTHEAEND DN, IROAT v 7D x509 Gk EZ & —ViEA 7
PVl FODNIZ—EHTHLERHY £7,

B A LT APIC &@{E 3 5121%. Python SDK @ CertSession 7 7 A& L £,

WD A2 )7 Mk, ACI Python SDK @ CertSession 7 7 Azl L C, B4 & L T APIC
IZEBRT D HTIEOHITT,

i -

#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to

# their local user configuration on the APIC

from cobra.mit.session import CertSession
from cobra.mit.access import MoDirectory

def readFile (fileName=None, mode="r"):
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if fileName is None:
return ""

fileData = ""

with open(fileName, mode) as aFile:
fileData = aFile.read()

return fileData

pkey = readFile ("/tmp/userabc.key")
csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory(csession)
resp = modir.lookupByDn ('uni/fabric')
pring resp.dn
# End of script
GE) HIDO AT v 7 THA LI DN, ZDORT v 70 x509 it EZ &t — Y38
EAT V=27 FODNIZ—HTIHLERH Y T,

. >
427
Cisco Application Centric Infrastructure (ACI) 777U w7 Th Uo7 4 7%, BELSIOA

R RNERICADT AL TN ENDIUTO200EMMEA TV Mk T ENE
7,

* aaasessionlR HEEXIRA 7 T = 7 ME, Cisco Application Policy Infrastructure Controller
(APIC) APIC BLUAA v FTOA—Y =T h v voursAx/mr7y s tyia
V. BRO M7 VEFHABIFLET, CiscoACl 7 77U v 7 vy ay 77— MERE
X, RO &S tFRERFLET,

o 21—V
ey valEMMBLIEIPT FLA

« %2 A7 (telnet, HTTPS. REST 72 &)

GE)  53(1) VU —RLFE, telnet TV AR — FENTHERA,

ety g O L EX

e = VUHN a—Y—Thourroa A A M, 2= —=T WU FR
Cisco ACI1 7 7 7 U v 7 OMER ZATET 272D B, BT 7747 v—0 v
AL ET,

B 2 ¥79€R BHESLUVTHYIVTAVY
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GH k= ridn o R BIRINC R Y £, 2P
7Y RTEETH, b2 VIEEENTO S X A ~—HOHIH
(> THIREIAIC 220 1,

®* aaaModLR %ﬂ*j‘%j_7:/:£7 ]\ (i\ :L_“H“_‘ﬁ)j_7:/:£7 MC?G‘L’C???’EEE\ %J:U\
WOBBENRRE L= E B LET,

o AAA P — 308 ping FTRETARVE AL, HIRTE LTv—2 &h, T5—RFRSNE
+,

aaaSessionLR & aaaModLR Dl ST DA X2k @ 7723, CiscoAPIC ¥ ¥ — RIZIRFENET, T—
EMT Yy FENTWDHARL—VEIDETH A XAE2B25E, HWVHOMBIAEIZLa— R
NEEXINET,

\)

(X)  CiscoAPIC 7 T AKX ) — REWIET LT 4 A7 7T vy a0tk EOMIER A <2 bR
FAELESES, AV b adiikbh, 41XV a7 7228k cERSHET A,

aaaModLR MO k aaaSessionlLR %ﬁﬁ;ﬁ%j—7f/l7 }‘61\ 7 :7—1357,‘:5313&%”% (DN) T/ =T U
TEET, 772072 VE, 777V v R2KOT_XToOrY La—ReRELET, 77
7V w7 BIRD aaaModir b I — K{ET T, GUID [T 7 J1) v (Fabric) >[4~k
1) (Inventory) ]>[POD] > [[BFE (History) |>[B&ER4Y (AuditLog) | &7 v a v b AT
TX¥7, Cisco APIC GUI @ [FEFEE (History) 1>[BE&E R4 (AuditLog) | 47 = > &
THE, GULICRENTEREDAT V27 bOAXRV b u T e2FRTEET,

FEAED syslog, callhome, REST 7 =V, BLWCLI =7 AR — K A B =KX L, aaaModLR &
aaaSessionLR %fi;ﬁ%j—7f/l 7 l\ pF/gast U ?“_‘5(%@@1%2‘6‘— ]\ éﬂi")“o :0)%‘_‘5
BT AR—=NTLT7 740 R —3H0 EEA,

CiscoAPICITIE, —HDOF 7TV =7 FNETIZ VAT AREKOT — 2 OEK H 85T 5 Haa
EIN-7xViEHD FH A, 777 /7%@%&1\ aaaModLR 3 LN aaasessionlR D7 T

U 7 —& & BT syslogh— NZ2 7 AR— T 527 AR— K KRY —2FHETEET,

T AR—FENTT—ZEEHNCT — AT L, VAT LO—EERITIL AT Lo FER
DHAL N ViR— N EERT D7D TEET,

HEH—EXELTOHNERY FD—0ADIL—T v F
EGEDRRE LEHEHIEER

Cisco Application Policy Infrastructure Controller (APIC) (%, HHV—b R L L THT R Y FT—
I ~DON—T v FEHRAICRESNIEAR— oA, N BT MBI UN Ty N o Nl
SHEHERAIET D L O ICRETEET, MRy U —21%, Cisco Application Centric

Infrastructure (ACI) WNOSNH L30ut =2 RARA > b 77— (BextlnstP EHIRA 72 = 7
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TATT TR —iE, 2 b O EHERE EYIICY— NI AR — T H L
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