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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN
THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY
OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS DOCUMENTATION ARE PRESENTED WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco
software, including this product documentation, and are located at:
http://www.cisco.com/go/softwareterms.Cisco product warranty information is available at
http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
http://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in
varying stages of development and will be offered on a when-and if-available basis. Any such product or
feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for
delay in the delivery or failure to deliver any products or feature roadmap items that may be set forth in
this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in
the user interfaces of the product software, language used based on RFP documentation, or language that
is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com go trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1721R)
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L. ZOFHFmaEHL
F9, BEfE, v—h
DT RIRA B
=7 TERD 75%
T, IPv4 DIFEITIE
ARP U 7 =X k. IPv6
DFENNI AR A N—FF
HMAEHFETH, 7V
Y RAAL Y HICERE
iz RiRA > b
RFEFRY —%fH L
THEITESNET, IPT
R LU ANGINE &2 %15
Lo 25A. =0
IP7 KL ZADFHAMmITY)

WET,
[Fabric] > [External | Admin State Bh I A —T Y v
Access Policies] > 7 7'v k2L (MCP)

[Policies] > [Global] >

[MCP Instance Policy B LET,

default] i VLAN HAL T [ Ry 7 2% 412 LE [MCP %, LLDP<° STP
MCP PDU % F80{EiZ | T MR TER, MK
LET, DR IR ESESER

RIEIC K-> Tl
Shiz, oo % A
TON—T L
T, ZOF T a v
IZ. MCP 7% EPG Hfi7
TRy MEEFETE
HrolzLFET,

ACI/APIC 1 >3 —TJ =4 R[ZDW\T

VATV r—vary gy NI AU TTFTANT Ty (ACD) T—F T 7 F ¥ N TD
—Je L. Application Policy Infrastructure Controller (APIC) &FE I CWET, Zd = b
B—JIZLoT, T XNTOHRE, B, T=XV T, ~NVAOWRERIZT 7 EATEET, 7
TV hr—varral I Ao —T7x24 A (AP]) Bz -thRERRa fo—F %
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Cisco AC/APIC D FEIZDULT |
B rcmrcsos—zazizo0T

T 2E, 777V w7 BB U TCREEZIIT 7 BRAEND TR TOMEICKRDA X —
Ta2A AN LTCT 7 BATEET,

* APIC GUI

APIC GUI %, RESTAPI X v E— % RHT 5 Z LIZL - TAPIC =22 & NEIIZE
BT DHAPIC~DT TP R—=ZADT T T 4 AN A B —T A ZATT, RO 2ODE—
Kmdb v 9,

LIRTDT R Z b B— R, BUEIZS > 7 L7 APIC GUI @ KEE /o kR, AR
B, EHCHERLET, AfvTF TardrA, A F—Tzf AT T 7\,
RN —=TN—T TR T 4T 4 T 7 AL (AEP) 72 K TOFEMRR
U —HlEAFEET, K7 7 7 U v 7 ik L OVE AR O BEb 2 EBL L £
7T

s LIATOHEARET—F : VY —R31(x) ETHASINTEY, BHETHRILTWHET,
i, R — 7 T a—EGNCTH TN, U F—T = A AT, GUIE
EE—RIZXVAT V=7 b BETVOKRKBOMGT, EEE D EHIZ ACI % B4h
TEET, Yo ENZGUI AT L, MERRY O —ZRELRSTH
V=7 A= RETF Y FOBRENARETT,

APIC GUI DFEfIIC DWW Tk, [Cisco APIC Getting Started Guide, Release 3.xJ| 3 X OY [Cisco
APIC U U — R 3XFEEARGERENTA F] 2L T 7ZE0,

e NX-OS A X A )LDCLI : NX-OSAX A NDa<wy KRG A4 X —T=AA (CLI) I,
APIC OFRE, BA, BIOEMICEHTE £, 2D CLIIX, L— MIEXECE— K%
Foa~v s FE—FRolEIcEEHLNTEBY, Ze— a7 4 Xal— g E—
RCthgEdar74FXal—varyr¥7E—RoY I —REgEhEd, FHTEa~r
RIZFATL WD E—RIZL > TR 7,

Cisco APIC Z#&ET 5 NX-0S A& A /L CLI & APIC GUI O 5 &2+ 2O EE 27
BEFHIFH|IZOWTIX, NX-0S Style CLI 33 X (Y APIC GUI DiRA (73—) LT
W,

NX-OS A % A ) CLI ®FAMZ >\, [Cisco APIC NX-OS Style Command-Line Interface
Configuration Guide] ZZM L T 72& 0,

« APIC REST API : REST APl i3#Z#7Fr T H & L iz, 2> ha—JICEHIKEE~DT
JERAERMELET, ZOA U F—T A AL, GUIRCLIOEE a7 R—x N Th
D, £/, BEMELY —, TrEYa =S 22V BEOY— R RA—F 4 DE=
BT = LR — L ~DT B A RA L FTh o> THET,

APICRESTAPIL (X, REST 7 —X 7/ Fx 2T 4570/ o~F v/ A F—T xR
T, APlidJavaScript 47 ¥ =27 FOFEFL (JSON) EiTLiE~—727 v 7 5if (XML)
D RF¥F2 A &L HTTP (77 4 /4 FTlEES)) 72X HTTPS D A vt —V %517
A, IKLET, 7ul I3 7 55EaMH LT, APL A Y v REZITI MO OFiA % & T
Ay —URISON £721X XML R¥ = A v b EAEKTEET,

REST API DFEAMIZ > Tik,  [Cisco APIC REST API Configuration Guide] # &L C< 72
YN
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| Cisco ACVAPIC DEEEIZDLNT
NX-0S Style Ll 5 & U APIC 6UI iR [

NX-0S Style CLI £ & Uf APIC GUI DR &

FEARN 72— FiZ, Cisco APIC U U —2 3.0 (1) AR S E A, £DOU U —RZBWT
GULIZ 1 77 TT,

A

FE NX-0S A¥ AV CLI i L TEITSNTZFEX. APICGUIIZERRINET, TN D EHRR
TEETH, FHTGUI CHRETE W ATREENH W £, APICGUI TfThNn 7= EF (X, NX-0S
AHBANCLITERTEDHEEMENRSH D T2, HoMICOLEET SRR H Y £3, K
OB SR LTSN,

cAPICTA v Z—T A AT L D3 ﬁz%ﬁé[ﬁf’ru\ GUI & CLI Z{BIESE RN TL 72 &0,
GUI TITOILTZEREDN . NX-0OS CLI TIZE P LoBEBE L 72 W ATREME N H D £,

7= & 21X, GUI @ [Tenants] > [tenant-name] > [Application Profiles] >
[application-profile-name] > [Application EPGs] > [EPG-name] > [Static Ports] > [Deploy Static
EPG on PC, VPC, or Interface] TAA v F R— FERE LT EIRELET,

RIZ NX-OS A Z A /L@ CLI T show running-config =~ > FEFEHTH L, LLTD L D7
HhazELET,

leaf 102

interface ethernet 1/15

switchport trunk allowed vlan 201 tenant tl application apl epg epl
exit

exit

NX-OSAZANDCLITINOD A~y REffALTAZT 4 v 7 R— haRET D &,
RDOTT—=NPRELET,

apicl (config)# leaf 102

apicl (config-leaf)# interface ethernet 1/15

apicl (config-leaf-if)# switchport trunk allowed vlan 201 tenant tl application apl
epg epl

No vlan-domain associated to node 102 interface ethernetl/15 encap vlan-201

ZAUE, CLIIZ APICGUI TIEFEIT S NARVRGER H D Z & 753‘)?.“(‘?“0 show running-config
avy RIZR o T Sz~ 2 R NX-0S CLI THRET 272 9121E. VLAN R A A
URENICRE SN TV DRLERH Y £9, BOEDIAFIE GUIIZ ra%)fﬁ ENEEA,

TORIBRFAT V= FEBIRT B FIEIC OV TIZ,  TAPIC Troubleshooting Guide] @
[Troubleshooting Unwanted _ui_ Objects] & L T 72 &0,

LAV 3NEEFDERENDE— FIZDWNVT

APIC TR ED IO DED2—HY A L X —T =2 A Z(U) ZHR—FLTNDHDT, 150 UI
AL THREELIEKR L, TO%, RO Ul ZEH L TRELZEETLHHE5E. THLRNA
VEZ7aryBNBEATHET, ZI T, SHICMOAPICOZ—Y f F—T = A A %A
L7 alREMED & B 3545, APICNX-0S A X A LD CLI il L C L A ¥ 34 s 2 ik &9
HIeDOBEFEHZFIHLET,
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Cisco AC/APIC D FEIZDULT |
LAV 3SNEERORENE— FIZDWNT

APIC NX-OS A # A )L®D CLI i L C LA ¥ 34 2 R ET 2HE. IRD2HODF—F
BEIRTAHZENTEET,

« LU TFILREER = — R, APIC GUI £7-1Z REST API & AHatENH Y £H A,
« £ E (F2EHR) £— Rk, APIC GUI 5 L OVREST APL & AH#MERH D £,

WTNOBEEL., REITAEBERR N UL TRV BEHATH L EEZTIEE N,

E—FDOELWLZDIT

EHELDOEFE—RTH, WAEREILZ APLI O 13extOut 7 7 ZADA VAR L ATHALINE = T F
F7 V=2 b TL3O0utside] (F7zi% L30Out] ) NTEHZRSINE T, 2 o0F— RO T /0=
W, 20T A7V M A VAF U ADMAITHY T,

HFERE— R T FOX—I U ZIRBENTHY, CLIa~ > RIZEFERENEE A,
CLIIZ., 2No6DF TV =7 M EWNEREITHER LIRE L £,

LRI EE— R AR —F—BRELET, 4Rif&E—FOCLIZ~ > RiZiE, B
MO 130Ut 7 f —/L FARH Y £9, LB E L30ut 28 2 1IEH IO E S UEE 2 Bk 5 72
DITIT, 22— =B LAY 3IHDAPI AT V=7 F EFALZHFETHLERNH Y F
7,

\)

GE) BEIfEE—F 7 v a Ve Lo LA Y 3SMTEER DR E] &7 v a v OFIREZRE,
ZDOHA RTIE, BEBRE—FOFIEZHHAL £,

FERFES S UVHINER

HLAHC4/& T2 A AT, MFOE—R%Z2, IROFIRTLA Y 3 15w 2 R E
TAHEDIC—HIEHT 22N TEET, 772 FVRF, BIWY —7DFEDOHLE
bﬁ@v4%3%%§mﬁﬁ L 1ODFE—FENLTORETTEET,

BEEDTF > b VRE DA, HMEB L3 EPG #BLE CTE DR Y v— RKAA %, ARiffFE
E— RELEFFRE— FOoWTnice b 9, #ETIRESFNL. FFEOT T b
VRF 73, LA ¥ 3B I ST X TD /) — RERT, FEDT 7> b VRF
DAEDLRIZKH LTI 2OEF— FETFEFHT 52T, T—RNE, BR57 71
FTRALD VRE R TEZ L Z ENTE, FIBRITEH SN EEA,

-%na;ofi CiscoAPIC 7 T A X ~DEERE CHRESPRIESINE T, 0B O
BTXAHRTE L3OuEBEHET S /) —ANRNY U R N7 409 7) bREHEORERTT, BT
75>43E)d] 72880%,  lMnvalid Configuration] =7 — A v v —UNFRINET,

AR LA ¥ 3HRREIL. ROBISZERNT, MTOREE— FTHR—FSET

LA ~LTV—ER T T IAT L RAEFEH LINV—T o7 TV T E— K~
A AV aryRHDIL, 4HT&EE— FTOHREYR—NENET, AHifTE
E—REI =T 4T ETV TR EENDT T N VREOTRTOERY —7
2 v FRERTHEATL20ERH Y 7,
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| Cisco AC/APIC DEEFEIZDUNT
avosxar—vavori [

« BFERE— K CLI FEZ#H L CER SNV Y34 %y N —2 4T V27 b
(1BextOut) 1%, [ wi | THiE D401 Cisll 4L, GUI THiARW EHEHE L Ty—7 &
NEF, CLIUZ, /¥ —T A A, Frrai, b—brvwv 7 EPGHREDHEET, =
NHOIELI > hU—27 Z55ELE9, RESTAPIZ /L CEITSNIHRELH T, =
OIREEEWIEST D ENTE, CLIZN L CELRIEREZSZENTEET,

DX A TV =r NEHIBRT D FIEICOWTIE,  TAPIC Troubleshooting Guidel] @
[Troubleshooting Unwanted _ui_ Objects] Z&M LT 72 &0,

aAVvI4F¥aLl— a3 DT

EHENTREZ AT 5H &, Cisco Application Policy Infrastructure Controller ( Cisco APIC ),
Cisco APIC F= v 7 ZFATL T, BENANTH D, MAEL TN D13 T 52 L&l L%
T REFZTANLINET AN, BT 2MOLIATOMAL & Cisco APIC U —7 A1 v FIT,
PEE 2 RS D AREMAH Y T, ([TK->THEITENDF = v 7 Dk, Cisco APIC D%
EIE, VY =R Lo TRRY ETRET ORI LET, HLWY U —A1%, FEFEMIAICREE
DFAEIZT TR REPZITANLNDANS, BBOTF = v 7 2F4T T DS T E
R

BIMOKFECE L TR b Z < OEENIMZ H37-D1%, Cisco APIC U U — 2 2.3 T9, Cisco
APIC U U —2Z3.0 TlZ. VRF A L A X L A L-YLTORAN S HIH{b ST WET, fil L
LT T Cisco APIC23 DY U —ATiL, [ L:VRF A > A% A L[EL L30ut TiE, BIDOIP 7
R U 2 Z£F2[E U SVI(encap) DD AA » FARMA o Z—7 = A4 Z(SVD ialof o F—7 =
AARATAT 7 ANEERTHZIENTEEST, XA/ —=F1DOIPT FLA10.10.10.1/24 % &
FL720, A— b 1/41, VLAN (encap) 10, 8L UOVIZ2 /— K1 ®OIP 7 KL A 10.10.10.2/24
AR— b 1/43, VLAN 10 ([encap),

ZORERSVIIO DD IP T FLAERETDHE, IZL-oTE, EDIPT RLUAIL, T A
FARy 7 LTCEERNAN—T 4 VT ETRIXIGPRENH DN E I NI LTV —7 A A v
FTHEASNTWAIPT FLAZ1OZTICT A%, RENHD £, IEFITHIEL £,

A& % Cisco APIC U U —2Z 3.0, EFROBREILH Y FHEANZIT ARG, 72OICHETH-
T, Cisco Application Centric Infrastructure ( Cisco ACI1) 47 ¥ =7 b 5 /b, SVIB/NA (G
HA L E =Tz AR TR T 7 AN) TEIZERSNTND, FFEDY —7 AL v FTRIED
VRE A VAHZ AL, SVIO1DODIPT RLAZROODHLZ ENTEETELI L ZFIDIPT
RUATREMED B D 3, DV < DD DOMFED THA S 4172 Cisco APIC U U — 2 3.0,

IS OMFEED BIZE S T, BREEZITAND &, IERPMICEE 2 BE I D TRl
RERIZ, =TT —D2—FEZMEEDIL > THREDT —ZHR L E 7,
THLOWBEOFEL LT, ELWTIEHD EHAN, 23DV YV —2TIL, AL RSN
TN, REZRAFTEINEINZOPOST 13FA L EFRHAGRELTORE. B LW Cisco
APIC =T — X v bE—U0NRINET,

AREVEN BV £ M9 T2 H 5 Cisco APIC 1T IEH ITHERET D RITD/N— 3 L % BB Cisco APIC
VU —22312H000 5T, RENAGINRTL2WAEEENRH Y £9, 23V )V —R (T v 7

Cisco APIC 2AHEH 1 K. J—260x [}



Cisco ACI/APIC DZEE IO T |
B -ooxar—varonm

TL—RERIZENLE, LEBTZOXI RV ATIE, 77— 02707 v 77 1L—
RORBE AT D, Cisco APIC DEEFDFREDMAEEZFEM TE £,

Cisco APICE 7=, [JHF| T— FTiEi<., [ RAP 27 4— ] T— RCHEREEA v
R—hT2557F gzt LEST, COF T g 3, EBHOHRESRHL5E8E. RELK
BT DHEREA$EME L £ 9, Cisco APICGRED SN 72 r a7 v 2 L, Makzx —EMEOHH T
XAV TR SNk T, REAOES & Cisco APIC A2 R Do~ v REEH+ 5 & &
ICRREINTWVWDTZT— A vE—

show snapshot jobs import job
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=% =R

Rty b7y T 94 —FK

ZOFEF, WO THMEINTHET,
cHElE Yy T T U 4= RIZoOWT (11 X—Y)

ety b7y T o4 F—FIZDNT
WElYy b7 v 7 74— RF&H LT, Cisco APIC DfJlEl¥ >~ N7 v 7 & EIT L £,

« GUI 2 LT Cisco APIC IZ¥ISOTr T A vT5H &, HElty N7 v 7 w70 F—RAH
Bl F R I ET,

* Cisco APIC U U — 2 4.2(3) LARE T, GULY 4> RUDEEIZH D [V AT L
' —/L (SystemTools) 174 = (CiscoAPIC) %7 V » 7 L. [APIC release_number 0
#FHEE (What's New in APIC_release number) | 23R4 2 & #IHIREY 4 F— N7
JEATEET,

[APIC A& 3 2% (Welcometo APIC) ]V ¢4 > RURERSN, ZOREDY Y —RIZEE
2 FHERRIC BT D WA RSN E T,

WEE Yy b7 v 7 4 F—RICT 78 2T 51203, V4 RUDOAFICHS [MREY h 7Y
TR (Begin First Time Setup) ] £7-1% [MIEItE v b7 v TO#EEE (Review First Time
Setup) 127V v 7 LE7, [BREADERE (Let's Configure the Basics) ] 7 1 > RUMNERE
AL, Cisco APIC OFREICEM TE Dl # D<= ~D U 7 PR ENET,

D7 EH 1 DDOBGP/L— b U 7 L7 B EGHYIMIRENTE TT 5 &, [V #8417 (Proceed
toSummary) 1ARZ UBREMTRD E£T, REOI~ Y —F A NERRTDHITIE, ZORF
Vw7 LET, BMOZANLN[LUTHNEEATTH (YouMightwantto...) JLHLOTF
WCERSNET, . INOOBEMMNE Yy 71347 > a TR, #RsnEd,

WROETIE, ZOT 42 RUNLHATE 2K EN— Y OFEMI OV THHAL £,

Cisco APIC 2AHEH 1 K. J—260x [}



wEty r7y T4 H—F |
. [Fabric Membership (77 Y w9 A= v 7)) |

[Fabric Membership (777U v9 AnN—97F) ]

[Z77Uvy9 A28—2y T (FabricMembership) ]V 4 > RO A LT, ACL7 77U v
Tk o THHENTZ) —T7BIOARS VAL v TF 2B LET, Ny 7 A SH T
LVITNEZEMERLTC, V=T AL v F AR,V AL v FEHT7 77 Y v 7 IZFHTE
m¥Tsz b TcEET,

\}

GE) DRty 200V —T AL vFL2ODANR, Y AL v TFBBEETHZ E2HRLET,
WEYEy b T 7 94— FREED DT, P EB 120D —7 AL vF L1 HOD AN
A AL v T EREETALERDHY £97,

[Z77Uv9 A2N—3w T (Fabric Membership) 17 1 > KD IZiZ, RDO2H5DF 7 v =
URH Y ET,
cRRHEH 2Ot a TR, LB INTERRBEEDO AL v FIZHOWTH LE
T, THHD/—FKDO/—FIDIX0OT, IP7T FLAIIHY 8 A,

cBEBREH OB I T3 T ACI 7 7 7 v 7 ITRBEENTVDTRTD AL vFIT
BT o maf L9,

WDONWTININDFTETAL v F 2BHFETEET,

« AL v F ) [HREFEH (Discovered) | &7 v a NNIERENTWDLERIL, TOAL v F
DORIZH D [BEk (Register) | RZ > %227 Vw7 LT, [Z7TUVY J—F A2NnN—D
{ER% (Create FabricNode Member) 17 1> KU ZB& 4, oA, [[Ry FID (Pod
ID) ] 74—V K& [P F7ILES (SerialNumber) 1 7 4 — 2 Rix[Z7FUvo /—F
A 2 IN\—D1YERK (Create Fabric Node Member) 1 7 « > RUICHEIWIC A S ET,

« A v F ) [HRHEFEH (Discovered) | B2 v a VCEREINBRWGEEIT, [TV a v
(Action) 1 742> (%) 227V vZ L, Rayv7Zor VAN [Z7TUvY
J— K A 2/\—®D4ER (Create Fabric Node Member) ] Z38R L £,

[Z7TYUvy /—FK A2/\—®DO1ERL (Create Fabric Node Member) 17 ¢ > KT, kDO

MEADLET,
J4—ILFK ERE
Ry K ID ) — RINFAET DRy RERHFTELET,

DY TILES (Serial | WEH : FiLWAAL v FDOL Y TAEEEZ AN LET,
Number)
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| #EtY b7y T o=k

gz |

J4—ILF

HRE

/ — F ID (Node
ID)

WA 100 L EOEFTE A LET, MO 100ID 1%, APIC T 77 A
TUA ) —ROEDIZTFRENTWET,

GE) V=7 ) —=RERNRAL v ) — RITIZB R D ETFEOT5H 2
EEBEIMLET, & XIE, 100 DFEFHOF S —7
(1 = 101, 102) & 200 OFEPHDOZ 5 A 34 > (fi : 201,
202),

GE) J—RIDBEID Y Toh-%iL, BHTEEdrA, /—F
N [B8%FH / — K (Registered Nodes)] % 7 #IZiBN S iz
%, XOITELEZ V7 L, [/ —FETvYBDOERE (Edit
Node and Rack Name)] Z# @R L T/ — R HH TE £ 7,

Switch Name

leafl FE 7213 spine3 72 ED /) — N4,

/—K %47 (Node
Type)

FoLTonie /) — FOKEZRIRLET, ROFTTarndy %

o

el

* leaf

VEICIE U T, OBy 7 ZADWTFNhE2F I LET,
. IJ:E_|~
- %8
HEE2)—7

* spine
VENG U T, OBy 7 A%F AL ET,
- %8

» unknown

[Z77Uvy /—F

A U IN—DHERL (Create Fabric Node Member) 17 ¢ > R Tz A

JIL7=6, BEE (Submit) (227 Uy 27 L, [Z77Uwd A2x—2y T (Fabric
Membership) ] T [#t4T (Continue) 1% 727 U > 7 LT, #lty v7 v 7 74— KORD
74 RUICERET,

[ AT/ FEHE (Outof Band Management) 1V 4> KU ZEH LT, 7w b7 v
K (O0OB) *v hT—2 Il THV —7 AL v F, AL AL vF BILWAPIC / —
ROEHA L H—T oA APT RLAZHKRELET, O/ —FE2EIRLT, IPT7T FL XA
DOENY Y TEHBLET,
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B oec~r

vVPC X7

BGP

wEtEy b7 T va—F |

\)

GE) fEty 7Ty o4 F—RiE, 77 AT REBRAICELERESN TN — RD##

IR HET,

WRDT 44—V RIZTF— b T =2A DT RLRAZANTDHE, &N/ —RZTEIZIPT R
ARNEHMICIRESINET,

cIPVAST— oA T A TN REHEHER LIZAMNER v U — 27 ~Oi@(EH D1Pv4
TNV N =T T RLA,

cIPV6 T — bz A T TN REHEMER LIS Y U — 27 ~0iE(E H DIPv6
TN TF—=hT A T RLA,

UBMEIC L5 7 4 0% (Filter by attributes) | Ik Tik, i/ — REBEETT 4 L Z 4L
PCTEET, T7U LT REBAICERETHIOICER L) — REEET 2545813, [k
& (Edit) 1227V v7 LT,

[RET S (Save) 227 Vv 7 L, ity b7 v 7 U4 F—=FOKROY 4 FUIERE
ﬁ‘o

[y b7y T -vPCR7 (Setup-vPCPairs) ]V 4> KV, 777V v 7 A v— /—R
T RBRA L FEEH LTI A—F DA R — ) — REWRANCHER T 5 72D L £,

UBMEIZ X 57 ¢ L% (Filter by attributes) | fHI T, BMEIZ K> TVPC T 27 4 V&Y 7
TEET, VPCRT ZHET HIOICER LT-vPC T 2L FT 5561, [HwE (Edit) 1%
7V w7 LET,

VPC T HRAf T, [T T3> (Actions) ] Fay 7 & oy U ANEZRBL, [VPC ) —
7 A v F RF7 DR (Create vPC Leaf Switch Pair) ]. [VPC 1) —2 R A v F R7 DHI&

(Delete vPC Leaf Switch Pair) ]. [T RXTH > aO—FK (Download All) 1. £z [Pz
9k RA+7 759 TEH < (Openin Object Store Browser) | Z 3R L £,

[(RTFET S (Save) 1227 Vw7 L, Aty b7 v 7 U4 P—=RORDY 1 FUIZHERE
R

BGP V4 RUZfEHALT, ACLZ777 Uy 7DONL—hK UTZVLIHEREL, w/LF7m b
2)LBGP (MP-BGP) Z#HLTTZ 77U v 7 NIIHAEL— 2B LET, ACL7 77V v
TDON—K VT VLI EZEFENTDHE, IRy T =7 ~DEERERETEET,
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| #EEY F7 YT HaH—F

ons i

\)

GE) A—hUTVLIHELTRETDHDANSNM VAL v T ERIRLET, HlEEy N T v 70—
FaEHED DT, PR LB 10— T L7 B E2RETINENSY T, 207 1
R DT =T WAL A v FPERRSNRWVIGEIE, AL v TFRIELWHE A 7 TRERS
NTWDED, APICIZE > THRHI SN TWA Z L2 MR LET,

[BGP] 7V 4> RUT, =k VT L7 ZELTHMAT AN, Y 2L v FOMITH LR v 7
AxF AL, [BEEYRTLES (Autonomous System Number) ] 7 4 —/L RIZZ D A /3A
v ALy FDASN Z# A LET, [&RFEL THAT (Saveand Continue) 1427 VU > 27 L, I
Ty N T v T U4 = RKOKRDOY 4 v RUZERET,

DNS

DNS V4> RUZMHLT, V=7 AAf vF, AAf 2 AL vTF BLOAPIC /— KM
DNS 4 ZHETEB L HICDNS b— LB RA AL U &2FELE T, O0B #Hftid DNS &5
R ENET,

\}

GE) WiElty hT vy 7 U4 HF—RiZ, TIAILFDODNSAKRY > —TDNS #—,3L DNS R A A >
EHRELFET,

DNS $— %5 ET HIZIL, [DNS #—,3 (DNS Servers) |fEKT[+] 227 U v 7 L, KOG
WaEASILET,

T RLR: Fuaf X7 RLRAE A LET,

CHFE  ELETATOANAL XL LTIOT RLARKERBEA L., Fov IRy 7 A%t
ZLET,

CRAT—HRR BEBERDODAT —H AL F 1,
[E#H (Update) 1227V v 7 L, MBS LTIOT BB AEEY KL CTBIO DNS H—
FHRELET,

FRERE RAA VEBRET HITIE, [FAA DFiFk (SearchDomains) [FEIKT[+] %7 U > 7 L,
ROTEREANTILET,

« ZHI: KAA 4 (ciscocom) ZATILET,

T IHIE : Fxv IR T AEFNILT, TORAAL L ET 740 RAAL AT LE
T, 774NV EELTIRETED RAL VAL 1 DETTY,

CRT—R R REERDAT —HF Ak LE T,

[E# (Update) 127 Vv 7 L, REIGLTZOT 0 A%Z#0 KL TBEBMOMRE KA A >
ke LET,
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- G

NTP

JAax

MEtY b7y T4 —F |

[DNS #—~ (DNSServers) |7 —7/VEZIL[ KA A D& (Search Domains) |7 — 7 /L
by MU AHIBRT 212X, HIBRT 2= MU EBRL, 20T —TNVOIAIF/T A2 %)
Uy 7 LET,

[fR7F L THE1T (SaveandContinue) 1227 Vv 27 L, #IfiEy 7 v 7 U4 = RORD Y 4«
v RTIICHERE T,

NTP 74 v FURERLTHA LY =0 EBREL, V=T A vF AL A vF,. B
S OAPIC / — REHREEZARICFET 2 K5I NTP h— %% ) 4-TEJ, O0B #Hiix
NTP BfFICfEH I N ET,

)

G Wiy v T o7 o4V =Rt TIHILEDONIPRY o —TH—RE2RELET,

[ (Display Format) [fHI& T, [locall %2 V v 7 L CHAF &R A — v Z A4 LY —
VIERTERT D0, [ute] 27 U v 7 LTHAMN ERZIZUTC Z A LY — B CTRRLET,
7 7 # v hiX [local] T,

EFEC [local] 2R L= AL, [#A &Y —> (Time Zone) ] fHIK T, Ko v 7% 7 KE]
VI LTRAALVDEA L=V EEBIRLET, Ry XUy A=a—fHRICATI L
T, K7 EZ oo AT vare7 4B ) 73528 TEET, 7740 MI[BER
B (Coordinated Universal Time) ] T,

NTP B — " EZRIET DX, [NTP H—,% (NTP Servers) |FEHIKCT[+] %22 U v 27 L, KOIEHR
EANLET,

« ;RR &/IPAddress : NTP #—/ SDRA ML 1P T RLAZ AN LET,

HE O T A X ERT D25 AL, RBEETE S NTP FELIRO [FHE
(Preferred) | F=v 7Ry A%tz LET,

cRAT—RR HEBEROAT —H AL ET,
[E#F (Update) 127V v 7 L, HEISLTZOT o A%#0 K L TGEIMO NTP H—3
ERELET,

NTP — X F—T bz b ZHIBRT 5120, HIBRT2= hUZBIRL, 20T —7
NDOIIETAarr )y LET,

[f#7%F L THAT (SaveandContinue) ]2 27 Vv 7 L, #iflt >y b7 v 7 7 4 F—FDOKRD T ¢
Y RUICERET,

[FBX (Proxy) 1V 4> KU &HEHA LT, HTTP £72X HTTPS 7' 2 % R U > — %4k L
9, RET D L. —H D Cisco Cloud Application Policy Infrastructure Controller (APIC) F¥%HE
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| #EtY b7y T o=k
Ja—NILEE .

FIZ Cisco Intersight #5572 E DA 2 —F3 > b 77 B A ZNLE LT HEEEN. HTTP 721X
HTTPS 7 X %ML ChT7 7 4 v/ &R ELET, FBMIZ OV TIE, CiscoAPIC v AT A
BHERENTA 2SR L TIES,

» ~ E I_|_I
) O—/N\JLEXTE
[’ B—/NLERRE (Global Configurations) ] 7«4 > RUZBEH LT, FFEOTY 72K E L F
9, Z4UE, Cisco Application Centric Infrastructure (ACI) 77 7' U v 7 OHlalt v K7 v 7'
DAL TZ 774 AL LTHRINET, [OK]Z2 Y v 7 LET, ROFEEZHRES L%
N TEID,
TRy b Fxvs (173—)
o RAAL URGE (18 X—2)
s TR ST L— b ORIV AT AL HRIV AT A (18 X—)
«IP T— U 7 OEFIREE (18 X—)
« RIEZ2 2 RARA > bl (18 ~<—)

¢« COOP /' /L—7RY v— (19 2—3)

\}

G Zovsr RyO—HOEIL, [Fabric Wide Setting Policy]~<—73” ([System] [System Settings]
[Fabric-Wide Settings]) T T& % [Subnet Check]$ & U [Domain Validation] D% & 72 &, FIE]
Ty Ny TRICGRETEET, >>7EL, HEEY MYy 7RICINOGOREEITO &,
L DOBEAF O E TN AET DR SV £7, L2, [Z7 7V vIL2EDHRER
1) & — (Fabric Wide Setting Policy) ] <—>TC[¥ 7%y b Fx vy Di#EMA (Enforce Subnet
Check) 1 BL O FA A UREEM#EA (Enforce Domain Validation) | DR & BT 5 &
AV B =T 2 A RAETNIEPGIZAZ T 4 v 7 IZEID JTHNAR— MR Y > —F = —
IRV S BRIEW A D L30ut #0N UIM S D FREMEDNH D T,

IRy NFIvy

ZOMEETIE, 25 VRF TRESNTET T Ry FOS DFEVMOTTOVRF TiX, IP7T
RN U RZPE NN 20 £,

ZOBEREIE, CiscoACIO B IPT KL AZRT =2 FL—Vipb Ty FRA v b e LTHEE L
BE. VREA VAZ A LUV TH TRy bOF v 7 HEALEST, 20O+ 7 g &4
ST BE, 7TV v iE, TV vY RALCTHRENTZLOUNDY TRy b b O
IP7 RLAZFE L0 ET, ZOKEZX, ZOX27R2v T VAT, 777V v rRnxy
RARA V MEHREFZEH LRWE I LET,

[#EF (Enforce) |DEIZHLT = v I/ Ry I A AN LT, V7 %y b Fov I/ ¥iEEH
i LE9,
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B yo—oes

MEtY b7y T4 —F |

KA A UHREE

COMEEIX. RAET 4 v 7 RABBEMENTWAN, KA A U0 EPGIZEHEMIT ST\
WA = v 7 2 F(TLET,

B E, AXT 47 NARNEPGIZBMENTWD & EITHFET = v 7 BNFEfT S, /%
AWM EPGIZEHEAMIT HNTWDE RASL O THLIHBILET, ZOKRY —ouwEf#
I, 777V v 7 2KTT, ZRELEE, R —THENE) —T A v FITT v a
ENFET,

(@A (Enforce) |OHEDF = v 7Ry 7 A% AT LT, RAAL UBGEEREEZ AN LT,
ZIUTRSHERE I N TV ET,

BEREASINFIL—FOFESRATLNGHES AT LA

T, IS-ISIZTARTA AR — SN — MIFEHENTWAISIS A RY » 7 T, 20D
G arTe4 (FR) REOA RN v 7 (6372F) ZRET H &L CiscoACI TIFHT LA
WA TNUN—T AT A N—=T 2 VARERSINDE T, A v TFIFLE LT AL D
DN— NEBETEET,

[IS-1IS A kYo (US-ISmetric) | 7 ¢ —/L NIZ#8 /2 EEZ A LET,

IPT—2 T DEBRKE

ZORY —EHNMNITHE, CiscoACI TIHHIP T RLURAZHBNTEBHIL, REHOT KL
AR E—V 7 Ty M CTEET, TRLUANOSGE, REFADOIP 7 KL AL, R—2
MAC 7 RLUARHIREINIC 25 ETHERESN-F IRV ET, 2TV E—h =2 RRA
Y MIITRBLEREA,

Bhiga, Po—Y 7 R v—ik, = FRA M EORFBEHAOIp 7 NL 22—
JLET, ZOWRRTIZ, IP=—Y 07 R —E, = RRA 2 bDIP T KL A& B
% ARP ZR (IPv4) & 1A N—H55 (IPv6) ZiXE L ET, WEDEES N TWRWEAE, K
Uy—IIRFEHDOIPs 7T L 22—V 7 LET,

TDT 4=V ROF T g AT D EBY TT,
W T IAI FRE, CisCOAPICTIH, IPT—S U9 RY—ZFERLET,
e BH% : Cisco APIC 1P =— 0 7 RY O— 5B LUFE T,

ZOWREEZAMNIT HZ LM BEID LET,

FELGIT Y RRA 2 ~OFIE

RERTZRRA L ME, V=T A v FEHBIIKEL, B2V —7 2 vF R— T
Ny NEBDIRLUIFAL, 8021Q% 7 E2EH L (=2 RFRA Y MOBEiZ=I 2L — 1) |
ZOREFR, IP 7 RL AL MAC 7 RL AN 2 BPG &A— hTHRlICFHE I ET, A
ENWCEVHEEIZIP T L AL MAC T RUANET (BEIT5) ShbZ Lz 7,

RIET Y RARA » FHIEREEE I, Z OMEFrEICHL L £4, ZORY —Z2FHIT5 &,
Cisco ACI TRIERT Y RARA v MR L CHIBRTE £,
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| #EtY b7y T o=k
Ja—NILEE .

DT 4=V ROF T g ATIRD EBY T,

cHER T 7 4V FEIE, Cisco APIC 1%, RIERT Y RRA v MR Y o —2 845 L%
7,

« HZ : Cisco APIC %, RIET Y RaRA > MHIEIR Y > — 2R L E9,

COMREEEZAMCT L L 2B LET,

[RIE EP #HifF® (Rogue EP Detection Interval) ]. [FIE EP #Hf551% % (Rogue EP Detection
Multiplication Factor) ]. [{&#fFE (Hold Interval) 172 K O RIEx= Y RaRA > M OB
Elx, [T FRA > hFlfE (EndpointControls) 1733 bHCTE 9, [TV KRSV b
#1480 (EndpointControls) 1/S%/WICT 7 A4 5I1T1E, A=a2— —T[YRFL (System) 1>
[ R T LERTE (System Settings) 1> [T > KR4 > M4 (Endpoint Controls) 1% 2 U v 7

L. [#IE EP %l (Rogue EP Control) ] %7 %27 U v 7 L%,

W2, [T RARA > +#fE (Endpoint Controls) 17 « > R @ [AIE EP #lf#1 (Rogue EP
Control) 1 ¥ 7D7 4 —/V KOFNRT 74/ MiREE R LET,

« FIE EP R : BMEIZ 0 — 65535 7T, F 7 4/ MEIZ 60 T,
« FIF EP BB EMIRS : A% 7lHiX 2 — 65535 T, &7 4/ MEIF4TT,

o« GREFEFRA - 5.2(1) BEUN5.2(2) U U — A TiE, AR72MEIL 1800 — 3600 F2CF, 5.2(3) U
U —ALIKE, A507eA#1E 300 — 3600 F> CT9, 7 7 4/ ML 1800 TI,

COOP 7' )L— TR o —

Ty BT R (= a yBEOWID) AN, T a Rk UsET H 720, Council of
Oracles Protocol (COOP) %M LEd, U—7 AA v FIL, Zero Message Queue (ZMQ) %
BEHLT, = RARA U N T RUAE#RE A1 2 AL v F [Oracle] IZHRIELET, A/3A
v )= FRTETLTWVD COOPIZL-T, §R_RTDANRSL Y )= KR RRA LV FO—H
Licabt—t, vy b7 F—=E_X=2OGFHERERFHF L TWDL Z L2 LE T,

COOP 7’11 k aLid, D 25D ZIMQ BFEE— F& VAR —F LET,

. E#ﬁﬁ@ AT F 75V RRE, COOP L. A vEB—THRkdD -2 MD5 ik L U3¢
FORE ZMQ BSOmM 22T ANET,

\}

GEX)  Cisco APIC IZ. COOP ® MD5 /XA T — K& LTEHENS F—
I UREBLET, 0O —2 %, Cisco APIC 1 B Z & 12 H
e —7—Tar3nNET, ZO =7 EIERTEFER
/L/o

s B&Z 2 A4 7 . COOP | MDS §8iE ZMQ Bt D A %7 Al L £9,

COOP /' V—7" R v —0D [BRZE R A4 7 (Strict Type) | RE &M HELEL 97,
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4.
=% =R

A—YF7HOER, BIABSELVTHOUT+«
2l

ZDEIL, WORNETHERINTOET,

T U EBAMED T — Y 7 u—DIFEGR (21 X—)

s =W T IR BABIOT T 47 (22 3—)

cm Ty RALY (24 X—=2)

s T A B—2 TS5 (28 —2)

s —H) 2—FOFE (33 —)

c JE—h 2—FDOEE (362—)

* Cisco AVPair Zffi ] L 7= APIC 7 7 = 2 fH® Windows Server 2012 LDAP OFRE (42 ~_X—
V)

« LDAP 7 7 & Z D APIC DF#E (44 ~—2)

* Cisco AV XT NRFELTHWDLHNAERTHDL Y E— b 22— DT 74 /L F OEEDOZEH
(45 =—)

e B R—ADNT U T gl T (45 =)

T AT T 4T (52 %—)

e HEHV—E AL LTOIER Y NT—7 ~DI—T v REEGORRA & #aHE#R (53 2—
V)

TOEAEDT—- 7 0—DKEFER

Cisco Application Centric Infrastructure (ACI) RBAC D/L—UIZ X > T, 777V v 7 &2{Kk~D7T
TR REBMNT D, —H~OT 7B RZHIRLET, L& X XT A2 =T
TAHDY —T7 AL v FEHRETDHITIE, v A LT DEE D infra RAA 2395
MEREZFH S TWDIRERHY 4, T 74NV MTIE, 7F 2 MEEHZ X infra FAA Tx
LHERZFFo TWERT A, ZOEAE, V=7 AL vy FIZHR SN TNDLRT A Z L H—1D
FERZFE L TWA T MEBEFIL, TODICKNERT X COTFIEELFEITTHZ LILTE
FHA, T MEEEIL, infra RAA NIKTDHEREZFS>TNWDL 7770 v 7 EHE L
HETOVERHY ET, 777V v VEHEIL T MEHENACLY —7 AL v FI
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A-—HTFTHIER BEASLUTHYVTF4V5 |
B = +»75ex gassvrrvrs oy

B S NT=RT AN P —NEFHT T ) r— gy R U—%8 AT 5703
HAAL FHRER) T —%vy v T v 7 LET,

A—HTF7I0EX, BRABEUVCTHOT42T

Application Policy Infrastructure Controller (APIC) 7K U 3 —{%, Cisco Application Centric
Infrastructure (ACI) 7 7 7'V v 7 OFFE, @Br], BLOT U T 17 (AAA) HERELE
BLET, 2—PHR, m—1, BLORAL L ET 7 B ARROMEKEMAEGDED Z L1
0. BHEEIIMGLE NI HETERNS ATV =7 b LUV T AAABREZRET 52 &
WTEET, ZhHORIEIX, RESTAPL, CLI, 7213 GUI il L THFITTE £,

\)

GE) wmlAy RAAL AR LTFEBRAD ZLITTERVEWIBEMOBIRNAH Y £, £/,
n7A v AL La— P22 bEXFHIT 64 XFHBAL 2 LITTEEH A,

RILFTF2 rOYER—F

=17 Application Policy Infrastructure Controller (APIC) OWNIi7T—4% 727 A 2> krn—/IL &~
AT LZRY, v ATF Ty MR RE S, T METOREAEROIRRABL 1 S E
T B /EEIAZOHKINC LY, TF o M X DMoT F o FoORE, #aHEH, EE,
FRFANS N T2 OB S E T, FHEIC L o THAID HERNED YT Hik
WERY . Ty MET 7 7Y v 7 OFRGE, R — BEHEW. BE, EiEA N0 omiA
o sl S ivE 4,

A—HFTF7OEvRX A=), ¥R, Ex¥a2UT4 FAAY

APIC CTit, n— X=X 77X 2> he—/L (RBAC) &/ L C2—HF DO — L~ TT
72 ARRMEE N E T, Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 = —H% %, &
R BTV ET,

CHFIERFEZIIAZ L 0 —)b, 2—PFIZED B TENZ1OLL EDOMHERDE v h T,
cHEROE Y b, 2—FNRT 7 AT LEHENRAT V=7 b (MO) Z2RELET,
e — )LV LDMERF AT TR L, BAHARDEH, AR /EE AL

e A—WPRT 7B ATEHEHERY U — MIT) D—# 250+ 2515 Eovrda U7 4
KA BT

A—JL &HERR

MEFRIZ Y AT AN DR EOREREIC KT 27 7 2 AMEEHIEILET, ACL7 77V v 7%, &8
RKBAT =227 b (MO) LSV TT 7 BAMEREZERLET, 7 XCOAT V=7 I, B
BELY AREZRAEIRD U A N & EEIALFRESRMERD U A M 2R L TWET, KT OREIC

[ CiscoAPIC AR EH A K. 1 —Z6.0x



| 2—9 7912 BESLVTHI T

21— 7oex:a—L, w8, v¥au7c KA1 [

KIGTHTXTOFT V=7 ML, FOEIEOTAIY F/i3EZIAL Y X ORI 5-
SnET, ﬁ7/17hiﬁM@%%_ﬁm¢é%Aﬁ%étb FDU A MIFEOHER
@aiﬂfwé%A#%Di# MERRA G Do — A na—P B Yo b e, TDa2—W

T, A VR NRFHAD 77 B AZEETHHEEA TV h~DOFAEY T 7 & A

7I%ﬁ fHESH, EXRABY A IPREZIRBRT VAL ET LA TV =27 b~DFEZIRLT 7
T AMEBPTESET,

7oL 21X, [fabric-equipment) I, MELT7 7 7V v 7 NOKEIKHET 2T X TOFT V=7
b ~DT 7 A EHIEHT D2HR T, W7 77U v 7 NOBSRICHINT 247 =7 b

( TeqptBoard) 72 &) 1Zi%, H#tE Y A MT [fabric-equipment] 3% E£4VE T, TegptBoard] A
7= ME, [fabric-equipment] HEFRDFEATY BEHT 7B A%ZFFrRI L £, [fabric-admin]
7o EOMEIR Tabric-equipment] 23D ¥ THNTWB 22— (2L, TeqptBoard)] A7 =7 k

\)

DB GHT 78 R0 E TNOOEGRA T V=7 b~DOT 7 ARG ENET,

6=

—Eor =IO —ABNEENTWET, ExiX, 7 NEEE, 7T v o E
HE., 77 2AEHERL D admin) 2—/WiE, RIURNR—2L%2Foa— LD 7 )L—7T
9, 72& 23X, laccess-admin] (% laccess-connectivity] . [access-equipment] .

laccess-protocol| . F LN Tlaccess-qos) D7 /L—7"C, [FAFRIZ, tenant-adminiX [7F > b |
NR—=2Du—/)LDF)—"7"T, fabric-adminlL 777V vV | "R—=Z2ADa—1D I )N—7T
7

fadmin| B —/UITIZT X TCOMERENPEENE T,

7 — )L EMERRDEEHNIC OV TIE. TAPIC v — L EH#EfR~ U 7 2] 2R LT F X0,

tXa)Ta ALY

X2 UT 4 RAAL L, ACIMIT A7V =7 MO EDOY 7 U —IZBEEAT S
27T, X TN IDOTF b Teommon) 121X KA A 2 & 7 common AAMFUNT U
F9, [FAERIZ, BBk RAA 2 7 a1 085, MITAZ7 V=27 MY U —2EREENET,
BHEIX. MITA 7 V=7 MBI AT L RAAL L X7 HEH L TCHZEnTEET, -
ExE, BHEAET Tsolar) EWHLRIDOTF 2 MIRAAL L X T Tsolar)] ZEVYTHZ LN
TExFEJd, MITHNTIE, BFEDA TVl NI EXR2 VT 4 RAAL L ELTHETFHITT
XFET, X, THFUMNIEXF 2T 4 AL ELTHITHTTAHZENTEETN,
TFINOAFT V27 METEERE A,

N

GE)

TX2 VT 4 RAAL U D/RAY — RGRE/ T A —K (X [Custom Conditions] Z {ERT 57, F
7213 K Cuv S [Any Three Conditions] % 34R L TRE T& £7°,

a—YPEERLTe—LE2EY YT T, T7BAETIAEDNCRDETA, 1 DULEOEF=
V74 RASLNZFEDO2—FEE VLB TCHZEHMETT, T4 FTIE, ACIZ7 77 v
TIZIEEFRMER SILTZR D 2 DO R AL U R EENTHET,

e all : MIT &R ~D7 7 & A& FFA]

Cisco APIC 2AHEH 1 K. J—260x [}
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B ooy rxay

\}

A-HTFIER BHESLUVTHYIUTFaT |

® Infra : 777U /7 77'{ZZ7~]€U ?/““723:\0)\ 777U /7/(\/7'?;( ]“?7?"\7@%

TV NBEXOY TV Y —~DT 72 R EFFA]

GE)

=YD T LT v VR LI WE BRI R A7 ¥ = 7 ORI BAEDSA . [DN/Class
Unauthorized to read] TiE72 < [DN/Class NotFound] W H =F—2GRENEd, 2—F D7
LF U Y VMR LRWEBRR T 7Y = 7 h~DOEXALEEOSS . THTTP 401

Unauthorized] &W9H =T —2NERENET, GUI Tix, =2—VF D7 LT ¥ /LFFR L

T a Ot BARINBRWI), ETT VR RINET,

HENCERINTE—EHOEERMNR AT o2 b VTR RAAL VCEEMT A ENTEF
T, INODT TARG—=NR=F 7 TAHZ LI TEETA, FAL COBEMTZYFR—
TBHT T ADH :

ATV 2BLOLAYIOXR Y NY— TEHENAT V=7 b
Xy hNT—7 T AN WEL, LAY 2, LAY 3, EEARY)

* Quality of Service (QoS) &RV I —

AL ACBEN T 5 2 LS TEBAT Vs MMERS NG &, 2—FlE, a—FD7 /¥
AREORANTAT V7 ME FAL L2 H BT HBERD Y ET, FAL OB BT
WOTHEETE T,

BB~ EE(VMM) AL U3 EX 2T 4 RAL L ELTH T ERTHDEA, &
X2 U7 4 RAALHNOZ—FIL, KT DX TFE VMM RA A T 78 ATEET, -
E 21X, solar EWHARIOT T MZsun EWHI X2 VT 4 RAAL DX THHFNTED,
VMM FAAL 2 sun & WO X2 YT 4 RAAL DX TR NTHWDE4E. solar 72 b
WNOZ—PIIEHDT 7 & AMERIZHES> T VMM RAAL T 78 ATEET,

OS54 KA

a7 Ay RAL L, 2—FOFERAA VEERLET, v A2 RAL L, v—H)L,
LDAP. RADIUS., TACACS+, DUO. SAML. RSA., F721X OAuth2 FBFEA W = XA ERET
%XF4, REST. CLI. F7I1ZGUINOB Y AT AT 7 BAT AL, APICICE W =—HIFIEL
WEFBGE R A A VB EIRTE £,

72L& 2iE, RESTY T U ATIL, el Ay a—FEANKRD L HICEREND LI IC2—
W4 OB SCTHN & E T,

apic:<domain>\<username>

VAT HIGUI NS T 7B AT A, APICICE VERT 52— DO RAASL D K v
By ) A FMEREE X U E T apic: domain DHEE SN2 WA, T 7 )L FDOFIE R A
A2 =R —YFLOMRBIEH SN ET,

ACI N—T 3 > 1.02x) LIFE, APIC O 7 A Y RAAL Y T —)Ny T DT 7 4/ MIa—
HNWZI2 > TWET, T 740 MBREE 2 Y — AEBREFEN EB b b IEa — VO FHIEICE
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| 2% 72122 BABLVTHIVTA VY
GU ERALTO—AL FAqoamss [

EINTEY, WAFDIEa—TVHFENT— D VERHCBEIIIC T =Ny 7 LIRWEAT
%)\ APIC |2 iD"—‘ﬁ/l/mL‘nﬂz%{%ﬁH LTT?‘EX@AZ) kﬁ‘(%i‘é—

APIC 7 4 — /WXy 7 o — N )VBGEZ T 7 B AT 5121, IROLFHNEHEHR L ET,
« GUI 75 1%, apic:fallback\username % i L £ 4,

« REST API /5 (%, apict#fallback\\username % ffi f L £,

\)

GE)  Tax— Ry alA4y RALVEFERLRNTLEEN, BET DL, VAT LA0nbR Y
7TV FSNLARENENDH Y £,

GW%E%LTD—b»PX4>€W&T%

SAML 3 LK O OAuth 2 DAY — 3—IZ L DRBFEIL. EEHED CiscoAVPair ~~— A DFEFEIZHN
Z. 2= =T N—=T D~ TN—UUFERIZESW T TN D L9 £ Lz,

1R BRI

« Cisco Application Centric Infrastructure (ACI) 7 7 7 U » 7 733% & 41, Application Policy
Infrastructure Controller (APIC) 234> 7 A 272> TEY, APIC 7 7 A X DA I LT
EFICEEL TS Z &,

B TA L RAL S, VLA VE— M= A=T S X =T =PIk L TRE
RAA ZERTEET,

FIE

RFWT1 A=a— N—T, [EE (Admin) > [AAA] DIEICRIN L E 5,
ARTwT2 Felr—rar v Ry T, [FBEE (Authentication) ] Z R L £,
ATV T3 (EESA T, [ATA4 Y FAAL Y (Login Domains) |1 % 7 &R L ET,

ATy T8 [FUar (Actions) | RZ > >[B54 2 KAAL DOYER (Create LoginDomain) 1% 7 U »
7 LET,

ATy 7S [BTA4 Y FAAL2DYER (Create Login Domain) ] i ® [—#% (General) 131 > T, &%
HELET,

o T —W =R L2 KA A 4,
Ay RAAL DA,

77TV TRARLT VAT LHEZT 47 4 (AANERIET A R) O ID % HER
THEDDOLIL, [LILL (Realm) | Ke vy X VA NMIHLA T a 0%, LIF
T INTWET,
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A-HTFIER BHESLUVTHYIUTFaT |
B cuzsmLco—nn krqvERRT S

1. FREHRADIUS 7’1 haizHAR— 35U E— F%— D7 —7125%59 5 RADIUS
7OD/§/r &\‘\——‘ 7‘/1/"—‘700

2. WFEA TACACSt 7w 2z R— 42V E—h b= D7 N—T1T54 %
TACACS+ 7 a3 X — J)L—"7,

3. FGEHALDAP V' nm ha&aHR— 250 F— NP —DTN—T12%9 5 LDAP 7
TN K — T —TF

4, FEFEFAIRSA 7o haizZHR— T2 U EF— b =D TN —FIZxT 5 RSA 7' 1
INA B T N—"F
5 FEEH®O SAML 7'vu ha/&z YR — b3 5 SAML 70 /3 A Z— 1 F— pH—sN—]

6. FSFEH OAuth2 7’&1 fh 2L &% K — F9% OAuth2 7'r/ A ¥ — U E— hF— —

G¥) LDAP, RADIUS, TACACS+MRT 74/ hDEXFa2UT 4 AV v RELTHRESN
TEY, ZOXATr 7 TRESNEHEET LIV F— J—7Ra—H
TA IR TERWGES, FRZE D T2 L DITHRIILTWARWERY | Cisco
APIC —R—TX 7 =Ny 7 a— BRI FETINERA,
Cisco APIC 23 ID ' a3 A X —(ZEET Hlolz T X v —R_—%2NE L 351
HlE. ST HT XL T RV RAZHERLET, e UREOMHERMIL. [PRT
Ly (System) ]>> [ AT LEKTE (System Setting) >>[FOF R — (Proxy
Policy) 1o FiZdh v £7, [FBF R — (Proxy Policy) ] A > T, E72
URL % [HTTP URL] £7-1Z [HTTPSURL] 7 4 —/L FIZAH L £,

ATYT6 FRENTAT L arOFFMEANLET, FREINDIA TV a A3EN T, BIRLZUVILLA
IS TNET,
BRI U7- LILLDS RADIUS 721X LDAP O4 . IROF v a U BFRENET,
s LIWLYTRALTLLTC[TIAILL (Default) 1E721X[FT a4 (Duo) 1ZBRL £,

« [R5 (Settings) 131 > C, [RADIUS (F7=[XLDAP) FO/\«4 #—m;EM (AddRADIUS
(or LDAP) Provider) 1 %27 VU v 7 LT a g ¥ —Z@&REIIERLET (EFRO [T
A4k (Default) 147> a v ZBIRLESGE) o [Tad (Duo) |47 a &R
L7241, [RADIUS (F£71=1% LDAP) FA/84 £ —®D3EM (Add RADIUS (or LDAP)
Provider) 1227 U v 7 LT a A X —Z@RINEIXMERLET,

RN U7- LILLDS TACACS* F7-1XZ RSA DS, IROF T a U RERINFT,
« [BR7E (Settings) 131 > T, [RSA (F71zI& TACACS+) TR/ A Z—miEN (Add RSA
(or TACACS+) Provider) 1 %7 U > 27 LT, 7a/\A X —%BREIIMEHRL T,
BRI U7 LILLDS SAML 7213 OAuth2 D4, RO a U RFERENET,

* [BR7E (Settings) 131 > T, [SAML (F71zI& OAuth2) 7 E/\A4 & —DFER (Select SAML
(or OAuth 2) Provider) 1 %27 U w27 LT, Y a/Af X —Z@REILER L ET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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*« [SAML (F 1=1% OAuth 2) F2EEM:#EIR (SAML (or OAuth 2) Authorization Choice) ]I
CiscoAVPair % 7z1% GroupMap DWW Iuna IR L £ 9,

* CisCOAVPair Zi®IR L7354, FMTREAEY — /3 — T E S 4172 CiscoAVpair DA/ LT
FNZHADWTHEGBE N ET, M5B IDP 725 CiscoAVPair DEZZ(ET 5 & ZHUT)s
T Cisco APIC CTixV E— b2 —VITHRZEID K TE T,

» GroupMap % #IR L7254, SMIGRAEY — N— TR SN - 7 v — T ERIC LSV T
KREINET, CiscoAPIC “C 1. AMEBIDP 20 B 2 — W — 7 N — T ERE 25T 5 L.
Cisco APIC [ZHpk SNz —V— T —TZ L RE L, TS L TY £— h 22—
PHERZEID 4 TET,

GroupMap Z ] L72A&GRIZIE, IRD 2 SDDIBMNT A —Z PLETT,

[ IL—TREM (GroupAttribute) 12 A LET, ZZCTANTHINA—T BT
IBFRRES — R —D T N —T @ E —H L T D RERH Y £3, SAML DA, 7
N—T@MIL, SAMLIAP H— R_R—IC K> TERFBEINBINED I NV—T TH— a3
DEFTE T HHLENDH Y £9, OAuth2 DA, 7 —7 @M%, OAuth2 ¥—
N=Z X > TEEEND IWT (JSONWeb F—7 ) DT N—TERE—F$ 5 M
NH E9,

Example: memberOf (used in Active directory), Groups or groups (used in ping
ID/Okta)

F72. OAuth2 DA, IDP S VN —T R ZEUNCZET DI, fHbT A2 —
7°7j§ OAuth2 7013/{/]) 5*‘*%%’(*%5‘25?%(11‘5 — & %Eﬁﬁﬁ L/'(< 71:_31/\0 @J . openid

profile groups

[A—Y— I NL—T <y 7 JIL—IL (User Group Map Rule) 1%, [2—H— FI)IL—TF
< w7 IJL—ILDEM ( Add User Group MapRule) 127 U v 27 LT, BIMLET,

[A—H—FI—TF <y TIL—ILDYER (Create User Group Map Rule) ] #&E T, &

DFFME AT LET,
1. [&AT (Name) | 74—/ Rica—¥ =T L—7 v v T I— L DO4i0TE AT L E
R

2. [#%BA (Description) 17 ¢ —/L RiZ, @HHZ AN LET,

3. [YIL—T4& (GroupName) | 7 4 —/L FiZ, 22—V —N@T 52 —H—7 /11—
TO4HI AT LET,

ZZTAN LT —HF =T —Tn, A — N2 —F— T —T L —F L

TW5Z k%%mbf<téwo_hi SRV — =D 5215 LT BREH 2

MFRET 272912 Cisco APIC IZ X » T SN E T, HRIZ, =—F—0B7T 2
:L“*‘H:**ﬁ‘ll/“* WCHSWTEREESNE T,

4, [1—4—#EBR (User Privilegles) | #f% €3 512i%., [2—H—#ERDEM (Add
User Privileges) 147 UV v 7 LE7,

Cisco APIC 2AHEH 1 K. J—260x [}
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A-HTFIER BHESLUVTHYIUTFaT |

X2 VT4 FAALUEEBMT AT, [EF2) T4 FAALDFER (Select
Security Domain) 1% 27 U v 27 LT, RSNV AL EF 2T 0 FAA
CEERLUET,

[B—JLDER (SelectRole) 1% 27V w7 LTr—/LERRL, #HRYA 7 Gt
B FFEZIAR) ZBEMT, Ty I ~v—2 %27 ) v 7 LT, HRE
2 — VBT £

5=V EZBNT 52, [A—/LOEM (AddRole) 127 U v L, HR
% BEEAF I £,

[2—#ERR DB (Add User Privileges) 17 (> Fv T, [B (Add) ] %7
Vo7 LET,

[A—Y—IIL—TF <7y T IIL—)LDiEM (Add User Group MapRule) 17 > R
<. @R (Apply) 122V v 7 LET,

ATw 71 A4 KAAL DR (Create Login Domain EE) ] T. [{#%F (Save) %27V v/ L%

o S —

ATy T
ATvT2
ATvT3
ATv74
ATvT5

1R BHEIIZ

PRERRR T v R a o a g X —wERT Dt OBE T SRR oWV TiE, BET S
abarotsvarTHBHALET,

ZET

ZOFEIHE S T, FEAER S0 haroFa g X —EERLET,

A=a2— N—T, [EE (Admin) ]>[AAA] DJAIZIEIN L E 7,

Fe s —ar v R, [EBEE (Authentication) ] Z IR L £,

{EEAA T, [FAIRA F— (Providers) ] #38RL £ 7,

[7%2 23> (Actions) |>[FB/NA F—DYERL (Create Provider) 1 %7 U > 7 LET,

Foran[FanAd F—n1ERL (CreateProvider) i T, [fRR F&/IP7 KL X (Hostname/
IPAddress) 1. [E#BA (Description) 1|Z# AJ1L., FKry 7 X7 U R G [LILL (Realm) |
Z@RIRLET, [LILL (Realm) | CHEATE 247 v a L iFko L0 TT,

* TACACS+

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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* SAML
* RSA
* OAuth 2

TaNA =T DDA T a AFETH Y, EIRLZLILAIZS U TEfL L E
T, HUINLTHEATEAF > g 0250 T3, UEOFIETELLS MBI LET,

ATvT6 (&) RADIUSIZOHEHAARE : LIV A BT XA THBRLET, [LILLYTEALT
(Realm Subtype) 1 Z®IRL £+, A7 a . [TI4I b+ (Default) 1 £7-13 [TaAt
(Duo) 1 T4, Wiz, ATFEHEELET,

¢ RADIUS ' —/R—D /X AT — R FERR D=0 9 —EXAT—RE2 AN LT X,

« [B5ZRTBE EPG M3®4R (Select Reachability EPG) 127 Vv 7 LT, =2 KAKA > 7
N—T % BN L ET,

* RADIUS D% —E AR — h&EF, FEETX HFMAIL 1 ~65535T¥, 7 74 /b MEIL 1812
<7,

cFFEET 1 hI DA T L 3 1E, [PAPL. [CHAPL. [MS-CHAP] T, Z04 7 3 i,
[T74I)L bk (Default) 1% [LILLHTA AT (RealmSubtype) ] & L CE#IR L7ZHAIC
DI, TARINET,

« RADIUS ¥ —R_—L DlF X A L7 7 b, AZNe&PHIZ0~ 60 TT, T 74/ MES5
BTt (WAWAYTEALT TN NOEE) o T 74N NI TT (LLA ST
% A7 : Duo) .

* RADIUS = RARA » MZHEERT D BEOFRITIEIE,

o B — =B A2 BT HI12IL, [A%) (Enabled) 1 F = v 7Ry 7 A% A 1T
LT, Aba—¥4E 20— &2 AN LET,

ZOFEIX., RADIUS 7 A X —FEk T, 2T, FIE 12 128ETe ERTEET,
ATy 1 (A7 a > OFET TACACS+ IO H) waEIEELET,
« TACACS+H——D /R AT — R fEDT=DICE ) —EARAT—REZ AN LTLIEE N,

« [BIZETTHE EPG D3R (Select Reachability EPG) |2 27 U v 27 LC, =Y KA 7
/l/"—7 %1%1:)_\' L\iﬁ—o

* TACACS+ DH—E A R— FEF, HETEX 2L 1 ~ 65535 TY, T 7 #+/L ML 49
*(‘\‘g—o

FFE T fha DA T a X, PAP, CHAP, MS-CHAP T9,

¢« TACACS+ H— "—L DBIEXA LT Y N, HH&EILI0~60TT, 741 M5
»Td,

* TACACS+ = RARA > MR D ERO AT,

Cisco APIC 2AHEH 1 K. J—260x [}
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TORA F—FERET B

I — S ER A AICT B ICIE, (R (Enabled) | F = v 7 Ry s A A AL
LT, AUa—H—4 L 20— 2 AN LET,
ZOFIMEE, TACACS+ 7 m/ A F—DREMTT, T, FlER2ICGHERZ LR TEET,

ATvT8 (7> a VOFIATLDAP IZOHGEH) LIV A BT XA TEERIRLET, 7 a Ui,
[T74I)L b (Default) | 721 [Ta4 (Duo) ] T9, KIZ, AFZBEELET,

sLDAP T 4 L' 7 MU DL— kR4 (DN) .

«LDAPX—ZDN : APICNY F— b2 —V =T h v F %K T 5 LDAP — X—HND
VT T ERATY, ZAUINAT — RRREESNDHEFT T, T4V Z AR L T,
APIC 73 Cisco AVPair (2 272 DICER L TW B Ettd RO £,

* LDAP —/X—D /AT — R, HERDOTZDIZH ) —ENRXAT—REANLTLLIEEN,

* LDAP O —E AR — FH, FEETEZ HHFIT 1 ~ 65535 CTF, 7 74 /v MHIZ 389 T
‘j‘o

« [BIZETTHE EPG M:&IR (Select Reachability EPG) %27V v 27 LT, =2 RARA b7
N—T%ERLET,

* LDAP —R_—L DBEX A LT U b, AR EMIT0~60TT, 774/ I3
‘@‘a_o

« LDAP = RARA ¥ MZHEET 2 BRI TR,
«[B%h (Enable) 1 F=v 7 Ry 7 A%EA LT, SSLEAZLET,
 SSL GEFEDRRGE L~V IROAT v a rRNhHh £,

* %% : DUO LDAP SSLAEAED B D BRI AL DT Ny 7 ) T,

B FBERE CTHERT L L,

« LDAP &1,
EREEHFR, ROF T arnb 1,
¢« LDAP/ XA V' |
« )N A U— F\ttiiz
s T U NHE AT T 4 NHIL, BRREROZ L N OFBINHER S50 2 ERT D, =

PR L AL RTT, il (en=%) . ZHUT. 12U Eoenfiz gt MU 2EWLE
T, WOF T arnbhEd,

e T 7 F I B

* Microsoft Active Directory

o 57 24 A (Custom)

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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*LDAP 7 A VX ZDT7 4 —/V RIL, BIRLIZT 4 NVE XA TICHESHTHBASET
(BWABINFTarD[74N0E X AT (Filter Type) | ZiEIR LIZBAZRL) . 7
T AN N EFIR UGG, 7 4V F X cn=suserid TJ, Microsoft Active Directory % iZ&{R
L7286E. 7 4 /L XX saMaccountName=Suserid T3,

SRR — A~ ER AT B0, (AR (Enabled) | F = v/ Ry s A% AT
LT, Ala—H—g b 2T — & AN LET,

-

ZOFNEIE, LDAP 7' u A X —fERHTY, 2T, FIE 12 12T R TE ET,
ATvT9 (7> a v OFIETRSA IZ WH) wERELET,
¢ RSA = R—D/RAT— K : RO 720l 9 —ERAT—RE AL TL ZE0,

- [ZI3TTHE EPG MEIR (Select Reachability EPG) [ %2 U v~ LT, =y RFEA v b2
N—TERRLET,

* RSA O —E AR — hE5, FRETEZ DHPMIX1 ~ 65535 T9, 7 7 4/L MHEIL 1812 T
7,

*RSA = "= L DIE S A LT U~ HARREEHIL 0~ 60 BT, 774/ MISHT
e

*RSA = FARA ¥ MTHEEHET 5 B0 BT,
« ERY 7R Y — =R A ENICT HI12IE, [A%) (Enabled) | F =y 7Ry 7 AzAIZ
LT, Ata—¥—H L XAT—FEZASLET,
ZOFNEE, RSA 7w A F—HEHI T, TN T, FIH 2 ICHELZ LR TEET,
ATYvTI0 (AT arOFIATSAMLICOA@EA) L TFEEELET,
«ID 'm/3A X — (IdP) A7 =3 %, ADFS, OKTA, PING IDENTITY T,
« IDP H32fld %5 X %7 — % URL,

ADFS O4A . 1dP A % —# URL i https://<FQDN of
ADFS>/FederationMetadata/2007-06/FederationMetadata.xml &\ 9 B2 722 W £9°, OKTA
DA, IdP A X 57— % @ URL ZBf5 ¥ 512i%, Okta »— =555 7 5 SAML 77

Vor—vardD[¥ A4y (SignOn) (B2 a T, TATYT 4T 4 T ang X—
ARF—HZURLDY 7 Zar—LET,

Ping ID (2D TIE, PingID #—"—DEpkt 27 a3 (SAML 77U r—2 3 DOF)
ARFT—HURL V7 2abv—L%7,

e SAML XR—ZADHP —EADZ T 4T 4 ID,

IAP N T T A RX— M CAILE > TELINTWBEEIL., [FREERDEIR (Select Certificate
Authority) 127 U v 7 L CRIERZEIRLET,

*GUI U XA L7 b3 —, ZAULURL R72IFA v =Y AMHETY ., Z ORI, GGk

DIZDIZa—PF=NID Tu N, X —=Du A =2V XA L7 P ERDHFNCRRS
nEJ,

Cisco APIC 2AHEH 1 K. J—260x [}
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TORA F—FERET B

* SAML —NR_—L DHEEFEXA LT 7 b, ARN7HEHIL0~60FTT, 77+ NI
*(‘\‘g—(]

s Ruy 7 XU ARG [B4T /AT U XL (Signature Algorithm) ] 238 L £,
«[A%) (Enabled) | F =y 7Ry 7 AZF LT, B kSN SAML 74— 3 |
SAML JGEDEL T —3 a3, SAMLEBAER, SAMLIGEA v ®—VDEL DT T
FllE—EEREHCTEET,
ZOFNAIX, SAML ' _3A X —fHTY, 2T, FlE 12 I ENRTEET,
2FyvIN (A7 a3 OFETOAuwh2 ICOHLEH) UTFE2EELET,
¢« 7 IAT L MID:IAP LD APIC TV r—a Dy 747 2 Mikbl+,

cAPICT U —avDI 54T i —2 by b, WEROTED, bH)—EII5A4T
hy—2vLy bEATTLET,

e PR HER, b= D=V LRI, Gl AL FT,

« #ifH, OAuth2 & DU X b, #l: Topenid v 77 A /Vv] , 2—W— L —TEHE%
B3 2121E, WP 7' m A A X —THER SN Toxhc T 5 A a—7%2BMLET, il [lopenid
a7 r AN T—T]

«OIDC 7’1 k2L @ [B%hiE (Enable) ] 721X [#%hik (Disable) ] Z&#IRL 9,
«[B#Mt (Enabled) | T =v 7Ry 7 A4 LT, b—7 VOBAERIELET,

cJWKS =2 RiRA > by, b—7 VEZRAET 572D JSON Web ¥ —F v~ b (JWKS) , =
D7 4= RiE, b—7 VBELOKBIEE AN L TWBIEEICOAFRINET,

FORET Y RARA > b, IdP =2 RAA o FEEEE URL, IdP H—/ "=/ GE8r[ v R A
FEBEALET, 207 1 —/ L, OIDC 7 u h a ARERRESICDLITREINET,

=2 vz RBRA v by WP RBEA L N h—27 2D URL, IdP — "=k h—7
VU RFA L NERELET, 2O 7 41—/ RiZ, OIDC 7 u I LRER) 2 BA1Z 0
HFERENET,

FEATIC URLIAP Y —— O RBITEHEDO URL A LET, 2D 7 4+ —/L Rik, OIDC 7
a2 VNENRGRICDORERINET,

IAP 7T A4 X— K CAIZL > TELAINTWHEAIT, [RBIEHDER (Select Certificate
Authority) 1 %7V v 7 LT, RiEREZ®RLET,

[Z;ZERTAE EPG Mi#4R (Select Reachability EPG) 1% 27 U v 7 LT, =V RKRA L 7
N—THBEIRLET,

OAuth2 h—NR_—L DBEX A LT U b, Bh7e®HIZ0~60TT, T 74V MESH
-/C:‘ﬁ—o
GUI UXA L7 b —, ZIULURL /203 A v —UNARETY, ZOIERIT. RGE
DDl 2—F—NID FaXf X —0a J A o XR=IZVHE A VL7 FEINDENIERS
nE4,

L]
Tul

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ZOFNEE, OAuth2 7 r A X —ERA T, 2T, FE 121 ENTEET,
ATy 12 [RTE (Save) 1227V v 27 LET,

O—A)L A—HDETE

VOB EAZ VT N T, BEHET H UV MPRERESN, FEHFITD AT LAEHREOME—D
a—P L9, APICIE., EOMPRa— I _R—2ADT 7R ary ha—)L VAT L%
R—hLTEY, ZOVRAT LTIE, HREINDRWEHRFUNO—FE2ED, 2—F T h v
VR EISESERe—ATERTAIZEBTEET,

GUIZEALEO—AIIL A—FDEE

1R BHEIIZ
CACI 7 77U v I MFREIIL, APICa Y ha—IF B F T4 12> TEY, APICY T
AE DR SN TIEFIZEEL TS Z &,

e MEEIS LT, 22— NRT 72 TE2EX2)T 4 RALUNERENTNDLZ L, 72&
X L= T hH T R T bADT 7R RCHIBENDGE., TFH R K
AL ATFNITIS L TE T SR ET,

UTFEITHOZENTEBLAPIC 22—V THY L FEFHTEAZ L,

¢ TACACS+ 7' 1 A X —DVERL,

cX—Fy hEFaVT 4 AL TOR—IL 2—F T HY L hOER, 2—5 v
F RAAL U a11 THLHEES, FrLve—hL a—FOERICERT a7 A2 7
BT ME, alliZTVBRATE L7 77V v 7 BIEOEHETHLIVLERHY 7,
H—Fy N AL UNT T N THAEE, Bl —h )b 22— O/ERRIIAE AT
A4 THhHI ME, A=y FTF U b RAAL AT DR FLE /E
EIABT I v AMEERFFOT T NEBETHIVLENDH Y £1,

FIE

ATV Tl A=a— =T, [BEE (Admin) ]> > [AAA] DIEIZEIR L 7,
AT 72 [Navigation] ~2A T, [Users] 7 V v 27 LE7,

[Work] ~XA > T, [Local Users] # 7 &ZF R L TWAHZ L 2R LET,

ATV T3 HEFE (Work) A>T, ¥AZTAavroRay 7y VA es Yy 7 L, [A—AI
A—H DR (Create Local User) ] 23R L £,

Cisco APIC 2AHEH 1 K. J—260x [}
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B cvzemLn—»11—vozE

ATV T4 [ATFvF1>a2—5ID (STEP 1> User ldentity) ] # A 702/ Ry 7 AT, IROBMELEEFT
LET,

a) [LoginID] 7 4 —/L KT, ID ZBML£7,
n7 A4 IDIE, ROTA RTA U EHIZLTWHLRNERS Y 7,
*APICHT—ETHLMLENRDH Y 7,
« EHITRFICT HDHER D £7,
1 - R LFEMEHNTEET,
T, T —RaAT A T AL TIIE S,
2—=HTH T POEKIE, v A D EEETEEEA, 2= T T b aHlER
L. HiLWwa—F 7 hH oy MEAERT20ERH Y £7,
b) [Password] 7 4 —/V RIZ/XAU— K& A LET,
T—PRNAY — REZRET DR T, APIC I & > TUL T OREMERKRIES L E T,
« NATU— FOR/NRIT 8 XFTY,
« NAT— RORKEIL 64 LFTT,
o HLGE L TR D IR &5 05T 3 SUERE T,

« INICFE RICFA BT R OLTFHO S bR LB 3EBEOLTNEENTND
WENR DY £,

s HUCHERI CX D XA — RIIfEH L EHA,
e =PRI —PLZ T LI b DI TE £ A,

s cisco, isco, FILINLDLFHN O NEZ EEL I L0, TNHDOLFO
KXFAEOEFIZLVRESNDIERETHH- T ¥ A,

¢) [Confirm Password] 7 4 —/L R C, /RAU— R&fERLET,

d)  (EE) FEHERX—2AOEFEOHEIL, [2—YEAEDREM (User Certificate Attribute) ]
74—V RIZ, EEREAEN SO —F ID # A LET,

e) [R~ (Next) 1227V v 7 LET,

ARTY TS [FHDIY b AT—AR R (Account Status) 12> bue—Aa2fHLC2—F Th T NET 7
TATERFET VT4 7ICTEET, £, [THYY FOEMEAR (AccountExpires) ] =
Yhr— L EEH L CHDIRERECEET,

ATYT6 [RTFyTF2>Fa)F 4 (STEP2>Security) 1 A 70/ Ry 7 20 [EF2 T4 KA
4 > (SecurityDomain) ] T, 2 —HDED X2V T 4 FAA L ZIRL, R~ (Next)

Vv LET,
RT9T1 [RTvF3>0—)L (STEP3>Roles) 1 ¥ A 70/ Ry 7 AT, ROT 7 v arwFiTLE
ﬁ—o

a) [H1Z227YV >y 7 LT, 2—H%%& NAAL NBEENTET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ATvT8

GUI A L1- ssH amx—ioxE ]

by Fey7Zor VAL, 2—FOO—)LELEO—)LIERZ A TERIRNL 7,
c) [E# (Update) 127U v 7 LET,

DALY B E TR Y /B IALMER A Rt T X T,
[T (Finish) 1227V v 27 LE7T,

GUI Z{& M L 7= SSH A+ —ZREDERTE

ATy I

ATvT2

ATvT3

ATv74

ATy TH

1R BHEIIZ

cH—=F o b EFaVT 4 AL Tr— b a—F Thor FaERLET, ¥—7 v

b RAAL UM a1l THLEE, LV —D 2a—FOERICERT 0 7 A ThY
YRME AT 7B ATED 777 v BEROEHETHLINERH T, X—F
N RAL BT T b THDHEE, FrLva—h a—FOERICHER+T 07100 7
AT NI A=y b TF b FAAL ST DBRFEHI EXART 7 A
BEFOT U MNEHE THOIMLENRDH Y 1,

« UNIX =2+ R ssh-keygen Z ] L TABF—Z24m L 7,
FI7xNbOu s A RAAL T local ICRETHLENH Y £77,

FIE

A= 2— =T, [EEE (Admin) 1>[21—H— (Users) ] #ER L, [A—HJL (Local) ]
ATPEREINTND Z L EfERLET,
EEAL T, FHANMER LIz —Y—D4Hi2 27 ) v 7 LET,

2P BT A RE G T ¢ v R BSAIIC R RSN ET,

[ (Details) 174 2> %2V v/ +5E, HLOEREC L BX0a—F—DaEMns
RENET,

THMEIZAZ a—)L LT SSH ZREFOFEMA MR L E£9,
fRE (Edit) 171222V vr+5e. E. Broa—hiLi—4—0FE (EditLocal
User) | HEiE/AERSHET, LB U T, SSHOFMELECTX £,

GE) VE—htnr—raiZFZura—RT5729H0 SSH EX—7 7 A )V EERRT
HI21E, A==2—_—T, [Z74I)%E (Firmware) |>[2RXRIDHFrO—F
(Download Tasks) ] % BB L £,

[fR7FE (Save) 127V v 7 LET,

Cisco APIC 2AHEH 1 K. J—260x [}



A—FT7IER BABLVTHYVT10T |
B v=—rx1vozs

JE—F A—HNDEFE

H—A =R ETHROVIC, APIC & —JtfbShie s LT iy VDT — 4k
H—IZTHZ ENTEXET, APICIX, Lightweight Directory Access Protocol (LDAP) . Active
Directory, RADIUS, 35X O TACACS+ ZH AR — KL TWET,

\}

G¥) APICﬁi/}%ﬂﬁUT&;é (7 ZAZMNBER SN TND) Hh. ACHIDE T AT ATHY, =—
PIERN APICS ICHHEND -0, UE— b a /A AIKRETDEEMENH O £9, 727710
g—H Bl A T APICIZH LT —h L ThhHT-H, ZOBRAELHERELET,

31 (DY U —RLIKE, H—/NEZ42 1) U4 [ZRADIUS, TACACS+. LDAP, F L TXRSA %
U TEREZI, FBIOAAA T —NT 77 0 ThhEHlcEEd, y—"E=F1U T

V=BT I T 4 T E DR TADENENOT e harvou A v EFEALE
ﬁ: t}:zi\ LDAP ¥—/ NiE ldap 12 7 A > Z{E ] L, Radius % —NFZH—1"BT7 277 47
T 52— N =X Y T BE A RO radius D VA U EFEHLE T,

SMBFRAE T A F— %@ U CRRE S NI2 Y B — b 22—V ERET DI121E. RO & il
T BERDHY £,

« DNS &% El%. RADIUS '— DK A M TT TIZARIBREN TWDALENDH Y £,
cEBHY TRy NERETLOILERD D 7,

*iBnlb\nIE-U-_/ §0) AV /\07

Cisco APIC TlL., EFHEDHERZRALY— 3T Cisco AV XT ZHETHVLENH Y £4, Cisco
AV X7 E, 22— D RBAC v —/L8 L OMERIZ M B APIC Z457E L £9, Cisco AV X7 D
=%, RADIUS. LDAP. F721% TACACS+ DD & R U T,

S ERFRFEY — /3T Cisco AV X7 #RET H121E, FEHENEFEDO2—F L 22— KIZ Cisco AV
ST EBEIMLET, Cisco AV A7 DFRITRD & B Y T,

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2 (16003)

Cisco APIC VY U —2 2.1 £V AV A7 T UNIX ID 2MEE TV R WA, APIC 23 A
? UNIX == —%#—ID & NHBINIZEI Y 4 TE 9,

)

GE)  APIC D Cisco AVT OIRITEHIENH Y . oD Cisco AV LT DX L HFETE F 9, APIC
LT _XTD AV XTSRRI B LT AV T 28R 77,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ARFERYLTEEHORZ L T55574Z [

U U —2 3.1(x) LABE, AV Pair shell:domains=all//admin Z i[5 % &, = —WIZHiAH0 HAH
REFHIV ST, AL v FIIT 7 AL Ca~vy REFETTEET,

APIC IF, WOIEREHEZYFR—FLTWET,

shell:domains\\s*[=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*?2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]1\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})$

51 -
o ] 1 : writeRoles DA ZFFOH—DEvF 2 U T 4 FAA & ETe Cisco AV X7 ¢

shell:domains=domainA/writeRolel |writeRole2/

« 31 2 : readRoles DA EZFFOH—DEF=2 VT 4 FAA L ZETe Cisco AV X7 :

shell:domains=domainA//readRolel|readRole?2

GE) /] XFIX, B2 UT 0 RAA T & @ writeRoles & readRoles DE DX Y L= TH D
1 ODZ AT DO —VOREMEAT LG5 THLHETT,

Cisco AV T OILFHNE, RILFL/PLFREBIENET, =7 =BNERSNe<TH, A
THRLFENLFN RAL A ERITE— M~ L TOARWEAIE, T LARWHERRA T
HansZ endbv £7,

F—7" RADIUS ¥ —/3 (Jetc/raddb/users) DFREFNIRD &0 T,

aaa-network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all(16001)"

AVRT7ZEEYHBTEHRODORR N TSI T4 X
RANTFTIFAAELT,

Cisco (X, bash ¥ = /L T —HIZHIV Y THILD AV X7 IZI1E 16000 ~ 23999 DHiPHD—E D
UNIX =—H ID Z%&|ID Y THZ LA HLEL 7 (SSH, Telnet F 7213 Seria’ KVM D =2 > Y —
NVERER) o Cisco AV X7 728 UNIX = —H ID Z#flt L2V RIS AET D & o2 —HIiC
X — ID 23999 F 72 IZHFHANOFE L I2FE S RF VY TonEd, ik, 20—
POFR—LFT 4L 7 ), 7740, BLOF o+ 22 UNIXID 23999 2>V F— | o.—
PRT I EATEHE TR TLEVET,

U — FEBEEY— "3 F D av T % cisco A UNIX ID & B/ RIGICHRE L TN\ 2 & % ffe
BT, (VE—bh 2= T7H U MEEM) X, EEHE L LT, APIC L a /A v ~D
SSHEvvarZl&Ed, nr/Ar95L, Woa~vy N ((E#] =—¥id (v 7C5eess
Ha—FH LYy EFITLET,

admin@apicl:remoteuser-userid> cd /mit/uni/userext/remoteuser-userid
admin@apicl:remoteuser-userid> cat summary

Cisco APIC 2AHEH 1 K. J—260x [}



A—FT7IER BABLVTHYVT10T |
B soziEs—oav<7ouE

Cisco AV T DILFHNT, RILFL/PLFREB S ET, =7 —RFRShe<TH, M
T HRILFE/NLFN RAAL A ETITr— /I —E L TR WEEIL, THIL 22V HERRD
FEINnNsZE0HY £,

SMEREFREEY — /D AV X7 DERTE

BHAE (AV) OXT PO N v aNOTIL, %27 v =/b (SSH) F 7213 Telnet % 1#
ALl A Lizta—F DO UNIX =2—H% 1D & L THFEHEENET,

FIE

SNFRREY — 30D AV T &R E L E T,
Cisco AV X7 DEFRIZKDO L LY TT (AL, UNIX 2—HF ID BIEESNTWHNE S
NP DE LT AV T A2 R—FLET)

51

shell:domains =
domainA/writeRolel |writeRole2|writeRole3/readRolel | readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel | readRole?2
shell:domains =
domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2, domainB/writeRolel |writeRole2 |writeRole3/readRolel | readRole2 (8101)

These are the boost regexes supported by APIC:
uid_regex("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\5*?) (, \\S+2/\\S*2/\\S*?2) {0,31}) (\\ (\\d+\\))$");
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\S*?2/\\s*?) {0,31})$");

I, Blzm L £,

shell:domains = coke/tenant-admin/read-all,pepsi//read-all (16001)

TACACS+ 79 = XA FH®D APIC DERTE

1R BHEIIZ

« Cisco Application Centric Infrastructure (ACI) 7 7 7'V w7 M5 (& S 4L, Application Policy
Infrastructure Controller (APIC) 24> 7 A 27> Tk Y| APIC 7 7 A X PR ST
EFIZEELTWVDZ &,

¢« TACACS+H— _"DFEA MLFEFIZIPT KL A, BA—h, BEIOXF—%FHTXBEZ L,
s APIC EH = R RA v b JN—T%HHTESZ L,

FIE

AT w71 APIC T, TACACS+ a4 X —%{EF L ¥,

TACACS+ 70 XA X —DFTIZHOWTIL, a4 X —%{EkT5 (283—) MWL
TLIZEW,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ATy T2

RaDIUS 72+ 2 AAD APIC DixE [

APICGUI DA NV REFIIT U AT REHED K7L

FEer—rary g RyT, [YRATL (System) 1> [P R TLEE (System Settings) ]>
[APIC $#%5%E (APIC Connectivity Preferences) ] DIEISEIN L £4, (EESA T, [1 Vv
NV K (inband) 1 £7213[792 A TN K (ooband) | DWWz @R L £,

TACACS+ O [Login Domain] % {Ef% L %9,

FIEIZOWTIE, GUIZERA LT — ALV EERTS 253—=) 2R L T2
SYAR

RDBERY

22T, APIC TACACS+ &€ FMAILTE 7T, KIZ, RAIDUS Y — S b 55614,
RADIUS D APIC OFE HITWET, TACACS+ — DL ZFEHT 58E61%. D ACS
P— NREICHT S by 7 1R F T,

RADIUS 7 7 = X A APIC DEXE

ATy T

ATy T2

48 HHEIIZ

«ACI 7 7 7'V v 7 )35%i&E &L, Application Policy Infrastructure Controller (APIC) 234> 7 A
Tl oTEY, APIC 7 7 AZBIER SN TIERIZEEL TnD Z &,

* RADIUS & —RDHFEA ML EIZIP T KL A, A—b, fBiE7e bar, BLIOx—%
fERACTEAZ &,

cAPICEH T RIRA LV N INV—T%FEHTESZ &,
FgE

APIC T. RADIUS a1 X —%EE L £,

RADIUS 7' A X —DFRTEIZDOWTIL, T A X —52{EKT 5 (28X—) &ML T
<TEEVY,

APICGUI DA R REFIIT U AT R REHO 7L

Fer—var 4 RUT, [VATL (System) 1> [V RTLERE (System Settings) ]>
[APIC $#%5%E (APIC Connectivity Preferences) ] DIEIZEIN L £4, (EESA T, [1 YV
NV R (inband) 1 £721X[7™2 A T/82 K (ooband) ] OWFEEIR L £,

RADIUS AT A >V KAAL V&EIERR L ET,

Cisco APIC 2AHEH 1 K. J—260x [}



A—FT7IER BABLVTHYVT10T |
. APIC ~@ RADIUS 3 & U TACACS+ 7 & = X F M Cisco Secure Access Control Server M E%E

FIEIZHSOWTIE, GUI ZEH L Car—hb AL VEERKTS 253—) 28R L T2
él/\o

RDREARY
ZX T, APIC RADIUS & EFNEIZZE T TJ, ®KIZ, RADIUS — &R ELE T,

APIC ~@) RADIUS & & U TACACS+ 7 z A FH® Cisco Secure Access

Control Server D& E
255 B BT I

» Cisco Secure Access Control Server (ACS) /S— 3 55 WA VA =L EN, T4
(2o TS Z L,

N

GE)  ZZTITFEDOHFAIZ ACSv5.5 MEHA S TWET, ACS Dfih
DA=Ya L THIDHAY ZF[TTE B RN D D £T5,
GUI ODFNEIZ A=V a ko TERDIEARH Y £77,

« Cisco Application Policy Infrastructure Controller (Cisco APIC) @ RADIUS # — % 7213 TACACS+
F—2MHTELZ L (M EZRETLHE M T DF—),

s APICHREENA VT A TR ->TEY ., APICY 7 AZ NEREN TIEFIZEEL TW
}:) : ko

* RADIUS F 721X TACACS+ DR — b, BiE7m b, BIOF—a2HHTESLZ &,
Fig

ATYT1 APICEH 7 T4 7 e LTRETDITIE, ACSH—Nica /A4 LET,

a) [Network Resources] > [Network Devices Groups] > [Network Devices and AAA Clients] (2
BLET,

b) 7747 M, APIC A >3 RIP 7 KL AZHEE L, TACACS + 7213 RADIUS (&
7)) OFRGEA 7 v a v EEIRLET,

GE) RADIUS % 721X TACACS+ DA DFRFEN M EIRIGEIL, BB AT > a D F
PRI L E T,
c) AR ('\"?_) RBAEA T v a @ LA — e &, RFEOFEMEREE LT,

G¥) [ B2 (Shared Secret) 11X [FA/8( % (Provider) ] ¥ —& —£79 5 0%HE
BHY ET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ATy T2

ATvT3

ATv74

ATy TH

APIC ~@ RADIUS # & Uf TACACS+ 7 % 2 X FA®D Cisco Secure Access Control Server D% .

ID /' NV—7%AER L ET,
a) [Usersand Identity Stores] > [Internal Groups] 47> a VB EI L £7,
b) ML U T, [Name] & [Parent Group] Z+8E L £9°,

2—HPEID IN—TITvv 7 LET,

a) [Navigation] ~-f > T, [Usersand ldentity Stores] > [Internal Identity Stores] > [Users] 4~
varveEsYy s LET,

b) MBS U T, —H¥d [Name] & [Identity Group] Z#5E L £7°,

RN —HREERLET,

a) [Policy Elements] A ~7"'> 3 SZBEI L £,

b) RADIUS O34, [Authorization and Permissions] > [Network Access] > [Authorization Profiles
Name] Z 57 L £ 7, TACACS+ D¥56H, 4TS U T, [Authorization and Permissions] >
[Device Administration] > [Shell Profile Name] ERELET,

c) RADIUS ®iE&, HEIZG U T, [Attribute] 121% leisco-av-pair] . [Type]iZid [string] .
[Value] iZ1% shell:domains = <domain>/<role>/,<domain>// role] EIEE L
F9°, TACACS+DHA., MEIIL U T, [Attribute] 1213 Tcisco-av-pair] . [Requirement]
1Z1% Mandatory] . [Value] 2l shell:domains = <domain>/<role>/,<domain>//
role] CHEELET,

[f& (Value) 17 ¢ —/L FOREL, FZIALMRZ LT 20 E S NERELET,
%J%J?‘Ey D /%% J&A*éﬁﬁ@%é\\ T%jtli shell:domains = <domain>/<role>/ “G‘*J‘o
LJ%E“X ) ﬁﬁﬁ*@ﬁﬁ@ T%j( ¥ shell:domains = <domain>// <role> “C“‘ﬁ

=& 2R, cisco—av—pair DfEDS shell:domains = solar/admin/, common// read-all T D4y
A solar XX =2V T 4 RAA 2, adminld solar EWVOI X2 VT 4 RAA KT
HEXIAIMERE Z O —PFIf 5T — L THY ., common X7 MEETH Y
read-all (7 7 MEHEOTXTITHT 50 HREZ Z 0o —FIft 5352 — /1T
B

e BB — L AR L E T,

a) RADIUS O&f, h—ERARIUL— L Z{ER L TID 7V —7"% AR Y o —EHRITBEfTT
5121X. [Access Policies] > [Default Device Network Access Identity] > [Authorization] (2%
F L, /L—/LD [Name]. [Status]. 35X O [Conditions] ZF&E L. HEIZ) U T lnternal
Users:UserIdentityGroup in ALL Groups:<identity group name> | %JEjJDLjETO

b) TACACS+ O¥a., YV —EREHUL— L Z/ER L TID /v —T %> =)L 7 u 7 7 A )Ll
BEEAT T %121, [Access Policies] > [Default Device Admin Identity] > [Authorization] (2%
#LET, /L—/1D [Name] & [Conditions] Z i L, #ZIZ)S LT [Shell Profile] 2L L
£7.

Cisco APIC 2AHEH 1 K. J—260x [}



A-HTFIER BHESLUVTHYIUTFaT |
B cisco AVPair {5 L 7= APIC 7 & + X Fi0) Windows Server 2012 LDAP (3%

RDBERY

L < AERK L 72 RADIUS 38 L O'TACACS + = — W & L TAPICICu /A > LET, #HIVY
THNIZRBAC DR — )L EHEIRIZHES> T, 2—FRELWAPICEF 2 U T 4 RAAL T
TATEDLZ A LET, =—WiX, FRIOICHFAT SN TWRWEBIZT 7 A TE T
R0 FERA, AR EEIALT 7R AR, FO2—PFIIREINTZHDOLE KL TWD
VERH Y F5,

Cisco AVPair {8 L - APIC 7 &7 = X FH® Windows Server
2012 LDAP D% E

1R8O BRI

o W2 LDAP — %3 E L, KRIZ Cisco Application Policy Infrastructure Controller (Cisco
APIC) % LDAP 7 7 £ AHIZRET 5.

» Microsoft Windows Server 2012 731 A h—/L XL, AT A 7> TNWAZ &,

* Microsoft Windows Server 2012 %-—/ = 32—+ @ ADSI Edit >V — /L2314 VA h—/L X1
TW5Z &, ADSIEdit %A1 A h—/L 9 %(Z1%, Windows Server 2012 Hh— N v — ¢
D~V ARSI TO D FIAIZHES TS EE W,

s Ciscoavrair DJEMDFEE : Common Name = CiscoAVPair, LDAP Display Name =
CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description =CiscoAVPair, Syntax
=Case Sensitive String,

\}

G¥)  LDAPREDRA N T 77 4 AL, BECTHIE LT
CiscoAVPair #f#ifl4+ 25 = & TF, BENA TV =2 FID
1.3.6.1.4.1.9.22.1 Z M L CRIENA L7 HE, Zofhot~
P xZ MID 1.3.6.1.4.1.9.2742.1-5 75 LDAPY— NIC bl T& %

7,
« LU F&1TH Z L 23 TE % Microsoft Windows Server 2012 21— 7 h v v M2l Tc&x 5 2
2‘: o
» ADSI Edit % 52T L T ciscoavrair B % Active Directory (AD) AF—<I(ZBILE
ﬁ—o

* Ciscoavpair BME/NT A —H X T 25T 7 & AFF A & F> X 5 T Active Directory LDAP
a—P—EFRELET,

¢ IR— |k 636 1%, SSI/TLS & LDAP OEHEZ EIZ LI TT,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ATy
ATvT2

ATvT3

ATy T4

Cisco AVPair % {8 L = APIC 7 % £ X F® Windows Server 2012 LDAP 0 ]

FIE

N A A EPE & LT Active Directory (AD) #r—iza 74 > LET,

AD AF—=<|Z ciscoavrair BIEEBIML £,

a) [Start]>[Run] iZ##EHL. T‘mmec] & AJJL. Enter Zf L E 7,
Microsoft Management Console (MMC) 23 & £,

b) [File] > [Add/Remove Sanp-in] > [Add] IZ&&E) L £ 9,

¢) [Add Standalonee Snap-in] % A 7 & 7R » 7 AC., [Active Directory Schema] %% L. [Add]
27V v LET,

MMC =22 Y — L3 & £,

d [BHE]l 74+nryat7 )y L, [BEDER] A7 a v Z2EIRL £,
[Create New Attribute] & 1 7 2 77K > 7 ZANB & 77,

e) [#HBEAR]IZ [CiscoAVPair| . [LDAP &R 4]IZ [CiscoAVPair]| . [Unique X500 Object
ID]IZ [1.3.6.1.4.1.9.22.1] & AJjL, [#X]T [Case Sensitive String| %
FIRL £,

f) [OK]Z27VUvyZ7 LT, BEERGFELET,

[User Properties] 77 7 A % [CiscoAVPair] BN EEND L OICEH L T,

a) MMC =Y —/LC, [Classes] 7 4+ /WX ZJERE L, [user] 7 7 A%42 VU 7 L, [Properties]
EIRL E7,
[user Properties] %A 7 1 778 v 7 AR & £7,

b) [BE]#7%27 0>y 7L, [BM%EZ27Yvy7 LT [RF—IDATPxH FEFEIRT B
a4y RUEEET,

c) [Selectaschemaobject:] U A hC, [CiscoAVPair| Zi#EIR L. [Apply] &7 VU v 7 LE
7

d) MMC = > Y —/L T, [Active Directory Schema] #4577 U v 7 L. [Reload the Schema] % &R
LET,

CiscoAVPair BMEDT 7 AT R E L F 7,

LDAP (21X CiscoAVPair BIENEG EFN TS 7=, LDAP = —H—|Z Cisco APIC RBAC &= —
JLEEIY S TAHZ LIZLY Cisco APIC 77 B AFFR[ 21 54 20BN H Y F17,

a) [ADSIEdit] #4712 7Ry 27 AT, Cisco APIC IZ7 7 ¥ AT HUENHH2—H & B>
FET,

b) =—V4 %47 Y v L. [Properties] %R L F7°,
[<user> Properties] %A 7 12 7R v 7 AR 77,

) [BETT 4214 7% 27V 27 L. [CiscoAVPair] @Mtz @R L, [fE] 12 T
shell:domains = <domain>/<role>/,<domain>// role| X AJJLF 7,

7= & 21X, CiscoAVPair MBS shell:domains = solar/admin/, common// read-all (16001)
THDOHIHEA. solar (TEF 2V T 4 RAA Y, admin (L solar EWVVIEF 2T 4 RAA
VNIHT HEXIALMERE Z O —Y—|2fF 5357 —/LTH Y, common I Cisco Application
Centric Infrastructure (Cisco ACI) 7> LB TH Y read-a11(16001) X Cisco ACI 7 F >
NEBEOTRTIZHT DA HERE Z O —F— 2 5T 55— LT,

Cisco APIC 2AHEH 1 K. J—260x [}
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B wrr7oexmoarcoBE

d) [OK]%#7 VU v 7 LTEHEERTE L, [<user>Properties] ¥4 7 RV Ry 7 AZALTET,

LDAP ¥ —/ XX Cisco APIC ICT 7 B AT H L HICRESNE T,

RDERY
Cisco APIC % LDAP 7 7 B A fHICEE L £7,

LDAP 7 = X FH® APIC DE%E

ATy T

ATy T2

1R BHHIIZ

» Cisco Application Centric Infrastructure (ACI) 77 7 U v 7 B3 A A F— )L EN TV,
Application Policy Infrastructure 2> N B —F NA T A 272> TRV, APIC 7 7 X Z N
RSN T TERICEEL TS Z Lk,

e ILDAP V" —RDOKRA M EZIZIPT RV A, R— k., XA FDN, X—Z DN, BLO
INAU— REFHTEDZ &,

«APICEH = RiRA > b JV—T%EHTEDLZ L,

FIE

APIC T. LDAP 7’0 A X —%RELET,

LDAP 7 /3 B — DR EIZHOWTIE, T a g X —5Ekd 25 (28X—) BB TL
7230,

APICGUI DA /X REIZT U AT R REFDO R L

FESF—rarv 4 RUT, [VATL (System) > [P RXTLERE (System Settings) 1>
[APIC $#:5%E (APIC Connectivity Preferences) ] DIEISER L Ed, EEA T, [1 Y
N R (inband) 1 £721X [72 A T/N2 K (ooband) ] OWFoE IR L £,

LDAP ® A9 A4 Y FAALY Z#EELET,

FNEZHOWTIE, GUIEZEA L Tr—b FAAL CZ2ET 5 25 X—2) 22U T2
SV,

RDZRY

I T, APICLDAP & EFIEIZFET T3, WIZ, APICLDAPu /A 77 ER%T A MLE
7,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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Cisco AV K7 HRELTLNAHFETHE Y E— bk 1—¥07F 7+ L roBkEnzE [

CiscoAVR7HhHREZ L TCWLWANLERTHAH)E—F 21—
DT 74 FOEENESR

FIE

AT9T1 A=a2—"—7T, [EE (Admin) ]>[FBEE (Authentication) ]1>[AAA]>[R1) > — (Policy) ]
2T EIEIRLET,

ATy 72 [VE—F2—HY—0%5 4> K1) — (Remote user login policy) ] RKu > 7 ¥ 72 U & kh
O, [TZ4I)L b B—ILDEIY HT (Assign Default Role) ] 2R L £,

7 7 4V ML [No Login] T9~, [Assign Default Role] 47" = > 1d, Cisco AV <7 ™K L
TWLPARRTH 22— IR/ NROFEAIY) FHMERZEN Y 2 TES, RIER AV ST,
it v — ViE FIREIC D & o 72 AV T T

ZEEAR—ZAD SO 322DV T

CiSCOACI777“U v 7D APIC =2 b —713, :L%']j-%nuni—gﬁéﬁ_ CXEIE R FHEE
UL ET,

FHRFAE TN Tl — V4 & X2 T — R &, APIC REST APL /X APIC (2% 2 ZF D
BOT 7 AMFERHTELEIE b —7 &R LET, 2L, HTTPS BMEHRA TH LA
TRVIRIM TIZ LA TRWE RS hET,

AL SN TV B BIOFEEATIE, T oo /5/ & WCRHR SN2 BANIER S ET,
Z DB OHREICIIWE X —DMEH S, ZOF—13LEREINMRE L TREICL THEL %
RSB F7, APICS h— 7/%%@%Z#HVKEX%EE¢6&\AHCMX&BE%%
ZIEM L TBLZHR LET, BAR—ADFEIETIL, APICICKT 2T _RTHO TP

WCH L EFFESNEZBABNMLETT, 2L, 2N 70V 7 v a v T EICFHTITD
AR TEHY FHA, BT, ZOKERIZAPIC LBETH2AZ VT NERIZT 7Y
7~v§yfﬁﬁﬁéz£ﬁk@ifo_®ﬁ&1 CKEBEN—F T LT L EALE
F 7213720 T FE T 7 DIZIE RSA/DSA F— %%mféZE#@étﬁxw%féffo

\)

CE)  F72, VLA WBET-0I2IT HTTPS 2 A4 32 0ERH D £97,

FRREIC X509 FE-HENR— A DBAL AT DEIIC, IROMBEZX AT N5ET LTWDH I & ZHER
LET,

1. OpenSSL F 72 1Z[AEED Y — /L& H L C X.509 GERHE & X — 2 ER L £ 97,

Cisco APIC 2AHEH 1 K. J—260x [}
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B 55 ennsm

2. APICOu—Hh) 22—V EERLET (m—I =PRI TIFHATRETH A HE. =
DEATIIA T a0 TT) .

3. APIC ®r—H/L 2—H|Z X.509 FFHEZBIN L £7,

A RS54 0 ERIREIR
R OVEFFHE & HRFEICHE > T IZ S0,
e —H)b 2—WFFHFR—FINET, VE— b AAA 2—HF IV R—FShFEHA,
* APIC GUIIZAFAERBIEA XA VR — F LEE A,
* WebSocket & eventchannel /% X.509 E:R CIIEEL 1A,

e b= R NR=FT IV BL SNEAFET YR — S ETA, BOBAGEHELZHEL
\i‘a_O

X509 FEBAE L MR T — D &R

FIE

RAT9 1 OpenSSL =2~ K& AT LT, X509 iEE L FEX—Z2 AR LET,
11 -

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out
userabc.crt -subj '/CN=User ABC/O=Cisco Systems/C=US'

G¥) ¢ X509 FEAEMNAER SN D L. APIC ODo—H Fu 7 » A LI BEMES ., B4
DFERBIZEHSNET, EX—IT, BLEAERTDIEODICI T4 T M
LoTHEHENET,

GGEAEIZIIABRF—IZE TN TWETN, EXF—IIEEN TV ETA, A
F—1T, HEENTBL ZHERT D702 APIC IZ XL » Tl &S5 B8 E
WTT, MEX—NAPICITRGFEEIND Z LIV FHA, ZOF—EFEIC
LTBIXERDY £,

RTw T2 OpenSSL ZfiH L CREHED 7 4 — L REFRLET,

1
$ openssl x509 -text -in userabc.crt
Certificate:
Data:

Version: 3 (0x2)
Serial Number:

c4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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BEASSVTAhIoT40T

Not Before: Jan 12 16:
Not After Dec 19 1l6:
Subject: CN=User ABC, 0O=Ci
Subject Public Key Info:
Public Key Algorithm:
RSA Public Key:
Modulus (1024 bit)
00:92:35:12:cd
99:d3:25:42:94
e0:e4:22:58:
50:77:e5:fa:
ce:c4:7f:61:
d2:22:e9:1b:
3a:3f:68:0b:
98:f6:e3:70:4e
5f:bc:35:d2
Exponent: 65537
X509v3 extensions:

25

6d:
b6:
1d:

9c:

:bl:
(0x10001)

n—nra—vonE [

36:14 2015 GMT
36:14 2114 GMT
sco Systems, C=US

rsaEncryption

(1024 bit)

:2b:78:ef:
:b5:3e:8a:32:55:ce:e9:21:2a:ff:
40:98:01:0d:42:21:db:cd:44:26:
10:57:d1l:ec:95:e9:86:d7:3c:99:
3c:9e:ae:d8:88:be:80:a0:4a:90:
:27:cd:7d:£3:a5:8f:cf:16:a8:el:
Tc:cb:70:09:¢c7:3f:e8:db:85:d8:
:€2:59:03:49:01:83:8e:50:4a:
:be:ec:el

9d:ca:0e:11:77:77:3a:

:47
07

X509v3 Subject Key Identifier:

0B:E4:11:C7:23:46:

10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

X509v3 Authority Key Identifier:

keyid:0B:E4:11:C7:23

:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/O=Cisco Systems/C=US

serial:C4:27:6C:4D

X509v3 Basic Constrain

CA:TRUE
Algorithm:
8f:c4:9£:84:06:30
9l:ea:cd:ae:80:16
dl:d9:b2:02:41:01:b9:e9:
84:ff:e8:ad:55:3e:90:a0
f4:5:d2:92:e8:24:61:43:59
8e:91:bb:9d:33:d4:28:b5:13
cc:5f:ad:af:5a:aa:f4:a3:a8
91:2c

shalWithR
:59:0c:
:df:16:31

Signature

[snip]

O—AJ)L A—HDETE
GUI 2R LE-0—AhIL 22— DERE L—FEEBHEDEM

ATy T
ATy T2
ATvT3

ATy T4

FIE

d2:

8d:
ta2:

:69:7C:D2:B6
ts:

SAEncryption

8a:09:96:a2:69
69:89:f7:5a:
a8:4c:le:eb:
fb:3e:3e:ef:c2:11:3d:1b:
tec:ea:d2:bb:c9:9a:7a:04:
:ce:dc:fe:c3:e5:33:97:5d:
:50:66:7d:£4:fb:78:72:9d:

:3d:
24:1f:
9b:3e:

cf:ef:
fd:

1d:

79:
9f:
65:
eb:
91:
37:
56:

:3b:
da:

A == — 5=, [ADMIN]> [AAA] %848 L %5,
[Navigation] ~X-1 > @D [Work] ~~ > T, [Users] & [Local Users] #27 U v 27 LE7,
[Work] ~XA > T, [Local Users] # 7 ZF R L TWAZ L 2R LET,

5 7 4V kTl admin 21—V 2R3 FELE T,

[Work] XA > T, ¥R T4 ardRueyFFyr VA&7 Y w2 L, [Create Local User]

ZIEINL £,

Cisco APIC 2AHEH 1 K. J—260x [}
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B rithonsok 2R LEO—HL a—FotkR

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

[Security] # A 70 7Ry 7 AT, 2—HPICMEREXF 2V T 4 FAAL RN L, [Next] &
7V w7 LET,

[Roles] ¥ A 7 /Ry 7 AT, 2= O —LEERTLH-DDOLF T ary R BT v
7L, Next] #27 U > 27 LET,

LAY B E 7 ITRE AR [F AR R TE 9,

[User Identity] A4 7 a2 7R v 7 AT, IROBIEEZFEITLET,

a) [LoginID] 7 4 —/L KT, ID ZBL £,

b) [Password] 7 4 —/L RIZNAU—RZ AL ET,

c) [Confirm Password] 7 4 —/L KT, NAU— REMRLFET,

d) AFvay) FEHEX—RDOFRFEDLE X, [User Certificate Attribute] 7 4 —/L RiZ, 7
FEREHENS O —Y ID Z AN LET,

e) [Finish] %7 U v 7 LET,

[Navigation] XA > C, {Efk L7z2—YD4Hi%Z 27 U v 7 LET, [Work] ~A > C, [Security

Domains] fEIk D2 —HF ORI H 2 [+] L mE B L £,

2—HFOT I AMERPRRSNET,

[Work] ~<A > @ [User Certificates] fHI C, = —WFEMED [+]Fit5% 27 Y v 2 L, [Create X509

Certificate] ¥ 4 7 22 R v 7 ATROBIELZEITLET,

a) [Name] 7 4 —/V FIT, GEIEOAFTEZ AT LET,

b) [Data] 7 ¢ —/V N2, 2—YIEREOFEMA AT LET,

c) Submitx727 U > 27 L%,

X509 FFRAES v — B L a—HFHIT/ER SN E T,

Python SDK #{ER L7=0—AhHJL 2 —FDERL

FIE

0— b =P EER L £T,
B -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni

from cobra.model.aaa import UserEp as AaaUserEp

from cobra.model.aaa import User as AaaUser

from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory

from cobra.mit.session import LoginSession

from cobra.internal.codec.jsoncodec import toJSONStr

APIC = 'http://10.10.10.1"
username = ‘admin’
password ‘pR@S$SwOrd’

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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BEBLVTNIVT ALY
Python SDK %8 L7=0—n L 1—F0ks []

session = LoginSession (APIC, username, password)
modir = MoDirectory (session)
modir.login()

def readFile (fileName=None, mode="r"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

Use a dictionary to define the domain and a list of tuples to define
our aaaUserRoles (roleName, privType)

This can further be abstracted by doing a query to get the valid
roles, that is what the GUI does

HH = H H

userRoles = {'all': [

('aaa', 'writePriv'),
('access-admin', 'writePriv'),
('admin', 'writePriv'),
('fabric-admin', 'writePriv'),
('nw-svc-admin', 'writePriv'),
('ops', 'writePriv'),
(
(
(
(

o

'read-all', 'writePriv'),
'tenant-admin', 'writePriv'),
'tenant-ext-admin', 'writePriv'),
'vmm-admin', 'writePriv'),

] r

uni = PolUni('') # '' is the Dn string for topRoot

aaaUserEp = AaaUserEp (uni)

aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',
email='userabc@cisco.com')

aaaUser.lastName = 'BC'
aaaUser.phone = '555-111-2222"
aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')
aaaUserCert.data = readFile ("/tmp/userabc.crt™)
# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items() :

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user

Cisco APIC 2AHEH 1 K. J—260x [}
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B azr—smmLr-s8050y

\

MEX—ZHEALEEZDEHE

ATy I

ATy T2

ATvT3

1ash BRI

KOBHRPHABE SN TVWDELERH Y 3,
« HTTP A ¥ v K : GET, POST, DELETE
« TR I RESTAPIURI (7 =V A7 v a a5t
« POST R DA, APIC [T SN D EBEDOSA v — R
o 22— X.509 FEHEOERMITAE N S D s % —
* APIC O =— X.509 FEE D58 64

FIE

HTTP # Y v K. RESTAPIURL, BX A o —RFZZDOEFTHEMK L., 77 A NVITIRFELE
j‘o

OpenSSL CEA Z#5HH T 521X, ZOE#ET — 2% 7 7 A VIRGFETHHLERHV 7, 20
B TIE, 7 7 A V4 payload.txt Z ] L £ 9, FhE F—(Tuserabekey L WD 7 7 A LT HDH Z
EICHEELTLEE N,

51
GET O :

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST O :

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted",
"name": "test"}}}

payload.txt 7 7 A JMIZIE LWMERNPEZEN TS Z L 2R LE T,
& z2E, BIOFINETR UL D RESEI 26 H L £,

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

payload.txt 7 7 A /VIZIE, IRDIERDHEZ O HLENH Y £7,
GET/api/class/fvTenant.json?rsp-subtree=children

payload 7 7 A W EARRKT 2 & EITH LT & MiE > TIERR L TW W2 L 2B L £ 7,
i :

# cat —-e payload.txt

WER L&D ITHIOREIZ S FEZ0 D 5 HEEE L £

GET/api/class/fvTenant.json?rsp=subtree=children$

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ATv74

ATy TH

ATvT6

ATy IT1

ATvT8

wEr—zamL-Ea0iE ]

b 585, Payload. 7 7 A WEAERRL LT2 & EITHT LWVTOMERK SN 2 L 2B K L £ 7, payload
77 A IVOERRFIZH LVITOMER SN D Z 2B <ITE, RO L H7a~y REERALE
j—o

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt

OpenSSL 2 H L T, fEF—E Mo — K 77 AV EFEH L TELZFHELET,
&1

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin
ERINTZT 7 A MTIE, BEATICHITFSNIZBL R H Y £,

base64 JEAUZBEA A AL £,

£

openssl base64 -A -in payload sig.bin -out payload sig.base64

Bash ZfH L C, BAMNOLUITXTEWMV R £,
1

$ tr -d '\n' < payload sig.base64

P+OTgKO0CeAZj1l7+Gute2R1IWw80GgtzEOwsL1x8£fIXX14V79Z17

Ou8IdJHICBAW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZzmYChD6gCX3£f7q

IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjoudtdOjhf/ujGeJveRo=

GE) ZiE, ZOREDOERIZEAL T APIC IZEESNDBA TT, ZOMOERT
I MAOBELZFRTOILENRDHY 7,

B ESUFHINICELE L, APIC NEA A n— REBAE L TR TEL L2 LET,
TDEERBLN, BRONYHF—NDY vF—L LTAPICIZEESNET,
B -

APIC-Request-Signature=P+0TgKO0CeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V792170u8IdJHICB4W6CEVAICXgkv3KaQszCICO0+Bn0703gF//BsIplZmYChD6gCX3f
79IcjGX+R6HAGGeK7k97cNhX1WEoobFPe/oajtPjOu3tdOjhf/9ujG6JIveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt
GE) ZZTHEAEND DN, IRKOAT v 7D x509 GEAEZ G —ViEA 7V =
7 FODNIC—HTHHLENHY £7,

B A LT APIC &@{E 3 5121%. Python SDK @ CertSession 7 7 A& L £,

WD A2 )7 Mk, ACI Python SDK @ CertSession 7 7 Azl L C, B4 & L T APIC
IZEBRT D HTIEOHITT,

i -

#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to

# their local user configuration on the APIC

from cobra.mit.session import CertSession
from cobra.mit.access import MoDirectory

def readFile (fileName=None, mode="r"):

Cisco APIC 2AHEH 1 K. J—260x [}
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if fileName is None:
return ""

fileData = ""

with open(fileName, mode) as aFile:
fileData = aFile.read()

return fileData

pkey = readFile ("/tmp/userabc.key")
csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory(csession)
resp = modir.lookupByDn ('uni/fabric'")

pring resp.dn
# End of script

Gx) BIOAT v 7 THEALZDN 2, ZORT v 7D x509 fEHELY &Gt —PREA
TV FODNIZ—HETHLENHY 7,

.~ , - ~ >
ThAOoT429
ACIZ7 77V ThHorT 40 70F BEEBIOARVMERIUAI= AL TUREIND L
TO2o0FHMEAT V7 b MO) Lo T EINET,

* aaasessionLR MO [E, APIC B XA A /%VC@:L‘_“& ThUhoa g A /a7y b
tyvar, BIOMZUVEHZBEIFLES, ACL7 77 Y v 7 By ar 77—Fh
BEREIX. kD XD M AERAF L ET,

=Y

by va v ERMLIZIPT FLA
« ZA 7 (telnet, https, REST 72 &)
R R IV = PR

s b= UEF 2= T AT ORI A AR ME 2= T AT R’ ACK
777V v OMREATET D720, AT 77 47 b—=7 U &/El L%
‘j‘O

)

B h—rriEr s o SRR BIRUNC R Y £, a—FiEe
JTURTEETN, b= VEEENTND XA ~—EDOHIH
(o THIREINIC A 0 £,

* aaaModLRMO X, Z—VFNAT V=7 MIXH L TITOIER, BILOWOEFERRAE L=,
B LET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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HES—ERELTONBRY FT—o~DOL—T v FEgnEe cmitEg ]

« AAA B — 3 ping FIRE TR WGA X, AR E LTy —2 S, =7 —BFERINE
@—O

aaaSessionLR & aaaModLR D T DA Xk 1 723, APIC ¥+ — RICIRFEINET, T—4 N0
Ty FERLTWVWDHA ML —VEID B TH A XEBB2DE, BANEHLEFXTLa—F%
EEXLET,

)

GE) APICV TAZ J—REWIETLHT 4 A0 7T v 2o kip EORREER A X MRJEAEL
7358, AU b aligkbiv, AU al3 s AR TERMINEY A,

aaaModLR MO & aaasessiontR MO %, 7 7 A F =134 (DN) T/ =) T&xF9, /T X
D7 EZVIE, 777V v I BEOFTRTCoOn s La— RERELEST, 7770 v 7 2RO
aaaModIR b 31— R{X3 T, GUI ® [Fabric] > [Inventory] > [POD] > [History] > [Audit Log] &
v arynhb AFETE £9, APIC GUI @ [History] > [Audit Log] 47> a V2T 5 &
GULIZRESNTHFEDE T V27 hDAXR N n VT H2RRTEET,

FEAED syslog, callhome, RESTZ =V | BXLCLI- 7 AR — N A B =KX AL, aaaModLRMO
L aaasessionlRMO D7 =Y F—H THEEITYR— k INET, DT —H T AR— |
TH5T7 74 b R —iddH Y £H A,

APIC 121, —HEDOA TV 27 b ERIZV AT AEBEOT — 2 OERERET 5, FERES
ﬂfiﬁl U kij’?) ) i“@‘/uo 77 A Uy 7%£§%‘0i\ aaaModLR $3 & N aaasessiontR D7 T Y 7ﬁ““
2 & BT syslog br— NIV AR — F T2 AR—F RV —Z2RETEET, =7
AR—FSNTT—Z 2 EHNCT = AT L, PAT LD —FEIIT AT L v 72RO 70
AL N VIR— NEERT AT TE ET,

HES—EXELTONERY FT—U~ADIL—T Y
ERORE L MatIFR

Cisco Application Policy Infrastructure Controller (APIC) (%, B H—E R L LTHMNER Y T —
I ~DON—T v RERHAICRESNIZR—= 0O L N B hBEXUOry b o v bR
SRHFHERANEET D L O ICRETE ET, SMB+R > MU —2 1, Cisco Application Centric
Infrastructure (ACI) PNOFMEE L30Out =2 KA >k 77— (13extInstP BERI G ATV = 7
) ELTERINET, [EEOT T FOIEED EPG 1L, MRy FU—7 ~DL—T v R
PR D72 IZHMB L30ut EPG Z 36 T £47, MEMEHERIZ, A —uex & LTS
L3OwEPG 2957+ FDOFKEPGIZOWTIETE £97, JMFL3IOWMEPG A7 rE Y
= TINTND Y =T A4 v FIL, ieHaHEREZHEKIE ThH 2 Cisco APIC (THEE L 7,
TAUT 4T RY —E, ZOOREREHERE ERIC Y — NI AR — 5 K
INIRETEET,

Cisco APIC 2AHEH 1 K. J—260x [}
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/1
7
_/

R
e
m

ZDET, WONETHEREINLTWET,
EHD T —r7 Tru— (55 —)
EIRT 7 ZADEM (56 X—)

e T U= HR— b, MEHEHR., BX a7 77 A LDxT 7 AR—F (65 °—)
o HEE (68 X—Y)

ey ha—T AL T 4 Xal—alrORy I Ty HBn, BXOu—1 Ry s (76
)

¢ CiscoAPIC hT TNy a—FT 4 Y — L ZfHLET (88 2—2)

EEOT—Y 70—

ACIEE7VADT—4 70—

ZOU—r7ua—7TlE, ACIZ7 77V v VT NDAAL v F~DE R A R ET AT DI LT

FlEOMEZ R L ET,
ANV FEEBT7IER TIOE TN EEET7IEX

bric Node 'a","“,,,,"', ,,.""d‘,,,.,

Management IP
upervisor |address Pool with|
Ports

Gateway, Mask,
and IP addresses

Tt %/ | \l/ |
Mgmt Access | Connection Mgmt Access | Connection

Management | Directto || MamtAccess | C tesnomrmat |13 o
functions via | Fabric Leaf L2 ns v
device connect-|  Node e [z cemeey (B reara) Network
ed to fabric leat device connect-| Network | connected to an g
access pori(s) ed 10 an L2 L3 routed El
bridged external 3
network

Cisco APIC EAREHA K. 1) —X6.0x .



i |
. EET7 U EADEM

1. AR &

AT T X2 VT4 FAAL VNIHARY /[EFEZIRLT 7 B AMRPHH Z L 2R L E
—a—o

CMBERAH =T 2 A A RO =Ty b V=T A v F P TEL 2 L a8 L
j—o

2AC1Y)—T RAYFDT IR R—bDEE

ROEHT 78 A F IV FONTANEERLET,

A VNV REHOEEAIX. [APIC Basic Configuration Guidell &1 > /3> RERERT I HE
WIND FE Y ZITHENET,

T RA TNy REHOYEAIX, [APIC Basic Configuration Guidel] ®7 &7 k4730 K
BREMITICHIEIND FE Y 712N E T,

HEINDLEYY
FEHIIC OV T, TAPIC Basic Configuration Guide] DLATD b E v 7 B L T 72 &0,
« JEIE GUI 2 LA >y REBT 7 ¥ ADRIE
* NX-08S A ¥ A )LD CLI Zffi i LT=A /30 REBLT 7 £ ADRRE
« REST API Zflifl L7oA 30 REELT 7 £ ADRRE
« JEBE GUI 2 L7727 v hA 7 Ny REBLT 7 & ADFRE
e NX-OS AX A )VD CLL &2l L7277 ¥ N4 T30 REBT 7 £ ADRE
*RESTAPI Zfifl L7277 hAT N REET 7 & A DFE

EIBT7OtANEM

AR ROFERTF o P THEEEA LV AX AT 77 ANVERELTCH, 777V v/
EEROBERY U—TREIN TS T B F /LTI EE LA, IMNEERA L AX AT
077 ANVTHREISN TS 73Ry hBLO= 2 FF 2 MME, HTTP/HTTPS & 7213 SSH/Telnet
I B L EE A,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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GUI TOEET I EXDEM

Cisco Application Policy Infrastructure Controller (APIC) =2 ke —Z (21X, B Ry hU—7
WCEET DAL= B 2250 £F, 123 A\ NEHEA VX =T oA ZZMEHL, b1
DNET U MFT N REEA F—T oA AR L ET,

A R REBLR » N — 2 TlX, Cisco APIC 73 Cisco Application Centric Infrastructure (ACI)
777V 7 EBHEHLTY =7 2, v FIMBLBETE, SIMBERT A ARNT 77 ) v
HIRZ M LT Cisco APIC £7213 V) —7 A v FBLOANAL » 2 v F LBETEET,

T RETNR RERRy NT—VOFREZ, a2 bhn—7, V=7 2( vF, BLOANA
VAL v FOEBR—NOBREEERLET,

CiscoAPIC 2> b —F (%, A VNV REHA VH =T 2 A ADRRESINTWDHEEIT, TU
FA TR REBA =T 2 A AL TA NN FEHA VA —T 2 f A FIOERLF
To TURNET RO NERA L Z—T oA AL, AN REEA U H—T o f APFHIE ST
TWARWEA., £7203585E7 KL A2 Cisco APIC DT U AT Ry REY 7%y hERT
TRy MZHDIGEICOAMER I ET,

CiscoACLITIZ, BT TV FBLIOA VNNV RVRFA VAZ L ADTY v RAAL DY
X FREICHEASNT, A R REBHONL— 270 /T AT 5RERHYET, 2D
DOAL—=HNE, TV oY RAL UL T 32y VREDHIRIND EHIBRESNE T,

Cisco APIC 77 M A7 /N0 REHER O Y 71X, 1 Gbps THLMLENRH D £,
N

GE) ARPIHEHZ X v v i aTARETAIPT NLRALE Ty AT Ur—LF, B8Ry NU—7 T
Y FR—hENETA, INLOFEENFEET D E. 7 v 77 L— F#%IZ Cisco APIC EHLT
7 ANTBRICKDN S AREMENH Y 97,

IPV4/IPv6 7 RLRAE L UVA VNNV KR O—

AN REHET FL AL, NY 2 —I2k > TDH (Postman REST API, NX-OS A% A JL
CLI, ¥721ZGUD) APIC=v hu—F 27 ubya=r /TExEd, $7-. A0 RE#RT
RL A, &/ — FICHIIICHRET A LERH D £,

TORAITNER)S—DIPVA/IPV6 7 KL X

T RATAN REERT LR, 77— MAMZ v 7RHS, F7203R Y —%#H LT (Postman
REST API, NX-OS A% A /L CLI, GUI) APIC = b —F|l7/ntya= 7 C&FEd, £
Toe TURET R REET RLRIE, &/ — RICEMNICETZILZ 7 AX2RIZT KL ADH
PH (IPv4/IPv6) ZHRETHZ LICL s TRETHAMENRH Y £, IPT RL A, #6727
FAFAD ) —RIZT U FLIED B THENET,
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B ==0rabesigiez5—0 235 P OLE

BXFD IPtables #EZ S5 —1) VU 95 IPV6 DEE

TARTOIPVIE, Fy FV—27 7 FLAZH (NAT) ZFR\ T, BEFO IPtables ifE L X 7 —
V7 LET,

BX7ZD IP tables

1.

PLaitE, IPv6 7T —7 DT _XTDN—)LN—EIZ 1 DT OFEITI L, TXTD/L—/LDB
MEZFEIEEICR LT AT A a—A BN TbhbhTWE L=,

FLWARY =0 BINE N5 7TNS, /V— /L3 BEfF D P tables 7 7 A /WZIBINE iU, 7 7
A NA~DOBNMEF I TN EFATL,

HLWERETR— N T 7 AT AR R —TREEND L, FILR— MBS TEE
JTEEFEIEON—VEBIMLE LT,

IP tables ~DZEFE

1.

\}

IP tables NER S D &, ZLDIC Ny v a vy FICEZIAETN, KRIZHM 7 7 A V1P
tables-new ([CEZIAENTINNEILSNET, RFTDH L, H LW IPtables 7 7 A /L3
Jete/sysconfig/ 7 A /VHIAERL S IVE T, TNHW GO T 7 A MEFE CHATCH D £,
RTON—VZT AT L a—Lz2T 7RV, 77 A NVEEITE LORGFEL TV DHRFIC
DIV AT I A=)V ETIMEND Y 7,

=& BT 2RO VICH LWARY —RN7 7 A MZEBIME N5 &, hashmaps (2T 7 4+
VARV =% —RL, HrLWARY —%MERE L, hashmaps [ZiBINT 25 Z LI2X - T,
IPT—7AREarLERSNET, £0%, M~ 74 /L (Jetc/sysconfig/iptables-new)
WICEZFAENTREFESNET,

TORFTNRRFY =D —VORETLR— NETERETHI LT TEERA, 58
AR — NEITEETLA— PO Esfedl— e & HIT—/LZBMTE £7,
FLWRY —2BInEns &, HLuvb— L3 IPtables 7 7 A VIZIBIMESNET, 2D
JL—UiZ, IPtables T 7 ANV KN L—LDT VA 70 —%EHLET,

-A INPUT -s <OOB Address Ipv4/Ipv6> -j apic-default

HLUVL— LB E N84, 23T IP tables-new 7 7 A JVICHIELE LT IP tables 7 7 A

JVIZIIAEEET ., IPtables-new 7 7 A MZZ T —NH BT E#EBEW L9, EXNIEFRR
BEITIRY . 77 A NADMEFES L, HTLUL— L% [P tables 7 7 A L CHERTX £7,

GE)

o [Pv4 ODBHERREE. IPVO R o —ZRELZNTLEE,

o IPV6 DB NI EE. IPVARY 2 —ZRE L2V T 7ZE W,

o IPv4 & IPV6 DT NERREAICARY —NBINEND L, WTONR—T 3 VICRES
NET, LNoT, IPvd 7%y &33BT 5 & IP tables IZIBIE U, [FEEIC IPv6 3

7 F v MX IPv6 tables (ZIBIN S L £ 1,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



gE7 s e20xEsEsLUHKnSEE [

EET7VELADIEFES L UHNEE

74P —

)

ax &

svzAny [ ZHEF Y —EAD v a—< L LTHR—FEINETH, THEF—EAOT AN
AL LTEYR—FEShEHA, vzAny FH—tE Xﬂ//J—VEVZAny7H/Vf
ZIEHAR—F SN THEREA,

T U NATN NERT 7R AR ETDHE, TY MAT A Rar T horFky
IATar (ACL =y b7 7 PBIOFFAAESG r 7 OAMELL FR) 13 R—Fsh
FHA,

s AUV REBEVRFAZY —7 J—RIZ vy a27dI2035, V=7 J—FKDA N RE
BT RVAZRETDHILENH Y 7,

= Uz TRy MZ[ZDIPT RLRAE T T A< VU125 (Make this IP address
primary) ] 2SMBIRENTWRWVWRBY . A NN REHEVRFO T Y vy RAL LV BT xRy
RIP7 RL 22 BB A VIPT RLALELTEIV LB TAHAZ LR TEET,

CRDOR—=FMIT U AT R ar b7 7 hTHERTEEE A,
* 5010
* 5012
* 5013
* 5020
* 5021
* 5025
7777

* 32768 — 60999
AN U AA TFUIL, AN REHIPT FLADARP R LEH A, 20D, A

LRV FERR Y N U= DT AR Y A v F LBETE E A, A
AL 9 FADT I EAE, LAY 3 Fy hT—7 G CORTETT,

T U RETNRURNEHTIE, 774N FTTRTOT T Ry MM L TICMP A— 23
MILET,

MIZKBA VNV REEUT I A TNV FEET7IEAD

APIC, U U—2A31(x) Tl&, BHT 7/ B AOREZ AL T H720D T 0 F— KBNS E
Lice, ZTORF2 A NIEEND, BET IV VALZERETHMOFELG & TEE
j‘o
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ATy

ATvT2

FIE

a)
b)

<)

d)

a)
b)

¢)

d)

In-Band Management Access Z i% &7 H1Z1E, IROFIEZFATL 3

A= — /N—"T, Tenants>mgmt %7 U v 7 LE7,

Quick Start Z =B L £,

In-Band Management Access > Configure In-Band Management Access>Start 7 U > 7 L
£7,

Nodes # &L+~ b U —7|Z, IPaddresses % / — RNiZ, 15 7 ¢ /L ¥ % Connected Devices
2. & L C#fE 7 1 /L % % Remote Attached Devices (21813 % FIEIZHEVE T,

Out-of-Band Management Access % i T 521X, RO TFIAE FEITL E T

A= — /N—T, Tenants>mgmt =7 U v 7 LE7,

Quick Start B L £,

Out-of-Band Management Access > Configure Out-of-Band Management Access > Start % 7
Vw27 LET,

Nodes %7 7 b A7/ RE#H Xy N U —27(Z, IPaddresses & / — NI, #Frl &7z
72w b % External Hosts [ZiBN3 5 FIRICHEWNE T, £ 935 L. @7 1 /L% 25 Access
DO DBEEZRELET,

Cisco APICGUI Z A L=4 N\ FEBT7 UV ADEKRTE

Y

&

ATvT2

ATvT3

GE) AN REHT7EZATIE, IPvAT RLALIPVE T RLARHR—FENET, AZT 4 v
IREZMER LT IPVv6 RENTR—FENET (LR FET U M FOMT) . IPv4
BIOIPV6 DA R RBEXOT U M TR ROTFT 2T VREIL, AXT 4 v 7% E&E
M55 ORR—FEnET, FFMIcHOVWTIE,  Configuring Satic Management Access
inCiscoAPIC] D KB fiH# ML T2 &0,

FlE

AZ=a— /=T, [Z7TUv% (FABRIC) 1>[7¥ X K') >— (Access Policies) ] DJIA
WZEIR L E 9,

[Navigation] ~1 > T, [4 ¥ 2 —2 x4 R %47 U v 27 L. [Configure Interface, PC and VPC]
IR E T,

[Configure Interface, PC,and VPC] % 1 7 = 77K v 7 AT, Cisco Application Policy Infrastructure
Controller (APIC) (ZHEE SNND A A v TF R— FERE L, WOBEZFATLET,

a)

AL v FROBIZHDIREN[F]TA a7 Vv 7 L, LW a 77 A VEERL
T VLAN % Cisco APIC HIZ&RELE T,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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ATvTh

Cisco APIC GUI £/ L 7= o> FEET 4 20%E [

b)  [Switches] 7 4+ —/L KD K w7 X7 U A R, Cisco APIC 895 AA v FD
Fzv IRy 7 AeF N LET (leafl BE W leaf2)

c)  [Switch Profile Name] 7 « —/V KiZ, 7’17 7 A /L D4HEi (apicConnectedLeaves) % A7)
L%,

d [HTA=2v%27Yy 7 LT, A—bEHRELET,

e) [Interface Type] fHik C. [Individual] 77" a v RZ URNEIREINTWDE Z EE2HERL

£7

) [4vB—Tx4A4R (Interfaces) ] 7 4 —/L KT, Cisco APIC NEEHGE SN DHR— k% AT
LET,

g)  [Interface SelectorName] 7 4 —/L RiZ, A"— k 7’1 7 7 A /L D4 (apicConnectedPorts)
EANNLET,

h)  [Interface Policy Group] 7 4 —/L R C, [CreateOne] &7~ a v RZ %7 Vv LE
B

i) [Attached Device Type] 7 4 —/L RC, WHIRT NA A XA TEZFIRLTRAAL L (XT
AZN) HRELET,

) [Domain] 7 4 —/V K C, [Create One]l] A/ va > RZ %7 U v 7 LET,

k)  [DomainName] 7 4 —/V N2, RAA %% AJJLET (inband) ,

1) [VLAN] 7 4 —/L RC, [Create One] AT a v R¥ U &&EIR L FT,

m) [VLANRange] 7 1 —/L FIZ, VLAN#HiPHZ ASJ L £, [Save]l #7 U v 7 L. [Save] &
Ho—E7 Yy LET, [EF (Submit) 1227 V27 LET,

[Navigation] <A > C, [Switch Policies] #4727 Y » 7 L. [Configure Interface, PC and VPC] % &

WLET,

[Configure Interface, PC,and VPC] ¥ 4 707 Ry 7 AT, ROT 7 v a r&#FTLET,

Q) A vTFHORBIIHHLREW[H TAarwE27 Uy 7 LT, HiLnwr a7 7 AV EER
LT VLAN Z % —HIZREL £7,

b)  [Switches] 7 4 —/L KD R v 7 X URARnD, $—R"RNER SN TWD AL v F
DF = IRy 7 AeA A2 LET (leafl) .

c) [Switch Profile Name] 7 4 —/L RiZ, 787 7 A /L O4Hi (vmmConnectedLeaves) % A7)
L%,

d [HT7TA=2r%22Y 7 LT, F—FFERELET,

e) [Interface Type] #EIk T, [Individuall &7 > a > R URBRINTND T & &R L
7,

f) [Interfaces] 7 4 —/L RC, =B INTWHLAR— N2 AN LET (1/40) .

g) [Interface Selector Name] 7 + —/V KiZ, "— b 7B 7 7 A VDL HIEZ AT LET,

h) [Interface Policy Group] 7 4 —/L R C, [CreateOne]l A7~ av R¥ %27 Vw7 LE
R

i) [Attached Device Type] 7 « —/L RC, WHIRT NA A XA TEBIRLTRAL L (RXT
ALN) HERELET,

j) [Domain] 7 4 —/V RO Ka v 7Z 7 J A Kb, [ChooseOne]l A7 a v iRZ %
Vw27 LET,

k)  [Physical Domain] K2 v 7 &> U A RnD, BICHER LT RAAL U EEIR L £,

1) [Domain Name] 7 4 —/V RIZ, RAA &2 ATTLET,
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ATvT6
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ATvT8

ATvT9

ATy 710

m) [Save]zZ U w7 L, [Savel]zb o —E7 Vv LET,

[Configure Interface, PC, and VPC] % A 7 2 7' 7R » 7 AT, [Submit] #7 U v 7 L7,
A=a—N—7T, [T+ (TENANTS) 1>[BEE (mgmt) 1 %27 V> 27 LET, [FES—
< 3> (Navigation) ]3A > C, [T+ Y FEE (Tenantmgmt) ]>[Ry FT—F 24
(Networking) 1>[7'') v ¥ KAA > (BridgeDomains) ] ZEBH L. A >3 KD T Y »
Y RAALUERELET,

AR RTY Y RAALY (inb) ZEMLET, [Subnets] 527 U v 7 LETF, [Create
Subnets] #27 UV v 7 L, WOBEEZFITLTA N R A= oA ZRELET,

a) [Create Subnet] ¥ A 7 & 7' 7R v 7 AT, [GatewayIP] 7 4 —/L KT, A >3 REHS— |

U IPT FLRALERAZEZ AN LET,
b) Submitx 2V v LET,

[FE4&—2 3> (Navigation) 1A > C, [T+ FEE (Tenantmgmt) ]1>[/ — FEEEPG
(Node Management EPGs) 14 B L £3, [Node ManagementEPGs] %42 Y v 7 L. [Create
In-Band Management EPG] # i#R L £ 9", Cisco APIC &il{E T 572D T 514 3 REPG

O VLAN Z 3R ET 2121, ROBAEEFITLET,

a) [Name] 7 4 —/L RIT, A v REBEPGHAEATILET,

w[&mﬂ74~wFT\WANGMmM)%ﬂﬁLiTo

¢) [BridgeDomain] K v 7% 7 7 4 —)L Kinh, 7V vy RAAL U A2EIRLE9, Submit
7V w7 LET,

d) [Navigation] A > T, # L <A{ER L7+ > /3 R EPG Z IR L £,

e) [Provided Contracts] #J&FH L £7°, [Name] 7 4 —/V N T, Fry 7 XU UZXMnb, 7
7%»%@3VF§7F%%WL\VMM#%NﬁﬁﬁféﬂGT%%éﬂé?7iw%
Dar 77 a2 EPGRETEH LT LET,

f) [Update]l Z27 U > 27 L, [Submit] #2 U v 7 LE T,

[ E#—2 3> (Navigation) 131 > C, [/ —FEE7 FL X (Node Management
Addresses) 12427V vy 27 L, [/—FEE7 FLADYER (Create Node Management
Addresses) 127 Vv 7 L, IROBIEEZFEAITLTZ 77 Y v 7 ND CiscoAPIC 21> b1 —F (T
BB CTHIPT RLAZRELE T,

a) [Create Node Management Addresses] # 1 7 & 77K v 7 AT, [Policy Name] 7 4 —/L FiZ,
RV > —4 (apiclnb) 2 AS)LET,

b) [Nodes] 7 1 —/L KD [Select] 5T, ZDT7 77V w7 DO—Htind /) —RKDFxv IRy
J Ak A A LET (apicl, apic2, apic3) .

¢) [Config] 7 « —/L KT, [In-Band Addresses] 7= v 7Ry 7 A% 4 A2 LET,

d) [Node Range] 7 + —/V FiZ, #i&E= AT LET,

e) [In-Band IP Addresses] fE fﬁ@ [In-Band Management EPG] 7 4 —/L R C, RKavy7F&Z vl
A NG [default] 238N L ET, 2T, T 74/ DA R0 REBLEPG BRI 5
nE7,

f) [In-Band IP Addresses] 7 « —/V K & [Gateway] 7 « —/V RiZ, SEIZJS U TIPvd 7 RL-X
FIAEXIPV6 T RLAEZATILET,

g) SubmitZZ7 YV v 27 L%E9, CiscoAPIC D IP 7 KL ANKEINE LT,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



Cisco APIC GUI 2 AL 1= 75 kA T3y kEET7 s w20z [

AT v 7M1 [Navigation] %A > T, [Node Management Addresses] 24~ U v~ LE£7, [Create Node
Management Addresses] #7 U v 7 L, ROBEZFEITLT, 777V v I7NDI—7 AL v
FRBELOAR AL v FOIPT RLAZRELET,

a) [Create Node Management Addresses] %1 7 & 77K v 7 AT, [Policy Name] 7 4 —/V FiZ,
R v —4 (switchlnb) # AFLET,

b) [Nodes] 7 4 —/v KD [Select] ¥ T, ZDT7 77V w7 D—LinDd /) — FOMDOF =7
RNy 7 ZA%A N UET (leafl, leaf2, spinel, spine2) .

¢) [Config] 7 4 —/v K C, [In-Band Addresses] &= v 7Ry 7 A% 7 U v 7 LET,

d) [Node Range] 7 —/V RiZ, #HZ AL LET,

e) [In-Band IP Addresses] fE#k® [In-Band Management EPG] 7 4+ —/L R C, Fuvy 7 X
A KD [default] 23R LET, T 74/ DA 30 REH EPG BEMIT O E L
7

f) [In-Band IP Addresses] 7 4 —/L K & [Gateway] 7 « —/L RIZ, HE|ZJG ETIPvd 7 KL A
FIEIPV6 T KL AEZ AN LET,

g) Submitx27 Vw7 LET, [Confirm] ¥ A T a7 Ry 7 AT, [Yes] 7 Vo7 LET,
V=T BRIORANAS 2L v FDOIPT RUARRESIE LT,

ATw 12 [FEZF— 3> (Navigation) 131 > D[/ — RFEET FL X (Node Management Addresses) ]
D T T, CiscoAPIC DR Y > —4; (apiclnb) #7 VU v 7 L TCHEL MR L E T, [Work] <A >~
2, SESER//—RICEHVYTHNZIP T RUARKRRINET,

AT 713 [Navigation] ~21 > ® [Node Management Addresses] F C, Ao vF KRV I —4 (switchlnb) %
70 w7 LET, [Work] A 12, AL v FIZEN B THENTWAIPT FLREEHALTWH
57—tz T RLARERENET,

G¥) [ RT L (System) 1>[P AT LERTE (System Settings) ]>[APICHE#iERE (APIC
Connectivity Preferences) 142 U v 27 LT, 77 AT/ NEHY 7 & X% Cisco
APIC Y —"DF 7 )V s OEIEEHGE— NICRETE E7, &IZ, [Connectivity
Preferences] ~X— " C [inband] &7 U v 7 L £ 7,

Cisco APICGUI ZFERA L7 O FA TN FEEBT7 IV EADETE
Y

CE) TORETNRUREHRT VAT, IPvAT7T FL AL IPv6 7 RLUARYR— FEINFET,

V=T 2 v F L 2[4 v AL v F, BEXOCiscoAPICDT U b A TR REBT 7R T
RUVAZBRETDHLENHY T,

1R BHHIIZ

Cisco Application Policy Infrastructure Controller (APIC) 7 U hA 7 32 REHPHGEO Y > 71X,
1 Gbps THLMENH Y £,
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ATy 1

ATvT8
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FIE

A=a2— =T, [T+ b (Tenants) 1>[EEE (mgmt) ] %R L EJ, [Navigation] <A >

C. [Tenant mgmt] &R L £9,

[Node Management Addresses] #4727 U »» 7 L. [Create Node Management Addresses] &2 U » 7

LET,

[Create Node Management Addresses] % 1A 7 2 7 7R v 7 AT, IROBEEZFITLET,

a) [Policy Name] 7 4 —/V RiZ, KU I —4 (switchOob) # AJJLET,

b) [Nodes] 7 4 —/V KT, W72V — 7B L UNA/NA A1 v F (leafl, leaf2, spinel) DFf
WHDF =y IRy I AT AT LET,

¢) [Config] 7 4 —/L FC, [Outof-Band Addresses] DF = v 7 R 7 A% A LET,

GE) [Out-of-Band IP addresses] fEk 3R R SV E T,

d) [Out-of-Band Management EPG] 7 4+ —/L R C, Koy X U X )b BPG #i%IR L £
T (FT7HhN)

e) PIORFTNURE—boxzA 74—V RT, AT T "ATNY REHERY NT—7
DIPT RLARLERy NT—2 A7 B ANTJLET,

f) [FOrATNUEIPFZRELR] 74—V RIZ, AL v FIZED B TOHNDIHLD IPvE F
721X Ipve 7 R L AO#HFHA A LET, [Submit] 227V v 7 LET,

J— FEBIPT FLARRESNET,

[Navigation] ~<1 > C, [Node Management Addresses] % J&B L. fERk L7=ARY v —% 27 U v 7 L

£

[Work] <A N2, AA wFIZHTHT U MA TN REHT RUANRERINET,

[Navigation] =X > C, [A> k5% k (Contracts) |>[F72 kA TN K2V S5 b

(Out-of-Band Contracts) ] #JEB L 9,

[Out-of-Band Contracts] 2472 U > 2 L. [Create Out-of-Band Contract] %27 U v 7 L £,

[Create Out-of-Band Contract] #4472 7R v 7 AT, IRDHA AT BFEITLET,

a) [Name] 7 4 —/V NiZ, 2 77 FO4HT (oob-default) # AJ)LET,

b) [Subjects] Z /B L £9, [Create Contract Subject] %4 7 12 778 > 7 AT, [Name] 7 4 —/L
Nz, 7= 7 +4 (oob-default) # AJJLET,

¢) [Za4NBAIZREEL, [£RI] 74—V KT, Kay 77Xy URARNNL, 74 VHDA4H]

(default) Z#®IR L EJ, [Update] #27 Vw7 L, [OK]ZZ VU v 7 LET,

d) [Create Out-of-Band Contract] % 7 2 77K 27 A, [Submit] #27 U v 7 LET,

T RTINS REPGICHATELT U AT AU R av 877 FMERREET,

[FE#—3< 3> (Navigation) 1931 > T, [/ — FEEEPG (Node ManagementEPG) ]>[7

D bFA TN FEPG- T 74 /L b+ (Out-of-Band EPG - default) ] % & L £,

[Work] ~XA > C, [Provided Out-of-Band Contracts] % B L 77,

[OOBContract] # 7 5 C, Fry 7 X UANpbH, fERLET Y AT AN Far kT

I (oob-default) %3®IN L F7, [Update] 27 U >~ 7 L, [Submit] %27 U 27 LET,

a NT7 7 N3 — REELEPG IZBERMIT b ivE T,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



FOZNNYE— b, #EHEE. s&0a7 710z zk—+ ]

ATY 7N [FEH— 32 (Navigation) 11 T, MR Y FT—U A VREA VR TOT74)L
(External Network Instance Profile) 1247V v 27 L, [NEBEBIVTA T4 A 2VAIVR
MDYERL (Create External Management Entity Instance) ] %27 U v 7 L9,
AT 712 [Create External Management Entity Instance] % 7 2 7R v 7 AT, IWROBIEEZFEITLET,
a) [Name] 7 1 —/V RiZ, 47 (oob-mgmt-ext) # AL FET,
b) [Consumed Out-of-Band Contracts] 7 4 —/b K% &R L £ 3, [Out-of-Band Contract] K& v 7
Zyo UANNMS, fER L7z FF 7 & (oob-default) %R L E9, [Update] 27 U >
7 LET,
T REFTA MERICL s TRESNTZRCa s M7 FERBRLET,
¢) [Subnets] 7 4 —/V RIZ, 7 Xy b7 KL AZ AN LET, [Submit) %27 U v 27 LET,
CITERLEY 7Ry b7 RLAETINRAL v FOEBIEHINE T, ST
WHT Ry BT RLRFIAAL y FOFEBIHEATE £E A,
J — FREEL EPG |34M58 EPG (IS S L E$, 77 b AT Sy MEHER S SE SN ET,

GE) [ R T L (System) ]>[2RTLEETE (System Settings) ]>[APICHESKERE (APIC
Connectivity Preferences) 142V v 27 LC, 70U AT REBT 7 & 2% Cisco
APIC H—"DF 7 5 )L ks OEFREHGEE— FICRETE £9, &IZ. [Connectivity
Preferences] ~X—<""C [ooband] % 7 U v 7 LE 7,

TOZAIYHR—F, HFAER. SEXPAT7IT774ILD
IHRAHR—F

TJ7A4ILDITY AR— FIZDNT

BHFIX, APICHT, a7 77 A NET Ry 7 F—2 20T 57-012, #Hitth®, 77 =
TV Y R—FOE, FEERBINA N b 2777 Y w7 (APICBLOAA v F) M HAE R
AMIZIAR=FFTDHEI T AR— b R —2RETEET, =7 AR— I XML,
JSON, Web V% v k. Secure Copy Protocol (SCP), HTTP 72 XD & F X F e TE £,
ARV —=3v7, BHIN, 3 A 0T RO T AR— MEREETEET,

FHEZ, k7 e ban, EET7 AT XA EEEORERERY) O—OFMERETE E
T, RYT—iE, AAA ZH L CGRIESN 2 —PFICL > TRETE 7, EBoEDE
X2 VT 4 AD=XLF, 2P ENRNRT— RIZHESONTWET, NEEIZ, R o—33E
W7 —%DO M) H—%0BE L F7,

T7AIWNDIY) AR—FETBH4 FT4 2 EFINEER

«HTTP =7 AR — & A MY —3 7 API BRI, HEHBEWOBEICOBYR— S E
T, av7BLOT 7=V PR —F T—=H TV R—FENTWEEA,
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e T AR—FRENDBT 7 AINDEEHRIPT RL AL, IPVv6 T RLATH--TiTn XA,

«SOEMAD /) — KDL DT 7 = HN Y R— FERIFHZ Y T —LRNTLES0, FFIZ
Cisco Application Policy Infrastructure Controller (APIC) (27 AR — hTBi5HE. £
R & 2 Ea—T 4 7 U Y = ARRF0 AN — N 7 AR — b 55613
MU T—%FATLRNTLI &N,

« 77TV IHNDTRTD ) — RS T 7 =hVHR— b Z2EBEICINET 5 I21E, #HK
DRV —H"VERTAMERH Y F, FERY >—iF, /— KoV Ty a2 X—F 35
VERHY, FHZTOHLTCRIT—END LA YVa— L LFET (D7a< D 30
SEET)

* Cisco APIC D[R] U/ — RIZX L TEEDOT 7=V b R—hFs R o—% AP 2—L 1L
BRNWTLEEEW, R/ —RTEROT 7=V R—F R —DA v AZ v %[
REIZHEITT % &, Cisco APIC W KEIZHE SNZD . CPU A Z ARZDMD Y v —R
DEV B2 5N THREEENRH Y 77,

cAUTFURAE—RNIZRSTNS ) — RIZoWnWTiE, FrF~r R TF7 =L %R —}
AU —TERL, BEOT 7=V R—= R —2fEHAT22L2BE8D LET,

AT FUAE— RO — RIZHT HETHOT 7 =Y R— FDORATFT—H ZXE, Cisco
APIC GUI ® [EE (Admin) ]1>[T% =AhJL H7FKR— bk (Tech Support) ]> [policy_name] >
[#24E (Operational) 1>[AT—4 R (Status) |7 > a v CidERATE EHA, 77 =
I HR—=r R —D[aAY FA—FANDIY RA7R— b+ (Export to Controller) ] £7=
X [TY RAR— k5 (Export Destination) 11225\ C, 22 he—7

(/data/techsupport) FERIIFEHLEY — &R L., 77 =NV R—BRX¥ T ¥
INTVDHZ EEHERTEET,

* Cisco APIC 226D 7 7 =7 AR — FOIUEIL, V—7 AA v F Eoaryne o —IKiE
DEEIIZEA LT TN T L2 ERHYET, BGP R EDNV—T 4 7 7 A° HAL
REDT Ty N T A=A TBEANCPUZEAETHE, a7 BEY—IZRDAREMENH
VEST, 7720V PR—NOIENRZ A LT 7 N LT-5HE1E, CPUEHERATH T,
CPU AN AEL TWENEIDEMHRLET, TOXIRGRITE, V—7 AL vF
DT 7 =71 HiR— N EEEET L, Y427 7 FORMBEZERECE £3,

TJ7A4IL T HORR—FHDYE—F O5— 3 >DERK

COFEETIE, =7 AR—bFENTET77ANVEZTRD Y E—FHFAMDKRR MEHRE T 74
JWHRIEY v T 4 VT HRELET,

FIIg
ATY Tl A=a2— =T, [Admin] %7 U 7 LET,

RATY T2 7 A=2— 3—"7T, [Import/Export] =7 U v 7 LET,
AT w73 [Navigation] ~<A1 > C, [Export Policies] % [ L £ 7,
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GUI A LI TR R Fo=nnvhi—k 771 L0kE [

AT v 74 [Remote Locations] #4577 V ~ 7 L. [Create Remote Path of a File] Z34R L £ 7,
AT w75 [Create Remote Path of a File] ¥ A 7 0 /7R v 7 AT, WOBEEEZFEITLET,

a)
b)

¢)

d)

2

[Name] 7 4 —/V KiZ, UE—h mnrr—a D42 ATTLET,

[Host Name/IP] 7 -t —/L RIZ, E[EHAAMDIP 7 KL A F 2T BERM KA A 4% A
HLET,

[Protocol] 7 4 —/V RN C, %R T v A )Lk a harDArFvary R w27 v
LET,

[RemotePath] 7  —/L KT, UE— K KA NTT 7 ANADPRIFESND NAEZATILET,
UE—FRRA MBI T DD —PHENRAT—=RE AL, AT — R2iEiR
LET,

[Management EPG] Ku v 7 Z v U X N BEE EPG 23R L ET,

[51F (Submit) 1227V v 7 LET,

GUIZERALEA VTV R T ZAILYR—F T7 4 ILDEE

FIE

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ATy FT17

A==2— /=T, [Admin] 27 U v 7 L%,

BT A =2 — /X—"T, [Import/Export] 7 UV v 27 LET,

[Navigation] ~2A > C, [Export Policies] % BEBEI L £,

[>T ET9=Ah)LH1KR—F (On-demand Tech Support) 124527 U v L, [AVT<
VR T =hL Y R—FDOER (Create On-demand Tech Support) ] Z 834K L 9,

[>T K T =A)L HER— bDOERK (Create On-demand Tech Support) 1 %4 712
Ry I ANFRENET,

[>T KT =HIL YR — DR (Create On-demand Tech Support) 1 %41 71 2
Ry 7 ADT 4 —)b RIZEflEx AT LET,

GE) 74—V ROBIIZOWTIE, [TV KT ZhIL $R— FDERL (Create

On-demand Tech Support) | XA 7 a7 Ry 7 AD~NVTT A ar%k 7 Uy LE
To LT T 7 ANNBENTT BT ¢ OB —URFRENET,

[EE (Submit) 227 Vv s L, 77=hVHFR—F T77ANVEEEFLET,
GE) T ROT I =AY R— N 77 A ERIO APICIZRGF L, A hL—T L

CPU DN T AR D Z LN TEET, GTaRT5121%, [FESXS—Y 3
> (Navigation) 1 XA > TAV T~V FOT 7=V H$HR—FRIv—%7 1V v
7 L. [fE% (Work) ]<1 »C[#4E (OPERATIONAL) 1 ¥ 7 %7 Vv 2o L¥
9, 22 b Br—F 5 [EXPORT LOCATION] 7 ( —/L RIZERENFT,

AU —4%427 Y 2 L, [Collect Tech Support] Z &R L &£ 7,
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ATYT8 [Yes] IR T, 77 =H/)b PR— MEROWELBIML ET,

ZOME Y7 TE ROEHRERIEL ET,

« CiscOAPIC DB EDA VHR—h 7 ZAR—F2HHL T, REDREBEZEFTOMAHDOR
7R BB BlE 5 51k

¢ Cisco APIC DRERET 7 A NDEFaT FuaNF 4 iEe{bd 5 FiE

A—PFREDAT Va— N Ny I T v T X T RNy I T v TOWGFEITI ZENT
TET, REOWKEALEETLE (Tn—n "y 7 EHMEINET) | URIRFTH-7-EE
HORBIZRD ZENTEET, TOLOOAT v a i, 7RI v 7 BEREMEINET, &
EA AR — K ARY — (configimportP) (X, 7 hI > 7 +&#t (importMode=atomic,
importType=replace) #H 7R —FLET, TNODMEICRET D E, A4 F— FSNDHHENRE
FOREE EEEL, A VA= FSND 7 7 A MHFIE LR WBEFORED HAIVZHIFR SV E
T BHIWNCERED Ny 7T v T e AR— &7 9 D, BEHOBIFREEDT 7 AR — K
PRI B Y T —F4uE, % TLUN® CLL, RESTAPL, BXOGUI HOFIEZFEHL T2
DFREEHEITLTEET,

Cisco APIC ZA#i J] L 7 3 KRB D [EIEIZ BA 3 2 3l 2 b & fE s > Tl [ CiscoApplication
Centric Infrastructure Fundamentals Guidel]l # &/ L T< 72 &0,

ROETIE, RETZ7ANDEF 2T TuT 4 OB SALICET 2MEFREZRIE L £,

HTEI7MAILDESIE

U U —RX1.1Q) LA TIE, AES-256 5 5L A BT H I EIZE D APICRE T 7 A VDL F =
7 TanT 4w TEET, AESK S LIZ e — " AREA T a T, T TokR
X a7 a7 41X AES G EICHE > TWET, T MREREDACI 7 77U v 7%
EDH Ty b AESKSALZEHA L T2/ AR— 2508, 777U v 7R EDKD OES
DI L nEn) Z LI TEETA, BEXF 2T Fu T 0O U R MIOWTIL, Cisco
Application Centric Infrastructure Fundamentals® [ Appendix K: Secure Properties] &M LT 72
S,

APIC 1%, 16 ~ 32 LFD/RA T L—X &M H LT AES-256 ¥ —% 4k L £9, APIC GUI|Z
1T, AES/RA T L —ADONy v aPNFERENET, ZONy a2 Z2fFHLT, 220DACI 7 7
TV w7 TCRILANATZ L—=ARFHINTODEINE I DEHRTEET, 2Oy v ab 7T
AT b arvbta—ZZat—=LT, IOACI 777U v 7 D/NAT L—R Ny L= b g
TEET, ZHUTED, ZNoDNy Va2 PR U ANAT L—REHH L TERS NN E D 2
EHERTEET, Ny a®BHL T, TO/NRAT L —RXF 71T AES-256 ¥ — % FfEs4 5 =
LIXTEERA,

WAL SNIZRET 7 A VAT DBRE. IROTA FTA N> TLIZEN,
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s AESBERALRREA T v a v B FEHALTCWA 777 U v 7 ICHEWACIREER A VR — T
DO OH%ITHEME N R — K SN TWET,

\}

GE)  WoORBMEIZR—FENTWERA, AESES{LREIZ /-
TWDHACI 77 7Y v I mbm s AR— b ENTEHREEL TV /N—
TarDAPICY 7 =TI AVAR— T HZ LI TEEREA,

T 7TV I RNy T v TREDT Y AR— N ETT 5L X3, LT AES Wb x2h
MMZLET, Tk, 777V w72 BIETH LI, HEOTRXTOEX=2T 71
NRTUAPEFICA VAR—=FEND L1720 F9,

\}

GE)  AESHEBALAZANCETIC T 7 TV v 7 Ny I 7 v TRENT Y
AR—=hENBE, FOBXaT TuT b AR— MNIE
FNFEEAL, FOXLIREE LI TRy 7T v 723k
X7 TanT ;ML EEN TV WD, 20X 577 74
NEAYR—NLTYVATLAEETLTDHE, 777V v OFR
FEBIOT R TCO2—FR AT ANbuy 777 hERTLE
I AREMEDN B D F 9,

« B Eb ¥ —Z 4T D AES /S A 7 L— XX, ACI BHESZOMO 22— RET L=
SOV THZ LT TEEY A, AES XA 7 L— X IMEESNEH A, APIC IZ AES
NRATVL—RX %ML TAES ¥—%&AmM Li-th, TONRZAT7 1L —X%BE#E L £7, AES
¥z AFR—bhSnFEHA, AES F—I%, =7 AR—FET, RESTAPI Zflif L
THEATE W=D, B TEEHA,

[ U AES-256 /A 7 L— X%, #ICHE U AES-256 ¥ — %R LFE T, BREDTZZ AR—
F 77 A%, WU AES SATZ L—X&MHHTHMOACI 7 77V v 7124 FR— KT
:\éi‘d‘o

NIV a—=T 40 7 HERE LT, BXaT a7 s O LT —2 RN E 1T
TRWRETZ 7 ANETY AR—FLET, HEDTT AR— N EFITT HENI—REITHE
FEF 7T HE, I AR NINERENLTRTOEX 27 7 m/37 ¢ EIHIFR
SNFET, TRXTOEX 2T Fu T A BHIBRENTEZED X I RHRET 7 A NV A VR —
FoHIZiE, A==V F—REMHEHLET, AR — MEHBE— NIEHLE
HFhe A VA=K~V E—REFEATLHE, ACL7 77V v 7 NOBEfFEX 2T 71
RT 4 DMRFEENET,

F 74V T, APICIZE S TERNWT 4 — IV EREENTWE T 7 A ILDOHREDA »R—
MG LET, TORTEALZICTDEZITERBELTLEEY, ZOTFT 7 4/ hREN
F TN TND & EITRIEDA iR— MRBEINCETENR2NWE, 777U v 7 D AES
B AR I LR WERET 7 A NDA VR— MFIZACI 7 7 7Y w7 OFT_RTHIRA
U — RHIBRES NS TREE N H 0 £,
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GE) ZDOHA RTA NtV E, 777 v U EBEEE TR
THDZ—=YFNVATANLa Y 7T 7 NENDAHREENH Y F
j—o

GUI ZFERHLEYE—FASY—2 3 UDETE
ZOFNETIE, APICGUI ZfFHLCYE—h v — 9 U E1ERT 2 HFIEICOW T L
7,

FIE

ATYF1 A==—/"—T, [ADMIN] > [Import/Export] DIEIZFER L £,
ATwFT2 FeHF— 3 (T, [Remote Locations] #4577 U »» 7 L T [Create Remote Location] % jg

RLET,
[Create Remote Location] % 1 7 1 7 NFE R SV E T,

AT 73 [Create Remote Location] A 7 12 7 D7 4 — )b RIZi@y 72 lz A LET,
GE) 74—V ROFIIZOWTIL, (1T A 227 V7358~ VT T 7 A)RFHR
IRENET,

AT w 74 [Create Remote Location] %1 7 2 7 D7 4 —/L RIZflEiz A L7=5, [Submit] #7 U v 7 L&

RS
INT, 722N\ T7 7 T5bDYE—F nr—va UBMERISNE L,

GUI ZERALETY RAR—F R O—DERE

Z OFJNATIX, Cisco Application Policy Infrastructure Controller (APIC) Zffif L Cx= 2/ AR —
FARY —ERET DHEZOWTHHALET, WOFIHRAEHL T, 7—2DR v 77 v
ERUHT—LET,
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AP a—TF R —TRESN TV [EKEKE/ — K% (Maximum Concurrent Nodes) ]
DIEIC LT, AT a—F R —THRESINERFEICEET 28 ET 7 AR— KR —
DEBPRED £7,

Tl 2E, A ¥a—7 K o—7T [mAXREK/— F# (Maximum Concurrent Nodes) ] 23 1
WICRRESN, RILAT Y 2—F R —2HT 52507 AR — K RY T —RNREZN
TWAEAE, 1DOOT 7 AR—FRY U—FHIL, 9 1 23KRKLET, 2720, [RKE
B/ — K% (Maximum Concurrent Nodes) ] % 2 IZERET D &, M DOREDKINI L E T,

2—PRFHAMY EHHER T 7 L TWDHEETH, [T~ R T 7= FR— |
(On-Demand Tech Support) ] AR Y o —F72iE [REDT 7 AR — I (Configuration Export) ] 7~
Vo—%427Y 27 LT[MYH— (Trigger) 1 Z&RTHE, 77 =NV Y KR—FT—%%

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

T AR—FTEET,

FIE

A=a2— =T, [EE (Admin) 1> [4 >R— I XK —F (Import/Export) ] DJIHIZE
WLET,

[FE4—2 3> (Navigation) 134 > C, [[RI)—D4 >7R— bk (ImportPolicies) | %47
Vw7 LT, [REDA iR— b R —OER (Create Configuration Import Policy) ] %%
RLET,

[Create Configuration Export Policy] % 7 1 7 BNHE R ET,

[Create Configuration Export Policy] # A 7 1 7' D7 4 —/)L NIZ#EE /2 Ea A LET,

T 4=V ROBUZONTIE, ~T7 ([2) TAar w7V 55L~VT 77 AV
RINFET,

[BREA vR— b R >—dD¥ERL (Create Configuration Import Policy) | # A 72 /D7 4 —
NV RIZEE AT LTIZ 6, EE (Submit) 122U v 7 LET,

T, Nyl Ty IPERESIVE L, ZiUX [BR%E (Configuration) ] % 7 TR CT& £
T NI T w7 T ANBHEBO [BRFE (Configuration) ] <A ZFRINET,

GE) Cisco Network Assurance Engine (NAE) % BB L CUELRBRELTo1HEL. —
EMNETT — % Z#IWET 5 729 D Cisco APIC D7 AR — k 7R U 2 —73 Cisco APIC
WCAER &N E T CiscoNAE =7 AAR—h RV —id, 7y aT7 T A arbha—
JVEREIZHE D AR Tkl T & £4°, Cisco APIC T Cisco NAE =27 AR — k K
—%HIRT % &, CiscoNAE =27 AR — k 7RV 2 —73 Cisco APIC [ZFF /R X1
F9, CiscoNAE =7 AR—F KU —ZHIRLARNWZ L2BEDLET,

[+ E4—< 3> (Navigation) ]-51 > T, [R)L—DITH XAHKR—k (ExportPolicies) ]>[5%
7E (Configuration) ]> [policy_name] DIEIZ IR L £ 4,

[YE%¥ (Work) 131 > C, [#84E (Operational) 1>[¥ 37 XT—4 X (JobStatus) ] ¥ 7 %
7Yy LET,
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b ARYS—DBE

ZOMEETIE, Ya T oy AR— MIETLHEREGLT TNV ERRTEET, YaTo
T AR— e NUH—= Lo lzE, 7—7W32EIc7 0 £9, [HKEE (State) 1 7 7 A
I, Ya T DO AR— b AT —HZ AR LET, REARBRMEITRO LB TT,

® success . D 775‘5‘2333 L& L/7LCO
s failed: Y a 7 MERMLFE LT,

®* success-with-warnings : V3 76iﬁjZIjJ Ljﬁ L/7LC75§\ A < O?ﬁ’@Fﬂ%E&Eﬁ§gb D 35 L/flo

[¥# (Details) 177 A%, BEMMRAED S Lo KL TehZ2 R LET,

N 7T v T aER LTz4, Cisco APIC IIERR SN2y 7 T v 77 7 A4 LD [84E
(Operational) | B = —IZFRSND T 7 A NVEERLET, TOT—H %A AR — T 58
BlE. A VA= N R —2ET 2 ERNH Y 7,

GUI ZERLT=A oiR— kR O—DEERTE

ATy T
ATvT2

ATvT3

ATvT4

ZOFNETIX, APICGUI ZERALTA AR —bF R o —Z2RET D HECONTHBALE
T NI T T FT—2%A R — T2, ROFIEIZENET,

FIE

A= =2— /N—"T, [ADMIN] > [Import/Export] DIEIZZR L £,

F v — a4 T, [ImportPolicies]| 4~ U w7 L T [Create Configuration Import Policy]
EIRL £ 7,

[Create Configuration Import Policy] % 1 7 2 7 BNERIVE T,

[Create Configuration Import Policy] # 4 7 2 27 D7 ¢ — /L RIZ#EE2EE2 A LET,

GE) 74—V ROBAIZOWTIL, [ TA 2 %27 Vw7 TDHENNT 77 A IVRFK
REILET, [Replace], [Merge], [Best Effort], [Atomic] 72 EDA R —F XA
LF— ROFEMIZ DWW T, [Cisco Application Centric Infrastructure Fundamentals
Guide]] ZZH L TS EEWY,

[Create Configuration Import Policy] ¥ 7 &2 7 D7 4 —/)L R{ZfEZ AJ) L7z 5, [Submit] & 7
Vw7 LET,

(6=3)) 77V 0y ) —r)ua—REFETL, URIRELEHREEZ A VR — T2
L. AALY—=NET 740 P TUTCIZAERE SNE T, 2D X 5 2R Tl APIC
T TAEDBREDA ViR— MMEIZ, FA LY —rEua—hVH AL =)ty
FLET,
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GUI ZERALT-8RE 7 7 1 ILDEES1E

ATy I
ATy T2

ATvT3

RTvT4

ATy TH

AES-256 B 2 {blZ 7/ o — NVEREA T v a T, ANCT AL TRToOEF 2T S
T 41X AES ORERGGR EICHEIL L £9°, $FED targetDn Z FFORRET 7 AR — F &M H L T,
ACI7 77U v VB EDO—H T/ AR—hT&Ed, 7272L, RESTAPIZfEHL T, &=
T 7anT o L ABS B b E G T U MREREDACI 7 7 T U v I Sy DI E T A
R—1rT5HZEIXTEEEA, RESTAPI ZREFZIZEX =27 a7 3G EhEHA,

T DIETIX, AES-256 5 bz BT D HIEICO VT L ET,

FIE

A= a2— /X—"T, [ADMIN] > [AAA] Z R L £,

JF v —3 3 ~A T, [AES Encryption Passphrase and Keys for Config Export (and Import)] %
707 LET,

F D<A /12, [Global AES Encryption Settings for all Configurations Import and Export] 7 « *
RUNERINET,

IRATL—REAER LET (16 ~32 LFORE) , AN LFOX A FITHIRIZH Y *
A,

[Submit] 7 U v 7 LET,

GE) ATV —REER L CGEETHE, Nyl RTCxF—04E S, XX 71—
AEBE LT HI LT TEFEFRA, LER-T, RXRAT7 L —XT, F—%HEHIA
LI ZCTHIRRESND 720, #HICHLERINETA, N 7T v 7E, AT L —
RaMo TWDEEIZOHZEEL T (O —WFILELH Z &IXTEERA)

[Key Configured] 7 4 —/V RIZiX [yes] & &K/ RZ I E T, [Encrpyted Passphrase] 7 4 —/L RITi%
BElbshiony va (EEONZAT7L—XTER, 2Oy aTLrdh) FHEAL) BE
IRENET,

IRA T L— A& FHER L OWER L7= 5. [Enable Encryption] DRIZHDF = v 7R v 7 A%
VIZL T AES BB UIREZ AN L &S (FicLET) o

INT, =7 AFR—FBILPA A — bk U 2 — [Global AES Encryption Settings] 7 4 — /L
N7 7 40 B THEMICRY £,
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o UAR— MBLWRT 7 AR — | &Y 2 — T [Fail Import if secure fields cannot be
decrypted] T = v VR J ANF NI/ o TWHZ EEHERLET (T 74V
FCIEA NS TVET)  FHEEZA VAR —FTLEZICZDF =y IRy
JAEFZIZL RN EERSBRIOLET, ZOF v IRy 7 AEFTIT
THE, VATAPRTRTOT7 4=V REALAR—FLELDELTH, KE
TERNWT A= RET T ETEREE R T, ZORKR, FHEEDON
AT —=RNT T ETIREERDE, AT LAPLRY 7T T NINAHH
RMERSHY £3 (VAT ahbuy 77U hahlzga1E,. [CiscoAPIC
Troubleshooting Guide] # &ML T 7Z&W) . ZOF = IRy I A%EHT
2T 5E, BEAvE—URERINET, ZORY I RAEF AT HE,
2y 77U NPT 57008 Xa VT 4 F w7 BT, EOREFA
VR—FEINERA,

[Enable Encryption] = v 7 7R v 7 ANEIRI LTV ey (F7) HEIE, B
BALRIHZ 720 =7 AR —FENDHTRTOHE (=7 AKR—F) Tk
Xa7 74— K (RRT—=RLFEAERE) BPRELET, Z0F v s
RNy 7 ZAEBERT D (Fr) &, S ERENIRY, T X3TOZT AR— |
TExaT 74—V RRFRENET,

B b2 BN LIztkiE, LA UAR— FERIE= 7 AR — bR o—DfE
RIFICANA T =X RETDH I EITTEERA, AIICRELTZRATL—X
. ZOR Y7 ANOTRTORELLNTXTOTF v Miblco T/ r—
LIRS TWET, ZOXTNOLHEETZI AR— b T5HE (RAT7L—X
DERE S, BEARITAR) | BRI T v T 77 AP ELNET,
FAEDEN 2o TOWRWEE, EX a7 7 a7 ¢ BHIRESNZ NNy 7T v
T ITrANPELNET, ZNLDNY T T v Ty AE, TAC AR — k
TUV=TAFICE I AR— M AGEICELELET (e 2E TXTok
Fa7 T4V ERRELTNDD) . 2, RENOTXTOEF 27
TRNT AIRHE LET, e, W ka2 VT 5707 A a s
b ET,

WDFRT, FEA A — FNOEBHELBEETAEROU X MIEELTLEE,

BEAVR— LB T UL R

PRIDO Y U —=Z N5 D EWFEE HNY U —ZDFREDA R —
MIFEaelic R — b &k, Ho
REICHRESNTNDETRTO
BXaT 74— RBRIEEFITA
VIR—hENET,

AES ERERFRE SN TWRNE EDREA v [£FaT 74— RRBRVEIE
Fe h DA L AR— N THHBAL,
ICBU LB E T IERICIT bR
ET, A R R ENDRIE
TXaT 74—V BB LIGE
ENE SR E SN

AES RATZ L —AN—F LW EEDRES L | BX2T 74—V RBROERE
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hENTMOBRENSEX 2T
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TERWGES, TXTOv v —
RARESGSNET,

ayvhkO—Say IJ4FaLlL—3 0DINvH T v,
Bx. puao—iL/n\vy

T, arvbhe—Tar 74 Xal—yarORw T (AT v gy MOVEELD .
Bx., BEXOa =1y 7O b0—HEOEREIC W THH L £,

BEIT7AINDNYI Ty T, Bx. $LU0O—ILNN\voIDIT—49 D

D_

Z DIETIE,
T LET, RETHH SN TV DOIEEEITT XTH LY —7 7 a— R =W ET, %
T AR —EHRETDHE, YaTx N T —F 572902 admintSt % triggered (ZFXET D
WERH Y ET,

WETFANDNNy 7T w7 Hit, BEORR =Ry 7 DU—7 71 —TO\
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fileRemotePath 7 7 = 4 k=21 T [

TarZm MU H—3hbH L, configdobCont % A S D=7 A7V =7 kT configlob & A
TOF TV b (FATERT) PERINET (Naming 7’1 /37 ¢ OfEIZAY & — DN IZ
REINET) . 27 FDlastJobName 7 ¢ —/V REZEH LT, ZORY —iZxtLTHY
H—=ENTRBDY a TEMHERT DI ENTEET,

\)

GE)  [FAIFRFIZEKR 5 2D configdob A7 ¥ = 7 hidHi— a7 a7 HICRF S, ZnEnoFikl
TarvNRIAH—SNET, ZODIT, kbHWYa TIFHIBRESVET,

configlob 47 ¥ =7 ML, ROEFEHRPEZENRLTVET,

* FEATIFH]
P E T TR S ND 7 7 A VDA
LUITFTDARTF—H R :

* Pending

* Running

« K (Failed)

* Fail-no-data

* Success

* Success-with-warnings

cFEMIOFY] (BEA v —D L BE
o HEPEE =100 * lastStepIndex/totalStepCount

o BIRITATON TN % 7”7 lastStepDeser 7 4 —/L N

fileRemotePath > =& FZDUVT

fileRemotePath 47 =7 MI, LTFOVE—F vl —3 3 /X RADONRT A—F BHEFFL T

F9,
o RA ML FETILIP
o« AR— |k

« 1 hzjL : FTP, SCP 72 &
e VE—FT AL 7 MY (7 A SATERW)
o 1—H%4 (Username)

o [/XAT—F (Password) ]
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\}

G RRAT—=RE, AETH-NCHEET2LERDHY 7,

SR E
PATFICHREY I EZRLUET,
fabriclnst (uni/fabric) @ FiZ, KO L HITAF L FE T,

<fileRemotePath name="path-name" host="host name or ip" protocol="scp"
remotePath="path/to/some/folder" userName="user-name" userpasswd="password" />

AV FA—FADEEDNDLTY AR—

REDT Y ARN—FTIE, 7T AZNDRBEDO L v — FF_XTH D o2 —YRRE ATRE /R BT
%ﬁ7/:7ﬁ(Mm(D/) I L Chl 2 O 7 7 A WMZEE AR, tar gzip IZJEAE L &
T, WIT, targzip . FRIRTESNTVWAHYE— | nr— g (fileRemotePath 47 =
7 k%157 configRsRemotePath Z{#H L CEXE) &7 v 7 m— K950, Elidar ba—
TEORFYToay bELTRIFLET,

)

GE)  FEMcH-oOWTIE., T2 FyFiay b OEEZZBRLTLIFEN,

configExportP AR U > —3R D L 9 ITHE I NLE T,
«name : KU —4
«format : =7 AR—hINT =T A THICT —# 2717 T 5 (xml F 7213 json)

stargetDn : =7 AR — " T 2HEDA T V=7 hORAAL 4 (DN)  (ZIFT_CE2E
kL E9)

esnapshot : truc ICEREINLTWDHHE, 77 A ViEar bre—7 RIRESH, VE— |
ah—a VOREIIRETT,

« includeSecureFields : 7 7 /L b T true I[Z5%E 4, Bk 7 4 — L K (AT —
K7gl) 220 AR— b DT =0 A TIZEDDHNEIMERLET,

)

GE) ZoRFy 7Tz y MIBETH1EREREFT 5 configSnapshot 47 = 7 FBMER S IVE T
(R FvFvay b OEESR)
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IVRR=bDRTS2—) T

T AR—=FRY =%, FFRESNTZAT Y 2=/ WIESWTHEMICZZ AR— % b
VH—=F A7 Pa—=7 =2V 7 T&Ed, Tk, KU =72 btrigSchedP A7 2 =7
~® configRsExportScheduler BIf&IZ L > TIThbiLE T (o [FRER] OHESR) |

\)

(B A Va—F—FA4A 7T aTT, AU —E, adminSt % triggered |ZF%ETH Z LIk,
WOTH R H—TEET,

SIS a—Fa29

ERENTEZT —IA 7%V EF—bar— a7 vy 7 e — R TCERNWILEERTZTI— Ay
YT UNERINTZHET. BEROMBICET2HAZH L T ZE0,

NX-08S X 2 A4 JLOD CLl Z{EA L =& F 5

PATFIZ, NX-OS ZZ A )LD CLI ZfE A L= EFlZRLET,

apicl (config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode

apicl (config) # snapshot export policy-name
apicl (config-export) #

format Snapshot format: xml or json

no Negate a command or set its defaults

remote Set the remote path configuration will get exported to

schedule Schedule snapshot export

target Snapshot target

bash bash shell for unix commands

end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information

show Show running system information

where show the current mode

apicl (config-export)# format xml

apicl (config-export) # no remote path [If no remote path is specified, the file
is exported locally to a folder in the controller]

apicl (config-export) # target [Assigns the target of the export, which

can be fabric, infra, a specific tenant, or none. If no target is specified, all
configuration information is exported.]

WORD infra, fabric or tenant-x

apicl (config-export) #

apicl# trigger snapshot export policy-name [Executes the snapshot export task]
apicl# ls /data2 [If no remote path is specified, the
configuration export file is saved locally to the controller under the folder dataZ2]
ce Dailybackup.tgz

GUI #{ER L 1= EHI
LITFIZ, GUI 2 LR Efl 2R~ LET,
1. A==a2— =T, [Admin)| ¥ 7 %7 V7 LET,
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2. [M4vHR—kITHAKR—F (IMPORT/EXPORT) ] Z#R L £,

3. [RUL—dIH RFKR—+ (ExportPolicies) 1 F T, [EXE (Configuration) ] % ZR L
EJr AN

4.  [Configuration]| D F T, B—A Ny JHOREEZ Vv LET, LEZIE T 74101
T® 5 [defaultOneTime] 27 V v 7 T&E £,

5.  [®= (Format) 1T, JISONFEX F 7ZIZ XML ERXOWF TR DR ¥ o % BR
LET,

6. [59 CBAtA (Start Now) 1 DFET, [LMNYZ (No) ] E7/21H [[ELY (Yes) | DA K v %
WL, 5T RV H—F 50 AT 2a—lESWT M H—T 502 R LET R
B EIE, 72BN =352 L 28 IRTHZ & TT,

7. [TargetDN] 7 4 —/L RIZ, =7 AR— T 57F 2 "NREOLAHIZAT LET,

8. ®EZ L hu—TBERIZRIFET D%A 1L, [Snapshot] 7Y a v aA I LET, U
E—halr—varERETHLAIE. ZOFTvarEET7ICLET,

9. [Scheduler] 7 4 —/LV R TlX, A7 3T, FEETV AKR— T HHM & HFiEE R
THAF Y 2a—TF BERTE £,

10. [B§E1E (Encryption) ] 7 4 —/L R TIL, KET 7 A NV ORs 5L 2 AN E 7213 5h2
LATarinbET,

11, BEMNET L6, [StartNow] 227 U v 7 LET,
12, [&EE (SUBMIT) 127V v 7 LT, REDZI AR—+E2 MU HT—LET,

REST APl Z {3 L 7=5% X 15l
PLUFIZ, RESTAPI #FH L= EF 2R L E T,

<configExportP name="policy-name" format="xml" targetDn="/some/dn or empty which means
everything"”

snapshot="false" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
<configRsExportScheduler tnTrigSchedPName="some scheduler name" />

</configExportP>

N

GE) VEeE—halr—valB2BETHEXC, ATy 7 Vay baerellRETDHE, Xv I T v
FIVE—F RAZEEL, 77 A V23 be—FJ R GFLET,

— E l—l_l (o]
A FO—FANDEEDA Vik— bk
REDA VIR—FTliE, HESNTWALRENIZ 7 AR—FENET—HA TDOX T a—
R, HH. BT, . BLXOwEMZ, 21 ODY v — ROV ET (infra, fabric,
tn-common, = OMd T, DJIE) . fileRemotePath iX ElL. T 7 AR — hDFE & RIEEIZEST
SVET (configRsRemotePath i) . A+ > 7T ay hoA R —FbHR—MINET,
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configlmportP 7R U & — (3R D L D ITREINET,
*name : RN Y > —4
sfilelName : A > R—b+T2T7—WA T 77 A VDOL4H] (SA 77 A THERD)
 importMode

e NRZA N T T —F F— R & MO IHMELICHEA S, =T =05 THER MO
MAX YT ENBETTT,

\)

GE) FTV = MR R —F I FELRWGEE, FOLT V=T
FOFIIRESNERHA, AT T3 —F F—RTIL, 7
Vxl NOTEFRELELIELET,

T FIy s F—F I REFTVY—FRAETHEHNINET, 1507 —0Rdd L,
x— REEPITEOREIZE— LNy 7 SRET,
* importType

ereplace : BED T AT AREIZ. AV R—FENINEETIET —HA 7 TEHBSH
FT (T FIvZ T—FRKDOIHAEYER—)

e merge : THHIBRISNT, 7= A TORNEDBEFO T AT LAF%E EICH#EH S vET,
esnapshot : true DHE, 77 A NMTar ba—I LGS, VE—F s —v a0
BREIFARETT,

» failOnDecryptErrors : (77 4 /L Kk Ctrue) BUEV AT MIEESN TS F— L (TR
HX =TT —HA THREFALINTWDEGE, 77 A MEIA R — RS EREA,

ST a—TFa2y
UTFDOIFVATIE, NI 2—TFT 4 VI RMERAREMEND Y F9°,
AR EINTET AT E)VE— b —varnb A yra— RTERho25A1%. #
FOMBEICET 2 EZZB L T I,
o A UR— MIEFITET LENEERFRRINTLGEIT., 2R L T a0,
« T ANEFT CE o Te A1, LT T IV A 2SR TN,

« 77 ANMAEZNRXML £721XISON 7 7 A L THRWEARIE, =7 AKR—FEN=T—
HATPORG L7 7 A VR FEITERINTZNE I DEMHR LTI LI,

ATVl NIRRT IR D T 0 NT 4 FITT ST AER S DA, BT
DIFRBE Z B ET,

« Fu T 4 PEIRENTZD, FRIERMO T BT A ERFETAS SN
RIS A TORPNEI S (67 TIPS T 71 )
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HETIT T E T 4 YR SPER I

*MO ZREETE oo AaE, UTICEELTLLEEN,
e NRAPN TV F—hME—RFRTE, =7—%20 7l L, TOMO ZAFy 7 LET
7T hIv /7 F—FRTlH, =7 —%2n 7@ lL,. Vvy—FE2R2F o7 LET

NX-0S X % 4 )LD CLl Z{E A L 1=:&FE 5l
LI, NX-0OS A% A )L CLI Zffif L7=gREWl 2R~ LE9,
apicl# configure

apicl (config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode
apicl (config) # snapshot import

WORD Import configuration name

default

rest-user

apicl (config) # snapshot import policy-name
apicl (config-import) #

action Snapshot import action merge|replace

file Snapshot file name
mode Snapshot import mode atomic|best-effort
no Negate a command or set its defaults

remote Set the remote path configuration will get imported from

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-import)# file < from "show snapshot files" >

apicl (config-import) # no remote path

apicl (config-import) #

apicl# trigger snapshot import policy-name [Executes the snapshot import task]

GUI &M L= E Al

LIFIZ, GUI 2 L7 ER 2~ LET,

1. A=a2— /=T, [ADMIN]| 47 %27 Vv 7 L%7,
2. [IMPORT/EXPORT] % &R L £,

3. [Import Policies] ® T C, [Configuration] % Z&R L £ 7,

4, [Configuration] @ FC, [Create Configuration Import Policy] %% L ¥ 3", [CREATE
CONFIGURATION IMPORT POLICY] V « & RUMFREINET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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5. [Name] 7 4 —/V RTIX, 77 A NVAIE Ny o T v T EINTT 7 ANV E—ET H0E
MDY, PRVEAOEXTT, 77 A NVAIE, Ny 77 v T E2IToIHEEE RS T
WET,

6. WD2ODFT L a it REDKEOEIEIZEEL THWEY (Te—Any 7] &
MHEN D) . IO A4 7Y a i, [Input Type] & [Input Mode] T9, 5% E DIRAE % [1]
B350, UNIRIFCHoTZBEMOIREBIZn — LNy 7 LET, £EDODOF T 3
1% [Atomic Replace] T,

7. EA 2y b —7 ARICRAFT 554 1%, [Snapshot] A7 > a &4 LET, U
F—h BT arERETLHAE. ZOF T a2 FTICLET,

8. [ImportSource] 7 4 —/V RC, fEFEAD IV E—Frr—Ta  ERIVEEZRBELET,

9.  [Encryption] 7 4 —/V RTIX, A7 a T, BET 7 A NVOKEF{b%E
HNETITIENNZT HZ LN TEET,

10. [SUBMIT] %27 Vv 7 LT, REDA »HR— & M) T—LET,

REST APl Z {1 F L 1=3% %l
PLUFIZ, RESTAPI = L= EF 2R L 9,

<configImportP name="policy-name" fileName="someexportfile.tgz" importMode="atomic"
importType="replace" snapshot="false" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
</configImportP>

AFvI7o3avk
AF T vay MIREDRYy I T v T DT —DATTHY, ar -7 TEHINTWS
T ANVEIRE (BLXOER) ShEd, Aty a v B EERT DL, snapshot 7 1)
TAEtue ICREL T AR— b EFATLET, ZOHE, VE— K SRAOBREIIRET
T, ATy T vay hEa—PFICABT S0, configSnapshot % A 7D A4 7Y = 7k HME
RENET,

B> TC0DE56, MVIBRLAFTy 7Y ay MI[EE (Admin) >[4 Y R—KMIV R
R— bk (Import/Export) 1>[R1) &—dDIT % AAKR— k (Export Policies) 1> [RE
(Configuration) ]> [defaultAuto] |ZfR17F C& £5

configSnapshot 47~ = 7 MILLFZ#EML L £,
77 AN
A = Y
* {ERk H

ATDAF T ay NCTHEIZNERTAL—FIDN (777 Vo, A 7T, BEDTT
VR E)

« AF v vay NEHIBRT DHEEE (retire 7 4 —/V K% true ([ZFRAE)
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AFyTFray baef rR— 21003, BOICA o R—F RY —%ELET, [BEE
(Admin) ]1>[4 viR— k/TH RR—k (Import/Export) N\IBEH L, [RK) —DA >R—
k (ImportPolicies) ]2V v 27 LEd, HZ7 U v 7 L, [REDA vik— bR —DER]
EBRIRLT, A A= MRV —DREEZHELET,

AFyIToay b=V RYS—

configSnapshotManagerP RV > —Z T 5 &, VE— M TCRIFLIEZ I AR — T—0 A
TDAF T ay Ml 228N TEET, RV —IUE— M RZMIIL, 77 A
N4 (configlmportP L RIL) ZIEEL, TE— R&2XUrn—RIREL, NI T—FT5Z&n
TEET, vR2—UXIE, IrANEFU L a—RL, ZOT7 7 A NEGHLTT —hA 7R
HhCThHZ L xHERL, TOT7 7 A V&2 ba—F R fF L, %7 5 configSnapshot 7
T2V MNEERLET,

MORLATF Yy T vay bafERTHZ b TEET,

\)

=)

Configuration > defaultAuto CTHR7F S E 7,

BT TODEAE, MYIEL AT >~ 7Y 2 v hMEIAdmin> Import/Export>Export Policies >

2 FwFay hwRx—VyEREHTLE, VE—bFub—T g iAo ay b T —
WA T T v7a— RT3 TEET, ZOBHE, T—FREeT7 v 7u— NIIRETHHE
NHY ET,

SIS a—TFa2y

NI TN a—=T 4 7OV TIE, #OMBEICET 2 HEZR L TIEE N,

NX-0SCLI ZFER L. a> rO—5HhSYE—F RAADRF YT a3y bO7vIO—F

apicl (config)# snapshot upload policy-name
apicl (config-upload) #
file Snapshot file name
no Negate a command or set its defaults
remote Set the remote path configuration will get uploaded to

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-upload) # file <file name from "show snapshot files">
apicl (config-upload) # remote path remote-path-name
apicl# trigger snapshot upload policy-name [Executes the snapshot upload task]

NX-0SCLI ZEALf-. a> bO—SHhBYE—F RAADRAF YT a3y kDA O—FK

apicl (config) # snapshot download policy-name
apicl (config-download) #

file Snapshot file name
no Negate a command or set its defaults

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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remote Set the remote path configuration will get downloaded from
bash bash shell for unix commands
end Exit to the exec mode
exit Exit from current mode
fabric show fabric related information
show Show running system information
where show the current mode
apicl (config-download)# file < file from remote path>
apicl (config-download) # remote path remote-path-name
apicl# trigger snapshot download policy-name [Executes the snapshot download task]

GUIZERALE=RFvTvay b7y Jo—r&ESEH0a—F

AFwFvavh TZrANEYVE—bs s —vadlT7 vy a— RT512F, ROFNEICHE

WET,

1. [ConfigRollbacks] XA 2 U A FEINTWAHAF v T ay hahA7 Y v 7 L, [Uploadto
Remote Location option] % 3% L %7, [Upload snapshot to remote location] 78 & 27 AN FKIR S
NET,

2. [Submit] 227 U v 7 LET,
VE—hurr—YarhbAry7vay b 7y vegurn— RT51203%, ROFIEIC
BEVET,

1. BEOHEZHDLA R —b T Aar%27 Y vy 7 LET, [Import remotely stored export
archive to snapshot] 7" > 7 ANER SN E T,

2. [FileName] 7 4 —/V RIZ 7 7 A VA E AT LET,
[Import Source] 7 /L X 7 b U E—h nlr—3a U ERINT 57, £721% [Orcreate anew
one] DFEIZH DRy 7 A% A AL TH LW E—h abr—ra UEERLET,

4, [Submit] %7 Vw7 LET,

RESTAPI ZER LR FvTYay b7y IOo—FEedyo0—F
<configSnapshotManagerP name="policy-name" fileName="someexportfile.tgz"
mode="upload|download" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
</configSnapshotManagerP>

configRollbackP 7R U > —Z T 5 L. 20D A F v 7 gy hORTIThN AR 2 LI R
LT, UANZRFELIZA T v 7 oa y MCRT OREEL LRI e — Ay 7552 LR
TEET, RV —=DD PRI HT—ndeE, ROXHCHT V=7 FBRBEEINET,

« BB & 472 MO & FERL L £
« fERY 72 MO ZHIBR L £
EHINT-MO ZTICELET
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\)

GE) e — LNy JHEREIZ ATy S ay MR LTOLEWELF1,

s UE— K T—hA 7TIHEEMIZIFZY AR — RSN TWERA, 7L, AF v T ay b
~F—V ¥ AU — (configSnapshotMgrP) % LT, VE— FTCRFESNT= 7 AR —
NeAxFy7FTay MITLHZENTEET, FHMIZONTE, ATy T vay h~vx—
Ty RV v— (848—T) EBRLTIEIN,

« configRollbackP 7N U > —"TClL, VE— F RNAREIIARETT, VE—F ARFEESN
TWAGAITER I NLET,

A=y DI—- 7A—

AR Y 2 —® snapshotOneDN 7 f —/L R & snapshotTwoDn 7 f —/V RIZIE, WD AT v 7 a v
b (S1) ERDAT v Tray b2 (82) ZRETLHLENHY £, MIT—Snd&, A
Ty T vay FAMHEB IO SN, A7y T v ey MHOBEVPEBEATEHN S E
R

MO [FRD L 9 ITE S ET,

cSHIZIFFET AN S2ITIFFELRVMO : Z16H D MO IE S2 OFNZHIRESE LT,
a— LNy 7 TIEZNGD MO NEERRENE T,

¢ SOUTIIMFET A SLITIFHFIEL RV MO - 25D MO 1% S1 OBITHER S IvE L,
a—/LNy 7 Tk, ROBEIZZINGD MO BNHIBRSNET,

e S2 DESIZ MO BT 3L TUVRLY,
o S2 ODEEZITHER £ 7213 A E X372 MO OF-523 720,

*S1 & S2OMFITAFIET 2R T X7 ¢ fENR 25 MO : S2 DESF%IZ T 137 ¢ BBID
EICEFESNTWEEE, 7o 3T (1 3F0FFEHRV £, ZEINTOHRWEEIL,
0=/l 72k TZNEDT T 41X S1 DEICEY £,

H—Ny JEERETIE, THHDREOFRE L TAERSNERENEENTWVD dff 7 7 A
NMBAERESNET, ZOREOEMIL, m— Ry TRV ADREDAT v 7T, 20
7 7 ANVDORNEIL, readiff &I DRk REST APL 2] L THUS T £,
apichost/mqapi2/snapshots.readiff.xml?jobdn=SNAPSHOT JOB DN

12—y ZIETFRBRER T2, v — ANy ZIZXDFEEOEEITONR NS L E 22—
E— K (preview # true I[Zi%/E) BAIHTEET, ZOF— RTIEHEME diff 7 7 A L OAERK
DIHPTOIL, T— Iy 7 FEERZFAT LG A ORI Z EfEIC T L2 —TE E7,

Diff v —JL

2ODAF v T ay MEO diff BEHE & f2 (i3 251 O F57% 72 REST APL Z M T& £ 97,
apichost/mqapi2/snapshots.diff.xml?s1dn=SNAPSHOT ONE DNé&s2dn=SNAPSHOT TWO_ DN
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NX-08S X2 A JL®D CLlI = L F=5%E I

ZOFITIE, NX-OS ZZ A /LD CLILZHHA L Ta—nA Ry 7 2HEBLONETT 5 HELR
L/iﬁ‘o

apicl# show snapshot files

File : ce2 DailyAutoBackup-2015-11-21T01-00-17.tar.gz
Created : 2015-11-21T01:00:21.167+00:00

Root

Size : 22926

File : ce2 DailyAutoBackup-2015-11-21T09-00-21.tar.gz
Created : 2015-11-21T09:00:24.025+00:00

Root

Size : 23588

apicl# configure

apicl (config)# snapshot rollback myRollbackPolicy

apicl (config-rollback) # first-file ce2_ DailyAutoBackup-2015-11-21T01-00-17.tar.gz
apicl (config-rollback) # second-file ce2_ DailyAutoBackup-2015-11-21T09-00-21.tar.gz
apicl (config-rollback) # preview

apicl (config-rollback) # end

apicl# trigger snapshot rollback myRollbackPolicy

GUI Z{EFA L =325

ZOBITIE, GULAEH L CTr =Ny 7 2R EB L OETT L HEERLET,
1. A==2— =T, [Admin] ¥ 7% 27V v/ LET,

2. [Admin] % 7|24 % [Config Rollbacks] %2 U v 7 L £,

3. [Config Rollbacks] U A ~ (DA V) TRAIDOHET 7 A VRN L E T,

4. [Configuration for selected snapshot] ~XA > (HID~XA ) TL2H/EEDOBRE T 7 A V& BN
L/ i ‘é—c

5. [Compare with previous snapshot] K72 > 7 Z 7> A =a— (FHAOXAL L DOTEH) 227V >
7L, VARNDL2BHOREZ 7ANVEEIRLET, TO%, 2 OODAF v ay b
MOENWZ B TE 2 X9 diff 7 7 A VDBERSNET,

\}

GE)  T7rANNERSNIR, CNOOEFLZTICRET ZENTEET,

REST APl Z & L 7=5% X 15l
ZOHITIX, RESTAPIZFEAH L CTr— Ry 7 2R EB LTI k2R~ LET,

<configRollbackP name="policy-name" snapshotOneDn="dn/of/snapshot/one"
snapshotOneDn="dn/of/snapshot/two" preview="false" adminSt="triggered" />
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B cisconric FSTLYa—F oY LEERLET

CiscoAPIC S I a—TFT 4200 Y—ILEZFERLET

ZOETIE, BETDHARMEOLLMEDO T TNy a—T 4 I RICER S DY —
NWEFEEHRNLET, TNODY— UL, N T 74w 7O, 71307 BION T 7 4 v
7 Ray T BA—T 4T, Tayl SRR Ty U EER EORBEOR I
SHET, ZOBETHHTAY—LOMEICONWTIL, UTFOY—LE2BBLTLLEEN,
« [ACLZZ#9EFRI £#EE O 4 (ACL Contract Permit and Deny Logs) 1 — /347 v hdDr ¥/
T A F—T b, b LI, BT AIL— L E Xy RO a Xy T g T —RE R
N—NDIDIZT7 =R Ry IR TWEZOICEFERTF SN TNDL T a—% A r—
PZI
FrIVOhI25  Fay 7RO 7a—0MO N7 7 4 v 7 O EIET L2 & %
At 777V w7 DIAN—T 4 T OFFHENE, 747 TRyX 7T
r—a CEREORRREDO A 2L,
TOANFTTTAHILEZR)UY B L F—T =2 A AT HT VXN AT T o
JIvE=41 7 (DOM) #ite R R TEE7,
EEMRAT7 : xy hT—IBEEEZ RUALX TV L TREZFEDEINRAT V=7 K
(MO) (BT Dz izl X7 r—~ ADOMEEpEECE £,
A=k bSYXRDT Ty TV OEEERTT L2012, V—7 AL v F L ARA
VAL TFMDOV I DAT =R AT =X TEET,
SNMP : Simple Network Management Protocol (SNMP) i, ffl # D74 A k (APIC £7213% D
fldARAR) ZYE—RFTE=F L, FFED /) — FOREELHEHE TEET,
« SPAN : Switchport Analizer (SPAN) %, #¥fli7e N T 7V s a—TF 1 » 7 OFEITE T2 ITFFE
DT TV Ir—alRANNPO T T4 v IOV TAERGEL, a7 7T 4 7%=
BTG EITD) ZEMNMTEET,
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Syslog : XEIND A v E—TVOEKREDR/IME, syslog A v E—VICEDLHEA, B&
Wsyslog DG A FRE TE £7, NX-OSCLI 7 4 —~ > h CERTHIEHTEET,
FL—RIb— bk : XTy FREEREICBEIT 5 &L SICE BRI ED NV — FERT L TE
7,
FSIITNDa—TFaoT 04— F  FEHEZ 2200 RSV MERIRTLH2 LT
R T X DR E ORI AT AMBED NS TN a—F 4 VT EITH LN TEE
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WTEET,
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RALBR2DR 7y hE FL—RTHZENRTEET, BELEWEDOY —T XA v FLUHND
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EEEINTA Ty MEEELET,
BNy b BAEEIE, %65 TEP 3R(EC TEP D2 E LTy MEEE£ L F
ﬁ‘o
s w7 Rry b Fay7#ii, BERICRay 7SN ry MaaEFRLET,
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« EPtoEP (. RARA > M)

« EPGtoEPG (> KiRA > b 7 v—71H)

G¥)

EPGtoEPG D&, A7 a ZiT ipvd DI, ipv6 DFx, ipv4,
ipvo NEENET, ipv6 4T 7 a3 BB HEA TV T TCAM =
MU Z2[EMEHLET, Zhid, 27—, ik ipvd R Y
V=D HICTH SN DB LD NS OVATREERH D Z EEERL
£,

« EPGtoEP (= RiRA >k Z)v—T /= KiRA > )
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s AnytoEP (==— Y — =2 FKRA )
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DER SN2 o726, TONRRIKTHT NI v 7 W ZidAEkshvEdA, £
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SNFEHA, ZOHE, =2 FRA 2 MBI OEPGHORY v — 3 ¥R —FSnEd,
SN U =3 ST IP 7 R L A7 Virtual Routing and Forwarding (VRF) ~~—
ATHY, PAR—FINET,

T M v I BT EOEELEIIHEENTY RRA Y N THLIHEA, TOTY RiRA v
MIAZT 4 v 7 TERLHFATIvITHOLINERHOVET, ¥4 FIv T = RKRA
Y F (fv:CEp) EIIHAR, AT v/ = RiRA > b (fviStCEp) (ZIZ7 M v o 7
U ANIE IR AT Y =7~ (fviRsCEpToPathEp) 23 0 8 A,

cHHE R UTIE, V=T AL v FITTRTCDARL VAL v FBFHLIZTNV Ay o
(21372 <, V—7 (TEPH) oAU XX FHERB Y ICEEL ¥ A,

« U—7[ (TEPR) 7 FI v 7 WAoo Z0E. brxvEnn— Ry = TilR %2 kA
HE, VATAEFT—FRE L= T FNHRRA T RIZEF L, 22— A
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FTTV el NEHLET,
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RET 2I00F, T R_RTCOT VT4 w7 A<y FIED7D, 00 TiE7< 0/1 BELUV128/1
ZfHH LT L30ut EPG #&E L £7°,

TEEIVT A3 DIERK

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

FIE

A= a— /N—"T, [Tenants] 7 U v 27 LET,

YT A=ma— =T, MERTF o 227 Vv 7 LET,

Navigation 7+ > R T, 7> M& &R L. Policies & L. i/ 5 Troubleshoot % J&

BALET,

Troubleshoot @ T~ C, Atomic Counter Policy Z B L, 77 1 v 7 MR UZERLET,

TV RARA v hOABEDE, 2 RRA U b I —T A H—T 2 A ABLOIP T

FUVAMDO T 7 4 v 7 Z]ETE X,

WER hARue a7 Y v 7 LT, Add topology Policy Z 4R L. Add Policy # A 7 & 77K v

7 AREET,

[Add Policy] # A 7R 7Ry 7 AT, ROEEEZEITLET,

a) [Name] 7 4 —/L RIZR Y o —DARTE AT LET,

b) FF7 74y 7 OFETOBINEREZFIRT 500, ANLET,
WVETRRAIERD Y — R (= RARA b, 2 FRA 2 b DT N—T 0 SA 7 —
TxA A, FLEFIPT RLRA) [ZX-oTHRARD £,

o) FT 74T OFEOMIIERE BT 500, A LET,

d (EE) (EE) [Fiters]| 7T—7 A T+T7Aavzr 0y 7L, AU 458774
IDT4NE) T ERELET,

F7R & 415 [Create Atomic Counter Filter] ¥4 7 R 7R v 7 AT, IP 7'v b aLEs (&
ZIETCP=6) IZLD 74 NF VT, BXOREILELEDIP R— "EFIZLD T 4V
YT EEETEET,

e) [Submit] %27 Vw7 L, ThIvr hooZ R —%2RFLET,

[Navigation] XA > T, BRLZ MR PO FOHFLWT b v 7 B2 R —2&R L

£,

R —REN [Work] A SNCFERENET,

[Work] ~XA > "C [Operational] # 7% 7 U v 7 L, [Traffic] %7 % 7% 27 Vv 7 LT, 7 hIv

7 Y BOREHERERR L ET,
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Tr2vD hov30EME

ATy T

ATvT2

TRIvI AT EEERALTTZ 77 ) vy 7RO Ray FLF—T 4 72 /REL, 77
ey a VEROREORE R TS v 7 L FIREC T B Ik, ROV X A T DT
FUNTRIv T Ao R —%& 1 DL BERLET,

*EP to EP- T2 KR4 ¥ b= RARA | (dbgacEpToEp)

«EP to EPG : = RiRA > b b= KiRA v b 7 L—7 (dbgacEpToEpg)

*EP_to Ext: = NARA » FMBANEIP 7 R LA (dbgacEpToExt)

*EPG to EP: =¥ KA > b Z—T by FiRA >k (dbgacEpgToEp)

«EPG to EPG : =2 RARA ' N I —T b= iAo k 7 /v—7 (dbgacEpgToEpg)
*EPG to IP: = RiAKA >k Z—TF 5 1P 7 R LA (dbgacEpgTolp)

«Ext to BP : /M IP 7 KL AMBH x> KR A > b (dbgacExtToEp)

«IP_to EPG:IP 7 KL AMmbHx > KARA > b 7 L—7 (dbgaclpToEpg)

* Any to EP : {fEEDLFINS T KR A > b (dbgacAnyToEp)

*EP to Any : =Y RiRA > b BAEEOHFT (dbgacEpToAny)

FIE

REST API Z{/l L T EP_to EP ARV > —Z AR 511X, IROBID X 572 XML 2 L %

j—o

i

<dbgacEpToEp name="EP_to EP Policy" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/acEpToEp-EP_to EP_Policy" descr="" adminSt="enabled">
<dbgacFilter name="EP_ to EP Filter" ownerTag="" ownerKey="" descr=""
srcPort="https" prot="tcp" dstPort="https"/>

</dbgacEpToEp>

REST API Z{i ] L T EP_to_EPG RV ¥ —ZAEAT 2121, IROFID X 572 XML 2l L E

-g‘o

i -

<dbgacEpToEpg name="EP to EPG_Pol" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/epToEpg-EP to EPG Pol" descr="" adminSt="enabled">
<dbgacFilter name="EP_to EPG_Filter" ownerTag="" ownerKey="" descr=""

srcPort="http" prot="tcp" dstPort="http"/>
<dbgacRsToAbsEpg tDn="uni/tn-Tenant64/ap-VRF64 app prof/epg-EPG64"/>
</dbgacEpToEpg>
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B orestaricrrzv s AU —EERLE NS TS a—TF 40y

RESTAPI T7 b2v Y hova—%FERALE STV a—T42T

ATy T

ATy T2

FIE

Ty 7Yy NICERENEZ U RRA L MET NI v I Ao 20U A RE, Fry 7SR
7o’y FOFEHERL AT v M7 EORRET 55 A ST 512X, ROFID K H I XML
T dbgEpTOEpPTsIt 7 7 A& L £9°,

1 -

https://apic-ip-address/api/node/class/dbgEpToEpRslt.xml

NP D RARA 2 DT b w7 o o2 EEET 55O U 2 N EEST 5121,
WoOHD X 512, XML T dbgacExtToEp 7 7 A ZfEfH L £7-,

1 -

https://apic-ip-address/api/node/class/dbgExtToEpRslt.xml

FOANFTTF 4 HINEZL Y L THHOEM ERT

UTNWEADLDTENFTT 4 ) FT=FY 7 (DOM) 5 —H# 1% SFP, SFP+, BL O
XFP o EHINCIEE S, BEBXOT 7 —20 LEVET —7 M & i s E 4, IE
ENTZDOM T —H &, b T — NG A T 2B, b7 =N EEN, Ty
NZ(EET), BEXOMT v — EREETT,

GUI ZERLEToRILATT4hILEZF2YY 2T (DOM) OEE

ATy T
ATv T2

ATvT3

ATvT4

WA B —T 2 A AT DT AN AT T N FT=F ) 7 (DOM) #iitEaFRRT D
WA, R = I —FICEM T N AL v F R —%2EHALT, V—T A Z—
T2 A RAEFIFASNA U A VB —T A ZTDOM BN LET,

GUI /LT DOM ZH N2 d 5121

FIE

A =a— /X—", [Fabric] > [Fabric Policies] DJIEIZ#ER L £,

[ E4&—< 3> (Navigation) 1A > T, [R') — (Policies) 1>[E=41) >
(Monitoring) 1>[Z7 7Y wv% /—FK 3> ka—JL (FabricNode Controls) 1% &R L £7,

[Z77YUv%s /—FK ar kBa—)L (Fabric Node Controls) ]z & L T, BEFORY > —D
UAMaeRRLET,

[MEZ (Work) ] ~A > C[FH 3> (ACTIONS) | KRy FX Yy A=a—%s ) v’ L

T, [Z77Vvsy /—Fa>r ra—LE/ERK (Create Fabric Node Control) ] &R L £,

[Z77Uwy /—Fa>bka—)LE/ERK (Create Fabric Node Controls) 1 %A 7 a7 Ry 7

ANFRINET,
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ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

GUIERALEFSALFTFc AL E=2 U2y oM ot [

[Z7TVws /—FK arko—)LER (Create Fabric Node Control) | #4712 R 7
AT, WOBEEFATLET :

a) [Name] 7 4 —/v RIZHR Y > —D&HIZAT LET,

b) AT a. [BEE] 74— Rio. AU —0RME AN LET,

c) [DOM ZE#IIZF S (Enable DOM) | DEEIZH DR Y 7 AZF = v 7 & ALET,

[EE1Z7V vy 7 LTHRIY U —&EKRLET,

INT, WOFIETHHATL LI, ZORI =R — I N—7LT a7 7 A VB

MirsZ EmTcE £,

[+ E4—2 3> (Navigation) ] 7 > KT [RA v FKY L— (Switch Policies) ]> [

— J)L—7 (Policy Groups) ] ZJEB L £,

[EZ%E (Work) ] A>T, [7Y23Y (ACTIONS) | ey 7 E vy A=a—%71 v/

L. [V=2 R4 vF KR >— FI)IL—T%4ERK (Create Leaf Switch Policy Group) ] (A/%A

YOEEE. [RINML 2 ALy TF R o— S IIL—T%ER (Create Spine Switch Policy

Group) 1) ZEIRLET,

[V—7 R4y F R >— FIL—TDERK (Create Leaf Switch Policy Group) ] F7=1% [R/\

A2 RAYF R O— 5 IL—T DR (Create Spine Switch Policy Group) 1 %4 717 R v

J AMFRENET,

AT TRy 7 AT, WOBFZFEITLET,

a) [Name] 7 4 —/V RIZKRY v— F—TFDO4HiEZ AT LET,

b) [/—Farka—)LARY >— (NodeControlPolicy) | ku v X A=a—nhb, BE
FORY — (RIEEERLIELDRE) 28T 50, [Z77 Yy /—Farto—
JLZE{ERL (Create Fabric Node Control) ] Z B8R L CTH LWAR Y > — 28R L 7,

¢) [XfE (Submit) 127V v 7 L%,

ERRLTZAR Y o= T N—THZRD LA, vy FIZT X v F LET,

a) [FEHX—I 3> (Navigation) ]34 > T, [RA v F K1) — (Switch Policies) ]>[7R
74 (Profiles) 1B LET,

b) [EE (Work) ]34 > T, [7¥ 3> (ACTIONS) |FRey 7 Xy A=a—%7 1 v
7L, BEZELT[U—T RAyF AT 74 ILEER (Create Leaf Switch Profile) ]
FIAT[RINA Y R4y F TAT 74 )LZEVERL (Create Spine Switch Profile) ] 38 L
£,

) XA TuTRy 7 AOHFT, [&EI (Name) 1 7 4 — /L RiZ7 07 7 A LDI=dDA4THI %
AN LET, field.

d) [RA v FOREEIT (Switch Associations) ] T, 717 7 A JMZBEfHT 5 A A v F D4
AiZBMm L £9,

e) [FAYY Block) | 7NVF T A=a—b, EM8THAL v TFOMICHDLR Y 7 A%
ZLET

f) [R)I—FIL—T (Policy Group) | 7NE T A=a—nb, BIERLEZRY — 7
N—T RN L ET,

g) [ZvZFT—hk (Update) 1227 U~ L, [EfE (Submit) 227V v 27 LET,
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B resTAPI EERLEFSSLFTTANLEZSY LY (DOM) OEMIE

RESTAPI ZERL-ToRIL A TT14HILE=2YY 2T (DOM) OEE

MBA LB —T 2 A AZEHT DT XN AT T 4 A E=HE Y T (DOM) it 2R AT DI
id, /1 X —7 = ATDOM AN LET,

REST API Z{#/H L T DOM Z AT 51T

FIE

AT T1 ROFIOEHZ, 777V v 7 J—Riilii7R Y > — (fabricNodeControlPolicy) % {Fpk L &7,

<fabricNodeControl dn="uni/fabric/nodecontrol-testdom”" name="testdom" control="1"
rn="nodecontrol-testdom" status="created" />

ATFvT2 WoX2, 777V vy s 7= FHEARY =R o— 7 A —7 BT £,

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeNodePGrp dn="uni/fabric/funcprof/lenodepgrp-nodegrp2" name="nodegrp2"
rn="1lenodepgrp-nodegrp2" status="created,modified" >

<fabricRsMonInstFabricPol tnMonFabricPolName="default" status="created,modified" />
<fabricRsNodeCtrl tnFabricNodeControlName="testdom" status="created,modified" />

</fabricLeNodePGrp>

ATV T3 ROLHIC, RV o— T N—T% AL v FIZBEEMTET GROBITIE. AA v FI13 103 T
j—) o

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeafP>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile</dn>
<name>leafSwitchProfile</name>
<rn>leprof-leafSwitchProfile</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricLeafS>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range</dn>
<type>range</type>
<name>test</name>
<rn>leaves-test-typ-range</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricNodeBlk>
<attributes>

<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range/nodeblk-09533c1d228097da</dn>

<from_>103</from >
<to >103</to_>
<name>09533c1d228097da</name>
<rn>nodeblk-09533c1d228097da</rn>
<status>created,modified</status>
</attributes>
</fabricNodeBlk>
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</children>
<children>
<fabricRsLeNodePGrp>
<attributes>
<tDn>uni/fabric/funcprof/lenodepgrp-nodegrp2</tDn>
<status>created</status>
</attributes>
</fabricRsLeNodePGrp>
</children>
</fabricLeafS>
</children>
</fabricLeafP>

GUIZERLE=TORILATTAHhILEZR Y UTHEDERT
GUI 2 L T DOM #it &2 For4 51203 -

1R BHEIIZ

A B —T A ADDOMMF #HRRT DL, FANZA VF—T 2 ADT VX NFTT 4
BN ET=HY T (DOM) #Hetz B L TESLERZH Y F7,

FIE

ATFYT1 A=ma—N"—n5[T77 T w4 (Frabric) Jand[4 AR k1) (Inventory) ]%&3#R L £,

ATw T2 [FE5F— 3 (Navigation) |1 VT, HENROMIA L X —T oA ABHDHF Y FEB
JRV—7 J—FEZRERALET,

AT T3 [413—T 4R (Interface) | BB L £,

RTvT4 B A 22— x4 X (Physical Interfaces) &Lk L £,

AT TS AEGROYEA X —T = ABRERELET,

AT w76 [DOM #i5t (DOM Stats) ] 4R L £,
A B =T x4 AD DOM EEBFRENET,

RESTAPIIZ K BTN ATT4hILE=Z21)2Y (DOM) 2FRALEEFZ TS a—
TAYT

XML REST AP1 7 =V Z{fifl L T DOM #tit & £/R7T D120 -

188 BRI

AU HE—T 2 A ADDOM it RARTDHITE, A F—T 2 A ATT XN T T 4 1V
EF=2V 7 (DOM) AL TEBLLERHY £7,
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B csvxaromsess

FIE

WOBIE, RESTAPIZ =V ZfH LT, /— K104 D ethl/25 DA > % —7 = A TDOM
MtEFRRTHHIEEZRLTOET,
GET

https://apic-ip-address/api/node/mo/topology/pod-1/node-104/sys/phys—[ethl/25] /phys/domstats.xml?
query-target=children&target-subtree-class=ethpmDOMRxPwrStats&subscription=yes

ROIEDRINET
response : {

"totalCount":"1",
"subscriptionId":"72057611234705430",
"imdata": [
{"ethpmDOMRxPwrStats" : {
"attributes": {
"alert":"none",
"childAction":"",
"dn":"topology/pod-1/node-104/sys/phys[ethl/25] /phys/domstats/rxpower",
"hiAlarm":"0.158490",
"hiwarn":"0.079430",
"loAlarm":"0.001050",
"loWarn":"0.002630",
"modTs":"never",
"status":"",
"value":"0.139170"}}11}

EEMERIT7DOBMEZRT

APIC I, RV — T VEMH L CT— X ZEFEAaTITHAANE T, EFEAa7 X
AVITTARNT I T x, XUV r—vay, FHE—ARESESERc ) 7T THEHTE
9, EFMHERAaTEHEHTEE, *y NT—JWEE R LX D L THREEFEOEBR
G477 b (MO) 2T 22812k, X —~ U ADMEESHECExET, 7T
Vor—vardlRiE (FFr b)) FHRIFRV—T7 AL v TFORE (Ky T L) 2FR-T5
ZET, Ry MU= OREEEFERTEET,

E#EMEAa7, =5 —, EEME 227 0ROV TIE, Cisco APIC Fundamentals Guide % %
BLTIEEN,
EEEXRa7DR4A4 T
APIC IZIRDIEFMW A T DX A T R— N LET,
VAT A —Fy NT— I RROEFEEEERN L ET,

V—T Xy NT—I DY —T ZA v FOEFMELZEHLEST, V—7DOIEFEICIE.
Trv A, BR, BEXOCPUZELAL v TFDON— R =T EFENEGEENET,

e TF U —TFTF U NET T NDT Y — g COTEFEEEAELN L ET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



Extza7ices 7 nanz ]

EEHRATICED T4 ILRNIE
WD —)VEFEH LT, EFHEATT 27 VAN TE £,

c EFMHERAZ B—L N— ERWA I B — L N=%ffio T, EOFT TVl NERFTD
NEBETEET, Aa7Z TFTTX, EFERAaT7ORNAT Vs NETRHZ &N
TEET,

B LICEFEER 2T OFRR  HIL LT IEFEA T 2R 7T DI, X774 2a0%7
Vo7 L, [$IELEZEEMHRIT7DOHEFRT (Show only degraded health score) ] % i8R
LET,

T+ FOEEHDERT
TFY = a VOERMEEFRT B, A=a— A—T[FF >k (Tenants) ]>
[tenant-name] #7 U v 7 L, KRIZ [FEHS—2 3> (Navigation) | XA TTFF v Na%x 7
Uy 27 LET, GUIRNT 7Y r— a3 VREPG A2 ELeT T MO IEFEMEOEN 2R R LE T,
TFy O E RUAX T T 50, EEERaTEX TN ) v LET,

EEMEOBEH OB, [HHE (Work) 131 O [EEM (Health) 1% 7% 27U v 27 LET,
Xy NI =7 DZORFNDEFEAT Ry NT—27 EOMOMOBERERT DT, /74—
Y UADREAZGHEL, IRIRT DN TEET, LEE TFr hoarT s A FoEHE
A7Vl NOEY = A, [THFY b (Tenant) 1> [7FUSr—23> TRIT7A40L

(Application profile) 1>[7 74— 3 > EPG (Application EPG) |>[EPP]>[27 7w
2 MZAT (Fabric location) 1> [EPG M 5/8R 74 wF A > b (EPG to Path Attachment ) ]
>y kT—%4 XX T2 RiR4 > b (Network Path Endpoint) 1> [E#94 42— x4/ X

(Aggregation Interface) ]>[&#1&hnf-4 22— x4 X (Aggregated Interface) 1> [
Nf=A2iN\— A28 —T x4 X (Aggregated Member Interface) ] &£ 720 F9°,

277) I DEBEEHDRT
T77 7V I DEFHEFRRTDHIZNE, Ama—"—=D[Z7T V) vY (Fabric) |27V v 7
LET, [FEZF—2 32 (navigation) ] D<A T, Ay FEZRIRLET, GUIILX, /—F
ZEtemRy ROIEFHOENEZFRLET, 777V v 7RO —8%2 NI L X745
X, EEME AT 257070 v LET,

fEEMEOEROLA L, EE (work) 31 O [EEEM (Health) | # 7% 27V v 7 LE1,
Xy NI = DZOFRRPIEFME ZaT7 ey FU—27 EO MO MOEREZRTOT, /1
T A=~ ADMBEE L, RRTHZENTEET, LEXE, 77Uy s 0arTX
A MBI LEHNRA T V27 oM@ —7 A%, [Ry K (Pod) 1>[Y)—7 (Leaf) ]
>[v¥—% (Chassis) 1>[77> LA XOw b (Fantrayslot) ]> [E#EED 1 —ILDR
A+ b (Linemoduleslot) J>[El#E a2 —JL (Linemodule) ]>[Z7 7Y v ¥ R—k (Fabric
Port) 1>[L4 ¥ 1A 22— x4 X#ER (Layer 1 Physical Interface Configuration) ]>
(B 32— = A AETHMIKRE (Physical Interface Runtime State) ] T9 .
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B visore o Mo Ex DR

\)

G WHExy hU—Z70MERE, 7770 v 7 OREIL. MO WNEZBETS LT hoX
T =~ AEEBEERITT NS 7,

Visore TD MO EEE DR
Visore TMO DOIEFHEAZFRRT DT, HT A 22270 v 7 LET,
WD MO ZE- T, IEFWEEHREFERLET,
o« IEHE  Inst
o IEHME : Nodelnst
« 7 —,3: Node
« &7 —,3: Pod
Visore |29 2 FEAIEHRIC DWW CIE, Cisco7 7V r—var vy Nl v A VT TARNT Y
F X DHEARTA FEZR LTI ZIN,
OJERAYHEERRATOTNYYT

wor s 77 A NVEMBHALT, APIC DIEFEME 227 %7 Ny 7 TEET,
* sve_ifc_eventmgr.log

* svc_ifc observer.log

B EEH L TIERE A a7 27 Ny 74556, ROBEAZMHRL T EI
esyslog (=T —F72FA X M) OXE LR LET,
« APIC T syslog /R U =DM SN TWD N E I D EFER L £ 7,

esysloghN ) o — 2 A7 LT 7 4 (BEKE) PELSRESINTWVDOEIMNE ) AR L
iTO

Y=, TrAN UE—MERE, e T s A NVERETE LT, UE— MERE
DA, syslog —/"—NEITHTHY | BlEREETH DI L 2R LET,

I53—DRT
WOFIETHEL, BEEH#E R DTSV TR LET,

FIE

ATy Tl EET L FUICBEILET,
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o VAT LREE (System Faults) : A ==— N—06, [ XT L (System) ]> [EE
(Faults) 1227V v Z7 LET,

o« 7)o MEZE (Tenant Faults) : A ==— /X—Ini,
1. [TF > bk (Tenants) ]>[tenant-name]] #7 Y v 7 L£7,

2. [FEH#—2 3> (Navigation) 124 T, [TF> b (Tenant) 1[77F > F4 (tenant
name) | %7 U v 27 LET,

3. [ME%E (Work) 131 T, [BFE (Faults) 1% 7 %270 v 27 LET,

« 77 7Y v 7% (Fabric Faults) : A== —/3—=75
1. [Z77Uw% (Fabric) ] >[4 >R k1) (nventory) 1227V v 27 LET,
2. [FE#—2 3> (Navigation) |1 T, Ry k227 Vv 7 LET,
3. [ME% (Work) 1=+ T, [[EF (Faults) 1%7% 27V v 7 LET,

EEDO Y XA MPNERRICERINET,
AT9 T2 BEEXTLVI) 7 LET,
Ty TV T=TNEVAT LTI NAPRERISN, 7 v LI EEOREa— NiZ—
BT oEERERINET,
a) 777 VI ERIEIVATLADOEENG, PV —TFT—TNOEEES TV Y v 7 LT
AR L ET,
[EED FO/8F « (Fault Properties) 1 %4 7 a7 0NEREN, ROZTRFEREINET,

« —fi% (General) : LITF&aFERLET,
« 70/3F7 4« (Properties) : %~V — 7 —7NMIHIHERDEENET
« ¥4 (Details) : V~V— 7 —T7 NV TRON-TmEER, BEHK EoHEY b,
BXOBER LZEEDOL, D, BLXORESEOEKRELANREENET,
s FS TN a—TF 4 2% (Troubleshooting) : kDO ERH ., FRLET,

e 3TN a—TF 4 >4 (Troubleshooting) : FEEDMHHEHIEINLET 7 a %
Gl T ITN Y a—T 4 VIERBEENTOET,

«BEEOY (Auditlog) : EENFEAET LN —F =0 LicA X NOEEEZE
IRTEDLY )b, HELLDRITLICEEN - ERRINET, Fay XU RH
7V v 7 LT, gEHETEET,

« BFE (History) @ g2 547V =7 NOBREERZEZRLET
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B 77 vesptorook—t FSux s B

Ty OOBEEREDEOHDER—F FSYyX2H9 OFHIE
DOk 73 TiE, GUL, NX-OSCLI, BLXORESTAPI ZfEH L THR—hF FTovH 7%
BINZT B HEICHOWTHRALET,

277y R—rOBEEREDF-HDR—F FSvFT R I—

777Uy s K= FORERHIE, A=k M vF U7 VAT ARETHDICTHZ ENT
XFT, =M FIToX LT RI—F, V—TAA vTF AR VAL v TFHDOT7 77 v
JR—hM BEOXT 4TIV TR F T 472V —TAAL v TFROR—FDAT—H A
EEMGRLET, AR —bN T ovF 7RI =R NI T—ENbE, V=7 A1 vFIL,
EPGIZ L > TEHASNTZAAL v F EDOTRTDT IV VAL L H—T 24 A X7 SEFET,

[R=F rSvFIN M) H—ENzEZFIZAPICEKR— FZEEHS (Include APIC portswhen
port tracking is triggered) 1 47> a VAN LIEGE, V=T AL v TF BT RXTOT7 77
Uo7 K= b~z k> L (DFED, 777V v 7 R—=bER30lbdE) | A=K~ Ty
% > 71 Cisco Application Policy Infrastructure Controller (APIC) 7~"— h Z 552 L £7, Cisco
APIC 37 7 7V v Z7IZH L CT a7 AVETRIEI~ VTR —LDGEICOH, Z OMREE FNIC
LTL7ZEVY, Cisco APIC R— FZ{F 1T 5 & 7 2 7 /LA — L0 Cisco APIC D& EITE T
YHEY R— MU BEZ 2 DITRLHET,

\)

(GE) A—bFFT7oFr7OEZ, [PATL (System) [>>[P R T LERE (System Settings) ]>>
[(R—k FSvF2%5 (Port Tracking) ] TIT2 £,

R—=hr FT7oF 7 RV —1F, RV—% NI T—F2777 VU w7 R— MEROEK L.
HESNTT7 77V v 7 R—=FOBEBRATRIC) =T AL v F T IV EAR— a0 I T v
TTBIODRES A ~—FRELET,
wOBNL, A—F F I vFr 7 R —0EEEZRLTWET,
e AR—hF FT R T R —iZ, RV —Z NI HT—FT5K)—T AL vFDT 7T 4
TR 77TV vl K= ERO LEWVENR2 THDEEELTWVET,
e AR—K FToX TR —iF, V=T AA I TFMBANRL VAL 9 F~DT 7T 4T
777U T R— MEGOEN 2 I T LI X N H—ENnET,
BV —T 2L vFF. FOT TV v R— MNERAERHL, R —TEESh-LE
VMEIZESDCTAR— b b TR T R —% NI T—1L T,
c 777w R—FERNMEIRT D E, V—T AL v FIXBES A ~— DR ERFF %
WMTDOERFFSTNL, 7T7BAR— EERLEST, ZHICLY, FTT7 40w 7RY—
TAA »F T I BAR—FTHBMREIZZAENIC., 777V v IR FayR—Tx A
TAHRERINEGEZbNET, K7 77U v 7 T, BEX A ~—% LD EWVERERICE
ETHNENRHDEAENDHY 9,
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Ui EALER— b~ rSvroooEn [

\)

G ZORV—%WRTL2LEETREELTLEIY, R—F N7 ovX L 72 NI T—F5, 77

T A TIRANA VAR —= b O T 2R — b b7 o X IREVPETE L85G, TRTOY —
T AL v F T I RA R IR T LET,

GUI ZFERALT-FR—F S vF 2T DHERK

ATy I
ATy T2
ATFvT3
ATv74
ATy S5

ATvT6

ATy 17

ZOFMETIE, GUIZEMA L THR—F b7 v F o THREEZEMNT 2 TIECHOWTHRALET,

FIE

[ AT L (System) (A ==2—0b, [V ATLERKE (System Settings) & 3IR L £ 9,
Fer—var g RUNLIER—F bS5y X245 (Port Tracking) %8R L F£7,
[(R—F FSyF U FIKEE (Port tracking state) | DAEIZH D [A > (on) 1 Z#IRL T, K—
Mo THREEAIZLET,

TanRT 4 DR—F T X TREORICH S [T (off) 1 ZEIRL T, A—F F 7o ¥
v UHERER A 71T L ET,

(fEE) [EEETE A4 ~<— (Delayrestoretimer) |27 74/ b (1208) 2260y L F
7

A=K FTZoX TN NI T—SNDRNEBLTCNDET 7T 4 T ALY U7 DEKR
(0 ~ 12 DAEEOMHRE) 2 A LET,

[EfE (Submit) 227V v 7 LT, BIIOKR—F + T X IHlE 777 ) v 7 L4~
TDAA v FIZT v =2 LET,

NX-0SCLl ZFERALf-AR—F b vF2 T

ATy T

ATy T2

ZOFMETIE, NX-OSCLI Z#fFEH L THR—F b7 v THREEZFEHT 25 HIEIC OV TR
LET,

FIR

ROE I, R—h T vFRITHEEZAICLET,
i

apicl# show porttrack

Configuration

Admin State : on

Bringup Delay (s) : 120

Bringdown # Fabric Links up : 0

ROEIZ, A=k FTovF o THREEA7IZLET,

&1

Cisco APIC 2AHEH 1 K. J—260x [}



B orestar zmm L K-

i |
FRSyELY

apicl# show porttrack

Configuration

Admin State : off
Bringup Delay (s) : 120
Bringdown # Fabric Links up : 0

RESTAPI ZERAL-KR—F b vX2 T

ATy I

ATy T2

SNMP & F

SNMP [CD VT

4a & SRS

ZOFMETIX, RESTAPI ZfH L TAR—F +T7 vF o IRz 2 7ECHONTHI L
=7,

FIE

WD EHIZRESTAPI ZH L THR— b F T vX o TEEE 412 LE T (adminstate: on)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt="on">

</infraPortTrackPol>
</infralnfra>
</polUni>

DX HIZRESTAPIZHH L CAR— bk bT v X JHEE A4 72 L E T (adminstate: off)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt=“off">

</infraPortTrackPol>
</infralnfra>
</polUni>

Cisco Application Centric Infrastructure (ACI) 1%, FHIEFHR—A (MIB) &ilH (K7 v )
5 Te Rf 72 SNMPYL, v2, BRI O AR — FAREEL £, SNMP EHETIL, Cisco ACI
T 7V EEHLE=X ) T THEMIB Y AR— T 50— RK—F 8T T r—
arEEHTEET,

SNMPV3 (3 & IR EF = U T 4 AEZ it L £, 45 SNMPv3 7 /34 2T SNMP ¥ —

ERAEEEITEDCT DL OIBIRTEET, /2, £ 514 A TSNMPvl BEX U2 &
ROMEFEEZFRETEET,
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ciscoAcl <0 SNMP 7 7 2204 H— b+ [l

5.1(1) U U —RLIKE. SNMPv3 | Secure Hash Algorithm-2 (SHA-2) FRFEZ A 7% Y R— L%
j—o

SNMP O G iEDFEMIZ SV TiE,  [Cisco ACI MIB Quick Referencel] Z& M L TL 72 &0y,
Cisco ACl T®D SNMP 7 A DY HR—

\)

()  Cisco Application Centric Infrastructure (ACI) THHR— kS5 MIB O5EL7 Y A MIDOWNT

X, http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html
ZZRLTLLTEEN,

Cisco ACI T® SNMP V7R — MIKD LB T,

* SNMP Fi A0t 7 =Y — (Get, Next, Bulk, Walk) (X, V—7BIORANRAL > 2L v F
& Cisco Application Policy Infrastructure Controller (APIC) (2L > CHAR—FIvET,

e SNMP EX AL a~< 2 K (Set) X, V—7BLOA S A4 v F £7=1Z Cisco APIC |
LoTHFR—FrINEHA,

*SNMP K7 v 7 (vl, v2¢, BLOV3) 1T, V—T7BILORARA 2 AA v TF & Cisco APIC
Ik o THR—FENET,

\}

GE)  Cisco ACLITHR K 10D F T v 7 Ly —R"EVR—FLET,

*SNMPV3 iZ, VU—7BIUVANAS 2 AL vF & Cisco APICIZ L > THHR—hEET,
* Cisco APICTIPv6 7 KL A ZfHEH L7 SNMP XV AR — SN TWEF A,

% 3:Cisco APIC ') ') —RX T®H SNMPHR— FDER

Y1—2 L

1.2(2) SNMP ~ 7 v 7’d5adt e LT IPv6 B — k2B,

1.2(1) CiscoAPIC == > h 2 —F D SNMP %7 R— k&8, LARTO Y U —2 Tl
J—TBIRZA L 2L v FIZOWVNTDOIHSNMP 3R — &SR T
ij‘o

SNMP + 5 v TE#HEE

SNMP k7 v 78RR A T2 L, 777U v 27 J—RKMH0 SNMP k7 v 7% Cisco
Application Policy Infrastructure Controller (APIC) IZX -~ THENTE, 777V v 7 /—FK»b
ZAE L7172 SNMP b7 v 7% APIC |2 X » THMI S eIzt T& £97,
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B oswwe 50 e

i |

N o ZMix D777V w7 J— R TR APIC ) LEESND Z RTINS
Alid, ZoEEFHALET, ZOKEEZENZT D L, APIC X SNMP 7o ¥ & L CHERE
Li‘é—o

EZONDEELNILT B0, 7T AZNOTXTDOAPICEZSNMP N7 v 7 771 7—
AELTHRETAZELEZMIHITELEST, SNMPARY > —Tli3, HED NT v D55/ E
TEFET, FIvTOERNEEREERET DI, ROFIEEZFETLET,

1. AA TN Ty TE2ZETHEIICKAPIC 2 hae—TF%RELET, ROERTE
EA L7 GUILIZX D SNMP b+ 7w 7@ O E (108 X—) OFEIHENFET,

«[RR b4&/IP (HostName/IP) ] 7 4 —/L KT, APIC ® IPv4 £7-1%XIPv6 7 KL A %
BELET,

« [EEEPG (ManagementEPG) 1V A k2B, 7 MAT R REIIA Ny NE
B EPG IR L £,

7T ABNDE APIC & T v 7 O%5i5E s L THRET AL, ZOFIEZEEVIRLET,

2. BRI v T EATY— NTHEET D L HICAPICEZRE LET, KROFREEMHEH L7 GUI
I 5 SNMP R Y o —DF%E (107 X—) OFNEIZENE T,

«[+5 v TRz Y —/\ (Trap Forward Servers) | 7—7 /L C, SNHBH— D IP 7 KL
REBEMLUET,

N7y TOEREERETIE, BEIND N T v T OREEFETIP 7 KLU AL, REOREEFET ) —
RTER, 7705 =207 FL A (ZO%REIT APIC) 12720 £7, EEORETLFE
T 5121, OID THRHETLHHLENH Y £7, ROBFITIL, 7 KL A 10.202.0.1 23 APICIP 7 F
VAT, 7 FLZ10.202.0.201 BIEDOEEILY —7 AL v FDIPT RLATT,

08:53:10.372378 IP
(tos 0x0, ttl 60, id 59067, offset 0, flags [DF], proto UDP (17), length 300)
10.202.0.1.45419 > 192.168.254.200.162: [udp sum ok]

{ SNMPv2c C="SNMP-ACI" { V2Trap(252) R=609795065
.1.1.3.0=25847714 .1.3.6.1.6.3.1.1.4.1.0 .4.1.9.9.276.0.1
.1.1.436207616=436207616 .1 6 .7.436207616=2

.8.436207616=2 .1.3.6.1.2.1.31.1.1.1.1.436207616="ethl/1"
..... 3.436207616=6 .1.3.6.1.2.1.2.2.1.2.436207616="ethl/1"
.1.31.1.1.1.18.436207616=""

.1.9.10.22.1.4.1.1.6="10.202.0.201" } }

[ e e e N
BN NN
N
NN N
NN N

SNMP k7 v 7HEKIHEREIL. SNMPV2 7 v 7HEKE L Wizt % V7R — F 345 Cisco APIC U
U—2Z3.1(1) THAZIE L7, Cisco APIC U U —2 42(6) B LV 5.1(1)LLAFETIL, SNMPv3
N7 v 7OEHBLOEENRYR—FINTWET,

)

GE)  APICHT a3l yviaryEIhiEse, 2—VI3BEIEENTZ APIC 27 U — U HiZ#Eh4 2 LEHR

HVET, SNMP b7 v 7HEFEIEIZT 2 v a VENTZAPIC TT 7T 4 7 THDHIZ0,
TaIvia I APIC N7V —rHEE SN2 WEE, 2—FE T v 7S TEE b
Ty T EZETHREENH Y T,
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SNMP D% E

snwp oz [

GUIIZ& 5 SNMP R o —DERTE

ATvT1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

ATy T17

ZOFNETIE. ACL AA v FDSNMP R U L —%FEL, AN LET,

IR BHHIIZ
SNMP BIEZ AT BT, L TFORENSHETY,

T UNEITNRU R a7 FEFRELTCSNMP 77 ¢ v 7 %2R LET, SNMP |
F7 4 v 7i%, @%. SNMP ERIZUDP R—k 161 Z2#EH L E7,

e'mgmt' 77> N TAPICT 7 AT N RIPT RVAZRELET, 77U AT K
7 RURIZAPICE Y F7 vy TRICRESNETN, TU NETIAN U Rary I 7 b af
T HIZE ' mgmt' 7> T RUVAZBIRIIICHET H2HERH D £7°,

FIE

A= a— /N—"T, [Fabric] %7V v 7 L¥7,

# 7 A == — /N—"C, [Fabric Policies] #7 U v 7 L &7,

[Navigation] ~<1 > G, [Pod Policies] % & L £ 7,

[Pod Policies] @ T C [Policies] % R L %7,

[SNMP] #4727 U v 7 L. [Create SNMP Policy] %z & L £,

BrLWVSNMP R Y o —2Ek T 20V IC, ROFIATREIND D &[E LT [default]

R — 74—V REmRETEET,

SNMP R & —DX AT a TRy 7 AT, ROBIELFATLET,

a) [Name] 7 4 —/L FiZ, SNMP ;R U > —D4HiEZ AN LET,

b) [Admin State] 7 + —/L K C, [Enabled] &R L 7,

¢c) (EE) [SNMPv3Users] 7—7 /L C[+]T7Aa2rva7 )y 7L, &EEANL T, =2—
FORGET —X = AL, [Update] 27 U v 27 LET,
Z OFNEX SNMPV3 7 7 ¥ ANME IR G EDRFEITLET,

d) [AZ2a=F4 7K' — (Community Policies) ] 7—7 WV T[+] T A 2% v7 L,
[&7A1 (Name) 12 AL T, [E# (Update) 1227V v 7 LET,
A 2=T 4R U ZORKEIIRLTTT, ARNCIE, Ty —2a7 () . A

7y (4, FEEEVAR () OXF, HF. BIORERXTFOREZMEATEET, 4
A @FEmaahbl sl TEEth,

e) [TrapForwardServers] 7—7 /LT, [+]7 A4 2> %7 U v 7 L, 85— 3D[IP Address]
AL, [Update]z 2 V v 27 LE7,

W PR S 72 SNMP BEHEA T — 3 9 VEARET HIZiE, SNMP R o —D XA T s Ry
J AT, WOBMEEFITLET,
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B cuicszswme k5 TEMEDEE

a) [Client Group Policies] 7—7 LV TC[+] 7 A 2> %2 Y » 7 L. [Create SNMP Client Group
Profile] ¥ 4 7 a /Ry 7 A& &£,
b) [Name] 7 4 —/L KIZ, SNMP 7 AT > N I V=707 a7 7 A V4L EANLET,
c) [Associated Management EPG] Fr v 7% 7 U X ki bE B EPG #i8IR L £,
d) [ClientEntries] 7—7/VC[+] 7 A 2> %227 U v/ LEd,
e) [Name] 7 4 —/V RITZ A4 7~ hD&4HTIZATI L, [Address] D7 4 —/V RiZZ 74T~
FDOIP 7 RLAZ AL T, [Update] 7 U v 7 L7,
GH) SNMP &P A7 —3 5 % SNMPv3 Zffi [l L T APIC & #3563 535G, APIC
IZSNMP 7 9 A4 T b I N—7D7 a7 7 A IVHRESNTZZ T4 T 1P
7 RU A% LEE A, SNMPV3 DA, BELRA T — 2 A3 [Client Entries]
UAMIBENTVWAILERSY £T28, SNMPV3 7 LT v X VDR TT 7
BAREE/R 2D, IP T RUAR—H L TWAHLEETHY T A,

ATvFT8 [OK]%#Z Vv I LET,

ATFw 79 [EE (Submit) 1227 U v 7 LET,

AT w710 [Pod Policies] ® T T [Policy Groups] Z B L T, AU > — F—T 2RI 50, £721%
[Policy Groups] #4772 U ~ 7 L. [Create POD Policy Group] % #{R L £,
LAY RRY o— TA—TEERTHIE S, BFOINV—T52ERATH L TEE
T, RNy RARY — Z—7121F, SNMP R Y =2z TRy R R —2E&05 2
EIMTEET,

ATYIN Ry RRIV =TI N—TDEATa TRy 7 AT, WOBEEZFATLET,
a) [Name] 7 4 —/L RIT, RNy RRY >— I NA—TDL4HTE AT LET,
b) [SNMPPolicy] e v 747 UX Rpb, BELZSNMPARY & —Z8R LT, [Submit]

27V v LET,

AT w712 [Pod Policies] ® F T [Profiles] & BB L. [default] %2V v 27 L7,

AT v T13  [Work] ~A1 > C, [FabricPolicyGroup] kv v 7 X U R hinb | fER LAY RKRY v—
TN—TEBIRLET,

ATy 714 [%F (Submit) 1227 U7 LET,

ATy F15 [OK] %227V w7 LET,

GUIIZX A SNMP 5 v T EMEDERTE
ZOFNETIE, SNMP b7 v 7@ EZ{ET DHSNMP~ 2 — 2 ¥ DRA MEREHRTELET,

\

GE)  ACIIEEKRI0OEO T v 7 L —REVR—FLET, 10fHLDEZLFETHE, —H T
BEIBZESINEE A,
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ATYT1 A=a2— =T, [Admin] %7 VU v 7 LET,

ATv T2 %7 A==2— "—7T, [External Data Collectors] 27 V v 7 L ¥7,

R T w73 [Navigation] ~21 > C, [Monitoring Destinations] % EB L £ 7,

RATv T4 [SNMP] %47 VU 27 L., [Create SNMP Monitoring Destination Group] % &R L £,

AT w75 [Create SNMP Monitoring Destination Group] % 1 7 2 77K v 7 2T, IROEEEZFATLET,

a)
b)

<)

d)

2)
h)

[Name] 7 « —/L RiZ, SNMP #FEO4FTAZ AT L, [Next] 227V v 27 LET,

[Create Destinations] 7— 7 /v C[+] 7 A 2% 2 Y » 7 L, [Create SNMP Trap Destination]
AT TRy 7 A& ET,

[RR k4&/IP (Host Name/IP) 17 .t —/L RIZ, IPv4 £72IEIPv6 7 R L A E 72 3sd ek A
NDOFEREM R AL U2 AT LET,

WAEDOR— hFEB L SNMP A= 3 UETRIRLE T,

SNMP vl % 721% v2c @A e D4 [SecurityName] & L CRELZaI 2 =T 44D 1D
Z ANJJ L. [v3Security Level] & L C [noauth] Zi®R L £,

SNMP vl £721F v2c X =2 U 7 4 L DOERKFEIL 32 XFTT, AEilZlE, 7or¥—2xa7r
() o 72 (), FREEVAR () OXF, BT, BLORERXTOAEMHH
TXFE9, SNMPv2c DHE, @it bFEHTEET,

SNMP v3 i@ HI5E D4, [Security Name] & U CakiE Liz—H 4D 12& AL, HFie
[v3 Security Level] Z 3R L 7,

SNMPv3 T =2 U T (& DHRKEIL32 XFTY, LRNIRICFEZITNLFTHE LN
ERHY, XF, BT BT —2a7 (), M7y (), BUEF (),
FI@RL T ORHE LT OREHHTEET,

[Management EPG] Kz v 7 & 7 ) A hsBAEH EPG 23R L £,
[OK] %27 Vv 7 LET,
[Finish) 27 U v 27 L¥7,

GUIIZ&KASNMP 5 v T V—RAMEERE

COFETIE., 777V IOV —ZAF TV FEEIRLUTERNCL, SNMP +T7 v 7 iE
ALK LET,

FIE

ATYT1 A=2— /X—T, [Fabric] %7V v 7 LE7,
ATY T2 % T A==2— "—"7T, [FabricPolicies] 7 U v 7 L%,
AT 73 [Navigation] <A > C, [Monitoring Policies] % & L £,
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ATy T4

ATvTH
ATvT6
ATvT1
ATvT8

H£BRYO—, TIFILEK)—TSNMP YV —AZEKTHZ b, FRTHLVE=H
Vo7 WY —2fflT 52 b TEET,

WERE=HY 7 K)o —%EH L. [Callhome/SNMP/Syslog] %81 L £,

[Common Policy] % #&4R 9~ 5 #5413, [Common Policy] #4577 U »» 7 L T, [Create SNMP Source]
EIIRL, ZOXATaZ Ry 7 ATROTFIRIZHES T EEW,

[Work] ~X~ T, [Monitoring Object] K= v 7 #7 U X F)b [ALL] Z IR L £97,

[Source Type] K2 w7 &Z 7 U 2 kvt [SNMP] Z3&IR L £9-,

T—TNT+TAar%7 U7 L, [Create SNMP Source] ¥4 7 2 /Ry 7 A& ET,
[Create SNMP Source] # A 7 1 73R v 7 AT, IROBIEEZEITLET,

a) [Name] 7 4 —/L FIZ, SNMP RV > —D&HTH# AN LET,

b) [DestGroup] Ky 7Z 7 URA G, BMERETDMFEDOHAELIBRT 50, £
I% [Create SNMP Monitoring Destination Group] Z &R L T, # LW \EEE/ER L 7,

SNMP DA 7 V— T ZERT 5 FIEIE, B THB L £,
c) [#E (Submit) 1#27V v 7 LET,

SNMP =R LEVRATLODE=RY VY

SPAN O£

SPAN O E

il % DRA S (APIC E721XFDMDAA M) #VE—FTE=HX L, FED/ — FDIREL
R T £,

SNMP ZfH LT AT LD CPU & AE DRI AE T =27 L, CPU DAL 7 BHAE
LCWANEI D EHERTEET, SNMP (Ry NU—ZFBXT L) (X, SNMP 7 947
v NEFEH L TAPIC DIERICT7EA L, BEHRATELET,

VE—RMCUVRTAIT7EALT, HRNARY NT—JEFEBRU AT LAOa T XA MIET
HHDNE I DEHER L, CPU /21T AF Y OFEHBNL TR0, FIE AT L5008
T =< ADRENRBEL TNENE I MNEFRDLZENTEET, MEDOEREN LMD
EL VAT ADOEFEETFT =y 7 L, ATV 720X CPU O HENREL TR0 E D etk
WTEET,

ZEMIZ OV T, [Cisco ACI MIB Quick Reference Manual ] 2 L T 72 &0y,

AL F RIBF—=FTFF7A4% (SPAN) =2—TFT 4 U T 4 &fioT, MR N T TNV a—T 4
VI DFEITFELIFEEDOT SV A= a R ANNL NG T 4w IOV UL EREL, e
TIT 4 TIRET=Z ) TG EIT) ZENTEET,

SPANIZ12LL EDAR— k., VLAN, £/ KRS s Zr—7 (EPG) DT 7 4w
JEhEavr—L, Xy NI—7 TF T34 FIZLDBoMOEDIlart— LT 7 4 v 7 & 1DLL
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FOREERICGEHELET, 207 vRTEDOERT A AL HEET, N~ Ry = TN THE
i S35 D THRER CPU AR AR E £,

SPANt v > a U NEY —ANZELL NG 70 v 7 (AN TF 749 7) | V—=ANBEEL
o740 v7 WMHhET74v7)  FHRIEZOMFE2E=X ) U TTHIIICRETEE
T T7A/NBETIE, SPANZTRTCO NI 74 v 7 2E=X VT LETRH, BRLEZ NS
T4 I REFEE=F ) TTHEICTANEEHRETCEET,

T FERIFAAL v F TSPAN 2R ETEET, A v T ECTHETHHAE. SPANEZ 7 7
TV R —FZ T 7 A R —L L THRETEET,

APIC IZ. SPAN (ERSPAN) O Fh FtEfbanzV E— MEEEZYFE— N LET,

U U —2Z 41(1i) BARE, IROBEENRYR—FESNnd L2 L7,

CEETLER—FF Y RANEILAAL vF ETr—H L THAHIRY . 5656 E L TEHIR—
F v B LT-, @ —H /L SPAN (2T %R — |,

\}

GE)  APIC U U —R 4.1(11) IEZEITLTWT, s e L CERIR—
b F v 2NV ERELZE, 41(1) KVEIOY V—RIx 7T
L— K425 L, ZHMNKEIKTSPAN & v ¥ g o ANVEHE EIREE
W20 F9, ZoEEX. VU —R41.300) XV AN RIHTE £
TATL, BE~OEETILY THA,

L AVIAUE—T AR T4 NE T EERHLTIEET SPAN 2R ET H & 12,
LAY3IALHE =T 2 A ADIP T VT 4 v 7 A E&ODHMENRL 72D E LT,

1 DOUEDT AN EZ 2 NIDITN—TTHDI T A NE TN—TREDYR—F, 741
X TN—TaERTIUE, ZIELT=37 Y & SPAN 2 H L CTOMTT 2 0E N H D0
EYEHWT A7 OIEA SN S —BREENEE T ET,

« ASIC D A TOEEENFRIKT Ry 7SN ry Xy 7F v L, FHREEINT
SPAN %6 J¢\Z1%{5 9% SPAN-on-drop ##E, SPAN-on-drop s%/EIZIX. 727 A KR— %

SPAN #fEm & LTHHT A7 78R Revy ', 777U v 5R— k% SPAN (5T &

LTHEHTE777 Y v7 Fuyr BLO/— REOTRTOR— % SPAN (57T
ELTHEAT 27 m— L Fry 7O 381 & D £9, SPAN-on-drop I%, 1% D SPAN
ZfEH L (CLI, GUI, 383X ORESTAPI#H) & F T 7V a—F 127 SPAN =i L
T (CLI 3 L T'REST API DA Z % H) B E SAVE T, Z OREDREDFERIZ DUV T,
GUI 2 L7z SPAN D% E, NX-OSA ¥ A /L CLI 2 L 7= SPAN OF%E, 35 L UVREST
APl ZfEl L7z SPAN DR EEZ S L T 72 &0,

< JLF/ — K SPAN
APICD T 7 4w 7 DF=F VTR =X, &7 7V r—2ar JA—TDOFTXTDOA
UR— L BN T DB AT A2 BT B 721, WYIREPHICR Y =D AR EIRIF A Z L
MBABETT, AU N—RBETSH L, APICIZH LWI —TIZRY —2HEIZ S v = L
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F7T. EXE ZUFRA R LW —T A4 v FIT VMotion IZE W BENITH L. A
N OBGEIZHBRICHE S E T,

ACL 77 7 U v Z71%. 7 E/WY E— |k SPAN (ERSPAN) JERDOED 2 S DYLiE%E VR —
]\ ]\/i—é—o

T I RAEIIT T FSPAN : VLAN 27 4 L7 & L THAT A0 E 2002 hhnb b

T, V=T A, v FDOT7rr b XL KR— M LTEITEINET, V-7 XA v TFOD
Broadcom Trident 2 ASIC /X, ERSPAN # 14 7 1 X & 1T I M B A~ g a2
A—FLET, ERRTERLEZRF2 A N TERINTWVWADERSPAN #1471 74—
<~ hElE, GRE~NY X =R 431 FOIHTHN, =7 AT =)L KRRV END
RTCRRS>TWET, GRE~y X —ITHIZROD L H 1= 23— FEHE T -0x000088be,
0x88be /X ERSPAN % A "2 /R L TWETN, 74— /L RDOEV D231 Mk, =
Nix 4 34 h® GRE ~y X —%FD>ERSPAN # A 7 1 X7 v b & LTI S ET,

« 777U w7 SPAN: UV —7 A A v F @D Northstar ASIC |12 XV, FHITA S 2L v F

@ Alpine ASIC IZ X VW FATENET, T 5D ASIC IZERSPAN ¥ A 72 BL W3 74—
<~y FaeHR—FLTWETN, ACI7 77U v ZIXBIHE, 777 Y v 7 SPAN ® ERSPAN
HAT2DHEYHR—FLTWET, 2OV TIE, EEEOR—ZAT 4 R¥a A b
IR SN TVWET,

ERSPAN ~ v #—DFINZ OV TIE, RO URLIZH D IETF A ¥ —F v b RT77 N&5H
L T 72 &\, https://tools.ietf.org/html/draft-foschiano-erspan-00

SPAN OFEFIE L HIHVF IR

« uSeg EPG %, SPAN £{ZJC EPG & L T TE EH A, ZHhik, SPANEF LT 4 V4
A VLANID (235 W TN 5720 T1, LN ->T, =2 RiRA > b A uSeg EPG 127338 &

NTWVBEAETH, £® VLAN 25 SPAN %155 EPG @ VLAN ThH H5H. =2 KR4 v
WD RNTFT T 47 ZI 7= T ENFET,
*SPANEETLE LT BextLPD LA V3T A L X —T 2 A4 ABBETHZ LI TEER

oo HMBY —=AMBED ST T 4y 7 HE=F ) 7T 5DIEIAR— MEEREENLE
‘j‘o

cFEX A V' Z—7 = A AD 1 —7 /)L SPAN TiL. FEX A > % —7 = A AX SPAN EE0 &
LCOAEHATE, SPAN%ESEE L TUIfFHTE A,

s FB1IHMRDAL v T (AA v FHIZ EX £721X FX OFF 03720 Cisco Nexus 9000 &V —
ADAA »F)TlE, TXSPANIZED LA VYIDAAL vF FT77 4 v 7 THREREL &
A,

2D AL v F (AA v FHIZEX £RIEFX O D) T, b T 74 v 7R
LAY2EIILA VI TAAL v TFENTZHDTHDLHA. Tx SPAN ITHERE L 1
Mo

Rx SPAN (ZHfRIZH 0 £H A,

sFEX 777V v 7 R—FF ¥/l (NIF) @ SPAN DIE., A X— A H—T AR
T 1 HARY —7 24 v F (CiscoNexus 9000 > — XD AL v FDH L, AL vFLIZ
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EX F 720X FX DR VERE) @ SPAN X501 v X —T7 =2 A AL LTHR— S E
@—0

\}

GE) FE2WARAA vF (CiscoNexus9000 >V — XD AL v FDIH 5,
AA  FHIZEX ET2IT FX M <) C©, FEX 77 7Y v 7
A—hF ¥ (NIF) A /3— A ¥ —T x A A% SPAN 45
A E =T 2 A AL LTHRT S LB TEETR, Zhid
Cisco Application Policy Infrastructure Controller (APIC) U U —2&
41 ZVHEIOY Y =2 TIIHAR— FENTHEE A,

e R—FENDSPAN DZ A FITE8FEXFETH,

s F1IHRDOAAL v FOYEA, 7T FBLOT 7 A SPAN L, I 7 Eibaniz
SPAN (ERSPAN) # A 71 % LE£7 (Cisco APICGUI DX—Y 5 1473
V) o BIMRRAL v FIE, A v FHADOKREIZ TEX) . TFX) . [FX2) 72&0
RN T SILET (N9K-9312TX 72 &)

e F2 MR AL v TFORE. T FBLIOT 7B ASPANIL., T EAALENTZ SPAN
(ERSPAN) % A 711 (Cisco APICGUI D 3— 5 v 247 ay) w#HLET,
H2 ML v FIL, AL v FLORRBIC TEX) . [FXJ . [FX2) 2 ENfTnT
WET,

« 777U 27 SPAN IZ ERSPAN % 4 1l i L £,

ERSPAN v &' —{Z-D Cid, IETF @ Internet Draft (https://tools.ietf.org/html/
draft-foschiano-erspan-00) ZZf L T 7230y,

« 777U w7 TIZERSPAN DSE5EIP = RABRA v & LTHRETALERHY £,

* ERSPAN & v ¥ = > O#EIRFIZ, SPAN /— A2 GOLF VRF A A H L AND AIRA
AA o F DO E A VA —T 2 A ANEGEENTWDHEHE, L30ut 7'V 7 v 7 A
%, MiE->72 BGP %7 A bk v 7 %> GOLF /L — & —IZ15 &4, GOLF 7>H 2D
L30ut ~DOHEHe N U v E 3,

* SPAN (X IPv6 T 7 4 v 7 ¥R — h LETM. ERSPAN D65 IP % IPv6 7 K L A 2T
AZLIFTEEREA,

o« IR— b F ¥ FIVDEBIIAR— b A — F721E vPC OEBIIR— b A =3k ELe L
TR T EHA, A—FF ¥/, vPC, F£/ITVPC a2 FR—FR > h& SPANE Y =
VOREILE L THEHL TS EEN,

« 5645 BPG DHIBR S D MEH TE 22054, ERSPAN =507/ /V— 7 CRaEITRAE L E
A,

*SPAN 7 4 /LA 13, -EX, -FX. BLUV-FX2 V=7 XA vy FTOLYR—FSNTWE
R

s IRDIE. SPAN 7 4 L Z TR —FENEH A,
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777U w T R—h
e 777 Vv I BLOTF U MSPANE vy 3

o ANA YV AA T

c ARICHR—FENTVA LY HEEL DU R— FMEFEEZEML LS E LT, LAFR— K
#iHT7 o2 = P UIRBIMESNEEA,

* SPAN HETL 7/ NV—7 LUV E 3l # © SPAN XETL L~V T, PR — RT3
TANZ 2 NI EDEL O N ZEEMITED LT 5L, SPANE v 3 VITiESE)
LEHA.

e ARUTHR—FENTWVWELED B EL DT 4V FZ = B ZBINE - ITEIRT 5 &, Bk
N7 4NHE = ML TCAM IR £97,

« T UT 477 SPAN & v g U ORKESL, SPAN 7 4 VX H[R7: £, SPAN BHE i R
(ZoW T, [erified Scalability Guidefor CiscoACI] K¥ = A2 FZ2ZM LT &L,

* SPAN-on-drop #$HE Tl, ROEEFH L HIRFHEAEH SN ET,
* SPAN-on-drop #§HEIZ. -EX. -FX. BIXUOFX2 V —7 AA v F THR—bhENET,

* SPAN-on-drop #§EIZ, LUX 712 v 7 NO#RIE Ko v TR EH 535y NOIhZi X v
Fx¥LET, I ANTOEERe Yy T Nry haeXxxy 7F v LET,
SPAN-on-drop ##EI%, BMX (\N\v 7 7) Fry7BIUORWX () Rey 7%
XY 7 Fr¥ TEEHA,

o NI TNV a—TF 47 CLI Z{#H LT SPAN-on-drop & Cisco APIC% %02 L T5E
JeL LTSPAN By v a v ZERT 286, 100MBD T—2RX vy 7FF ¥ Iid &
Ty g AR £,

«EV 2T ¥y — Tl SPAN-on-drop BEREIZ T A > A— R T Rry a7y
MZRLTOREELET, 777V v 7 I—RTRay I 7y A
SNEHEA,

* SPAN-on-drop ACL & > SPAN ACL |Z~—> & EH A, SPAN-on-drop & v+ a3 v
7NACLRXR—ZDSPAN & L HIZA v H—T oA ATRESNTWEES., FDA
A —T7 A AT Ry I3 > MME SPAN-on-drop & v 3 2 VT D HZEE I 1L
*7,

*SPANondrop & SPANACL 2[R Uty a U TRETHI LIXITETERA,

T I RARFELIZT TV I R—F Ruey Xy ardtrsuo—r ey kY
VaVNREENTWAEE, 778 AFHII 777 v 7 R—bFRkny vy g
VN u— L Fay Py varl by ERINET,

* TCAM THR—bFENDZ T4 NVZ = F ) D= (M*S1*1+N*S2*2) + (S3*
2) . ZHUE, rxSPAN F 721 tx SPAN IZfEBNCHEH S nvE 3, BIEZoRITHED L.

tx 721X x SPAN THR— FENBHEKT 4V F =2 F U IFAFHT480 T (£
7o TANE TN—TF Tz —vay (S3=02F%+2) 2L, 16 HOKR—
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NP Z B ORE TR E SN TWRWIES) ) o 7440 =0 b ORI R
KRIFEBEBAD L, BENEELETS, 74 Z 2 MU TLA VAR — Mz
FETELZLICERELTLIEE Y, 2720, 16 DO LA V4R — FRE—D7 4V
2T Y ELTA— Ry =TIZ7m I L3NET,

\}

GE) *M=1IPv4 7 1 L X DH
*S1=1Pv4 7 4 /L2 2 L7245 e D3
*N=1IPv6 7 4 /L X D¥k
*S2=1Pv6 7 A /L& A LT2iRE e D%
©S3=7 4 NH TN—TREEAT HIVTWZRWIRF T DE

*PCE72I1ZVPCDLACP RV > —TMACE = P HRETHE, PC AL/ —R— ~IfH
BIAR— K B—RIZ2Y, PCIHFEELFELRNZ LIV ET, LEN-T, 20 k)
72 PC T?D SPAN ZE{E JLax EIL KM L., Nooperatingsrc/dst] FEENAER SIVET, MAC
=07 = RRBREINTWDEEA. SPAN [3H 4 DR — K TOARARETEET,

» Cisco Application Centric Infrastructure (ACI) UV —7 AA v F TZEINT/ T v NI, A
WAV B—=T 2 A ARANIA L E =T =4 ALWIA X —T = ADM S TREI N
TWAHETH, —EREFARCERET,

« /=T v RO SPAN XZL 7 4 Vv Z ZfET 5 L. Tx HMDOZ=F ¥ A FDHBFER
INFET, Rx FRAITHEH, 2=F ¥ A b, 7o—FXxr A+, BLO<LTFF¥ X Mok
WTEET,

«L30ut 7 4 VXL, EFEV/LFF ¥ A K SPAN TlE¥AR— hSivEHA, L30Outix, A7)
ACL 7 4 V% Tl sclass / dclass DflAGLELE L TRINDTZO, 2=F ¥ A T
T4 I DOHRERETEET, FEATFXY AL T T4y 71E, A= FBIOAKR— b
F ¥ XTI TOHRANTEET,

IR —hFF XN H—T = A% SPANSEIE L THEATE 2D0%, -EXLIED A A
F7ZF T,

e V=T A v FDOur—H)V SPANSEHAR— NI, BEENTF 74072 TFHLERA, L
A¥Y2A4 X =T 24 AR —%FEL, VLAN & 7 037 1 %245 0—/\)LEET
T2 <AR— bk A—ANLERICRET D2 LT, A v TFNHEE SPAN 35— 7
T4v R RayrThrkoiccEEd, ZORY —% SPAN s — MM L £
T, LAXY2A L F—T A ARY U—2RET HITIE, GUITROSGFTIZEEI L £,
[Z77Yvy% (Fabric) 1>[7V XK1 — (AccessPolicies) 1>[R1) >— (Policies) ]>
[1 >3 —T x4 R (Interface) ]>[L2 4 >R —T x4 R (L2 Interface) ]

o BEED /A MZSPAN ZRET H &, SPAN ZZFD 7w Mkt LT 1 EIZ T R—k
ENFET, RUIOSSN DRXx D SPANIZE ST RTF 7 4w 7 NBIRENTHE. 2BBD
SSNDOTx D SPANIZCE AT TI7 7 4 v 7 PFEERINDZEIEFHV EEA, LR -
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T. SPANt v a v DANKR—FEHIR—=FDRHE—D AL vF EICH 5846, SPAN
Ty a DY IF T HEORLTT, SPANTy g VIR GH NI 7 4 v 0 &R
RTCEERA,

o« T UNE TN—TITHEESNIZ-SPANACL 7 4 VE L, T I BA ALV E—T oA AM5
Hhsns7ae—RKxy A b, FHaz=%y X, BLOwLTF¥ A+ (BUM) ~7
T4 I BT A4NEY 7 LERA, 5 MO SPAN ACL X, ==% % &  IPv4 £7=
IXIPV6 N T 7 4 v Z71IZxt L TORBERE L £,

* SPAN%Ec 20—V AR— & L TRET H5HE. EPGIZTDA X —7 = A AIZJEBT
XEH A,

o J—7 A A v FTIX, VRF 7 4 )L X ZF> SPAN IE{ETTiE. VRE A V AHX L AD T DT
NRTCOBEDT IV v FAAL LT _RTOLAFYISVIIZYyF LET,

o« AN v AA wFTliL. VRF ZFiD SPAN iXE0i1E. REZSNTZVRFVNID h7 7 1 v
TR~ TFLET, T2, TV oY RAAL L T4 VXL, 7Y vY RAA L VNID
N7 47 DHRZ~yTF LET,

GUI Z{EF L 7= SPAN D% E

Cisco APICGUI ZEA LT+ FSPANt v L 3 VDERE

ATy

ATy T2

ATvT3

ATvT4

ATy TH

SPAN I%, AA v T F7F7 TV P THRETEET, ZDOEZ 3 T, Cisco APIC GUI %
EALT, #RIN-EET Xy b2 VT~ N7 497 THIAVIZEET DL
FTF L FDSPAN R Y ¥ —ZRETHHECOWTHHLET, REFIETIL, 1 DU ED

GUIXA TaZ Ry 7 ADT 4 —)v RIZEEZANTHHERNHY £F, 74—V REHEL,
HNREERZRET DI, AT al Ry 7 2045 EBICHE~NVTT ALy () 270y
JLT~INT T AN BRI LET,

FIE

A==2— X—"TC, [Tenants] 7 YV v 7 LE7,

YT A=ma— =T, EEXZV RIS 2G0T T 22 Vv 7 LET,
[FE4—Y 3> (Navigation) 141 > TTF v h&EBE L, [[KY) T — (Policies) 1>[+5 7T
IV a—TF 4 2% (Troubleshooting) 1 #REL T. >[SPAN] #J&FH L £,

[SPAN] ICRR &N D 22D/ — R : [SPAN 3855 )L— T (SPAN Destination Groups) ] &
[SPAN %2{E5t 4 )L—F (SPAN Source Groups) 1.

[ E4—2 3> (Navigation) 10 FC [SPAN %{S5t 4 JL— 7 (SPAN Source Groups) ] # 47
27U w7 L, [SPAN Z{ETLY IL— T DERL (Create SPAN Source Group) ] #3i&R L £,
[Create SPAN Source Group] # A 7 0 7 BRFE/RSINET,

[SPAN 2{E5T 5 IL— FTDYERL (Create SPAN Source Group) |2 A 707 Ry 77 ADMIET 4 —
Vv RIZHEE) 72l A L ET,
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[EETTDERK (Create Sources) | 7— 7 /L& B L, [SPAN EETDIERK] ¥ A 7l Ky
7 AxBEET,

[SPAN Z{ETTDERL (Create SPAN Source) 1 XA 7 R Ry 7 AD7 4 —/ NIZEG) 72l %
ANDLET,

SPANIEZTLOER A2 T Lz, [OK] 227 VU v 7 LE7,
[SPAN Z{ETT Y IL—TDERL (Create VRF) 1 A 7/ Ry 7 AR £3,

[V E— MERTDERL (Create Remote Location) | %A 7 a2/ D7 4 —/L RIZMEEZ AT L2 6,
LEE (Submit) 1227V v 7 LET,

RDBRY

SPANEEHRD N T 74 v TFHIAVEHEH LT, SPANEFEILEPGINL DT —X /X7y |
EEL, Xy MEX, T RLA, 7 ba B OFEOMOERETHERTEET,

APICGUI Z{ERL7-SPAN 7 4 LA FIL—TDEHEE

ATy T

ATy T2

ATvT3

ATv74

FIE

A=a—N"—=T[Z7TVUws (Fabric) 1227 Vv7 L, ¥ T A=a— =T [7VERA R
1) &— (Access Policies) 17V v 27 LE7,

[ E4&—< 3> (Navigation) 131 > C, [R1) — (Policies) |>[+rZ TN a—TFa Y
(Troubleshooting) ] Z k&BA L. [SPAN] & ERH L %9

[SPAN] ® FC[SPAN 7 4 JLA &' JL—F (SPAN Filter Groups) %4~ U » % L. [SPAN 7 4

LA JIL—T DR (Create SPAN Filter Group) ] &4 L £,

[Z4LE TIL—TDERL (Create Filter Group) 1 # A 70 7R v 7 ANEREINET,

SPAN 7 4 V5 T N—T"DA4RIEZATILET, [T4IL32 T2 k) (Filter Entries) | 7—7 /L

T.[H1Z27Vvy27 L, RDT 44—V RIZlEEZANLET,

[EEFTIPTLT 4w R (Source IPPrefix) 1: IP7 RLAI~A 7 DX TEEITLIP T

RLAZ AN LET, IPVAT7T RLABEIRIPV6 7 RLADEL LR — & ThE
9, 0.0.00DfEIZ, ZD7 4 —/ RTHEEDIPvAT KL A2 M) ZRETHHIT,
DX, FEDIPV6 7 RL ATy MY RFRETH7-DIER L ET,

s [RFDEETAR— b (FirstSourcePort) [HRHIDEETLL A Y —4KR— 2 AT LET,

ZDT7 4 =)V NI, [REDEETAR—k (LastSourcePort) 17 4 —/L K& & Hiz, %[5
TR— T ANBZ Y 7T LoD R— M EfEELEd, HOIX, ZDOT7 44— R
TEEDTY N ZEETHOIERLET,

s [RBEODEETAR— b (LastSourcePort) | RBEDEEILLA Y —4F— R EATILET,
ZDOT7 4=V R, [BRPIDZEIETAR— bk (FirstSource Port) ] 7 4 —/V R& & Hhio, o5
BHRAR— b T A NE Y T T H0OR— MNuEZEELE T, H0IX, 207 1 —b
RCHEED= Y M) ZEET D7-0ICHEHLET,

Cisco APIC 2AHEH 1 K. J—260x [}



i |
B rrcouizmmLisPAN 7 L8 T L—ToRE

<[ IP FL 7«4 v4 R (Destination IP Prefix) ]:IP7 KL A/~ A7 DA T4 IP 7

RLAZADLET, IPV4 T RLABLRIPV6 7 RLADEL L (PR — STV E
9, 0.000DfEHIX, ZDT7 44—V R THEEDIPVAT KL AT N ZEETH-OI12, o
OfEIX, FEDIPV6 7 KL AT N ZRETH-OICHEHL T,

s [X#WDFESHR— b (First Destination Port) 1: IOV A v —4 K — b2 A LE
T, DT 4=V RiX, [REDFEFEAR— k (Last Destination Port) 1 7 ¢t —/L K& L %
2, SR — N2 T A VZ ) 7T 57O — MifZEELE T, HoIX, D7 4 —
NV RTHEBO M) ZEET H-OIEHLET,

« [REBEDIEFKAR— b (Last Destination Port) ]: & D5EL A ¥ —4 KR — 2 AN LE
T, ZDT7 4 —)L RNiE, [RFDIEFEAR— bk (First Destination Port) 1 7 4+ —/L K& & ¢
2, SBER—bE T 4 VB ) A0 OR— MMl AEELE T, H0X, 207 1 —
NRTEEBEDZ M) ZHRETLHDITHEHLET,

«[IP 7B k3L (IPProtocol) 1:IP 71 btz AN LET, fHOIX, ZDO7 —/L KT
FEDT U M) EZRETDEDITMEMLET,

«[#53E 7 4 LA T 1) (Extended Filter Entries) ]| 7—7 /LT, [+] 227V v 27 L, kD
74—V RIZfEE AT LET,

«[&AT (Name) L 4LiET7 4 V2 = b Y OARTZ AT LET,

* [&#)® DSCP (DSCP From) ]: DSCPfEZ# A LET, ZD7 1 —/ NiL, [RED
DSCP (DSCPTo) | 74— /v R& & biZ, DSCPIEE 7 4 V& U v 7T HEIAEIEE
LET,

* [R%EDDDSCP (DSCPTo) 1: DSCPEZATILET, ZD7 14—V RiX, [REIDD
DSCP (DSCPFrom) |7 4 —/L K& & 410, DSCPEAE 7 4 L& U v 74 H#iHZ
ELET,

* [#¥)® DotlP (DotlP From) ]: DotlPfEZ AN LEd, ZD7 41—V FiE, [RED
DotlP (DotlPTo) 17 ¢+ —/L K& & HIZ, DotlPfEE 7 4 V& U v 7 HHHAERE
[_/gzj‘o

* [&#%® DotlP (DotlP To) ]: DotlPfEZ A LET, ZD7 4 —/L L, [R¥ID
DotlP (DotlP From) 17 4 —/V K& & HIZ, DotlPfE%x 7 4 V& U > 74 L%
fBELET,

PEETTAR— b &sudeR— F O, F£721% DSCP & DotlP OFiFHOEAIEE TE £
T, EETLAR— b LR — bo#iFH, 35X O'DSCP & DotlP O#iIFHD 7 &2 +8E T
He, BEENFRRINET,

DSCP F£721% DotlP (%, HAH M TIEHAR—bhEhThWERA, HhE LT [EA
(Both) ] #E4R L7=34 . DSCP £ 7213 DotlP DWW AT 711D I TH R —
FER, HAOFETIEYR—-FERERA,

«[TCP 2754 (TCPFlags) | ku vy 77X U ART, TCP7S 5 %EIRL £,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



APIC GUI 2R L7=7 2 2 sPAN K Y o —nEE [

TCP IS T RBRETEDLDIL, 74 NE TA—TDRay Ly JARNT[kREE
E (Unspecified) ] £721%[TCP] % [IP 7O k3JL (IP Protocol) ] & L CE#IR L=
BT TT,

[Ny kB4 T (PacketType) ]: /37w b XA THERIRLET, [Ib—FRLYF
(Routed/Switched) ]. [JbL— b (Routed) 1. E72IX[AX A v FDFH (Switched Only) ]
DNWTNERIRL 7,

ATV TS ZDOT7 4 —LDEKT 4 —/L RIZHEYRfEEZ A Lizh, [B#H (Update) 127U 27 L, %

{§ (Submit) 1227 V27 LET,

APICGUI Zf A L=72 X SPANR) > —DEE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ZDOFNETIE., CiscoAPICGUIZHEA L TCT 7B ASPANRY > —Z2RELET, HEFIET
. 1o EOGUIFATa Y Ry 7 ADT 4 —V RIZEEZANT A LERHY 1,

FIE

A=a— =T, [Z77Yv¥y (Fabric) 1>[7V XK1 >— (AccessPolicies) 1% 7 VU v

7 LET,

[FE4#—2 3> (Navigation) 1A > T, [R!) — (Policies) 1>[+Z TN a—TFT4 24
(Troubleshooting) ]> [SPAN] % & L £,

[SPAN] @ Fizix, [SPAN #{ETt4 )L— (SPAN Source Groups) ], [SPAN 7 1 L& 5 )L—

7 (SPAN Filter Groups) 1. # X UV[SPAN 52% % )L— 7 (SPAN Destination Groups) ] ® 3

DD ) — RPERRINET,

[SPAN %S5t 5 )L— 7 (SPAN Source Groups) 144727 U > 27 L, [SPANEETY IL—T D
BX (Create SPAN Source Groups) ] Zi##R L £,
[Create SPAN Source Group] ¥ 1 7 1 7 BNERSINET,

[SPAN 2S5tV IL— T DYERL (Create SPAN Source Group) | A 72 Ry 7 ADT —)v
NIZHE B 72 iz A LET,

[EETDERK (Create Sources) 1 7 —7 /L ZEH L, [SPAN EETDER (Create SPAN
Source) 1 ¥ A7V Ry 7 A&FWT, MHEDT 4 —/L RITHEEIREEZ AT LET,

[Create SPAN Source] % 4 7 &2 2 /R 7 A C, [Add Source Access Paths] Z /B L T, YV —A& /X
AEfRELET,

[EETE/NRIZEDERTIT5 (Associate SourcetoPath) 14 A 71/ iRy 7 ANFREINET,

[EETZE/SRIZBEER 5 (Associate Source to Path) | #4727 Ry 7 ADT —)L RiZ
HYREE AN LET,

EEITLENAOBEMTNET L6, [OK] 227 U v 27 LET,
[SPAN ZE{ETTDHERL (Create SPAN Source) 1 A 71/ Ry 7 AZRY £,

Cisco APIC 2AHEH 1 K. J—260x [}
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. Cisco APICGUI ZERA L7 7 JYJ v SPANKY > —DERE

ATvT9

ATy 710

SPAN #E T DIERMNE T LI=H, [OK] 227 U v 7 LET,
[SPAN EETT Y IL—TDYERK (Create VRF) 14 A 702/ Ry 7 ZTRY £,

SPAN EE L/ NV—7DORENTE T Lz b, DEE (Submit) 227V v 7 LET,

RDEZRY

SPANSED T 7 47 TFIA4 P2 LT, SPAN EETNDDT —F 7y k& BlEs
L. 7y Mk, 7R A, 78 balB L OFomoiERzmER T £,

Cisco APICGUI 2 L=77 7' v %Y SPANKR ) > —DEKE

ATy I

ATy T2

ATvT3

RATv74

ATy TH

ATvT6

ATy 17

ATvT8

Dk v a T, CiscoAPICGUI ML C7 77 ) v 7 SPANKR Y > —&AERKT 2 ik
WCOWTHBLEYT, REFIETIZ. 1 22U FEOGUIXA T Ry 7 ZAD T 4 —)L RITHE
EANNTHLENRHY F9,

FIE

Azma— =T, [Z7TYvY (Fabric) 1>[77 ) v¥ K1) ~— (Fabric Policies) ] %
70y LET,

[FEZ—2 3> (Navigation) 131 > T, [[R1)) &— (Policies) 1>[bZ TN a—Fa 2T
(Troubleshooting) 1> [SPAN] % JZBA L £,

[SPAN] @ T (i, [SPAN #{ETT4 )L—F (SPAN Source Groups) ], [SPAN 7 1 L& 5 )L—
7 (SPAN Filter Groups) ]. 3 X OV [SPAN 3E5E%4 )L— 7 (SPAN Destination Groups) ] ® 3
DD ) — RPFERENET,

[SPAN #4575t 5 )L— 7 (SPAN Source Groups) %47 U v 7 L, [SPANZETIIL—T D
FX (Create SPAN Source Groups) ] Z R L £,
[Create SPAN Source Group] # A 7 1 V7 BNRRIIET,

[SPAN £ {ETTH IL— T DYER (Create SPAN Source Group) | Z A 707 Ry 7 ADT 4 —)b
R e fia A LET,

[EIETTDIERK (Create Sources) 17— 7 /LA BB L, [SPANEETDIER] ¥ A 707 Ky
7 AREET,

[SPAN X {ETTDYERL (Create SPAN Source) ] ¥ A 7 w2 Ry 7 AD T 4 —) NIZ#EU 72 fE %
AN LET,

FETLEL, [OK] %27V v 7 LET,

[SPAN Z{ETTY IL—TDYER (Create VRF) | XA 71/ Ry 7 AR £,

[V E— FMEFFDO4ER (Create Remote Location) | Z A 7 a7/ D7 4 —/V RIZEE A LTS,
[E{E (Submit) 1227V v 27 LET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



APICGUI ZERA L7V EXADL AV 3EPGSPAN v > 3 VDERTE .

RDBERY

SPANSGESED NT 7 4 v 7 TFIFA4 P EMH LT, SPANEETLNODT —& 7y k&g
L. 7y MK, 7TRLVA, 7o baltBIOZOMOEREHERTE £9,

APICGUI 2R L=-NB7 It XBADL A1V 3EPGSPAN v 3 VDHTE

ATy T

ATvT2

ATvT3

ATv74

ATy TH

ATvT6

Z OFNEIX, Cisco APICGUI A L THET 7 B AHD L A ¥ 3EPGSPAN RV o — % iRIE
THHEEZRLTWET, BEFIETIE. 12U LOGUIFA T Ry 7 ADT 44—/ K
WCEZATITHMERDH D F9°,

FIE

A=a— =T, [Z77Yv¥y (Fabric) 1>[7V XK1 >— (AccessPolicies) 1% 7 VU v

7 LET,

[FE4#—2 3> (Navigation) 1A > T, [R!) — (Policies) 1>[+Z TN a—TFTa 24
(Troubleshooting) ]> [SPAN] % &R L £ 79,

[SPAN] @ FiZiZ, [SPAN 2{Et4 JL—T (SPAN Source Groups) ], [SPAN 7 4 L& & )L—

7 (SPAN Filter Groups) ]. 3 X OV [SPAN 585E%4 )L— 7 (SPAN Destination Groups) ] ® 3

DD ) — RPRERINET,

[SPAN %S5t 5 )L— 7 (SPAN Source Groups) 14427 U > 7 L, [SPANEETY IL—T D
FX (Create SPAN Source Groups) ] Z R L £,

[Create SPAN Source Group] ¥ 1 7 1 7 BERSNET,

[SPAN ZIETT S IL— T D1ERL (Create SPAN Source Group) 1 # A 7 a2/ iRy 7 ADT 4 —)b
NlZ#ES a2 A LET,

[Z4L% FIL—7T (FilterGroup) ] 7 4 —/V KT, 7 A4NVHZ IN—TZ@IREI3ER L £
ﬁ‘o

SO\ TIX, APIC GUI 2 L7 SPAN 7 4 V% Z—7DFE (117 <—) &
LTLEEN,

[EIETTDIER (Create Sources) | 7— 7 /L& JERI L, [SPAN Z{ETTDER (Create SPAN

Source) 1 ¥ A7l Ry 7 AEFEWT, LLFTOBELZEITLET,

a) EEITXARY —oD[&ET (Name) ]2 AT LET,

b) F77 4 v 7u—d[AR (Direction) | A7 a EERLET,

) A7va[kay Ty bDR/R=2% (SpanDropPackets) | F = v 7Ry 7 A%
IV L CF oy r~v—0 % ET, 412795 &, SPAN-on-drop HEEEDSH N/ D
e

d) T 7 v AOEEIE, [MMERIZIL—T 1« >4 (Routed Outside) ] ([24 F (Type) 1]
T4—R) BV v LET,

GE) SERT 7 2 AT [SVERIZIL—T 4« >4 (Routed Outside) ] R L7=8546. [8
AT (Name) 1. [7 FL R (Address) ]. XUV [Encap] 7 « —/v RBFERE
T, [L3Outside] Zi%xETE 5L H1T70 £,

Cisco APIC 2AHEH 1 K. J—260x [}
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. Cisco APICGUI #ERA L7V R SPAN KR! >—DIWET IL—TDERTE

ATy T1

e) [EEXTTV LR /NAMENM (Add Source Access Paths) | Z BB L C, £E0/ A& HEE
L\i—a—O

[EETZE/NRIZEEESNR T3 (Associate Source to Path) | XA 7 v 7 Ry 7 AREREIN
7,

f) [EIETZE/SRICEEM T3 (Associate Source to Path) 1 ¥ A 707 Ry 7 ADT 4 —)v
NIy i 2 A L £,
g) FEILENRADBEEMITNET LS, [OKlI 227 Y v 7 LET,

[SPAN #{ETTDYERL (Create SPAN Source) | # A 707 Ry 7 AR £,
h) SPAN EETCOIERNE T L6, [OK] 227V v 7 LET,
[SPAN ZFETTY IL—TDYER (Create VRF) 14 A 702/ Ry 7 AZRD £,

SPAN £ETL I/ N—F DRENFET L= 6, [EIE (Submit) 1227V v 27 LET,

RDZRY

SPANSGESED NT 7 4 v 7 TFIFA4 P &ML T, SPANEELHODT—& by k& Bls2
L. &y Mgk, 7TRLA, 70 halrB L OZFoMmoERe2 R T £,

Cisco APICGUI ZfERA L =77 X SPAN R ) > —D3EET IL—TDEERE

ATy T

ATvT2

ATvT3

D7 aTliE, CiscoAPICGUIAEH LT, 77 B ASPANRY > —D35EE s/ N—"7%
PERRT 2 HEICOWTHILES, REFETIE, 1 DL EOGUIEA TS Ry 7 AD
74—V RIZEEANTILERSY 7,

SPANSG Y 7V — 7 & EE L AVERTIUE, SPANSEED NT 7 4 v 7 TF I A FEREHL T,
SPANEETEMNHDT —% Ny REBEL, 7y MEX, TRV R, v balrBloz
DMDIER AR TE T,

FIE

A=a— /=T, [Z77Yv¥y (Fabric) 1>[7V XK1 >— (AccessPolicies) 1% 7 VU v
7 LET,

[FE4&—2 3> (Navigation) 1A > T, [R!) — (Policies) 1>[+Z TN a—TFTa 24
(Troubleshooting) ]> [SPAN] % &R L &9,

[SPAN] @ FiZiZ, [SPAN 2S5t JL— 7 (SPAN Source Groups) ], [SPAN 7 1 L& & )L—
7 (SPAN Filter Groups) ]. 3 X OV [SPAN %85E%4 )L— 7 (SPAN Destination Groups) ] ® 3
DD — RPERRINET,

[SPAN 5E5E 4 JL— 7 (SPAN Destination Groups) 1 %47 U >~ 7 LT, [SPANSEETIL—TD
fERL (Create SPAN Destination Groups) ] %R L £,
[Create SPAN Destination Group] # A 7 v 7 INFR SN ET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



ATvT4

Cisco APICGUI ZERA L7777 v SPANK ) >—DIEx Y IL—TDEE .

[SPAN 384& 5 JL— TD4ERL (Create SPAN Destination Group) | # A 70/ Ry 7 ADT 4 —

v RICES 722 fEE A LET,

AT9 TS T LS, XE (Submit) 1227V v 7 LET,

St 7 N—TMERR S L E T,

Cisco APICGUI Z{ER L2771 v SPAN KR —DEET IL—TDHRE

&

ATy T2

ATvT3

ATy T4

ATy TH

ZDE® 7 v a Tk, CiscoAPICGUIZEA LT, 777V v 2 SPANKR U > —D%5EsE 7 /v —
TEERT D HEIZOWTHEHA LET, HETFIETIE, 1 2 EOoGUIXATaZ Ry 7 A
D7 4 —)V RIMEEZANTHHERDH D 77,

SPAN%G S 7' /v — 7 L EE e BT AU, SPANSGSED v T 7 4 w7 T I A4 FERMHEH LT,
SPANEETEMN O DT —X X7y ha@lgE L, X7y MERX, 7 RV A, 7 hars oz
DO OTERE MR TEET,

FIE

A=ma— N—"T, [Z77 Uy (Fabric) 1>[Z7 7Y v¥% K — (Fabric Policies) ] %
707 LET,

[FE4—2 3> (Navigation) 1A > T, [R!) — (Policies) 1>[+Z TN a—TFa 2T
(Troubleshooting) ]> [SPAN] % B L &9,

[SPAN] @ FiZi%. [SPAN #{E5T45 )L— 7 (SPAN Source Groups) |, [SPAN 7 1 L& F)L—
7 (SPAN Filter Groups) 1. # X UV[SPAN 5254 )L— 7 (SPAN Destination Groups) 1 ® 3

DD ) — RPRERINET,

[SPAN 585£ 4 JL—F (SPAN Destination Groups) 1 %47 U v 27 L. [SPANSEET IL—TD
fERL (Create SPAN Destination Groups) ] 3R L £,
[Create SPAN Destination Group] %A 7 & 7 I3 E RSN ET,

[SPAN 38% % JL— D 1ERL (Create SPAN Destination Group) 1 # A 7227 Ry 7 ADT 4 —
v RIZHEE 72l A L ET,
SET L6, X5 (Submit) 12727V v 7 LET,

SiSETN—T MERRE N E T,

RDBERY

FEERLTOWRWEEIX, 777U v 27 SPANRY —DREILEHRTELET,

it
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B nxos 254 Lo cu £ A L1 SPAN #

NX-0S X% A )LD CLI Z{EF L = SPAN D&k

NX-0S R 2 A ILDCUZFALE7HI R E—KFTOO—7AJL SPAN DEEE

UL, TI7RBAY =T ) —RIZu—BNVRHERO SPANRETYT, 12U EDT 7 A KR—
FEZIEIR—F FYRXANLRESNT- N T 74 v E=F V7L, ILU—7 /J—F
\Za— NV iRgade AR — MIEETE T,

FIE

AT 71 configure terminal
sua—r\ L ar7 4 Xal—var®—FeBLET,
11 -

apicl# configure terminal

AT w72  [no] monitor access session session-name
TI7RAE=ZY) T By va URERERLET,
£

apicl (config) # monitor access session mySession
AT w73 [no] description text

DT IRAEF=HFV T By aryOMBAEBNLET, TFA MIAR—ZAREGENT
WAHGATE, B—5HACTHDYLENRDY £,

1 -

apicl (config-monitor-access) # description "This is my SPAN session"

AT w74 [no] destination interface ethernet slot/port leaf node-id

A B —T 2 A ABFEELET, SidiA v F— T oA A% FEX A— MITHZ LT T
FH A,

51

apicl (config-monitor-access) # destination interface ethernet 1/2 leaf 101

AT w75  [no]source interface ethernet {[fex/]slot/port | port-range} leaf node-id
BETA =T oA AR — NETZIIAR— MHZEE L E 7,
i

apicl (config-monitor-access) # source interface ethernet 1/2 leaf 101

AFw 76 dropenable

ASIC TRu vy FENZTRXTONNT Y hEX ¥ 7T v L, FRIERE S 172 SPAN 565612165
9%, SPAN #4 > Ko v 7#ies A4 2 —7 Mz LET,

1 -

[ CiscoAPIC AR EH A K. 1 —Z6.0x



ATy T17

ATvT8

ATvT9

ATy 710

ATy 7N

ATvT12

NX-0S RZ A LD CLI ZFEALET7I R E— FTOHE—5/L SPAN O E .

apicl (config-monitor-access-source)# drop enable
[no] direction {rx | tx | both}

F=ZVTTHNT T4y OFMEEELET, HAlE, SEXAR— T &I L TER
ETEET,

&1

apicl (config-monitor-access-source) # direction tx

[no] filter tenant tenant-name application application-name epg epg-name

TRV TTDRT T4y I DT A NVZUHEITNET, 74 Z 13 FEIAR— M D
SIS L TRIETE £

1 :

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
exit

TIORRAEF=ZY T By va VMREE—NICRD £7,

1 -

apicl (config-monitor-access-source) # exit

[no] destination interface port-channel port-channel-name-list leaf node-id

SEEA B —T 2 A AKRBELET, A v X —T A AZ FEX R— MNZTHZ L3 T
FHA,

G¥) VU —Z41(1) PR, 2~ FBNZRTEDIZ, sk v X —T oA AL LTARH
TAYv T K=K FrRNVEFEHTEDHLIITRY ELE,

1

apicl (config-monitor-access)# destination interface port-channel pcl leaf 101

[no] source interface port-channel port-channel-name-list leaf node-id [fex fex-id]

EEXA L F—T A AR = FXYRVEHRELET,

(FZ 749 7DHMETANEREEZANTLET, ZIICEFERRINLTHEREA)
11 -

apicl (config-monitor-access) # source interface port-channel pc5 leaf 101

[no] filter tenant tenant-name I3out L30ut-name vlan interface-VLAN

FT=X VU TTDHRNT T4 T DT 4 NVEUBEITNET, 74 XL, BEICR— MG D
LIS L CRETE £,

GE) UU—=241(1) B, BICRT LIS, L3OutA v X —T = A AT A NHE ) T %k
RETHEXZIP VT 4 v 7 AERET HMLEN 272D F L,

1 -

apicl (config-monitor-access-source) # filter tenant tl 13out 1l3outl vlan 2820
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i |

&
iy

B nNxos x50 U EERLISPAN T 4 L5 FL—T 0

AT 713  [no] shutdown
F=H VT vy varET 48— TN (FEFAFX—T ) IZLET,
1 -

apicl (config-monitor-access) # no shut

1

TN, a—INV T IR E=RFY T By a VERETDHEAZRLTNE
7,

apicl# configure terminal
apicl (config) # monitor access session mySession
apicl (config-monitor-access) # description "This is my SPAN session"
apicl (config-monitor-access)# destination interface ethernet 1/2 leaf 101
apicl (config-monitor-access) # source interface ethernet 1/1 leaf 101
apicl (config-monitor-access) # drop enable
apicl (config-monitor-access-source) # direction tx
apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl (config-monitor-access-source) # exit
apicl (config-monitor-access)# no shut
apicl (config-monitor-access) # show run
# Command: show running-config monitor access session mySession
# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession
description "This is my SPAN session"
destination interface eth 1/2 leaf 101
source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epg
exit
exit

NX-08 X2 A )LD CLI ZfEALT-SPAN 7 4 LR TIL—TDHRTE

WOTFINETIE, SPAN 7 4 v H TN—T LT 4 & o b BRET D HIFEICOWTIAL
F7,

FIE

AT w71 configure
Ja— VR EE— REBLET,
1

apicl# configure

AT 72 [no] monitor access filter-group filtergroup-name

TIOBRAE=EZN T T4 VE TA—THREXER L ET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



NX-08 2 4% A L0> CUI & (A L 1= SPAN 7« L& 5 —T0%z [

1 :

apicl (config) # monitor access filter-group filtergroupl

AT w73 [no]filter srcaddress source-address dstaddress destination-address srcport-from source-from-port

ATy T4

ATy TH

srcport-to source-to-port dstport-from destination-from-port dstport-to destination-to-port ipproto
| P-protocol

TUAUNE TN—TDT 4 NVE = N ERELET, 22T,

« source-address i, IP7 KL A/~ A7 IRDEETIP T RLATY, IPvd7 FLAEB L

WIPV6 7 FLAD EL L Y R— &N TnE4, 0000 DfEIX, D7 44—/ KT
EDIPvAT RLA T M) ZRETHHOIC, @ OfEIEZ, EEDIPV6 T KL AT R
ZIRETHOIEA L £,

s destination-address /%, IP7 KL A/~ A7 XD IP T RLATY, IPvd7 FLAB XL

WIPV6 7 RLADEBL B H IR — F &N TWET, 0.0.00 DEIZ. ZD7 4 —/L RTHE
BEDIPvdT7T FL AU MY ZRETHOIC, o OfEIZ, FEDIPV6 7 KL AT R
ZIRETHIOIEA L ET,

» source-from-port |%, RMDERFILLVA Y 4HR— FTT, TDT 4 —/b FiL, srcport-to
T4—RELEBIT, FETXR— P 2T A NF ) TTHImOOR— MUHAZRE L £
T, HOIX, ZO7 44—V RTHEEDZ N ZHETHI-OIMEHLET,

« source-to-port 1, EDOEETLL A ¥ 4R — T, ZD7 44—/ KiL, srcport-from
T4—REEBIT, EEAFR— b 2T 4N Z ) o TTHDOFR— M MaEEETLE
T, fHOIX, ZO7 4=V RTEED=Y N ZBET H-OICHEHLET,

« destination-from-port 1, &AIDSEEL A ¥ 4 R— T, ZD7 ¢ —/L KL, dstport-to
T 4= RELEBHIT, FER— 2T 4 NE Y 7T D00 R— M ZIRELET,
EOIX, ZO7 4=V RTHEEDTY N ZEET HDIHEALET,

- destination-to-port (%, &% DL A Y 44— K TT, TDO7 —/L KX, dstport-from
T 4=V REEBIT, FER— b NE T ANE ) T D OOR— M ATRE L E T,
B0k, 274 — LV RTEEDL M) ZIEETH7DIEHLET,

« IP-protocol [ZIP vt k=L TF, E0IE, ZD7 4 —/L RTHRED= M 2IBET S
TeDIHEHLET,

1 -

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to 0 dstport-from 0 dstport-to 0 ipproto 20

exit
TIOEBRAE=ZE— T 4NVE TL—THREET— IR £,
Bl -

apicl (config-monitor-fltgrp) # exit
exit

Jua—)L ar7 4 Xal—yary B—REKTLET,

Cisco APIC 2AHEH 1 K. J—260x [}
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B oS54 Lo cU EERLIIHIRT £ LB I2k B SPAN T 1 LB DRE

1 :

apicl (config) # exit

1

ZOWNE. SPAN 7 4 VE TNA—TFE T 4 VEZ = MY AR ETHHEEZRLTWE
—éqo

apicl# configure

apicl (config)# monitor access filter-group filtergroupl

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to 0 dstport-from 0 dstport-to 0 ipproto 20

apicl (config-monitor-fltgrp)# exit

apicl (config) # exit

NX-0S RZ A LD CLI Z{EARAL =R T 4 JLRIZK S SPAN 7 4 LR DKRTE
WOHFIE, CLI ZfH L TSPAN 7 4 VX CHEIR 7 A V2 R ET D HiEE R L TWVWET,

FIE

CLI ZfH L CSPAN 7 4 VX LHEIR T 4 VX BFRET HITIT -
1 -

apicl (config-monitor-access-filtergrp-filter-extended-filters)# show run
# Command: show running-config monitor access filter-group filtergroupl filter dstaddr
192.168.10.1 srcaddr 192.168.10.100 extended-filters extl
# Time: Wed May 11 11:25:23 2022
monitor access filter-group filtergroupl
filter srcaddr 192.168.10.100 dstaddr 192.168.10.1
extended-filters extl
dscp from CSO to 4
dotlp from 1 to 5
forwarding-type switched
tcp-flag ack off
tcp-flag fin off
tcp-flag rst on
exit
exit
exit
apicl#

NX-0S X% 1 JL® CLI Z{EF L= SPAN 7 « LR J)L— T OBE:ESR I+

WOFINETIE, 7 4 V¥ T N—T% SPAN iE{EI 7 /L — T IZBEAT T 2 HFIEIZOWTEIA L
ij—o

[ CiscoAPIC AR EH A K. 1 —Z6.0x



ATy T

ATv T2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

ATvT8

NX-0S 2 % A JLO) CLI (M L 1= SPAN 7 4 L& S —FomiEft i+ [

FIE

configure

ra—r\Lar 7 4 ¥al—iay t— REBBELET,

&1

apicl# configure

[no] monitor access session session-name

TIRAFR=HX) T By va VREERERLET,

1 -

apicl (config) # monitor access session sessionl

filter-group filtergroup-name
T4 NH T—T e BT T,
11

apicl (config-monitor-access)# filter-group filtergroupl

no filter-group

MBI U T, 74V Z TA—7F O T 2R L E5,

51

apicl (config-monitor-access) # no filter-group

[no] source interface ethernet {[fex/]dlot/port | port-range} leaf node-id

BETA =T = A A R— FEIIA— M ZEE L £77,

1 :

apicl (config-monitor-access) # source interface ethernet 1/9 leaf 101

filter-group filtergroup-name

7 4 VE 7 )—TF % SPAN E(E T AT T 1,

1 -

apicl (config-monitor-access-source)# filter-group filtergroup2

exit

TIOBRAE=ZH— T4 VE TL—TREET— IR £,

51

apicl (config-monitor-access-source) # exit

no filter-group

MBS U T, SPAN BB ETEMD 7 4 v T )—F O T 2R L £,

1 -

Cisco APIC 2AHEH 1 K. J—260x [}
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B vosx54 00U £ERLET S £R E— FTO ERSPAN DR E

ATvT9

ATy 710

apicl (config-monitor-access-source)# no filter-group

exit
TIRAE=ZS— T ANE TA—TREE— RIRY £7,
i

apicl (config-monitor-access)# exit

exit

Jua— )L ar7 4X¥al—yary ET—REKTLET,
151

apicl (config) # exit

451
ZOBNX, T4 NHE TAN—TEEEMNT D HiEEZR L TWET,

apicl# configure

apicl (config) # monitor access session sessionl

apicl (config-monitor-access) # filter-group filtergroupl

apicl (config-monitor-access) # source interface ethernet 1/9 leaf 101
apicl (config-monitor-access-source)# filter-group filtergroup2

apicl (config-monitor-access-source) # exit

apicl (config-monitor-access-source)# no filter-group

apicl (config-monitor-access)# exit

apicl (config) # exit

NX-0S 22 A )LD CU ZFEA L7 X E— KTO ERSPAN DXTE

ATy T

ATvT2

ACI 777U w7 Cld, 778X F— RO ERSPAN REZFEHA LT, 1 2L DY) —7 ) —
ROT 78 AR—Fr, "—hF Frrl, BEOVCOOLREENTZ N T T 4 v 7 BERTE
‘ij‘o

ERSPAN & v ¥ g »OEA, 5EEIEFEICTY RRA v b Z)L—7F (EPG) T, Zhbix7 77
Uy ZHNOEZIZTHRATEET, BHARO N 74 v 73, E2Thit, EPGRIBE) L
72T Cd 58 iRt SVE T,

FIE

configure terminal
Jau—N)L a7 o Xal—yary T— REHEBLET,
1

apicl# configure terminal

[no] monitor access session session-name

[ CiscoAPIC AR EH A K. 1 —Z6.0x



ATvT3

ATV

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

TIRAFR=H) T yva VRERER L ET,
Bl -

apicl (config) # monitor access session mySession

[no] description text

COFE=ZY T By a OHHEZEMNLET, TF A MIARR=ANEENTWEEES
I, BB HF CHOGLERL Y £77,

% -

apicl (config-monitor-access) # description "This is my access ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

WA 2 —T A AT T MELTHEEL, a7 4 X2 —Tart— &KL
F9,

51

apicl (config-monitor-access) # destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id
ERSPAN z v ¥ 5 > ™ ERSPAN ID %% E L £9, ERSPAN O#F X 1 ~ 1023 T,
5 -

apicl (config-monitor-access-dest) # erspan-id 100
[no] ip dscp dscp-code

ERSPAN F5 7 ¢ v 7 D34 v F® DiffServ =— R 481 > ;b (DSCP) fi%x %
TE HHPMHIT 0~ 64 T,

&1

apicl (config-monitor-access-dest)# ip dscp 42

i
o
b
Ny
=
b

[no] ip ttl ttl-value

ERSPAN k7 7 « v 7 @ IP 1t ATRERER] (TTL) fEZ 5% @& LE3, #PHIX 1 ~ 255 TT,
1

apicl (config-monitor-access-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN ¥ v ¥ 3 v D KGIEEAL MTU) A XEZRELET, 8ETE 8L 64 ~
9216 /N1 T,

51 -

apicl (config-monitor-access-dest)# mtu 9216
exit

F=SF— TV EAREE— FITRED £,
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B vosx54 00U £ERLET S £R E— FTO ERSPAN DR E

ATv 710

ATvIN

ATvT12

ATy 713

ATy 714

ATy 715

ATv 716

ATy I

1 :

apicl (config-monitor-access-dest) #

[no] source interface ethernet {[fex/]slot/port | port-range} leaf node-id
EETAVF—T 2 A R— FERITIAR— MaFAZEE L ET,
11

apicl (config-monitor-access)# source interface eth 1/2 leaf 101

[no] source interface port-channel port-channel-name-list leaf node-id [fex fex-id]
EETA VA =T 2 A ADKR— b F ¥ FILERELET,
1 -

apicl (config-monitor-access) # source interface port-channel pcl leaf 101

[no] source interface vpc vpc-name-list leaf node-id1 node-id2 [fex fex-idl fex-id2]
BETLA X —T = A AVPC ZFRE L E T,
£

apicl (config-monitor-access) # source interface vpc pcl leaf 101 102

drop enable

ASIC TRu v FENTZTRXTONT Yy hEXF ¥ 7T v L, FHEXE S 472 SPAN 56612565
95, SPAN #4 > Ku v 7fies A 2 —7 Mz LET,

1 -

apicl (config-monitor-access-source)# drop enable
[no] direction {rx | tx | both}

F=ZVTTDHNT T4y 7 OHAEEELET, HaE, FEILR— T LML TR
ETEET

51

apicl (config-monitor-access-source) # direction tx

[no] filter tenant tenant-name application application-name epg epg-name

F=ZVTTHNT T4 I DT ANFRBEATNES, T4 ZE, EEAR— MM D
LIS L TRETE £,

1 -

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
exit

TIRAR=SV T By va VREE— FIZRY £

£l

apicl (config-monitor-access-source) # exit

[no] shutdown

[ CiscoAPIC AR EH A K. 1 —Z6.0x



NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

F=HX VT v arE T o—T70 (FFEAx—7 ) I LET,

51 -

apicl (config-monitor-access)# no shut

1

ZOfIE. ERSPANT7 7B R =X Y o T by a v B2RETAHEEZRLTVE

B

apicl# configure terminal

apicl (config) # monitor access session mySession

apicl (config-monitor-access) # description "This is my access ERSPAN session"
apicl (config-monitor-access) # destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-access-dest) # erspan-id 100

apicl (config-monitor-access-dest)# ip dscp 42

apicl (config-monitor-access-dest)# ip ttl 16

apicl (config-monitor-access-dest)# mtu 9216

apicl (config-monitor-access-dest) # exit

apicl (config-monitor-access-source) # direction tx

apicl (config-monitor-access-source) #drop enable

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl (config-monitor-access-source) # exit

(
(
(
(
apicl (config-monitor-access)# source interface eth 1/1 leaf 101
(
(
(
(
(

apicl (config-monitor-access)# no shut
apicl (config-monitor-access)# show run
# Command: show running-config monitor access session mySession

# Time: Fri Nov 6 23:55:35 2015

monitor access session mySession
description "This is my ERSPAN session"
source interface eth 1/1 leaf 101

direction tx

filter tenant tl application appl epg epgl

exit

destination tenant tl application appl epg epgl destination-ip 192.0.20.123

source-ip-prefix 10.0.20.1
ip dscp 42
ip ttl 16
erspan-id 9216
mtu 9216
exit
exit

oW, E=Z Y R ET
ﬁ—o

ELTAR—=F TRV ERET D HEEZRLTNE

apicl (config-monitor-access) # source interface port-channel pc3 leaf 105

ZOFNE, BE=X U THETLE LTVWPC D1 DD Ly ZERET D HEARLTY

32_,9;«0
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B wosxsqiocuzERLET 7 TY v E— KTO ERSPAN DRE

apicl (config-monitor-access) # source interface port-channel vpc3 leaf 105

wOBENEL, FEX 101 226 DR — FO#iHEZET=Z U UV IEETLE LTRET D LS
ARLTWET,

apicl (config-monitor-access)# source interface eth 101/1/1-2 leaf 105

NX-0S RZ A LD CLU ZFEALI=T7 T vo E— KFTOHERSPAN DETE

ATy T

ATvT2

ATvT3

ATvT4

ACI 777V v o Tk, 777V v 2 E—FROERSPAN RELXfEH LT, V—7 /—FRE7/~
ALY )= RDO1IDUEDT 7 7Y v 7 B= b REBESNZ T T4 v 7 EE=LY
VITCEFET, v—ANVSPANIZ TV 77V v E— RTIEH AR —FEINTWEREA,

ERSPAN & v ¥ 2 VOHA, 5IEEIZTY RARA v b ZV—7 (EPG) T, Zhbix7 7~
Uy ZHOEZIZTHRBETEET, BERNEO NI 7 0 v 713, EZ2Thil, EPGHRBEIL
%I Ch p5ticimkInEd, 777y 7 F—RTHEH, 777V v 7 BR— FOIRDE
B LTHAENETNH, V=T AL v F LA AL v FOMGRFAIESNET,

FIE

configure terminal
Jua—n)ary7 4 FXFal—ar T— RERBLET,
1 -

apicl# configure terminal

[no] monitor fabric session session-name

T7r 7V ®T=Z VT Eyva URERERLET,
15'] .

apicl (config) # monitor fabric session mySession

[no] description text

IOE=AZY Ty arOmAEZBMLET, THFAMIAR—ZAREENTVELHS
I, HBI AT CHOLENH Y £,

1 :

apicl (config-monitor-fabric)# description "This is my fabric ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

WA A —T oA AT PELTHREL, sifktar 74 Xal—var®— NetbL
£,

1 -

[ CiscoAPIC AR EH A K. 1 —Z6.0x
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apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

AT w75  [no]erspan-id flow-id
ERSPAN & v 3 > @ ERSPANID %% E L £9, ERSPAN D&% 1~ 1023 T,
1 -

apicl (config-monitor-fabric-dest)# erspan-id 100
AT 76 [no]ip dscp dscp-code

ERSPAN k7 7 4 v 27 D37 » F® DiffServ =— K R4 >k (DSCP) EARELE7, HE
TE 5T 0~ 64 T,

51

apicl (config-monitor-fabric-dest)# ip dscp 42

AT 71 [no]ip ttl ttl-value
ERSPAN k7 7« v 7 @ IP 175t Al RERER] (TTL) fEZR%E L E3, #PHIZ 1 ~ 255 TT,
1

apicl (config-monitor-fabric-dest)# ip ttl 16
AT 78  [no] mtu mu-value

ERSPAN & v v 3 VDI KREIEHEN (MTU) A AE2RELET, FEETX HHPHIL 64 ~
9216 /XA T,

1 :

apicl (config-monitor-fabric-dest)# mtu 9216
ATv7T9  exit

F=H— TV EAREE— NIZREY £7°,

1 -

apicl (config-monitor-fabric-dest) #

AT w710 [no] source interface ethernet {slot/port | port-range} switch node-id
EEIA v F—T oA AR — MEIIAR— MNEHZEE L 7,
i -

apicl (config-monitor-fabric)# source interface eth 1/2 switch 101

ZXF7v 711 dropenable

ASIC TRu vy FENTZTRXTONRT Yy hEFXF ¥ 7T+ L, FRERE S 72 SPAN 56 612265
9%, SPAN #4 > Ko v 7F#ies A 2 —7 Mz LET,

1 -

apicl (config-monitor-fabric-source)# drop enable

AT 712 [no]direction {rx | tx | both}

Cisco APIC 2AHEH 1 K. J—260x [}



B vxosxsqiocuEERLET? TY vo E— KTOERSPAN ORE

ATy 713

ATV 714

ATv 715

ATv 716

i |

TV TTDHET T4y 7 OFMERELET, HhE, F#MEILR— I &I L TR

ETEXET,
1 -

apicl (config-monitor-fabric-source)# direction tx

[no] filter tenant tenant-name bd bd-name
Ty RAL LTI T4 7% T7 4 V2 Y T LET,
11 -

apicl (config-monitor-fabric-source)# filter tenant tl bd bdl

[no] filter tenant tenant-name vrf vrf-name
VRFChI7 74w 074 NE )T LET,
i

apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl
exit

TIRAR=ZY T By va VRET— NIZRY £,

i -

apicl (config-monitor-fabric-source) # exit
[no] shutdown

TR )T vy varE T 4 —T)0 (234 x—7L) 1T LET,
11 -

apicl (config-monitor-fabric)# no shut

1

ZOFIE, ERSPAN 7 7 7 U w7 TRV o vy a v ARETAHEEZ LT

=75

apicl# configure terminal
apicl (config) # monitor fabric session mySession

apicl (config-monitor-fabric)# description "This is my fabric ERSPAN session"
apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl

destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-fabric-dest)# erspan-id 100

apicl (config-monitor-fabric-dest)# ip dscp 42

apicl (config-monitor-fabric-dest)# ip ttl 16

apicl (config-monitor-fabric-dest)# mtu 9216

apicl (config-monitor-fabric-dest)# exit

apicl (config-monitor-fabric)# source interface eth 1/1 switch 101
apicl (config-monitor-fabric-source)# drop enable

apicl (config-monitor-fabric-source) # direction tx

apicl (config-monitor-fabric-source)# filter tenant tl bd bdl
apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl

[ CiscoAPIC AR EH A K. 1 —Z6.0x



NX-08 R &2 A )LD CLI ZEAL~TF > b E— K TO ERSPAN DR E .

apicl (config-monitor-fabric-source)# exit
apicl (config-monitor-fabric)# no shut

NX-08 R 2 A )LD CLl ZEA L =T+ > b E— FTO ERSPAN DEZE

ATy 1

ATy T2

ATvT3

ATv74

ATvTh

ACL 777U w7 TlZ, 77 F F— RO ERSPANREXHEHA LT, 7> RO RR
AN ITN—TNORIEENTZ N T T4 v 7 E=F ) T TEET,

T b= RNTI, #EILEPGOOLHEEINTZ N T 70 v 271, RUT v NNOFEg
EPG IZEESNET, HEXLEFIISEDEPG R 7 77U v ZVNTEBEILTH, FF 74 v
I D=L TR ELER A,

FIE

configure terminal
Ja— LB EE— FERE L FE T,
il -

apicl# configure terminal

[no] monitor tenant tenant-name session session-name
TrFUoRNE=AV T vy a URREERERLET,
1 -

apicl (config) # monitor tenant session mySession
[no] description text

DT I RARAE=HV T ZyvaryOFAEZEBMLET, TFAMIAN—ZAREENT
WAHEER, B85 ABFCTHLLERSH Y 7,

&1

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

WAV F—Tx2A AT PELTHEEL, sk 7 4F=2b—vaE— REBEL
F7,

1

apicl (config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id
ERSPAN ¥z v o 5 >»® ERSPAN ID %3 E L £9, ERSPAN DX 1 ~ 1023 T,
B -

apicl (config-monitor-tenant-dest)# erspan-id 100

Cisco APIC 2AHEH 1 K. J—260x [}
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B vosxs4 L0 £ERLETF Yk E— FTO ERSPAN DR E

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATFvIN

ATvT12

ATy 713

[no] ip dscp dscp-code

ERSPAN ~ 5 7 4 v 27 D37 F® DiffServ =— K R4 >+ (DSCP) EARELEJ, HE
TE HHEMHIT 0~ 64 T,

51

apicl (config-monitor-tenant-dest)# ip dscp 42

[no] ip ttl ttl-value
ERSPAN F T 7 ¢ v 7 O IP {##e AlRERFR] (TTL) fEZA & E L E9, #PHIL 1 ~ 255 T7,
5 -

apicl (config-monitor-tenant-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN & v 3 g VO KIEEHEA (MTU) 34 XE2RELET, HETE 28T 64 ~
9216 /XA T,

1 -

apicl (config-monitor-tenant-dest) # mtu 9216
exit

FoS— TV RBEAREE— NIZRED 7,

1 -

apicl (config-monitor-tenant-dest) #

[no] source application application-name epg epg-name
FEEITLA v H—T oA A R— MEITA— MEHAZBELET,
£

apicl (config-monitor-tenant)# source application app2 epg epg5
[no] direction {rx | tx | both}

F=H VU TTDHENT T4y 7 OFMERELET, HaNE, FMEILR— I &I LT
ETEET,

1 -

apicl (config-monitor-tenant-source)# direction tx
exit

TIRA =LY T Byt a VBRET— NIIRY £7,

11

apicl (config-monitor-tenant-source)# exit

[no] shutdown

F=XV T By varvET =T (i34 X —T ) [ZLET,
i -

[ CiscoAPIC AR EH A K. 1 —Z6.0x



NX-0S X % A JL® CLI Z{E M L =4 8 —/3)L SPAN-On-Drop v > 3 > DR E .

apicl (config-monitor-tenant) # no shut

1

ZOFlX, ERSPAN T v h F=Z Y vV By g U ARETDHHEEZRLTVE
j‘o

apicl# configure terminal

apicl (config) # monitor access session mySession

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"
apicl (config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-tenant-dest)# erspan-id 100

apicl (config-monitor-tenant-dest)# ip dscp 42

apicl (config-monitor-tenant-dest)# ip ttl 16

apicl (config-monitor-tenant-dest)# mtu 9216

apicl (config-monitor-tenant-dest) # exit

apicl (config-monitor-tenant) # source application app2 epg epg5

apicl (config-monitor-tenant-source)# direction tx

apicl (config-monitor-tenant-source) # exit

apicl (config-monitor-tenant) # no shut

NX-0S X2 1 JL®D CLI #{EF L =4 B —/\)L SPAN-On-Drop v > 3 VDK TE

ATvT1

ATvT3

kv g T, /= REOTRTOR—FE2 SPAN XE0 457 a—L Fay
PERRT B HiEE R LET,

FIE

configure terminal
JTa—r ) ary7 4 F¥al—ay E— REBEBELET,
i

apicl# configure terminal

[no] monitor fabric session session-name
Ty IV F=A )T vy VRERVER L T,
11 -

apicl (config) # monitor fabric session Spine301-GD-SOD

[no] description text

TOFE=AZY T By aryOAERBINLET, TEFERXMIAR—ZAREEINTNELES
1T, H—s| A CHLLENHY F9,

&1

apicl (config-monitor-fabric) # description "This is my fabric ERSPAN session"
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B resTAPI &4 L1 SPAN DR

ATv74

ATy TH

source global-drop switch

ASIC TRRy 7SN TRXTONNT y kv 7 F v L, FHIERIE S L7 SPAN 5156121515
95, SPAN A RNy FiEa A x—7 /LI LET,

1 -

apicl (config-monitor-fabric) # source global-drop switch

[no] destination tenant tenant-nameapplication application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

oA E—T A RET T NELTHEL, star 74 F¥2b—rarE—NE2HGL
ESc

51

apicl (config-monitor-fabric-dest)# destination tenant ERSPAN application Al epg El
destination-ip 165.10.10.155 source-ip-prefix 22.22.22.22

£l
KIZ, SPAN-on-Drop &> a VR ET LB ERLET,

apicl# configure terminal

apicl (config) # monitor fabric session Spine301-GD-SOD

apicl (config-monitor-fabric)# source global-drop switch

apicl (config-monitor-fabric)# destination tenant ERSPAN application Al epg El
destination-ip 179.10.10.179 source-ip-prefix 31.31.31.31

REST APl Z{£ 3 L 7= SPAN D&k

RESTAPI Z#{£fH L= ERSPANSE5ED T 7 T w U BET IL—TDERTE

ZDE® 7 g TiE, RESTAPI 4 LT, ERSPAN ST 7 7'V v 7 5ide 7 —7 %%
ETHZEICLY ., RESTAPI DR TEAE R LET, HHEARER T/ 857 DU X MMIOW
Tix, [APICEEEHRET VER 25 T EE0,

FIE

ERSPAN 46507 7 7'V w 755 I N —T R E L £,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestEpg annotation="" dscp="unspecified" finallIp="0.0.0.0" flowId="1"

ip="179.10.10.179"

mtu="1518"srcIpPrefix="20.20.20.2" tDn="uni/tn-ERSPAN/ap-Al/epg-E1" ttl="64"
ver="ver2"

verEnforced="no"/>
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</spanDest>
</spanDestGrp>

RESTAPI ZfERA L=/ B—/\L KAy TEETVIL—TOEE

OBV a3 T, RESTAPLZEH LT/ a— L Ra vy P E G NV—T T 5 2
LIZL Y, RESTAPIOfFEH FEEZRLET, FHAEERT 0 X7 DU X MIOWTI,
TAPIC EHEHRET VEE] 2L T 7ZE0,

FIE

Jsa—v Fay FEELT N —T /R L ET,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Spine-402-GD-SOD" nameAlias="">
<spanSrc annotation="" descr="" dir="both" name="402" nameAlias="" spanOnDrop="yes">
<spanRsSrcToNode annotation="" tDn="topology/pod-1/node-402"/>
</spanSrc><spanSpanlbl annotation="" descr="" name="402-dst-179" nameAlias=""

tag="yellow-green"/>

</spanSrcGrp>

RESTAPI Z{EF L 7= SPANSESE & LTD ) —T KR— FDERTE

OB a3 T, RESTAPIZEHA L TY —7 AR— %2 SPAN%EEE LTHRETAHZ LI
X0, RESTAPIDMEH FikZ R LE T, HHMER T2 X7 4 DY A MZoOWTIE, [APIC
FHEHRET VER] 22 LT a0,

FIE

J—7 R— % SPAN%GEE & LTRELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518"

tDn="topology/pod-1/paths-301/pathep-[ethl/18]"/>
</spanDest>

</spanDestGrp>
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K3
it

B restari AL SPAN 74 £ REER T L— T

RESTAPI 2 L1=SPAN 7V L RZETIIL—TDHRTE

o7 a T, RESTAPLAZEH L TSPANT 782 V—R P —TFa2H/ETHZ LI
X0, RESTAPIDFEH FikZE R LET, HHAEERT v X7 4 DY A MZoOWTIE, [APIC
BTHIEHRETAVER] 2R L TTEEN,

FIE

SPAN 77 B A KEXT I/ N—T %R ELET,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias=""
ownerKey=""
ownerTag="">

<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey=""

ownerTag=""
spanOnDrop="yes">

<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/1]"/>

</spanSrc>

<spanSpanLbl annotation="" descr="" name="Destl" nameAlias="" ownerKey="" ownerTag=""

tag="yellow-green"/>
</spanSrcGrp>

RESTAPI 2 L1=SPAN 7 7 T v O R ETTIL—TDHE
Ot TiE, RESTAPLAZEH L TSPAN 77 7Y v VR ETR I N—TE2HETH Z
Lk W, RESTAPI OffHFEAZRLET, FHMRER T 087 0 DY A MIOWTIE,
TAPIC EBUEHRET VEEL] 2L T 7EE0,

FIE

SPAN 77 7' U v 7 EE LI N—THHELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias=""
ownerKey=""
ownerTag="">
<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey=""
ownerTag="" spanOnDrop="yes">
<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/51]"/>
</spanSrc>
<spanSpanLbl annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag=""

tag="yellow-green"/>
</spanSrcGrp>
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REST API % {# /i L 7= ERSPAN 525. 0 7 &t x5ac S L— T [

REST APl Z{Fi L 1= ERSPAN 3858 D7 U £ RFEE T IL— T DEETE

ZDO® 73 Tlk, RESTAPI 2/ L C. ERSPAN%GZEDT 7 & A5 /N —F %R ET
HZ L&Y, RESTAPIOfEH FEE R LET, HHEER T /N7 4 DU A MIHOWTIE,
TAPIC EBEHRET VEE] 22 L T 7ZE0,

FIE

ERSPAN 55D 7T 7 2 A 7N —T R E L E T,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""

ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-301/pathep-

[ethl/18]"/>
</spanDest>
</spanDestGrp>

RESTAPI 2R L1-#53E 7 4 LR IZK D SPAN T 4 LR DERTE
WL, RESTAPI Z#4iH LT SPAN 7 4 L2 2R ETHHFEEZ R LTVET,

FIE

Rest API 2 i1 L T SPAN 7 4 L Z Z R ET A2

1 -
URL: {{apic-host}}/api/node/mo/.xml
BODY:
<polUni>
<infraInfra dn="uni/infra">
<spanSrcGrp adminSt="enabled" descr="" dn="uni/infra/srcgrp-locall” nameAlias=""
ownerKey=""
ownerTag="">
<spanRsSrcGrpToFilterGrp tDn="uni/infra/filtergrp-two" />
<spanSrc descr="" dir="both" name="srcl" nameAlias="" ownerKey="" ownerTag="">
<spanRsSrcToPathEp tDn="topology/pod-1/paths-101/pathep-[ethl/15]" />
</spanSrc>
<spanSpanlbl descr="" name="destl" nameAlias="" ownerKey="" ownerTag="" tag=
"yellow-green" />
</spanSrcGrp>
<spanDestGrp annotation="" descr="" dn="uni/infra/destgrp-destl" nameAlias=""
ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="destg" nameAlias="" ownerKey=""

ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-101/pathep-

[ethl/71" />
</spanDest>
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</spanDestGrp>
<spanFilterGrp name="two">
<spanFilterEntry name="udp two" ipProto="udp" srcAddr="1002::1/64"
dstAddr="1001::1/64"
srcPortFrom="1" srcPortTo="2" dstPortFrom="1" dstPortTo="2">
<spanExtendedFltEntry name="arunl" dscpFrom="0" dscpTo="10" dotlpFrom="0"
dotlpTo="7"
tcpFlags="128" v6FlowLabel="1522" forwardingVal="switched" />
</spanFilterEntry>
</spanFilterGrp>
</infralInfra>
</polUni>

atid,. BUHIL TV A7 V=27 FOYTNVEA LOREEZEEEL, HAsthre F T 7L
Va—T T EARICLEY, MEHEEIR, MR E T T v RORE IR T
& BRI TINETE X,

AU —ik, WETIHEFoREE, ME, 7327 7var2ERLET, ExiE AN
VLAN TRe v 7ENn7=37y FO LEWEXNER 1000 28 2 554, ") 2 —IXEPG LT
1 OOBEEEZAERT DI ENTEET,

s —21%, A v Z—7 A A, VLAN, EPG., 77V r— 3 7a7 7 A/L, ACL/L—
. TFU R, WNEBAPIC 7 0t AR EO S8 E Yy —AnbIUESNE T, #Hitix, 5.
154y, 1R, 1R, TR, 122A, 1IUES, £3 1 EoV 7Y CIRIRTT — 2 &%
BLET., BOHFORBMRICE > T, BVEREAG2 0 ET, S EIEMitER 7 23
T4 EFHTE, RKE, B B, 2fbor—h, bL U R, &R RDEFEERERD
0 ET, WEARRRIISR TE £, NU —iF, #itz v 2T LOBUHEDIRRE) HUIUE
T 50, BIBICERT 50, X2 0mME0ERECEET, 2, A v—iF, &
JERE & 1 D725 TS MR CIET 2 Lo e T E7, | FEHIIgEhY > Ko
TY, 1RFREIARGE T 5 &, RO SHRIOFENEME I, —FEYIO S oICNE ST —
EPMESNET,

N

GE)  SHOREDOY TN La— RogREIZ 1270 QRO Ic8RShET, ot

RTOY U FREIREIZ, 1,000 70 La— RIZHIBENTWET, =& 20T, | B ok
FERET 41 B CRREFCE £,

GUI TO#EHIFmD IR

THVr—vary7adyrAn, WAL —T A A TV vy RALY 77TV vo
J—R7pE APICGUI i LT, 2047 V7 FOMKiHEREFRTEET, GUIT
WMAHERE £ T DI, TET—=2 30 XM TEHT V=7 FERIRL, [STATS]| ¥ 7 % 7
Vo LET,

A B —T oA ZADMFHEREFRT D FIEZ, kO LB TT,
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FIE

ARTFY TN A=a— =T, [Z7TYv?Y (Fabric) >[4 X2 k1 (Inventory) ] ZE4R L £,
ATw T2 [FEHF—2 3> (navigation) ] DA T, Ny RZ@IRLET,
AT T3 Ry RERHL, A4 v T ZERLET,

ATy 74 [FEHX— 3> (Navigation) %1 T, [41 2 —T x4 R (Interfaces) 1% JEBI L. ethl/l
PRI L ET,

ATy T5 [EE (Work) 131 > T, [STATS (#£5t) 1 ¥ 7 & E=IRL £,

APIC 1341 v & — T = A ARMEMEWAF T LET,

i

RDERY

[YE%E (Work) 1A > DRDOT A 2 &AL T, APIC TOMFHEROFR R FIEEZBFHTE
£7

o 7 (Refresh) : #atEHzE FEICTEH L 9,
e T —7 ) B 2—DF R (Show Table View) :FEF ¥ — FDOFEREZYIVIEZ EI,

o FEFOBAAE 72 13E 1 (Startor Stop Stats)  : FEEHERO HEVEF 2 AN F 72Tz LE
R

o HEFOIBIR (Select Stats) : KRk TAH T Z LWL TFTNDA v Z—rVEIBELET,

A7Vl & XML & LTH U r—F (Download Objectas XML) : XML X CTA 7
Vxl hEXyrua—RKLET,

« WX A7 (MeasurementType, HHHDT A 22) : FHaHEROME X A T E2BE L ET,
F7varé UTRBE, EOME, FOE, BHrERH Y £,
Ay FOFEHERI<T U K
KDOAT L REfioT, ACLY —7 AL v FOMEHEREF R TEET,

avw >R EL:q]

L # ¥ — Cisco Nexus @ show/clear =~ > K | ZEHIIZ DUV Tlid, Cisco Nexus 9000 &V — &
NX-OSHEREH A RESRL TS0,
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B = oromstEma~or

avw vk =E):g]

show platform internal counters port [port_num| z 3¢ > FK— NEEHEREFRLE T,
| detail | nz | {internal [nz | int_port_num]}]

s port_ num: A1 FOZRWETEA— b
o

« detail : SNMP, 7 7 A, 3 L OMRE DM

AR L ET,

nz: ErbAOEOHRERRLET,

internal : NEEAR— R OFEEHERZ R R L
i‘a‘o
int_port_num : NHEGREEARN— M &S, 72 &

Z ¥, BCM-0/97 DATE, 97 & ATIL
ij—o

GE) Vorsmilty hEnd e, A
AYTFOH T —=PNERIZRY
T, B Uty hOFMI
ELTFOLORH Y £,

cWENRY DY Y b
s FENC X DR — FofFL
(N— P2 E N TR)

show platform internal counters vlan VLAN #EHESHRAER R LET,
[hw_vlan id]

show platform internal counters tep [tunnel_id] | TEP #:3tiEs 2 £~ LE T,

show platform internal counters flow [rule_id| | 7 o —#EHE#H A2 FERLET,
{dump [asicinst] | [slice direction | index
hw_index]}]

clear platform internal counters port [port_num | ;58— F &3 ER A2 E L E T,
| {internal [ int_port_num]}]

clear platform internal counters vlan VLAN B 7 o 2 5 EELET,

[hw_vlan id]

debug platform internal stats logging level FNRy T aXx S LV ERELET,
log_level

debug platform internal stats logging FNRyTouXrF XA TEBRELET,

{err]trace|flow}
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cul xAT sstEsmL=vEoEE ]

GUI ZEAJ oiaHFERL S LMEDEE

ATy T
ATvT2

ATvT3

ATvT4
ATy S5

ATvT6

ATy T17

ATvT8
ATvT9

ATv 710

ATvIN
ATvT12

GEHERICET B RS TN a—T

FIE

A =z — sX—"TC, [Fabric] > [Fabric Policies] %R L £ 7,

[FE4S—> a2 (Navigation) ]34 > T+&27 Vw7 L, [E=Z41) 25 R — (Monitoring
Policies) ] Z/EB L E£7,

[FEZ#—2 3> (Navigation) 1 ~1 > T, £=XV 7 R —% (F74/N b el) Zk
BELET,

[#atURgER 1) > — (Stats Collection Policies) 1 %7 U v 27 L %7,

[#E&ETUNEER ) & — (Stats Collection Policies) ] 7t~ K7 T, LEWEARET H [E=F Y
V5 #7245k (Monitoring Object) 1 B LU [#E&t52 4 7 (Stat Type) ] iR L £,

[E% (Work) 131 > C, [ L EULME (CONFIG THRESHOLDS) 1O FD + &7 A =2
7 Vw7 LET,

[ALY23rnfzbDLELME (THRESHOLDS FOR COLLECTION) ]V 4> R T+ %
77Uy 7L, LEMEZEMNLET,

[FB/87 1 2R (Choose aProperty) 1 7 1> RUT, fat# A 7HRINL £7,
[#iat L E LMEZHRSE (EDIT STATS THRESHOLD) ]V 4 > KU T, RO LEVMEEIEE L
ij‘o

o EYERE — 1 o v 2 DA A,

« LEWEDT A — L& VWENBKME £ 72135/ IMENE S D E R LET,

c ERE (VT4 AV — AT — EE) —HA LI WEE LRSS AIC b
UH—ENET,

s TEE (2 VT 4N AVY—, vAF— EH) —ER LI WEE FREISZEEIC b
UA—ShET,

FREBIOTFHRLEWVEOREM, VY MEZEECTEET, HEMHTZT—N Y H—&
NHDFAIVTHEEELET, ViEy MEIZZ T —NHEEINDI XA IV T ERELET,
LEXVMEZRFT DI, [EETSH (SUBMIT) 122U v o LET,

[AL2Sa D=HDLELME (THRESHOLDS FOR COLLECTION) 1% 1> R¥ . [H
L4 (CLOSE) 1#27 Vv 27 LET,

AT F A
WDFKT, CiscoAPICIZIBT AHEHERICEAT A M T T NAv a—T 4 T O U A5 EK
L/\i‘g_o
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8

Jy)ya—3>

APIC 1X, &7z
T=H VTR v—
AL ET AL

FT=HX YT RY —RHEA STV TH, APIC SFRHEROINE
RN T LEWEICHT 28R L ST 2T 7 v a v 2 FTLR
W ERTERREA L E T, BIBEMRT 212E, ROFIRICHE> TS
Sy,

. monPoan NELWE=HX T T R U —%2F L TWEZ L2
ﬂ‘LA L/\i—g—

cBULIANELSRESIN, =TT =NV xR LET,

e TF U NDF TVl FOBAIT., F=F VT RY —E DR
REHRLET,

HERK U 7z —EB O
VA ASY/NCY AN

M & R 21203, IROFIRIHES TS IEE W,

T X VTR —BIOIERY —NTT 740 Mk -
TN 2> T DIRHEREZ MR L £,

ERY —E MR L. MEHEHRNT 7 4L N TEIZ 2o T
B, ETRIIEEDA B — VTN > TV A Z B L
i‘a‘o

AR U —E MR L. MEHEHRNT 7 4L N TEIZ 2o T
B, ETRIIEEDA B — VTN > TV A Z B L
i‘a‘o

GE) Tr 7V ~SVADOREHERZRE . 5 oM OREHE
BNAAL v TFIRGEIN, AL v TRV T—hEns L
g%bhjzj‘o

IR & 5 e
[BFt U] Ll S G A
Y,

M & R4 21203, IROFIRIZHE - TS IEE W,

WEREZHERLTLIEEW, F=H Y T RY > —Di HAr L
AL TRESNLTWAE E, BEDOFT V=7 NEITWHEHZ AT
TIE, MEHERD BN 25503 H 0 £,

cEF=H VT ATV MIEID B TONIPEERY o — & s
LEd, RNU—NFET D008 L, &R X OVERER
FOEZMEELET,

WatZ A TINEL MR SN TS Z L 2R LET,
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METERDIEE

matamonz

)] Y )ai—var

HERR ST A 2 — N RN R IRERC IR A A DRI A X TWRWNE D iR L7,
UZhbTleo TRFFS L | HIRITRD £ B D TH,

IROHERHE R B D,

DEIOMNETOARA v FHEFERIT 1270 (55O
MEDOFEHEHRD 1 BE5y) IZBR B TWET,

¢ 1000 > T NLDEE LWHIBRN S D 9, =& 20E, KE1RE O
HEHEHRIZ 41 BRI E CREFCE E9,

T AR—FRY —
IR S LD 23, APIC
DEEHERE =7 2
A— kLA,

RRE 2 iR 5121, IROFIEIZHE - T IZ &V,
cEEBHERY —DREL TV 2 MR LET,

cHHETZ I AR— I TBE /) — R TCZ I AR—NRAT—HADFT
Vxl "NeFxv s L, I AKR—KNAT—HRLFEROT TR
T4 R LT, B SN2 EPGH#EEHEZ APIC / — Ry
L1532 ki AR — FENET, ZOMOFEHL, EEFT

J—= Kb 5pTkicms AR —hENET, =& L, EPGH
25DV —7 AL v FITEA S, HGTﬁ)5~yayN—
/%iﬁxT FFAEIICHRESNTWDHA, TNHD/—

52k HbﬂazyxTHFéniﬁo

s WA AR — bR V= DRREEBXTHNRONE D%
R LES, MatOx=7 AHR— bR o—OFRKREL, 7F b

O EIFIFFR L TT,

GE) ETF v MIBEEOFH = AR— R) v —%F
DILENTE, BHEOT T FREILT Y AR— b
R —%HEEFTEETR, R —0EHEITT

T P OREIFFRBUTHIR S ET

oy R EE T2

APIC VAT LML, 10T Lz 7Y v VT ENTEWEE 5057 &
WL AR—FLET, T—FNNEIND & EITOTHRIEMZERS D

72, SO TEEEND Y T ILOHITR2 D500 £, *
DOFER, FEHEHRA D LEW, 3BV 2RTHALH Y F

T, ZHUFBESH TWDEMETT,

—HBD ERER RGO
ROomb 70,

FEL IR, MEHEBROHEEZZRL TIZS W,

APIC & A A v FITKRD L D

IHEHERZIHE L E T,

c AA v F AL v FIFRO X ITHEHEREHE LT,
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. Syslog D5 A

« A v F O 5 FRIOKFHERIZ. 5 oD T AERRE SRV EHESET,
ZORWIRY =2 Ko TAHT V=7 FHIBRSN D E72ITHFHERD E L S
NHEXITEILZBENRH Y £,

< WA TIRFELL ERYE L TV D356 RIEDORE WHEHI A=Y S ET, Zhid,
ROGETFEET D ATREMENRH Y 7,

o« FEHMEBRAR Y —IC Lo TEYY L XN TV B,
o« AA TN 1 BEHILLE APIC 22 B U E N TV 5,
o A wFIFHIBRENT AT V=7 NOWEHERE SHBRICEELET, A7 V=7 b
N ORFENICEER S NS &, Mt v MIREEDO T FIT720 97,
M ST ATV 27 MREHERIL S SR ICHIBRE N E T,
cHEEM LR — FA 5 SMELEND R Y. VAT HMIRENELTBE, ZDA
A4 v FICL > THEHERMSIHESNE T,

« APIC : APIC 131 v % —7 = A A, EPG, HEL Y — L IEFHREEHREEA 7V =
7 b1 REZICIEE LET,

Syslog D
Syslog [TDLVT

BE@h, 2277V r—va v NI vl AV TTARTIF ¥ (ACD) VAT ALTD
EEFE TR M, 2 Y—, a—FL T AN, BLEORIDOIL AT A EORX T
P—NA~DY AT A0S (syslog) DEFE Y H—TEES, VAT L BT Avt—VIc
I3, BEEE A N MCHET A ROY Ty MRGERET, VAT A RS Ry
t—VWid, BEe Sty arul o N EEDHI L L TEXET,

)

GE)

APICEB LT 77V v ) — RPRAERTE D syslog A v E—TD U R MIOWTIL,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/syslog/guide/aci_syslog/ACI
SysMsg.html ZZ M L T 72E 0,

ZLDVAT AT A yb—F, 2—VFNRETLTWALE, HE5VI2—FRREE-
TEHELTWA AT V=22 MNZEBADOLDOTYT, TNHDA v E—VIIZIROL I DR H
D ET,

fERA v E—, FITLTWARELO~ LT B IO v 24t L £9,

HER =V, a—YPRREEFLEFFEHEL WL A TV b (2= Thyr bR
=R TuT 7 ANRE) (THETLHVAT A =T =D REREL £,
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Syslog D3585 & Usase s L— Tt [

VAT LB Ayvb—UEZELTE=FT DO, syslogside (2 Y —, m—7

VT AN, EzlEsyslog P—"EFETL TS 1O EDOYE—F KA N ZHEETIHH
ERHVET, £lo, ar V= IRREINLD, T7ANVETIFARA MZIEXoTHRy 7 F ¥
SINDAYE=VDOIETT 4 (ERE) OF/MEZTRETEE T, syslog A vE—VE%AF
TBHa—H) 7 7 A VIX /var/log/external /messages C9 o

Syslog BEAETEIE. AT V=7 F T=Z VL7 BY —EEATE BEBOF T V= s Mot
LIENTEET, KMESNDIAYyE—VDIETT ¢ (HRE) OR/ME, syslog A vE—
CICED LA, BXWsyslog DI EIEETE £,

Syslog DFE A E NX-OS A% A WERICEF TE £,

INBDVAT A A=V EAERT HEEEITA N FOFEMIZ, [Cisco APIC Faults,
Events, and System Messages Management Guidel] T L CTWET, A7 1 A vtE—Y
DY A M2\ T [Cisco ACI System Messages Reference Guidell &/ L T 72 &0,

)

GE) vRATLm7 Aye—VF ST LEVATAIMERHD ZEA2RLTND LIFRY £

hoo BITHERZ BT HETOA =050 9L, @ERR. N N—Fo=T7, £/~
VAT A Y7 by =T ICETAMESOZHICEYL S A v = b H Y £,

Syslog MIEEXE L UVIEELE Y IL—TDIERK

ATvT1
ATy T2
ATv73
ATy T4
RATvTH

ZOFNETIE, v X 7B LUGHHO syslog 7 — % O56 0 2 5% E L £ 9, syslog 7 —# I,
avY—)b, B—AN Ty AN, FEIIHL T N—TNO 1 O IFEEOD syslog P —/3C
T AR— R TEET,

FIE

A=a2— =T, [Admin] 27V v 7 LET,

W7 A== — /X—"T, [External Data Collectors] %7 U v 7 L £,

[Navigation] XA > C, [Monitoring Destinations] % J&Bi L £,

[Syslog] #4 27 U v 7 L. [Create Syslog Monitoring Destination Group] % %R L £ 7,

[Create Syslog Monitoring Destination Group] %A 7 2 778 v 7 AT, IROBAEEFIT L E T,

a) ZN—TBINTR T 7 AD [Name] 7 4 —/L N2, £E=F VU T D5 N—TB X
O7m 7 7 A NVOAFTEZATLET,

by ZN—TBIXOTHT 7 A/LD [Format] 7 4 —/L KT, Syslog A v tE—Y DA ER L
S5

T 7 4V MiX [aci]. F721% RFC 5424 ¥EPLD A » 2 — VB TT 23, NX-0S A ¥ A VIR
WCRETHZ EHTEET,

) JN—T7BIORT 1T 7 A/L?D [Admin State] K2 v 7 #1722 hC, [enabled] % %R
LET,
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B svsios st £ UTERE S L—T DR

ATvT6

d)

e)

2)

IE

[Cre

e)

2=V 7 7 A D syslog A v E— T OFEEEZ AT HITIE, [Local File Destination]
@ [Admin State] K& v 7 & 7> U X R 5 [enabled] 2341 L, [Local File Destination] ™
[Severity] FrR >y 7Z T URXMNHVETT 4 (ERKE) OR/MEZEIRLET,

syslog A v B—T%ZET D0 —T/v 7 7 A VT /var/log/external /messages T,

a2 =)L ~Dsyslog A v E— Y OFEFEE AT HIZIL, [Console Destination] D [Admin
State] K& v X 7 U A N5 [enabled] 38R L, [Console Destination] @ [Severity] N
2y FHET URARNPLYETT 4 (HEKE) OR/MEZEIRL 7,

[Next] #7 U » 7 LE7d,

[Create Remote Destinations] fE C, [+] 227 UV v 7 LTV E— b xBML E T,

B L72 DNS H—3251 > R &I L CRIER[BRIZRR E SN TV DA
U E— b syslog 58 DR A MARIIZKIGT 2 ) A7 3% 0 £, 2 ORI % Al
T 5120, IPT RVRAZMEHA L Tsyslog— &% ELET, SR MEEFATD
A, TURETARU R AU F—T oA AEHTDNS B — N ZBETEHZ &
FRER L ET,

ate Syslog Remote Destination] %A 7 B 77K v 7 AT, IROBEEZFEITLET,
[Host] 7 4 —/L RIZ, EEHLFANDIP 7 RLAFRIIZEEM NAA A2 AT LE
7
(fEE) [Name] 7 1 —/L RIZ, s6SEAA bOLARTZAL LET,
[Admin State] 77 4 —/L K C, [enabled]| 7> a > R¥ &7 Vw7 LET,
ER) v 77 4 (ERE) | [YEZTa (EXE) (Severity) 1. [R—
(Port) 1% 5. BEL U syslog[Z 72 T4 (Facility) JZ21EIRL 7,

[Z72) T« (Facility) 113, AvE—Y2AER L0 R E2RmTodict v a T
FEHTE2EFET, ZEMUTORA =V O FEEZRET HI-OICHEH T 9,

52 (3) DU Y —ATHX, [FZ2URAKR—F+ (Transport) 17 4 —/L KT, AvtE—v
TS R AR— b 7m havzBRL £,

c VU —252(4) XLVEIOY V—ATIE, AvbE—VIENTL T AKR—F 7 b
aLE LT tep £/20F udp 28I L F 9,

«524) VUV —ALBETIH, AvE—VIHEHTH NI AR— N7 r harotrrva
VELT, sSIBBIRTED L0120 E L, ZOMEEHHATLE, (74T
FELTHELTWD) ACLAA v F D, aX o St F a7 hBGis I R— 145
(#~N~&Lf%%bfw6)U%~%wmg%~ﬂ~’ﬂbft#;7&%%m
SNTZT T MDY RERAZHNLTE S X )27 £3, RAELRFE(kIc X ()
BERETIX, EX 2V T s RSN TV RWVE Y FT— 7Lf%t%17&%h%£ﬁ
TEET,

AyE—VIHEHTSH NI AR —K 7r bav b ULTssl Z@IRL7EGAIL, L3
ﬁ%Lﬁ%%%7y7n~F?é%%ﬁ%é:kh&%bf<ﬁéw[Wﬁﬁww
& (Create Certificate Authority) 17 ¢ > RUICRE) L C, 227 SSLAEHELEZT v
Tr— R TEET,
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[EXE (Admin) 1>[AAA]>[tF 2T+ (Security) 1> [AFF—EE (Public Key
Management) 1> [ERZE/S (Certificate Authorities) %R L, TO®%[FTI > a >
(Actions) ]> [FREEBHDYERK (Create Certificate Authority) 1% 3®R L £,
N7V AR—K 7o baroF 740 N A7 a Fudp TT,
f) [ManagementEPG] Ru v 77X 7 U X RWLEBT Y RIRA U N Z—TZ&IRLET,
g) [OK]Z27 V7 LET,

RT7TvF1 (LR VE— ML A=) E— MEEEZBINT DI, ) ~E[+HE22 Y v L,
[Create Syslog Remote Destination] % 1 7 2 7' 7K v 7 ADFIAZ 0 KL F 7,
AT 78 [Finish) #7 V27 LET,

Syslog = {ETTDERK
Syslog EfEICIX, A7 V=27 N F=4V 7 R —%2HEHATEHLEDOA TV =7 MZT
B LMTEET,
1RO SRS
syslog E=% U 75 7 N—"7"%ER L £ ¥,

FIE

ATV Tl Ama— RNR—=BLWIESr—var 7L—2an5, BLMEED [Monitoring Policies] A = = —
WZBEN L7,
TFr b, 777V v BEOT VR ADE=L )7 RY o—2RETEET,

AT w72 [Monitoring Policies] # BB L, E=# U 7 KU o —Z@R L CEALET,
[Fabric] > [Fabric Policies] > [Monitoring Policies] > [Common Policy] ® FiZ, ¥_AKE=# VU 7
RV =BV ET, ZORY —F, TRTOEFLA XV MIEHSh, 777U v 7N
DFTRTH/—Rearybu—ZICHBMICEASET, F2id, Aa—7RRESZMH
FORY =2 ETH b TEET,

RT9T3 F=H V7 RY—DOFT, [Callhome/SNMP/Syslog] %7 U v 7 LET,

AT T4 [Work] %A > T, [Source Type] Rz v 7 Z7 U A Kb [Syslog] 2R L £,

AT 75 [Monitoring Object] U A b5, E=F M ROEHMNRA 7T V27 FEERLET,
AIDOFT V=7 b3 Y A MIFRRINBRWIEEIT, IROFIRIZENE T,
a) [MonitoringObject] K2 v 7*# 7 U A NOLHMNCH D [Edit) 7 A 2> %27 Vw27 LET,
b) [Select Monitoring Package] Ku v 77X VA NG, ATVl N 7 TFA Ny r—

EIRL £ T,

) FoAMBOKA T2l hDF v IRy 7 ZAEA N LET,
d) [Submit] %2 VU v LET,
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ATFYT6 TF U hE=HFY T RY —TIE, [All TERLFFEDA TV =7 F&FEINT S & [Scope]
BIRNEREINET,
[Scope] 7 4 —/V R T, A7 a s REVERINLT, 2047 V=7 MIBELTEETH
AT L al Ayb—FREELET,
clall] : 2OAT V=7 MIB#HT 5T XTOA X M EEELZEELET,

* [specificevent] : Z DA 7V =7 MIBhET HE SNToA X hDOAZEE L E T, [Event]
Rey7Hor YA INLAR RN R U—2RIRLET,

* [specific fault] : ZDOF 7Y =7 MIBET HESNTEHEOALZXE L ET, [Fault] F
nyFEY YR IPLEERY — 2R L,

AT9 T [H]1 %27V v LTsyslogitg e Bk L £,

AT 78 [Create Syslog Source] 1A 7 2 7Ry 7 AT, IROBIEEFATLET,
a) [Name] 7 14—/ RIZ, syslog E0D4RTEZ AT LET,
b) [MinSeverity] K2y 7 X T YR NG, BMETHVAT LRI AyE—VDUETT ¢

(ERE) OfvMEZERLET,
¢) [Include] 7 4 —/V RT, FEETHIAvE—VHATDF v IRy 7 A%F N LET,
d) [DestGroup] KRy X7 UR NG, VAT L vr Xytv—UDEE%D syslog 565
TN—T %R ET,

e) [Submit] %7V v LET,

AT9T9 ((TE) syslog HEILZEBIMNT DI, &9 —E[+] %2 U » 2 L, [Create Syslog Source] %
ATRITRy 7 ADFNEEKREY KL ET,

fL—RIL— FDER

FL—XIL— L DE

ML= — bV —UE Ny FREERICBEIT S L X ICHEBRICE S Vv — b e T S
OIS E T, traceroute TiE, Ay 7T EITHEH SN D/ SADFA] S, BHFHTHER >
TNCHA DAZ T RT HIVET, traceroute T2 & BIFITLOT /A A L HEHITHK
HITWT A ADD/RAZ > TR — MEfia 7 A M T& £, HEERICBETERVWES
WX, RNABHIC L o TRAPEERA > FETERSNLET,

T RO RIRA v b GEIBENTZ N L —A— Rt AV —T DAL v FITFERE
NAFEARY L LTCTF 74V N F— b oA ZR-LET,

FL—Z—FTlE WOLIRIEIERE— BRI R— PSR TWET,
e TV RRA ML V=7 (b = RaRA > b E7213 TEP f)
e TV RARA VNI BANE TP
AN IP 23D RARA VR
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FL—z2u—rozasEsLvsnsEE |

o MR 1P [

Me—2Z2—RMET7 77V v 7 2EOFTRTORZREBRE L, SNy REA > OO %K
HLET, 2R LT N TWAENE I MERRLTLDICESLHET,

FL—RIL— FDFEFELS S UVHIKFEIE

e hL—2)b— bDFEILELIIIEEN = RRA 2 FTHIHE, TOZ RARA > MM

ABT 4 I TERLEAT IV I THLIVNERDYET, XA TIv 7 = RARA b

(fv:CEp) LIZRp0, XX T 4w 7 =2 FiRA >~ (fv:StCEp) 1ZiE b L —A/L— KT
WHEIf AT =7 N (fv:RsCEpToPathEp) 7236 0 £+ A,

o L —RA)L— MIIPV6 DEEIC LS TEMEL T2, IPvd 7 RL AL IPv6 7 KL A%
BESETEELIPT FLALSEEIP 7 FLAEZRETHLITTEETA,

o b L —2L— FBEOFIRIZOWTIL,  [Verified Scalability Guide for Cisco ACl] K% =
AV RNEZRLTLIESN,

e RRA L FPEFHLWMACT FL A (FL—RL—h R o —Z2RETHEICHEEL
7=MACT RLRALHID) O ToR AA v FICBETHE, FL—RAL— K KRY—T
ZDxT Y RRA » MI Tmissing-target] EFRRINET, ZOHEIE, HTILWLWMACT K
VAZRELTH LW N L —RA— K R —%HETHHLENHY T,

cRY = R=ADVF A L7 MEREEED 70— LT ML —RAb— s 2 FETT 58
G RNTy MY —ERAT AL AN ) =T AL v FITEEEND L EIT, V=T A v
F R FRRER] (TTL) HAREIN A v 2 — V2R ET272DIEATHIPT RLAZ, 43
LY —ERA TS AZADT Y v RAAL DAL v FRIEA v H—T = & (SVI) D
IP7 RLAIZIERD £, ZOEEIRENREDOTHY, N7 74 v 7R THESHZ
REZTZES TV RNWZIEERTHOTIEHY £HA,

T2 KRA 2k BT traceroute DETT

FIE

ATYFT1 A=a2— X—T, [Tenants] &7 V v 7 LE7,
ATV T2 T A=a— =T, FETZV KAV eEdeT 27U v o LET,
ATV T3 [FEF—2av] A TTFFy MEERML, [RUD—]>[ 3TN a—T1 0T % EHN
LET,
AT 74 [Troubleshoot] TKD kL —AL— kK KU —DWEThnah7 Y v 7 LET,
« [Endpoint-to-Endpoint Traceroute Policies] 2472 U »» 27 L T [Create Endpoint-to-Endpoint
Traceroute Policy] % 3R 9%

* [Endpoint-to-External-IP Traceroute Policies] #4572 U 7 L T [Create Endpoint-to-External-IP
Traceroute Policy] %8R9~ %
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ATy TH

ATvT6

ATy Fr17

ATvT8

* [External-IP-to-Endpoint Traceroute Policies] 2472 U »» 27 L T [Create External-IP-to-Endpoint
Traceroute Policy] %8R9~ %

* [External-IP-to-External-IP Traceroute Policies] #4572 Y »» 27 L T [Create External-IP-to-External-IP
Traceroute Policy] %8R9~ %

AT TRy 7 ADT 4 —)L NI fEZ AL, [Submit] Z#7 U » 7 LET,

GE) 74—V ROFBHIZOWTIL, ¥A Tl Ry 7 A0EEBIZHEZ~NVT T A a3
([?7) #27 VU w27 LTLIEEW,

[Navigation] ~1 > & 7= 1% [Traceroute Policies] 7 — 7 /L"C, traceroute /" U > —% 27 U » 7 L&
T

hL—Zb— K R YU =03 [Work] A SNZFRESNET,
[Work] <~ > C [Operational] % 7' % 7 Y 2 L. [Source Endpoints] % 7', [Results] ¥ 7 DJIHIZ
7Yy LET,
[Traceroute Results] 77— 7 /L"C, JBEMNIAEH SV HECE 72 I1TEE DO RS2 2R L £,

GE) RO ASZD EETL — Rbsist ) — R~OBEICHE N S TV 5555

b ET,

« [Name] #1172 & 1 D EIIEROFIDIEZ LT 5 EHER LT <20 9,

SO a—TFa2T 94— FDEHA

NFGTNYa—T 4 T U —FREHTE, Ry NU—7 OBMEZ R L TR L TE
Dz, MEREAELEZLESICR Yy NU—ZICETBAEEMTEET, 221X, 2250
T RARA N TWie 7237w MBERNFBEL TWDEIR, ZTOEBEARDLNLZ2WEANRH Y
T, NN a—T 47 U4 —REEMATHE, MEEZFHMTE 5700, ZOMED
HILIEEDOHRINTH D EEbhbK~vicn 4350 TiEe<, MEEZREMIHER T
xFET,

OV P—REFEHT L &, FEa I, BN L72EE o0 & B O R E O IRFMIC A
THRED N T TIN Y a—T 4 T HITH ZENTEET, T V2 FETT DR 2 E5H
TE, TACICEETED NI I NYa—T 47 LiR— hEERTEET,

SIS a—T4209 49— KORA

FNFTNYa—=T 47 T4 = FOMMZHGT 280, FHa—FL L Tr oA T54
BWRH Y ET, KIZ, BEILLEREZHREL, NI TN a—T 47y a Ok
ABIRT DMERH Y T3, BT, A~ b BEELVa—F BELa—F Edn s,
BLOHEZBIGT D72 0IH S N ET,
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bS5y a—F108 99— ko [

NI TN a—T 4T 7 4P —RFOMEEEFEF— " TBLEC, WHOTHLAZ U —r gy

Nt TT Y U HITEETE0, BEOAECHS[TY b (Print) 174 =2 (.)
%27V w7 LTPDF & LTIRGETHZENTEET, BMEOFERELFTH-DIHHTE

HBARA—EAVBIORRA—LT T T A2 ( ) bHY FET,

)

GE) o [LIR— FDERL (Generate Report) | £721% EE (Submit) (%7 U v 7 L=#I%, %
B a B CXEH A, AN LG L B RsZET T 556811, BUE
DEvaryEZEHIRLT, LWk Yy a VEBRBTI20ENH Y £,

« EE (Submit) 1227V v 7 L7-tklL, V4 Y — ROKRHOR— 7 Tt & R 2 4251
THZLIITEEEA,

c hTTNY a—TFT 4T T AP —RTHHIP T FL A RRA V2T HZ 21X
TXxFEHA,

HETET DT RARA Y MEIT T, EPGOFIZHAHAMENRH Y 7,

NG TN Y a—T 40T Byva  ERERET DI, ROFEEZFITLET,

FIE

ATy 1 [ARL—2 3> (Operations) 1> [AIfAMHE FS TV a—TFT 4 25 (Visibility &
Troubleshooting) ] #®RN L E+, >

[AIREE bS5 T a—T 1 2% (Visibility & Troubleshooting) ] BN FE RS E T,

ATv T2 [y 3% (SessionName) | 74—V R T, Ray7Z oA NEEHLTCEED -7
TNy a—T 407 vyva @Y 50, ARz ALTHLOE Yy v a U 2ER L%
D

AT9 T3 [Eyar 47T (SessionType) | Kuvy 7 X7 UARNNPLREMOE Yy a2y XA T hiE
WLET,

[TV FRA Y MBI KRS > b (Endpointto Endpoint) | : 255 ot & 8o 7 &
HNEZ Y RARA > FTT,
FUT Ty EhBEEILT S iAo R e RARA V NEBIRT DM ENH Y F
To ZILRBRVE, ZOFRF2 AL P THRABTDLIIC, FIT AT a—T 4 THERED
—IREEEZ T HAREERHVET, DBy a AT, MO RKRA v
ERRICY =T AL v TF Dy MZERLTWAEGE, T I v 7 B ZEEHTEE
A,

[Ty FRA > b BAERIP (EndpointtoExternal IP) | : X{EiZWERT Y RARA > b T
bV BRI IP T R L AT,
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[BAERIP MBI RARA > kb (External IP to Endpoint) ]: &{ECIZAMEIP 7 RLATH
V. BEGLIINEI T RABRA > T,

« [5VER IP A5 4VER IP (External IP to External IP) ] : 35570 & #5003 )7 & B4R IP 7
RUATY, 3206) VU —RALME, ZOXATH#RINTEEST, OBy a L ¥A47T
X, hL—R— K T hIvr hyr FRITBELEATEEEA,

ATy T4 ((EE) [EHBA (Description) 1 7 1 —/v NIZiiBHZ A A L., @SR E A LET,
ATy 5 [ZEfEx (Source) | =V TIZEELEREZAN LTI,

[TV RRA Y MBI RRA > b (Endpointto Endpoint) ) ] £721X[T Y KiRA > b
M54 ER IP (Endpoint to External IP) 1Dt v a > Z A F2EIRLIZEAIL. MAC,
IPvd, F7/2I1XIPv6 7 KL A, 72 VMAE A LT, [#RFE (Search) 1227V v/ L&
—a_o

Ty valr FATN [T RKRA Y MBI KR4 > b (Endpoint to Endpoint) ] T&
D, MO RBEA L FOMACT RLARIZENLNLFEEINTZIPT RLARRNG
HlIZDIH, MACT RLAZATTTEET,

BPUCEANLOFEME R E BT 1 DU EOIT 2 RRTHHR v 7 ANFERSNET, BT,
ABALEZIP 7 RLx ([IP]1F) BNMEEDTY RFA >+ Zv—7 ([EPG] ) 1I2H Y .,
BEDOTF v b ([TF2 b (Tenant) 151N) &b D, FsEDOT 7V r—vay (77
47— 3> (Application) 1%) IZBLTWAZEaRLTWET, V=T A A vF&K
. FEX F ., BLOR— FOFEMIL, [FE LIzEAT (Learned At) ] FNCERKRIILE
R

B IPMSITY KARA > b (External IPto Endpoint) 1Dt v a v XA FZ2ERLT-
BAlE, SMBIP 7 RLAE AT LET,

« [5VEB IP D544 EB IP (External IP to External IP) |~ v a v ¥ A4 FEBIRLIZGE
IE, ML A P 3Ry R =2 OHEIP 7 R LR ERBIAZ AT LET,

AT w76 L (Destination) 1 = U 7ITHRLIEHREZ AT LE T,

[TV FRLA Y MBI RRA > b (Endpointto Endpoint) ) J£721X[4ERIPAS I Y
K74 > k (External IP to Endpoint) ] D& v g > Z A 7&@R LIZHATX,. MAC,
IPvd, F72I1XIPv6 7 KL A, 72 ZVMAE A LT, [#RF (Search) 1227V v/ L&
j—o

tyvalr FATN[TY RRA Y MBI KR4 > b (Endpoint to Endpoint) ] T&
D, WHDOZY RRA L FOMACT RLAIZENLMOLFEEHINZIP T RLUARRNE
HIZDIH, MACT RLAZATTTEE T,

BPUCENLOFEMIE 2 B0 1 DU EOITE2RRT DR v 7 ANERSINET, H1TIE.
AN LEZIP 7 FLx ([IP]4) BEEDT Y RRA > b 7 —7 ([EPG] A 1I2H V.,
BEDOTF v b ([TF2 b (Tenant) 151N) &b D, FsEOT 7V r—rvay (77
47— 3> (Application) 14) IZBLTWAZEaRLTWET, V=T A A vFFK
7. FEX &7, BLOR— FOFEMIZL, [FE L5 (Learned At) ] FICFRSILE
R
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[TV FRA > D BHER IP (Endpoint to External IP) 1D v a > XA 7&HER LT
Gaid, SMBIP T RLRAE A LET,

o [SMER IP NS HVER IP (External IP to External IP) | ~D& v g v ¥4 BRI LT-5GE
E. ANB LAY 3SRy R =7 DS IP 7 KL R EikAIAEZ AT LET,

AT9T1 [BA4L 42K (TimeWindow) | =V 7T, A L U4 RUuEBRELET,

[F4 L4 F (TimeWindow) 11Z, i EORFEDOREBIMEICEE LCMEET Ny 7925
OIS, A XU h T TOLa— R, BLa—F E&nr, BILOWEE TS
THEDIEHEINET, 2200 4 Fyty BRHV ET, 12T XTDHOLa— KT,
B 1DFEAYDOY =T AL vF (21T /—F) HTY,

7T 74V T, & (LatestMinutes) 1 7 4 —/L R THE LTATLEO I HE ST, o—
VT BAL T4 RUBRBECTEET, 7740 ME2405TY, Byaidid, By
Va v EER LR Z DN E LzimE (4) oF—2REEnET,

[EERMZER (Usefixed time) | Ry 7 AZF =72 AND L, [FASE (From) ]| BX O
[T (To) 1 74—V RTEyvaryOFEERRKY 4 FUERRETEET, Eva i
L. [BAtE (From) 176 [T (To) |FEAIECOT—ZNEENET,

ATy 78 [EE (Submit) 1227V w7 LT, NI Nva—T 47 vyvarzZBthLEd,

LIEB6LTDE, FITNYva—T 407 By ard hRue PHIRRRINET,

ST a—Ta T LR— FDERK

ATy I

ATvT2

ATv7T3

ATy T4

N7 TNy a—TF 47 LAR— NZE, JSON, XML, PDF, HTML 72 ¥ D\ < DO TAE
pCExFET, BREBBRLEL, LAR—F2Xyran—RNLT (FEFVA— ¥y a—
REATYa—n L) | T7T7A4 BRI L0, YR—F =22 TE2 L1
TAC IZE[GT D2 &N TXET,

FITNY 2a—=T 4 ZIZ8T D UAR—= FEAERT HITIE, ROEDICLET

FIE

W OAF FTHEIZH D [LIR— FDERK (GENERATEREPORT) 1 %7 U v 27 LET,
[LR—k xR L—% (ReportGenerator) 1 ¥ A 7 R 7Ry 7 AN RINET,

[LA— MER (Report Format) | KRy 7 X Ty A=a—0nbM7+—~< v b (XML,
HTML, JSON., F7:1Z PDF) ZE{RL £,
LAR=bDOFTra—REedICFTTH LIRS Y a— AT 0581 [47<EE (Now>
SUBMIT) 1%7 U v L%,

LIR— F 3R END & LR— FOAFEZRTERS v 7 ARKRINET,

LAR—= MDA ZH TAT P 2—T5120%, [R5 a—5%#EE (Useascheduler) ]> [X
roa2—3 (Scheduler) | Rry Xy A=a—2 v LT, HHETDHIAF YV 2—)Lai%
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ATy TH

ATvT6

W42, [RTPa1—F5 %4 (Create Scheduler) 1227V v 7 LTHLWAY Va—TF %
ERC L £, o

[FUH RS 1—)LOER (CREATE TRIGGER SCHEDULE) ] %A 7 0 /W& R S E
ﬁ‘o

[&81 (Name) ]. [ERBA (Description) ](A 7Y a ), BIO[RZ T a—IL o4V KD
(Schedule Windows) 17 ¢ —/V RIZfE#AE AT LET,

GE) [R7 ¥ a1—F (SCHEDULER) ] O HIAIEDFERIIZ DWW TIX, AT A ~L
TEZRLUTITEIN,

[SUBMIT] %7 U v 7 LE7,

UAR— MDOERITIE, 777V v 7 O A XEEHEETITA N2 OIS U T, BHNPbER
K10 G0HYET, VAR— FOERFIZAT—H R Ave—URFREINET, NTTL
Va—T 47 VA= MRS L TERRTHICE, [ERENfzLR— FERER (SHOW
GENERATED REPORTS) 1 %7V v 27 L%,

[HEAFEEE (Authentication Required) 1 7 4 > R T, —"—DOEKRER ([1—HF—%
(User Name) 1&[/NRT—F (Password) D Z AN LET, WIZ, FTIT Vv a—T 407
LAR—= MRV AT AlZa— M ra— REInET,

[TRTDHOLHR—F (ALLREPORTS) 17 4> RUunF RSN, 4. NI T LEbDEETe,
ARENTZTRTOLR—FDOY X MBRFERENET, 2200, BRLEHD 7 7 A LK
WISCT, Vo227V 7 LCUR—hadvra—RToh, T <IERTDHIENTE
FT (L 23 77 AVBPDF OGE, 77U TTSICHS 2R TEED),

SIS a—TFTa20T D94 —FD FRODIZDONT

DRI TarTiE, T TN a—T 4T U= RO IR VIOV THALET, b
Ao, BETEEGEENLEDLIICT 77 ) v 7 IR SN TWA D, EETH bk
FTOXRY FT—7 RA, BIXOHHBAAL v F M THDLINERLTWET,

WKOT 4 —F ARy XAT 7T LR T LI, V=R bR YoEAlcEzRrES N,
e a e E R ENET,

\}

CE)  ZOU4HF—=F FRrE, BELPLHERE~D T 7 4 v ZIBERT 27/ 2D Y —

TAA v F, AN AL v F . BIOFEX OLHNERINFET, 727 L. o DY —
TAAL vF BT FERITEEDOV =T AL v F EMDEL DAL AL vF) DEFEET DS
ENHY F3,

ZORRBIIZE, Vo, A—b, BIXOT A 2LFREINET, m74’ NI =
NEefHbED L), BETELEFERENBT 2T b, ZNUNBTHT S r—a .
FERALTWS NT 74 v 7D L (VLAN 72 &) RFEREINET,
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bS5 INva—F 428 99— ko rRovizonT [

BEOLEMNZADO BN HY (ROXIICEREINET) | b AR a KOS AIZEEEMT S
NnNizvvss4 (ERE) LUV (ZExE, 20Tk~ AF—) ZiBALET,

ACrﬂical A Major

3 Minor Warning Spine ifav13-spine1 |
-

A Leaf ifav13-
leaf2 (node-1018)

A Leaf ifav13-
leaf3 (node-1019)

_ethir11

vPC: vpc2

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47:01:C6

FRBECNDR v 7 ARR— R EDHRBICH— Y NV EEbED L, L 0FMRERNFR S
NET, A= FELRY 7 IZBBHFNTWDEIEEIEX. T TV a—T 0 V7 NER R
NHDHZEEFERLET, HEIE, ARRELEFIA L VOBE, A — FE30 v
JIEENRSDHZ L 2R LTVWET, BRADYEA, KigiEdH 0 A, Vo7 THOHIZE
FNH LA, FL2o0 7 — REOWH ) > 7 oA, MO TRENDVETT 4 (E
KE) OEEFEOREZZIT WL LERLET, R— M=V VEFGDLEDL L, FEELIC
B SN TV DR — bR TE 7,

VT2, v F %5557 Vv rTDE AL vFDay ) — VT IVEATEET, TOT /A
ANa TATEDLR T T 7T U4 RUNRKRINET,

N

GE) L ATANDBLATVTIDOY—ER (T AT U —Lua—RRT4%) BNbIEE. +

nob bR IR RENET,

= RART B EMENT D MR UDRE #HLIIAEIP (VIP) 7 FLATHDZ &
DARESNET,

CEETXETIEIH—F v PN ESX = —DERIZHDHEE. ESX T bR e IcRRrENn
*7,

Cisco APIC EAREHA K. 1) —X6.0x .



B e=r5o0 5/ rmEmEOER

BEENS IV a—T« v EEROER

ZOFNHETIE.

FIE

EENT TN =T 47 T 4P —

i |

ROEERGIEZ DWW TR L £7,

AR NFERERTOVa Y

=)

ATy T

[ E4&—2 3> (Navigation) ]-31 >
T[EE (Faults) 127V v/ LT,
[EE (Faults) | hT7 7y a—T 4>
7 i O & Bt L E T,

[ CiscoAPIC AR EH A K. 1 —Z6.0x

[FEFE (Faults) JHEmEIZIL, LARTIZER
L7cikEoe & e 2 e 75 haAr v
L. HonoEERFRRINET, R
ESNTCWBEOREDHLNDFRRINE
T, EEND DGAITFIC, BERELR
2 BT OIFFED G THMFAE RSN E
T, B EEOAONFEZSRL T, %
BT BT ERE UL & B
LT &, AVWR Y 7 A%, F0k:
T T NI TNy a—TF 4 L IT 5
MR NZ EERLTWET,

ORI, NTTNAa—T 4
VT ey AcET LY —7 A

A vF AL AL vF . BELUFEX
bERINET, V-7 AL vTF, R
A AL v T, FEX72 EOHEBIZ—
INEEDELN, EEE7Y v I T5
Lo OO O X0 FEIZR RN TR
SNET,



Koy Tt r S Iy a—7 4 voEmE0ER [

aAX U RFERETIVaY B#)
&Criﬁcal A Major
Minor Warning
A Leaf ifav13- A Leaf if
leaf2 (node-1013) leaf3 (node-
eth1/25 |

vPC|vpc2

Source Endpoint
IP:12.1.1.198 ()
MAC: D0:00:02:47:01:C6

AT9T2|\EEE7 )y I TDHE, ioldo kX
DRERZ S A S [ ROy THRE
(Drop Stats) ]. [E#E Oy
(Contract Drops) ]. XU [+Z
74 v Y %E (TrafficStats) | % 7 D
HEATAT Ry I ANFERINET,

BENE YD
ey 7 N7 TNy a—T 0 7 EEOMEH (163 <X—)
FOyTMst b I a—T 4 v EEDEA
[FE#—< 3> (Navigation) 131 > C[FBw J/#fst (Drop/Stats) 1% 27 Vv 27 LT, [F
0w J#%Et (Drop/Stats) 1D~ T 7V 2—F 4 v ZHEHOME A 2Bt L £,

[FBaw JiHrst (Drop/Stats) 1V > RUiZid, Fa vy b0 R TOMEHERZ &Te bR
RURRTRESNDID, KAy FREET 589 hEWHICHRTX £ T, oy 7Rz
IV ITHE SO DOFEMERIAETRTENET,
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gz |

B covomstrsonya—74 v rEROER

Mo stats available ° Mo drop Packets dropped Spine ifav13-spinef
A\ Leaf ifav13- L v A\ Leafifav1a- GLLLLLT L
leaf2 (node-1018) - leaf3 (node-1019) -
eth125 | _ethtri1
VPC:.I\rpcz vPC: vpc2

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47-:01:C6

Kay7EgRE 7Y v s3T5, [FRy TiHfEEt (Drop/Stats) ] HiE o EEIZ 3 2D X 73 %
D, BRENDIMAHIZFDRFED ) — T E2I1TAA v FIZn— BT A AEINFET,

30D Z TIXRO LB Y T,
«[FBw J#&t (DROP STATS) ]

ZDATITNE, Ryl horZ2oiidnErantd, SESERL-ALTRr YT X
BTy N ZICERINET,

)

GE) F7FALTIE. ERErDh v — 3R RICR > TWET
N, =P —[F TR TCOEEERTDHEICHETEET,

«[a>F3%5 + FAY T (CONTRACT DROPS) ]

ZOEATIE, BELEa Yy I R Rey 7O R MRFERINET, TiUIfEx o
v kw2 (ACLmr72) TY, EETXA 22— 4R (Source Interface) . FE{ETT IP
7 FL X (Source IP address) . #{EtR— k (Source Port) . 3B IP 7 FL X
(Destination IP address) . 3E%t7K— k (Destination Port) & 2’0 k3L (Protocol) 73
EDZENT y NOIEFRNERRIINET,

N

GE)  FTRTCONNT Yy PRI ZICFREINDI DI TEH D A,

. Cisco APIC EARTEAHA K. 1 1)—X6.0x




av k55K k5O a—T 1 vrEEOER [

[FT T4 vy #HEHEER (TRAFFIC STATS) ]

ZoZZIE, EITPO NI T 4 v 7 aRTRGEIAFIRSNET, Zbid, AN
STy hOETY,

N

GE) T 7xNVETE EREeDh T 7 =3RRI TVET
B, =P ZIT_XTOEEERTT L IICRETEET,

o b n s <74 a0 (O ws 050 e, rrcommirgorT
FOTATOMEE I RTTH 2 L b TEET,

PoEidtelbo ke y 72RIRT 5457 a bbb 9, [ENEDOHTERT
(Show stats with zero values) 1DF = > 7R v 7 2 (BE DL L) 241295 E, BEFD
TRTCO Ry 72F£KRTEET, BE (Time) . FEEZ(T-ATP s b (Affected
Object) . #t&t (Stats) . BLOME (Value) D7 4 —/b FiZiE, T X TOEREDT —F M3
AN EhET,

[ OED#E£FKRT (Show stats with zerovalues) | Ry 7 A& F = v 7 LRWEAE, YLl
SO Ru oy T TRERDFRRSNET,

\)

GH  [$RT (A 174 2v%2 ) v LEHES, AtuYy s sl snEd, 357 To
%7 ([FBw JTH#ist (DROPSTATS) ]. [E# KB w7 (CONTRACT DROPS) ], BL T
[F5 24 v 2#5 (TRAFFICSTATS) 1) &I TE, FLZ A FOFRBRRINET,

EENEYD
ay I N NI a—T 4 7 EmEOER (165 —)

AVEIO R STV a—T4 U EEDER

[ E#—2 3> (Navigation) 1A > T[a> k3% k (Contracts) 1 %27V v 27 LT, [3
Y k5% bk (Contracts) 1 h T 7y a—T 4 7 HiEOMERAZBRBL £,
[ k5% b (Contracts) | N7 7Ny a—T7 ¢ U7 EEICIE, BFELHDsEd, BLU%EE
MHEETICHEH e/ a2 T 7 PRFRSNET,
FNWT—7VORBLOKITIX, 74 NVZERLTNET, 74 VZDOTFITE, FFEDY —
TEINFAL v TFOBEHEOT7 42 = NY (FA 3L, L4 FIET,. L4FEE, TCP TS
g.TF70vav, /J—F, BXUOEY M) BZRTEEOITRASY £,
FERAET A =N EEbEDE, 2 NTF T N ETL N T N T ANV ALNERS
NET, BT =7 NLVOERH LT (FRE7 4 0%) OFMICERENDT XA ML, 2
o227 v OEATERLET, WRIZHZRLET,

* Epg 75 Epg

« BD # 7]
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i |
B ~rorsinva—FsormEERDER

« & 5 HARVLUTH I
2T FAMER

INBbDay T MNE, BEILHBIE~ BLXOmENORE I~ EEINET,
Y

GE) BT ANZIIRKRENDE Y MIBBEWTT (%0, BEDQYV—T7 LI, FOa vT 7
v b, ST 8 T740E, FRF3A—LOEEE Y FREREINET) . T 1
ST EICHEBICEFINET,

%ﬁ([a)74:ymw—yw%ébﬁék\ﬁuy—%ﬁ%ﬁﬁfﬁi#oit\iﬁé
NTWD EPG 2R THZ &b TEET,

N

() =V FRRAYRMEICay FF 7 ER0WgGE, ZHUE[EaY 39 b T—208HYFEHA (There
isnocontract) | Ry 77 v 7 TRENET,

BEENEYD
AXRVEND ST TN a—T 4 T HEOMEH (166 ~—)

ARVED RS TN a—TFT 4 VI EEDER
[ E#— 3> (Navigation) 1 XA VT[4 FEEE (Eventsand Audits) 1227 VU v 7

LT, [N MEEE (Eventsand Audits) | N7 7 vy a—F ¢ 7w O 2 Bi6 L £
ﬁéo

BaeD)—=T7FFARSL L AL v F 2T ) w7 T5L, ZTOEADAR MNMIET LI
MEmae £ rTcEET,

[41 R> k (EVENTS) ] & [BFIs2$% (DEPLOYMENT RECORDS) | D2 2D X 7 %{HEH T
xFET,

«[41 Rk (EVENTS) 1iE. v A7 A (PRA o %—7 =— AR VLANS 72 &) THAEL
TEEEDAN b La—RERRLET, FFEDY =7 TLIE@BOA N h3Y A b S
NTHWET, ZNHDA X2 hx, EXE (Severity) . #E8%2 (154729 b
(Affected Object) . #ERLEFR (Creation Time) . JBE ( Cause) . &L EtBA
(Description) (ZHASWTIHEANEZ L2 ENTEET,

- [ERiitEk (DEPLOYMENTRECORDS) ]i%, ##A > % —7 = A A, VLAN, VXLAN,
BIXOLICTX TORY »—DREMEZRLTHET, ZHHDLa— K&, epg DI=dIC
VLAN 28 U — 7 2B S e 2R LTV ET,

[TRTHEE (AllChanges) JHEEHD [TT (All) 17142 (e) IV rTH L
FEE LIRS (F73 v 77 vva—T 4Tty ay) FIRALEEEZRTTA
TOAR NERRTEET,
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Traceroute ~ > J)LSa—T 4 VO EBEDERA .

[T RTDHZEE (All Changes) ] HIIIZIZ, IRD 3 S>DXTHRHY £,
- [B5& (AUDITS) ]
ERICITY —7 T vm—a VR0, [TRTOHZEE (All Changes) ] Eijf CTD
HEHTEET,
s[4 X2+ (EVENTS) ] (k5D)

- [EFA5E8% (DEPLOYMENT RECORDS) ] (L7t)

EENEYD
Traceroute 7 7V o —7 ¢ 7 HEOMH (167 =—)

Traceroute F > )L a—T 4 UV EEODFER

[ E4#—< 3> (Navigation) 131 > T[Traceroute] %~ U v 2 LC, [Traceroute] ~ 7 7 /L
Va—T 4 U EEOMEHEZGELET,

T TNy a—T 4 > T D= traceroute Z ERK L TFEATT HI21F, RO FNEEZFEITLET,

1. [Traceroute] ¥ A 7w 7R > 7 AT, [##EkAR— & (Destination Port) ] Ko v 7 ¥
UA KT, #tleAR— M2 BRLET,

2. [ZB k3L (Protocol) | FAE T A=a—hbFa ha L@l LEd, BR— k&
NTNWLA 7Ty a iko LBy T,

cicmp: 2O a haUEI—HREITHY, V=AU =T bR T Y RERA 2V DR
~O traceroute & FEIT L F 7,

etep 1 2O E Fa LB RIGETT (udp 7 b2 I ONWTOMAESRLTLZ
W)

eudp : ZO7 B F VIR FBTHY, V=AU =T nLEHILET Y KRA v h~D
traceroute & 31T L, WICHERIL Y — 7D Y —A = RIARA > b~ traceroute % 5
fTLET,

\}

GE)  IPv4 72133 UDP. TCP. BLXWICMP u haizHR— k LET, IPv6 DEE . UDP O X
N R—bFINFET,

3. traceroute Z1ER L7- &, [B%E (Play) 1 (£72iXStart) AR¥ %27 U w2 LT traceroute %
BAgA L9,

)

GE)  [B% (Play) | REZ V2T L, P 2AF A LICHEY S—PMERE I, BEA v b —URFRE
ﬂi‘g—o

4. [OK1 %7 U w27 LTHATT 5 &, traceroute DFEITHBAIA SV E T,
5. [f#1 (Stop) ] R"Z > %27 Vw2 LT, traceroute ##& T L ET,
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i |
B 7rzvon9 8 b5T0va—5 v rERDER

\}

GE)  [BLk (Stop) | A #MHT L, AU =B AT ANRLHIBREINET,

traceroute 235€ |95 & | BB SN RN R R INE T, [Traceroute DFER (Traceroute
Results) ] DBEIZIL, traceroute S EE) S L7 (VY — A0 bR~ o38N b
Ve RAN) BT IAE T A= a—Rh ) FT,

fERIT, EITHM. Traceroute R 7—4 X, #E#iKER— b, BLOTH FaLOEREE T
[Traceroute] % 4 7 m 7 b FERINET,

FERIZ, BERORIITEINE T, FOKRANL, traceroute 7' B —7|IIHE LT/ R AN D%

J— REETEDIHEAINET, FRORHIOKBEIX, hL—ZA 01— 7o —7 2R Uik
%D ) —=RTHDHIZD, RXANKTTHEFE#R LET, =—W —I7 traceroute # ELEHT 25 5
%2R UEH A, traceroute [XHEIZE Y T a I L CBRBENE T, By a o BKkO

A

0 -

« EP I DLAMVERIP F 7213450 IP 7> 5 EP DA, traceroute 135712 EP 7> HAMEL IP (2 Eh S
¥,

*EP/PHLEPTHY 7m K2 /LR ICMP TH D546 . traceroute I35 121515 Joh» HEEFLIL~E
B Ed,

«EP 75 EP TH Y 71 kLS UDP/TCP Th D4 . traceroute 1L i I T [ T,

)

GE) « [Traceroute M#ER (Traceroute Results) | Fr v 7FH v A=a—%fFHL T, Loy
T UF# OFKGMOMREFRBREATEET, VT VA #H & #2 TE, W7 L—=%
AT,

* [Traceroute R ¥—4 X (Traceroute Status) |3 R5E T LR RSN LHEGE. Zhud, 7—
ED—HNESTL HDEEEFF->TNWHZ L Z2EWLET, [Traceroute R 7—4 X
(Traceroute Status) | BAFET OHA. EEIZE T LTWET,

EENEYD
TRIVI OB NI TN a—TF 4 T E@mOER (168 =2—3)

TFrIvD hovi b T0Ya—T4 V7 EERDER

[ E#— 3> (Navigation) 1 XA > D [7 k2vo A4 (AtomicCounter) 1 %27 U v
J LT, [Pr2vY hHD2% (AtomicCounter) 1O T TV = —T L 7 i Off i % B
BLET,

TRy AU CREHEIL EELEEREOEREESE L, FAUIESN Ty 2 R
V—HERT AT SNET, 2200 RARA U MEIZT M v 7 A2 K o—
IERL L. SRR Baitit. BEOERENOERETIITERT O NI T v 7 2E=H
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SPAN +5 T a—7 4 vrEEOER [

Vo7 TEET, @ihT 25 774 v 7 ORZHW TS, FrlZ, HMExesmko ) — 7R TR
WO(Foy Z7ERITBIE AT v b)) BRBRESLTHL0E I et £,

Hif O EEIC [BE (Play) 1(E721X [BHtA]) B L O (Stop) | R Z B DHT2H, WO T
b7 hIv 7 AT F R v—ERBRBIMERETE, BRFSNTHWLE Ty bab vy b
TEET,

\)

GE)  [BH£ (Play) |[RZrafdl, VA7 L RIKRY =N ERII, 7y by 22—
WBSNET, [FIE (Stop) 1 RZ o &2MT L RY—=RNU AT AbHIRSNET,

BRI 2-OBRL A TEREINET, BERNZEDENA—~y &, EWTZr—<> |
<7 ([BFE (Expand) 1A% %27V v 7 LET) . MGEXEEBEEXOE ST, G0N
MAizFRTEET, BEETIZ, BB MERFOI0OBBEI DN 7 FRFRE
NEJT, ST, REBLOREOHBEOT DV NOBRNRERINET,
BENEYY

SPAN h 7 7Ny a—TF ¢ 7 EmEOEH (169 ~—)

SPAN FrS JILYa—TFT 4 Y EERDER

[FE4#—< 3> (Navigation) ]~A > C[SPAN] %27 U v 27 LT, SPAN N7 7 )Lv a—T 4
> EEOMH ARG L E T,

COBEEAEFEALT, WM 7 4 v %220 (£33 7=V 7)) LT, 7TFI4Y%
WUV XA L7 FTExET, SPANEY g T, a2 —2 R LTI/ FICEHELE
KR
ZOA—FIHEDORA N (TFIAF—DIP 7 KL R) [Z3E &, Wireshark 72 8DV 7
N =27 Y= VB LTy haFRRTEET, By g UERICE. BMEx sl
M, Byvary AT BIOX A LA TOFBENPH Y F9,

\}

GE)  [BE (Play) | RZ &ML, AT A LRICRY =N ERESNET, [IBIE (Stop) 1R ¥
VEMTE R =N AT ANGHIRENET,

)

GE) NG TNy a—F 4 T4 PF—FDOCLI 2~ ROY A MZOWTIE, Cisco APIC 2~ >
RIA v A v B2 —Tz2A A 2—YP— A RS LTI EE,

CiscoAPIC F S T a—TFT 42 CLUZERALTSPAN Y >3 VAT S

DOk a o TlE, CiscoAPIC F I 7MY 2 —F 4 7 CLIZEHALTSPANE Yy 3 %
Ve T 5 k&R LET,
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B v~vy—cxpmracrus

ATy T

ATy T2

ATvT3

ATy T4

FIE

troubleshoot node session <session_name> nodename <node_id>
J— KRty vary (Za—rIr Ka v ) 2ERT 5120
i

apicl (config)# troubleshoot node session 301-GD-APIC nodeid 301

troubleshoot node session <session_name> nodename <node_id> interface ethernet <interface>
A B—=T 2 A LULDE v a rEERT DI
i -

apicl (config) # troubleshoot node session 301-GD-APIC nodeid 301 interface ethl/3

troubleshoot node session <session_name> monitor destination apic_ip srcipprefix <ip_prefix>
drop enable erspan-id[optional]

5a%% Cisco APIC & L CHEE L, Ru v 7IREIZ SPAN 2 G 5121% -

i

apicl (config)# troubleshoot node session 301-GD-APIC monitor destination apic srcipprefix
13.13.13.13 drop enable

troubleshoot node session <session_name> monitor destination tenant tenant application <app>
destip <dest_ip>srcipprefix<ip_prefix>drop enable erspan-id[optional]

ERSPAN s6%c 4 457E L, Ru v 7IRZ SPAN G 212

£

apicl (config)# troubleshoot node session 301-GD-APIC monitor destination tenant ERSPAN
application Al epg El destip 179.10.10.179 srcipprefix 31.31.13.31 drop enable

ZESE & UTERE ST D & X (T Cisco APIC € SPAN-on-drop /37 v b ZFEFRT D121 ¢
1. SPAN-on-drop & v ¥ = V&E ML E9,
apicl (config) # no troubleshoot node session 301-GD-APIC monitor

2. drop-stats 7 L7 k UIZFE) L. DropPackets *.pcap 7 7 A V&R L E T
(/data2/techsupport/troubleshoot/node/Session_name/span_capture/drop-stats/DropPackets_*.pcap) .

L4 ~ L1 H—EREEEFEAHTT A

NIV 2a—=T 4T U4 W= FREFHTEE, 2—F =L 22500 FiRA V FEEE
L. TN65DxTY RiRA ¥ MEOXIET D bARa 2R RTEET, PARaPNO2oODOT
RARA > P L4 ~ L7 V—E2ANFET DHEAE. INbbFERTEET,

ORI varyTiEH, IOV —ATHRIESNTZANSLLTO YT U AT OV T L E T,
L4~L7H—EANTIH, "R TPOBNEEICL N, 774 T U4 —/b, B— RKNF
P, BIXOEREThoOMAELEDEZD, SEIERERMEREN NS £9, b

[ CiscoAPIC AR EH A K. 1 —Z6.0x



I RRA Y MDD KRS Y b~anEGEAPIOUR ]

RaYHNO2ODOxY RARA Y NN T 7 AT U A —ABFET DG, N T 7y a—T ¢
YT U= R T FAT I F I T —=E T AT I g =N ) — T ~DE S L
FT, 200 RARA v MHIZR— RAT U —RNEETIHE, e— AT —FTO
HHREIS L CRRTEET (F—"—FTEHERTEETA) .

WOEIZT, NI TN a—TFT 47 7 4 PF— FTH

FESN/TZ L4 ~LT —E R U F ) &R

LTWE9,
SFyA 1 2 3 4 5 6
J—K# 1 1 2 1 1 2
FIN R GoTo FW GoTo GoTo. GoTo |FW-Golhough | SLB-GoTo |Fw. SLB
(vrf5y#l) |SLB FW. SLB (GoThrough,
GoTo)
7 — L3 2 2 2 2 2 2
9> 2—< |EPG EPG EPG L3Out L3Out L3Out
o854 #— |EPG EPG EPG EPG EPG EPG
TINAREA T |VM VM VM iy peiil LB bypiitl
a2 k349 ko |tenant aAVTX|IUTFRAN | IUTXFR|ITX [T e— L
1 P & 2 k ZEN
a8 E—F|L2 L2 L2, L2 L3, L2 L3 L3/L2, L3
H—EREE  |BSW BSW DL /PC E D FR— |vPC B DR —
~ k
547 E|FEX FEX FEX BHEOR— [BED B DO R—
5t ~ A= ~
H—/N\—EH | VvPC vPC vPC WEOR— @D S 0 —
~ A=k ~

IVKRERAVEDDBIVRERA Y CADEHAPID!) X F

PLTFIE, EPBEP~D (=2 RARA > MH) B CHERFRRR NI Ty a—T 4 T Uy
HPF—RAPIDO VU X T,

A UHBTIT 47 AP (172 X—)
* createsession API (173 ~X—72)
+ modifysession API (174 ~<—73")

T hI v H AP (175 ~—)
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B o 55977am

425359747 API

« traceroute API (175 ~<—37)

« span APl (175 ~—7)

« generatereport API (177 ~—3)
« A Y a—/LLAR— | API
« getreportstatus APl (178 ~<—3)
« getreportslist API (178 ~X—27)

» getsessionslist API (178 ~—13)
* getsessiondetail API
(179 ~—2)

* deletesession API

« clearreports API (180 ~<—3")

ezt hF 27 ~ APL (180 ~—73)

(179 ~<—3)

i |

(177 ~2—3)

T RRA b (ep) MOV RRA U MAORFEFUNT TN a—T 4 Ty a v &E
BT A I12iE, [REER! (interactive) JAPI #fEH L E 7, EY 2 — 4l
troubleshoot.eptoeputils.topo T, Bi%ki3 getTopo T3, *I&6%H APIIZ M4 H 7254k (req_args) I

- session T,

ROFIZ, 72 a 0518 (opt_args) & ENENDMHEZRLET,

BXDEREA

AT 32n51% (opt_args)

Bl

- srcep

EEITT RiRA o b4

- dstep Befoide = RARA > M4

- srcip EETLZRRALS L FDIPT RL A

- dstip Bt RARA V MIPT RL A

- srcmac ETE= L RBRA > h MAC

- dstmac B =2 KR A >k MAC

- srcextip L3 AERIEE L IP 7 KL A

- dstextip L3 AN e IP 7 R LA

- starttime N TNy a—T 7 &y arOBARZ
- endtime NoTNY a—T 4T By a v OKTEZ

[ CiscoAPIC AR EH A K. 1 —Z6.0x



createsession API

createsession API .

- latestmin BARREZI N BB D NI TN a—T 4 T Ry
va v ORFEME (5B

- description Yvia AT OoOWNTOHHA

- scheduler LAR— NERRDAr Y 2 —F4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTHLR—bDOT 4=~ b

- ui PWECRER (E4H)

- sessionurl LAR— ~OBFT

-action traceroute/atomiccounter @ start/stop/status 73 &

- mode PN T

-_de PR TRE

- ctx PR

U REAL UL (ep) BTV RBEA L hAD T TN a—F 4Ty a v ERTD
(21X, createsession API ZfifH L &7, € = — /L4 troubleshoot.eptoeputils.session T, B

¥01X createSession ¢,

createsession API D W ZH51%% (req_args) 13

-session (> g 4) TY,

ROFIZ, A7V a 0518 (opt_args) & ENENDOMHEZRLET,

(=340

Bl

AT ard51# (opt_args)

Bl

- srcep EETLTTY RRA LV M4

- dstep Bl = RARA > M4

- sreip EELTLZVRRA L FDIPT RLA
- dstip Bt = RARA U FNIP T KL A

- srcmac EEITT L FARA > F MAC

- dstmac Bide = KR A > k MAC

- srcextip L3IANERIEETCIP 7 LA
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- dstextip L3 AN e IP 7 R LA

- starttime NIV a—T 7 &y a OBARZ

- endtime NoTNY a—T 47 By a O TEZ

- latestmin BRAGHELIN BRI ET D N T TNy a—T 47 &y

oa ORI (53 HAL)

- description tyva TN TOHH
- format ERTHLR—b DT F—~ b
- ui WEBTREM (R
-action traceroute/atomiccounter @ start/stop/status 72 &
AT a—F
- srctenant V—A TV RKRA 2 bOTF > D4R
- srcapp V=R T RRA L NOT 7Y DA
- srcepg V=AU RIRA YV DT RiRA 2V ks T )—TFD
B
- dsttenant s RiRA v DT F 2 b DOLEI
- dstapp ST RiRA 2 hDT 7Y DL R
- dstepg SESET L RARA V FODZ Y RARA > b T —T7 D4
A1
- mode PN T
modifysession API
TURBAUb (ep) 22U REA LV FDNT TN a—T 47 By a VICEFETSHIC
%, modifysession API Z{f f L £9°, ¥ = — /L4 troubleshoot.eptoeputils.topo . B%kix
modifySession T3,
modifysession AP IZ 3725 %% (req_args) (. -session (& v a > 4) BEO-mode T,
WDFIZ, &7 aro51¥ (opt_args) & TNENOMHERLET,
BXDEREA 7L arm31% (opt_args) B
- starttime NoTNY a—T 47 vy a r ORRGERY
- endtime NoZTNANYa—T 007 By a O THEHA
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- latestmin BMEHFZIMN BT A o TNy a—T 4 v T Y
va v OREME (53 EL)

- description v g AoV TORA

Tr2vOHho5 APl

T RBRA b (ep) MOZU RRA L b~DT "I w7 AU E ByiaraERT5IC
%, atomiccounter APl Zfi ] L £, ¥ = —/ L4 Idtroubleshoot.eptoeputils.atomiccounter
T, B%kiEmanageAtomicCounterPols T9,

atomiccounter API (242272514 (req_args ) 1Tk D & B0 T,

* - session
T ayv

- E— R

N

(G¥)  atomiccounter API (ZIZA 7> a > D 51% (opt_args) 1EdH 0 £ A,

traceroute API

APIZERA LTy RAFA Y b (ep) BV RARA U RO ML —2)b— R~ ty v a W EER
3 511E, raceroute API Z{#H L £9, £ = —/L4 14 troubleshoot.eptoeputils.traceroute G,
B9%/3 manageTraceroutePols T3,

traceroute API (Z& 372514 (req_args) (ZiX, ROHLDONRH Y £,
c-byvay (Byvad)

« - action (start/stop/status)

T
X DR [ 7 a>d51% (opt_args) (Optional Hl:]
Arguments (opt_args)) ]
- protocol Z'a ka4,
- dstport SRR — N4

span API

TV RARAY R (ep) BTV RARA LV NETOANRV DN T TNV a—T 4Ty ay
ZAERCT 121X, span APL 2 fEH L £4, £ = — /L4 (3 troubleshoot.eptoeputils.span T, B
$% monitor T,

span API |2 4B 725 (%% (req_args) (X, U TFObLDEEHRET,
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B svanar
s -session (&v i = 4)
s - action (start/stop/status)
WOFRIZ, 7> ar0514 (opt_args) & ENENOFMHEZRLET,
X DA A7 a>n518 (opt_args) FREA
- srcep EETLTT RRA LV M4
- dstep Bt = RARA > M4
- sreip EELZVRRA L FDIPT RLX
- dstip e RARA L FIPT LA
- srcmac FEEITT Y FARA >k MAC
- dstmac Bt = R A > b MAC
- sreextip L3IAMHBEEFEILIP 7 R LA
- dstextip L3 Ao IP 7 R LA
- starttime NIV a—T 47y arOERA
- endtime NoTNa—T 4Ty ar O TR
- latestmin BRGRREZI DB T D N T TN a—T 4 7

v va ORI (53 HAL)

- description Ty va AT OWTOFMA

- scheduler ViR— MERD A r ¥ a—T 4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTAHALR— D7+ —~< v

- ui WEBCREH] (4R

- sessionurl LAR— FOSHET

-action traceroute/atomiccounter (D start/stop/status 73 &
- srctenant EETTTZ Y RRA L bOTF 2 b DLH]
- srcapp EEITET Y RRA >V bOT 7 U OL4H]
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generatereport API .

- sreepg EETLTZ RRAL L O RIRA v kT —
T DL
- dsttenant AT RiRA v DT F v b DL R
- dstapp ATy RRA > T 7Y D4R
- dstepg SEdETy RiRA v FOZY RiRA v N T —F
DA HI
- mode PR T
- _de PR
- Ctx W%B’G'{ﬁﬁﬁ
generatereport API
APIZHEH LTI I NVva—T 0 7 LAR— M&ARKT HI21E, generatereport API % i ]
L¥7, ¥ =—/L41Z troubleshoot.eptoeputils.report ¢, B8%ti3 generateReport T3,
generatereport APL (Z 4827251450 (req_args) 1%, -session (> 3 4) XU -mode T
@—O
WDOEIZ, T ar051% (optargs) &ZFNTNOHMAZRLET,
X DA 7T a2 m51$ (opt_args) ERBA
- include Obsolete
- format ERTHLR—FDT7 4 —<v b

A5 a—)LLHR— k API

APIZEH LT RV a—h LiR— FOAERE A 7Y 2 — /L3 5I2i%, schedulereport API
ZEH L E9, €Y 2 —/1413 troubleshoot.eptoeputils.report . Bi%%i% scheduleReport ¢
7" schedulereport API |[Z ¥4 22725 |4k (req_args) (3 - session T

schedulereport API (Z 422725145 (req_args) (21X, LT O ONREENET,
e -session (Zy g A4)
s -scheduler (A7 ¥ 2—F4)

e - mode

WDFIZ, &7 aro51¥ (opt_args) &TNENOMHEZRLET,

BXDEREA

AT ard518 (opt_args) Bl

- starttime NS TN a—F 10 &y g ORMEE
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. getreportstatus AP|

- endtime NoTNYa—T 47 By a O TEZ

- latestmin BHIEREZ BT A N T Iy a—T 40 &y
oa ORI (53 BAL)

- include Obsolete

- format ERTAHALR—F DT+ —<v |

- action traceroute/atomiccounter @ start/stop/status 7 &

getreportstatus API

AP ZfiH L TR SN VAR — FO AT —Z Z 2457 5I21%, getreportstatus APT % fifi
L%, €Y =—/L4IZ troubleshoot.eptoeputils.report ©, BE%%iX getStatus T3,

getreportstatus API (Z 4 BE72 5140 (req_args ) (ZIRD &0 TT,
e -session (v 3 4)
e - sessionurl (< 3 > URL)

* - mode

N

(GE)  getreportstatus API (21347 L = > D514k (opt_args) 13H YD FH A,

getreportslist API

APLZfi I L TAER SN VAR — PO U R M & HfF3 %218, getreportslist AP Z {1 L £97,
¥ = —/V4 13 troubleshoot.eptoeputils.report ©, B%4i3 getReportsList T3,

getreportslist APT [Z B 72544 (req_args) (&, -session (> a > 4)BELU-mode T,

N

(GE)  getreportslist APT 21X, A7+ a2 > D54k (opt_args) (ZH 0 XA,

getsessionslist API

APIZEHLCh I TN a—T 407 By a0l A NERST 5121, getsessionslist
API M L ¥ 9, €Y =—/L41Z troubleshoot.eptoeputils.session T, FHEI getSessions T

D
getsessionlist API @ 28754 (req_args) & - mode T,

N

(GE)  getsessionlist API (21X, A 7Y a D54 (opt_args) (3H 0 FH A,
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getsessiondetail API

getsessiondetail API .

APIZEHA LT RTINS a—T 47 By a AT AREOFMLEET A1201Z

getsessiondetail API Zf#i ] L 3", &3 = — /L4 13 troubleshoot.eptoeputils.session T, BE%ix

getSessionDetail T,

getsessiondetail APT |2 /B 725 %% (req_args) (%, -session (Ev iz 4) BLU-mode T

‘j—O

)

deletesession API

(GE)  getsessiondetail API (Z

A7 a o515 (opt_args) 1XH D A,

APLZMEH L TRED NI TNy a—T 4 7 By g Y &HIERT 5I121E. deletesession API
A LET, Y= —/L4 13 troubleshoot.eptoeputils.session T, #8E 13 deleteSession T,

deletesession AP1 D ZHA[#4 (reg_args) 1% -

session (z v ¥ 3 »44) TY,

WDFIZ, A7 aro51¥ (opt_args) & ZFNENDOFAZRL ET,

BX DA

AT arm518 (opt_args)

BLL]

- srcep FEILT Y RARA M

- dstep W — 0 RIRA "4

- srcip EETLT = RRA U FDOIPT KL A

- dstip Bl FRA L FIPT FL A

- srcmac WEEITTZY RARA > MAC

- dstmac e = FAA1 > b MAC

- srcextip L3AMIEEICIP 7 KL A

- dstextip L3 M e IP 7 R LA

- starttime NZ TN a—T 4T 'y a r ORGREA]

- endtime NZG TN a—T T 'y a O TR

- latestmin BIGEHFZIMNLBRRT A o TNy a—T o T Y
a ORI (53 HAL)

- description v g AT OV TORA

- scheduler ViR— MERD A r ¥ a—T4

- srcepid Obsolete
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. clearreports API

- dstepid Obsolete

- include Obsolete

- format BT HLAR—RDT +—~v v b

- ui PESCREA (B4R

- sessionurl LR— kN OBFT

- action traceroute/atomiccounter @ start/stop/status 73 &
- mode PN Tl

- _de PR TRE

- ctx PR

clearreports API

APL ZfEH L CAERINIZLA— DY A N& 27 U T3 51214, clearreports API i L &
9, E Y = —/L4 13 troubleshoot.eptoeputils.report ¢, Bi%%iZ clearReports T3,

clearreports APL IZ 42725 #% (req_args) 1%, -session (&> a3 4) B L0V -mode TT,

\)

(GE)  clearreports API IZi13 47 Y a D54k (opt_args) 1ZH 0 £H A,

ar k32 APl

APIZEHLCay b7 7 MERETUIST HI2IE, contracts API #fEH L £§, £ =2— L4
IZtroubleshoot.eptoeputils.contracts ¢, B4%t/3 getContracts T3,

contract APL IZ B 7251 % (req_args) 13, -twvi 3> (-session) (v ar4) &-E—
K (-mode) T,

contract AP {ZITA 7T a » DF# (opt_args) 1IH Y FHA,

IVRERA IS LAY IHNERESD API Y X b

PLFIE, EPYBEP~D (=2 RARA > MMH) B CHERFRRR NI Ty a—T 4 T Uy
PF—RAPIDO U X T,

e AVHTTT 47 AP (181 X—)
«EHE v 3 APL (182 ~—)

c T FI v h X APL (184 ~X—)
« traceroute API (184 ~—72°)

e span API (185 ~—2)
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1248354951 7a0 |

» generatereport API (186 ~~—737)
« AV a—/LR— b API (187 ~—7)
« getreportstatus APl (178 ~<—3)
« getreportslist API (178 ~X—27)

s clearreports API (180 ~—1)

« createsession API (181 ~—72)

» getsessionslist API (189 ~—<2)

» getsessiondetail API (190 ~X—2)
« deletesession API (191 ~—<)

« a2 77 APL (191 X—72)
e ratelimit API (192 ~<—)

¢ 13ext API (193 ~<—7)

T RARA R (ep) HLAF¥3 (L3) ~ONBXFEH N T TN a—T 4 T By a Y
YRGS AL, [REEE! (interactive) JAPI ZfEA L4, TV a2— 41X
troubleshoot.epextutils.epext_topo T, Bid%kidgetTopo T4, xiaif API IZ X372 5]4K% (req_args
) IZ, -session, -include, 3 X U'-mode T,

WORIZAT v a o OF % (opt_args) HNERINTNET :

BX DA

createsession API

[T a>d51% (opt_args) Bl
(Optional Arguments (opt_args)) ]

- refresh

AP ZfEfHL T RARA  h (Bp) 2B LAY 3 (L3) ~DINBRN T TN a—T 4 7

v ya rE2ERT HITIE, createsession AP 2 L £4°, Y 2 —1 4%

troubleshoot.epextutils.epextsession ¢, Bg%iX createSession T, createsession AP1 D #4245 %k
(reg_args) % -session (&> a %) TT,

WDOFKIZ, AT aro51¥ (opt_args) &TNENOMHAEZRLET,

BX DA

AT arm51# (opt_args) Bl
- srcep FETLTTZ Y RRA v M
- dstep Bfoide = RaRA v N4
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- srcip EETLTZRRALA L FDOIPT RLA

- dstip Bt RRA 2 FIPT RL R

- sremac EETL=r RARA > b MAC

- dstmac Bt = R A >k MAC

- sreextip L3 SMBIAEITIP 7 K LA

- dstextip L3 MR TP 7 KL

- starttime NTZTNYa—T 47 &y arOMMBIEA

- endtime NIV a—T T vy a O TR

- latestmin BRIRHEZ N DBAET D T TNy a—T 4 T &y
va ORI (47 HAL)

- description tvig IOV TOHB

- scheduler LR— NERD A 2 —F4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLUR—FDT7 3 —~<v b

- ui P CRE (4R

- sessionurl LAR— ~OBFT

-action traceroute/atomiccounter @ start/stop/status 73 &

- mode PN T

" do P G

- ctx PR

EEr v 3> APl

T RARA b (Bp) L AF¥3 (L3) OB T TN a—T 40Tty a AEHETD
1Z1%. modifysession APl Z{# ] L £9°, ¥ = —/L4 1 troubleshoot.epextutils.epextsession
<. BT modifySession T4, modifysession API D %7854k (req_args) & - session (>

varvs) T,

WDFIZ, T a 0518 (opt_args) & TNENOFHHERLET,
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BXDEREA

A7 arm5% (opt_args)

Bl

- srcep

EETTTy RiRA o b4

- dstep Bte = R4 U M4

- srcip EETLTZRRAL L FDIPT RL A

- dstip Vi RIRA LV FMIPT KL R

- srcmac ETE= L RBRA > b MAC

- dstmac Bide = KR A > k MAC

- srcextip L3 AERIE{ECIP 7 KL A

- dstextip L3 AN e IP 7 R LA

- starttime NG TN a—T 47 &y a ORI

- endtime NZTNY a—T 47 By a O TR

- latestmin PAGREZI DN BBRAT D N TNy a—T v 7 &y
a ORI (57 HAL)

- description g U ICHONTOMHA

- scheduler VR—MNERDAF Y 2—F4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLER—FD 73—~ v k

- ui WES TR (HE)

- sessionurl LR — kDT

-action traceroute/atomiccounter @ start/stop/status 7 &

- mode PR TRE

& P T

- ctx PR T

Cisco APIC 2AHEH 1 K. J—260x [}



i |
B 7rs00n905am

Tr2vOHho3 APl

T RARA N (ep) MBTU RARA L bADT "I w7 hor B By aBERTHIC
I%. atomiccounter APl Z{i ] L £, & = —/ /L4413 troubleshoot.epextutils.epext_ac T, B
#% manageAtomicCounterPols T3,

atomiccounter API (4725140 (req_args) 1ZkD &30 TH,
e -session (v 3 4)

« - action (start/stop/status)

WDFRIZ, A7 aro51¥ (opt_args) & ZFNENDOFHAZRL E9,

X DERHA AT ard518 (opt_args) EBA

- srcep EEILT Y RARA N4

- dstep Hefoide = RaRA > M4

- srcip EETLZVRRS L FDIPT FLA

- dstip Pfeem RARA L MIP T KL R

- srcmac EELT RiRA o~ b MAC

- dstmac BEgide = R A > s MAC

- srcextip L3 AMAEFILIP 7 R LA

- dstextip L3 SMs#ERi e IP 7 R LA

- starttime NGNS a—F 4 7 vy a OB

- endtime NoZTNYa—T 007 By a O THEHA

- latestmin PHAGIR RGBT 2 R T TNy a—T 4 7 &y
a ORI (53 BL)

- ui WNESCREM (2R

- mode PR T

- de PN T

- ctx PR T

traceroute API

APL Z{EH L C LA ¥ 345 traceroute N7 7NV a—T 47 By va DTy RRA v
L (ep) ZAVERLT BI2iX, traceroute API ZfEfH L £4, £V 2 — 41T
troubleshoot.epextutils.epext_traceroute T, Bd%ti% manageTraceroutePols T,
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traceroute AP (22725150 (req_args) (21X, ROLDOBRH Y £7,
«-session (tv i a4)

« - action (start/stop/status)

X DA A7 a>m51% (opt_args) EiEA
- protocol =0 = 4
- dstport SRR — N4
- srcep BETZ RRA b
- dstep ST RaRA > b
- srcip FETIPT RL A
- dstip 55 1P 7 K LA
- STCextip EETTIMNBIP 7 R LA
- dstlp Pl SR IP 7 R LA
- ui WER TR (R
- mode PN T ]
T de Ay
- ctx R T
span API

T RRA b (EBp) 2B AY—3 (L3) ~DABANRL DT TNy a—T 40T &y
va Y EERT DI, span APL 2 H LEd, Y 2— 40
troubleshoot.epextutils.epext_span™C. E4%%i% monitor T,

span API [Z4BE725 (%% (req_args) (3. U TFDObLDEEHRET,
s -session (Bv v a4)
« - action (start/stop/status)

* - mode

WDFIZ, &7 a 0513 (opt_args) & TNENOMHERLET,

X DA AT ard518 (opt_args) Bl
- portslist R—hFDU Ak
- dstapic BE#e st APIC
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- srcipprefix EETLTZ RARA L FDIPT RLATF LT 4w
7 A

- flowid [Z7mr—ID (FlowID) ]

- dstepg Bl = R RA v b Fv—7

- dstip Bfifen RARA > FIP T RL R

- analyser 77?

- desttype 5644 A4 7 (Destination type)

- spansrcports AN =R R— |

generatereport API

APIZEH L TChI T NVya—T 4 7 LAR— M &ARKT 5I21E, generatereport API % {i ]

LE7, €Y= —/4I1d troubleshoot.eptoeputils.report ., BH%%i3 generateReport T,

generatereport API (2B 72515 (reg_args) 1Z[-EvPa> (-session) | (v ar4) T

T

WDFIZ, &7 aro51¥ (opt_args) &TNENOMHEZRLET,

EX D 7L arm51% (opt_args) Bz

- srcep BETT Y RiRA Vv 4

- dstep Hefoide = RaA > M4

- srcip FEELXZVRRA L FDOIPT FLA

- dstip Pt~ RARA L FIP T KL R

- srcmac EEILT Y RARA > s MAC

- dstmac B = FARA > MAC

- srcextip L3 AMAEFEILIP 7 R LA

- dstextip L3 #MEEERwi e IP 7 K&

- starttime NGNS a—F 40 vy a OB

- endtime NoTNYa—T 007 By a O TEHA

- latestmin BHIEREZIIN O BRIET 2 R Ty a—T 4 7 &y
voa ORI (GrHAL)

- description tvia IOV TOMBH
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- scheduler ViR— NERDA TV 2—TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ARTHLR— D7 4 —~ > k
-ui WERTREM (R

- sessionurl LR— kN OBFT

-action traceroute/atomiccounter (D start/stop/status 72 &
- mode PN T

- _de PR A

- ctx PR

A< a—)LLH— APl

APIZMHL TR 7V a— |k LiR— hOAERKAE A7 Y 2 —/3 5121, schedulereport API
R L %4, £ =2 —/L413 troubleshoot.eptoeputils.report <. R8%%i% scheduleReport T
7, schedulereport API (2 & ZE 725 %k (req_args) (X [-twv 3> (-session) ] TY,

schedulereport API DM BE72 5147 (req_args) (21X, AFOHLONREENET,

e -session (Bv g 4)

s - scheduler (A7 ¥ a2 —F4)

WDOFIZ, &7 ar051¥ (opt_args) & TNENOMHERLET,

‘X0

'_E_Iu“:I

B

7T a2 m518 (opt_args)

‘E-IDII:I

B

- srcep EEIE=r RARA > b

- dstep ST RaRA v b

- srcip EETLZ RERALA L FDIPT FLA
- dstip Vit R4V FIPT KL A

- srcmac HEETLTT Y RARA > MAC

- dstmac Bt = R A >k MAC

- sreextip L3 SMIEEILIP 7 K LA

- dstextip L3 MRS TP 7 L&

Cisco APIC 2AHEH 1 K. J—260x [}



. getreportstatus AP|

i |

- starttime NTZTNYa—T 47 &y a OB

- endtime NTZTNYa—T T vy a O TR

- latestmin BMEHFZIMN LRRRT A o TNy a—T 4 T Y
va ORI (47 HAL)

- description v g AT OV TORA

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLR—FD 73—~ k

- ui WEBCREM (R

- sessionurl LAR— kDT

-action traceroute/atomiccounter ¢ start/stop/status 7 &

- mode PR TRE

- de PN Tl

- ctx PR T

getreportstatus API

APL 2 L TAER SN LR— DO AT—Z ZEF5GT 5121, getreportstatus API % 1
L¥7, ¥ =—/L4I1Z troubleshoot.eptoeputils.report ¢, B8%3 getStatus T3,

getreportstatus APLIZ B2 548 (req_args) 1ZkdD & B0 TT,

e -session (Bvy a3 4)

o - sessionurl (£ =3 URL)

* - mode

\)

(GF)  getreportstatus API (213472 a3 D54 (opt_args) (3H 0 £H A,

getreportslist API

APLZ M L TR SN VA= DU X & BfF7 5I21%, getreportslist API Z ] L £ 77,
¥ 2 — /L4 13 troubleshoot.eptoeputils.report ¢, B9%%i% getReportsList T,

getreportslist APT (243725 %% (req_args) (%, -session (& v 2 4) B L0 -mode T,

Cisco APIC EARTEAHA K. 1 1)—X6.0x




getsessionslist API

\)

getsessionslist APl .

(GE)  getreportslist API |21, A 7Y a3 > D54 (opt_args) (ZH 0 £H A,

APIZHHLCh T TNV a—T 407 EyarD) A MERET 521, getsessionslist
API 2 L £9, ¥ = —/4 iZtroubleshoot.epextutils.epextsession C., BE%iZgetSessions T

T

\}

CE) ZoOAPLICIIMEDRIEIZH Y 8 A,

WDFKIZ, A7 aro51¥ (opt_args) &ENENOMHAERLET,

BX DA

T arm51% (opt_args) B2l

- session o al4

- srcep FEILT Y RARA VM

- dstep Befide =2 RARA v M4

- srcip EET TV RBEAL L RDOIPT RLA

- dstip Bt FARA 2 FIPT KL A

- srcmac EEIT= L RKARA >k MAC

- dstmac B e = KA1 > s MAC

- sreextip L3 AMHBEFILIP 7 KL A

- dstextip L3 #NaEEme e IP 7 R LA

- starttime NTZTNYa—T 47 &y a s ORRRRZ

- endtime NoTNYa—T 407 vy g OKRTEA

- latestmin BARREZI N OBRMGT D NI TN a—T 4 T kY
a ORI (53 BAL)

- description tvig IOV TOHH

- scheduler ViR— NERDA TV 2—TF4

- srcepid Obsolete

- dstepid Obsolete

Cisco APIC 2AHEH 1 K. J—260x [}
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- include Obsolete

- format AT HLR—FDOT +—~ v b

- ui PERCREA (B4R

- sessionurl LAR— DT

- action traceroute/atomiccounter @ start/stop/status 7 &
- mode PR T

T de PR T

- ctx PR TRE

getsessiondetail API

APIZEHA LTRSS TN a—TFT 47 By a BT AEED

AR A UG 2121,

getsessiondetail API Zffi ] L £9°, £ = —/L4 (% troubleshoot.epextutils.session T, B%E
getSessionDetail T3, getsessiondetail API D ¥ ZHF |4k (req_args) 1% -session (&> a 4)

‘/C\“@_O

WDFIZ, A7 aro51¥ (opt_args) & ZFNENDOFAZRL E9,

X DERHA AT ard518 (opt_args) Bl

- srcep EEIT Y RiRA > M

- dstep Pt = RARA M4

- sreip KEETL T RRA L FOIPT RLRA

- dstip i~ FRA L FIPT R A

- srcmac EETLZ L RARAL > - MAC

- dstmac Vet = RaA£ > b MAC

- srcextip L3AMIEEICIP 7 KL A

- dstextip L3 M e IP 7 R LA

- starttime NoTNY a—T 47 v a r DORAEEA

- endtime NIV a—T 4T vy g DK TEA

- latestmin BIGEHFZIMNGBRRT A o TNy a—T o v T Y
a ORI (53 AL

- description v g AT OV TORA

[ CiscoAPIC AR EH A K. 1 —Z6.0x



deletesession API

clearreports API

a2 k32 APl

deletesession API .

- scheduler ViR— NERDA TV 2—TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ARTHLR— D7 4 —~ > k
-ui WERTREM (R

- sessionurl LR— kN OBFT

- action traceroute/atomiccounter (D start/stop/status 72 &
- mode PN T

- _de PR A

- ctx PR

APLZWHH L CTHED T TNy a—T 47 vy ar wHIERT 5I21E. deletesession API
A LET, EY =2 —/L41 troubleshoot.epextutils.epextsession C. BE%%iL deleteSession T
D

deletesession APT [Z 4 F 72545 (req_args) 1. -session (&> a3 >4) LU -mode T,

\)

() deletesession API (Z{X A 7Y a > D54k (opt_args) (£H 0 FH A,

APL ZfEH L TR SN VA= DU A NE2 27 U T3 51214, clearreports API Z{fH L &
9, E =2 —/L4 13 troubleshoot.eptoeputils.report T, B%ki% clearReports T,

clearreports APL [Z 422725 %% (req_args) 1%, -session (v a3 4) B L0 -mode TT,

\)

(GE)  clearreports API (21347 Y a D54k (opt_args) 1ZH Y £H A,

APIZEH L Cay h 77 MEREZTIST HI2IE, contracts APL Z#fEH L £§, £ =2 —L4
IZ troubleshoot.epextutils.epext_contracts T, B8%ki3 getContracts T3, contract API |Z 087
51%& (reg_args) I&-session (v a4) TY,

WDOEIZ, T ar051% (opt_args) &FNTNOHHEZRLET,

Cisco APIC 2AHEH 1 K. J—260x [}
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B ratelimit API
X DA AT 32n51% (opt_args) Bl
- srcep EET RARA LV M
- dstep Bt = RARA v M
- srcip EETLZRRALA L FDIPT RLA
- dstip B RARA U FIP T KL A
- sremac EET= KR4 > b MAC
- dstmac Bt = R A > b MAC
- srcextip L3 /MR IP 7 R LA
- dstextip L3 AN e IP 7 R LA
- starttime NI TNy a—T 47 kv a  ORERZ
- endtime NFTNYa—=T 47 By ar OKTRA
- latestmin BAARFZ D DRRMGT D N T Ty a—T 4 v T
a o ORFHEME (53 AL
- epext TV RARA MBI~
- mode PR
- dc PR C i
- ctx PN T
-ui WEBTREM (R
ratelimit API
Ok 7 T a T, ratelimit APLICBET DIz LES. TV 2— 141
troubleshoot.eptoeputils.ratelimit T, B3%kiX control T3, ratelimit API 2% 27254 (req_args)
IZ - action (start/stop/status) T,
WDFKIZ, A7 a o518 (opt_args) &TNENOMHERLET,
BX DA F 73 >m51% (opt_args) Bl
- srcep EET L RARA v M
- dstep Peftdc = RaRA > M
- srcip EETLTZRRALA L FDIPT RLA
- dstip Bt KARA U RN IP 7 KL A

[ CiscoAPIC AR EH A K. 1 —Z6.0x



13ext APl [}
- sremac HEETL=r RARA > b MAC
- dstmac ¥ = A1 > b MAC
- srcextip L3 MMEFEILIP 7 R LA
- dstextip L3 A sc IP 7 KL A
- starttime NZTNYa—T 47 &y a OB
- endtime NTGTNYa—T T vy a O TR
- latestmin BAEHEZIMNLRRR T A2 o TNy a—T 4 v T Y

va v OFFEF: (4 EAL)

- epext T2 RRA 2 F BN~
- mode R ¢
- de PR O
- ctx PR ¢
13ext API
Zokrva T, Bext APLICBT DMzt L £, TV =2—1403
troubleshoot.epextutils.I3ext ¢, BI%tiX execute T3, 13ext API (24 E 7255 (req_args) 1 -
action (start/stop/status) T,
WDORIZ, A7 a0k (opt_args) &ENENOHHERLET,
BX DA AT a>m51% (opt_args) ZREA
- sreep FEILT s FARA M
- dstep Bfoide = RaRA v M4
- srcip EEIL T RRAL L FDIPT RLR
- dstip Bt RARA L FIP T KL A
- sremac EETTTy KR~ > b MAC
- dstmac B =2 RaRA >k MAC
- srcextip L3 AMBEEILIP 7 R LA
- dstextip L3 SR e 56 IP 7 N L A
- starttime NI a—TFT 4T Ty g DB
- endtime NFGTNY a—=T 47 By a O TERH
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- latestmin BMEHFZIMNBRRR T A o TNy a—T 4 v T Y
va ORI (4 AL

- epext T RAHA v R DA~

- mode PR

NTFDOREIDOEEDHEE

ATy
ATvT2

ATvT3

ATy T4

Cisco Application Centric Infrastructure (APIC) THER (MEROEL /R L) #1175 L, #@F. £
TN ENRTIThN £9, 727 L. Cisco APIC CRIENRAE LT ti GUI T
Fx=v 7 LT, EEAMIR> TRV — P —REARERA T V=7 M %$76b7/%
73 arnNeLMEIDEMEGRTCEET, NRXVOEREMHL T, Ty TITEILTHI &
DTEET,

Cisco APIC GUI O [fZRERBEBH DA T2 =¥ + (Configuration Objects Pending
Resolution) ]33 /LZiE, B THDHEORHDHEMNE I hRFrREINET,
3B BRI

FIE

Cisco APIC iz 7’4 > LE T,

W DA LICHIRET A 2> (WEOFLE) 27V v 7 L, [HEROBEHDORERE (ConfigSync
Issues) | ZEIRL 9,

[fRRZFBhOERT T4 b (Configuration Objects Pending Resolution) ] /3% /LT,
T =T AR Y A B SITORODDER L E T,

T M PR E ROMEIZH Y A,

T MIBRHEIBERIE. T NDEREF Y IF Y L, TR T ELEF VR R—MED
ﬁ?‘*_{%ﬁﬁbi%

A—H—FO T4 ET 14 DERTR

BELF D Cisco APIC &> b7 v 7OEFIZK S Wichd, EHE X [A—Y—TFI9T1ET«
(User Activities) WEREZFEH L C, =2—V—NFET LT 7 v a v 0 2B OREREEZFZ R T
XFET, BET XX, T2 avBDRELZEEDIALAZ T T varwFETL
fra—W— 2=V —RNET LT 7 vay, BEBEZTLAT Vo7 b, BIOHHNE E
nEJ,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



1-—4—-75571E51~075t2 [

A—YHY—TFI9TA4ETANDT7IER

[1—%— 79T 4 ET 4 (User Activies) ] 7 1 > R TlE, Cisco APIC GUI THEIT &417-
2—P =TI T4 T 4 D2 AEMOREREEERTEET,

FIE

ATV TN A=a—N"=0b, [VRTL (System) 1>[F7¥ T4 7 £y 3> (Active Sessions) ] % %
WLETF,

[79T47 vy 3> (ActiveSession) 17 1> RUBNFRENET,

RTVFT2 7747ty varaiz )y L, [A—Y =TI T4 ET 1 (UserActivies) ] %8R

L/iﬁ—o
2—PF—=T I T AT 4 DY R IRERINET,
G¥) 74—V ROFHIZOWTIL, [P2 T4 7 vy 3 > (ActiveSession) 17 1~ K
T EMO~NNT T A2 E ) v LT, ST T AN ERRLTLIES
U,

AT T3 Fav 7 Xy A=a—0 [REDTY 3> (Actionsinthelast) 1227V v 27 LT, =—
P=T I T4 T 4 HRTRT LB ERLET,

HARAABETFSA YT ED2—JLIZDOINT

ELAM GHAABGHELT T A P BV 2—)1) X, A3 ASIC ODNFZEHR, /7 v bR
ﬁﬁ%%@%?ét@@l//%?)/ﬁ/%”T?oHAMﬁ\@%N47§4V®$’ﬁ
FIAFENTNT, XTI p—vwrREaria—)L FL—r Y —RTBE KT TIT
NWEA LTy My 7Fx¥ TXET, ELAM X, ROMEEZFITTEET,

R NN T F T =T 4 T D UAZRGE LN E D I E TS
« ZIE L7 DR — k& VLAN Z2487E7 5

Ty hERTTD LAV 20bLAY4DT—4)

« NGy RREEINTGFT CER SN E D D EHERT S

FDAT RA Yy TFOBERERE I TD ELAM LAR— DA R

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U —ZTiX, ARDFE0D % &g
feSiz ELAM 288 AShvE Lo, filgti )2 ¥R — b4 5 01d, EX, FX 7> FX2 73 A
A Y FHDEBEZHDAA vF FTNEFTT, FV2TF AL v FTiE, ROFIAHENF
T
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B =025 21 v FOmBKESL A TO ELAM LK— O£

ATy

ATy T2

ATvT3

ATvT4
ATvT5

ATvT6

FIE

ELAMY — V% SET LT, /7y MBXEEREZNELET, ERa~r RE T A=,
N—R7=2TIZL>TERY £7,

ereport =~ R&FAF LT, AU PFATBR L MR O 4 v MEEREH ELAM L AR— R
ZERL 9,

&1

module-1 (DBG-elam-el6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt

module-1 (DBG-elam-el6) # exit
module-1 (DBG-elam) # exit
module-14# exit

apicl-leafll# cd /tmp/logs
apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt

pretty elam 2019-09-04-51m-13h-30s.txt
apicl-leafll#

ELAM (X, /17 7 AV % /tmp/logs/ T 4 V7 M UIBRIFLE T, ZOHITIL,

elam 2019-09-04-51m-13h-30s.txt 7 7 A /W24 U P F/JEAD ELAM L AR — kT,
pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A AW fEIEHNO ELAM LA — KT
T, 72770, ZOFFETIHBEKERO 7 7 A V3220 £9, fEETLR— NS
DI21E, BIMOFIREZFETT HH0ERH Y £,

F U PFAFERD ELAM LR— k% Z— R— A FD /bootflash T4 L7 FVIZT w7
o— RNLE9,

ZOFITIX, ZOLVAR— MEelam 2019-09-04-51m-13h-30s.txt 7 7 A LT,
EE L LT A— =AY cu A LET,

/tmp, ETIFEH -V —NEZARMEREHALEOT 4 L7 NVICBEILET,
i

# cd /tmp

AV UFAHEAD ELAM LR — MZxf L, decode_elam_parser =~ > K& %7 L £,
1 -

# decode_elam parser /bootflash/elam 2019-09-04-51m-13h-30s.txt
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BET+—LT75 48— X4 v FOESHEATOEAM Li— ro%r ]

decode_elam_parser @~ > Ri&, il 17 7 A VEZBHIEOT 4 V7 B VITRFELET,

BEEIA+—LIT7I3—RAYyFOEZEATO ELAM L7R— D AR

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U —AZTiX, ARDFE0 % &g
feEh7c ELAM BV A S E L, flilst ) Z2 AR — M 2013, EX, FX 9 FX2 234
A TFHOBEEIZHDAL v F FETNET T, BETA—L T7 274DV —7 A vF L
ANA 2 Ay FITE, ROFNEZEH L ET,

FIE

ATY 1 ELAMY — VA2 FT LT, 7y MREEREAZINELET, Efa~y RET A= T,
=R =2TIZH-oTRRY £,

RTw T2 ereport 2~ REFEITL T, AV VB EMKIEXD V7 v MEEE R ELAM LAR— K
ZVERCL 77,

1 -

module-1 (DBG-elam-insel6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt

module-1 (DBG-elam-insel6) # exit
module-1 (DBG-elam) # exit
module-1# exit

apicl-leafll# ed /tmp/logs

apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt

pretty elam 2019-09-04-5Im-13h-30s.txt

apicl-leafll#

ELAM (X, 17 7 A V% /tmp/logs/ 74 L7 P VITHRAFLE T, ZOFITIE,

elam 2019-09-04-51m-13h-30s.txt 7 7 A /LA U VT VJEAD ELAM L AR— kT,
pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A AWl NO ELAM LA — T

j—O

acidiaga~<v > F

Cisco APIC TD N7 7Ny a—T 4 > ZEAETIE, acidiag =~ > FEMHLET,
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. acidiaga< > K

EE Zoawr NI ACIO BERIABEZ HINE LEEbOTES Y A, a<vy FOTRToO
FERIT. HERITRELE R MR D 0 | BYNTHA LRV &Ry b U — 27 (CE KRR HEN %
ETBHANHY T, ITTHHNC. 777V v 7 ~OREREBEIEMKL T LSV,

AP X E= el

acidiag

acidiag avread

acidiag fnvread

acidiag fnvreadex

X DR F7vay HeE
avread 7T AZNDAPIC #FK -~ L £9, avread DH]
JNIRD LY TH,
e Clusterof : BifE+T 57 T AXZ DY A X

e out of target : MR T AL P A X

s active= : APIC 23BIZER[EENE 2 AR L
EScn

« health= : 2{KA972 APIC O 1E & MEOREEE,
EFEZaTHMET LTS —E 2%
FRLET,

o chassisID=: FTE® APIC \Zx19 B EEEND
¥ —3v 1D,
GE) HAEZ T A X272\ APIC |12
DOWNWTIHE, B v —T 1D
MNIEL L Z2WAREMER H U F
7,

bootcurr WEIOREENEFIZ, APIC ¥ A7 Al Linux 73—
T4 a VNOBEDAPIC A A —T ZiEdE L
9, 2o T a 0, BEIMEHSRE
A,

bootother WIEIDEERFIZ, APIC > A7 A3 Linux 73—
T4 a OURIOAPICA A —VaEELE
T, ZOF T a i, BEIXEHINERE
Ao

[ CiscoAPIC AR EH A K. 1 —Z6.0x



acidiaga <> K .

TF7oay HEEE

bondOtest U — 7~ APICEG DO HFWrT A~y T,
VAIAOWEST A N HITORER SVET,
NS TIE, 777U v 7 ~D APICH#Hi T
RUENHAET A AR H Y 77,

fnvread 777V TIZBEEENTWVWDAL vF ) —
Ko7 FLAELREAZFRLET,

fnvreadex T7 7V 7RI TWDAL v TFD ) —
KFOEMNEHRZFR R LET,

linkflap FEESNTZAPICA v X —7 = A A%&EIEB X
Ny 77 w7 LET,

preservelogs

APICIIBEDO R 75T — A4 7 LE 9, @
OFEEIFIC, ZAUIHBIMICREL T,
X T va ik, ~— K U7 — ORI
HAT&xET,

run

FHAEEZR 2 DDA T 3 X, iptables-list
& lldptool T, iptables-list | £, HELT o b
a2 h7 7 NI Ko THilf# £ 41 % Linux iptables
ZFRRT DO ENE T, lldptool I,
APICIZ & » TERZAf5E S5 Ndp 1 & Fond
LIS ET,

rvread

T—H LA YOREBEER L ET, HIITi
KV —ERADOT—% LA YORBEOBENE
RENET, ¥y —Rb=2—llE, v7U 70
DHIECERRINET,

acidiag rvread service

TRTOLT IV IDOFTRTOY ¥ — R TOHP—
EADT =X LA YOREEZFRRLET,

GE) Flizo>nwTix, #1 (203 X—)
EEHRLTLTEE0,

acidiag rvread service shard

FTRTOLT Y BOFED Y v — FTOF—
EADT =5 LAY ORMEEFRLET.

GX) FlizownTix, #l (203 X—)
ZHERLTLSEE N,

acidiag rvread service shard replica

BEDYYy—RELT Y I TOY—EZADT—
X LA VYOREEZERLET,

G¥) Bz oW CiE, # (203 =X—2)
L TLTEE,
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TF7oay

HaE

validateimage

AA—Th Ty =07 UARYRYIZr—
RIDHNC, A A=V ERFECEXET, 2D
L, VAR MVICBIMEND A A—D
TR AOBEO—FHE LTEITEINDZ &
WCHEHERBE LT &,

validateenginxconf

APIC TARK & 7= nginx K 7 7 A /L & WiE
LT, nginx NZ DT 7 A L THREITE 5
T L EMERLET, UL, nginx Web H—
N—=RAPIC CEAT SN TV RWEEDT Ny
JTCOMAEERE L TWET,

H—EXID
WDOFEIZY A FENTWLY—EAIDIL, manacidiag 2~ > REANTHLEEICHLEREIN
£7,
R4:H—ERID
H—ER D
cliD 1
arvhp—7 2
eventmgr 3
extXMLApi 4
RY —HEHR 5
policymgr 6
Y — b 7
AE 8
topomgr 9
observer 10
dbgr 11
observerelem 12
dbgrelem 13
vmmmgr 14
nxosmock 15




acidiaga <> K .

H—ER ID
bootmgr 16
appliancedirector 17
adrelay 18 H
ospaagent 19
vleafelem 20
dhcpd 21
scripthandler 22
idmgr 23
ospaelem 24
osh 25
opflexagent 26
opflexelem 27
confelem 28
vtap 29
snmpd 30
opflexp 31
i 32
policydist 33
plghandler 34
domainmgr 35
licensemgr 36
L 37
platformmgr 38
edmgr 39
% 5: Data States
I ID
COMATOSE 0
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il ID
NEWLY BORN 1
T 7 AV 2
DATA_LAYER DIVERGED 11
DATA LAYER DEGRADED LEADERSHIP 12
DATA_LAYER ENTIRELY DIVERGED 111
DATA LAYER PARTIALLY DIVERGED 112
DATA LAYER ENTIRELY DEGRADED LEADERSHIP 121
DATA LAYER PARTIALLY DEGRADED LEADERSHIP 122
FULLY FIT 255

DATLOFXF—T7—F

acidiag [{start|stop|restart}] [{mgmt|xinetd}]
acidiag installer -u imageurl -c

acidiag reboot

acidiag touch [{clean|setup}]

acidiag verifyapic

BX DA TFay Hae

-C IV = A ANV ERRELET

-u APIC £ A—Y @ URL #45E L £7°,

imageur| APIC A A—VZEHELET,

installer APICIZHTI LA A=V %A VA =L L&
T, «c TV =V A VA= NVEFTLET,

mgmt FEOFXTOV—E2EZHEELET, APIC

reboot APICZ fRicE) L £,

restart APIC TH—UE R ZfHLE L £,

start APIC TH—E A& MG L £7,

stop APIC TH—bE R & EILET,

[ CiscoAPIC AR EH A K. 1 —Z6.0x



acidiaga <> K .

TIFav 1315

touch [clean | setup] APIC O#kE= Uy FLET,

eclean 7> 3 1%, APIC %y hU—7
Wk (777 Vw274, IPT RLA, 1
TAIRE) BRFFLETH, $XTO
RV v—TF—2ZHIRLET,

esetup A7 v a E, R v—TF—H L
APIC R v MU — 7 MR D )7 Z HIBR L £

R
verifyapic APIC Y 7 N =T DNR—V g v FoR LE
o
Xinetd ssh 33 X U'telnet 7 — € > & #illf#1 3% xinetd (fi&
RA v H—Fy b T—FY) B—EREIEE
LET,
ZEEXr—T7—F
acidiag crashsuspecttracker
acidiag dbgtoken
acidiag version
BX DA P HERE
crashsuspecttracker 7Ty akmd Y ERAEIET —F DY
Ty FOWREEZEHL £,
dbgtoken root /XA T — ROARIMER T b—27 v %

ERLET, i, REREEIZIE. TAC
CHELRNRL, ZORETEBYITHERALT
<TZEW,

version APICISO Y 7 b =T DONR—V a r&FKsL
i‘g—o

451l
WIZ, acidiag =~ FOFEMAFIZRLET,

apicl# acidiag version 2.2.1o

apicl# acidiag verifyapic
openssl check: certificate details
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subject= CN=ABC12345678,serialNumber=PID:APIC-SERVER-L]1 SN:ABC12345678
issuer= CN=Cisco Manufacturing CA,O0=Cisco Systems

notBefore=Sep 28 17:17:42 2016 GMT

notAfter=Sep 28 17:27:42 2026 GMT

openssl check: passed

ssh_check: passed

all checks: passed

apicl# acidiag avread
Local appliance ID=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0
CHASSIS ID=1009f750-adab-11e9-a044-8dbd212cd556
Cluster of 7 1lm(t):1(2019-08-08T01:02:17.961-07:00) appliances (out of targeted 7
Im(t):7(2019-08-08T03:50:57.240-07:00)) with FABRIC DOMAIN name=ACI Fabricl set to
version=apic-4.2(0.235j) 1Im(t):1(2019-08-17T01:09:16.413-07:00); discoveryMode=PERMISSIVE
Im(t):0(1969-12-31T17:00:00.007-07: