HA TOO—FK NSV VT DE/E

Z OFE T, Cisco Mobile Wireless Home Agent TOH—/N o — K NT o o ZICHT & L34 E
DOFMOWTHHALET,

ZOEE, RONEFE TSN TNET,

e THAHV—nnm—FRZFrv 7] (PT-1)

e [HA-SLB TOr— K ~"ZF 7 (P7-3)

e [HA-SLB o#iff£— k) (P.7-3)

e THAv— K RZ v 70kE] (P7-3)

o =N ua—KARF v 7oHE] (P7-3)

e [HA-SLB o &l (P.7-4)

HA H—/NA—FK NS> o 0y

HA Server Load Balancing (HA-SLB; HA ¥ —/% 10— K RXF 3 7)) BEREIXBEF O 10S — N m—
K XZ v 7 (SLB) BERECHESL S E 9, Server Load Balancing (SLB; —/X m— K ~XF &
VIT)WEST, Ay RNT—F H—ROTN—T (=N T 57 —Lh) FHER—OH— N AF AL
LTERL, =N ~D N NT T 4 v 7 s dE, lHIOY—"~D T 7 v 7 ZHIRTEET,
Y= T 7 — LERTH DY =N A Z 2 RIS — R EMRINET, b= 77— L&
T OV — NEES— N E IR ET,

SLB X, EH— T HTI U R RV REDAD=ALIE>T T 7 4 v 7 RS —ZHUE
T& %7, 25612, Dynamic Feedback Protocol (DFP) #fiH L THEF — O~V EE=F Y
7L, eha— REffoloh— 2RI, 7y 7IRETCHEHL TWEY— 2R TXET, SLB
T—=%7 7 F ¥ DFMIZONTIEL, RO URL 22 LTI ZEW,

http://www.cisco.com/en/US/products/ps5940/products white paper0900aecd80292lfO.shtml
HA-SLB #fgiZ Cisco 7600 'V — X 7T v 74— ATHEMATEET, ZOMEEIZL Y. Service

Application Module for IP (SAMI) TENZNEBEDET 5 —H D% Home Agent (HA) % . Cisco 7600
A== R I FET DHR—DES— "D IP 7 RL AL > TRHETE ET,

PDSN/FA (32— ¥ O IR IR 2 )RS — /"D IP 7 F L 2IZEE L ET, SUP THREIT S
HA-SLB {337 v F &2 fATZE L, BERERZFEHA O 1 DIZEELET,
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E7E HATOO—F RSV LVT08E |

WM HAS5—1O—Fy

& A

ATFyvFT2

ATFvFT3

AFvT 4

AFvF5

ATFvT6

GE)

A\ 4

— X a = T a—{IROA RN V=T U ARD Y £T,

PDSN/FA IEE /31 /L IP Registration Request (RRQ; HERZEK) & R H— NP 7 KL X (HA-SLB)
(\ZH52% L ¥ 9, Authentication, Authorization, Accounting (AAA; #8FE. 70, ThA U T 4 7)
Y= N HA 7 L 2% PDSN/FA IZETHE, R —ANIP 7 FLZADT RLZAZRET IO AAA
Y= RERET HLERDH Y T,

SLB X, = 77 —A0bHEY—/N/HA © 1 DEERL, T AL IPRRQ % Z 0¥ — ZEUE L
£7

3£ HA X Reply T MobilelP RRQ IZJ5& L, A v E—UF5% HA 75 PDSN/FA IZEE SNV ET,
HA-SLB XDy b ERITZELERA, EFHARINA VT o7 ba—hL hox)L = KR
A FEERRLET,

PDSN/FA i%, ©V ¥ —FT—T7ta—0) Frorprl o RRA L MEERL, N R THE
HADWOE#ENT 7 4 v 7 2EZELET,

PDSN/FAIZTA4 7 XA L "0" ZGATZEN_NANVIPRRQ #EHAICKRBEL TR VT4 v 7E2KTL
i‘g_o

~

GE) 7y MIEMEIP 7 FL 2 (HA-SLB) ICIIEEINTHA,

% HA 1334 L IP RRP % PDSN/FA %#iXE L %9, HA-SLB iZZ D7 v FERITZELEFH A,
FEHA T NA T4 v T BT LET,

ENAVIP A »E—U01F RFC 2002 IZITHER L EE A0,
draft-kulkarni-mobile-ip-dynamic-ha-assignment-frmwrk-00.txt |2 #E#L U ¥ 9,

HA/SLB A8 IP 7 RL A% C T, HA 7 FL % 0.0.0.0 £ 7213 255.255.255.255 ® % 5 RRQ 1, HEXH
FF TSurRFrey], B— R RS0 7PAITY RAEHEHLT, EBEO HA ITEXINET,
SLB A H =X AL, EV =D~V R2AEa— R NTUWPIRZ A HEREE Y — N2 5 2 % DFP %
R—=FLET, LER-2T, B—=RKARXZ 07 TAITY AATEY—_"OELEZFTHELET,

MN %, HA 72> RRP %53 B0 RRQ 2 %[ETE DD T (FMID RRQ Zi%(F L2 MN
DEBEREFHEAT D, MN BDEAIDOBEREEREEETHEL OB TRESNTND, F72IE RRP A2

Xy b= ICkoTFRry7ENn5), AL MNMSEETLBREZBNT L EAEETT, 2N
IZE VR MN 350 HA THESINDZOEHSOT, ZhHO HA TIXIP 7 RLA LD Y v —
ANRFENET, ZORBEEEIT 5121%,. HA-SLB i RRQ Zf##r L. MN @ Network Access

Identifier (NAI; % v hU—27 77 Ai#H+) TA Ty 7 Afbanht-tyyar #7927 b &
ERLET, 2oty ary A7Y=7 M. RRQ DIEEEDEHAIP 7 FLAZMIFELET, BL
MN 76 OL#%ORGEIE, ORI CEHA IZEXSNET, BEyvar A7 V=7 ME, REFEER
B oK (F7 40 M 10 8) BEFESHET, HA-SLB 2 Z O MN 2250 RRQ 2 LA
WA, By vary A7V MIZ VT ENET, HA-SLB 28 RRQ #3756 &, By av
TV MIEEMNIT bR A A ~—1Z T By FERET,

VRIA By 23KEyvary 707 MCBEEMFIT O, va— K XT3zl o TR S,
FREEINZRRQ Z &ML ET, B ShdITRENFRES N THEV YT LEVWELDY
HbREWEA, BEETDI Iy v a VITHOEHA ICHOE DY ToH, EREENRL Y OFLro3E
HA 23t L Cigdk S E 3, BREE R I, REINTZ LEVHEICEET S &, Eh—\13F Y
VIREETH D L RS, RRQ #HiEk LEHA, HA-SLB I%. REFAER L A L A F— LDk
W, FRFES— "N DFP X v —U% HA-SLBIZHET 5 L. TOEVF—"~DE v 3 Dl
EEEMELET,
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| 7% HATOO—

RSOV TDRE

HA-SLB T nO—

HAH—no—FK nsvovy B

NVAS ML)

HA-SLB X, v — K RT3y v 7 FAIVXLOEAMTFT T FeeraALEYS, Zo71ra
U XML, ARES — A"~ LWERIZHEH TR — %2, —F 2 7 HFNTH—R" T 7 =205
BT DL H>EELET, %4}*‘/*‘ TEICHA N Y ToNET, BT — NICEET T S a7
DR —NEL LB LGS, TSR EZ LT IR E2 R LET, 72L& 2, FEY—/3 ServerA (n
=3). ServerB (n=1). ServerC (n=2) %&#pk+ 25— 77*AZ)§3?>6 EHEELET, ET—
/\J\@Eﬁ)]@ 3 5? RRQ X ServerA (2, 4 % H® RRQ |Z ServerB (2, 5FH & 6 FZH® RRQ 1%
ServerC IZEID ¥ ToHNET,

ART 4 P ERIFIFATFTIvIRu— R RT3 I %FETT5H5LE5 I0SSLB # % ETEX£7,
Y= T 7 —LOFKEHAIWLEAEAZT 4 v ZIZEIV YR THILET, AT v a—RK RXF v
T hEITTCEET, SLBDODFP ~%—Y % EFEHA D DFP 7 747 bZENENIZ, DFP 2% &+
DHZET, XA FI v a—FR_RT v T FETTEET,

HA-SLB OEEE—

HA O— K /"5

HA-SLB X 2 2®E— K (dispatched € — K & Direct (NAT ¥—/3) £— K) TEIELET,

dispatched &— FTi, (A — 7 KL 2T HA 2@ I EJ, HA-SLB IE Media Access
Control (MAC; A7 47 727 Z#I#) LAY TH_ry hEBIZHAICY XA L2 FLET, ZhiZ
LV, HAIXSLB IZBET D LA ¥ 2 TRITIUTWITER A,

Direct € — K TiZ,HA-SLB (X NAT ¥—/X £ — R CTEfE L .RRQ D%E5E IP 7 KL A& EH— 10D [P
T RLAZEETLHZ LT, RRQZ HA ~V—FT 47 LET, 2084, HA X SLB ICHBET 5 L
A¥2 THLHLEIHY T/ A,

=B IZENA )V IPHA UEMZRET ST, kO® Y v a »r THAT A FIEEZFEITLET,
o THAm—K RT3 7 oFE] (P7-3)

A==

o H—Ruo—F RT3 ro#iEl (P7-3)

UG DERE

HA v — R RT UV THsRER A 2 —T W2 DI121E. ROFIEEZFEITLET,

avy R

=)

A7971 Router(config)# ip mobile home-agent dynamic-address |%%§Ein% /<% v k@ Home Agent Address 7 1 — /L

ip address

N&EE LET, Home Agent Address 7 1 —/L N
% ip address \CRELET, ZOa~vr RITHA T
REINET,

H—NO—RK NSOV TDHRTE

HA TE/NA/VIP SLB #REZ A R — 7 MZ T HITIE, ROFIEEZFATLET,

avwUFk ]3]
AZF97 1 Router (config)# ip slb vserver name ENA)LIPSLB #fed A 2 —7 /L2 LE T,
Router (config-slb-vserver) # virtual ip address udp address 1. PDSN/FA ﬁ)g@%kﬁig;k@ﬂéfn%f%
434 service ipmobile 5{5\*5 HA O 7 ]\“I/X“Cﬁ“o Zhit. SLB A—/%—
NAYPFTREINET,
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WM HAY— R B—F 5o 0y

HA-SLB D& 5E 5l
Wi, BREOHFMOBAETEEZ GO, SEIFE2 HA-SLBREEZ R LET,
RAE T4 VY BEADEE ShT- dispatched E— F

SLB TOKFE :
WDO=a~ Fid, =" 77 =25 "HAFARM" Zi%E L. 2 DOEY— (HA) &Y —NT77—L%
BT E T, BV —NCFAZT 4 v I REAPHFRESNET,
ip slb serverfarm HAFARM
real 10.1.1.51

weight 1

inservice
|

real 10.1.1.52
weight 1
inservice

WO a~< 2 Rk, SLB @ "ipmobile" & L TOY —EREFBH — NICHEL, — 77 —A
"HAFARM" & (RAEY— " Z BT £, {LE T, idle ipmobile request idle-time-val =~ > FiX,
tyvary A7V FMFETOHMAEREL T,

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile

serverfarm HAFARM

idle ipmobile request 300
inservice

HA TORE
WDa<wr Rix, HAWGA—F RNy 7 7P RLAE LTHREY—AR T RLZAZRELET, 2D
dispatched €— FIZ/Z T HLE T,

interface Loopbackl
ip address 10.1.1.10 255.255.255.0

5
Fi
7

Woa<r Rix, EHA OTF7 RLUARIZH LT, RRP DEETLT KL A L HA address 7 4 —/V R &
BMELET, ZOBREIX, dispatched T — RIZ72THETT,

ip mobile home-agent dynamic-address 10.1.1.51

SLB TOHAERTE :

Woa~< Rix, — 757 —5 "HAFARM" O 25 —# 2 BEfHT b8 —, BLOZFED
AT —HAERLET, RV —NZED B ToONEGEOKLRLET,

WO NFETRIL, HA-SLB 232 oD% HA (HA L2 2 o8 &LL< n—RA"Sov 7L
72 4O MIP vy va rZRBLEBICEGSNE LT,

SLB-7600#show ip slb reals

real farm name weight state conns
20.1.1.51 HAFARM 1 OPERATIONAL 2
20.1.1.52 HAFARM 1 OPERATIONAL 2

WDa<wy R, ETEidty s ar 77927 FAEETLIHADE Yy v a v 2T _RTHERL
ij—o

Cisco Mobile Wireless Home Agent ') ') —X 5.2 for Cisco I0S ) J—X 12.4(22)YD2
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SLB-7600#show ip slb sessions ipmobile

vserver NAI hash client real state

MIPSLB A984DFOA00000000 15.1.1.51 20.1.1.52 IPMOBILE ESTAB

MIPSLB 1DCOE31400000000 15.1.1.51 20.1.1.52 IPMOBILE ESTAB
MIPSLB 2BDEE91100000000 15.1.1.51 20.1.1.51 IPMOBILE ESTAB
MIPSLB 47E2FD1B00000000 15.1.1.51 20.1.1.51 IPMOBILE ESTAB
SLB-7600#

HA TOHART :
WoDa<r Nk, HA1 BEZ O HA2 TR L TW=2 oD, T 4 v T E R LET,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA2-7600#

DFP #{#f Lz dispatched E—F

SLB TOHE :
WHDa<r Rix, = 77 —AL"HAFAR" Z&E L. 2 2OFEY— (HA) &V —R 77— L%
AT ET,

ip slb serverfarm HAFARM
real 10.1.1.51

inservice
|

real 10.1.1.52
inservice

WD =< Rk, SLB @ "ipmobile" & L TOHW —EREFEBY—NIIHEEL, F— 77 —A
HAFARM & (A8 — "% B# AT £9, IROEE D idle ipmobile request idle-time-val 2~ > KX,
tyvary A7V FMFET O AEREL T,

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice

WD a< ik, HA-SLB |Z DFP w3 — Y ¥ %3 E L. HA-SLB O##ied 2 2O DFP =— =
N (ZIA4T b)) BEIDYBTET,

ip slb dfp
agent 10.1.1.51 500

agent 10.1.1.52 500
|
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HA 4—/ia—F

HA TO&E&E
WoOa<y Rk, HAWCV—7 Ry 7 7 RV AL LUTEREBY—AN 7 FLRAEZFRELET, ZORET,
dispatched £— RIZ7ZIFHE T,

interface Loopbackl

ip address 10.1.1.10 255.255.255.0
!

ROa~y Rid, FHAIWDFP ==Y = b2RELET, 22 TRESNIZHA— FEFZ1L DFP <
A=V X THESNER - MES L BT OILERH Y 7,

ip dfp agent ipmobile

port 500

inservice
|

WD a<r i, EHA D7 KL RIZx LT, RRP ®E{EIL7 KL AR L O HA address 7 4 —/V K&
WELET, ZOREL, dispatched F— NIZFZFHETT,

ip mobile home-agent dynamic-address 10.1.1.51

SLB TOHARERTR :
WD A~ Fi&, DFP ORGERIZ HA WRAOEI 25 (77 4/ S DESL) 28ET D2 L EMRFEL
i‘?_o
SLB-7600#show ip slb dfp weights
Real IP Address: 10.1.1.51 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25
Set by Agent 10.1.1.51:500 at 14:59:23 UTC 04/21/03
Real IP Address: 10.1.1.52 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25

Set by Agent 10.1.1.52:500 at 14:59:15 UTC 04/21/03
SLB-7600#

"D a<y R, — 77— HAFARM O 275 —# 2 B@fHT bni-Er— 1, BLOZ0 %
T—HAERLET, EEP—ANE DL TONTERORL R LET,

WO FERIZ, HA-SLB 28 2 23 HA (HA Z&12 50 o) T L<e— R AT 7 L
72, 100 D MIP v a &t L-RICERESILE LT,

SLB-7600#show ip slb reals

real farm name weight state conns
10.1.1.51 HAFARM 24 OPERATIONAL 50
10.1.1.52 HAFARM 24 OPERATIONAL 50
SLB-7600#

HA TOHIERT :
Wwoa<r Rk, HA1 BEX O HA2 THHBL TWE S50 DA T 4 v TR BEELET,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA2-7600#

OL-21460-01-J |
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BUE, A UF v 70K AT VEHAEIX HA-SLB Or— R RT3 v I 2HET 200 L0
LRARESNET, £EY— (HA) O frequency of calls per second (CPS; BHAL D =2 — L D& %K)
BIOAL—T v h XTI RA—HEEETHZ LT, BfFO DFP OEAFHHEXEZEETE T,

BRI E Sz HA TO CPS IX Usage CPS & MEEIL, HA DB T X DR KMEO—F (EH 8872
CPS) IZRRETX £, Usage CPS 2MEMFHEZ: CPS IZRZEL- &, HA EV— NFKWEA % SLB
WCRLET,

N—BTAN—Ty NEFRETDHZ EIERETT, iy MU O 7= 0E| v iAA CPU %
THZLTHRRTEET,

ERRD2ODNRT A= NHEROXPELNET,
dfp_weight = (Maxbindings — NumberofBindings) x (cpu+mem) x
(Available cps — Usage cps) x dftp max_ weight + (Maxbindings x 32 x Available cps)

BAE, ANV Y7 EEAIEMIB 747 MIIMEMTE LA,

RE T4 VY ITEHDRE SN Direct E—F

SLB TOHRE :

ROa~< s X, = 77 —25 "HAFARM" 2 E L, 2 DOEY— (HA) &H—NT77—Lr%
BEfITE T, B — NI AXT 4 v 7 REAPRESNET, natserver 2~ N, HA-SLB
ZEED Direct (NAT —/\) E— NIZERELET,

ip slb serverfarm HAFARM
nat server
real 10.1.1.51

weight 1

inservice

|

real 10.1.1.52

weight 1

inservice

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice

SLB TOHART :

Wiz, =" 77— HAFARM DR T —Z A BEMIF N ES =N BLOEDAT—HZAD
BlaRrLET, FEP—NTED G TONTEROBL R LET,

WO IFERIE, HA-SLB 28 2 DO HA (HA Z&122 20O##) ETHE L e—RK XT3 701
7. 45O MIP by va B LERICBISSNLE L,

SLB-7600#show ip slb reals

real farm name weight state conns
10.1.1.51 HAFARM 1 OPERATIONAL 2
10.1.1.52 HAFARM 1 OPERATIONAL 2

[ oL-21460-01-J
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HA 4—/ia—F

Wha<wy NiE, FFEEEFiIEyvar A7 V27 FRGFEETAHEADE Y a v 2T _XTHRL
i‘g_o

SLB-7600#show ip slb sessions ipmobile

vserver NAI hash client real state

MIPSLB A984DFOA00000000 15.1.1.51 10.1.1.52 IPMOBILE ESTAB
MIPSLB 1DCOE31400000000 15.1.1.51 10.1.1.52 IPMOBILE ESTAB
MIPSLB 2BDEE91100000000 15.1.1.51 10.1.1.51 IPMOBILE ESTAB
MIPSLB 47E2FD1B00000000 15.1.1.51 10.1.1.51 IPMOBILE ESTAB
SLB-76004#

HA TOHEHERT :
Wiz, HA1 BE O HA2 T L TWE2 2ONRAS UF 4 7 OFlZRLET,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA2-7600#

AFZ—=TNTHDLIROT Ny 7iE, NAT =N T— RBEER THL L 2R LET,

SLB-7600#debug ip slb sessions ipmobile

SLB-76004#

*Apr 21 15:25:58: %SYS-5-CONFIG I: Configured from console by console

*Apr 21 15:26:03: SLB_SESSION_ IPMOBILE: client = 15.1.1.51, NATI:
mwts-mip-np-userl@ispxyz.com, length: 28

*Apr 21 15:26:03: SLB _SESSION IPMOBILE: event= IPMOBILE REQ REQUEST, state= IPMOBILE INIT
-> IPMOBILE ESTAB

*Apr 21 15:26:03: SLB SESSION: v ip= 15.1.1.10:434 ( 7), real= 10.1.1.51, NAT= S

*Apr 21 15:26:03: SLB SESSION: client= 15.1.1.51:434 session key= 47E2FD1B00000000
SLB-7600#

DFP #*{&F L 7= Direct €— F

Il Cisco Mobile Wireless Home Agent ') ) —2X 5.2 for Cisco 10S ! ) —2X 12.4(22)YD2

SLB TORE :
WD a~<r Rif, =77 —AL"HAFARM" Z&E L., 2 2OFEY— (HA) &V —N 77— L%
BEEAF T £ 97, nat server =~ > KX, HA-SLB ZE{E®D Direct (NAT ¥—\) T— RIZHEELET,

ip slb serverfarm HAFARM
nat server
real 10.1.1.51

inservice
|

real 10.1.1.52
weight 1
inservice

WD =< Rk, SLB @ "ipmobile" & L TOHW —EREZFEBY—NIIHEEL, F— 77 —A
HAFARM & (AR — "% BHE {1 £ 9, LR D idle ipmobile request idle-time-val =~ FiX, v
Yar A7V NBFIETHHIMERELET,
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ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice
|

WD~ RiX, HA-SLB IZ DFP v 3% — Y % 3% L, HA-SLB O##i%:D 2 50 DFP =— Y =
M (ZTAT ) BRI Y TET,
ip slb dfp

agent 10.1.1.51 500
agent 10.1.1.52 500

HA TOEE

WO~ Rk, FHAIWZDFP =—Yx v h&FE L £, ESNIZA— MEZIXDFP v % —Y ¥
THESNTER—FEZL BT DO2LENHY £,

ip dfp agent ipmobile

port 500

inservice
|

SLB TOHART :
RD =~ KL, DFP OFGERHC HA BNEANOEA 25 (7740 hOEA) Z8WET D 2 L ZREE L
ij—o
SLB-7600#show ip slb dfp weights
Real IP Address: 10.1.1.51 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25
Set by Agent 10.1.1.51:500 at 14:59:23 UTC 04/21/03
Real IP Address: 10.1.1.52 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25

Set by Agent 10.1.1.52:500 at 14:59:15 UTC 04/21/03
SLB-7600#

kD a<r Nix, — 77 —4 "HAFARM" O 25 —& % BiifTiF o i-Er—, BIOZED
AT —H AR LET, FEP—NED B ToNERORL R LET,

WO HFERIZ, HA-SLB 732 D®D%E HA (HA Z X212 50 08 T L<r—FK A5 L
72. 100 D MIP v v a v ZBB LIRSS E LT,

SLB-7600#show ip slb reals

real farm name weight state conns
10.1.1.51 HAFARM 24 OPERATIONAL 50
10.1.1.52 HAFARM 24 OPERATIONAL 50
SLB-7600#

HA TOHAETFR :
Woa<r Nk, HA1 BEX O HA2 TR L T2 50 DA T 0 7R LET,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA2-7600#

[ oL-21460-01-J
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AX=TNVTHDLIROT Ny 7L, NAT =N = FRIEFRTHL Z L 2R LET,

SLB-7600#debug ip slb sessions ipmobile

SLB-7600#

*Apr 21 15:47:16: SLB SESSION IPMOBILE: client = 10.1.1.51, NAI:
mwts-mip-np-userl@ispxyz.com, length: 28

*Apr 21 15:47:16: SLB_SESSION_IPMOBILE: event= IPMOBILE REQ REQUEST, state= IPMOBILE INIT
-> IPMOBILE ESTAB

*Apr 21 15:47:16: SLB_SESSION: v_ip= 10.1.1.10:434 ( 7), real= 20.1.1.51, NAT= S

*Apr 21 15:47:16: SLB_SESSION: client= 10.1.1.51:434 session_key= 47E2FD1B00000000

*Apr 21 15:47:16: SLB SESSION IPMOBILE: client = 15.1.1.51, NAI:
mwts-mip-np-user2@ispxyz.com, length: 28

*Apr 21 15:47:16: SLB_SESSION_IPMOBILE: event= IPMOBILE REQ REQUEST, state= IPMOBILE INIT
-> IPMOBILE ESTAB

*Apr 21 15:47:16: SLB SESSION: v _ip= 10.1.1.10:434 ( 7), real= 20.1.1.51, NAT= S

*Apr 21 15:47:16: SLB_SESSION: client= 10.1.1.51:434 session_key= 1DCOE31400000000

4D Direct E— FE LK UIESEEE— FA Tunnel THZEHEE

Configuration on SLB:
ip slb serverfarm FARMIL
nat server
real 10.99.11.11
inservice
!
real 10.99.11.12
inservice
!
ip slb vserver IPSECSLB
virtual 15.1.1.10 udp 434 service ipmobile
serverfarm FARM1
inservice

o< Fix, HA-SLB T IPSEC #%RE L £,

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.51

!

!

crypto ipsec transform-set esp-des-sha-transport ah-sha-hmac esp-des
!

crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.51

set transform-set esp-des-sha-transport

match address 101

|

interface GigabitEthernet6/1 (inside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 1,15,1002-1005

switchport mode trunk

cdp enable

|
interface GigabitEthernet6/2 (outside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 1,16,1002-1005

Cisco Mobile Wireless Home Agent ') ') —X 5.2 for Cisco I0S ) J—X 12.4(22)YD2
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switchport mode trunk

cdp enable

!

interface FastEthernet3/15

no ip address

duplex full

speed 100

crypto connect vlan 15

!

!

interface Vlanl5

ip address 10.1.1.15 255.0.0.0
no ip redirects

no ip unreachables

no mop enabled

crypto map l2tpmap

|

|
access-list 101 permit ip host 10.1.1.10 host 10.1.1.51

PDSN TOERE :

The following commands configure IPSEC on PDSN:
crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.15

|

!

crypto ipsec transform-set esp-des-sha-transport esp-des esp-sha-hmac
|

crypto map l1l2tpmap 10 ipsec-isakmp

set peer 10.1.1.15

set transform-set esp-des-sha-transport

match address 101

interface FastEthernetl/0

ip address 10.1.1.51 255.0.0.0
duplex full

crypto map l2tpmap

access-list 101 permit ip host 10.1.1.51 host 10.1.1.10

clear crypto isakmp 33 £ O clear crypto sa % PDSN # L OV SLB THEATL 7., #%D MIP 7 12—
EREET,

PDSN TOH &R -
WDa~y FEfER LT, PDSN 2OXESNTE ATy RRBE SIS TR LET,

PDSN-7600#sh crypto ipsec sa

interface: FastEthernetl/0
Crypto map tag: l2tpmap, local addr. 10.1.1.51

local ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)
current peer: 10.1.1.15
PERMIT, flags={origin is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0O
#send errors 4, f#recv errors 0

[ oL-21460-01-J
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local crypto endpt.: 10.1.1.51, remote crypto endpt.: 10.1.1.15
path mtu 1500, media mtu 1500
current outbound spi: 1A274E9D

inbound esp sas:

spi: OxD3D5F08B(3554013323)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow_id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3026)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

spi: Ox7FEE86C3(2146338499)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow _id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3026)
replay detection support: Y

inbound pcp sas:

outbound esp sas:
spi: Ox1A274E9D (438783645)

transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3026)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:
spi: Ox5F9A83(6265475)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3026)
replay detection support: Y

outbound pcp sas:

PDSN-7600#

SLB TOHAFER :
WoDa<y REMHEHAL T, HA-SLB B%{E L7zX7 v bBREBILEIN T DR L ET,

SLB1-7600#sh crypto ipsec sa

interface: Vlanl5
Crypto map tag: l2tpmap, local addr. 10.1.1.15

local ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
current peer: 15.1.1.51
PERMIT, flags={origin is_ acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors O

Cisco Mobile Wireless Home Agent ') ') —X 5.2 for Cisco I0S ) J—X 12.4(22)YD2
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local crypto endpt.: 15.1.1.

HA 93—k O—R N300 45

15, remote crypto endpt.: 10.1.1.51

path mtu 1500, media mtu 1500
current outbound spi: D6C550E1

inbound esp sas:

spi: O0x267FCD46(645909830)
transform: esp-des ,
in use settings ={Tunnel,
slot: 0, conn id: 11027,
sa timing: remaining key
IV size: 8 bytes

replay detection support:

inbound ah sas:

spi: OxF779A01E (4151943198)
transform: ah-sha-hmac ,
in use settings ={Tunnel,
slot: 0, conn id: 11025,
sa timing: remaining key
replay detection support:

inbound pcp sas:

outbound esp sas:

spi: 0xD6C550E1 (3603255521)
transform: esp-des ,
in use settings ={Tunnel,
slot: 0, conn id: 11028,
sa timing: remaining key
IV size: 8 bytes
replay detection support:

outbound ah sas:
spi: Ox325BEB84 (844884868)
transform: ah-sha-hmac ,
in use settings ={Tunnel,
slot: 0, conn id: 11026,
sa timing: remaining key
replay detection support:

outbound pcp sas:

}
flow_id: 63, crypto map: l2tpmap
lifetime (k/sec): (4607999/3581)

Y

}
flow_id: 63, crypto map: l2tpmap
lifetime (k/sec): (4607999/3581)
Y

}
flow id: 64, crypto map: l2tpmap
lifetime (k/sec): (4608000/3581)

Y

}
flow id: 64, crypto map: l2tpmap

SLB1-7600#sh ip slb sessions ipmobile

vserver NAI hash
IPSECSLB A984DFOA00000000
IPSECSLB 1DCOE31400000000
IPSECSLB 2BDEE91100000000
IPSECSLB 47E2FD1B00000000
SLB1-76004#

SLB1-7600#sh ip slb
SLB1-7600#sh ip slb rea
SLB1-7600#sh ip slb reals

real farm name
10.99.11.11 FARM1
10.99.11.12 FARM1
SLB1-7600

Show output on SLB:
HA5-2#sh ip mob binding summary

lifetime (k/sec): (4608000/3581)
Y
client real state
10.1.1.51 10.99.11.12 IPMOBILE ESTAB
10.1.1.51 10.99.11.12 IPMOBILE_ESTAB
10.1.1.51 10.99.11.11 IPMOBILE ESTAB
10.1.1.51 10.99.11.11 IPMOBILE ESTAB
weight state conns
1 OPERATIONAL 2
1 OPERATIONAL 2

[ oL-21460-01-J
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Mobility Binding List:
Total 2
HAS5-2#

HA5-3#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS5-3#

SLB TOTF/N\v DA :
AR=TNTHDHROT Ny Z1E, NAT =" T— FREET ChHL L 2R LET,

SLB1-7600#debug ip slb sessions ipmobile

*Jul 1 05:25:25.513: SLB_SESSION_IPMOBILE: event= IPMOBILE TIMEOUT, state= IPMOBILE ESTAB
-> IPMOBILE INIT

*Jul 1 05:25:25.513: SLB SESSION: v ip= 15.1.1.10:434 ( 7), real= 99.99.11.12, NAT= S
*Jul 1 05:25:25.513: SLB_SESSION: client= 15.1.1.51:434 session_key= A984DF0A00000000
*Jul 1 05:25:25.513: SLB SESSION IPMOBILE: event= IPMOBILE TIMEOUT, state= IPMOBILE ESTAB
-> IPMOBILE INIT

*Jul 1 05:25:25.513: SLB _SESSION: v _ip= 15.1.1.10:434 ( 7), real= 99.99.11.11, NAT= S
*Jul 1 05:25:25.513: SLB SESSION: client= 15.1.1.51:434 session key= 2BDEE91100000000
*Jul 1 05:25:25.513: SLB SESSION IPMOBILE: event= IPMOBILE TIMEOUT, state= IPMOBILE ESTAB
-> IPMOBILE_ INIT

Ei{ED Direct E— FE LK U SE5EE— FA% Transport THHIHE

SLB TOE :
ip slb serverfarm FARM1
nat server
real 10.99.11.11
inservice
|
real 10.99.11.12
inservice
|
ip slb vserver IPSECSLB
virtual 10.1.1.10 udp 434 service ipmobile
serverfarm FARM1
inservice

WD~ N, HA-SLB T IPSEC i & LE T,

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.51

|

!

crypto ipsec transform-set esp-des-sha-transport ah-sha-hmac esp-des
mode transport (The crypto mode is configured as transport )
!

crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.51

set transform-set esp-des-sha-transport

match address 101

|
interface GigabitEthernet6/1 (inside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 1,15,1002-1005
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switchport mode trunk
cdp enable
!
interface GigabitEthernet6/2 (outside port of the IPSEC module)
no ip address
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,16,1002-1005
switchport mode trunk
cdp enable
|
interface FastEthernet3/15
no ip address
duplex full
speed 100
crypto connect vlan 15
|
!
interface Vlanl5
ip address 15.1.1.15 255.0.0.0
no ip redirects
no ip unreachables
no mop enabled
crypto map l2tpmap
|
1
access-list 101 permit ip host 15.1.1.10 host 15.1.1.51

PDSN T®HOE :
ko~ FiE, PDSN TIPSEC Z#E L £7,

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.15

|

!

crypto ipsec transform-set esp-des-sha-transport esp-des esp-sha-hmac
mode transport (The crypto mode is configured as transport )
|

crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.15

set transform-set esp-des-sha-transport

match address 101

interface FastEthernetl/0

ip address 10.1.1.51 255.0.0.0
duplex full

crypto map l2tpmap

access-list 101 permit ip host 15.1.1.51 host 15.1.1.10

clear crypto isakmp ¥ L Of clear crypto sa Z PDSN 58 L OV SLB THEIT L9, #HED MIP 7 17—
ZHEET,
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PDSN TOH AR :

DA<y FEH LT, PDSN 2O E SN ATy PR SIS TV DR L E7,

PDSN-7600#sh crypto ipsec sa

interface: FastEthernetl/0

Crypto map tag: 1l2tpmap, local addr. 10.1.1.51

local ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)

current peer: 10.1.1.15
PERMIT, flags={origin is acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: #pkts decompress failed: 0
#send errors 4, #recv errors 0
local crypto endpt.: 10.1.1.51, remote crypto endpt.: 10.1.1.15
path mtu 1500, media mtu 1500
current outbound spi: 6AOEBD82
inbound esp sas:
spi: 0x13EOE556(333505878)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow id: 1, crypto map: 1l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3535)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
spi: OxXEFEEE153(4025409875)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow id: 1, crypto map: 1l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3535)
replay detection support: Y
inbound pcp sas:
outbound esp sas:
spi: Ox6A0EBD82(1779350914)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow_id: 2, crypto map: 1l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3535)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
spi: Ox49BE92A3(1237226147)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: 1l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3535)
replay detection support: Y
outbound pcp sas:
PDSN-7600#
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SLB TOHART :

HA —/)8 O—F /{5y

SLB1-7600#sh ip slb sessions ipmobile

vserver NAI hash client real state

IPSECSLB A984DFOA00000000 10.1.1.51 99.99.11.12 IPMOBILE_ESTAB
IPSECSLB 1DCOE31400000000 10.1.1.51 99.99.11.12 IPMOBILE ESTAB
IPSECSLB 2BDEE91100000000 10.1.1.51 99.99.11.11 IPMOBILE ESTAB
IPSECSLB 47E2FD1B00000000 10.1.1.51 99.99.11.11 IPMOBILE_ESTAB
SLB1-76004#

SLB1-7600#sh ip slb rea

SLB1-7600#sh ip slb reals

real farm name weight state conns

99.99.11.11 FARM1 1 OPERATIONAL 2

99.99.11.12 FARM1 1 OPERATIONAL 2

SLB1-7600#

SLB1-7600#

Wwoa<r R&efliH LT, HA-SLB A

SLB1-7600#sh crypto ipsec sa

ZE LTy BB ES LSRN TV LR L ET,

interface: Vlanl5
Crypto map tag: l2tpmap, local addr. 10.1.1.15
local ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
current peer: 10.1.1.51

PERMIT,
#pkts encaps:
#pkts
#pkts
#pkts
#send

OI
decaps: 4,
compressed: 0,

not compressed: O,

errors O,

local crypto endpt.:
path mtu 1500,
current outbound spi:

inbound esp sas:

spi: Ox6A0EBD82(1779350914)
transform: esp-des ,
in use settings ={Tunnel,
slot: 0, conn id: 11031,
sa timing:

8 bytes

replay detection support:

IV size:

inbound ah sas:

spi: Ox49BE92A3(1237226147)
transform: ah-sha-hmac ,
in use settings ={Tunnel,
slot: 0, conn id: 11029,
sa timing: remaining key
replay detection support:

inbound pcp sas:
outbound esp sas:

spi: Ox13EOE556(333505878)
transform: esp-des ,

Cisco Mobile Wireless Home Agent ') ') —X 5.2 for Cisco I0S ) J—X 12.4(22)YD2

flags={origin_is_ acl,
#pkts encrypt:
#pkts decrypt:
#pkts decompressed:
#pkts compr.
#recv errors 0

15.1.1.15,
media mtu 1500
13E0E556

flow id:
remaining key lifetime

flow id:
lifetime

}
0,
4,

#pkts digest 0
#pkts verify 0
0

failed:

0, #pkts decompress failed:

remote crypto endpt.: 15.1.1.51

}
65,
(k/sec):

crypto map: l2tpmap
(4607999/3527)

Y

}
65,
(k/sec) :

crypto map: l2tpmap
(4607999/3527)
Y
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in use settings ={Tunnel, }
slot: 0, conn id: 11032, flow id: 66, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3527)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:

spi: OxXEFEEE153(4025409875)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 11030, flow id: 66, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3524)

replay detection support:

outbound pcp sas:

SLB1-7600#

HA TOHART :

HA5-2#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS5-2#

HA5-3#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS5-3#

Y
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