_— CHAPTER

GGSN "3y bT—9 7O 2ADEKTE

Z O®ETIX, Gateway GPRS Support Node (GGSN; #— k7 =A GPRS 7 R—1F /—F) »nbd
Serving GPRS Support Node (SGSN; ¥#—t> 7 GPRS ¥#7”—  /— F). Public Data Network
(PDN; A%T —##8). B X UOYEE T Virtual Private Network (VPN; N—F ¥ )L 7T 4 X—F x v k
T—7) ~DT VERAERET DHEZOWTHHALET, £72. GGSNIZT 7 A RA v FEHRE
THHEZONWTHRHALET,

ZOEIZFEH SN TS GGSN =< ROFEHIZOWTIEL, #FHLTWS Cisco GGSN U U —2 D
[Cisco GGSN Command Reference] #ZM LT3, ZOREICFEHINTWHLEDOMODa~ L K
D~v=aT7 VeBZRT DL, a~v 2y F VT 7V ADY RS — A 0T v 7 AT 50, £
T TATRELTSIEEN,

ZOEL, RONE TSI TNET,

e [SGSN ~DA ¥ —T7 A ZADFHE] (P.8-1) ()

o [SGSN ~D/L— hD#EE] (P.8-4) (WH)

e [GGSN TOT 7R KA hOEE] (P.8-7) (WH)

o HNHHIHR— K —nR~DT7 7 EADORE] (P8-41) (LE)

o M ENAN AT =225 GGSN ~DT7 78 A2AD7 vy 7| (P8-41) (LE)
o [IP7 RLABREET D MSIZLD GGSN ~DT 7 B ADH#E ] (P.8-44) (L&)
o TAPN TOENRA I AT — g L EH~DL—T 4 7 ORE] (P.8-45) (EHE)
e TAPN T® Proxy-CSCF i A — h D& (P.8-48) (fLiE

e [GGSN TOT /7 E®ARA L FDOE=HF ) VITBIORA L TF A (P.8-49)
REF) (P.8-50)

L]

SGSN DA 03— x4 ADEKTE

SGSN ~D 7T 7 A &M T HIZIE, SGSN ~DA U H—T 2 A AEHRETHILENDH Y 97,
General Packet Radio Service (GPRS; 7' — 3L Xy s T U4 $—E Z) /Universal Mobile
Telecommunication System (UMTS) Ti%, GGSN & SGSN MDA > #—T = A AL Gn 7> 5 —
Tz XEFEINTWET, Cisco GGSN Tix, 2.5G £ 3G OMAFD Gn A v ¥ —T = A ANHHR—k
SnTHhET,

Cisco7600 V=X )N—F FF5y N7+ —LTIE, Gn A & — 7:4’7\;*7\—/\°~/\‘4"’f‘1‘/\‘/“‘/
ICHRESNTZLAY 3/L—F v FGn VLAN ~Oif# (v Z—T7 = A AL 720 £4 (Z ZIZ [EEE
802.1Q I 7B /MM ESNET),
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B SGSN DA UE—T A RDBE

A== AP =P D Gn VLAN OFEMICHOWTIE, (75 > B 7 +— 2 OS] (P.2-2)
ZHBRLTLIEE N,

AU H—T A ADHREDFHMIZHOWTIX, [Cisco I10S Interface Configuration Guide] 1 LT
[Cisco I0S Interface Command Referencell %2 1L T &\,

802.1Q A 7L TA B2 —T 24 ADERE

Gn VLAN (2%} 5 IEEE 802.1Q # 7Mbbz R— T HHV T A v ¥ —T = ABFET DI,
Ju—n) ar7 4 Fal—ygry T—RTROa~vy REERLET,

avwyk B8
A7971 Router (config)# interface gigabitethernet IHESMJQﬁﬁ%éﬂé%j%V&—7:4Z
slot/port.subinterface-number éf?éﬁil/jino
AF972 Router(config-if)# encapsulation dotlq vlanid 71 7 ALK % IEEE 802.1Q (dotlq) & &%
L. VLAN #3+ &4 E L ET,
ATY7 3 Router (config-if)# ip address ip-address mask AV B —T A ADT T4~V IPT RLALZHRTE
LET,

SGSN ~DA V3 —J x4 ADEEDIRGE

A7y T 1

A== AP 2N Gn AV F—T = A AZWYNITRE LT Z L 2 MEET 51213, show
running-config =~ > REZFHLET, 77 A M A —H %> [ 822 WA L F—7 = A ARE (KF
WorEBH) % SGSN ~DGn A VY H—T =2 A4 AL LTERTDa~vy ROBIHIEKRIRLET,

Sup# show running-config
Building configuration...

Current configuration :12672 bytes
I

version 12.x

interface FastEthernet8/22

no ip address

switchport

switchport access vlan 302

|

interface V1anlO1l

description Vlan to GGSN for GA/GN
ip address 10.1.1.1 255.255.255.0
|

interface VvV1an302

ip address 40.0.2.1 255.255.255.0

WA 5 —T = A 2B LV Gn VLAN A ABETH 5 2 L ZMGET H121E, A== % =
T T show interface =~ > FAMHLET, ki, e/ — bz Af~DT77 A~ =% |
Q22 WA L H— T = A ADKE L TV AHlZ R~ LET, Gn VLAN TH 5 VLAN 101 2FEE L TV
£7

Sup# show ip interface brief FastEthernet8/22

Interface IP-Address OK? Method Status Protocol
FastEthernet8/22 unassigned YES unset up up

CiscoGGSN Y= 92av74F¥al—Lay H#4F
m. OL-19936-03-J |
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AFvF 3

ATv7 4

SGSN ~D1f vi—Jz s Z2nEe N

Sup# show ip interface brief V1an302

Interface IP-Address OK? Method Status Protocol
Vlan302 40.0.2.1 YES TFTP up up
Sup#

Gn VLAN OFREB L O AMEEZBEIET 5101%, A—/3—A F =¥ T show vlan name =~ > K
ZEALEJ, Gn VLAN Gn_1 OfZRIZRLET,

Sup# show vlan name Gn_1

VLAN Name Status Ports

302 Gn 1 active Gi4/1, Gid/2, Gi4/3, Gi7/1
Gi7/2, Gi7/3, Fa8/22, Fa8/26

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

302 enet 100302 1500 - - - - - 0 0
Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

GGSN T, Gn VLAN ~®D Gn ¥ 7' A v 4 —7 = A AZWINHE LI Z & ZHFET 5121%. show
running-config =~ > REMFHALET, ¥HTEY M A —F Xy F 002 WEA L X —T7 = AFKEE
MET—R T2 Af~DGCGN A E =Tz AL LTHERTHa~vy ROMAHIZKRISRLET,

GGSN# show running-config
Building configuration...

Current configuration :7390 bytes

|

! Last configuration change at 16:56:05 UTC Wed Jun 25 2003
! NVRAM config last updated at 23:40:27 UTC Fri Jun 13 2003
|

version 12.3

interface GigabitEthernet0/0.2
description Ga/Gn Interface
encapsulation dotlQ 101

ip address 10.1.1.72 255.255.255.0
no cdp enable

ip route 40.1.2.1 255.255.255.255 10.1.1.1

PTAE—T 2 ABFAFRETH D Z & ZMFAET 5121, show ip interface brief =~ > N % H
LEd, Gn VLAN ~OFXHEy b A =%y b 0027 A2 =71 A0 [BEH#) L, 7'r b=
b TEE ) LTWLEZRISRLET,

GGSN# show ip interface brief GigabitEthernet0/0.2

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0.2 10.1.1.72 YES NVRAM up up

[ 0L-19936-03-J
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W  SGSN ~DL—FOBE

SGSN ~DJL— FDERTE

S

GE)

SGSN & OEfFICiX. A% T 4 v 7 — bdy, F721% Open Shortest Path First (OSPF) 72 & D/L—
Ty T halEFERHTEET,

SGSN 73 GGSN & ERIGEET A%, SGSNICAX T 4 v 7 — M EBRET D0, F£721% SGSN
5GGSNA X —T A ADIP 7 FLATIEAL<, GGSN k{72 7L — ;O IP 7 R L AIZEIIZ
N—TFT 4 T TEDLEHITTIRLENRLD £7,

ZITE AET 4y = FERELLY ., GGSN TOSPF v —7 T A X—=7 NI LT Y T
DDA~ FIZOWTHBILET, IP V— FOREDFEMIZHOW T, [Cisco 10S IP
Configuration Guidel ¥ X O [Cisco 10S IP Command References) %ML T E &0,

ZOHEIE, WONKFTHEBREINTHET,

e ISGSN ~DAZT 4 v 7 L—bDORE] (P.8-4)
» [OSPF o) (P.8-5)

* [SGSN ~®D/— FOfEGE] (P.8-5)

SGSN ~DRA T4 v IL—FDEKRTE

ABRT 4 w7 — ML SGSN ~DEENL—FT, V=T (7 FT—TNMIKEMENET, OSPF 2 &
DNV—T 47 T barkRIELZRVGEEIE, SGSN ~DRZT v 7 b—FERELT, *v b
T—2 FNRA A ORRABRHESLTE ET,

A B =T 2 A AN SGSN ~DAXT 47 )—bFERETHITIE, Ze—_)L a7 X2 lb—
vary B—RTROa<y REFEHLET,

avyFk

=]:)

Router (config)# ip route prefix mask {ip-address | ART 47 [P JL— b %gﬁﬁiﬂbij‘o

interface-type interface-number} [distance] [tag tag]

[permanent]

o prefix : oD IPL—F TV T4 7 ZAEEELET
(ZHE, SGSN D IP 7 KL 2 T),

e mask : FED TSV T4 VA AT ERELET (Zh
1Z. SGSN %y hU—27 D% TRy b w27 TT),

o ip-address : 5E5C Ry NU—JICEET A1 OICEHAT
ELHRIAPMKRYTDIP T FLAEELET,

* interface-type interface-number : 555 F > U — 7 2%
ETAHIOIHEHTEL Ry NV —7 A& —T A
ADIAT A Z =T =2 A AFFEHEELET (Ih
. GGSN TGn A v F—T = A AL RDBA L H—T =
A ATH),

e distance : V— FDOEFEHT 4 AHX A EIRELET,

o tagtag: /v — b ~ v 7REH THEAMZHTHT D200
—F) fEL LTEATE 7 7lEEaEL £

e permanent: f > X —T A ARV ¥y hF T LT
BAETH, b— bZHIBRLARNZ EEEELET,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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SGSN ~oL—Fro@Ee B

OSPF D&%%E

or—F 7 Tu harlEUL, OSPF # A x—7 /W29 5121, OSPF v—T 17 7tk
AEMERR L., FON—F 47 Fut A ZEEMTHIP T FLADOHEHAIEEL, ZOIP T FL A
FPHICBEEMT A2 7 ID 250 Y CALENRH Y 97,

>
(GE) Cisco7600 ¥V —A N—% 7Ty 874 —LTIE,OSPF LV—7 4 7 TREANZA—=/N=1F =
VUV EEINTE Y, GPRS Tunneling Protocol (GTP; GPRS ~ o VU v 7 7ua k=)L) Server
Load Balancing (SLB; #—/X o — K RXJ v 7)) IV — &L GGSN BT 7 L—h 7 RL &
PIaT ERNZAL T DX 91> THET,
OSPF @ ET DL, /m—sVb ar 7 Falb—rary E—RFTROa~y Rl LET,
avoF i
AF¥97 1 Router (config)# router ospf process-id OSPF V=T 4 T HAFX—T NI, V—F a7 4
XFal—raryE—REHIBELET, process-id 1213,
OSPF V—7 o > 7 7t AD T2 DIZE TR % ik
BNTGA—=ZERELET,
process-id (3r — AV THID JTH, EEDOEDELK
HIRETEET, OSPFL—T 4 7 TutAT Liz—
HOMEHID Y TES,
AF97 2 Router (config-router)# network ip-address OSPF NEMET DA v X —T =2 AA AZTEHR L., TDOA
wildcard-mask area area-id H—Tx2AZADOTY T ID 2EHRLET,

* ip-address : OSPF x* v NV —7 = U 7IZEEN T
5IP 7 RLAZELET,

e wildcard-mask : OSPF x> hU—2 = U 7D
f[don'tcare] B "N EFEFNTWVWAIP T RL A <&
JEEELET,

e area-id : OSPF 7 F L A% ICBLE T A Y 7%
FBELET, I0EEEAIZIP 7 RLAZRETE
F9, TUT%IP V7 1y MIBEEMT DHET.
YT IDELTH TRy b 7T RLRAEIBETE
7

SGSN ~MDJL— + DIREE

SGSN ~D/b— b ZRFET H121E, £ GGSN REZMAE L, /— FBHESL SN TWD Z & ZMGEE L
ij_o

A= R= SN, 2V U EERFET 5121, show running-config =~ > R&Z{EH L, SGSN Zxf
LTRELINV— FEMFELE T, SGSN IZHT HRED AR LET,

Sup# show running-config
Building configuration...

Current configuration :3642 bytes
|

version 12.3

[ 0L-19936-03-J
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W  SGSN ~DL—FOBE

ip slb vserver V0-GGSN
virtual 10.10.10.10 udp 3386 service gtp

vlan 101
name Internal Gn/Ga
|
vlan 302
name Gn_1
|
vlan 303
name Ga 1
|
interface FastEthernet8/22
no ip address
switchport
switchport access vlan 302
!
interface FastEthernet8/23
no ip address
switchport
switchport access vlan 302
|
interface FastEthernet8/24
no ip address
switchport
switchport access vlan 303
|
interface VlanlO1l
description Vlan to GGSN for GA/GN
ip address 10.1.1.1 255.255.255.0
!
interface Vl1an302
ip address 40.0.2.1 255.255.255.0
!
interface V1an303
ip address 40.0.3.1 255.255.255.0
!
router ospf 300
log-adjacency-changes
summary-address 9.9.9.0 255.255.255.0
redistribute static subnets route-map GGSN-routes
network 40.0.2.0 0.0.0.255 area 300

network 40.0.3.0 0.0.0.255 area 300
|

ip route 9.9.9.42 255.255.255.255 10.1.1.42
ip route 9.9.9.43 255.255.255.255 10.1.1.43
ip route 9.9.9.44 255.255.255.255 10.1.1.44
ip route 9.9.9.45 255.255.255.255 10.1.1.45
ip route 9.9.9.46 255.255.255.255 10.1.1.46
ip route 9.9.9.72 255.255.255.255 10.1.1.72
ip route 9.9.9.73 255.255.255.255 10.1.1.73
ip route 9.9.9.74 255.255.255.255 10.1.1.74
ip route 9.9.9.75 255.255.255.255 10.1.1.75
ip route 9.9.9.76 255.255.255.255 10.1.1.76

!
access-list 1 permit 9.9.9.0 0.0.0.255
|

route-map GGSN-routes permit 10

match ip address 1

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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AFyvT 2
HA2WITRLET,

Sup# show running-config
Building configuration...

Current configuration :3642 bytes
I

version 12.3
|

interface GigabitEthernet0/0

no ip address
|

interface GigabitEthernet0/0.2

description Ga/Gn Interface

encapsulation dotlQ 101

ip address 10.1.1.72 255.255.255.0

no cdp enable

|

.1 255.255.255.255 10.1.1.1

.1 255.255.255.255 10.1.1.1

.10 255.255.255.255 10.1.1.1
.10 255.255.255.255 10.1.1.1

ip route 40.
ip route 40.
ip route 40.
ip route 40.

N =N
w w NN

AFv7 3
912, show ip route 2~ RZHEHL 7,

Sup# show ip route ospf 300
9.0.0.0/8 is variably subnetted, 12 subnets, 2 masks

0 9.9.9.0/24 is a summary, lwld, NullO
I

Sup# show ip route 9.9.9.72
Routing entry for 9.9.9.72/32
Known via "static", distance 1, metric 0
Redistributing via ospf 300
Routing Descriptor Blocks:
*10.1.1.72
Route metric is 0, traffic share count is 1

GGSN TO7 V7R "M > FDERE

A== NP PP SGSN ~DL— M ERFESLLT- 2 &

GGSN T07s X s> romzs N

GGSN #&E & #3FF9 5121%. show running-config =~ > R L £9, SGSN IZHT B ED—

FET DI, WOBNCKF TR X

GGSN (L7 7B A RA v FEZIELSEET HITIE, TAAN By g THED PDN BLTOT T A
N—F Xy NU—=Z @R T 7 R A B TE D L OIC, EERICHFBLOFET2LERH Y £

el

o

ZOHIT, WONETHRISNTOET,

o [TV EANRAL hOWE] (P.8-8)

o [HARMLET 7R RNA L MEEDIEEY X~ (P.8-10)

e [GGSN TOET 7 v A KA v FOEE] (P8-11) (HH)
o [GGSN TOAET 7 ¥ 2 KA v Fo#E] (P8-32) (EE

[ 0L-19936-03-J
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B GGSNTO75 v KM rOBE

Fiz, AR — bxt4:d Dynamic Host Configuration Protocol (DHCP) #—/33 XU Remote
Authentication Dial-In User Service (RADIUS) H— % HT 255121%. EnEhoH— L 0
BEWUNHSLL T, T7E8A RS FTHAFT Iy 7 IPT Ry v 7HRRER L 0= — Y REGEGE
T onELH Y £,

77 A RA 2 hTDHCP = RADIUS 72 EMio ¥ —E R Z2%ET D HEICHOWTIE, T[GGSN THO X
AFIv 7 TRLy IV ZOHRTE] £ TGGSN TOtEX2 VT s DBRTE)] OFZETCHELIBMBHLET,

TR RSV FOBE

ZOHEIT, RONBETHEHR SN THET,
e [GPRS/UMTS v NU—2Z DT 7 A KA O] (P.8-8)
e [Cisco GGSN TOT7 7R R4 hDEHE] (P.8-9)

GPRS/UMTS &y b T—U D7 V1R KAV +DERA

8-8

GPRS & UMTS O#ik& Tix. Access Point Name (APN; 77 A &RA > b X—24) LIEENE X v
FO—Z7 ID #ZEFZLTWET, APNIEZ, X FU—Z7 D EDENIC—F By a UREELEND
NEBT D= OEHR T, GPRS/UMTS /Xy 7 R—2 T, APN X GGSN 2B+ 5 EH & 72
D %9, APN (. GPRS/UMTS * v hU—27 ® GGSN IZFRE &, GGSN S 7 7B A TE £,

APN 29425 L, A%kT—4# (PDN). 774 X—h Xy hU—7 FlE3fERY FT—2712
TIRATEDLLIICARVET, £/, APN 24 ¥ —x v b 77 &AL Wireless Application
Protocol (WAP) 7R ERED XA 7OV —E A CEE#MITF A Z LN TEET,

—YNRt v a DM EEERT S L. Packet Data Protocol (PDP; /X% > h 5—% 71 k=)L)
T XA RDOERER A v E—T %I LT APN 2% Mobile Station (MS; €A )b A7 — 73 v) &
721X SGSN 7~ 5 GGSN [ZfftanE 9,

APN Z@H4 2720, RO 2 SOEURNL R Ll NERSHLTOET,

e F*v hU—71ID: APN OWHSEH T, GGSN Mkt SNDHIMBO R v b U — 2 Z#R3I L £,
Fy hU—27 ID I, BESBHRK63 51 R T, TR L 1 DFFNTWIHILERHY F
T BEHOTSNANEENTWVWERY hT—Z7 IDIE, AV F—F v b RAAL VA THD LIRS
nEd, 7=& ziX, Tcorporate.com] X% v h7—7 ID T,

o AL —%ID: APN OEEOHEEZETH Y. GGSN M{FET 5 Public Land Mobile Network
(PLMN; X7V v FU REALNL 2y bU—7) ZFHAILET, X —% ID /DS TK
IoNTZ3 2OTNNBRY, BEDOTLFEIC Tgprs) ET2LERNHY T, =& 2L,
fmncl10.mcc200.gprs] & VW5 K HIT7 Y £,

ARVL—2 1D iE, FFET2HEICIE, 2y V=2 ID ObH LICRESNET, Z0 ID T,
GGSN @ Domain Name System (DNS; KA A v F—A VA7 L) £4ICHY LE3, APN 0K
i3 100 X4 FTF, AL —% 1D BFEE L WA1E, International Mobile Subscriber
Identity (IMSI) (2% $£41% Mobile Network Code (MNC; E/X3A )L Ry hT—27 a—R) B&
O Mobile Country Code (MCC; EXA VEa—R) [FHRNE, 7740 DAL —% ID BIR
B ET.

Cisco GGSN Y —R92av74FalL—varv A4 F
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GGSN T07s X s> romzs N

Cisco GGSN TO7 7R KA > DR

TR ARA L FOFREIL, Cisco GGSN TH.LE 2 REFEED 1 5T, GPRS/UMTS * v k
7 — 2712 GGSN ZHUNCEHET HITiF, T78A RA Y FNEBEUICERETALERNHY 3,

APN Z#RET 58 E. CiscoGGSN V7 F U =7 TIIROREHZZHH LT,

o TUEBARAL K UADL :Cisco GGSN DT 7L — MIBEEMITONDmBEA 4 —T =
AR, T7BVARAL P VRANMUL, 1 2B EDOT 7R KA bR EEFNTHET,

o TIUERANRAL b APN BIOZFNIIHEEMNMTONEZT 7 B A2 ER LE T, 77 & A5k
I, BEF 2T 48 A FI vy TRy T HERARERHY £9. Cisco GGSN o7 7 &
A RA M BT 78 A R FERITIET 78R R bonTFimnic e £9,

o TIURARALU N AT v AFK S GGSN HEND APN Zi#BI3 572912 APN [ZE| V4 TH
N3%EH, GGSN 2> 7 4 Xalb—3 gy a<wy ROFIZIEL, 4’/7/72%77%@}@1/(APN
EERTHLONRHD FT,

o TIURARAITN—T  L—XITEBIMTREMRERL—F EX=2VUT 1, 7’7*’61 KA MTEEL
<. PDN &@Y&sz%ﬁ%ﬂﬁﬂféiff ek 1P ?7Jzz UARNDERIZWESTMS 5D
GGSN ~O7 7 v A %&FHFAT 2846, IP 772X Jv—72i% (7’7*’67\ ARA > FT) PDN ~
DT 7 BAEFHATHZNEIDLERLET, IPT 7 EX &“/Vw7°§)’<hﬁf-zi\ PDN 75 MS ~®
TR RABHATENE I ML ERETEET,

GGSN TO7 VA R4V b+ 247
Cisco IOS GGSN U U —ZX 3.0 LIfEIZ, RDOT 7B A RA v § FATHYR—FLTHET,

. % AVE—T oA ARBATHEDZ —F v b 2y NI —JIZE¥T 78235 L9512 GGSN %
RET DI, BT IVEBARA Y b AT 2MHLET, GGSNIL, KT 7R KA b &
ﬁ%bf%%@x/kv ZIZBELET,

GGSN IZET 78R KA ¥ FERET D HIEOFEMIZHOWTIL, TGGSN TOET 7R KA v
FOEE] (P8-11) =&ML T IV,

e {4 : GGSN IZIHE APN 77 A RA V bERELTHEHEDO X —7 v b Xy N =7 ~DT 7
T AERET DT, BT 78 A RS b XA 7 HEALET, GGSN TIIHICET 7 & A K
AV NEFERLTOHHEOR Yy hT— 27 1ZBI#ET 57D, GGSN OEET 7 &2 KA v ME, ET
T A RA L N EEBEETHEATILERD Y £77,

GGSN (2T 7B A RA ¥ FERET D HIEOFHMIZI W T, TGGSN TOEMET 7+ & K
A4 FDOEE] (P.8-32) MR TLEE,

(G¥) GGSN VU —R 14 VHITIE, ET 7 BA RV MR R—bINTWET, PLMN Ot
Ca = I ORMBEICHLT B0, GGSN YUY —2 3.0 LTI, FET7 2782 KA b 24 7Y
A—hrE&NTWET, £/, GGSN U YU —% 6.0 & CiscoIOS U U —2 12.3(14)YU LIFETix, [HFAT
MEJ T x— APz, =P LIZF—F v N APN IZEIZ~Y vy B 7 &b X5 IC{AE APN % 3%
ETEET, FEMIZOWTIEL, [GGSN TOHEMBT 72 KA v Fo#E] (P8-32) #BBLTLE
S0,

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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EXHGT I A R4V FEREDHEFERY X k

ZOHTIX, GGSNIZT 7 BA RA VU "N ERETDHEDICHLEL R D, EANRIEEICOVTHERBAL
F4, A APN 7 7 & A7 SRR ARRSREIMITIC T 7B A RA U P ERET D HIEICHOWTIE, ZoE
DORIDOETHLLHHALET,

GGSNIZT7 7B A KA v FERET DI, ROFERHRIMEELEITLET,
o [GGSN TD GPRS 77t &x KAk URFDFEE] (P.8-10) (W4H)
e [GGSN TOT 7R KA FOIERBLOZFDOX A 7OEE] (P.8-10) (WZH)

GGSN TD GPRS 77X R4 b JR FDETE

GGSN Y7 U =T TlE, 72X BS 2 r VX PEMFENDZ T AT 4 BRETHILENHY F
9, GPRS 77 A KA F URPMIE GGSN IZRETAIWET 72 A2 KAV FBIOHET 72
RA Y MOEGEERLET,

Ja—nm) a7 4Xal—yalry T—RTCTZ7EBRARALA U b VR FERELESAIL. GGSN
Tho =TT I78ARAL N URARE GGSN OFEAET T L— b f 0 F—T7 = A AZHERIIZE
WA ET, 20D, GGSN Tlid, 778X RA b VA MI 1 S HEHATE £,

(i) GPRS/UMTS 77 A RA > F UAKNEIPT A UARMETIE, CiscolOS Y7 by =T DT
TATAPRRDLZLICEELTLLEEZWY, GPRS/UMTS 778 A RA > b UARARNIT 7R KA
FREIVCZEOMETHEEZERTHILOTHY IPT7EA VARMIIP T RLRAZLDL—F~D
T RAOFAERETHEDOTY, 77 A RA L MIT HHREERT DITIE 7o — 0@
EWCIPTZ7HA VA NEREL, 727 %A KA FEEIC ip-access-group 2~ > REHE L ET,

GPRS/UMTS 772X RA » F YA RMEZREL, YA MNICT 7R KA MERET DI, 7
nD—)L a7 4F¥al—ary BE—RTROa<y FadHLET,

avv R B

Router (config) # gprs access-point-list list-name HLWT 7R RA LN VA NOLARIZIRET D0, BEfF
DT RAFRA N VA MOAHIZZRL, 77 ®A KA
YRUAN T4 Xalb—vary - REMBLET,

GGSN TO7 V7R RSV FOERE LUV ZTDER 1 TDIEE

GGSN DT 7 A KAV N UANITZ7HVA KRSV VEEBETIHSLENDY T, 20D, 77+
A RA Y FEAERRT DI21E, FT GGSNIZH LWT 7B A KRA v v VR NEERT DA, £72I13EE
FEOT 7 EARAL L b VRARERELT, 728ARALA L M UVAF a7 4F¥al—v gy E— R
WCTHRMERH D E9,

TIERARAL Y VEAERT ABEIEF. ATy IV ABEERZT 7 EA RA L MTEIV YT, T7EA R
AV PMDORALS U (R NU—2ID) 2 EL, T7EA KR bOXAT (RIEEILE) &
ETHOHMLENHYET, T7EA RSV MIFRETEZHMMOAT v a iz onTiE, BENMDET 7+
ARAY N AT varoRE] (P8-20) ITELDHET,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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27972

A797 3

ATy7 4

GGSN T07s X s> romzs N

TIRARLS LV NEERL, TOXA TEBETDICE, F/e—bar7 4 Xal—vgy ET—K

TROa~ s FEMEHLES,

avwyk

=]y

Router (config) # gprs access-point-list list-name

FLWT 7R RA N VA NDARIERRET D
BMFEOT 78 A RA b URNDATTIZSRL, 77
TARA VNIV ANy T4 F2l—Yay F—RNE
BRI L £,

Router (config-ap-list) # access-point
access-point-index

BLWT 78R RV NERBDA VT v I ARGERE
TN, BBFEOT 72 A KAV VERESZRL, 77+
ARA N a7 4X¥alb—vary B— NEBBLE
j—o

Router (config-access-point) # access-point-name
apn-name

ERINTET 7 A R FT—FRN GGSN 7257
JEHATEDLPDN DXy =7 (F721ERAAY)
LLERELET,

(GX)  apn-name X, MS. Home Location Register
(HLR; "—2b mir—3 3y LY ZE), BLW
DNS Hh—n"Trrbva=rv73h5 APN I

—HTOBENDHY T,

Router (config-access-point)# access-type
{virtual [pre-authenticate [default-apn
apn-name]]| real}

EE) 7T7BARAL L NOEA T EHFEELET, HH
TELA TV a Ik btsy T,

e virtual : GGSN ORFEOYER X — 57 v b X K
T — 7 2T T H AL TV R W APN Z 1 7, (5
T, 22— ITLIcF¥—5 v b APN IZEIIC~ v
VITENDEIICHRETHI L TEET,

e real : GGSN OA/NHER Y N —T ~DA L F—T =
A AZxHET D APN # A 7, ZHUET 7 4L M
<7,

FIFINV DT 7R XA FIXETT, 2Dk
B, Zoavy RERETHIHLENRD D DI,
APN M7 72 A RA v N THDHIEETETT
-g_o

(E)

GGSN TOET7 VR KA 2 FDEERE

GGSN (%, ET7 78R KA v FEEH LT,

GGSN @ Gi A v #—7 = A ARH A AfE7: PDN

X7 I7ARN— b Xy hU—Z LBELET, A0 F—T oA ARBATREDZ—FT v b Xy hU—
JIZHEEET 78 ATHEIICGGSN 2R ET DITIE, ET 7 BRA R b FATEHEHLET,

W7 782 RA L MeRELLELGEIE, 4—F v b X2y NI —=JIZBETDHODFET 78 A RA

VMO RETOLENRDY ET,
GGSN i3,

AT —EAWMB LRI FTAR—F Xy NT—T~DT VA RA L FNOREEXYR—FL

TWET, TITE, ROXIBREHERET 7R KA FOFBRETIEIZOWTHALET,

e [PDN 727 B AREDIEEY A K]
e [VRF Zfifl L7 VPN 7 7 & 2 D& IE

(P.8-12)

OIEFEY A b (P.8-13)

[ 0L-19936-03-J
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PDN 7 7t AREDHEXRY R

PDN ~O#fR 4% T 2% E1E, WOEEEZFITLET,
¢ PDN ~DA L Z—T 2 A ADKRE (GiA v F—T=A ) (WHE)
e PDNDOT7 /7 tx RAv FOEE (WH)

PDN ~DA B —J 4 ADFHE

ATy7 1

A7y7 2

ATY73

GPRS/UMTS % T —27® PDN ~D 7 7 & A &FESsrT 5121%, PDN IZHEfT5H L 951 (KBNL@
AE =T 2 A ABRETILENHVET, ZOA L F—Tx2A AL, Gi 7> —7=z147 XL
NTWET,

Cisco 7600 >V —X v—% 7Ty R 73 —ALTE, ZOA 2 H— 7:4xix~A—A4ﬁ¥zy7y
ICREEINTZL ALY 3L —7 v K Gi VLAN ~Oigf#if v Z—T7 x4 A& 720 F9 (Z ZIZ IEEE
802.1Q 7 7ML EE S ET),

A== R P =V D Gi VLAN OFEMICHOWTIE, [ 79 v b7 4 — L ORHESM (P.2-2)
ZHBRLTLIEE N,

AUVH—T A ADFREDFEMIZHOWTIX, [Cisco 10S Interface Configuration Guidel] 1 LT
[Cisco I0S Interface Command Referencell %2 1L T &\,

A
(3¥) VPN 77 & *|Z VPN Routing And Forwarding (VRF; VPN /L'—7 ¢ > 7 B X OHE%) 24 HL T»
541X, GGSN T Cisco Express Forwarding (CEF) AA v F v 7 A F—TNITHHERSH Y F
Fo = SARELVVT CEF 2 v F o T A X2—7 M LEgGEE, oA 2 —T x4 R
TRIZT 4 =T ML TWRWNED | EOA 2 H—T x4 ATHHBICA X —T IR0 7,
802.1Q A7t TS 3 —T =4 ADERE
Gi VLAN (Z%}9 % IEEE 802.1Q 7 2 /b E VR — b5V T A 0 —T oA RAEHRET HITIE, 7
o—)L a7 4 Fal—ragy T—RTCROa~ > RREERALET,
avwyFk B#
Router (config)# interface gigabitethernet IEEE 802.1Q DERHINAY T X —T (A
slot/port.subinterface-number PiEELET
Router (config-if)# encapsulation dotlq vlanid 51 7 VAbER % IEEE 802.1Q (doth) LIERE
L. VLAN &R+ % ELE T,
Router (config-if) # ip address ip-address mask AV EB—T A ADTTFTA~VIPT RLALZHRTE
LET,

PDN D77t X RA ¥ FDEE

PDN@Tﬁ“TZXT/f/]\% XET DITIE, GPRST 27 BARA RA U b URNMIET 7R RV M
BTOHLENRDD E7,

GGSN IZET 7 A RAV FERETHIZIE, Fm— b ar 74 ¥zl —ay B—RTROa~
v REHEHALET,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
m. OL-19936-03-J |



| £8% GGSNADRYFT—5 79 LRDEE

ATY7 1

25972
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GGSN T07s X s> romzs N

avwyFk

B8

Router (config) # gprs access-point-list list-name

FMLWT 782 KA b URNOARTEZTRET B0,
BEOT 78 A RSN VA NOLARIZSRL, 77
TRARALA VNIV R T7 40X 2lb—var E— K%
BHAA L ET,

Router (config-ap-list) # access-point
access-point-index

HLWT 7 'R RSV NERBDOA VT v I AR FEIEE
TEN BMEOT /A RV NEBEESRL, 77tk
ARA YN AT 4 X2l —T gy B— NERBLE
j—o

Router (config-access-point) # access-point-name
apn-name

ERINFET 78R RA Y FT2—H2 GGSN 67

JEATELPDN DRy hU—7 (FITRAA V)

LERELET,

GX)  apn-name 1%, MS, HLR, ¥ LT DNS #—
T7ubya=rr73nd APN IC—HTH0E
Db FET,

Router (config-access-point) # access-type real

GGSN DHERA >y T —T ~DA B —T = A AT
T5APN A 7&HBEELET, T 74/ MEIZETT,

GPRS 77 A RA v bDOEREFNZONWTIE, [T78A RS2 VA RREDOH] (P.8-52) LM

LTL7EENY,

VRF ZEA L= VPN 7V L ADEEDEE R +

Cisco IOS GGSN ¥ 7 b U = 7%, VPN V—7 1 » 7B L QL% (VRF) i L7z VPN ~D i %

PR—FLTWET,
~

(GGE) VRF L. IPV6 PDP Tid¥ A —F &N TWEHA, 207D, VRF 84 X —7 L7 >TWW5 APN 1T
ipv6 =~ RAZ#E L7254, IPv4 PDP |3 VRE T/L—F 1 > 7 &R E 3728, IPv6 PDP (37 1 —/ 31
N—T 4 T FT—TNTN—T 4 T ENET,

GGSN V7 + U =7 Tlt. BHEEDO FET VPN ~OT VA E2BRETEET, POFEEFERT L0
. BEIHPDO S5y 7+ —A5, GGSN & PDNREIDO Gi f v F—T7 = A ZZxtTH %y NU—V3RIE.
BIXOT 7 R%ED VPN IZL > THRARY £9,

GGSN T VRF #fiJHL T VPN 77 &2 %

RET DI, ROEEEZFITLET,

e I[CEF AA v TF 7 DA 3—71] (P.8-14) (&H)

e [GGSN TOD VRF v—F 4 v 7 T—7 N0 iE] (P.8-14) (H4H)

o I[VRF #{H L7 VPN ~D/L— FDFHE] (P.8-14) (%)

e [VRF i L7= PDN ~DA v ¥ —7 = A ZDO%E| (P.8-16) (KZH)

o [VPN ~OT7 7t 2DFE] (P.8-16)

(WZH)

REFNZSWTIEZ, [VRF b i@ of]) (P8-53) 2ZML TS ZEW,

Cisco GGSN Y —R92av74FalL—vay /4K
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CEF R4 Y F 504 3—TIL
CEF AA v F 7% GGSN T/ a0 — LA X —T M T 5L, GGSN OFT_RTDA H—T = A A
T CEF AA v F U ITREBEINIA F—T 272D 7,

~
(GE) CEF AA v F > 7 2 mUNIHESEDI121E, noipcef 2~ KEHHLTCEF A v F L7 %7 «
=T LizbE, D LFESTHS CEF A v F o 7% A X —TNMILET,

GGSN Lo A2 —T7 2 A ATH CEF A v F U T A RX—TNMIZTHIZIE, 7 a— b 3
T4 F¥al =gy T RTROa~vy REFERHLET,

avwvFk B
Router (config)# ip cef 7utvH%TCEF A4 x—7 W LET,

GGSN T®D VRF L—T 1 »¥J T—TILDOEE

GGSN IZ VRF v—T 4 7 T—T NV EFRETDHITIEL, Fe—L a7 4 Xa2lb—v a3y F—RT
woavy ReERHLET,

=1 N B
A27y71 Router(config)# ip vrf vri-name VRE V—F 4 7 T—TNVEREL, VRF a7 4
Fal—var E—FeliELET,
AF797 2 Router (config-vrf)# rd route-distinguisher VREF ONLV—F 4 v 7 T—7 B L NEET— 7V EE
L. VPN OF 7 4L b DO — MBI E2HE L ET,

VRF %#{#M L7 VPN ~DJL— FDERE
GGSN £ T 7B AEDTTA_— | Fy KT —2 L O — FEET 5 2 L 2R LTS,
GGSN 76 FF A ~N—h v hU—2 7 L RZA LT ping 2~ > R LT, M2 RiET
XFEF, V— FERETDICE, A¥TF 47 A—bEREAN—T 427 T har s EHTEET,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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VRF 2FEALE=RE T4 99 L—FOERE
VRFZHERALTCAZT 4 v 7 L—"ERETAHAIIT, Fa— )L a7 4 Fal—ray F— TR
Davy REMHLET,

avwvk B i

Router (config)# ip route vrf vrf-name prefix mask 225 47 IPL—FERELET,

[next-hop-address] [interface {interface-number}] _ _ N
[global] [distance] [permanent] [tag tag] e vrfrname : A7 47 V—F HDO VPN V—TFT 4 T8

YRk A 2% A2 (VRF) O4RIEZEELET,
o prefix : FEHDIPL—h TV T 4 7 AEEELET,
e mask : SEXDOT VT 4 VA AT ERELET,

* next-hop-address : 56 v NV — 7 \CEIE#ET 5720
HATEDLRXRI A MKy TOIP 7 FLAEZRELET,

* interface interface-number : 55 x v NU — 7 \ZEIET D
DI TEDL R Y NIV —F A F =T = ADF A
TEA I =T 2 A AFFERELET,

e global : fEEDHX I A MKy T RLAHN VRF L—F 4
YT T=TNUNDT =T MDD EERIEELET,

o distance : V— N DEBT 4 AX UV AEBELET,

e permanent: { > ¥ —T7 A ANV Y v hE T LY
HTH, L= FERHIBRLARNWZ EEZEELET,

o tagtag: /L — b ¥ v 7R THEEM & HET 57200
—8) L LTHEATEL X JHERELET,

VRF ZFRA LA 3 T4 v D IL— DB
BELIZAZT 7 VREF b— 72 GGSN 1T Lo THESE ST 2 & B MREET B 121, OB RS &
212, show ip route vrf # EXEC =~ FZEA L E7,

GGSN# show ip route vrf vpnl static
172.16.0.0/32 is subnetted, 1 subnets

U 172.16.0.1 [1/0] via 0.0.0.0, Virtual-Access?2
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
S 10.100.0.3/32 [1/0] via 10.110.0.13

VRF %{£F L7= OSPF JL— FDERE

VRF #fff HL COSPF V— F 2R ETHICIE, Je—)L a7 4F¥a2lb—2 gy F—RKRTRDOa~
VREMEALET,

avy kR

=)

Router (config) # rou
vrf-name]

ter ospf process-id [vrf OSPF V=T 4 v T %A F—TWIZ L, V—F a7 4 X
L—Yay = RFEBBLET,

o process-id : OSPF )V —7 4 > 7 7’0 AD = HIZNFER Tl
HT 2B F A—2 ZHELET, process-id IZr—71 v
TEIVYTOHN, EEOEDEEAZRTE T £ 9, OSPF
N—TFT 47 T AT LIZ—BEOHEEE ) ¥ TES,

o vrfvrfrname : VPN )V —7 ¢ T EB L EIEA VA F
ADLHTEEE L ET,

[ 0L-19936-03-J
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VRF #{£FAL71- PDN ~ADA >3 —7 24 ADKE

PDN ~O7 72 A %ML T HIZI1X, PDN IZEH T 720D A % —7 = A A GGSN _EIZHETT,
TDAE—T A AT, GiA U E—T oA A LETNTWET,

Cisco 7600 >V —X v—% 7Ty R 73 —ATIE, 2O F—T A A ix»«x—/wﬁ“‘ Y
ICREEINTZL ALY 3L —7 v K Gi VLAN ~Oigf#if v Z—T7 x4 A& 720 F94 (Z ZIZ IEEE
802.1Q 7 7ML EE S ET),

A== NP =P D Gi VLAN OFEMICHS>WTIE, (79 v F 7 +— A ORTHESME (P.2-2)
ZHBRLTLIEE N,

AUH—T A ADBREDFMIZOWTIX, [Cisco 10S Interface Configuration Guidel] ¥ LT
[Cisco I10S Interface Command Referencell %M 1L T 72 &\,

S
(GE) VPN 7Z7ERIZVRF #EHLTWDHA1E, GGSN TCEF AA v F 2 T oA 32—T MTT D 0EHR
Y ET, Fa—rLERELVT CEF AL v F T h A X—T M LIEHEIE, BROA v Z—
T A ATRIZT A B—T ML TWRNNED EOA U F—T 24 A THHBINICA R—T IR
D ij—o
802.1Q Hh 7ML T B3 —T A RADHRE
Gi VLAN (Z%}9 % IEEE 802.1Q # 7 b2V R— T2V T A X —T = A ZAEHET D N
O—N)L a7 4 Fal—gry E— RTROavy e LET,
avr kR B
A7971 Router (config)# interface gigabitethernet IEEE 802.1Q MEH SNV T A v ¥ —T = A A
slot/port.subinterface-number fzjﬂaﬁgbij—
A797 2 Router (config-if)# encapsulation dotlq vlanid B 7' AL IER A IEEE 802.1Q (doth) LER
L. VLAN &7 2 ELET,
ATY7 3 Router (config-if)# ip address ip-address mask AV EB—T A ADTTA~<VIPT RLAZHRTE
LET,

VPN ~AD7 V£ ADEE

GE)

AE L R DR EFEELZET Licb e, bV EFEHAT S, ERITHEH LR VPN ~OT7 7 B R %25
ETEET,

ZIZTiEH, VPN ~DT 7B R EZRETHEOOIFEIERTFEICOWTHPALET,

Ko RV D 72N VPN ~DT 7 & ADRE

oD dH s VPN ~DT 7 ADHTE

GGSN U U—2 5.0 LABE I, #%?» APN #[E U VRF([ZEIW ¥ TAHZ LA TEET,

FoRILDEWL VPN ADT Y ERADEE

BEHDOGI A F—T 2 A% R 5 PDNICEEL, D5 HD 150 PDN 2°6 VPN ICT 7 & 24
LHMEND DA, IP RV EHRELRSTH, EO VPN ~OT7 JEREZHFRETCEET, ZOLD
BREEIZ VPN ~DT 7 v AZHETHICNEI. vif T 7 BARA L h a7 4 Fal—v gy avw K
ERETDHDLENDY £7,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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GPRS 77 A RA L b UAKMIVPN~DT 7 RAERETDHITINE, Fu—rUL a7 Xz lb—
Tary E—RNTKkOavry REFEHLET,

avwyFk B
AT971 Router (config)# gprs access-point-list list-name HLWT ZEBARAL LN YA NOARIZIBET S

M BEFEOT 7 ARAL M)A NOLETIEZSR
L. 77%ARSAS VYV RAF a7 4FXal—
vary '—REBEBELET,

A797 2 Router (config-ap-list)# access-point HLWT VR RA Y NEZREDOA VT v I AEKR%
access-point-index BETLMh. BHEOT 7R BAL Ly NEELBIR

L. 778A RS har7 s ¥alb—g v
E—RNERBELET,

AZF97 3 Router (config-access-point)# access-point-name ERENTEZT 7 A KRA Y hT2—H D GGSN B
apnmname b7 7 EATESPDN DXy hU—7 (F7E R

AA) BEBELET,

(GE)  apn-name 1%, MS, HLR, BLO R A A >
F—Ah VAT A (DNS) =TT ot
Vazmy T END APNIZ—ETHHERD
DET,

AF97 4 Router (config-access-point)# access-type real GGSN O/ %y N — T ~DA v HF—T =4 AT

IS APN 2 A F2EELET, 77 40 ME

I$¥ETT,

ATY7 5 Router (config-access-point)# vrf vrf-name GGSN 727 tA RA> NCVRF 2% EL. 77+F

A RA v D EFEED VRF A A K o 22 B

£,

X'T"yjﬁ Router (config-access-point) # exit FTIEBARALA LN a7 e X2l —Y gy E—F

ERTLET,

MDOT 72 RA v "REFT > a v OFEMCONTIE, BIOET 7V EA RS N TS ard
il (P.8-20) #ZMML TSI,

FoRILDHSB VPN ADT O ADETE

PDN 756 1 DL ED VPN IZT 7 BATAHALERHLHDOD, D PDN ~D Gi f X —7 = A AN
1 2T THHIERITE. TNLDOTTAX—K Xy NT—ZZT 7 EATHZHDIP b RIVEFHRE
TEET,

Mo XNV EFHT D VPN ~DT7 7 A& ET DL, ROEEEFITLET,
o VPNT7 7R KAV bORE (MH)
e IP MRV DFRE (HZH)

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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8% GGSNADFYFTI—Y FUEIADEE |

8-18

B GGSN TO7 /7t KA v rOBE
VPN 72X 1> FDRE
GPRS 77 A KA KN UARMIVPN ~DOT IV EAEZRETHITIE, Fa—rb ar7 4 Xab—
vary E—RTKkOa~vy REHEALET,
avwyFk B
AF971 Router (config) # gprs access-point-list Iist-name HLWT 78R RAL N VA NOLARIZIEET S
n BEfFEOT VA KA U N VA NOLTRHTE SR
L. 778AFAL P VAL a7 4Fab—
YVarE®E—RFEHBLET,
AF97 2 Router (config-ap-list)# access-point HLWT 7R RS,V NEREDA VT v I AKFTE
access-point-index WBET DI, BFEOT 7R KAV NEEEZSR
L. 77®AFRA a7 4Xalb—va v
E— FZBBLET,
ATY7 3 Router (config-access-point)# access-point name TIBARA VN 2y hU—27 1D #EELET,
apn-name SRS, A=Ky b KAV ABIES A S
NTHET,
GX)  apn-name i%. MS, HLR, 3 XU DNS #—
NTTrbEYa=r7aEind APN IC—8T
DENDY ET,
AT97 4 Router (config-access-point)# access-mode (f£&) GGSN TIZ PDN ~O7 7 A RA >+ T
(transpazent | non-transparent) S FRAABRT B0 Y D A HE LET,
TELA T ayiFkROEEY TY,
e transparent : ZD7 7 EX KA MIx LT
i, EFx =2V T aRRER L ORE T OV
GGSN [Z ko CHESRSNFERHA, ZHET 74+
v METY,
e non-transparent : GGSN (%, i HEhEd 5
Faks e UCHELET,
AT975 Router (config-access-point)# access-type real GGSN DAERR Y NT—Z ~DA v B —T = A AT

®Ed 5 APN # A T ERELE T, T 740 ME
IXETT,

Cisco GGSN Y —R92av74FalL—varv A4 F
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avwyFk

]3]

Z'T'“}jﬁ Router (config-access-point) # ip-address-pool
{dhcp-proxy-client | radius-client | local pool-name
| disable}

(FEE) IP 7 FL A =L a2+ 554 FI v
T RLVAEY B CHEEZBEDT 7 2A KA bO
TEOIHEELET, FHTELIAT v a Tk L
B TT,

* dhcp-proxy-client : DHCP #—/ 33 IP 7 N L
A T LES,

¢ radius-client : RADIUS #+— "3 [P 7 R L X
A 7 = e

e local : m— /L =N IP 7 FL X &#{t+
LZLEBELET., ZOAT v a UEBES
HAIZE, Fe—bar7 4 Xal—v gy
E— K Tiplocal pool =~ R&EMA LT,
B—AN SV ERETLHLENRS Y £,

o disable: ¥ A4 F3Iv 7 7T RLREV Y TE AT
W LET,

GE) XAy TRUVRED B CHEEZMHEM
LTWAEAF, @R IP 7 FLR F—u
VAo T Da~vy RERET H L
NHY ET,

AZF97 7 Router (config-access-point)# vrf vrf-name

GGSNT7 27 A RA L FTVPNL—F 4 7B L
VHEEARREL, 77 R FA Y FEEED VRFE
A AL AR T E T,

AT97 8 Router (config-access-point)# exit

TI7®AKRA L a7 4FXal—rary E—K
R TLET,

MOT 7 x RA v FREF TS a3 o OFEMTHONTIE, TBINOET VA RS N TS ard

E] (P.8-20) Z#2ZHL T LIV,

IP F 22/ DERE

FoRNVERETDHEIE, V=T Ny 7 A =Tz A AR =T =4 ATFE R, by
N RRA L PELTHERTDZEE2HMELES, T V=T RNy 7 A F—T = ANFI

BEILTWH 720 TY,

TITANR—F Xy PT—=T~DIP F RN ERETDHIZNE, Fo—Lar 7 4 Xalb—Ta v

ET— RTHROa~y REFEHALET,

avwyFk

]3]

AZF¥971 Router (confiqg)# interface tunnel number

MME RN A F =T 2 A AR T ERELE T,

AF97 2 Router (config-if)# ip vrf forwarding vrf-name

VREF A VAR A% A v Z—T = A AZEES T
kR

Z'T"‘}j3 Router (config-if) # ip address ip-address mask
[secondary]

hog A B—=T A ZADIP T FLRAZIETE L
iﬁ_o

GE) ZoIP7 RLAiX, GGSN IZBT ok
ETIEHEA S ERA,

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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ATy7 4

2597 5

avrk ]y
Router (config-if) # tunnel source {ip-address | type PDN F7/-13Vv—7 RNy 7 A BZ—T A A~D Gi
number) AV E =Tz A ADIP T RLA (ElidA 5 —

TxAAEAT L K= EZNHI— NEE) &5
ELET,

Router (config-if) # tunnel destination {hostname |
ip-address}

DR AAMDET IRBATELTTAX—K R
FO—ZDIPT7 FLA (E71TF A ML) HEEL
9,

BMOEFIERARA VAT aVDHRE
COHETIH, GGSNT7 7B A RA LV MK L THRETEIREALA Y a v DERNERLET,

AFy71

25972

oAy arofizid, GGSN 2% ET Atho 7/ ma— L L—4
DOUWTI,

LONRHYET, O T a VOREIC
MOFETIBHIZFHELLHILET,

REEMAGETHEHAIND
IOEMMDO Py 7 BLORID~=a2T LD

~

(GE) CiscolOS Y7 b =7 TR T 78 A RA L N THOT 78 A KA b A7 a v EHRETDHZ
EHLTEETN AT 7 BR RA 2 MIIT access-point-name =~ > R & access-type =~ > R721F
FHMACTEET, MoOTI78A KRS U a7 4 XFalb—vary avr RE, BELTHLERINE
j—O
GGSN 77 EBRA RA Y "NOFT v a v ERETHIZINE, 7/7EA KAV N IUVAL a7 4 Falb—
Yary E—RTkODavwy REFEHALET,

avwy kR B®

Router (config-access-point) # aaa-accounting {enable
| disable}

GGSN O¥EDT 78 A RA » MIKT DT 7
TA T A R—TNELITT 48— NI LFET,

GE) ZE#@NT 7 EAD APN Z3%E L, £D APN
TT YT 47 RRMET 25813, APN
“C aaa-accounting enable =~ N&RET 2
VERHY ET,

Router (config-access-point) # aaa-group
{authentication | accounting} server-group

PR, RRRL TAhHU T 47 (AAA) EEYST AT
THANV DY =N TN—THBEL, TDOF—
N—TTHYHR—19T25AAA VP —ERDOX A %
GGSN OHFEDT 7 A RA v Mt LTEID ¥ TE
T, FEAIIR O B TT,
. authentication IR L 7=V — JL—7"% APN
wuuﬂi"j—““bx 'Jnéfi'ﬁ_

e accounting : ER L7 — N J)L—T7% APN T
DT DT 47 F—ERE B TET,

e server-group : APN TD AAA F—E RIZfEH &
o AAA =N T —T D4R ERE L ET,
GE) $ETD AAA = F V=7 DAL, aaa
group server 2~ K& L TRET D
Y= TN =X L TCWALENS ) £
R

B CiscoGGSN YY—R9.2av74F¥alL—vav M F
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2597 5

A597 6

27971

A7y7 8

25979

GGSN T07s X s> romzs N

avwyFk

B

Router (config-access-point) # access-mode
{transparent | non-transparent}

(f£&) GGSN T/Z PDN ~DT7 7 A RA v KT
:l’*“j-umuﬂz%g;kj_éﬁ‘& 975 %* H/:F__‘L/i-?_o @ﬁﬂ%f
XAHF T g I kROEBY T,

e transparent : Z D7 7B X KA MIxtL T
X2V T 4 RGER LU T@b\ﬁ‘ﬂ%GGSNL
XoTERshEEA, ZHIET 740 METT,

e non-transparent : GGSN /%, itz EMT 57

mE L LTHRELET.

Router (config-ap-list) # access-point
access-point-index

FHLWT 78R KRSV NERDA VT v I AZBEE
ETHN, BBEDOT VR RA Y NERESBHRL, 7
TJR¥ARA LS a7 4F¥al—vary T— K&
BLET,

Router (config-access-point) # access-point-name
apn-name

ERINTZT 7R KA b T2 —F GGSN 72 5
T7EATELPDN DXy bU—27 (7T FAA
V) AEEELET,

GX)  apn-name 1%, MS, HLR, 3 X (¥DNS #—
NTFrEva=rr73id APN IL—T 5
VERHY T,

Router (config-access-point) # access-type {virtual |
real}

UEE) T/ EBARALA LV NDEATEIEELET, 6

ATEAL 7V a ikt T,

e virtual : FFEOME LY —F v b Xy FU—7ITH
HAT T 5TV APN % A 7,

e real : GGSN DSMBR Y NU—T ~DA 5 —
T A ZNTHKIGET D APN XA 7, ZHUXT 7+
L METT,
GE) FTI7ANVIDT IR ZALTIZETT, 20D
e, Zoavy REE E#é%ﬁ#%éw
IZ. APN W7 78 A RA 2 N TH DY
SRSR
Router (config-access-point) # access-violation (fEJI) :1~A1Fﬁ§j7;7ﬁz;z j34';/]\%ZEE'( PDN ~DOFR
deactivate-pdp-context} E7 7B 2AE2RLIEAT. 2—FDE v a a2k
TL, 2—% "y F’EJ?E%@”%) TEERELET,

Router (config-access-point) # aggregate {auto |
ip-network-prefix{/mask-bit-length | ip-mask}}

=B BEoxy T — 7®MS#6&BN®%E
DT 7' A RAY MEETPDP ERkE2ZE LI

WX IP v—F 7 T —T IV %ﬂw—béwmﬁé
X912 GGSN 2/ ELFT,

GE) m—HALIPT RLRA F—LaEHLTNLE
4. aggregate auto =~ > N ClI/L— b3
S ER A,

GE) ZoFREIX. IPVAPDP =252 MM S
WET,

Router (config-access-point) # anonymous user
username [password]

(EE) 778 A RAL v NEL a2 —Y T /v A%
H/?E_’szj—o

[ 0L-19936-03-J
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AFy7 12

ATy7 13

2797 14

279715

avwyFk

B

Router (config-access-point) # block-foreign-ms

EE) EAA N 2—HF DR — A PLMN [2HSW T,
BEDT 78 A RAL N TGGSN 77 &2 &HIR L
*7,

Router (config-access-point) # cac-policy

({E&) Call Admission Control (CAC; =2—/L 7 K

Iy va VI BEEDR K QoS RV v —HEREE A
F—TMZL, RV —%T78A KA MIEAL
EJS RN

Router (config-access-point) # charging group
chrg-group-number

BEAEDORRA: 7 NV —7 % APN BN £,
group-number 1% 1 75 29 FTOWVTNLOHFT
\a‘o

Router (config-access-point)# dhcp-gateway-address
ip-address

EE) ENRAN 2T —2 5 (MS) 2—HREBED
PDN 77t A RA LV MIADZENTEL LD,
DHCP #skZ 4% DHCP #— h 7 = A Z35E L
i‘g_o

GE) Zo®REIX. IPVAPDP =252 MM S
WET,

Router (config-access-point) # dhcp-server
{ip-address} [ip-address] [vrf]

EE) BEDPDN 77 ER BA Y MIAAH & LT
WHMS 2—HIZIP 7 RLAREID YK THEND LD,
TIA4=Y (BXOARY 2T v ) DHCP — %45
ELET,

GE) ZoFREIX. IPVAPDP =2 57X X MM S
WET,

Router (config-access-point) # dns primary ip-address
secondary ip-address

(EE) 77E8ARAL 2 +26 PDP 25 % 2 FfE

RSB TEEEINDI T TA4~<) (BXORY I T v

7) DNS ##EL %7,

(GF) ZoOHFEIT. IPVAPDP = FF X MIEH X
nEJ,

B CiscoGGSN YY—R9.2av74F¥alL—vav M F
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GGSN A3y FI7—Y 7V RDHE

AF97 16 Router (config-access-point)# gtp pdp-context single
pdp-session [mandatory]

ATy 717

ATy7 18

AFy7 19

GGSN T07s X s> romzs N

avwyFk

B

(EE) PDP v a v LERERICIER. 75
A <UPDP 2T XR &, (BEAMTLENLTWHR
X)) B &Y PDP 2T F X FEHIBRT S X DI,
GGSN ZE LET, EBEIZZOHIBRD TN D
X, A MS 226, N7 LTW5 PDP 225 % R
MERICIP 7 R RAEILET HIERERZH 7212
L& & T,

N LTWSPDP =25 % A b &1%, GGSN ko
PDP 27X X D55, bR HE T SGSN E
DOXET % PDP 27X 2 M+ TIHIBREN- b
DD ETT,

PDP v a MR/ 27 L, gtp pdp-context single
pdp-session =~ > RBEREINTWARWES, (R
APN @) [FIU MS » 5., Network Service Access Point
Identifiers (NSAPI; x> hU—27 #—E R 77 A K
A MNID) FE R DD, N T LIZPDP Y T3
VCHEAESNTVWADEFRUTIP 7 RLAREID Y TH
T 5 PDP 22 7 2 N OIERRE R BSH 72106 E &
h5 &, GGSN TiEZ? PDP =27 % 2 s OFERER
PELELET,

O%BEIX. mandatory ¥ — VU — &R eI T
?‘ &, A =2 Vendor-Specific Attribute (VSA; -~
X —EHGT7 F)E=—1h)
lotp-pdp-session=single-session] 23 RADIUS o —F
a7 A NVCERINTWH—FIZETHEA SN
£7

ZOMEEE A 2 —7 2L, RADIUS =—¥% 7'
7 7 ANMZEfR7R < APN OF_RCO2—P AT
%12i%. mandatory ¥—7U— K A7 a3 U EREL
ij—o

%5

GE) ZOHfEEZ GTP u— R R"Fv v 7Ll
T2 &, EFICEELRWVEERHY E
R
(GE)  ZOEIE, IPv4PDP 227 X A MO &
ET,
Router (config-access-point) # gtp response-message ({E=E) PDP =7 X% 2 F DIERSZ % SGSN 12351
walt-aceounting F5HNC RADIUS 74 7 v 7 ¢ v VIR & ik %
X212, GGSN #®EL 7,

Router (config-access-point)# gtp pdp-context
timeout idle interval [uplink]

(EE) BEDT 78 ARAL U P TRy a VBT A
RAVIRBED F £ THfE CTX DM 2 HEM THEL E
+, ZOMMEEBESL, GGSN Tty v a v aKT
LET,

Router (config-access-point) # gtp pdp-context
timeout session interval [uplink]

UEE) EBEDOT 78 A KRAL L MRy Y a UBEE
TE LI Z RN THRELET, ZORMZEES
L. GGSN Ty v a v akTLET,

[ 0L-19936-03-J

Cisco GGSN YU—2R9.2av7«sF¥al—Yav i4F



8% GGSNADFYFTI—Y FUEIADEE |

B GGSNTO75 v KM rOBE

avwyFk

B

AF97 20 Router (config-access-point)# ip-access-group
access-list-number {in | out}

ER) BEDOT 7 A KA MZMS 5 GGSN %

REALTPDNICEALAT 7 B ADHEREIEFELET,

access-list-number (2%, 778 A2 RA > N THEHT

HIP77E8R VR NEREEHRELET, EHTES

FFva IO LB TT,

e in:PDNMS5MS EFTHOIPT7 7R URMNESE
@M LET,

e out: MS25L PDN ETPDIP 77 kA UARNE
BEEALET,

GE) ICMP A v b—VOXEET 4 E—7MIZT 5
{Z1%, no ip unreachable f % —7 = A A =
V74X alb—Yary avwy RERRET S
L—h A H—T 2 AR ELET,

GE) Zo®REIX. IPVAPDP =252 MM S
WET,

AF97 M Router (config-access-point)# ip-address-pool
{dhcp-proxy-client | radius-client | local
pool-name | disable}

(EB) IPT RLVA TP NEFERATAIEALSFI T T
RLURE D Y CHEZBREDOT 7R KA FD=D
WHELFET, HTEAZA Y a ikl T
j—o

e dhcp-proxy-client : DHCP #— /3 IP 7 N L A
TN ERELET,

¢ radius-client : RADIUS +— X283 [P 7 R L X
TRk L ET,

o Jocal : m—H /)L F—NIP 7 FL R &4 3
TLEEEBELEY, ZoOF T a s hklESED
WZiE, Fe—npary74¥alb—vary ET—F
Tiplocal pool =~ > REMFHLT, v—HhL
TNV ERETDOLENDY T,

e disable: ¥ A+ Iv 7 T RLAEIDYCE AT
IZLET,

GE) FAAFIv 7 TRLRED YL THEZMHEMNL
TWAHEAIL, @WERIP 7 RL X F—L V—
A>T Da~vy REHETHLEND
D ET,

GE) ZoREIX. IPVAPDP =25 X MIEA &
nEJ,

AFw7 22 Router (config-access-point)# ip probe path
ip address protocol udp [port port ttl ttl]

(EE) APN ICIERICTHEN. S TWD PDP 22T % %

hZ &2, GGSN 7B RFEDFEIEIT probe /37 v K&

BETEDLEICLET,

GE) Zo®EIX. IPVAPDP =252 MM S
nEJ,

AF97 23 Router (config-access-point)# ipvé ipvé-access-group

ACL-name [up | down]

(fE7) Access-Control List (ACL; 772 2> b
n— RN BREEZT TV ERFF Y
7D IPv6 XA u— R Xy MZEH LET,

B CiscoGGSN YY—R9.2av74F¥alL—vav M F
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AF97 4 Router (config-access-point)# ipvé ipvé-address-pool EE) 7278 A RA Y MEAF I v 27 IPv6 L

AFy7 25

ATy7 26

ATyT 0

ATy7 28

2797 29

ATy7 30

YSTVAL

ATy7 R

AT97 B

{local pool-name | radius-client}

T4 7 AR Y THEERELET,

Router (config-access-point) # ipvé base-vtemplate
number

EE) IRET T L —h A X —T A AZREL
%9, IPv6 Routing Advertisement (RA; V—7 1
T T RAREALRAL ) NI A—EANREENTEY .
APN (2= °— L T IPv6 PDP = > 7 3% 2 h O A8
TAUH =T A AR TED LI IR THE
R

Router (config-access-point) # ipv6é dns primary
ipvé-address [secondary ipvé-address]

(EE) 7278 A KA 226 IPv6 PDP =25 F %
FOVERUSETREEENDS T T4~ (BLUOARy s
7 v ) IPv6 DNS 7 RL 2 &$5E L ET,

Router (config-access-point) # ipv6é [enable |

exclusive]

({EE) IPv6 & IPv4 DOifi5D PDP 2T % A F & #F
ALY, IPV6PDP 2T A NEFEFFAILZD
THEIC. TIEBARL Y MERELET,

Router (config-access-point) # ipvé redirect [all |

intermobile] ipvé6-address

(ER) IPv6 T 7 4 v 7 &4 D IPv6 T /31 A2 Y
HALVI bTAHEH12. GGSN 2HELE9, FEHT
ELHATvaiFkOEEY T,

e all: T RXTDIPV6 b T 7 1 v 2 % APN OAMHITD
IPv6 7 /34 A2 ) # A L7 P LET,

e intermobile : E/XA V[ IPv6 N T 7 4 v 7 B
D IPV6 T8 AU XA 127 FLET,

e ipv6-address : IPv6 8T 7 4 v 7 DY XA LT K
el b IPVO AT A ZADIP 7 RL A,

Router (config-access-point)# ipvé security verify
source

(f£&) GGSN T, MS [CUHETNIZE Y YT HA TV
T RVAEBELT, 7S A KM —A TPDU @
IPv6 HEfFIET FLAZRIETEDL Lo LET,

Router (config-access-point)# msisdn suppression
[value]

({£#&) GGSN T, Mobile Station ISDN (MSISDN;
FNA ) AT — 3 ISDN) %5 %, RADIUS #—
NADFBFFERICFARESNECTCEEXTLIL
EEELET,

Router (config-access-point)# nbns primary
ip-address secondary ip-address

UEE) 778 A KA :235 PDP 2T %2 OE
RIEETEREENDE T T4~ (BLXONRY I T v
7) NetBIOS Name Service (NBNS) #48E L £,

GE) ZoREIX. IPVAPDP =25 % MIEA &

NEY,

Router (config-access-point) # network-behind-mobile

TIRARAL L IR, EALNL AF—2 32 (MS)
Tl~DN—T 4 v T Y R—sTEDHLHICLE
-g_o

GE) ZoREIX. IPVAPDP 205X X MIE/A X

NEY,

Router (config-access-point) # pecc

APN % Policy and Charging Control (PCC; RV v —
/AREHIE) IS APN & LTRRELET,

[ 0L-19936-03-J
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Router (config-access-point)# ppp-regeneration
[max-session number | setup-time seconds |
verify-domain | fixed-domain | allow-duplicate]

HEE) 7278 ARA 2 b2, PPP fHAKE VR — b
TEHEOICLET,

e max-session number : 77 B A IRA v N THA X
NTWnWs PPP Aty v a v KkEEZEEL
FT, T AN MEET SN ATIRFE L, V—H
THYR— FAfERR K IDB ICL > TikEY £9,

* setup-time seconds : PPP FEkt v a Dk
SLIZEFR STV D BREER (1 205 65535 F)
ERELET, T 740 MaIX 60 B TT,

 verify-domain : PPP FIAERAEH SN TV 25
ElZi%, PDP 27 % X FOERERTREIN
7z Protocol Configuration Option (PCO; 7'= k=
IVEREA 73 a ) Information Element (IE; I
ML AL CHEEND AL &, a— PR3
EE L7 APN & A L THREET D & 91T,
GGSN #FHEL £,
R—BNFE LG, PDP 27 %2 FOERK
FRIFJFN = — K [Service not supported] T
HINET,

e fixed-domain : PPP FA KN FEH I TWB Y
A TIEARA Y N =2k, 2—HFFETO
L2TP b ZBitad 5 FAA o4 L LT
TAH5E51Z, GGSN #FHELE T,

ppp-regeneration fixed-domain &
ppp-regeneration verify-domain =~ > N3 &
%, FEAEICHEMA) TF, ppp-regeneration
fixed-domain =~ > FAERESNTVEHE, F
AA UBGREITEITTE £E A

+ allow-duplicate : PPP 4= PDP =2 7% R b
SEEIP Y RLADEBE AT = v 7 LRV E D
IZ. GGSN #&%FEL 7,

(GF) ZoHFEIT. IPVAPDP =25 F X MIEH X
nE4,

Router (config-access-point)# radius attribute
acct-session-id charging-id

(EE) 727 & AERIZ Acct-Session-ID (7 ~V
Ea—bh44) OEID REEFNHIZ EEHBELET,

Router (config-access-point)# radius attribute
nas-id format

(fF&) GGSN 2 APN TO7T 7 & A HRIC
NAS-Identifier 5O TEEFETHI L E2EBEELET,
format 1 X7 b U B 2— bk 32 THEIN D XTSIT,
IP7 RLA (%), "A M (%h), BELOBKRAA
% (%d) BPEERTHET,
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GGSN A3y FI7—Y 7V RDHE

YSEPRIL

ATYy7 3%

2797 3

AFy7 40

ATy7 4

ATy7 &2

ATy7 8

ATy7 4

GGSN T07s X s> romzs N

avwyFk

B

Router (config-access-point)# radius attribute
suppress [imsi | gos | sgsn-address]

(f£:&) GGSN 7 RADIUS Y — "~ FFFE R L
THI LT 4 v TERTROIGERE GG H 2 &2
ELET,

e imsi: 3GPP-IMSI &5 &4 L £,

e qos : 3GPP-GPRS-QoS 71 7 7 A /L Z il L £
j—o

e sgsn-address : 3GPP-GPRS-SGSN-Address % #
HlLES,

Router (config-access-point)# radius attribute
user-name msisdn

&) 727 ABRD User-Name (7 FY E=2— |k
1) 74—/ KIZMSISDN BREENDHZ L &EELE
\a—o

Router (config-access-point) redirect all
ip ip address

EE) 9 _XCONT T4 v I BT NA ALY

A V7 bTBH5LE91Z. GGSN &% EL F7,

GE) Zo®EIX. IPVAPDP =252 MM S
nEJ,

Router (config-access-point) redirect intermobile
ip ip address

(EE) =AM NVMB ST 7 4 v 7 BT XA A2V

XAV 7 bTDHLEH12. GGSN #&ELE T,

(GF) ZoHFEIT. IPVAPDP = FF X MOEH X
hij—o

Router (config-access-point) security verify {source
| destination}

GGSN A, Gn A v #—7 = A AnDLZIFE LT

Transport Protocol Data Unit (TPDU; 5k~ = k =L

T—4 a=y ) OFERLT RVAEIISET R

AERGETHZ EEBEELET,

(GE)  ZOBREIL. IPvAPDP 7 % 2 MOl &
ET,

Router (config-access-point) # session idle-timer
number

(&) GGSN DNEIEDT 7B A RA L R TT A Kb
REOERSM L By a 2R TT5ETICHET S
BER (1 205 168 BE[) ZEE L £,

Router (config-access-point)# subscription-required

EE) 77 8A KAV MEHTPDNIZT 7 A9 2%
WIXMAR I E S a2 HWrd % 72912, GGSN A
PDP =7 X A NELROBEIRE— ROEETF = v 7
LT LEERELET,

Router (config-access-point) # vrf vrf-name

({EE) GGSN 727 &% RA > N TVPN L—F 1

TRBICHEEEHREL., 778 A KRSV NEEED

VRF A > A% o ZZBHHEA T £,

(GF) ZoOHFEIT. IPVAPDP =2 FF X MIEH X
hij—o

[ 0L-19936-03-J
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R7 7R RA 2 FEREDIRAE

DIETIE, GGSN IZT 7B A KA F&2WEYNIEIE LI2 2 & 2 MEET 2 TR OV TR L £
DD DOEEIFRD L EB Y TT,

« [GGSN #EDMAE) (P.8-28)

o [T 7RARA Y MERTOR Yy U —7 OFEAEMEOMRFE] (P.8-30)

-

—
-

—

GGSN % DHRELE

GGSNIZT 7B A RA v MEBUNCERE L2 Z & 2 MGEET 5121, show running-config =~ > B
£ U show gprs access-point =~ > REEH L ET,

~

(G¥)  show running-config =~ FOMATIE, £F, KBT T —F A X —T7 A ZADFIT gprs
access-point-list =~ RRMAENET, ZDZ &L, GPRST7T7EA KAV b VA MBREEIN
TEY, OB T v 7 L— MCEEMT SN TS Z L& RLET, GPRS 77 R KA b U X
RO, FFEDT 7B A KA v FOREEBRET 2121%, show 2~ FOHAD, S HICFOHS %
ZM L E T, gprsaccess-point-list =~ FRFHOMAHINTEY, Z2ObHLIflrx DT 7R KA
vNERENEE T,

ATvF 1 JTa—arysFal—vary E—KKpbH, ROBNIRT L DIZ, show running-config =~ >
FEFEH L ET, gprs access-point-list =~ > KRBT 7L —h A =T A RO TIZWI &
NTWADZ & AEMGEEL., gprs access-point-list £ 7 > a VINTRKFTRENTZEL DT 7R KAV
FOREERIEL ET,

Router# show running-config
Building configuration...

Current configuration : 3521 bytes
|

version 12.x

no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime

no service password-encryption
service gprs ggsn

!

hostname ggsn

!

ip cef

|

!
interface loopback 1

ip address 10.40.40.3 255.255.255.0
!

interface Virtual-Templatel

ip unnumber loopback 1
encapsulation gtp

gprs access-point-list gprs
|

|
gprs access-point-list gprs
!
access-point 1
access-point-name gprs.cisco.com

Cisco GGSN U )—29.2av74FalL—vav HqA4F
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access-mode non-transparent
aaa-group authentication abc
network-request-activation
exit

access-point 2
access-point-name gprt.cisco.com
exit

access-point 3
access-point-name gpru.cisco.com
ip-address-pool radius-client
access-mode non-transparent
aaa-group authentication abc
exit
!
gprs maximum-pdp-context-allowed 90000
gprs gtp path-echo-interval 0
gprs default charging-gateway 10.15.15.1
!

gprs memory threshold 512
|

GGSN T07s X s> romzs N

radius-server host 172.18.43.7 auth-port 1645 acct-port 1646 non-standard

radius-server retransmit 3
radius-server key 7 12150415
call rsvp-sync

|

no mgcp timer receive-rtcp

|

mgcp profile default
!

gatekeeper
shutdown
end

AF97 2 GGSNOFEDT 7 EA KAV FOREE S HIFELRAT 2ITE, WOFITTRT X 512, show
gprs access-point =T~ REMHHAL, 7278 A KA bDOA VT v 7 AFSHBELET,

Router# show gprs access-point 2

apn_index 2 apn_name = gprt.cisco.com

apn_mode: transparent

apn-type: Real

accounting: Disable

wait accounting: Disable
dynamic_address_pool: not configured
apn_dhcp_server: 0.0.0.0
apn_dhcp_gateway addr: 0.0.0.0
apn_authentication_server group:
apn_accounting server group:
apn_username: , apn_password:

subscribe required: No
deactivate pdp context on violation: No
network activation allowed: No

Block Foreign-MS Mode: Disable

VPN: Disable

GPRS vaccess interface: Virtual-Accessl
number of ip address_allocated 0

Total number of PDP in this APN :1

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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aggregate:
In APN: Disable

In Global: Disable

ATFYFT 3 GOSN IZEHEEINTWDEET 7B A KAV bOMEEFRT H121E, ROFNZRT X HIZ, show
gprs access-point all =~ > RZfEH L E T,

Router# show gprs access-point all

There are 3 Access-Points configured

Index Mode Access-type AccessPointName VRF Name

o non-transparent  Real gprs.cisco.com
> transparent Real gprt.cisco.com
5 non-transparent  Real gpru.cisco.com

TR RS2 MEETOFR Y FT— OFEREEE DR

WOFNETIEZ. MS b5k y MU —27 £ TORGERRMELZRGET 2720 DA R HEE R L E
j—o

N

GE) mEexrybhUv—7ic WCRIETEZ D0 E 2002k, < OERNEELRIFLET, ZOFIEFED
RN b 2L ’ifkbiokﬂ“é%@fi&bbi—b}/uf)x GGSN ® APN, IP L —F 4> 7. BLW
W T BT AR EDOBREN, AR N MSRIOT Ly RY —x o RERIT L RIS 2 LICEEL
TLTIEEW,

MS b Fy FU—ZIZHETE 52 L 2MEET 21213, ROAT v T &2FTLET,

AFvFT 1 MSH»bH (elzxiE, "Ry MEEHLTC), Bl APN ZHEE LT, GGSN # &7
PDP =27 % A h&{ERR L £ 7, ROFITIX, APN gprt.Cisco.com ZHaE L £ 7,

AFvF 2 GGSN T/ ur— VL ar7 X al—v a3 T— Kb, show gprs access-point 2~ > RZ&fHFH L,
fEkanfexy hU—27 PDP a7 XA FOFEZRFEL£F (2D APN Hi/)7 1 —/L F T PDP Di#
BamRLET),

WICHER & 7= PDP 225 % 2 FEEROB 2RISR LET,

Router# show gprs access-point 2
apn_index 2 apn_name = gprt.cisco.com
apn_mode: transparent
apn-type: Real
accounting: Disable
wait_accounting: Disable
dynamic_address pool: not configured
apn_dhcp_server: 0.0.0.0
apn_dhcp gateway addr: 0.0.0.0
apn_authentication server group:
apn_accounting server group:
apn_username: , apn password:
subscribe required: No
deactivate pdp_context on violation: Yes
network activation allowed: No
Block Foreign-MS Mode: Disable

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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AFvFT 3

GGSN T07s X s> romzs N

VPN: Disable
GPRS vaccess interface: Virtual-Accessl
number of ip address_allocated 0

Total number of PDP in this APN :1

aggregate:
In APN: Disable

In Global: Disable

SHIZTAMTDILE, XY RYV—T~D T T 4w 7 HBAERLET, 2O EEITHITIE. ROBINC
AT R, N Ry PEREAY Ry MIERSNLTWD T vy by by hU—7 1
DFEARNET, ping 2~ FEHEHLET,

ping 192.168.12.5

~

(3X) DNS OBREICETAIMENREELRZNESICT S, s8Fy NI —7NTEETE S LHE
EINDHHEARD (KA M TIERLS) IPT RLAEZFHLET, ZOT7 A MEHiESE ST
I, BINTHHRARDIP 7 RLAN GGSNIC LS TERICL—FT 4 v T TEXDHHDTH D
ERHY ET,

F72. APN RRESN, GiA v F—7 = A ABRBDFILEF v b T — 27 ~OWY B A FEST S
NTVWAELERHY EF, 72201, FELES ELTWAEHRZ R VPN NIZh D54
VPN ~O7 7B AN EIND L 512, APN Z2EUNIRET HALERH Y £,

PDP 27T XA NMILD T 7 14w/ DEKEHRIG L% L. show gprs gtp pdp-context =~ %
ERALT, EENSA M, ZEAL N, Xy NOh vy N MR EHERER R LET,

APN THE® PDP =227 % A k@ Terminal Identifier (TID; S#Ki#k53 1) % RAolF 211X, show
gprs gtp pdp-context access-point =~ > RZEFH L 7,

TID 81726354453647FA &9 PDP =2 7% X N Bl 2RI R L ET,
Router# show gprs gtp pdp-context tid 81726354453647FA

TID MS Addr Source SGSN Addr APN
81726354453647FA 10.2.2.1 Static 172.16.44.1 gprt.cisco.com

current time :Dec 06 2001 13:15:34

user_name (IMST): 18273645546374 MS address: 10.2.2.1

MS International PSTN/ISDN Number (MSISDN): 243926901
sgsn_addr_signal: 172.16.44.1 ggsn_addr_signal: 10.30.30.1
signal sequence: 7 seq_tpdu_up: 0
seq_tpdu down: 5380

upstream signal flow: 371 upstream data flow: 372
downstream signal flow: 1 downstream data flow: 1
RAupdate flow: 0

pdp_create time: Dec 06 2001 09:54:43

last_access_time: Dec 06 2001 13:15:21

mnrgflag: 0 tos mask map: 00

gtp pdp idle time: 72

gprs gos_req: 091101 canonical Qos class(reqg.): 01
gprs gos_neg: 25131F canonical Qos class(neg.): 01
effective bandwidth: 0.0

rcv_pkt count: 10026 rcv_byte count: 1824732
send_pkt count: 5380 send_byte count: 4207160

[ 0L-19936-03-J
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cef up_ pkt: 10026 cef up byte: 1824732
cef down_pkt: 5380 cef down_byte: 4207160
cef drop: 0

charging id: 12321224

pdp reference count: 2

ntwk init pdp: 0

single pdp-session: Disabled

absolute session start time: NOT SET
Accounting Session ID: 5D04010E82AD7CD3
Periodic accounting interval: NOT SET
Direct Tunnel: Enabled

GGSN TORE7 7 tRX RS > FDEE

L, WORNETHER SN THET,

o MEABT 7R BA v MEHEOME | (P.8-32)

o AT 7 &A KAV FEEDIEEY X b (P.8-35)

o MEIBT 7 & A KAV FREDOKGE] (P.8-37)

REBNZOWTIE, AR APN & EDfF) (P.8-54) #ZMML T EEW,

RE7V R RSV FEREOBME

()

GGSN U U—2x 3.0 LIREIZ, GGSN O T 7R KA > b Z A 7 %HEH L7 PLMN » 5 O
APN 77 2% %R —F L TWET, GGSN DORAH APN #reZHEH 2 &, GGSN 0 H:F APN 77
TARA L MEAT, BROA—FNENENRRDIWHS =Ty b Ry NI =27 7 BATEE
R

GPRS/UMTS % v hU—27 Tlt, A"—Lb ar—3 g LY RAF (HLR) X° DNS H— 7 8O
GPRS/UMTS * v b U—2 =T 47 412, =2—F APN I EZHET HL4ER’H Y £9°, HLR Ti,
Z—PFIMAT —ZIZk>T, IMSI (2—HZLiz—F) B, 77 EBRAEZFATIN T 5% APN IZBHHE
i 5N TUVWET, DNS #—3Tid, APN 2 GGSNIP 7 F L 2 EAHAEICBEE T S TWET,
DHCP #—/ 3% 7213 RADIUS — &M HF TH 2551, TNEThOH— 3F T APN REZ AT
HZENRTEET,

A8 APN #EIL, GGSN IZFEE LT H— DM APN Z0 L CT_XTDE APN ~DT 7 ¥ A& A
HZEICEST, APN 7Y a = VOMERZHKRLET, 2072, HLR LT DNS +—
T, BELEIETHEAPN RENEFN TSR a = 7 EN5DTIEAe< . I8 APN 2 n 7
nEYa=r S ENET, £/, A APN 1171 GGSN 2R ETALENRH Y £,

Cisco 7600 U —X —% 7T v N7 4 —ATH FHEY—NZLoTr— K ANT v r7snds
GGSN 12, [Al UfAE APN BRENFET DXL ERH D 7,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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GGSN T07s X s> romzs N

{x#8 APN #8EDFIR
A8 APN BEREICIZ, ROFIERH Y £,

e APNEHoOFYubya = 7% EHELET,

o RS —FEUT4nEL, BHEOEERY hTU—2 ISP, BLUOY —ERITHIGTE £,

o TIUEBAKRAL MEFRIMERTE ET,

e HLWAPN B —bE22RGICHBETXET,

o AAA H—302 5 APN (GERIFEFERN—ADIRAE APN) 2R ETHZ LICE o T, AL —HF I
VREy RMBUANL RS —RAPN (%) 250D APN THEETEE4, 2—VREREIN
TWRWH—4 v F APN [Fo2—% b va =7tk 372 TT,

{=7E APN #BED—AZRI 73 IR
AR APN BReICIE, ROFHIRXH Y £7,

e Call Detail Record (CDR; FEFEAIL 22— R) ITIZ R A A VEWRBAEENEH A, BE APN 054,
Username 7 b U B — kB KA A UERMBHIR SN 7-OTY, T 74/ FTiE, CDR BX
OMEAR APN 1Tkt 2 ZREAFERITIZ. Z DA APN IZBIEfHT b= APN 42 S E 1,

7272 L. gprs charging cdr-option =~ > R|Z apn virtual ¥—7— K 7> 3 VA EL T,
CDR TR APN #4542 L 912 GGSN 2R ETE 7,

e CiscolOS V7 MY =7 TIIRIBT 7 BA RA v Mo T 78 A RA L N 7PV a VEHRET
XFTN, FEIBELTH, TNHLDOT 7 EBEARLA Y N ATV a T bEAInEdi,

FALY R—ZADFEBF7 IR R4 b

F 7 40 hTlE, GGSN 2MAET 78 X RA L FTPDP 25 % X hOIEREREZEL., ALV
ZEMMB LT 7y MEEYZRFEAPN ICHIT CEETDHIILICE- T, By a v ORKHNR Y —
Ty bRy b=V HRELET, EAPNIL, EEOERY hT—7TT, RAL L X—2D
APN fERNT 7 v b OBETT,

8-112, MS B 8(E &7 PDP 227 A M OERRE RN, 77 4L KT, GGSN OfRAH APN %
BREALTEDOL Y ICUHEENE D ERLET,

= 8-1 GGSN TOT 74 )L FDEE APNPDP oV THAMDFI T4 R—=2a Y
a—AJL AAA AAA
Ll
<>

B ‘ . i . CorporateA
PDP Y7 %X DR (APN= corporate. PCO= 1—#4% &/3X 7—F)

>

E ; % /g’ HHIII' = CorporateB
= Ms

SGSN GGSN

CorporateC

59177

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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1. MS T, =—¥% ciscouser@CorporateA.com 72 £ ® login@domain RO = —HF4 TRy NV —
78 LE9, SGSN 3, [corporate] DA APN Z{EfH L C, PDP =27 % 2 F OERKEE R
Z GGSN IZEF LET, £/, PDP 27X A FOERERTIL, =—¥ 42 login@domain &
WOBRTT e ha@iEL v g (PCO) HHRERICGENTHET,

2. GGSN 23, PCO OfE#HNS RAAL &2 LET, 2T, GGSN DFEX—5 v b Xy hU—7
VRS LET, ROFITIE, GGSN 2% CorporateA.com % KA A LBk L, #—47 > F xv b
U— 27 O3 APN IZRF Ty va v &2RELET, 2086, % APN T corporateA.com
T4, GGSN 2, BB O2—PL 2 L CRIAEEZITWVET,

3. 2—PHD AL Ly, ZOBITIX CorporateA.com [ZFESWT, m— /b h— F o idh¥
AAA TF— "3BIRSNLET,

EHREER—ROERB7 VR KAV F

FARIEN— A DA APN #§8EIZ. AAA —ZHH L T, (K APN 2642 —% >  (58) APN
~DOZ Y BT e — AL TEIMICE G L T,

1548 APN O EIFFIC pre-authenticate ¥ — VU — K 47 a U EEE L6, FARGEY = — X,
ZAG L2 PDP 227 % X b OFERLEDRD 5 B APN fEHRER IR APN BN EENTWD b DIZ72T
HWHSNET,

FHIRFEN— 2 DA APN ZHESE2IE, =2—V FunrryA/ e 7o ya =/ LTH—Fy
NAPN 2895 L 512 AAA Y —NEBETIHLENRH Y 9, AAA TiL, IMSL, =—H¥ 4,
MSISDN 72 & D2 —H# D Z2EH L T, 22—V &2 & —4 v Mvy 7 LEd, £72. GGSN T,
Z2—4y N APN 20— D)V TCRETHLERH Y £4,

A8 APN 23Bh#E 3 2858 DA D AAA — T2 — R a—L 7a—%2RIRLET,

1. GGSN 2%, R APN ¥ &EN T\ 5 PDP =207 ¥ 2 O ERZ %5 LEF., GGSN Ix
Access-Request A v E—U% AAA — NICEE L CTRA APN 245 E L, PDP 2 7% X FOF
ARFEY = — A& BE L7,

2. AAA $— 3 TlE, Access-Request A v t—JIcE T TWVWH2—H ID (=—¥4 . MSISDN,
IMSI 72 &) ISV THREZFATL, 2—F 7o 77 A VKIS TED2—F DX —F v K
APN ZHllr LE9, #—7% > k APN 23, Access-Accept A vy &£—® Radius 7 by B a— k&
LT GGSN iZilE&EnE9,

3. GGSN iZ, B — /LT E &7 APN OHIZ, Access-Accept # v &Z— DX —4 > kN APN 7
FIE2—FDAPNAIZ =BT 2000320 aeTF =y 7 LET,

- —HL7ZbORA-oNnD L, KR APN MR S, PDP 27 ¥ 2 NOERERNZ —5 v
NAPNIZU XA L7 hENET, ZOTROMET, ¥—% v h APN ZfHL T (¥—
7> N APN 23560 PDP 227 F X b OAERERIZEENTWZD L H1T) S HITHAT I
F9, FE APN BBEEATRWEA L, B0 Access-Request 28 251E SN E T+, —fAIC,
AAA P — NEREETITRARY £7,

— —HLTWAELONRROLERWVWEAIE, PDP 20T % X FOERERPMET S E T,

— GGSN ~® Access-Accept £ v —® RADIUS 7 b U B a— MMZ¥—% v k APN B35 %
TRV, F2E ¥ —5 Y b APN B r— BV CTRE SN TORWEAIE, PDP =207 %
A N DOERRERPET SN ET,

4. GGSN 23, 2 [H1H OFFAEHIZ AAA $— 305 Access-Accept %5 L £,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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GGSN T07s X s> romzs N

HATREEEN— X D{R?E APN HREDHIR

HHHBREN— A O] APN HERE 2 BUE T 25613, Tid APN BERED —iery e filfR ) (P.8-33) (ZRLH
SILTWDHIRRLISMZ, RO Z EITHERE L TS &V,

o AAAY—NEDa—H FuTdrANpnZ—r7y F APN 23D L ICHRESN TN DI5HE. ¥ —
7y b APN IZFE APN TH V., 722, GGSN TREIN TV DOIMLERH D £,

o 1 2D APN L, RA A X—2D{RKAE APN BERE £ 72 1T FATFRFEN— 2 D APN BEEED W )T
FHLTRERITRETE, MHITHLTRET DI LIFTEEEA,

o AAA » Ea&émié? 7w h APN X, 32 APN THAMERH Y £9, £/, B D APN Vi
SNT=HAE, PO APN MEEH S, fthod APN (IR S Ed,

o (anonymoususer 7 7 EAXA RA L F arT7 4 Falb—var avy FEEHLT) I8 APN ©
TIZEANAS NV AT =V ar (MS) ~DEAL—F T 7 ERAERELET, 2—FABIUIA
U—FRafEELRSTHT7 7 BATE S L5120 £7 (GGSN 1% APN [ZFE S 7z s 2
U—FEEHLET),

o Wl HIBAPN OTF., F/I1327 58— LI, AAA T 7 B A HFEEZRETLHILNENLD £
T, FENRHFREINTWRWESA, PDP :‘/’7‘«%2 FOERERITESSNET,

RE77 R RS2 FEEDEEYR b

BAR APN 7 7 2 2% %R — F 32 K512 GGSN Z%ET DI 1 DU LEOERBT 7 A RA v b
RETLHMENDHY £7, £72. VPN £72135M PDN oW v MU — 7 ~OHRICHLER G #® %
TE@W‘E.’);‘%??’Z% AV PERETLILENDHY TF,

GGSN TORTELSC, BHEIZG U T, oo GPRS/UMTS %y U —27 =0T 47 4 bEic 7o v
Ca=rr7 LT, GPRS/UMTS F v MU — 71T APN BERE A IE L < FE3ET A 0N H Y £,

GGSN [ZfR48 APN 7 7 B A Z R ET DITIE, ROFEEEZFEITLET,
e [GGSN TORMT 7 A RA v hOF%E] (P.8-35) (HH)
e [GGSN TOET 7 A KA 2 FOEE] (P8-11) (MH)
— [PDN 727 B Ag%EDEEY X b (P.8-12)
— IVRF %l L72 VPN 7 7 £ ZDREDIEZEY % ] (P.8-13)
o [AH APN ToOfthod> GPRS/UMTS * v bV —27 =7 47 1 OiE] (P.8-36) (fEE)
BEEFNZOWTIE, [{AE APN REDH]) (P.8-54) 2L T EEW,

GGSN TOHEE7 7R RV FDEE

BWHDOEZ =T N 2y T —7~DT 7% 2% GGSN IZHET AL, T 78X KAV - &
A 7H2FEHLET, GGSN TIEHFIZET 7B A RA L bEFEHALTHBE Y NI —JIZBESTH720
GGSN DFHRT 7B 2 RA v ME, ET V7 EBRA FA v b EMBEETHEALET,

GGSN 121, HEOEBT /v A RA L FERETEET, HEOEMBT 7 v A RS FaEAL
T, RALERY NUV—J T 7 ®8ATEET, 1 DOFEBT 78 A RA L FEFEHLT, B2 D5ER Y
NO—2ZT7 7 ®BATEET,

GE) HILR#Z7rbtYa=r7ZL,GGSN IZEE LI APN KA A @8N ktGd 25 & 512 DNS ¥—
NREFZRELTWNWSLZ EZMHRL TLIEEN, FEMICH>WTIE., [REE APN ToOfhd> GPRS/UMTS X v
NT—7 =7 47 4 OFE] (P.8-36) L T IZE,

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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ATY7 1

27972

A797 3

ATy7 4

GGSN [T T 7B A RA v FERETHICIE, Fe—)L a7 4 Fal— gy F— RTRDa

<~ REFEHLET,

avwyk

E[:y

Router (config) # gprs access-point-list list-name

BLWT 7R RA L bDY R FOLETEIRET 50
FREBEGFEOT 72 A KA bDY A DA EBR
L. 7T7®ARA M IVAN V74 Fa2lb—3g v
T— REHHBELET,

Router (config-ap-list) # access-point
access-point-index

BLWT 78R RA Y NERBDA VT v 7 ARGERE
T, BBFEOT 72 A KAV VEREZRL, 77+
ARA N a7 4Xalb—vary B— NEBBLE
j—o

Router (config-access-point) # access-point-name
apn-name

ERENTZT 7B ZX KA FT2—H2 GGSN 2267

JEATELPDN DRy hT—27 (FF KAL)

LERELET,

GE)  apn-name 1. MS., HLR, XU DNS #—n
TFubeva=r 7 EnD APN IC—HT 505
NHY ET,

Router (config-access-point)# access-type virtual
[pre-authenticate [default-apn apn-name]]

GGSN OFsEOWELY — 7 v b 3> b U — 7 ([ZEF#f}
T 5 TWRWAPN ¥ A 7 2fEELET, {EE T,
=T LIt —S v b (T 74 R) APN ICEIIC
BT ENDEIICHRETDHIELTEET,

TIFNVIDT IR A XA TIXETT,

~

()

CiscoIOS Y7 b =7 TIHMEMT 78 A RA » MIBMDOT 7B A RA v N A7 a rBRETE

FTN, LEARELTWVWTL, EOT 782 RA U N APV arbiEHESRETA,

{x# APN TO#®d GPRS/UMTS &y kD —9 TUT 4 T4 DHRE

A APN 7 7 8 A% %A — 5 L 512 GGSN &% E L7z 5A1E, oo GPRS/UMTS v hU—7
TUT 4T 4 EEUICRE LT, (K APN OEENRT R —FEND XD ICT 27D BB T{ED
TRTWIZEN TS ZEHHERLTLIEEN,

A8 APN 7R — h 2 @ic 4 512iE, kD GPRS/UMTS %y NU—7 =T 4T %70t

Vamr T H0ENRHY T,

* DHCP #—/3: EAPN Z@RET OLENH Y 77,

DNS #—/3: SGSN 78 GGSN O 7 KL A& fifik7 2% 7= I35 DNS #— 3Tk, GGSN &
GTP AT L — D IP 7 KL A TRAR APN k5424303 H 0 £4, GTP SLB % 44
AL, SLB/L—4% LD GTP 0 — K RXT U o TEEY =N AV AZ L ZADIP T N L AR
18 APN % B#fF T 2 06BN H Y 3,

HLR : MAZ—VFOFFTHNEFIZHE> T, MAT —Z I APN OL4RIZ2ED 5 0LERH Y £7,
RADIUS #—/%: 2 APN # R ETALERH Y £,

SGSN : APN R —HMAT =X IZEENTWARWVWEAIT., (WEISLT) F7 4/ 5D APN
L L CEAE APN OLAFIZHBET DXL ENDH Y £,

J)—292ar74Fal—ay A4 F
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GGSN T07s X s> romzs N

RET7 VR RS 2 FERTEDHREE

GGSN E D#RE

GE)

ZOIETIE, GGSN 248 APN # AR — & EUNCHRE L2 & 2R 2 FEIc - W THBLET,
DD OEEITRD LR TY,

* TGGSN @&EDMEE] (P.8-37)
o MEMT 78R BA Y MEHTOR Y NV —27 OREFAEMAEOHEE] (P.8-40)

GGSNIZT 7B A RA v MEBUNCERE L2 Z & #MGEET 5121, show running-config =~ > B
£ O show gprs access-point =~ > R&EEH L ET,

show running-config =~ > RO T, gprs access-point-list =3, (KT 7L — b £ ¥ —
TxA ADTFIZa~vry KA AENET, O EE, GPRS 77 tEA KA b URAIMBREEINT
BY, o7 o7 — MCHEEMT O TS ZEERLET, GPRST7TZ7EA RA b U b
ND, FEDT 7B A RA Y FOREEZBRIET H121E, show a2~ FOMAD, SHICFOMY %S
L £, gprs access-point-list =~ > RAFRHISINTEY, TOHLIZEBLOT 7 EX KA
FRERE FT,

F¥i#E EXEC E— R2v b, ROFNZRT XL 512, show running-config =~ > FEHEHLES, 1~
B =T x A AFRE, BT 78X RA L b, BIORET 7R RA v MEFELET,

Router# show running-config
Building configuration...

Current configuration : 3521 bytes
|
version 12.x
no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
! Enable the router for GGSN services
!
service gprs ggsn
!
hostname ggsn
|
ip cef
|
no logging buffered
logging rate-limit console 10 except errors
aaa new-model
aaa group server radius abc
server 172.18.43.7 auth-port 1645 acct-port 1646
aaa authentication ppp abc group abc
aaa authorization network abc group abc
aaa accounting network abc start-stop group abc

ip subnet-zero
|

!
interface loopback 1
ip address 10.40.40.3 255.255.255.0

[ 0L-19936-03-J
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|
interface Virtual-Templatel
ip unnumber loopback 1
encapsulation gtp
gprs access-point-list gprs
!
1
gprs access-point-list gprs
|
! Configure a domain-based virtual access point called corporate
!
access-point 1
access-point-name corporate
access-type virtual
exit
!
! Configure three real access points called corporatea.com,
! corporateb.com, and corporatec.com
|
access-point 2
access-point-name corporatea.com
access-mode non-transparent
aaa-group authentication abc
exit
!
access-point 3
access-point-name corporateb.com
exit
!
access-point 4
access-point-name corporatec.com
access-mode non-transparent
aaa-group authentication abc
exit
!
! Configure a pre-authentication-based virtual access point called virtual-apn-all
|
access-point 5
access-point-name virtual-apn-all
access-mode non-transparent
access-type virtual pre-authenticate default-apn alblcl.com
anonymous user anyone lzlzlz
radius attribute user-name msisdn
exit
!
gprs maximum-pdp-context-allowed 90000
gprs gtp path-echo-interval 0
gprs default charging-gateway 10.15.15.1
!

gprs memory threshold 512
radius-server host 172.18.43.7 auth-port 1645 acct-port 1646 non-standard
radius-server retransmit 3
radius-server key 7 12150415
call rsvp-sync

!
no mgcp timer receive-rtcp

|
mgcp profile default

|
gatekeeper

shutdown

|

end

Cisco GGSN U )—29.2av74FalL—vav HqA4F
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GGSN T07s X s> romzs N

AF97T 2 GGSNOFEDT 7 A RA LV FOREE S HIFELRAT DR, ROFUTRT X D12, show
gprs access-point 2~ REHHAL, 778 A KA OA T v 7 AEKRSERELET,

WO L, ET7 78R RA o NMIBETAEREZ R L TOET,

Router# show gprs access-point 2

apn_index 2 apn_name = corporatea.com
apn_mode: non-transparent

apn-type: Real

accounting: Disable

wait accounting: Disable

dynamic address pool: not configured
apn_dhcp_server: 0.0.0.0
apn_dhcp_gateway addr: 0.0.0.0
apn_authentication server group: abc
apn_accounting server group:
apn_username: , apn_password:

subscribe required: No

deactivate pdp_context on violation: No
network activation allowed: No

Block Foreign-MS Mode: Disable

VPN: Disable

GPRS vaccess interface: Virtual-Accessl
number of ip address allocated 0

Total number of PDP in this APN :1

aggregate:
In APN: Disable

In Global: Disable

WO INE, RAET 72 RA v MTETAB#RERLTOET,

Router# show gprs access-point 1

apn_index 1

apn_mode: transparent
apn-type: Virtual
accounting: Disable
wait_accounting: Disable
dynamic_address pool: not configured
apn_dhcp_server: 0.0.0.0

apn_dhcp gateway addr: 0.0.0.0
apn_authentication server group:
apn_accounting server_group:
apn_username: , apn_password:

subscribe required: No

deactivate pdp_context on violation: No
network activation_allowed: No

Block Foreign-MS Mode: Disable

VPN: Disable

GPRS vaccess interface: Virtual-Access2
number of ip address_allocated 0

apn_name = corporate

Total number of PDP in this APN :0

aggregate:
In APN: Disable

In Global: Disable

[ 0L-19936-03-J
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WOHETE, FARBER—ADEET 7 A KAV MIETLEREZETILTCVET, ZOTI7EA R
A4 > b, alblcl.com EWVWH T 740 h®D APN IZEIIC~ v B 7T LR EINTWET,

Router# show gprs access-point 5

apn_index 1 apn_name = corporate
apn_mode: non-transparent

apn-type: Virtual pre-authenticate default-apn alblcl.com

accounting: Disable

interim newinfo accounting: Disable
interim periodic accounting: Enable (20 minutes)
wait accounting: Disable

input ACL: None, output ACL: None
dynamic address pool: not configured
apn_dhcp_server: 0.0.0.0
apn_dhcp_gateway addr: 0.0.0.0
apn_authentication server group:
apn_accounting server group:
apn_username: , apn_password:

subscribe required: No
deactivate pdp context on violation: No
network activation allowed: No

Block Foreign-MS Mode: Disable

VPN: Disable

GPRS vaccess interface: Virtual-Access2
number of ip address allocated 0

Total number of PDP in this APN :0

aggregate:
In APN: Disable

In Global: Disable

AFY7 3 GOSN IZRESNTWLET 7 A KA v FOMELFRT HI20E, ROBFUIRT LS IZ, show
gprs access-point all =~ > F&ZEH L7,

Router# show gprs access-point all

There are 4 Access-Points configured

Index Mode Access-type AccessPointName

o transparent virtwal  corporate
> non-transparent  Real corporatea.con
s transparent Real corporateb.com
s non-transparent  Real corporatec.com

RE7I R RL Y MEHATORY FT—9 OEERTEEEDREE

8-40

VRE Name

AT 7B 2 RA v FERB LI ESBSE Ry MU — 7 ~OBEFREE A REET 5121, (72782 KA
VMRBETOX Y hU—7 OFB|EAREMEOBEE] (P.8-30) T L TWAD LR U FIELZFEHATE E

B

£, RET 78R RA U bOT A MERZET2ROTA RTA &2z d BERH Y £

Cisco GGSN Y —R92av74FalL—varv A4 F
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REBIFR— F H—i~nF7oez0ze B

. MS TPDP 2> TXARNT I T 4=V aryzelibd 55415, (PDP 27 % A F OFERREK
IZ login@domain B T) fEET 52— W42, GGSN IZHRE L72FE APN IZXHE L TWH Z L %
R LT IEEN,

o Xy NI ~DLTT 4 v EERTIEE, Eiikxry hT—2 EiZhH->T, GGSN TD
APN R — FHIZEREINTWHDIWNTANDOFRA FZFTIR L TS ZE0,

NERHR— b H—/I\~ADT7 I ADEEE

S AR — N H— 327 7 & A L, Dynamic Host Configuration Protocol (DHCP) = 7z1% Remote
Authentication Dial-In User Service (RADIUS) #fifiL T, MS DX A FIv 7 IP T Ry s
FFIC Y — 2 24295 £ 912 GGSN %7 ”;E“C‘éiﬁ‘ £72, APN DXy hU—ZIZT 7B AT 5
A=V ORFEREEF 2 T 4 ZHRT DL D12, GGSNIZ RADIUS ¥ —E A& ETH I L TE
E3rpe

GGSN Tix, §XTHOT 7 A KA v FEXRIC DHCP — /335 L " RADIUS $—3~D7T 7 & A
O — VIR ELZD BEDT 78R RA V FERBIEED Y —_A~DT 7 AZERELE

D CT&x %9, GGSN T® DHCP OB EDFEMZHOWNTIX, [GGSN TOHXAFI v T Ry s
@a&“”@ ZHEMLTLZEV, GGSN T?D RADIUS O EDFHEMICHONWTIE, [GGSN ThOEF =V

TADHE] #BZRL T ZEN,

NEBEIINAIL AT—23 0506 GGSN ADT7 IO ADD
Awv%y

ZOETIE., F—2A PLMN OAEIZHBENA )L AT — 3 25 GGSN ~D 7 7 2 %IRRT 5
FEEOWTHALET, AFIFRD LB TT,

o HEENA L 2T — a7 ay 7 OWE] (P.8-41)
o [HNTENAN AT —a DT ay 7 DBEOEELY X ) (P.8-42)

NEBENAIL AT—30078v 9 DOBE

GGSN TiX., PLMN OAMNFIZHDHENA )V AT — 3 yﬁx%@'f&tx%?‘m v TEET, ST
NRAN AT —arD7ay T iAFZ—7 I LTEE. GGSN TIXEAA LEa— (MCC) B X
RENRAL N Fv FT—2 a— K (MNC) | %Ob\f\ MS 73 PLMN OWERIZH B>, SIS D D>
ZHWr L £ 9, GGSN IZ MCC 22— FE LU MNC 22— K%48%E L C. Home Public Land Mobile
Network (HPLMN; h— 25 X7 U w7 T2 KR ENA) Xy NU—7) HEBEYIHET D2LENH

D E9,

TIRARAL L FNTHEMS 77 BAREO T v v 7 A F—T7 WMIZ L7254, GGSN TiX PDP =2~
T XA MOERERE2Z(ET AN, TID ® MCC 3L MNC %, GGSN IZRE LIzdA— 24 42
L—% a—REHEELET, MS AL X —% a— RN GGSN O —HIEHEZ 7= S 2 WIGA.
GGSN (X PDP =2 7% A b DEREREZES L £,

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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W ARENAMIL ZF—2 3055 GEGSNADTF I EROTO VY

NEBENAIL AT—2a3 00TV I DREDHEXY R F
GGSN [ZAMENA N AT =V a DT ay 7 B FETHI12E, 7uy 7 BiEEZ A x—7 ML, MS
R — 2 PLMN OIS 2728 5 inz il 2720 DY R — FMEEZ IR ET DXL ERH Y £7,
GGSN [ZAMTENRA NV AT —2a DTy 7 BRET HITIE, IROEEEEITLET,
e IMCC fEx X MNC [EDRE] (P.8-42) (W7H)
e [GGSN TOHNBENA ) AT —arDTay DA F—7 )| (P.8-43) (MZH)
o [HMBENAN AT —a rFEEDT 1 v 7 DKFEE] (P.8-43)

MCC fE& & U MNC fEDEETE

MCC BELUMNC iF & biz, N7V v T R EANALNL Xy FU—2 (PLMN) Z#il4 2@ %
LET, TOMEIE, trusted ¥—7— F 472 3 U Z$5E L2 gprs mee mne 2~ > R&f L T&
EL. GGSN 2883 % PLMN Z 534 —. PLMN ID OfE & 720 £7,

GGSN I —E I EETE HHF—AL PLMN 1Z 1 2721 T4, GGSN (. PDP =7 % X h DIEKERD
IMSI L ZDa~y RTRESINMEE 2L T, BRN/IE MS 2260 HDTH D00 E 9
LET,

E72. gprs mec mnc v R&E31T74 25 L &2 trusted ¥—7— REHE LT, 4 T& 5 PLMN %
KRS ORETHZELTEETEETES PLMNIZHD MS O EEENZPDP 20T %A D
ERREERIL, A"—2A PLMN (255 MS 22535 E &N PDP =T % X FOERRER LR L & o b
nE7,

FERNPE—I T MSHHEDOHLDOTHDLINE I ERHWT 2572912 GGSN N 425 MCC i LT
MNC fEZEET D21, 7D—/\/I/:r/74ﬂ9:u/~—~‘/a/:& FCchkoa<wy REHERLET,

avy kR E]:y
Router (config) # gprs mcc mcc-num mnc mnc-num [trusted] PDP =227 % A h ODVERRE R DHEE MS 225D &
DTHDHME D a3 572912 GGSN 23
FTHENANVEIT—RBLUEASAS L Ry RTU—
7 J—FERELEY, EE T, trusted ¥ —
— REMH LT EHTE 2 PLMN Z/&K 5 2
HLET,

GE) {EEETZ 2 PLMN » b k{E &= PDP o
VTR A NOERERIZ, &~—2 PLMN
MHLEEINEH0 L FERFEICRbDNET,

N

(GE)  GGSN i, MCC BLU'MNC Ofi& LT 000 Z BERICHELE T, 727ZL. GGSN Tr—3 7
2—HH D CDR #ETE 5 L 5129 51iZ, MCC & MNC OWTHUC b IEE v DEELRET D%
R0 ET,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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ABENAIL AF—2 3 oD GGSN ~QF A0 Tavys M

GGSN TONEBENAMIL AT—23 007y oDA4—T )L

GGSN THEFENRA L AT — 5 L IZEABPDP 2T %A NOERAE T O v 7 TXAH L HI2TAHIC
. TI78ARA U ary7 4 FXFal—ray F—RTCHROa~v REeHALET,

avwy R B

Router (config-access-point) # block-foreign-ms FENA )L 22— D HPLMN (2SN T, HEDT
JEARAL NTGGSN 77 BREHIRLET,

~
(i) &ENT%%%N4WX%~VEV%7D/7T%éi9 T 51, BERBRe—I 7 MS 5D
LDOTHIMNE I MEHWT 2720 EN 2D MCCEB L O MNC HAZRETDILENRH Y £,

HNEENAIL RT—2 3 VERED T O Y DOREE

ZZTlE. GGSN TOAEBENA )V AT —3 a VREDT 0 v 7 B REET 5 HIEICOWTHBA L £,
NEITTRD LB T,

o [ 77U HABAY FNTOHNLENAL)L AT —aD7 w7 OiEE] (P.8-43)
e [GGSN T®» MCC FZHEPB L MNC REDHFE] (P.8-44)

TR RL Y FTONBENSIL RAT—2 30D T 0O YY) DRI

GGSN WFFEDT 7B A RA v ]\’C%*K%/w’/l/ ATF—varoy7ay 7 EYR—r 589 C%ﬁ
SNTWVENE I MERGET 5121E, show gprs access-point 2~ > REMHEH L ET, ROFIIKT
9 &L 912, Block Foreign-MS Mode W7 4=V FOEICEREL T ESVY,

Router# show gprs access-point 1
apn_index 1 apn_name = gprs.corporate.com
apn_mode: transparent
apn-type: Real
accounting: Disable
interim newinfo accounting: Disable
interim periodic accounting: Enable (20 minutes)
wait accounting: Disable
input ACL: None, output ACL: None
dynamic_address _pool: dhcp-proxy-client
apn_dhcp_server: 10.99.100.5
apn_dhcp gateway addr: 10.27.1.1
apn_authentication server group: abc
apn_accounting server group: abcl
apn_username: , apn password:
subscribe required: No
deactivate pdp context on violation: Yes
network activation_allowed: Yes
Block Foreign-MS Mode: Enable
VPN: Enable (VRF Name : vpnl)
GPRS vaccess interface: Virtual-Access2
number of ip address_allocated 0

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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WM IP7FLAMREET S MS (2&D GGSN ~AD7 7 RXDOHIHE

Total number of PDP in this APN :0

aggregate:
In APN: auto

In Global: 30.30.0.0/16
21.21.0.0/16

GGSN T®M MCC & # & U MNC SREDHRFE

FORDPIMBEANRA N RT =2 a UDHLEEENTZ D TH L E S 0 E T 572912 GGSN 28—
UL Ui 2 EEHE 2 MFAFT 51212, show gprs plmn $i# EXEC 2~ F&EHEHALET, &
DPNZRFTRENTWDHH 7 4 =/ FOEIZIER L TS 7Z&W, ZoOfTik, GGSN 23 USA
a— R (310) 3LV Bell South xv hU—2 22— K (15) HIZEREI ., 8 TE % PLMN 2 4 >
BESNTWET,

Router# show gprs plmn

Home PLMN

MCC = 302 MNC = 678
Trusted PLMN

MCC = 346 MNC = 123
MCC = 234 MNC = 67
MCC = 123 MNC = 45
MCC = 100 MNC = 35

IP7 FLANEET S MS [TLSH GGSN ~ADT7 VXD

fil

GE)

MS iZ. Bld GPRS/UMTS % v hUV—2 =0 F 47 4 LRUIP T FLAZHFEATE EH A,
GPRS/UMTS % v hU—27 ICHED IP 7 L AHFHZ T L MS B0 O IP 7 KL 2 %
T&EZ2WE 91 GGSN #RETE £,

PDP =25 % A FDERRE R ZZET 5 & GGSN I MS @D IP 7 F L 28 E DBRAEIHNIC & 5 >
EIOMERIELET, MSIP 7 R L AR L EHA 5854, PDP =27 % 2 b OERERITIES
ENFET, COEBILST, XYy NU—IHNTIPT RLy L U IIREETIORBCZ LN TEE
7,

RR 100 HD IP 7 RUAHHHEZRE TEET, ®HEICIE, 1 DU EOT RLRAZEDLIENTEE
T, FEL,. 12o0a<ry Rz Y TRETELIP 7 FUAHIZ 1 >0 T, IPT7 FL 2% ]
DTN T 25 AT, start-ip 51L& end-ip BIBETEDIP 7 FL A&k ViR Z LA TEEF, IP
7 RLAF, 32 By METY,

Cisco 7600 >V —X N—H% 75 v 74— A TIH FEV—NZLoTar— K RNF v rasnd4%
GGSN |2, RIUBRENHFETILERH Y £97,

GPRS/UMTS % v hU—27 HIZIP 7 KL A&iAZ FH L. MS TEZOHPHD IP 7 RV A& H Tx 72
WEIHIIZTAICIE, Fre— b ar 74X ab—Yay B— RNTKRkOa~vy REFEHALET,

avwyk

=]y

Router (config) # gprs ms-address exclude-range start-ip end-ip GPRS/UMTS *v hU—2Z7 CfEH L. MS @ IP

7 RUAHENOHRATDHIP T N AFHBZHEE
LET,

8-44
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APN TOENRAIL AF—2 3 v BRAOL—T 1 v 70He B

APN TOENSMIL AT—2 3 0B EADIL—T 1 T DEE
E

MS EH~DON—T 4 T REE AT 52 LIk > T, PDP 2 7% A L (MS) IZBL TR
DD, TOBERIZHDIPVE T RLVRIZATry heV—T 47 TEXET, sWEORy hU—27 T KL
A, MS T RV AL BRLGEENH D £,
MS HEA~DNV—=T 4 T A X =TT DI, ROBEHBILZENTOLOLERDH D £,
e MS T{i\ i qu;OJ:UnALT RADIUS %4%%#6%‘%75‘&) ) ijﬁo
 Internet Engineering Task Force (IETF; A > % —% v MM HIHAEZES) Ok RFC 2865 T
EF SN TS Framed-Route (7 FY B a—§k22) 2a—FD7 77 A VIZEEL, MS Hk
SON—T 4 v THEREEHEHT S MS bRl b T, KT I6HONL— RN EED D MNE
B0 ET,

%Eﬁéﬂf: Framed-Route 7 ]\ U Ez— ]‘@i\ PDP = \/?ﬂ?z M’EE}ZOD RADIUS v uE%JQU\mu

7 = — A2 GGSN IZHBINIC X 7> a— KRS E 9, network-behind-mobile 77 & 2 KA
harvrzyFalb—rvaravry REHERALTH MSEE&R~DIL—T 4V ITBA =TI 5
724 GGSN Tl Framed-Route 7 F U B o — MR SN E T,

MSty v alNT 7T 47 TR o TWDEA., — MIHIBRSET,

e PPPHARME Y a3 E/-IXL2TP 2L % PPP v 3 D4, Framed-Route 7 U B2 — |
¥ LNS @ RADIUS ¥ —NIZRET HLERH Y 97,

e PPP BApktE > v 3 T, security verify source =~ > N5 E L7245, Framed-Route 7 k
Ut 22— hk%H GGSN RADIUS H— D a—% a7 7 A VITRETDILERNH D £,

o AXT 4w N—MERELERTA, TSN AT =3 a VEBR~DNV—T 1 THEREORT
(Framed Route, 7 b U B =2—h 22) BLXPAFT ¢ v 7 — ME, FRIZEYFR— S EE
A/o

ENAIL RAT—23088~NDIL—T 425914 2—TIL

SHEHR~DNL—FT 4 T HhAF—TNCT AT, T/VEBEARSA N ar7 4 Xal—ay E—
FC®opa<wy REHEHALET,

= =]z
Router (config-access-point) # network-behind-mobile TIRRARAL N, MSEHB~DINV—T 4 T P HR— kK
[max-subnets number] TEBEIICLET, EHT, MS LTRSS Y7
Ty FORRBERELET, AHRMEIZX 105 16 £T
DT NNDOEFTT,
S

GE) MSEHB~DNL—TF 4 71%, IPVAPDP 20T F X FCHEITYR—FENET,

SHRICNV—T 4 7 ENDH 37 v ME, MS LA U Third Generation Partnership Project (3GPP;
HIMRNR— T =2y TP ) QoS HELEALET,

N—T 4 7 T—=TNVOBIEDRELFKRT DI21E, FiHE EXEC £— ]\T show ip route =~ K%
BRALES, BET V7T 4T RESAAL L BTy a DU R FEERFRTHITIE, show pdp =~ > FZ&ff
MLET,

Cisco GGSN JJy—292av74F¥alL—>ay /4 F
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B APN TOESRAIL ZAT—2 3 VERADIL—T 1 VT DRE

ENSMI RAT—2a3 VEBEBEANDIL—T 14 VT BRE DT
ENAN AT = a Y ERASDNV—T 4 U TREERGET HIZI1L, RO show =2~ > FEFEHLET,

AF97T1 PDParTXARMDIPT RLAZS— U= 7 RLVALLTHENTL7 L—2fbr— b B RTT
LU— Ak — NRIZEBIMSNA A Z T 4 v 7 )v— N EFRRT HIZIE, Fibe EXEC €— K225 show
gprs gtp pdp-context tid =~ > R LU show ip route =~ > REZEH L 7,

Router#show gprs gtp pdp-context tid 1234567809000010
TID MS Addr Source SGSN Addr APN
1234567809000010 83.83.0.1 Static 2.1.1.1 ippdpl

current time :Feb 09 2004 12:52:49

user name (IMSI):214365879000000 MS address:83.83.0.1

MS International PSTN/ISDN Number (MSISDN) :123456789
sgsn_addr_signal:2.1.1.1 sgsn_addr_data: 2.1.1.1
control teid local: 0x637F00EC

control teid remote:0x01204611

data teid local: 0x637DFF04

data teid remote: 0x01204612

primary pdp:Y nsapi:1

signal sequence: 11 seq_tpdu_up: 0
seq_ tpdu down: 0

upstream signal flow: 0 upstream data flow: O
downstream signal flow:0 downstream data flow:0
RAupdate flow: 0

pdp_create time: Feb 09 2004 12:50:41
last_access_time: Feb 09 2004 12:50:41

mnrgflag: 0 tos mask map:00

gtp pdp idle time:72

gprs gos_req:000000 canonical Qos class(reg.) :03
gprs gos neg:000000 canonical Qos class(neg.):03

effective bandwidth:0.0

rcv_pkt count: 0 rcv_byte count: 0
send pkt count: 0 send byte count: 0
cef up pkt: 0 cef up byte: 0
cef down_ pkt: 0 cef down byte: 0
cef drop: 0 out-sequence pkt:0
charging id: 736730069

pdp reference count:
primary dns:
secondary dns:
primary nbns:
secondary nbns:

ntwk init pdp:
Framed route 5.5.5.0 mask 255.255.255.0

Router#

o O O o
o O O O
o O O O

O O O O oN

Router#show ip route
Codes:C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 2.0.0.0/8 is directly connected, FastEthernet6/0
5.0.0.0/24 is subnetted, 1 subnets
U 5.5.5.0 [1/0] via 83.83.0.1

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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83.0.0.0/32 is subnetted, 1 subnets

U 83.83.0.1 [1/0] via 0.0.0.0, Virtual-Access2
8.0.0.0/32 is subnetted, 1 subnets

C 8.8.0.1 is directly connected, Loopback0

Router#

Router#show ip route vrf vpn4é

Routing Table:vpn4

Codes:C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

80.0.0.0/16 is subnetted, 1 subnets

C 80.1.0.0 is directly connected, FastEthernet3/0
5.0.0.0/24 is subnetted, 1 subnets
U 5.5.5.0 [1/0] via 123.123.123.123
123.0.0.0/32 is subnetted, 1 subnets
U 123.123.123.123 [1/0] via 0.0.0.0, Virtual-Access?9
Router#

ATw7F 2  network-behind-mobile-station #FHEH (ROBIUCKFTRRIN TV DIER) 2FRT HI100E, itk
EXEC &— K75 show gprs gtp statistics 2~ FZEH L £7,
Router#show gprs gtp statistics
GPRS GTP Statistics:

version not support 0 msg_too_short 0
unknown_msg 0 unexpected sig msg 0
unexpected data msg 0 unsupported comp exthdr 0
mandatory ie missing 0 mandatory ie incorrect 0
optional ie invalid 0 ie_unknown 0
ie out of order 0 ie unexpected 0
ie duplicated 0 optional ie incorrect 0
pdp_activation rejected 2 tft semantic_error 0
tft syntactic error 0 pkt ftr semantic error 0
pkt ftr syntactic error 0 non_existent 0
path failure 0 total dropped 0
signalling msg dropped 0 data msg dropped 0
no_resource 0 get pak buffer failure 0
rcv_signalling msg 7 snd_signalling msg 7
rcv_pdu msg 0 snd_pdu msg 0
rcv_pdu bytes 0 snd_pdu_bytes 0
total created pdp 3 total deleted pdp 2
total created ppp_ pdp 0 total deleted ppp pdp 0
ppp_regen_pending 0 ppp_regen _pending peak 0
ppp_regen_total drop 0 ppp_regen_no_resource 0
ntwk init pdp act rej 0 total ntwkInit created pdp O
GPRS Network behind mobile Statistics:
network behind ms APNs 1 total_download route 5
save_download route_fail 0 insert download route fail 2
total_insert download route 3
Cisco GGSN JJ—R9.2av7«4Fal—vav A4 F
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Bl APN T® Proxy-CSCF #&H4R— F DT

APN T® Proxy-CSCF #&HHY/R— FDERE

()

PCO 12 TP-CSCF Address Request] 7 4 —/V FREENTWS PDP 27 ¥ A b OERRERZZF L
72358 1%, APN AICHFRTICERE S iz Proxy Call Session Control Function (P-CSCF) #—/N 7 R L
x@)x%%@?io GGSN #RETE £,

MS IZ, PDP 2> 7 % 2 O FHEERIC PCO @ P-CSCF Address Request 7 1 — /L K& § /”'E”Li?‘
ZDOERIX, SGSN 225 PDP =7 F X F OFERRER T GGSN IZizE SN E T, GGSN Tk, ZEF7
% &, PCO @ IP-CSCF Address] 7 4 —/v RIZT X COREFHD P-CSCF 7 FLAZIKLET,

PDP =2 7 % A F OIERLEERIZ PCO @ P-CSCF Address Request 7 4 —/L RBEEN TV WIEA,

F 7215 P-CSCF 7 KL ANFRNIRE STV WS, PDP 227 % 2 N OERUEE Tt P-CSCF
T RVAZRLEREA, =7 — Ay E—IFAERINT, PDP 227 F X b OFERRERITLI S 1 E
T

fEE T, Cisco GGSN TP-CSCF u— K RN v v T4 F—T /I T&ET,

P-CSCF u— R NV U T RA R —T 7> T DA, Cisco GGSN Tk, PDP =27 % X |
OIERERTEFE SN T 2 haLgiEd 7> a > (PCO) IE @, P-CSCF Address Request 7 4 — /b
F~DJ5%& & LTEET D Proxy-CSCF +— %, I Rty 73y XLaa AL CGERLE
j—o

P-CSCF v — K NI U IRA R—=T M7 > T2 WS, Cisco GGSN 1T FHANIERE I Nz T
TP P-CSCF #—"D U A M &EELET,

PCO @ [P-CSCF Address| 7 4 —/L FIZIK&EN DT FLADIERFIE, 47 KL AR P-CSCF #—
IN—TICEHEN, £OZ =T 7 APN ICHIEA T 5B IERE & R LT,

APN T® P-CSCF #iHi ¥R — F & A F—7 I d BITiF. ROEEEFEITLET,
e [GGSN T® P-CSCF #—X Z v —7D1ERL] (P.8-48)
e [TAPN ~® P-CSCF #— Z)L—7 DO REA 1] (P.8-49)

GGSN T® P-CSCF H—/\ J)L— T DR

P-CSCF #— 7 —7121%, &K 10 o P-CSCF — "2 EFXTEE T,

=X T —TIZiE, IPv6 H— 3L IPv4 P-CSCF —_Ofi & EFTEET, PDP ¥ A ik, &
DY —NIZIP T FLARREESNDNERLET,

GGSN IZ P-CSCF #— X L —T 2R ETAHAICIT. Fa— )L a7 4 FXal—rary F— RKRTKRD
a<wr REFEHLET,

avwyFk B8

Z'T"‘}7’1 Router (config) # gprs pescf group-name GGSN 1Z P-CSCF ¥—X )L —7%ZE L
P-CSCF /V—7 arv74F¥alb—vary £— K%
BAZE L £

AT97 2 Router (config-pcscf-group) # server [ipv6] ip-address IP 7 RLATIPv4 P-CSCF #—RZE#XLET,
LET, ipv6 ¥— UV — RN A7 a2 HELT,
IPv6 P-CSCF #— 3% P-CSCF ¥ —/\ 7 )L —7|Z5E
‘TEET,

Cisco GGSN Y —R92av74FalL—varv A4 F

8-48

OL-19936-03-J |



| £8% GGSNADRYFT—5 79 LRDEE

APN ~® P-CSCF H#—/\

GGSN TDF7 VR RAIV FDE=ZZ YLV ITEIUVA VT

+o2

TIN—TOEERIT

APN |2 P-CSCF 7 Vv —7 %@ 212iE. /e — L a7 ¢t £ 2 L—3 3 » E— T gprs pescf

a<w L REFEHLT, 2O V—7% 71—l

WCRETDBENRD Y £7,

(G¥) #T& 5% P-CSCF 7/ /v—7
%ﬁﬁ#é_&ﬁféiTo

I APN T LT 1 2721 TR,

1 2® P-CSCF 7'V — 7 %D APN

APN @ P-CSCF %— ZV—T7ZET S

TROa< REHFRLET,
APN (Z

P-CSCF #— R Z N —T7%HHE T DI, T7®8AFRA b a7 4 Fab—v

FCwDa~< ReHLET,

XTI EBARALA a7 4 Falb— gy F— R

3 t—

avy kR

B&

Router (config-access-point) # pescf group-name

[load-balance]

APN (2 & % P-CSCF #itizfi 9 % P-CSCF
=N TN—TEREELET, BT,
load-balance — 7 — N%&45E L C. APN T
P-CSCF m— K RS v v T A X —T)NICTE
9,

P-CSCF #&RHi &R E DRELE

P-CSCF R E & Mk + % 1213

. kD show 22~ R&EMFHLET,

avy kR

E]:y

Router# show gprs pcscf

GGSN IZREENTWA4 P-CSCF #—X 7
N—TOWMEERRLET,

Router# show gprs access-point [group-name]

GGSN IZEREINTWD 1 2Ll E® P-CSCF #—
N IN—TDOMEBEEZRIILET,

GGSN TO7 7 tXA R4V FDE=S):

TR

ZZTiX. GGSN LT 7B A RA V "E2FT=Z Y T T H720IC

show =~ FOEK EZ/RLET,

DTBXUVAVT

EHTE 2% clear 2~ RB LD

[ 0L-19936-03-J
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GGSN EDT7 78 A RA UV FEE=F Y U TBRLOA T F AT 2121, ROFHE EXEC 2w F

ZEMLET,

avwy kR

=]y

Router# clear gprs access-point statistics
{access—point—index \ all}

GGSN FOEEDT 78 A RAV FERITTRTOT 7 &
A RA LV NOMEFERD X227 VT LET,

Router# clear gprs gtp pdp-context pdp-type [ipv6|
ipv4]

IP Version 4 (IPv4) £ 7=1% IP Version 6 (IPv6) ® PDP T
BBy b F—4% Fabhan (PDP) 2T FA L (F
RV Ty ay) 2T YT LET,

Router# show gprs access-point {access-point-index |
all}

GGSN 7 7 A KA > MIETHEHREERTLET,

Router# show gprs access-point statistics
{access-point-index | all}

GGSN E7 72 KA v M+ 27 —% RY =2 —24
L PDPDOT VT4 R—2 g bHET I T AR— gD
MEHERELRLET,

Router# show gprs access-point-name status

TIRARAL L NTT VT 477 PDP O, BLORZED
9 H o IPv4 PDP 0% & IPv6 PDP DA FKom L £,

Router# show gprs gtp pdp-context {tid tunnel id
[service [all | id id_sningq] | ms-address ip address
[access-point access-point-index] | imsi imsi [nsapi
nsapi [t£t]] | path ip-address [remote-port-num] |
access-point access—point—index| pdp-type {ip [v6 |v4]
|ppp} | gos-umts-class {background | conversational |
interactive | streaming} | qos-precedence {low |
normal | high} | gos-delay {classl | class2 | class3 |
classbesteffort} | version g@D-VeVSiOH}|

msisdn [msisdn] | ms-ipvé6-addr ipv6-address | a11}

BET 7T 4 7RPDPavyTFA s (FEXAL By T3
V) DV A NERRLET,

Router# show gprs gtp statistics

7 —hr x4 GGSN (BT B HAED GTP #atigE® (E.
GTP 7+ VU 7, GTP PDU ¥etHE# A ¥) #F R LE
j_o

Router# show gprs gtp status

GGSN @ GTP OHIED 2T —Z 22T A A R
LET,

& E Bl

ZDOHETIE, GGSN ~D X FEERFA TDX Y VT =0 T IR AZRETHHE N DR LET,
e [SGSN ~DRE T ¢ w7 )b— kO (P.8-51)
e [ 7V ®AKRAL N URNKEDH (P.8-52)

e IVRF h oA EDH| (P.8-53)
o [{EAH APN & DB (P.8-54)

o A ENRAN AT =2 a VEREIZLBT 7 8ADT 1y 7 OH]] (P.8-57)
o [HBEIPT FLALERTEDH (P.8-58)

» [P-CSCF #itiE»Hl) (P.8-58)
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SGSN "DRZT 14 vY JL— FDHI

~

()

BRER

SGSN 728 GGSN L EEFICBET 2121Z. SGSN ICA X T 4 v 7 V— &
7oL — b CHEHINTWAEIP 7 FLRICEIWICLV—FT 4 7/ TX AL H I LET,

T 570, £721% GGSN 1k

GGSN &/ :

|
interface Loopbackl00

description GPRS GTP V-TEMPLATE IP ADDRESS
ip address 9.9.9.72 255.255.255.0

!

interface GigabitEthernet0/0.2

description Ga/Gn Interface

encapsulation dotlQ 101

ip address 10.1.1.72 255.255.255.0

no cdp enable

!
interface Virtual-Templatel

description GTP v-access

ip unnumbered Loopbackl00

encapsulation gtp

gprs access-point-list gprs

!
.1 255.255.255.255 10.1.1.1
.10 255.255.255.255 10.1.1.1
.1 255.255.255.255 10.1.1.1
.10 255.255.255.255 10.1.1.1

ip route 40.
ip route 40.
ip route 40.

ip route 40.
|

NN
w N w N

R=NR=NAYPF T UEE

|

!

interface FastEthernet8/22

no ip address

switchport

switchport access vlan 302

|

interface FastEthernet9/41

no ip address

switchport

switchport access vlan 303

|

interface V1anlO1l

description Vlan to GGSN for GA/GN
ip address 10.1.1.1 255.255.255.0
|

interface Vl1an302

ip address 40.0.2.1 255.255.255.0
|

interface V1an303

ip address 40.0.3.1 255.255.255.0
!

ip route 9.9.9.72 255.255.255.255 10.1.1.72

[ 0L-19936-03-J
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ip route 9.9.9.73 255.255.255.255 10.1.1.73
ip route 9.9.9.74 255.255.255.255 10.1.1.74
ip route 9.9.9.75 255.255.255.255 10.1.1.75
ip route 9.9.9.76 255.255.255.255 10.1.1.76
ip route 40.1.2.1 255.255.255.255 40.0.2.11
ip route 40.1.3.10 255.255.255.255 40.0.3.10
ip route 40.2.2.1 255.255.255.255 40.0.2.11
ip route 40.2.3.10 255.255.255.255 40.0.3.10

TR RA

GPRS 727 A RA v UA MDD GGSN

vk YR FEEDHI

interface virtual-template 1

ip unnumber loopback 1

no ip directed-broadcast
encapsulation gtp

gprs access-point-list abc

Defines a GPRS access point list named abc
with 3 access points

gprs access-point-list abc

access-point 1

access-point-name gprs.pdnl.com
ip-address-pool dhcp-proxy-client
dhcp-server 10.102.100.3
dhcp-gateway-address 10.30.30.30
exit

access-point 2

access-point-name gprs.pdn2.com
ip-address-pool dhcp-proxy-client
dhcp-server 10.60.0.1
dhcp-gateway-address 10.27.27.27
exit

access-point 3

access-point-name www.pdn3.com
access-mode non-transparent
dhcp-gateway-address 10.25.25.25
aaa-group authentication abc
exit

REO—HE IR LET,

B CiscoGGSN YY—R9.2av74F¥alL—vav M F
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VRF k2 RILERFEDHI

WOHITIE, 220 VPN (vpnl & vpn2) B L OFOMET S GRE F %L (Tunnell & Tunnel2)

DEED—Hz R LET,

GGSN &&3E
service gprs ggsn
|
hostname 7600-7-2
!
ip cef
|
ip vrf vpnl
description GRE Tunnel 1
rd 100:1
|
ip vrf vpn2
description GRE Tunnel 3
rd 101:1
|
interface Loopbackl
ip address 150.1.1.72 255.255.0.0
|
interface Loopbackl00
description GPRS GTP V-TEMPLATE IP ADDRESS
ip address 9.9.9.72 255.255.255.0
|
interface Tunnell
description VRF-GRE to PDN 7500(13) Fa0/1
ip vrf forwarding vpnl
ip address 50.50.52.72 255.255.255.0
tunnel source 150.1.1.72
tunnel destination 165.2.1.13
|
interface Tunnel2
description VRF-GRE to PDN PDN x(12) Fa3/0
ip vrf forwarding vpn2
ip address 80.80.82.72 255.255.255.0
tunnel source 150.1.1.72
tunnel destination 167.2.1.12
|
interface GigabitEthernet0/0.1
description Gi
encapsulation dotlQ 100
ip address 10.1.2.72 255.255.255.0
|
interface Virtual-Templatel
description GTP v-access
ip unnumbered Loopbackl00
encapsulation gtp
gprs access-point-list gprs
|
1 100.2.255.255 group vpnl
1 100.2.255.255 group vpn2
0 Tunnell
0 Tunnel2

ip local pool vpnl pool 100.2.0.
ip local pool vpn2 pool 100.2.0.
ip route vrf vpnl 0.0.0.0 0.0.0.
ip route vrf vpn2 0.0.0.0 0.0.0.
gprs access-point-list gprs
access-point 1
access-point-name apn.vrfl.com
access-mode non-transparent
aaa-group authentication ipdbfms

[ 0L-19936-03-J
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ip-address-pool local vpnl pool
vrf vpnl

!
access-point 2

access-point-name apn.vrf2.com
access-mode non-transparent
aaa-group authentication ipdbfms
ip-address-pool local vpn2 pool

vrf vpn2
|

A== AYPF TP UEE
interface FastEthernet9/5
no ip address

switchport

switchport access vlan 167
no cdp enable

|

interface FastEthernet9/10
no ip address

switchport

switchport access vlan 165

no cdp enable
!

interface Vlanlé5

ip address 165.1.1.1 255.255.0.0
!

interface Vlanl67

ip address 167.1.1.1 255.255.0.0
I

! provides route to tunnel endpoints on GGSNs
|

ip route 150.1.1.72 255.255.255.255 10.1.2.72
!

! routes to tunnel endpoints on PDN
!

ip route 165.2.0.0 255.255.0.0 165.1.1.13
ip route 167.2.0.0 255.255.0.0 167.1.1.12

SR
{=#8 APN E%5E D4l
WOFITIE, 1 DORBAPN 7 7 ¥ R RA v b2 3BEHOFERERY NTU—T D7 3 — Vi L
LTHRESE A Ko IcRESNTWVWS GGSN Z/rLET,
ZOFITHRT GGSN FETIE, KO Z LIZEFELTLEEN,

o ER¥ERY NT—I~DT V7t A%EHeSIT 57-DI2, Ethernet 1/0, Ethernet 1/1, Ethernet 1/2 @
3O0MHEHA L E—T AR (GIAVE—T A RA) REBSINTWVET,

o TIUEAFRAVENAOBRESNTVET,

— T U8BAKRALL b 1L, corporate £\>5 APN ZFFOET 7 A A hELTERESN
TWET, OBREF TV 3 id, (BT 782 Bar MaTEMA SN E¥ A, Tcorporate]
A8 APN (X, HLR 3L U'DNS y—A_Trm v a =735 APN TT,

- T7I7EBARAL 2, 3, BLV 41X, ENEH corporatea.com, corporateb.com,
corporatec.com DHFEFR v b —27 KA IR LTCHRESNTCWET, EXy hU—7 F
AAE PDP 227 F 2 RERO PCO (RSN TWET,

CiscoGGSN Y= 92av74F¥al—Lay H#4F
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B L

8-2 {x78 APN S&EDHI
RADIUS
H—/\
HLR B corporatea.com
172.18.43.7
7V ERARSL R 2
" Eth 1/0 10.8.8.6
' ~——.7— Eth 1/1 10.9.9.4 corporateb.com
%H ‘Eth1/2 10.15.15.10
10.9.9.0
SGSN GGSN 7V ERAKRLA VL3
corporatec.com a
10.15.15.0 g
w
K7V ARSI 4
RE7 VR KA
corporate
GGSN &3E

|
version 12.x
no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
! Enable the router for GGSN services
!
service gprs ggsn
|
hostname ggsn
|
ip cef
|
no logging buffered
logging rate-limit console 10 except errors
aaa new-model
aaa group server radius abc
server 172.18.43.7 auth-port 1645 acct-port 1646
aaa authentication ppp abc group abc
aaa accounting network abc start-stop group abc

I
ip subnet-zero

|

!

no ip dhcp-client network-discovery
|

!

interface Loopbackl

ip address 10.2.3.4 255.255.255.255
I

Cisco GGSN J J—Z 923> T Fal—ay A4 K
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interface FastEthernet0/0
ip address 172.18.43.174 255.255.255.240
duplex half
|
interface FastEthernet2/0
description Gn interface
ip address 192.168.10.56 255.255.255.0
|
! Define Gi physical interfaces to real networks
|
interface Ethernetl/0
description Gi interface to corporatea.com
ip address 10.8.8.6 255.255.255.0
no ip mroute-cache
duplex half
|
interface Ethernetl/1
description Gi interface to corporateb.com
ip address 10.9.9.4 255.255.255.0
no ip mroute-cache
duplex half
|
interface Ethernetl/2
description Gi interface to corporatec.com
ip address 10.15.15.10 255.255.255.0
no ip mroute-cache
duplex half
|
interface loopback 1
ip address 10.40.40.3 255.255.255.0
|
interface Virtual-Templatel
ip unnumber loopback 1
encapsulation gtp
gprs access-point-list gprs
!
ip default-gateway 172.18.43.161
ip kerberos source-interface any
ip classless
ip route 10.7.7.0 255.255.255.0 10.8.8.2
ip route 10.21.21.0 255.255.255.0 Ethernetl/1l
ip route 10.102.82.0 255.255.255.0 172.18.43.161
ip route 192.168.1.1 255.255.255.255 FastEthernet2/0
ip route 172.18.0.0 255.255.0.0 172.18.43.161
no ip http server
|
gprs access-point-list gprs
!
! Configure a virtual access point called corporate
!
access-point 1
access-point-name corporate
access-type virtual
exit

! Configure three real access points called corporatea.com,

! corporateb.com, and corporatec.com

access-point 2
access-point-name corporatea.com
access-mode non-transparent
aaa-group authentication abc
exit

access-point 3

B CiscoGGSN YY—R9.2av74F¥alL—vav M F
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access-point-name corporateb.com
access-mode transparent
ip-address-pool dhcp-client
dhcp-server 10.21.21.1
exit
!
access-point 4
access-point-name corporatec.com
access-mode non-transparent
aaa-group authentication abc
exit
!
!
gprs maximum-pdp-context-allowed 90000
gprs gtp path-echo-interval 0
gprs default charging-gateway 10.15.15.1
!
gprs memory threshold 512
|
radius-server host 172.18.43.7 auth-port 1645 acct-port 1646 non-standard
radius-server retransmit 3
radius-server key 7 12150415
call rsvp-sync
!
no mgcp timer receive-rtcp
!
mgcp profile default
|
1
gatekeeper
shutdown
!

end

NEBENAIL AT—2aVBEICEDT7IOADODTOY Y DA

KOFITIX, 727 8ABA LB 100 BIEBEAAS NV AT =2 a kDT 78 AET 0w 7 T HE
@*%B%ﬂf\‘bij—o

!

version 12.x

no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

! Enables the router for GGSN services
1

service gprs ggsn

!

hostname ggsn

|

ip cef

!

gprs access-point-list gprs

!

access-point 100

access-point-name blocking

!

! Enables blocking of MS to APN 100
! that are outside ! of the PLMN

[ 0L-19936-03-J
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|
block-foreign-ms
exit
|

!
! Configures the MCC and MNC codes
|

gprs mcc 123 mnc 456

EHEIP7 FLAREREDH

WROFITIL, GPRS/UMTS x> b —27 D IP 7 L RA&H% 3 BEEET 2R ED—HEarmLET
(ZNHDOHFANICH D IP 7 FLAIE, MSIP 7 FL AN GRS NET),

gprs ms—-address exclude-range 10.0.0.1 10.20.40.50
gprs ms-address exclude-range 172.16.150.200 172.30.200.255
gprs ms-address exclude-range 192.168.100.100 192.168.200.255

P-CSCF #&HEXE DAl

WOFITIL, P-CSCF = 7 —T7 %< D GGSN IZREL, £D 1 D& T 78 A RA v MZHE
DY THRED—HERLET,

!

version 12.x

no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

! Enables the router for GGSN services
|

service gprs ggsn

|

hostname ggsn

|

ip cef

|

gprs pcscf groupA

server 172.10.1.1

server 10.11.1.2

server ipvé 2001:999::9

!

gprs pcscf groupB

server 172.20.2.1

server 10.21.2.2

gprs access-point-list gprs

]

access-point 100

access-point-name pcscf

pcscf groupA
|
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