IP BIZERTREME
~
GE)
~
GE)

HSA4F+ZTvyHDNS 7y TTF—F

Z O TIX, Domain Name Server (DNS; KA A > X —Lh P—) T v 75— rDFHE, b—10D
T RLVAED ST, BELOING OHMREOREHFIEIC OV THIALET,

OEONEIX, ROEEH TT,

o IP BEATREME (p.8-1)

o P REEAREMEDORRE (p.8-2)

¢ DNSH—RD7 FLZDEIY 4T (p.8-3)
o # (p.8-3)

TIA/EIA/IS-835-D (21X, A" — 2 AAA $—/3 % Home Agent (HA) ZffH L7-4 1) 2 DNS T v
TT— bOFEPTAINTWHET, AAA LS DNS 7 v 77— RMEfE S IP B L OENA L P
DOMFTFOYP—ERATHEATEETN, HAICXDDNS 7 v 7T — 2@ TE 2D E/SA /L IP
P—E R TY, WIZ, HA £ IP BERTEEME OSBRI DWW T L £ 97,

HA X, FIRIO LY A M L—3a VEREZZ(ET D L, A—2L RADIUS H— 32 RADIUS 7 7 & X
HR A2 %(E L £, RADIUS H— "8 HA N—RZD DNS 7 v 75— h ZERT 5 L) IR ES N
T, &—24 RADIUS B — 3%, HA (2T RADIUS Access-Accept A v &—IC
DNS-Update-Required 7 M U E'=— h 2L £, FIEIDOEANA/VIP LY A R L—3 g DD
T5&, HAIZDNS #—NIIDNS 7 v 75— h Ay E—U%EFEL, MSOU Y —X La— K%
BAIMLES, HAIZ, DNS 7 v 7F—F Av b=V 754~V BLOE AU X Y (FET 55
A7) O DNS Y — NIZEEFELET,

HAWNT A T XA L HA~—0F I IE S 72 Mobile IP RRQ %315 L7284, /XA /LIP DT
AT XA LDHIRYIAUC R o 7oA, ETIXEBEEIC Lo TMS DEE VT 4 A VT 4 V7R
AN ENTHAITIE, HAIEDNS —N2, B Y v — R La— REHIRT 57250 DNS 7
TF—h AvEe—UEEELET, UFDOa~vr it BED LA LZONT, HA Lo 1P F5EA]
BEMEZ A 2 —T7 M LT,

FLIYANL—vaGaEF, O, DNS 7 v 77— MIBFEINEEA,

Z ORI, TuXxY EARAAL LI 7 —ThEEICHR—FESNET,
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WIZ, TNV LV A b= ay YT YAICEIT S, HA EO P EEMREEO 2 —/V 7 n—%
ALFET,
1. HA 2, PDSNFADWH LU A R L—v g VEBEREZELET,
2. HA 75 RADIUS $— NIZT7 7 B ATERMNEFE SN E T, HAIZ K Y, DNS Server Update
Capability VSA MM E i E T,
RADIUS #—/3%25, DNS Update Required VSA 2MIME 72T 7 & AZEBNEE INET,
HA 725 PDSN/FAICL YA R L— g VIREREE SNET . HA BILERES N TV HEA,
TIT 47 HA & AX 34 HA DAL T 4 o TERBREE L S E9,
5. HAICK WSS F 4 ZBERRLE L. DNS H— 2 DNS 7 v 75— RELR A v B — U2 %3
SNET,
6. DNS#— N2k Y, NAI®ODNS = b UMEFR S, HAIZDNS 7 v 77— MNe& A v —
UBRRINET,
WIZ,ENRXA )L LI A N L— g VRERY T ) BT 5. HA L0 IP BERfEED a—L 7 a2 —
ERLET,
1. HA 75, PDSN/FASHTFA 72 A AR PED LY A ML —3 g VBEREZSZ(ELET,
2. SANT—HNITHRE SN TWARWES HA 7°5 RADIUS — N2 7 7 & ZBR N EE SN E
T (FFvav),
RADIUS H—NInB 7 VB RAZHENRENET (A7 a ),
4., HAIZXY, XA vT 4 IHRHIBRENET, HAS PDSN/FA IZ, LY AR ML —v g Vn&
NRENET, HARNERESNTWARE. 77T 4 7 HA EAZ 3L HA DA T 4
v HIBRBFRIEE S E T,
5. HA 7>5 DNS B — N2, DNS = b U ZHIBRT B72HD DNS 7 v 7T — hER A v — N0
BEENET,
6. DNS ¥ — 2LV, NAI ®DNS = b UMHIBRZ4LE T, DNS ¥— 32005 HA IZ, DNS 7 v
TF— MRy —URREENET,
IP BZETTREME DERTE
BEDULNVATIOMREEE A F—TWIZT BT, kOa~>y ReHLET,
avwvlk Z]:5)
AFTw 7T 1 Router(config)# ip name-server Xx.X.X.X ZEIET RVADORRICHERT A1 2L ED

F—b P —=ROT FLAZEELET,

RAFTw T 2 Router(config)# ip mobile realm @ispxyzl.com dns BEDODLILLATDNS 7v 77— FOFEE A

dynamic-update method word

F—T W LET, word IZ. #AF I > DNS
7T — s FXO4RTIEAILET,

ATwF 3 Router(config)# ip mobile realm realm dns server DNS H— D7 KL 220 —H /L TRETEE
primary dns server address secondary dns server +
o

address

-

—

DHEBEIZ L DNA T 4 VTN, F—TNANE I DEHERT LI, kOoa~y RefRALE
To

avU kR

L)

XTwF 1 Router# show ip mobile binding EFEEUT 4R T 4T TN R R LET,
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WIZ, VLA IP BIERREME AR ET D2 R L E T,

ip ddns update method sit-ha2-ddns2
DDNS both
ip mobile realm @ispxyz2.com dns dynamic-update method sit-ha2-ddns2

DNS 4—/\D7 FLADE|Y HT

)

IS835D T, ENANIP LT A M b— g VIRE T, R—ALDNS H— D7 KL A% NVSE & LT
EFENRANI T v aTHHERERINLTWVWET, ZOFIEIZEY, EAXAMV AT —2 3 T,
K= RAL DT T4 VBIOEI XY DNSH =17 KL RAEFETEET,

RADIUS ¥ — 3%, EA VRFEFIZ, HA ~D 7T 7 & A2 DNS Server VSA AL £9°, HA
I%. DNS Server VSA 7>5 DNS #—/3® NVSE ZEg L, EXA /L IP LI A b b—v 3 VIREITS
bﬂbiﬁgmwﬁ% DNS Server VSA #5215 L7255, HA ECDNS — D7 R LA m—7

VIZERE SN TV, v — DV ED S DNS —/30D NVSE 2MERK &4, E/SA L IP LY A B
v~y3/m§_ﬁm5ni¢o

DNS Server VSA 5 L (XDNS Server NVSE (L, 7T A4~V &AL FUDDNSIP 7 RLAZ{RFFL
7,

HA WLEE— FCTRE SN TWAIEA. AH 731 HA |Z DNS Server VSA 23EIHHL S E T,
BEDLILVATIOMEEEZA R—T7 VT DI, kOa~vy R LET,

ip mobile realm rea/m dns server assign

ip name-server Xx.x.x.x
DNS =307 N LAz v =TV TRETDITIE, ROa<y R LET,
ip mobile realm realm dns server primary dns server address secondary dns server address

ZOMRRIZR DA T 4 VT BA R =T NADE D R RS HITIE, show ip mobile binding =~
VREFEHLET,

DNS — D7 RL AR —HLTHRESNTWHWT, O AAA DL b E T o — REh-5
X, HA EOo—h ViRET KLU ANELRINLET,

WIZ, DNS loa—H Fn 7 7 A VERET HHER- L ET,

[ //localhost/Radius/Profiles/mwts-mip-r20sit-haslbl-prof/Attributes ]
CDMA-DNS-Server-IP-Address = 01:06:0A:4D:9B:0A:02:06:0A:4D:9B:09:03:03:01:04:03:01
CDMA-DNS-Update-Required = "HA does need to send DNS Update"

CDMA-HA-IP-Addr = 20.20.225.1
CDMA-MN-HA-Shared-Key = ciscociscociscoc
CDMA-MN-HA-SPI = 00:00:10:01

CDMA-Reverse-Tunnel-Spec = "Reverse tunneling is required"
class = "Entering the World of Mobile IP-3"
Service-Type = Framed

WIZ, DNSH— R T RLREO BT L LDy 7 4 Fal— g flERLET,

ip mobile realm @ispxyz2.com dns server 10.77.155.10 2.2.2.2
ip mobile realm @ispxyz2.com dns server assign
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W, AR2—% 7 a7 7 A L TOR UHREDFHZ R LET,

set CDMA-DNS-Server-IP-Address 01:06:0A:4D:9B:0A:02:06:0A:4D:9B:09:03:03:01:04:03:01

KEDOEHSN, TI9A<VBIOREHZUDDNS — 7 FLATT,
W, 1P BERTREMERB L OVDNS — " 7 R L ZEI ) Y Com G OREF 2~ LET,

ha2#show run
Building configuration...

Current configuration : 10649 bytes

!

! Last configuration change at 22:45:21 UTC Fri Nov 11 2005
!
version 12.3

service timestamps debug datetime msec

service timestamps log datetime msec
no service password-encryption

service internal

service udp-small-servers

!
hostname tbl-6513-ha2

!
boot-start-marker
boot-end-marker

!

!
aaa new-model

!

!
aaa group server radius MOT

server 150.2.0.1 auth-port 1645 acct-port 1646
|
aaa authentication ppp default local group MOT
aaa authorization config-commands

aaa authorization ipmobile default group MOT
aaa authorization network default group MOT
aaa authorization configuration default group MOT
aaa accounting session-duration ntp-adjusted
aaa accounting update newinfo periodic 3

aaa accounting network ha start-stop group MOT
aaa accounting system default start-stop group MOT
!

aaa server radius dynamic-author

client 150.2.0.1

server-key cisco

!

aaa session-id common

!

resource policy

|

ip subnet-zero
no ip gratuitous-arps

|

!

ip cef

ip dfp agent ipmobile

port 400

interval 15

inservice
|
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ftp source-interface GigabitEthernet0/0.10

origin dhcp subnet size initial /30 autogrow /30

ip

ip ftp username root

ip ftp password pdsnmwg

no ip domain lookup

ip name-server 10.77.155.10

ip name-server 1.1.1.1

ip name-server 6.6.6.6

no ip dhcp use vrf connected

no ip dhcp conflict logging

ip dhcp ping packets 0

!

ip dhcp pool Subnet-Pooll
utilization mark high 75
utilization mark low 25

!

!

ip vrf forwarding

!

ip vrf ispxyz

!

ip vrf ispxyz-vrfl

rd 100:1

!

ip vrf ispxyz-vrf2

rd 100:2

!
!

ip ddns update method sit-ha2-ddnsl

DDNS both

!

ip ddns update method sit-ha2-ddns2

DDNS both

!

vpdn enable
vpdn ip udp ignore checksum

!

vpdn-group testsipl-12tp

!
!

Default L2TP VPDN group
Default PPTP VPDN group

accept-dialin

protocol any
virtual-template 1

12tp tunnel hello 0

username user-ha2 password 0 cisco

!
|

interface TunnellO
no ip address
ip access-group 150 in

!

interface LoopbackO

ip address 20.20.225.1 255.255.255.0

!

interface Loopbackl

description address of the LNS server
ip address 20.20.206.20 255.255.255.0

interface Loopback2

ip address 170.12.0.102 255.255.0.0

interface GigabitEthernet0/0
no ip address

no ip route-cache cef

no ip route-cache

no keepalive

no cdp enable
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!

interface GigabitEthernet0/0.10
description TFTP vlan
encapsulation dotlQ 10

ip address 10.77.155.5 255.255.255.192
no ip route-cache

no snmp trap link-status

no cdp enable

!

interface GigabitEthernet0/0.172
description HAAA interface
encapsulation dotlQ 172

ip address 170.2.0.20 255.255.0.0
no ip route-cache

no snmp trap link-status

no cdp enable

standby delay minimum 15 reload 15
standby version 2

standby 2 ip 170.2.0.102

standby 2 follow sit-ha2

!

interface GigabitEthernet0/0.202
description PI interface
encapsulation dotlQ 202

ip address 20.20.202.20 255.255.255.0
no ip route-cache

no snmp trap link-status

no cdp enable

standby delay minimum 15 reload 15
standby version 2

standby 2 ip 20.20.202.102

standby 2 ip 20.20.204.2 secondary
standby 2 ip 20.20.204.3 secondary
standby 2 ip 20.20.204.4 secondary
standby 2 ip 20.20.204.5 secondary
standby 2 ip 20.20.204.6 secondary
standby 2 timers msec 750 msec 2250
standby 2 priority 130

standby 2 preempt delay minimum 180
standby 2 name sit-ha2

!

interface GigabitEthernet0/0.205

description REF interface

encapsulation dotlQ 205

ip address 20.20.205.20 255.255.255.0

no ip route-cache

no snmp trap link-status

no cdp enable

standby delay minimum 15 reload 15

standby version 2

standby 2 ip 20.20.205.102

standby 2 follow sit-ha2

!

interface Virtual-Templatel

description To be used by VPDN for PPP tunnel
ip unnumbered Loopbackl

peer default ip address pool LNS-pool

no keepalive

ppp accm 0

ppp authentication chap pap optional

ppp accounting none

!
router mobile

|

ip local pool LNS-pool 7.0.0.1 7.0.0.255

ip local pool ispxyz-vrfl-pool 50.0.0.1 50.0.0.255
ip local pool mobilenodes 40.0.0.1 40.0.100.255
ip default-gateway 10.77.155.1

ip classless
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ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0.202

ip route 10.77.139.29 255.255.255.255 10.77.155.1

ip route 150.2.0.0 255.255.0.0 170.2.0.1

no ip http server

!

!

ip mobile debug include username

ip mobile home-agent template TunnellO address 20.20.202.102

ip mobile home-agent revocation timeout 5 retransmit 4

ip mobile home-agent dynamic-address 20.20.202.102

ip mobile home-agent accounting ha broadcast lifetime 3600 replay 8
suppress-unreachable unknown-ha deny

ip mobile home-agent redundancy sit-ha2 virtual-network address 20.20.202.102
periodic-sync

ip mobile radius disconnect

ip mobile virtual-network 50.0.0.0 255.0.0.0

ip mobile virtual-network 40.0.0.0 255.0.0.0

ip mobile host nai mwts-pmp-r20sit-base-userl@ispxyzl.com virtual-network 40.0.0.0
255.0.0.0 aaa load-sa lifetime 600

ip mobile host nai @ispxyz2.com address pool local mobilenodes virtual-network
40.0.0.0 255.0.0.0 aaa lifetime 180

ip mobile realm mwts-pmp-r20sit-base-userl@ispxyzl.com dns server 10.77.155.10 1.1.1.1
ip mobile realm mwts-pmp-r20sit-base-userl@ispxyzl.com dns server assign

ip mobile realm mwts-pmp-r20sit-base-userl@ispxyzl.com dns dynamic-update method
sit-ha2-ddnsl

ip mobile realm @ispxyz2.com vrf ispxyz-vrf2 ha-addr 20.20.204.6

ip mobile realm @ispxyz2.com dns server 10.77.155.10 2.2.2.2

ip mobile realm @ispxyz2.com dns server assign

ip mobile realm @ispxyz2.com dns dynamic-update method sit-ha2-ddns2

ip mobile secure foreign-agent 20.20.201.10 20.20.201.100 spi 100 key ascii cisco
replay timestamp within 7 algorithm md5 mode prefix-suffix

ip mobile secure foreign-agent 20.20.210.10 20.20.210.100 spi 100 key ascii cisco
replay timestamp within 5 algorithm md5 mode prefix-suffix

ip mobile secure home-agent 20.20.202.10 20.20.202.95 spi 100 key ascii cisco replay
timestamp within 7 algorithm md5 mode prefix-suffix

!

ip radius source-interface Loopback2

no logging trap

logging source-interface GigabitEthernet0/0.201

access-list 150 permit ip host 40.0.0.1 host 20.20.205.220 log

access-list 150 permit ip host 20.20.205.220 host 40.0.0.1 log

access-list 150 deny ip any any log

snmp-server community public RO

snmp-server community private RW

snmp-server trap-source Loopback0

snmp-server host 150.2.0.100 version 2c private

snmp-server host 150.2.0.100 public

no cdp run

|

!

radius-server attribute 44 include-in-access-req

radius-server attribute 8 include-in-access-req

radius-server attribute 32 include-in-access-req

radius-server attribute 55 access-request include

radius-server host 150.2.0.1 auth-port 1645 acct-port 1646 key 7 121A0C041104
radius-server host 150.2.0.100 auth-port 1645 acct-port 1646 key cisco
radius-server retransmit 4

radius-server timeout 2

radius-server deadtime 5

radius-server key cisco

radius-server vsa send accounting

radius-server vsa send authentication

radius-server vsa send accounting 3gpp2

radius-server vsa send authentication 3gpp2

|

control-plane

|

alias exec shc sh cdma pdsn

alias exec ua undebug all
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alias exec ul undebug ip packet
|

line con 0

exec-timeout 0 0

line vty 0 4

exec-timeout 0 0

line vty 5 15

exec-timeout 0 0

!

|

end

ha2#
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