Z OEETIL, Cisco Mobile Wireless Home Agent COH— N 1 — K RNZ U U BT 2805 R E
DFMHOWTIIA L £,

ZOEOEMKBILNEFIT, kD LBV TT,

e HAH—R_um— R RT3 07 (p6-2)

e HA-SLB TOBR— K RXZ2 7 (p.6-3)

s HA-SLB OE)IfFE—F (p.6-3)

e HAO— R RT3 TOHRE (p.6-4)

o =N u—RKRFULTDORE (p.6-4)

e HA-SLB O ERF (p.6-4)
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HAY—/s O— K N\S> 204

ATy 1

ATFvS2

ATFv73

ATv74

AT9F5

ATvT6

G¥)

HA — v — K RJ 27 (HA-SLB) HEEEIXBEFD I0S y— N g — K NF v 7 (SLB)
BERETHESE SN E T, SIBICL > T, Xy hU—27 =R I V—7F (=R Ty —L) HH—
DY —N AV AZLRAELTERL, Y—=1~D T 7 4 v 7 oS, HlOY—3~D F T
TA YT ERIRTEEST, V=N 77 —L2ERTH—O— N A2 A AR — R LM
NWET, V=77 —LEMHERT 2V —NTEF— NI ET,

SLB (X EH—NZHKTDHT7 7 R o R EDAN=ALIE>TIT 7 4 v 7 B —NITH
FECEET, BT, DFP ZEH L THEEF— RO~V RAEZE=X L, fvhr— Raffofz—n
BIEIRL, 7y 7RETHEB L T D — "B TEET, SLBT —F7 7 F ¥ DFEMIZONT
1L, WO URL ZZHL T IZE 0,

http://www.cisco.com/en/US/products/ps5940/products_white paper0900aecd802921f0.shtml

HA-SLB H8EI% Cisco 7600 >V — X I v 7 3 — A THATE £+, ZOEEICL Y., SAMI T
FENENBEHT 5 —#HD%E Home Agent (HA) %, Cisco 7600 A —/3— 34 FILF{ET D H— DK
B —ROIPT RLRIZE > THETXET,

PDSN/FA T2 —VDOHAL P A ML — a3 VEREZEEYS— O IP 7 KL AIZXELEJ, SUP
TH#T A HASSLB 13347 v A RITZEL. LY A RL—va VEREFEHA O 1 DL LE
To

— R =L T a—ZITRDA R b = AR D £,

PDSN/FA Z Mobile IP RRQ # A8 — N IP 7 KL A (HA-SLB) 28516 L £, Authentication,
Authorization, Accounting (AAA; F8FE, 7RI, T AU T 4> 7)) —/ N3 HA 7 K L A% PDSN/FA
WRITHE KBS —RIPT RLADT FLAZRT LI AA AT —R"ERETHLERH 7,

SLB i, #—/% 77— A5 FEYF— 3 /HA D 1 %8R L, Mobile IP RRQ % Z DH— NITHME L
iﬁ—o

FZ HA 1L Reply < MobileIP RRQ |2/ L. A »E—135E HA 2°5 PDSN/FA (2 & E T,

HA-SLBIZZ D7 FERITZELERAFEFHA IS VT 47 a—h)L b= K
KAV MEAERR L E T,

PDSN/FA X, B X —F—7 1o —hL hoxb =y RBRA » FEERR L. PR TFE
HAMNWDE#ERN T 7 4 v 7 B EZELET,

PDSN/FA (X5 A 7 Z A & [0] ZE AT Mobile IPRRQ ZHE HAIZEE LT A T 4 v T &BKT
LET,

A Y
GE) %y MIEMIP 7 R A (HA-SLB) IZITEEINTHAL

22 HA X Mobile IP RRP % PDSN/FA Z#i4{E L ¥ 9, HASLBIZZ D7 v M ERITZELEHA,
EHAIT AT 4 v T EETLET,

Mobile IP A & — 713 RFC 2002 (ZIFHERL L E 8 A7%5,
draft-kulkarni-mobile-ip-dynamic-ha-assignment-frmwrk-00.txt (Z#EHL U £ 37,
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HAY—nOo—FnAS5vyoy B

HA/SLB fR#AE IP 7 R L A%ETC, HA 7 KL 2 0.0.0.0 F£ 721X 255.255.255.255 D %5 RRQ f, EA
fFiF IS5y Rabey), a— RS TAITY AAEEHA LT, EBEO HA ITEXEISNE
T, SLB A =X A, EV— O~V A% 10— K AT W2 D#EEE FEH— N2 52 % DFP
EYVR—FLET, LEEB-T, B—=RKNRXF3 0007 TAI3) AATEP—ROEAEZHELE
7T

MN (X, HA 7»5 RRP %[5 T 2 RNIHELED RRQ #AETEXHDT (#IDO RRQ Z#ikfF Lid &
MN OBFREZHHRAT D, MN BDERODOL A R —V g VEBBGRET DL I8 TRRESNT
W5, EFRIERRP ARy hT—ZZ& > ThRry7EN5), ICMNOLERFETLHLIA L —
YarvEBHTLHIENEETT, ZTHICKDFEL MN BAEHO HA THRESNLDLZDEFI DT,
INHDOHA TIEZIP T RLAEMOY Y —ARNRESNET, ZOMEEMRIT 5I121L, HA-SLB
IXRRQ ZfEHT L, MN D NAI TA T v 7 AMbEaiiztyvar A7V MEERLET, &
DEvary A7 Y=/ M, RRQ DIEELOFEHAIP 7 KL AZRFELET, AL MNMLD
D#gEDOLIZ R L—2 g 03, ZORCEHAICERSRET, By v ar 77927 ME, ®RE
RREZRIFRI O] (F 74V MX 108) 7SI ET, HA-SLB 23 Z OIFREINIZ MN 225 @ RRQ %
BHLRWES, By var A7 V=7 MIZ VT EET, HA-SLB A RRQ #HT5 &, &
vary A7 V=r MIBEEM TN A —I1Z By FENET,

UNIA oo Ridftyvar 707 MBEEMTON, o—F RXZ Uizl o THIEE
. FEESNZ RRQ Z LM LET, M SNAEFITRIEPHRESI N R YTy L
VEEL Y b REWEE, HBEETLI Y v a VIEBIOFEHAIZSTE-O0E D Y ToHh, BpEEN
FV YT AOERHA K LTRSS ET, BEEESRE I, REINZ LEWEIZEET 2
&L B NZE T RETHD LR EN, RRQ Z IR LA, HA-SLB 13, REAIHE/RH
AL A F—=NVORGERE, FEFES— R DFP A vt —U% HA-SLB IZiXET D&, TDE
P—RDE v g OEEEEERLET,

HA-SLB TORA—K IS5 204

HASLB iZ. B— R RT3 7 FAIAY XLOBELMNT TV Frbr2ERALET, 207
N Y ZAE, AR —_A~OF LWERICHE AT 2 £ — "% —F 2 T HFA T —n 77—
IPDBRT LB ELET, EF— AT LIZEAAn BPED S TORET, AT — N2 BEEf
T ONT MO FEF— NI LGS, AU AT 2 RA R LET, e xIE, EY—
/X ServerA (n=3). ServerB (n=1). ServerC (n=2) KT IHV—R 77 —201H5EHEL
FT, RS — RO EMID 3 DD RRQ 1L ServerA (2, 4 FHD RRQ I ServerB 12, 5FED L 6F
® @ RRQ IE ServerC (IZE D 4 ToHNET,

ABT 4 P EIEAT I v I a— R RT3 71555 I0SSLB 2% ETE £,
Y= T 7 —ADOFHAICELEAZT A v 7 IZEDBCHILT, AT 4 v a— R T
VT HRFEITTEET, SLBODFP 32— ¥ EFEHADDFP 7 A4 7 v hZENENIZ, DFP %
WETDHILET, 4TIy a— KNG T R2FTTEET,

HA-SLB OEEE— F

HA-SLB X2 2™ — R~ (dispatched ‘E— K & Direct [NAT #—/\] &—F) TEI{fELE T,

dispatched &— R ClE, AR — X 7 R L R % HA [Zi8%0 S E 3, HA-SLB I Media Access Control
(MAC; A7 47 77 BAHH) LAY TATFy NEHIZHAIWZY XA L7 FLET, ZHUCED,
HA 1 SLB IZBET 2 L A ¥ 2 TRITIEWIT EHA,

Direct £ — FTi, HA-SLB /X NAT —/N E— FTEIEL, RRQ DL IP 7 R L A& LS — 1D
IP7 RFLAICERET 2 LT, RRQ Z HA ~—7 1 w7 LET, ZOHEG, HA 3 SLB ICBE#:
THLAY2 THLIULETH Y EH A,
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WM HAH—/XO—F N

N—ZIZENAVIPHA TLEMEZRET DIZIE, ROEZ v a o TMAT 5 RIRZEITLET,
e HAO— R RT3 T OHRE (p.6-4)
o H—Nu—RRFTULUTDORE (p.6-4)

HAR—F NSOV TDETE

HA B— R NZ v TR E A R —T7 MZT HI21E, ROFIEEFIATLET,

avv Kk L)

XFv 7 1 Router(config)# ip mobile home-agent VYA R L—va VIEE /R N @ Home Agent
d ic-add i ad S
ynamic-address Ip address Address 7 4 — /L K& g% E L £ 7, Home Agent

Address 7 « —/V R% ip address \CELET, Z
Do~y RIXTHA TRESNET,

H—/NO0— K /S5

DOV DERE
HA TENAJVIP SLBHERER A X — T T B2, ROFIEZEITL X,

avwvk B

ATFwF 1 Router(config)# ip slb vserver name E/SA L IP SLB HREZ A R —7 WIZ L ET, ip
Router (config-slb-vserver)# virtual ip address address 1. PDSN/FA 7B DL YA RL—3 g v

udp 434 service ipmobile

HROEFHRTHHIAMHA DT RLATY, =
%Lki\ SLE‘;KhA/QHA/§/riFT?%%ﬁ;é;%Ljﬁ?fo

HA-SLB D& 5EHl

WIZ, BREOFMOMFEFEE & Dz, SEIERHASLBRTEEZRLET,

RET 4 9 GEHDRTE Shi- dispatched E— F

SLB TOHE :
WDa<> RiE, — 757 —2. THAFARM] ZFHEL, 2 2OEHF— (HA) LH—nN 75—
LEBEMTE T, EV—NUFRET 4 v IV REHADEREINE T,

ip slb serverfarm HAFARM
real 10.1.1.51

weight 1

inservice

!

real 10.1.1.52

weight 1

inservice

WD~ Rk, SLB @ lipmobile] & L COH—ERERBEF—NITHEL, $—/ 77 —L4
[HAFARM | &Y — "% BE AT £ 9, (& C. idle ipmobile request idle-time-val =1~ > R,
tyvrary ATV VRFETLIHIBERELET,

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice

Cisco Mobile Wireless Home Agent #8tH 1 K
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HA TOERE
WoDa<y RiZ, HAWCLV—7 RNy 7 T RLRLE LTI — AT RL2AEZRELET, ZORE
IZ. dispatched E— RNIZDHMETT,

interface Loopbackl
ip address 10.1.1.10 255.255.255.0

WwDa< I, EFHA DT FL AKX LT, RRP DEEITTT FLAEB LN HA address 7 4 —/L K
BELET, ZOHEIL, dispatched T— NIZDOHME T,

ip mobile home-agent dynamic-address 10.1.1.51

SLB TOHAETR :

WD a<wr Rix, —N 75— THAFARM| O AT —X& A B#ffIF 58— BIO
FOARAT—H AR LET, FEP—NZED LY TONEROBLRLET,

WO NFETIZ, HASSLB 232 DO FE HA (HA Z2I22 208%:) ETZEL{ua— R R5v 0
TLlz, 4 OOMIP Yy a vy ERE LD EICBESINE LT,

SLB-7600#show ip slb reals

real farm name weight state conns
20.1.1.51 HAFARM 1 OPERATIONAL 2
20.1.1.52 HAFARM 1 OPERATIONAL 2

WDa<y R, EZTERITEy v ary 7027 NRFEETALREOE Y v a v BT _RTHFER
L/i—aﬂo

SLB-7600#show ip slb sessions ipmobile

vserver NAI hash client real state

MIPSLB A984DFOA00000000 15.1.1.51 20.1.1.52 IPMOBILE_ESTAB

MIPSLB 1DCOE31400000000 15.1.1.51 20.1.1.52 IPMOBILE ESTAB
MIPSLB 2BDEE91100000000 15.1.1.51 20.1.1.51 IPMOBILE_ ESTAB
MIPSLB 47E2FD1B00000000 15.1.1.51 20.1.1.51 IPMOBILE_ESTAB
SLB-7600#

HA TOHARTE :

WD a~< KX, HAl BXOHA2 TR L TWE=2 2034 T 4 v 7 R LET,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA2-7600#
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W HAH— X O—F RSV LY

DFP #{# M L = dispatched E— F

SLB TOE :

WD a<r Rif, ¥—/3 77 —2A [HAFAR] ZREL., 2 2OFEY—X (HA) &V —NT757—L4
% BE AT E T,

ip slb serverfarm HAFARM
real 10.1.1.51
inservice
!

real 10.1.1.52
inservice

W< Kk, SLB @ lipmobile] & L TOV—EARAZEI— NIZEREL, V— 77 —A
HAFARM & {(RARY— &R IT £ 9, IROLE D idle ipmobile request idle-time-val =~ > NiX,
tyvar ATVl MAFETOHMAREL ET,

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile

serverfarm HAFARM

idle ipmobile request 300
inservice

WDz~ KX, HA-SLB IZ DFP v 33—V ¥ % E L. HA-SLB O/ D 2 5D DFP =— ¥ =
b (AT ) BEIYBTET,
ip slb dfp

agent 10.1.1.51 500

agent 10.1.1.52 500
!

HA TOERE
WoDa<y RiZ, HAWCLV—7 RNy 7 7T RLRALE LTI — AT FL2AEZRELET, ZORE
%, dispatched E— RNIZDHMETT,

interface Loopbackl

ip address 10.1.1.10 255.255.255.0
!

RDOa< FiE, 3ZFHAIWCDFP ==Y = b aRELET, I 2 THRESNTA— hEFSIE DFP
XV Y TCTHREINTER— FNEFLE—ETILENRHY £7,

ip dfp agent ipmobile

port 500

inservice
WD a~r Rk, EHA DT KL AIZH LT, RRP Di%[F7LT KL AR LV HA address 7 4 —/L K
ERELET, ZORTIL, dispatched T— RIZDOBAMETT,

ip mobile home-agent dynamic-address 10.1.1.51

Cisco Mobile Wireless Home Agent #8tH 1 K
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SLB TOHART :

RO A~ RIE, DFP ORERHIZ HA BEAOEL 25 (77 40 FNOER) 2 WET 5 2 L &Kt
L/jzﬁ—o

SLB-7600#show ip slb dfp weights
Real IP Address: 10.1.1.51 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25
Set by Agent 10.1.1.51:500 at 14:59:23 UTC 04/21/03
Real IP Address: 10.1.1.52 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25
Set by Agent 10.1.1.52:500 at 14:59:15 UTC 04/21/03
SLB-7600#

ko a< Fix, — 77— [HAFARM] DR T —% A BEMT N EY— N BLO
FOAT—HAERLET, FEV—NZED Y TONZEROBLRLET,

WO F1ZFR1E, HA-SLB 232 DD FEHA (HA Z&I1250 0B T LS u— R RS0 7
L7z, 100 DMIP vy v a v aBlthLizb L ICBESNE Lz,

SLB-7600#show ip slb reals

real farm name weight state conns
10.1.1.51 HAFARM 24 OPERATIONAL 50
10.1.1.52 HAFARM 24 OPERATIONAL 50
SLB-7600#

HA TOHARTE :

WD < Nid, HAl BEZOVHA2 TR L TW= S0 DA VT 4 T2 RKEELE T,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA2-7600#

BE. mM T4 7o EAFIVFEHEIL, HASLB Du— K XT3 U T HREHBETHZ0D0D T
DEHBRINET, KFEYP— (HA) ® CPS (WHEMNOa—LORERKE) BIOAL—T v kX
FA—REEETHZ LT, MIED DFP ODELHBAXEZEETX £,

5y R S 472 HA T CPS 1% Usage CPS & MEIEAL, HA 2NUHL T & 2 KIEO—H (EH "I fE7R
CPS) IZEXE TZ £9, Usage CPS 23ME I FIHEZR CPS IZEIZE L 7= &, HA £V — 3KV E A% SLB
WCRLET,

N—RTAN—T"y NEFETHZ EIIRETT, Zud 7y MU O DEIY A% CPU %
T2 L TR TEET,

FRD2ODNRT A= INEROAPNFLNET,

dfp_weight = (Maxbindings — NumberofBindings) x (cpu+mem) x
(Available cps — Usage cps) x dftp_ max_weight + (Maxbindings x 32 x Available cps)

B, ANV Y7 2EATMB 7 AT AMIFEHTEERA,
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RAT 4 Y BEHMNERTE Sz Direct E—F

SLB TOE :

WD a<y Kif, =3 77— THAFARM] Z@REL, 2 DOEY—/N (HA) &V —N T 57—
AERBEA T ET, EV— NI AXT 4 v VR BELNREIINET, natserver 2~ 2 K,
HA-SLB Z##i{E®D Direct (NAT $—) E— RIZHRELET,

ip slb serverfarm HAFARM
nat server
real 10.1.1.51

weight 1

inservice
|

real 10.1.1.52
weight 1
inservice

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice

SLB TOHART :

Wiz, =N 77— LA HAFARM O AT —4% 2 BEMITONZES—N BLXOZEORAT—F R
OEERLET, FRP—NED B TOENTBEROBR LR LET,

WO F1ZFRIT, HA-SLB 78 2 2DFE HA (HA T L2 2 o0k FET% L a— R R0
Tl 42OMIP Yy a2l LED EICEGENE LA,

SLB-7600#show ip slb reals

real farm name weight state conns
10.1.1.51 HAFARM 1 OPERATIONAL 2
10.1.1.52 HAFARM 1 OPERATIONAL 2

WD a~<y R, FTRERITEy v ary 7027 "B EETABEEDE Y g v 2T _RTFER
LET,

SLB-7600#show ip slb sessions ipmobile

vserver NAI hash client real state

MIPSLB A984DFOA00000000 15.1.1.51 10.1.1.52 IPMOBILE_ESTAB
MIPSLB 1DCOE31400000000 15.1.1.51 10.1.1.52 IPMOBILE_ ESTAB
MIPSLB 2BDEE91100000000 15.1.1.51 10.1.1.51 IPMOBILE_ESTAB
MIPSLB 47E2FD1B00000000 15.1.1.51 10.1.1.51 IPMOBILE_ESTAB
SLB-7600#

HA TOHAETR :

wIZ, HA1 BXOYHA2 TRHIEL TW= 2 DDA T 4 T OBl R LET,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA2-7600#

Cisco Mobile Wireless Home Agent #8tH 1 K
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AR=TNTHLIROT /Ny Z1E, NAT b= E— FREMEF CTHLHZ L 2R LET,

SLB-7600#debug ip slb sessions ipmobile

SLB-7600#

*Apr 21 15:25:58: %SYS-5-CONFIG I: Configured from console by console

*Apr 21 15:26:03: SLB_SESSION_IPMOBILE: client = 15.1.1.51, NAI:
mwts-mip-np-userl@ispxyz.com, length: 28

*Apr 21 15:26:03: SLB_SESSION_ IPMOBILE: event= IPMOBILE REQ REQUEST, state=
IPMOBILE_INIT -> IPMOBILE ESTAB

*Apr 21 15:26:03: SLB SESSION: v_ip= 15.1.1.10:434 ( 7), real= 10.1.1.51, NAT= S
*Apr 21 15:26:03: SLB _SESSION: client= 15.1.1.51:434 session key= 47E2FD1B00000000
SLB-7600#

DFP %#{#f L f- Direct E— F

SLB TORE :

Woa< RiE, — 757 —2 THAFARM] ZFHEL., 2 2OEHF— (HA) LV —nN 75—
L& FAMEATT £, nat server =< 2 FiX., HA-SLB Z#i{ED Direct (NAT H—) E— FICEE
L/i—aﬂo

ip slb serverfarm HAFARM
nat server
real 10.1.1.51

inservice
|

real 10.1.1.52
weight 1
inservice

WD~ Rk, SLB @ lipmobile] & L COH—EREREF—NICHEL, V— 77 —L4
HAFARM & (AR — & B £ 97, L& O idle ipmobile request idle-time-val 2~ > Fi%, & v
varA7T=s SMEET HHIMAERELET,

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice

WD~ Kk, HA-SLB IZ DFP v 33—V ¥ # R E L. HA-SLB O:fSED 2 5D DFP =— ¥ =
Vb (OTAT ) BEDBTET,
ip slb dfp

agent 10.1.1.51 500
agent 10.1.1.52 500

HA CTORE

WDa<y R, ZFHAIZDFP =— V= FERELET, HESINTZAR— hESIL DFP v % —
VY THRESNIZA—FEELE KT HLERLD 7,

ip dfp agent ipmobile
port 500

inservice
|
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SLB TOHART :

RO A~ RIE, DFP ORERHIZ HA BEAOEL 25 (77 40 FNOER) 2 WET 5 2 L &Kt
L/jzﬁ—o

SLB-7600#show ip slb dfp weights
Real IP Address: 10.1.1.51 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25
Set by Agent 10.1.1.51:500 at 14:59:23 UTC 04/21/03
Real IP Address: 10.1.1.52 Protocol: UDP Port: 434 Bind ID: 65535 Weight: 25
Set by Agent 10.1.1.52:500 at 14:59:15 UTC 04/21/03
SLB-7600#

ko a< Fix, — 77— [HAFARM] DR T —% A BEMT N EY— N BLO
FOAT—HAERLET, FEV—NZED Y TONZEROBLRLET,

WO F1ZFR1E, HA-SLB 232 DD FEHA (HA Z&I1250 0B T LS u— R RS0 7
L7z, 100 DMIP vy v a v aBlthLizb L ICBESNE Lz,

SLB-7600#show ip slb reals

real farm name weight state conns
10.1.1.51 HAFARM 24 OPERATIONAL 50
10.1.1.52 HAFARM 24 OPERATIONAL 50
SLB-7600#

HA TOHARTE :

WD a<> Rk, HA1 BEXOHA2 TR LTV S0 DA T 4 T ERLET,

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA2-7600#

AR=TNTHLIROT /Ny Z71E, NAT b= E— FREMEF CTHLHZ L 2R LET,

SLB-7600#debug ip slb sessions ipmobile

SLB-7600#

*Apr 21 15:47:16: SLB_SESSION IPMOBILE: client = 10.1.1.51, NAI:
mwts-mip-np-userl@ispxyz.com, length: 28

*Apr 21 15:47:16: SLB_SESSION IPMOBILE: event= IPMOBILE REQ REQUEST, state=
IPMOBILE INIT -> IPMOBILE ESTAB

*Apr 21 15:47:16: SLB_SESSION: v_ip: 10.1.1.10:434 ( 7), real= 20.1.1.51, NAT= S
*Apr 21 15:47:16: SLB SESSION: client= 10.1.1.51:434 session key= 47E2FD1B00000000
*Apr 21 15:47:16: SLB_SESSION IPMOBILE: client = 15.1.1.51, NAI:
mwts-mip-np-user2@ispxyz.com, length: 28

*Apr 21 15:47:16: SLB_SESSION IPMOBILE: event= IPMOBILE REQ REQUEST, state=
IPMOBILE INIT -> IPMOBILE ESTAB

*Apr 21 15:47:16: SLB_SESSION: v_ip: 10.1.1.10:434 ( 7), real= 20.1.1.51, NAT= S
*Apr 21 15:47:16: SLB SESSION: client= 10.1.1.51:434 session key= 1DCOE31400000000

Cisco Mobile Wireless Home Agent #8tH 1 K
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B14E D Direct E— FE LK UREBEEE— FAX Tunnel THSHIHE

Configuration on SLB:
ip slb serverfarm FARM1
nat server
real 10.99.11.11
inservice
!
real 10.99.11.12
inservice
!
ip slb vserver IPSECSLB
virtual 15.1.1.10 udp 434 service ipmobile
serverfarm FARM1
inservice

WD a2 RiX, HA-SLB TIPSEC xR EL £,

crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco address 10.1.1.51

!

!
crypto ipsec transform-set esp-des-sha-transport ah-sha-hmac esp-des
!
crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.51

set transform-set esp-des-sha-transport
match address 101

|

interface GigabitEthernet6/1 (inside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,15,1002-1005
switchport mode trunk

cdp enable

|

interface GigabitEthernet6/2 (outside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,16,1002-1005
switchport mode trunk

cdp enable

!
interface FastEthernet3/15

no ip address

duplex full

speed 100

crypto connect vlan 15

!

!
interface Vlanl5

ip address 10.1.1.15 255.0.0.0

no ip redirects

no ip unreachables

no mop enabled

crypto map l2tpmap

|

|

access-list 101 permit ip host 10.1.1.10 host 10.1.1.51

Cisco Mobile Wireless Home Agent #8tH 1 K
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PDSN TORTE :
The following commands configure IPSEC on PDSN:
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco address 10.1.1.15

|

!
crypto ipsec transform-set esp-des-sha-transport esp-des esp-sha-hmac
|
crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.15

set transform-set esp-des-sha-transport

match address 101

interface FastEthernetl/0

ip address 10.1.1.51 255.0.0.0
duplex full

crypto map l2tpmap

access-list 101 permit ip host 10.1.1.51 host 10.1.1.10

clear crypto isakmp 33 &L OF clear crypto sa % PDSN 3 L UVSLB THEITL E T, B O MIP 7 r—%

P& £
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HAH—/XO—F 1R3>y

PDSN TOHAETF :
WD~ REFEHA LT, PDSN NOLEE SN Ty RRBESESNTW DR L ET,
PDSN-7600#sh crypto ipsec sa

interface: FastEthernetl/0
Crypto map tag: l2tpmap, local addr. 10.1.1.51

local ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)
current peer: 10.1.1.15
PERMIT, flags={origin is acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 4, #recv errors 0

local crypto endpt.: 10.1.1.51, remote crypto endpt.: 10.1.1.15
path mtu 1500, media mtu 1500
current outbound spi: 1A274E9D

inbound esp sas:

spi: OxD3D5F08B(3554013323)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow_id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3026)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

spi: OxX7FEE86C3(2146338499)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3026)
replay detection support: Y

inbound pcp sas:

outbound esp sas:
spi: O0x1A274E9D(438783645)

transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow_id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3026)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:
spi: Ox5F9A83(6265475)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3026)
replay detection support: Y

outbound pcp sas:

PDSN-7600#

Cisco Mobile Wireless Home Agent #8tH 1 K
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SLB TOHART :
Woa<r REMH LT, HASSLB NZE L7237 v FBEEILENR TV AR L 7,

SLB1-7600#sh crypto ipsec sa

interface: Vlanls
Crypto map tag: l2tpmap, local addr. 10.1.1.15
local ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
current peer: 15.1.1.51

PERMIT, flags={origin is acl,}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
local crypto endpt.: 15.1.1.15, remote crypto endpt.: 10.1.1.51
path mtu 1500, media mtu 1500
current outbound spi: D6C550E1l
inbound esp sas:
spi: 0x267FCD46 (645909830)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 11027, flow id: 63, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3581)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
spi: OxF779A01E (4151943198)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 11025, flow id: 63, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3581)
replay detection support: Y
inbound pcp sas:
outbound esp sas:
spi: O0xD6C550E1(3603255521)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 11028, flow_id: 64, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3581)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
spi: Ox325BEB84 (844884868)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 11026, flow_id: 64, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3581)

replay detection support: Y
outbound pcp sas:

SLB1-7600#sh ip slb sessions ipmobile
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HAY—nRo—FnR5>o0y A
vserver NAI hash client real state
IPSECSLB A984DFOA00000000 10.1.1.51 10.99.11.12 IPMOBILE_ESTAB
IPSECSLB 1DCOE31400000000 10.1.1.51 10.99.11.12 IPMOBILE ESTAB
IPSECSLB 2BDEE91100000000 10.1.1.51 10.99.11.11 IPMOBILE_ ESTAB
IPSECSLB 47E2FD1B00000000 10.1.1.51 10.99.11.11 IPMOBILE_ESTAB
SLB1-7600#
SLB1-7600#sh ip slb
SLB1-7600#sh ip slb rea
SLB1-7600#sh ip slb reals
real farm name weight state conns
10.99.11.11 FARM1 1 OPERATIONAL 2
10.99.11.12 FARM1 1 OPERATIONAL 2

SLB1-7600

Show output on SLB:

HAS5-2#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS-2#

HA5-3#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS5-3#

SLB TOTF/IN\y YT DHA :
A =T NTHHRDT Ny I, NAT —R E— FR#EEFTHor 2R LET,

SLB1-7600#debug ip slb sessions ipmobile

*Jul 1 05:25:25.513: SLB_SESSION IPMOBILE: event= IPMOBILE TIMEOUT, state=
IPMOBILE_ESTAB -> IPMOBILE_ INIT

*Jul 1 05:25:25.513: SLB SESSION: v_ip= 15.1.1.10:434 ( 7), real= 99.99.11.12, NAT=
S

*Jul 1 05:25:25.513: SLB_SESSION: client= 15.1.1.51:434 session_key= A984DFOA00000000
*Jul 1 05:25:25.513: SLB_SESSION IPMOBILE: event= IPMOBILE TIMEOUT, state=

IPMOBILE ESTAB -> IPMOBILE INIT

*Jul 1 05:25:25.513: SLB_SESSION: v_ip= 15.1.1.10:434 ( 7), real= 99.99.11.11, NAT=
S

*Jul 1 05:25:25.513: SLB SESSION: client= 15.1.1.51:434 session key= 2BDEE91100000000
*Jul 1 05:25:25.513: SLB_SESSION_IPMOBILE: event= IPMOBILE TIMEOUT, state=
IPMOBILE_ESTAB -> IPMOBILE_INIT

E4ED Direct E— FE X UBBEREE— KA Transport THHIHFE

SLB TOFRIE :
ip slb serverfarm FARM1
nat server
real 10.99.11.11
inservice
!
real 10.99.11.12
inservice
!
ip slb vserver IPSECSLB
virtual 10.1.1.10 udp 434 service ipmobile
serverfarm FARM1
inservice

Cisco Mobile Wireless Home Agent #8tH 1 K
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W< KiZ, HA-SLB T IPSEC Z##%E L £,

crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco address 10.1.1.51

!

!
crypto ipsec transform-set esp-des-sha-transport ah-sha-hmac esp-des
mode transport (The crypto mode is configured as transport )
!
crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.51

set transform-set esp-des-sha-transport
match address 101

!

interface GigabitEthernet6/1 (inside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlqg
switchport trunk allowed vlan 1,15,1002-1005
switchport mode trunk

cdp enable

!

interface GigabitEthernet6/2 (outside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,16,1002-1005
switchport mode trunk

cdp enable

!
interface FastEthernet3/15

no ip address

duplex full

speed 100

crypto connect vlan 15

!

!
interface Vlanl5

ip address 15.1.1.15 255.0.0.0

no ip redirects

no ip unreachables

no mop enabled

crypto map l2tpmap

|

!

access-list 101 permit ip host 15.1.1.10 host 15.1.1.51

Cisco Mobile Wireless Home Agent #8tH 1 K
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PDSN TORE :
wd < KL, PDSN TIPSEC #RE L £1,

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.15

|

!

crypto ipsec transform-set esp-des-sha-transport esp-des esp-sha-hmac
mode transport (The crypto mode is configured as transport )
!
crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.15

set transform-set esp-des-sha-transport

match address 101

interface FastEthernetl/0

ip address 10.1.1.51 255.0.0.0
duplex full

crypto map l2tpmap

access-list 101 permit ip host 15.1.1.51 host 15.1.1.10

clear crypto isakmp 33 J. OF clear crypto sa % PDSN 3 L UVSLB THEITL £ T, B DO MIP 7 = —%
P& ET,
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PDSN TOHAETF :
WD~ REFEHA LT, PDSN NOLEE SN Ty RRBESESNTW DR L ET,
PDSN-7600#sh crypto ipsec sa

interface: FastEthernetl/0
Crypto map tag: l2tpmap, local addr. 10.1.1.51

local ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)
current peer: 10.1.1.15
PERMIT, flags={origin is acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 4, #recv errors 0

local crypto endpt.: 10.1.1.51, remote crypto endpt.: 10.1.1.15
path mtu 1500, media mtu 1500
current outbound spi: 6A0EBDS82

inbound esp sas:

spi: Ox13EO0E556(333505878)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow_id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3535)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

spi: OXEFEEE153(4025409875)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3535)
replay detection support: Y

inbound pcp sas:

outbound esp sas:
spi: Ox6A0EBD82(1779350914)

transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow_id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3535)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:
spi: Ox49BE92A3(1237226147)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3535)
replay detection support: Y

outbound pcp sas:

PDSN-7600#

Cisco Mobile Wireless Home Agent #8tH 1 K
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SLB TOHART :

SLB1-7600#sh ip slb sessions ipmobile

HA ¥—/8 O—

Fisvovy N

vserver NAI hash client
IPSECSLB A984DFOA00000000 10.1.1.51
IPSECSLB 1DCOE31400000000 10.1.1.51
IPSECSLB 2BDEE91100000000 10.1.1.51
IPSECSLB 47E2FD1B00000000 10.1.1.51
SLB1-7600#

SLB1-7600#sh ip slb rea

SLB1-7600#sh ip slb reals

real farm name weight
99.99.11.11 FARM1 1
99.99.11.12 FARM1 1
SLB1-7600#

SLB1-7600#

OPERATIONAL 2
OPERATIONAL 2

IPMOBILE_ESTAB
IPMOBILE_ ESTAB
IPMOBILE_ESTAB
IPMOBILE_ESTAB

WDa<r RaEMH LT, HASSLB WNZE L7237 v FBEEILENR TV AR L 7,

SLB1-7600#sh crypto ipsec sa

interface: Vlanls

Crypto map tag: l2tpmap, local addr.

local ident (addr/mask/prot/port):
(addr/mask/prot/port) :
current_peer: 10.1.1.51
PERMIT, flags={origin is acl,}

#pkts encaps: 0, #pkts encrypt: O,
#pkts decaps: 4, #pkts decrypt: 4,
#pkts compressed: 0, #pkts decompressed:
#pkts not compressed: 0, #pkts compr.

#send errors 0, #recv errors O

remote ident

local crypto endpt.: 15.1.1.15,
path mtu 1500, media mtu 1500
current outbound spi: 13EOES556

inbound esp sas:

spi: Ox6AO0EBD82(1779350914)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 11031, flow id:
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y

65,

inbound ah sas:

spi: Ox49BE92A3(1237226147)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 11029, flow id:
sa timing: remaining key lifetime
replay detection support: Y

65,

inbound pcp sas:

Cisco Mobile Wireless Home Agent #8tH 1 K

failed: 0,

remote crypto endpt.:

crypto map:
(k/sec) :

crypto map:
(k/sec) :

10.1.1.15
(10.1.1.10/255.255.255.255/0/0)

(10.1.1.51/255.255.255.255/0/0)

#pkts digest 0
#pkts verify 0

15.1.1.51

12tpmap
(4607999/3527)

12tpmap
(4607999/3527)

#ipkts decompress failed: 0
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outbound esp sas:
spi: Ox13EO0E556(333505878)
transform: esp-des ,

in use settings ={Tunnel,

slot: 0, conn id: 11032,

IV size: 8 bytes

replay detection support:

outbound ah sas:

spi: OxXEFEEE153(4025409875)

transform: ah-sha-hmac ,

in use settings ={Tunnel,

slot: 0, conn id: 11030,

outbound pcp sas:

SLB1-7600#

HA TOHART :

HA5-2#sh ip mob binding summary
Mobility Binding List:

Total 2

HA5-2#

HA5-3#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS-3#

}

flow id: 66, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec):

(4608000/3527)

Y

}

flow id: 66, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec):
replay detection support:

(4608000/3524)
Y
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