CHAPTER 15

DD ERTE X

DD REEFR

Z OFETIL, Cisco I0S Mobile Wireless Home Agent > 7 + 7 = 7 OIR OIEHEIC OV T, T O L
REFHALFHELBHHALET,

o F A B =T x2A ATH ACL OFHR— 1k (p.15-1)

Mobile IP k> /L 5o 7 L— MEBEDRE (p.15-2)

AAA 7 F U B = — h MN-HA-SPI 35 £ O MN-HA SHARED KEY ®# AR — K (p.15-3)
a—%F a7y A (p.15-3)

EEVT 4 RN T 4T T vE—v a3 (p15-3)

PR —xy YT 7R 247 FHE—k (p.15-4)

HANRA VT 4 707 v 7FF—1F (p.15-5)

BIRARE AL Ty X7 (p15-5)

MEID ®#HR— K (p.15-6)

a—/ 7 FIyva Uil (CAC) OHR—F (p.15-6)

MIP/LAC (PPP f45K) O¥AH—1 (p.15-7)

Framed-Pool J£#E (p.15-15)

=B F=NDTITAFIT 4 ARY v 7 (p.15-16)

Mobile IPv4 7R A hgRETZ AT >3 3 > (RFC4332) (p.15-17)
WIMAX AAA 7 R U B =a—k (p.15-18)

TyTARN)—=LTOMS 774y 27 UEA L7 a3y (pl15-24)

PRIV AR —T 24 ATO ACL DY KR— b+

VARAD RN T T — MEREEHT D L AEREADAZT v 7 bRV D ACL RE
% Home Agent (HA) TEBISNIZFAFTI vy FURVICHEHATEET, b 7T 7 L—h
i%. HA & PDSN/Foreign Agent (FA; M= — =2 k) ORD b pLiEESH, BHESNET,
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Mobile IP F>RIL T FL— FEEED

RAFvT 1

&)

AFvT 3

H#=ER

E
Mobile IP k> /v 77 L— MEREE A F—T M T DI2iE, IROEEEITWVET,

%{!II

avvF Z]:5]

Router (config)# interface tunnel 10 A B —T 2 AEBATHHZEEL, A X —TxA

ip access-group 150

A ar74F¥al—vary T—RNEHBLET,

tunnel 1 > % —7 = A AR A L H—T =2 AT
T BHILAERELITREEZITI P A 4 —
T2 A ADESZTT, FRT D404 —T =4 2D
FIZHIBRIZH 0 £H A,

Router (config)# access-list 150 deny any Ja hal 2 TFTEFEFIRN X —a—RiZLkoTT

10.10.0.0 0.255.255.255
access-list permit any any

V=BT ANEVTTETIRAYARARN AH=
ALERELET,

Router (config)# ip mobile home-agent template |HA N5 /L —h R RAEMEHTSE LI ICHRTE
tunnel 10 address 10.0.0.1 LE

Tl —h brRUBRREHEH LT O N7 74 v 7 2T ny 7T HREMNERLET,

interface tunnel 10

ip access-group 150 in ------- > apply access-list 150
access-list 150 deny any 10.10.0.0 0.255.255.255
access-list permit any any------ > permit all but traffic to 10.10.0.0 network

ip mobile home-agent template tunnel 10 address 10.0.0.1

Mobile IP F > %)L T F L — MEREEZ A F—T7 LI LTWT, REND RV A v F—T A
2 ZHIBRT D851, %535 mobileip tunnel template =~ > N FEICHIBRT 20 ENH Y £
T, BERGAF, LM RV A U F—T = A A%FHE L TH 5, mobileip tunnel template =
v~ REBERECEET,

PMIP & Session Redundancy ZffEH LT, # A LA X I msec 7L a ZE R L (ip mobile
foreign-service revocation timeout 5 retransmit 4 timestamp msec), PDSN SR &~ k7 v 7""C PMIP
7 —%BW-%E . cdma redundancy 7Ny S HSIT, T T 4 7 L A X 84 D PDSN D
ltevocation timestamp | E2 R UiZ72 0 £,

A v FF—NR—%FTTBHLE AX LA PDSN BT 7T 4 7L LCENELZ B S HkE £9, PMIP
7ue—%BAC LS L LA, A4 LRAZ TR LW, PDSN 75 HA ([ZEE Sk
A ve—VIFERAINET, TOD, HEIOFERITH. PDSN L Ack REF ORI M) %
HIBR L. HA EONA T 0 v ZIFHIBR S E R A,

ZOHKIE. 7 R Ea— hORBICIEERS D EEANR, L—F OTERFRHICEIMR L £ 3, msec
A7 g I timestamp 7 4 — /L RICEMERFRIZ A LET0, A Z 231 v—F OBHERFHIZZ
NEV/ANSWMEICARS EEZBNDET, T 7 4/L FD seconds N—AD A7 9 > (timestamp (2
UTC TAYJ)) AT 25613, 20X REBEIIRELR2NEEZONE T, S HIZ, msec [T
49+days DT v 7 T T U FIZHBENH H DT, always-on 'ty F 7 v I TIHMEHATEERHA,
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AAA 7 k1) E 22— F MN-HA-SPI $ & T MN-HA SHARED KEY DY HR— k

ATwF1

ATFvT2

&
ATFvSa

ATwT5

Cisco HA {Z. &K ® 3GPP2 fZ=#7 F Y B = — h & KR —FLTWET,

MN-HA-SPI (26/57)
MN-HA-SHARED-KEY (26/58)

ZOVHR— FOFIEFRD BV TH,
HA 73 PDSN/FA 7> RRQ &35 L £,

HA 7% AAA |2 Access Request 355 L £, HA IZ RRQ ® MHAE SPI % MN-HA-SPI (26/57) 7 h
U =—h& LT Access Request (B L F 97,

AAA ¥ — 3% MN-HA-SPI (26/57) % %iti9" %5 MN-HA-SHARED-KEY (26/58) &AL £,
AAA Y—3\[Z, %D MN-HA-SHARED-KEY (26/58) % Access Reply (Z& ¥ FE 7,

HA 3% v — R & =A% MN-HA-SHARED-KEY (26/58) Zf#fl L C RRQ ® MHAE % %
L/i—aﬂo

A—4JaJzrAI)L

HA X, ENAIOT a7 7 A VEHELET, 2O70 77 A ML, RONRTA—=HRNEENT

WET,

e —+ ID — NAI

o Z—¥ID—IPT7 FL R

s X UYT 4 T VIZ—Tay

o UNR—X hrxVID ZD/8T A—H X Mobile IP —E AL D a—W F— XKL L
SNBIVNR—RA R TDAZANVEIRELET,

s WHIURHEDIALAZLT T4 KD

o FRINTH 2 5N TP Registration Request 7 7 7 (SBDM|G]V 7 T 772 &) OIRTER
WO SN ET,
ZoFua T AT, NAL CHBI &, e—DVWCERETDHZ &b, AAA =BT 5
ZEHLTEET,

SHIZHA W, By va UL — Regilb L, &y v a VHESLIZh D DR A /N2 T 51

TIVV2 b EFa )T 7Y vx—valy Xy vV AN=A 0P R - LTVET,

HA 35K 200000 D—H a7y A )LD — LR EEZ T AR— KL TWET, SAMI Tik, HA
1L 6x200000 Dx—H T Ty A LEYR—FLET, 2—3 777 A /L%, NAL TRkall &,
O—HCERETDHIE . AA AV — 0L EE T2 TEET,

EEYFA NATAVT FIYI—3Y

HA X, EEVT 4 XA UT 4 T HBROFIETHINLUET,

o RETF 4wV IPT FLREID K TOHEIE, NAL+IP
o HAFIvIIPT RLRED Y TOHAIL., NAI
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+ show ip mobile binding =~ > FEZEHTH L K2 —VFDELY T 4 A T 4 U TIHERNE
RENET,

NAVTF 4T T I — g 02id, ROBEBEBREENTWET,

o R KL

e A—ALT RNLZA

s TYVE—arDIATHA A
 Signalling identification 7 4 —/L K

PYOTRARN)—=LIIXATOMS k37499 YEALY2aY

NRr—oxy

ZOMREFEHTLE, EANAN )= RO ZELIE NI T4 v 72T v S ARY —5 NRADX
JARNKY T T RLVRIZYUFZA VY RTEES, BV ) — RO N7 7 ¢ > 71X, HA OIS
TEEEN, BT AL AN —T 4 VT ENTRHS TEET, ZOEREIT LIV AN THRET
EDEDT, HFEVNAIRRDF I ARy T 7T RVAERETEET, LEBN-T, 2 OHBEEEM
FATEDLDIINAIR—ZADFEARNZF T, IPX—ZADKRA NIV ZA LT g3 R—F
SNFERA, ILEMEOLEEL., ZOMEEAHHTEET,

FATOER B4 T HR—

ZOMREAERTA L HAIIAHT—Y =2 bDIP T RLRIZESWTHH=— = MY
RN—=F T2oT7 78R ZATERBHKCEET, A== FOT 7 BR XA 71E, 3gpp2 7=
X WIMAX T9 728, WAZEETHILIETEERA, HESNLET 78R X4 FITUSLT, £
DA —2 22 P TICHDHEENAIN J— FIZBELTHA 7D AAA T — NITEEENDT T
DRIABLOAT AT T 47 La— RIC 3gpp2 EIEWIMAX OF b Ea— hR3&EhET,
72U, WHOT R Ba— MREENDZ EIEH Y £ A, HA IX. Access-Accept #3595 &,
BEESNTT 78R XA TIZHESNTT MU Ea— b2 LET, FEOHT=—V = N T
RLRIZT 78R ZFATPEESRLTOWRNE TOMFT—T = R FOENA L ) — R
TRET T7ANNDT IR XA T ThHD 3gpp2 WERASNET, T 74NV DT 78R XA T %
3gpp2 D WIMAX IZEE T 52 &b TEET,

NEBT—z b T7HOERR 84T HR— FORE

A= 2 N T IR ZATOYR—FERET DITE. ROEELFETLET,

a<vwv kR B

RXFw 7T 1 Router# ip mobile home-agent foreign-agent { BRNEE L L AN — 2 FOIP TR
default |{ip-address mask} } access-type {3gpp2 L AT SN T, BRI 3gpp2 * 713 wimax

| wimax}

DT I VA ZATEBRLET,

>
()

HUTDHT 78R XA T H RADIUS TERE I TWRWES (FEFETiX radius vsa send
authentlcatlon 3gpp2/wimax, 7 5 727 4 > 7 CiX radius vsa send accounting 3gpp2/wimax), =
DEREFBESIEE A
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HANA VT4 2507y FTF—F

ENA ) — ROFIBID /Ny b F—2 S —E ZABEEEIZIZ. #OPDSN CTPPPE v 3 B L
OEHE ST 54T 5 Mobile IP 7 2 — 3L SIVE T, PDSN OV RAETRRETDH L ¥ —
7> k PDSN CHID PPP & v ¥ 3 U BENL ZFL, £DFE/SA )L/ — Rid#H LV PDSN/FS ZffH L
THAIZHS L E T, PDSNRET 7L — NI PPP 7 A RV XA LT U MRRESNTWHDLEA
IE, TOENA ) — RIZT RAZ A XEINDIK Mobile IP 74 7 X A WX, 74 KV ZA LT
TRED L IRES LY ET,

PDSN/Foreign Agent (27 A R/WVIRIEE L IIREHDOPPP Yy avRdd e, HEEHALY VY —ANRH
# X £ 9, Cisco PDSN/Foreign Agent & HA I3 Z D X 9727 A RAIRBED PPP & v ¥ 3 (T
Binding Update & Binding Acknowledge D A v —Y % TX ARV B XFLET, PDSN N R
Z 7 & Mobile IP BEk DN HEAET 5D & HAIZZDENA L J—ROTE D T 4 A T 4 T 1ER
%3 L\ PDSN/FA @ Care-of Address (CoA; @ff7 KL A) TF v /5 —h L%,

FIRE A T TRA =TI > TR WA HA 13 Binding Update A~ & — Y DT, il
@ PDSN/FA (Zi@ A% 25(5 L £ 9, #i® PDSN/FA (% Binding Acknowledge THERIGE L. SEITIE
CT. ZO MobileIP Yy aroed&— R~ M) ZHIBLET, BT PDSNFA 1%, %
DENANV AT =2 a T 7T 47 7a—N0N kb &, PPP vy a v OMERIBELET,

HA 7% Binding Update X v — 2% 7/ 0 — L _R—ZXACTEETDLIICRETDZ L TEET,

ORI, Ry 7 ATHRA U R T v T — "B, F—T NI > T 5 Cisco FA THEREL F97,
FA L HA DO X 2T 4 TV vm—a i, ZOBRENA X—T VIR ESIN TV AT
DRy 7 ATHRESNDLENHY £7°,

BRAGENMIL TOvxLy

~
GE)

HIFAVOEN D B THMPHET LT2SHE0. @ RO R WD — AN ENIZ 2> T DG
REFEDENAN )= RITHFLTT 78227 ny 7 LENGEELHY £, 2085 0fhE
13, AAA P — "D —% 71 7 7 A LT “mobileip:prohibited” cisco-avpair 7 + J B = — h&BIIL
%9, mobileip:prohibited 7 kU B = — F 2% Access Accept T HA IZR > T X 7236 OEMEIZRO &
2TV ET,

o AAA B —/ 30 Access Accept 'C mobileip:prohibited=1 #iK L 7=35H. BLOZEDENSA L J—
ROMNHA X% =207 4 7Y vz —va VR AAA = AN EICRES L TWT, 2
Access Accept T HA IZR > %A IZIE, HAIZZFDO MNIZ, =7 — a2— K129 (BEHEFIZLD
k) LBREER (=T —) #EELET,

o AAA B —/ 3% Access Accept C mobileip:prohibited=0 % i L 72354, F 7213 Access Accept T
MU Ea— R HA IR SGRWEE . HA ITBERER O OB A4 EIT L E T,

mobileip:prohibited 7 b U E'a— FI 0 & 1 UAOMEICEHET D Z EIXTEEHA,
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MEID OY7R—
Mobile Equipment Identifier (MEID; BB AR %) (X, 1S-835D THASNTH LWT b Ba—
BREMICIL ESN ICEE DD EEX BN ET, MEID |, TXA )V AT —3 g UaDWY
B BT 7200 7 a— Uil —E 7 56 By MkBIE ST, BEHIMFIE. HA THF D
T hrYEa—hedR— T3 05ERHY FT,
MEID NVSE %, PDSN / — RIZ X - T Mobile IP RRQ IZfI &1 F£ 9, HA 73 MEID NVSE % %(8

L. ip mobile cdma ha-chap send attribute A3 =~ > KRR EINTWD L, £ D MEID fg 2
HA-CHAP 7 7 B ZABLRICE £ E T,

O—J)L 7 KFSwv g bl (CAC) DY HR—

BUE, HA-SLB D1 — R NT v FOFHRICHER SN DI, A T 4 7 o%e A% Y FH
#T9, BEfFD Dynamic Feedback Protocol (DFP) BEAFHHEAAZZE LT, £EV— (HA) Lo
CPS (1 Y= Da—nL) BHELAL—Ty hONRTFA—ENRBEINDLHITTHIT L HAEE
<d,

HA @ CPS 1348575 FIREC. Usage CPS L IEENTWET, é%’\HAﬁ@ﬁT%@%kﬁ
(Available CPS) IZFXET D Z & & TX £ 9, Usage CPS 73 Available CPS & [A] UfECToHiuIE, HA 3
P— NI SLB TR WEAZ KL £,

N—H EDOAN—T FOFREEFH L, X7y MUEOHO CPU VAR AR RIS
TWVWET,
LD 2o00F A =22 L5 UL, ROL IR ET,

dfp weight = (Maxbindings - NumberofBindings) * (cpu+mem) *
(Available cps - Usage cps) *dftp max weight / (Maxbindings*32*Available cps)

BRI VT4 T DY R—
WRAA T 4 T HYR— T 572DIHEHTE 2RO L BY T,
o HFHNA T 4 T ORERBERET Ha~v R
o NAUT 4 U TEPRKRBUCEIZE LTG0 NM ~0 SNMP 7 7 — k OF{T
NAVT 4 v TORKBERET D E N T 4 T OEBEEMICHIRESNET, VAT AL,

NA VT 4 VT ORREBEZTAND &, TOBITEBEEBFHFIEREZ T XTHEE L, NM 2 SNMP 7
TFT—FEFITLET, XA T4 TOEN LEWVEE FRIBE, TT7—MNMIZ VT ENET,

SNMP FZ w7 %227 U7 T2 FRLULEVEIL. mRKAA T 4 7D 90% T, XA T 4T
DOBBERANA VT 4 2 TED 90% 12325 L, HAIXSNMP h 7 v 7% 27 U7 LET,

N7 T TIT AT A BENRNE DT AR, Ny T EHETALERSH Y £7, HA X
NRAVT AU TENBERANA T 4 VT BB DEBMERGELETN, b7 v 7RIS
DD, WoTle AN T4 Y TEBLEWEEZ TEIY , ZORETLRRNANA T 4 TIET D
FTEHTI—FEFAERLEEA,

BTRAAL T 4 T OV R— N ERET DI, ROEEEZITVET,

avoFk =[]
RFw T 1 Router(config)# ip mobile home-agent max-binding HA THRI SN 5K dfp FELMEE A Z—T T
max-binding-value LiTo 7%572‘_/1/ ]\ @Elij( dfp Eﬁﬁﬁli 24 f‘é—o

COMEEIXT 7 AN P TIET 4 =T R E SN, HAIZRTETE DA VT 4 T DEKREIT
75y N Tk —b X oTERY F,
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HA T® CAC DHFE

HA THASNDIANA T 4 o 7 BEHRET HIIE, ROEEZITVET,

AUk B
X597 1 Router(config)# ip mobile home-agent max-binding |HA THAENHHEK dfp EAE%E A e
max-binding-value LET, 7740 hORK dfp EHAEIL 24 T,
RXTFw T 2 Router(config)# ip mobile home-agent max-cps HA TR XN HEK cps A X —7 NI LE
max-ops-value o THOLT 4T EY K= b BBADT
7 4V kDK cps fEIE 160 cps TT,

MIP/LAC (PPP B4XRL) DY R—

G¥)

3

ZOMEEA TS & HA TR EIZHE-SWT VPDN F %L NO PPP & v g 2 MIP 22— /L
vy TEET,

2 O%E, ¥Ry NU—Z7°LNS (L2TP * > U —27 —ER) ([TiE, TTIZA v F—F >
oA v EZ—Fy b =R 71 /31 X —~OD Virtual Private Dialup Network (VPDN; /3—F ¥ /L
TIAR=NFAXNT v 7 Xy NT—7) SEBbHH, FEXATYLVT v 7THRELZLEL T
FT, INOLOERSFETIE, ARAy hI—J &0 LictXa VT o BRI TWET, Zh
5® VPDN Bt DI & A 1L, L2TP b F 2@ L THE L, L2TP > F/LPNTPPP i L
TEERT Yy beh7TEMELTET,

HA #iia 95 &, MN (X1 ) —F) DORESHFACHERESN 22—V FT—F 7
T4 v V%, HABULTCE&HEOR Yy hUY—ZICEMETE £9, &5HI1C, HA L, fEkn &A1 TIL
Ty T HETINSICTF—4% I 74 v 723752 TEET,

MN (%, @HFO MIP h R EHHAL T, FA 2@ U CHA RSN ET, 4 32— 7 MIRES
NTWBE, HA 1FEZE LNS ~D L2TP b b xty b7 v 7L, L2TP b > X /VNT MIP & v~
arEPPPEYy VI NIy B TEET, EDOE MNIIMEHAIRERA V7T A NIV Fr i
FHLT, %%y hUV—J IR THRINET,

WREINS ~DF—H F T 7 4 v 7 Zrikd 5 HA OHEREIZ. MIP-LAC B¥RE & FEIZNCWEd, =
DOEREIZ L > T .HAIIMIP Ey v a &K T L, SHIZL2TP bR ANTMIP Y v a HOD
HLWPPP By g U ERFAKLET,

MIP & v > 2 /1% LT, MIP-LAC B§REA A R — 7 /VICRE STV DA, MN 28 RRQ #3515
LT RRPIGEEZZIETHETOFHDOAL X bDa—1L 7a—3kRDOL I8 £,

WITRT DL, &b KR F U4 (AAA 5 VPDN /85 XA — X 2B+ 2854) oa—L 7
O—THY., A[RERT XTOI T U A Z2HHE L TWHD DT TIEH Y TR A,

FETHAR MIRDOEELY TT,
1. MN 2B FA 225, FA-CHAP F ¥ L > & BT Mobile IP 7 KA A XA v v 25ZELET,
2. MNI{ZFAIZ, FA-CHAP =27 X5 i 5 & L HICRRQ ZEELET,

3. FAIZZ®D MN %3 pm“ % 72 ¥1Z Access-Request % Visiting AAA (VAAA) 2355 L E7, VAAA
X MN OFBFEDTZDIZE 5T Home AAA (H/SP AAA) LHESET 256 6H0 7,

| cMwWHA-12415-J

Cisco Mobile Wireless Home Agent #fE5 1 F 1



F15F FohoREEE |

N zotomer:

4. FA L. AAA H—/ 35 Access-Accept #5157 % &, HA IZ RRQ (MN 22 BERMIZIERE Sz
Ho) EHRELET,

5. HAIXHAAA —ROXEEZIF T ZOA v e—VEWIELE T, HA X AAAIC
Access-Request & 1515 L. AAA 75 Access-Accept & 315 L 7,

6. HA ¥ Access-Accept A v E—V TEZELLET M Ea— XXy LET, AvE—IYANT
VPDN b F/bty T w7 R A—=ZREEINIUE, HA X LNS ~® VPDN k> 3L %
BRIE L £,

7. L2TP by b7 v 7O—HE LT, PPP @ LCP BLONIPCP 7 = — X {Z b o kL R
FTA—=HDORIT— g URThILET,

8. L2TP ho vty hT v 7 D5ETH., FAZiH U TMNIZ RRP BREEINE T,

HA & LNS ORID L2TP b /vdDEy b7 v 7%, HAIZ=— 2 M E LTHEREL . L2TP h o
SV E DB TMobileIP T—4% bT 7 4 v 7 OEZEEITVET,

2 —H D MIP-LAC 75 A % — 7 /T 72> TUNT . HA DSEREE /3R AT FH D AAA IZRFETE R0V EA1T.
0 — N VERE T VPDN RT A — 2 ’feiRanE 1,

MIP LAC DE&5E
VPDN RE%E 21— WA F—T T A FRIAIFTKRD LB T,

=1 H#
AT w7 1 Router(config)#ip mobile host nai @xyz.com address |7 KL & F—)L %A % vpdn-tunnel CErii A

pool ? o N TSN
dhcp-pool Use local DHCP pools 7 /) L—:‘FEIEL/iﬁ—O
dhcp-proxy-client Use DHCP proxy client feature

BE1F® ip mobile host =~ > FiZ, #Hizic

local Use local address pool .
vpdn-tunnel Use VPDN tunnel feature Vpdn-tunnel F7ra Vﬁ‘JEjJD éﬂi L/flo Z

NZ&EFH4 25 L MIP LAC #fE4#fH L T LNS
M5 Mobile IP 7 74 7 > b & BT 208N

Router (config) #ip mobile host nai @xyz.com address
pool vpdn-tunnel ?

interface Home link is on this interface |®»D I EEZERTEET,
virtual-network Home link is on this virtual
network
AT w7 2 router# ip mobile realm @xyz.com vrf vrf-name o — 2% LT MIP-LAC #RE2 4 2 — 7 LT
ha-addr ip-address [aaa-group [accounting LEd

aaa-acct-group | authentication aaa-auth-group]]
[dns dynamic-update method word] [dns server
primary dns server address secondary dns server
address [assign]] [hotline] | [vpdn-tunnel
virtual-template number [setup-time number]]

BEAF D ip mobile realm =~ > K2, #E =2 — D MIP-LAC #ERE A A X — T )VIZT D8 A 7 =
> vpdn-tunnel virtual-template number 75BJ1 Z ATV E T, vpdn-tunnel 3% 7E D setup-time |37 I
LTHMNENERA, setup-time DIEOFFAIX, 5 ~ 300 # T3, setup-time DT 7+ /L MEIE 60 7
T, setup-time 47 =3 L EBRIICIEE LaWIGEIEX, 77 40 MEBSER S ET,

setup-time D% EMEIL, PPP IDB {EMF & L il & L7 i KRFAREM C9, Z OREMMNIC, AR S
NIZPPP &y ¥ a UNERICEFH SNDLENH Y £3, ZOHMARE L TS L2TP b & R/
EE) L TWRWEA, MobileIP Y 2 — /M3 Z oty gD L2TP vy a3 (PPPIDB &£
AN ) —=KRONAL T 7)) BEIFELE T, F£7-. tunnel vtemplate number O number 47" =2
%, #Hid 5 interface virtual-template =~ > R CRESNDIEKME L —FH L TR £
HFh, TORICHBEELTLEIN,
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ATv7 3

ATv7 4

RAFvT 5

ATFv7T 6

ATFwT 7

ATv7 8

romozEre W

Router (config)# interface virtual-template
number

Router (config-if)# ip address negotiated
Router (config-if)# no peer neighbor-route
Router (config-if)# encapsulation ppp

HAIZPPP T T —F f v HZ—T = A A
EHRELET,

~

(3£) interface virtual-template number 1%, %fi&

9% vpdn-tunnel vtemplate =~ > K Ci%
EINDHIEE —H L TWRTIERDY
FHA,

%72, virtual-template |2, ip address negotiated & no peer neighbor-route 5% E9 5 Z & H LT

$, CiscolOS Y7 b =T I1IT 7 # /v

T—ya VR THIRA LV N =R,V b A H—T A A(LNS —_

rCHBIMICIESE L — N R AT B DT, PPPIPCP R I
e 5 HA A v X —

714x)L@ETTFVX&@»~%%E%%’%jLi¢O:@%7%»%@%@%%4t~
TV F %12, no peer neighbor-route =~ > RAfiH L ET, ZOA ¥ —7 x4 RZIL, #&i

\ HENA

FRITHELERA, BAEFRERET D & mMAC#M@%wﬁbiT#\_ﬂiz%%Ui

A, LNS X HA/LAC ZF8FE L E 9725, HA/LAC iZ LNS OFEREIIITWER A,
aaa new-model O — VIR TE Z372 LAC 12 AAA XT A —X ZBANL
aaa authentication ppp default local *
! o
username lac password 7 192840824D76 _
username lns password 7 320985235A35 INDOIT R, }\/Z\/DH‘L‘HE%ETj—ét
TVERE AT 5 L 5 ICHA IR LET,
vpdn enable mekmeﬁ%m%%4z T LET,
vpdn search-order domain
HA @ VPDN #iE% 4 X — 7 /LT HITIE, ZhbDaw

VRERETAHALENHY £, vpdn  search-order
domain =~ > Ri%, FAA VHEIZES\\ 2 VPDN &E
DOWBEFHEE HA 52T, Zoa~vr e+ 5
&L HA 13855 L TV % MN O domain % #:5% S 4L, VPDN
TN—TNT—HTHHDEHELET,

vpdn-group 1
request-dialin
protocol 12tp
domain xyz.com
initiate-to ip 1.1.1.1
local name lac

HFHLWTI—T 5B L, 372 VPDN /8T A —H &%
DT N—T BRI A Z L2 K- T, VPDN b > kLR
FEOT RV Ba—hao—A VR ELET,

vpdn-group {Z5%E X4 CV % domain (. ip mobile realm

WICRRE SN TS realm 6 @ LT ERWIEEE —ET
LWENH Y FF, VPDN /N T — A —ZRRE S, £ D
BN R IOy NT v IR+ THD L TORE
TS L S, PURVITERESNET,

vpdn-group 1

request-dialin
protocol 12tp
domain xyz.com
initiate-to ip 1.1.
initiate-to ip 2.2.
initiate-to ip 3.3.
local name lac

w N =

1
.2
3

0 —HVREICHESSINS B—= R RT UV v FE2REL
£,

VPDN /7 Vv—7 a7 4FXa2lb—vary £—KT
initiate-to ip =~ > NOEE DA VA Z L A&7 HE?‘E)

L.oa—HAoEyary a— K ATy TR
EEINET,

ip vrf moip-vrf-comp4
rd 100:4
!
ip mobile realm @xyz.com vrf
moip-vrf-comp4 ha-addr 13.1.1.119

0 — VR EICEK S VREZRELET,

A IZ VRF 3i%E I NTWT, $FED MIP-LAC b > /b
Z HA OBED VRE A A X AT AIZIX HA I Z
NoDavwy ReERETHILENRLY £77,
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2 —HIT%kF LT MIP-LAC 231 R — T JVIZERE ATV T, AAA 775 Access-Accept A v &— T
VPDN /T 2 — X NEZEINTHE. AAA b X U a— RSz VPDN BREBNEHR SN ET,
AAA B E T v — RENTZ VPDN /87 A —H(121E, FWIZEWERIEM A S 2 b Ed, £
0— REN72 VPDN RT—A—F R F ROty N7 v PR+ ThHLHEE. F0OHRTEITE
he I, bURMTBEEINET,

ATwF 9 radius host 6.6.6.6 auth-port 1645 acct-port 1646 |VPDN 7 h U B o — Ay AV =Tl N plb S |
radius-server key cisco |7 RADIUS H— %2 HRE L ET

VPDN /XZ A —# @ domain (X, ip mobile realm |Z3ZE S LTV 5 realm 75 @ LFZFRWVWEE L
—BTOMENRDY £, RESNT VPDN RT — A =23 b pADEy b7 v FICAR+H5T
HOGE. TORETEY L IS, PR VTERESNLET,

AAA H—NBEICEICINS OA— K NS0 P vy

2OLLEDINS DI TI v ety RO —R =7 VU INETENS X OICLAC 2R E
TEET, INEETTIH2OCHEROMIE, 5685 INSICEEDOIP 7 LA (721X DNS KA K
4) EH KD HRCERTH LT T, 2L 2, LROFIE, 220 LNS 2% K- b
TAHLICEET AL, ROLIITHRD FET,

Cisco-avpair = "vpdn:ip-addresses=1.1.1.1, 2.2.2.2, 3.3.3.3"

ZODLNS u— R T ov v FHREIL. 10S ISHAAENTWET, MIP-LAC b > RIVHESLHIZ,
AAA =P EEBOLNS 7 L AR LIZGE, HEIOS ICE SN TWDH T 7 Reey 7
FY XAHSWTINS 7 LU ANER I ET,

Cisco Mobile Wireless Home Agent #8tH 1 K
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HA/LAC NHDHE A YA A5 EZ T AINLD LNS OREMEZ R LET, 272 L, ZO~=a7T

LTI BRIEFNZ SV TOMPWEHITER L ET,

version 12.0

service timestamps debug datetime msec
service timestamps log uptime

service password-encryption
hostname 1lns
aaa new-model
aaa authentication login default local
aaa authentication ppp default local
aaa authentication ppp vpdn radius
aaa authorization network default radius
aaa accounting network default start-stop radius
|
username lac password 7 104D000A0618
username 1lns password 7 060506324F41

|
vpdn enable

|
vpdn-group 1

accept dialin

protocol 12tp

virtual-template 1

local name 1lns

12tp tunnel password 7 02347324D3
source-ip 4.4.4.4

!

async-bootp dns-server 1.1.1.1 2.2.2.2
async-bootp nbns-server 8.8.8.8 9.9.9.9
!

1

interface FastEthernet0/0

ip address 172.22.66.25 255.255.255.192
no ip directed-broadcast
no ip mroute-cache

interface Virtual-Templatel

ip unnumbered FastEthernet0/0
no ip directed-broadcast
peer default ip address pool default
ppp authentication chap vpdn
ppp multilink

!

ip local pool default 10.1.1.1 10.1.1.16

!

radius-server host 172.22.66.16 auth-port 1645 acct-port 1646

radius-server key cisco
end
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N zotomer:

|EDHEER

ATvFA1

ATFwT 2

AFvT 3

AAA DEEE

lcisco.com] KA A D% d 5 RADIUS H— N LD —H 7 7 A LT, IRORTE & G 6 5 LN
%Ui‘a—o

Password = "cisco",

Service-Type = Outbound-User,

Cisco-avpair = "vpdn:tunnel-id=nas",
Cisco-avpair = "vpdn:tunnel-type=12tp",
Cisco-avpair = "vpdn:ip-addresses=1.1.1.1",
Cisco-avpalr = "vpdn:1l2tp-tunnel-password=lab"

"outbound:send-auth=2"
"outbound: send-name=dgudimet"
"outbound:send-secret=password"

Cisco-avpair
Cisco-avpair
Cisco-avpair
Cisco-avpair = "mobileip-vrf-ha-addr=13.1.1.121"
Cisco-avpair = "ip:ip-vrf#0=moip-vrf-comp4"

INHDORT A =KL, AAA H— 3005 D Access-Accept A v E—V O —#5E L CHA/LAC IZX 7
rr— RINET,

AAA H—/ADHEIZE T VRF OHE

HA IZ VRE ’iREINTWT, BED MIP-LAC k> %% HA O¥FED VRF A A X v AT
BIZiF, Oa<wy RERETDILERH Y £9°,

ip vrf moip-vrf-comp4
rd 100:4

I BT, RAA D cisco.com DXFhts RADIUS — N ED 22— 7 7 4 )L, IROBREE G DDV
ERH Y T,

Cisco-avpair = "mobileip-vrf-ha-addr=13.1.1.121"
Cisco-avpair = "ip:ip-vrf#0=moip-vrf-comp4"

MIP LAC DR E Z MR T D121E. IROIEEZITVE T,

avwvk B®

router# show ip mobile binding BRED IP EXA )V By a3 HIZ MIP-LAC v 3 v

DSFESL ST 3G, L2TP b R DWW T OB NG %
#Fom LET, setup-time 13 L2TP & v v 3 VN DK
’IZ b4 }\ 7 b4 70H%f:ﬁfﬁ—(‘\—gﬂo

Zoa~wy NTiX, 777 4 77 L2TP/PPP 4kt
arOPbLERINET, By a roEFEITIL,
MIP-LAC £ v ¥ 3 (VPDN b RS STz b D)
DOEFHENEENET,

router# ip mobile binding summary T 7T 4 772 L2TP/PPP Ak v v a v OHE 2 FE LR

LEd, EviarofEt#icii, MIP-LAC By g v
(VPDN bk AN ENTZH D) OEHENEGEENE
ﬁ—o

router# show ip mobile traffic MIP-LAC BEiEDEND T v 2 ZF R L E T,

Cisco Mobile Wireless Home Agent #8tH 1 K
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BlzmLET,

Router# show ip mobile binding
Mobility Binding List:
Total 15000
Total VPDN Tunneled 20
MIP-USER12573@ispxyz.com (Bindings 1):
Home Addr 193.1.1.28
Care-of Addr 7.0.0.85, Src Addr 7.0.0.85
Lifetime granted INFINITE
Flags sbdmg-T-, Identification C9ED9187.10000
Tunnel3 src 73.0.0.42 dest 7.0.0.85 reverse-allowed
Routing Options - (T)Reverse-tunnel
Service Options:
Dynamic HA assignment
VPDN Tunnel (setup-time 30)
Acct-Session-Id: 1677265
Sent on tunnel to MN: 0 packets, 0 bytes
Received on reverse tunnel from MN: 0 packets, 0 bytes

ip mobile binding summary =~ > FOflZ R L E 7,

ha#show ip mobile binding summary
Mobility Binding List:

Total 15000

Total VPDN Tunneled 20

| cMwWHA-12415-J
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show ip mobile traffic =~ > RO Z R LE T,

HA#show ip mobile traffic
IP Mobility traffic:
Time since last cleared: 00:05:59
UDP:
Port: 434 (Mobile IP) input drops: 0
Advertisements:
Solicitations received 0
Advertisements sent 0, response to solicitation 0
Home Agent Registrations:
Register requests rcvd 2, denied 1, ignored 0, dropped 0, replied 2
Register requests accepted 1, No simultaneous bindings 0
Register requests rcvd initial 2, re-register 0, de-register 0
Register requests accepted initial 1, re-register 0, de-register 0
Register requests replied 2, de-register 0
Register requests denied initial 1, re-register 0, de-register 0
Register requests ignored initial 0, re-register 0, de-register 0
Registration Request Errors:
Unspecified 0, Unknown HA 0, NAI check failures 0
Administrative prohibited 0, No resource 0
Authentication failed MN 0, FA 0, active HA 0
Bad identification 1, Bad request form 0
Unavailable encap 0, reverse tunnel 0
Reverse tunnel mandatory O
Unrecognized VendorID or CVSE-Type in CVSE sent by MN to HA 0
Unrecognized VendorID or CVSE-Type in CVSE sent by FA to HA 0
Binding Updates received 0, sent 1 total 1 fail 0
Binding Update acks received 1 sent 0
Binding info requests received 0, sent 0 total 0 fail 0
Binding info reply received 0 drop 0, sent 0 total 0 fail 0
Binding info reply acks received 0 drop 0, sent 0
Binding Delete Reqg received 0, sent 0 total 0 fail 0
Binding Delete acks received 0 sent 0
Binding Sync Req received 0, sent 0 total 0 fail 0
Binding Sync acks received 0 sent 0
Gratuitous 3, Proxy 0 ARPs sent
Route Optimization Binding Updates sent 0, acks received 0 neg acks received 0
Registration Revocation msg sent 0 rcvd 0 ignored 0
Registration Revocation acks sent 0 rcvd 0 ignored 0
Total incoming registration requests using NAT detect 0
Total VPDN Tunnel sessions attempted: 1 success: 1 fail: 0 pending: 0
PPP IDBs: 1 no resource: 0 deleted: 0
Foreign Agent Registrations:
Register requests rcvd 0, valid 0, forwarded 0, denied 0, ignored 0
Register requests valid initial 0, re-register 0, de-register 0
Register requests forwarded initial 0, re-register 0, de-register 0
Register requests denied initial 0, re-register 0, de-register 0
Register requests ignored initial 0, re-register 0, de-register 0
Register replies rcvd 0, forwarded 0, bad 0, ignored 0
Register replies rcvd initial 0, re-register 0, de-register 0
Register replies forwarded initial 0, re-register 0, de-register 0
Registration Errors:
Unspecified 0, HA unreachable 0
Administrative prohibited 0, No resource 0
Bad lifetime 0, Bad request form 0
Unavailable encapsulation 0
Unavailable reverse tunnel 0, Reverse tunnel mandatory 0
Authentication failed MN 0, HA 0
Received challenge/gen. authentication extension, feature not enabled 0
Unknown challenge 0, Missing challenge 0, Stale challenge 0
Unrecognized VendorID or CVSE-Type in CVSE sent by MN to FA 0
Unrecognized VendorID or CVSE-Type in CVSE sent by HA to FA 0
Route Optimization Binding Updates received 0, acks sent 0 neg acks sent 0
Registration Revocation msg sent 0 rcvd 0 ignored 0
Registration Revocation acks sent 0 rcvd 0 ignored 0

Cisco Mobile Wireless Home Agent #8tH 1 K
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T LU MIP-LAC BEREICEE L CBINENT= A 7 o X iF3kD B Y T,

Total VPDN Tunnel sessions attempted: 34 success: 33 fail: 1 pending: 0
PPP IDBs: 34 no resource: 6 deleted: 34

THLDH LWH T o HZITHOWTHALE T,

* attempted — Mobile IP BHFRE R DRAIC &L o TRAT S 72 MIP-LAC £ v & 2 ORI
e success — ERITDO I B, BKEI L7 MIP-LAC & v 3 »O#¥K

o faill — BFITDOH B, KM L7Z MIP-LAC & v ¥ a > D%

e pending — 2FITO H B, AFIREE (in-progress JRAE) ¢ MIP-LAC & v ¥ = v DOR¥K
e PPPIDBs — MIP-LAC & v ¥ 3 V2B 5 72 OICAERK S 4172 PPP IDB DRk

o Noresource — ) V—ARRBE (AP 7 FLARLAEY ZEHATERWEERY) TRT TR
7=t v a ikl

o Deleted — T v g OIEFARHEIZBIEILES (FRENRFIHTEIL, /23T —Ick
HIEIE) By a0

HIHEIR
ZOBREICITY 7 b Y =T RE EOBREER B Y T ROMCHEL T IEEN,

o HA 7S LNS IZHEiTHA L Z—7 = A AT VRF &R E LT-34E . MIP-LAC BEREITIE 7 1T HERE
LEHA,

Framed-Pool & ¥

Framed-Pool IZ. ¥8ET KL A =LV DA4FiI &I AAA7T ) E2— T, HA EO2—F~D7
KL 2 B TEA &N E9, HA3.1 TiX. Cisco VSA TZ DHEFEN Y HR— F I TWHET,

HAAA X, XA F I vV | AZTF 47 7T RLAQE DY CIFHTEL LI, 2607 MY
Bz — F % Access-Accept A v —3 T HA IZIEE L E9, HA 7. Access-Accept CTiliFDT K~V
Ea— baZE LS, HABRZITANLDLZENTELDE, HA ICHATREINTWDLHDOT
FIE=2—bFTI,

Framed-Pool JEYEFERE 2 B ET 21213, ROIEEZATVET,

=1 N =)
RFw T 1 router# ip mobile home-agent aaa attribute HA 1Z X % Framed-Pool 7 h U = — FOFEHZ A R —
framed-Pool 7 A LE T, RADIUS —/305 D Access-Accept D —
e =V = VHPFENET,

Blzm L ET,

ip mobile home-agent aaa attribute Framed-Pool

ip local pool haPool 70.1.1.1 70.1.1.254

ip mobile home-agent

ip mobile virtual-network 70.1.1.0 255.255.255.0

ip mobile host nai @cisco.com interface FastEthernetl/0 aaa load-sa

Cisco Mobile Wireless Home Agent #8tH 1 K
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N zotomer:

A—HAI T—ALDTSAF VT4 A UvD

ENANTTAT Y MIIPT FLAZED B THIZHIZ HAXIP Y RURAFHTHRES N2 —
AN T—=NEFEHALET, HA L, BEREREZZET D L6467, MN ORFEEZITWV, IPT FL X%
FOYBTHEDOT—NAETRELET, HA X, 2 —WVRENL T —NVAEZRET L0, D
UM Cisco VSA F 7213 Framed-Pool 7 b U B = — k238 U C RADIUS H— 306 7 — L4 ZHS L
E3c

IP 2 —H )V P —)VORERZ, HBEO I NV—TERE L, &7 N—TRNITHEEDO T — L% A, &
T—IVNIZITEED IP 7 RV AFHEZ GO Z LN TEET, 27EL. 1| 2OTLV—FHNTILIP
7 RLAHIFHAZBEESELZLIETEEF A, | DO A—FNTIE, TXTOT RLARNEEL
BRONEICTIRERHY £7,

T 74/ NTIE IP T RURBERITIE, =4 WH), AFT7 47 IPT FLA (EE), M
BT OGN TWDa2—%4 ((ER) BDEENET, RPITTITOIP 7 RLART U — F—/1Z
AN, &7 RLRZZINLE VY THNET, IP T RLADIEERHIZITSLT, IP 7 KL R EZFE
D2 —PLICEESIT L LENH Y £,

T RVRIZTTAF VT 4 &BIL, FHEROES, 7—ANEEELWIP 7 N L AR %%
WTBHZEHTEET, TRTOBEENT LT Ry 7 AX—LNIBITTBH &, URIOT
Ry 2x%—05 (FIAFT VT 4 DIRWEIH) I AT 2 HHEIBRENET,

—HREC, IP T RLARTREIND E, ZOIP T KL AIZO2—WFICBE#M T 5 E T (userid
IZEoT) . 2Ooax—VogEE K I, FERINTZESE, RL7 RLAREHRH I THWART
WE, FOa—HFIZRIUT RLARGE2zonET, ZOL5Ra—HF L P 7 KL 2AOBENT I,
TNEREEF Yy v aflRICE o THIBISNET, LzB>T, T Ry v 7 AXF—LDT T
AFVTF 4 HBERBLIZY, BT IAFIVTADT Ry v/ AF—oRn7)— 7 FLATHM
AEECH-T2V T L HAFURIFRENTZIP T FLATEARL, HTLWT Ry J Adk—
LNBHLWIP 7 RLAZEID Y CTET, T4 4V T A ICEEN TR, HA IXLATO IP 7
RLRAZEREDSBCTES L LET,

Network Manager 7*57 7 £ A L, SNMPMIBS @ U CTF I A 4V T A EEZFZEL, BGTHZ L
# A[RET9, “clpLocalPoolConfigEntry” 7 — 7 /WZ T T A 4 VT 4 FOFH LWMIB A7 H< & 2NiE
mEiv, 7IA4AF VT BT 7 8ATEET, FILOWMIB A7V =2 FEHT 5 & BEFO
B—) T NDTTAFT VT A ERTEET,

O—AlL T—=ILDTSAF VT4 A M) YIDERTE

ATFvT A1

A7y 2

BV T =NVEED T FTAF VT 4 A MY w7 2RET HITIE. WOEEEITVET,

=1C S 3 By

router# Router (config)#ip local pool {default | VE—F ET7RERA Y —FRA Vv h L X —
poolname} [low-ip-address [high-ip-address]] gt _yE A - o
[group group-namel [cache-size size]l [priority 7= A L*ﬁff‘}"}/ﬁ‘]ﬁ? Gﬂ%ﬂ% éﬂé Ip 70 KL
1-255] [theshold low-threshold high-threshold] ADua—A)N FT—=LERELET, ZOT—L

DOFIHZED R FEIILFRO LEWME (S—k
T—=U) WCETDE, FT v TBERENET,

FLWAT a3, priority 1-255 AT 5 &
BB SN2 T =T T4 ) T 1 &5
EL, EOTT7A4F VT 4% P T FLADEY
BTIEHTEET,

Router (config)#no ip local pool vsa-pool 7"»—/1/0)%&“%%@@[&% LET,
1.0.0.201 priority 180

Cisco Mobile Wireless Home Agent #8tH 1 K
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BlzmLET,

ZOBITIEH, HAIX, 794 F VT A NT 740 MED 1 IxbIEWTI7A4 4V T 4) THHr—
B T =)V EAERR L ET,

Rl (config) #ip local pool ha-pool 10.0.0.1 10.0.0.255

WOBTIZ. HAIX T T4 F VT 41 100 Da—H )L F— )L EER LET,

Rl (config) #ip local pool ha-pool 10.0.0.1 10.0.0.255 priority 100

REDHERFNAIFTRD LB TT,

avwvk B#

AF79 7 1 Routert#show running-config | include pool |m— )L F— /LDRELFRLEST, 544V F 48

BERREINDEDIF, T4 F VT 4™ 1 (T 7/ 8T
WESNDHHIEM) TROWEEFEIT T,

s LET,

Router# show running-config | include pool

ip local pool frmd-pool 1.0.0.191 priority 20

ip local pool vsa-pool 1.0.0.201 priority 180

ip local pool vsa-pool 1.0.0.211 1.0.0.219

ip local pool vsa-pool 1.0.0.202 1.0.0.209 priority 100

router# show ip local pool

Pool Begin End Free 1In use Priority
frmd-pool 1.0.0.191 1.0.0.191 1 0 20
vsa-pool 1.0.0.201 1.0.0.201 1 0 180
1.0.0.211 1.0.0.219 9 0 1
1.0.0.202 1.0.0.209 8 0 100

Mobile IPv4 /R R FEREI VAT 3> (RFC4332)

ZZTIE, I0S ICEEESNTWS, Mobile IP R A FRET 7 AT g oW T LET,

IP 7 AA ANBETEDLIICTHITIE, EARWRRA NRENSKLETT, &2, @FILIP
7 RLUAEDNSH— DT RUARMELRD ET, ZOERIZIAZT 4 v VICHEEINDL, &
VNI DHCP F 721X PPP/IPCP ZfEH L CHX 4 F I v 7 IZBUS & E 3,727 L . DHCP & PPP/IPCP
MG ELT 78 A Xy hT—ZIZHESWTHEA MREZEERM L E T, Mobile IPv4 TIE, 77 &
ARy hT—27 TRy NU—7 L F0VET) OFEANAL J— NEIBEHE T ERICL > Tl
BENFET, AR FOREIHHENAERITF—L Xy FT—ZIZHESW=H D TRITHIEARD
FHA, HNEBAY NT—TDENALV J—RiF, Xy hT—F £ F—T x4 ZADEBIRFIZ

T RLVA, A=A P TRXY N T VLI T A TIHNVE T —b Tz F—L Xy NT—TOD
DNS $—_"Z T 5 LERH Y 7,

ENRAN )= FPRFANORELTET 5MENH DA, Host Configuration Request VSE 73
Registration Request (2 M & ET, ZD VSE i, X TOFELITBRINTAHA A MRE VSE %
Registration Reply (2T 20BN H L Z &% HA R LET, HAW 7’m2F% < DHCP £— KT
DHCP #— NnbiEH & BfF3 % &, DHCP 7 747 hID & DHCP h—/S =7 A7 i a V)
Registration Reply (ZfT M S E 7, Z4LH D DHCP B#ED T 7 27 v 3 V21X HA & DHCP ¥ —
NOM TR S L7z DHCP A v & — U T SNIERRAFS L E T, VSE I3, Mobile IP IZE#
SNTVDWTINORFEA T = AL EMH LT, BigA vy E—VO—fe L TRIAESNLET,
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N zotomer:

WICRT Y RAADORH—EFHFT I AT v avid, EAAL ) — RICRA MREEREEL £,
Host Configuration Request =7 A7 3 g U FFAI S 415 DIX. Registration Request 721 T,

FEDIEND T AT 3 3 1 Registration Reply IZfH IS A1 E 7,

Host Configuration Request : E/NA /L — K225 HA ~D AR A MR EFHO K

Home Network Prefix Length : "—2A X NV —27 LOYV TRy b LT 47 ADOES
Default Gateway : x—2Ah Fxv hT—2 FOT 74V s F—hU A DIPT KL A
DNS Server : v—2A R U —2 N DNS $—D [P 7 R LA

DNS Suffix : R—2A K T —Z NDKRR MR O DNS %7 ¢ 7 A

DHCP Client ID : IP 7 RV AOBAHIZEEH S35 DHCP 7 747 > k ID, E/NA )L ) — MR
R—LICEY . FNEHDOT KL AOEHEFATT 5546, Z OE#HIL Client identifier 47> =
Viw o rENRET,

DHCP Server : n—2A F > kU7 —27N®O DHCP Y — "D IP 7 KL &

Configuration URL : h—"\NHERENT A—F & F U — KT 5E/31 /L /— KO URL

WIiMAXAAA 7 R Ea—F
Cisco Home Agent Release 4.0 (21, AAA Authorization and Accounting 7 kU B =— F 3B ST
WET, ZITIE 7RI Ea— FoELE BEOT Y Ea— FOYVR— MIET DR EZ D
Bﬂ I—/ i ‘g_o

WIMAX FH®D HA-AAA Authorization 7 FYY Ea— FDYR— k
WIMAX O R — N ZYEIET H72012, RO HA-AAA 7 Y Ea— FNBMENET,

Framed IP Address : Framed IP Address : ip mobile home-agent send-mn-address =~ > R7233%E X
LTV D4, Mobile IP RRQ T &iL7edh— A 7 KL AL Access-Request A > &— D
Framed-IP-Address 7 b U B — FOfEE L TEFEEINET,

WiMAX Capability : Z D7 kU B = — F A3 HAAA (23518 E415 Access-Request A v — Wi
HDEHE. ZEENT= Access-Accept A v E—UIZHLIDOT b Ea— bAEEN TV S ATHE
WRH Y £7, HA BZIET 5 Access-Accept A vE—VHNIZHLE5H. ZOT FY Ea— hZ
B FE 1D DI Accounting Capabilities sub-TLV 7217 T3, ZiuL, DBy a ixt L TH—
NIRRT U T 4 v THEREZR 7 L E 77, Access-Accept CHAAA DR LT=ZT 10 T «
v UHHEIT Access-Request T HA EEL7ZfiE —ET 5 & PHESNET, HA ITBAED L Z
5. Access-Request T3/F L 72 WiIMAX Capability VSA Z £ > 7= < BLHT, T T 4 v 7
REDS — B L TV D2 E D OB EFAT L £ A

HA-IP-MIP4 : HA 75 D9 _XTD Access-Request A v Z—IZEFENET, BEFEO AL VT 4
V7T (0F D EREE XL OHIBRICKIS T % Access-Request) | fHIZZEDNA T 4 T D
HA 7 RV RIZERESNE T H LWL T 4 7 D Access-Requests Tk, Z D7 F VU B2 —
N DX, ip mobile home-agent address & 723 ip mobile home agent redundancy =~ > R % fif
ALTRESNIZHAIP T RL A2 9,

RRQ-HA-IP : HA 32 D7 F U B =— b % Access-Request A v & —IZH&H®H 5 DX, Mobile IP
RRQDHA 7 4 —/L RNDIP 7 RLANHA DIP 7 FL R LIFRRDZEEITT T, T0
A, X Mobile IPRRQ WD HAIP 7 FL A IZRESNET,

MN-HA-MIP4-KEY : Z®7 bV B 2— hE, MIP4 FEIZMHEH S5 MN-HA F—%i#%5 L %
T, ZOT b U E=2— b Access-Accept A v —IZE £, MN-HA-SHARED-KEY (Z3E{L)
L TWEJ, HA X, WIMAX 2§35 > MN-HA MIP4 & — |25 T, MN-HA Authentication
T AT a v EREBELET,

MN-HA-MIP4-SPI : Z®7 bV B = — hiE, MIP4 FNEIZAMH S 425 MN-HA SPI % — %355 L
F9, ZOT7 FVU B =— b Access-Request A v — I H £, MN-HA-SPI L $A{8l L T
7
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# 15-1 12, HA ® WIMAX AAA Authorization 7 h Y B2 — M2 R L ¥,

# 15-1  WIMAX AAA Authorization 7 F1JEa—Fk

HA 4.0
Access |Access |Access |Access [T®

ZrJEa—+% 24 7 |EHEA Request [Chall. |Accept |Reject |HFHR—F

Message-Authenticator |80 AAA A v —TOELEMEHEDT |1 0 1 0 Ho
DDAy =T F—kT 47—
P

WiMAX Capability 26/1  |HA 3% F— 35 WIMAX Hépes |1 0 0-1 0 HY
¥E L EJ, RADIUS H— 2L -
TR E ~ LET,

CUI (Chargeable User |89 e —HF D ID, KA —H D [H |0-1 0 0-1 0 HY

Identity) HO—K/~N > b

AAA-Session-ID 26/4 Oy izt AER—A L |0-1 0 1 0 Ho
v T OEA OG- (HAAA TR
iE)

HA-IP-MIP4 2606 |- oBRAVER L TUVWS HA @ IP |0-1 0 0 0 H0
7 RLA

RRQ-HA-IP 26/18  |Registration Request ¥ 72 (% Binding |0-1 0 0 0 HY
Update (2% £ 415 HA-IP

MN-HA-MIP4-KEY 26/10 |MIP4 FNEIZHEH 5 MN-HA |0 0 1 0 Ho
-j’\,.»_.

MN-HA-MIP4-SP1 26/11 |MN-HA-MIP4-KEY 21T S0 |1 0 1 0 Hv
72 SPI

RRQ-MN-HA-KEY 26/19 |RRQ-HA-IP 7 F U B = — kT4 |0 0 0-1 Hb
SNDHHAIP 7 FL R ENT R
415 MN-HA-KEY

RRQ-MN-HA-SPI 26/20 |RRQ-MN-HA-KEY & B# At 54 (1 0 1 0 HY
7= SPI

HA-RK-Key-Requested [26/58 |HA-RK-KEY TR Ea2— AL 0 0 0 Hv
Access-Accept IZF ENDHLENH
LT EERLET,

HA-RK-KEY 26/15 |FA-HA F—o4EmicfffHEns |0 0 0-1 0 HY
HA-RK F—

HA-RK-SPI 26/16  |HA-RK & Bg#LffiT H a7z SPI 0-1 0 0-1 0 HY

HA-RK-Lifetime 26/17  |MIP4 #{EH ® FA-HA ¥ —D 4z |0 0 0-1 0 H
i/l 4125 HA-RK F—

Acct-Interim-Interval 85 COREOEYya OEET v |0 0 0-1 0 HV
77— MHOBEE R LET,

HA 75 @ Access-Request (2, fi 1 @ HA-RK-Key-Request VSA 23 E £ TW7=H4A, HAA 1T
Access-Accept T HA RK-KEY, HA-RK-SPI & HA RK-Lifetime ®7 F U B2 — FZIRLET, i
HDT MY Ea— FOWTARRHL5H1E. TXTHRRTIUIRY 8 A, 5 ThRiFNE HA
1% Access-Accept ZFEFELFET, ZDO7 MY Ea— I, 515D Accounting (Start/Stop/Interim)
AyE—VICHEENET,
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N zotomer:

HAAA (%, % HAIZT & 572 160 B b HA-RK F—%1E L E£79., HA-RK 1%, £ED EAP
PRREDRER E L TAEREINT MIP-RK IZESS O TEHH Y FHA, LEXR-> T, EllO2—VF
TIERFEE vy v a TR, A=k T 4 —F L HAAA OXTIIRA » RENET,

HA & FA (CF—t o7 4 =2 LF L TS AMREMED VY 13, HA-RK 725 @ FA-HA F— %R
DEIITHELET,
FA-HA = H(HA-RK, “FA-HA” | HA-IPv4 | FA-CoAv4 | SPT)
kT
H !X, HMAC-SHA1 (RFC 2104 'HMAC: Keyed-Hashing for Message Authentication| (Z#§7E &4
TWbHM) TY,

HA-Ipv4 (%, FA 2388#& L, Mobile A v E—Y THESNDLIHADIP Y RLATY, 32> |
fECREINET,

FA-CoAv4 IZ. HA BBk T2 FADOT FLATY, 32 By METEHINET,

FA 75313 L7= MobileIP RRQ (Z FHAE =7 AT 2 a VBNEENTWEEE, 07 AT
v a Y ORGEICIE FA-HA —& SPI AMEA S E 4,

HMAC-SHA1 (% 20 /S b # AR LET, BIED HA FEEET FHAE Al R — T3
DiE, HMAC B L UHMAC-MD5 7/ 2 U XA THY, ML INDHDIE 16 31 hDOF—721FT
9, HA 4.0 lZRA)D 16 /31 b HMAC-SHAI H /)% FHAE #EFH O % —L LTHH L £,

HA X MHAE T%13 L7 SPI % MN-HA-MIP4-SPI 7 kU ' =— k & L C Access-Request {25 F
9, Mobile IP RRQ PN MHAE DRFEIZIE, MN-HA-MIP4-SP1 7 k U B =— KN ® SPIEIZ %9
% AAA B A 7 v — K& 72 MN-HA-MIP4-KEY 7 b U B = — MEAMEH S £ 3, ip mobile
secure host =~ RZffi L C. MHAE MiZEIC o — B VI TE A SPL & F—2RETHZ D
ARETY,

HA 73%{g L 7= MobileIP RRQ (Z FHAE =7 27 ¥ a U BNEEN TV A, HA X HAAA ~OD
Access-Request (Z HA-RK-Key-Requested 7 F U = — F Z AL T, Access-Accept TD HA-RK-KEY
7 hU Ea— FOZEERDET, Access-Request IZ1X HA-RK-SPI 7 h Y B =— b b EFEN, 2D
fifil% FHAE T35 &7z SPLICEE S E 7, HA (X, FHAE BRAEA O FA-HA ¥ —Z 4T 5720
(2. HA-RK-SPI 7 U &2 — FN®D SPIEICHIET D AAA /B4 T > m— N & 172 HA-RK-KEY
7 MU Ba— MEZMFHL E9, FA-HA ¥ —(%, WiIMAX Forum Stage 3 {14 (R1.0.0, Section 4.3.5.1)
IZHE ST % HA-RK-KEY 75 Ak S 41 F 7, ip mobile secure foreign-agent =~ > K& L
T. FHAE HRGEIC R — I VI TE 5 SPL L F—2RET D Z L HARETT,

CLI ZfEH L T WIMAX AAA 7 U BEa— FNOEEZ A r—7 /W2 L7246, HA 1< HAAA —
NIZ#41F &4 D Accounting Start/Stop A > E—3 IZ WIMAXAAA 7 hU E=— R E2&EDFET,
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WIMAX Fi® HA-AAA Accounting 7 k) Ea— kDY R—F
AAA Accounting 7 bV B2 — M OHIEDORKEEITRD LB TT,

romozEre W

o HAL, ENAN ) — ROEYIONSA T 4 > 7 OVERIFIZ Accounting Start L =2 — R & 2%(F L
7
o HA X, AN ) — ROEEDAA T 4 7 OHIERIHC Accounting Stop L =1— R %45 L
7.
o HA I/ FA 7 FERIZ Accounting Update %2518 L £ 7,
7% 15-21Z, Cisco HA ® WiMAX AAA Accounting 7 MV B =— h &R LET,
£ 15-2 WIMAX AAA Accounting 7 ) Ea—
Z Al A4 7 |EHBH Start |Int Stop
Session-Continue 26/21 True DG, FIEZ T IR E T, |0 0 0-1
ZDOT7 MY Ea— MRy, FALSE @
WX, BekmzeEib o,
Beginning of Session 26122 |True: HrLW7 o —NBLESLE T, False [0-1 |0 0
FERZOT R Ea— EBRRVES
X, chETO7n—nikmSnET,
Hotline-Indicator 26/24 TJa—MNERy N IAL L ThAHI ExaxL |0-1 0-1 0-1
£7
Calling-Station-1d 31 MS ® MAC 7 RL- & 1 1 1
HA-IP-MIP4 26/6 HADIP T L& 1 1 1
Event-Timestamp 55 A R IR 1 1 1
Control-Packets-In 26/31 IPv4 33 L OV IPv6 D 3 /E Mobile IP, DHCP, |0 0-1 0-1
ICMP X v & —YD/7rw b B b
Acct-Input-Packets- 26/48 T R Ea— 47 F—R_—T7 o —HzeE |0 0-1 0-1
Gigaword ENET,
Acct-Output-Packets- 26/49 T R Ea2— 48 F—R_—T7 o —HizsE |0 0-1 0-1
Gigaword INET,
Control Octets In 26/32 | %1% Mobile Ipv4, DHCP, ICMP # vt — |0 0-1  |0-1
VREDF I Ty N AT
Control Packets Out 26/33 %%1Z Mobile Ipv4, DHCP, ICMP # »t&— |0 0-1 0-1
DOy N Tk
Control Octets Out 26/34 %415 Mobile Ipv4, DHCP, ICMP # »t&— |0 0-1 0-1

CREDEF I Ty N AT

| cMwWHA-12415-J
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N zotomer:

WIiMAX ¥ 7R— F DERE
HA T WIMAX AAA Y R— 2 A4 X — 7T BHIT1E. ROMEEZITVET,

avo kR B8y
25w 7T 1 Router# radius-server vsa send authentication |WiMAX VSA 7% RADIUS A vE—JIZEEND LD
e CRELET, 2037y FiA =T MIBESH

TWb &, HA BERT 5 Access-Request A v E—
IZIRDO RADIUS 7 b U B a— h 3 EiE T,

* Acct-Interim-Interval (85)

* Message-Authenticator(80)

¢ Chargeable-User-Identity(89)

*  WiMAX Capability (26/1)

* HA-IP-MIP4 (26/2)

* RRQ-HA-IP (26/18)

¢ MN-HA-MIP4-SPI (26/11)

* RRQ-MN-HA-SPI (26/20)

ARTw 7 2 Router# radius-server vsa send accounting WIMAX VSA 78 RADIUS A vt —J2&aEns k9
wimax ICRELET, 20~y AL X—TMCESh

TW5d & HA BERLT D Accounting A v & —UIZIk

DRADIUS 7 RV B a— hREENET,

¢ Acct-Terminate-Cause (49)

¢ Acct-Multi-Session-1d (50)

* Acct-Session-Time (46)

¢ Chargeable-User-Identity(89)

¢ Acct-Input-Gigawords (52)

* Acct-Output-Gigawords (53)

* HA-IP-MIP4 (26/2)

¢  GMT-Time-Zone-Offset (26/3)

AF7vF 3 Router# ip mobile home-agent send-mn-address |JEYE[ETF 7 kY E=— b 7% RADIUS A vt —|C

HENDEIICHRELET, RET D L. Mobile IP

RRQ TAfg &i7eAR—2L5 7 KL AM Access-Request

At —® Framed-IP-Address 7 h U B = — MME &

LTEESNET,
ATw 7T 4 Router# radius-server attribute 55 Access-Request |2 Event-Timestamp (55) 7 bV B2 —
access-request include K %é\&)ij—
RAFwF 5 Router# radius-server attribute 55 Accounting A = —IZ Event-Timestamp (55) 7 b
include-in-acct-req P a— h2abET

BRTEDRER
WIMAX YR — h A R =TTl 5> T D 2 & 2GR T HITiE, ROMEEEZITTVET,
avwvk B
AFwF 1 Router# show ip mob bind BRERE OFLEEHFIZ WIMAX e r > = —3 g Vv E
TTéﬂt/ﬁu mbi‘j—o
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BlzmLET,

Router# show ip mob bind
Mobility Binding List:
Total 15000
MIP-USER12573@ispxyz.com (Bindings 1) :
Home Addr 193.1.1.28
Care-of Addr 7.0.0.85, Src Addr 7.0.0.85
Lifetime granted INFINITE
Flags sbdmg-T-, Identification C9ED9187.10000
Tunnel3 src 73.0.0.42 dest 7.0.0.85 reverse-allowed
Routing Options - (T)Reverse-tunnel
Service Options:
Dynamic HA assignment
Acct-Session-Id: 1677265
Sent on tunnel to MN: 0 packets, 0 bytes
Received on reverse tunnel from MN: 0 packets, 0 bytes

AAA H—/\DERTE
Z ZTiE, AAA B —NZxP9 S AAA Authentication 33 & OY Accounting 7 b VU B = — N OFXEICD
WCTHHLET, 22T T 2 DIT—A7RHRE T,

£ 15-3  AAA H—/30 AAA Authentication & U Accounting 7 by Ea—Fk

RSIM7 FJEa—+ A
7 NV B =— b 4vsastring Oty va T AR —25 LI ATOREA O T
(HAAA TEIE)

7 R VU ¥ a— b 6ipaddress as string  |MIP4 D&MD HA O IPvd 7 R LA, BRZ/EHRK L TW5
HA®DIP 7 KL ATY,

7 hU B =2— b 10asci £721% RADIUS #—/3%3 ASN (PMIP OH;E) IZEET S

hex corresponding string MN-HA-KEY. F721Z MIP4 (MIP F721% PMIP) D& 1E
RADIUS #—/37% HA |21 9 %5 MN-HA-KEY, PMIP4 H,
ASN 7 MN-HAAE OFHHICHH L £,

HA IZEEEN T, MIP S—Y 3 > (MIP4 % 72 1% MIP6)
BELOSPI ITH-S< MN-HA-AE (MIP4) OHEEE, B IO
MIP4 Registration Response F 72 1% MIP6 Binding Answer O
AUTH O35 TIER S ET,

7 MY B =2— b 11 spi hex value MN-HA-MIP4-KEY |Z B8 317 & 4172 SPI

16 #£fE 100 ~ FFFFFFFF O

7 R Ea— b 15ascii E£720% RADIUS H#—/MZ & % EAP FRGEHIZIRE S 41, EAP 3Bk

hex corresponding string RN DA 1E NAS (Z X415 HA-RK-KEY, NAS (2D
¥ —% FA-HA ¥—OARICHEHA L E 7,

7 R U ¥ = — b 16 spi hex value HA-RK (2 FH & 4172 SPI

16 HE1H 100 ~ FFFFFFFF i

7 FU ¥ =— b 17 vsa value HA-RK B LU SN 72F—DTF A4 7 Z A A

7 MY Ea—hk19ascii £721 HAAA 7% HA IZ3%{8 L. Mobile IP Registration Request ™

hex corresponding string MN-HA-AE OREEIZ#E H X715 MN-HA & —

7 YU ¥ 2 — b 20 spi hex value HAAA 7% HA (2358 L. Mobile IP Registration Request ™

MN-HA-AE ORRFEICAFE H &1 5 MN-HA % —

16 #EfH 100 ~ FFFFFFFF D&
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N zotomer:

FYTRAMN)—=LTOMS brS57499 UEALALHPaY

COWRBEEHERTOE. ERXANV I —FDBZELEIP VTG 7 4 v 7 BT v T AR =L RAD
FI ARy TIPT RLRAIZVEA LY FTEET, X7 A MKy IPT RLUAIL, LIV AEAL
THREENFET, ZhE2FR—FLTWVLDIE, NAIX—ZADENAL )L ) — RIET T, TLERR
OB, TIT 4T L AZ LA OO HA IZE URENSLECT,

FYTRAR)—=L FFST4YITOMS k537499 VFALY 3 VDERE
CHETOREICMAT, KOEXEZFATLET,
=1 =L
RXAFw 7T 1 Router(config)# ip mobile realm realm FOULILVLADRI A NEKY T T RULAEZRELET,
any-traffic next-hop next-hop-ipadress
any-traffic | X, TDENA )V ) — K6 T v FARY —
LDTXTDL T T 4w 7RV FA L7 bERD LI
BrRLET,
next-hop |47 A MRy THEEERRE L ET,
next-hop-ip-address (3. %7 A "R v 7O IP 7 KLVATT,
SNy MEZOT RLAIZY A Ly hanEd,
REDHEER
MS FT7 74y NUEA LT FEND I LEMRT HITIE, WOEEEZITWVWET,
AUk E]:)
XFvw 7 1 Router# show ip mobile binding NRAVTF AV ITOEERE, BXORFOENRAL)L ) — NI
ESNTWDHRI ARy T 7 RUARKRENET,
BilE R LET,

Router#fsh ip mobile binding
Mobility Binding List:
Total 1

Total VPDN Tunnel'ed 0
xyzl@xyz.com (Bindings 1):

Home Addr 11.110.1.1

Care-of Addr 13.1.1.112, Src Addr 13.1.1.112

Lifetime granted 00:30:00 (1800), remaining 00:29:52
Flags sbdmg-T-, Identification CAF62BE1l.1

TunnelO src 13.1.254.254 dest 13.1.1.112 reverse-allowed
Routing Options - (T)Reverse-tunnel

Acct-Session-Id: 0x00000002

Sent on tunnel to MN: 0 packets, 0 bytes

Received on reverse tunnel from MN: 0 packets, 0 bytes
Hotline status Active

Radius Disconnect Enabled

Next-hop set for any-traffic to 14.1.1.201
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