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crypto isakmp policy 1

hash mds

authentication pre-share

lifetime 60000
crypto isakmp key cisco address 10.0.0.0 0.0.0.0
|

crypto ipsec transform-set mobile-setl esp-3des
# Comment: testmap is used for HA3

crypto map testmap local-address Loopback2l
crypto map testmap 20 ipsec-isakmp

set peer 10.0.0.1

set transform-set mobile-setl

match address 131
|

interface Loopback2l

description corresponds to ha-on-proc3
ip address 10.0.0.50 255.255.255.255

!

interface GigabitEthernet4/1
description encrypt traffic from vlan 151 to vlan 201& 136 to 139
no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 1,136,146,151,1002-1005
switchport mode trunk

cdp enable

|

interface GigabitEthernet4/2

description decrypts traffic from vlan 201 to 151, 139 to 136
no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 1,139,149,201,1002-1005
switchport mode trunk

cdp enable

interface Vlanl3é6

description secure vlan

ip address 10.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap

!

interface Vlanl37

description internal vlan to HA3
ip address 10.0.0.1 255.255.0.0
|

interface Vl1anl39

no ip address

crypto connect vlan 136
|

access-list 131 permit ip host 10.0.0.1 host 10.0.0.50
access-list 131 permit ip host 10.0.0.50 host 10.0.0.1
access-list 131 permit ip 10.0.0.0 0.0.0.255 10.0.0.0 0.0.0.255

access-list 2000 permit udp any any eq mobile-ip

Cisco Mobile Wireless Home Agent #8tH 1 K
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access-list 2000 permit ipinip any any

route-map RRQ-HA3 permit 10
match ip address 2000
set ip next-hop 10.0.0.2

6 CPU SAMI #&#; Cisco 7600 T IPSec H1R—

PDSN & HA IDE/SA L IP b2/ B2, IPSec b/zwmﬁﬂbxz% WCRBZEMBbY ET,
PDSN I/ v b U —271Z, HAWZHE—L5 xy b T =271 EFEL £, 1S-835B fLEEIZ S\ T,
IPSec B2 135 12 PDSN 205 HA IZxf L CRRMA L £ 9, L7=23-> T, IPSec F > RIADT RikA v
MiE. PDSNIP 7 FL AB L OHAIP 7 KL A TY,

Cisco 7600 HA V' U = —3/ 3 > CiX, IPSec (% SUP T L £ 323, HEBEO HA 77V 7r— 3 Ui
1 AL D SAMI 7 — F EICHBEL £9, % SAMI 71— FIZiZ 6 2D CPURH Y . THZFh 1 oD
HA A U AX L AZFEITLET, FHAIL, MADIP 7 RLARH Y £9, IPSec =2 RKARA > bk
TH5HSUP & HA = RiRA > FTHD SAMIODIP?hvxﬁ);%f@éiE‘/\& IZ. HAIP 7 KL &
D PDSN IZ Lo TARENIIKE A vE—VF, SUP TRry7INET,

Z OFE % BT 2121, SAMIJ:;E)’%HEéﬂTI/\%’)HAIP'/’]\I/X&I—JLIPYFI/X’ESUP
RS EIHENDH Y £, TOEDITIE, % PDSN/HA X7 HAIELL B IR Loz, ®ird
HAIP 7 KL A% CPD IPSec b 7 « /7% $72% IPSec VLAN [ZEIV ¥ TEF, a7 ¢
Fal—TalZlW HAT TV —aru2379 % SAMI LD 6 2D3XTOD CPU ¥ —
L., ZNZFHNUZIPSec = RARA VR ERDZMEDIP 7 RLRAEZHRETE LT,

ZDOHA . SUP720 £ T VRF IPSec m%*%fﬁﬂﬂ LEJ, PDSN LR ESNTE NT 7 4 v 73T
T, HAIP 7 RL R|ZHASWTHE D VLAN IZEID ¥ THNET, 4 VLAN (£ 1 2D VRF IZxt&
L. SUP D% HA A > AX A2 1 D0 VRF BFELET, 2% V., IPSec ® VRF £— Kk
D, N7 74 v 7IESAMI ED 6 >DHED HA A LV AX L AZENENSEENE T, v b
X, Z U7 K VLAN ICE > THESLEIND &, FFED HA IZXHST 2WE VLAN OR U 2 —|2H
ST, SAMI EOIELWHACPU IZV—T 4 V7 SNET,

ZOBRE, BEOYV v — VBB LIUOHE Y v — N TOD IPSec ILERENY R— FENET,
ZOEMEDa—L Ta—F, kO LEEH TT,

1. SUP EC,PDSN & HAIP 7 KL ADE~T M IPSec SA 3 BH#R &AL FE 9, PDSN 225, PDSN
IP7RLARE, BBEOHAIP 7 RLATHAET IP 7 FLAZEDOIKE A v E—U0N % E S
NFET, IKE A vE—YNOPDSNIP 7 KL AL HAIP 7 R L R |23\ C, PDSN/HA X7
HDOIELWISAKMP 7’0 7 7 A ABREIRE 7L, EXTI2x5T % VRF BREEREINET, i
1280, PDSN/HA T IZHHET D EBID SPL AN SV E T,

2. HAIP 7 FLRE{LT 1 2® VLAN BREFIN, SUP LOZDT FL AHIZEFRZE I 1L7- VRF
WEID Y ToNET, L7z -> T, SUP L. PDSN O IPSec f&imii i & 725 HAIP 7 FL 2%
A LET,

3. %\PDSN/HA IP 7 KL A T MIZ IPSec SA HEML S ND &, AJI/N7r > hD SPLIZESWT,
W5k 37 > FAIE LW VREIZEID YT HNET,

4., 537w ME HA 7 R LA kST 5 IPSec VLAN TIESh&Nn 5 &, SUP & MWAM -
DHA A VAHX A ONES VLAN 2 H LT, HAIP 7 KL AEZKRAT 47 L TWD
MWAM 51— R EO%sd % CPUICAR Y — —F 4 7 ENET,

5. UX— RZATI, SAMIJ:@ HA AV AZ A0 v N BRNE VLAN IZHE S L, £ 0
HA (2% 9 % IPSec VLAN [ZE| D U TohbnEd, Zhickv, Nrv bawsasfbEhn, Hh
f B —T A A%H L“CPDSN WEHENET,
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Cisco HA 1L, [ NA 0 F 4 o 7% R—FLTWERA, WU NALICERO 7 o —RNLSh
HE, KT —IZRRDIP T FLARE DY TOENET, 2F 0, RS T 0 TIIRET
T, BRGNS T4 v Z0E, FIUIP 7 RLA~NOERO 7 0 — 2T 2585 RSN
‘/C‘ﬁ—o

t¥xalTq

HA 1%, IS-835-B O E{E|Z -3\ T, IPSec, IKE, IPSec AH, B LNIPESP # ¥4 — Kk LTWET,
HAX, Hl#E s Z7 7 4o v 7 HERF2—Y b T 740 v 7 HOEBIOEX 2V 7 413 HF—F LT
FHA, MEOEX2 VT 4 ZHNTINERNT 0O ELLENTT,

HA [, IS-835-B IZEHREINTWADX AT I v 7 72BoEI0 YT, F3mWME TR —FLT
WEH A,

E/NMJLIP SA DERE
E/A L AR A B, Foreign Agent (FA; SM=— = k) | BRLO'HA O SA ZRET HITIX, 7
o—N)ary7 4 Xal—gry BT— RTCROa~<y REEHALET,

avvFk B8

AFw 7T 1 Router(config)# ip mobile secure {host | visitor | IPENRA )L 2—HFDSAZFEELET,
home-agent | foreign-agent | proxy-host}
{lower-address [upper-address] | nai string}
{inbound-spi spi-in  outbound-spi spi-out | spi spi}
key {hex | ascii} string [replay timestamp [number]
algorithm md5 mode prefix-suffix]
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HA O IPSec DE5E

HA @O IPSec & ET DITIE, Z7m— b a7 4 FXFalb—vay E—RFRTROa<v s REFEHL

i‘é—o

avwy kR

By

X7_-\y7’ 1 Router(config)# crypto map map-name seg-num
ipsec-isakmp

set peer ip address of ha

set transform-set transform-set-name
match address acl name

crypto map map name local-address interface

1207 V)7 b~y 7ty MIZ1DODOHADZ Y

Th~v X 2N EERLET,

JVT N~y TOERETTTHITIT

1. B#+ 25 ACL ZE&RLET,

2. VUV =oAL H—T oA AIZEY
VCET, 12507 V7 s ~v7 &y FT,
K HA B D —2r v AF 5 EFERT 52
LIZXY BEBEOHADZ ) T N~y T hH
ETEFET,

IPSec hT7 7 4w 7D )T b~ A IEHTD

AV E—T oA AEHH L, ARTEHEELET,

RTFw T 2 Router# access-list acl-name deny udp host HA IP
addr eq mobile-ip host PDSN IP addr eq mobile-ip

access-1list acl-name permit ip host PDSN IP addr
host HA IP addr

access-1list acl-name deny ip any any

TI7EAVAMEERLET,

lacl-name (2.7 U 7 b =~ 7O E LR U ACL
LEBELET,

RAFw 7 3 Router# Interface Physical-Interface of PI
interface

crypto map Crypto-Map set

PiA L H—Tx2ARZTVT s~ T &EDY
TFEI,HAIZ.ZDA X —7T = A A T, PDSN
MeEDENSNALNVIP T 7 4 v 7 28ZELE
—a’_‘o

54T 1R854 HA SA DERE

TIT 47| AR A HA SA FRTDIZ1E, ROI0S =2~ REFEHALET,

avU R

B

RXFw T 1 Router(config)#show ip mobile secure ?

foreign-agent
home-agent
host

summary

TITF4TBLOAZ LA D HA SA #FE L
\i—aﬂo

FA D SA #F R LFET . HA D SAZFERLET,
ENAN KRR RO SA #FRLET, SA DEL
FRRLET,

Wiz, Zoa<wy RoflzrLET,

Router# show ip mobile secure home-agent

Security Associations (algorithm,mode,replay protection,key) :

30.0.0.30:

SPI 100, MD5, Prefix-suffix, Timestamp +/- 7,

Key 'red'
HA#

Il Cisco Mobile Wireless Home Agent #8E 41 K
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HA @ IPSec %5E
>,
GE) W TL2RA MBI TRy MEFFAIT 255101, 47, BURIZRIES (deny) 27— KA
VEERELTLESD, EEAT— AV MIEO OTRTOT v RS LS an X
INCRRELET,
~
(G¥)  Cisco Catalyst 6500 33 X T8 7600 @ IPSec i, HA Tid7e<, A= =S VP LETHELET,

6HA £ VX4 U RFEA®D SUP 720 £ & U VRF-IPSec D&5E
Iz, SUP 720 3 X TN VRF-IPSec DEEM R EM 2R LET, 10-3 2L TLE&EW,

10-3  SUP 720 / VRF-IPSec DRE
int vlan 136 interface Gig0/0.137
ip vrf forwarding vrf-ha3 ip address 7.0.0.3/24
ip address 136.0.0.1/24 standby 10 ip address 7.0.0.10
ip policy route-map RRQ-HA3 standby 10 name HSRP_HA_HAS3
92.92.92.1 crypto map testmapssp1 ip mobile home-agent redundancy
FA e crypto engine slot 4 HSRP_HAS3 virtual-network address

route-map RRQ-HAS3 permit 10
match ip address 2000
set ip next-hop 7.0.0.10

13.0.0.30 mode active-standby

ip route 92.92.92.1/32 7.0.0.5 .
interface LoopbackO

ipaddress 13.0.0.30

Fa4/2 Vlan136
N f 9292929 N
PDSN - LAN: VPNSM
ip vrfvrf-ha3 92.92.92.10
rd 1000:1 Fa4/3
route-target export 1000:1 13.0.0.29
route-target import 1000:1
sspgroup 1 HOME_LAN: INTERNAL_VLAN_HAS:
remote 13.0.0.31 13.0.0.30 \ 7.0.0.5
redundancy PDSN
redundancy HOME Fa2/3 Vian136 ARAYF 2
redundancy INTERNAL_VLAN_HA3 13.0.0.31
Fa2/2
crypto isakmp profile prof1 92.92.92.11 Viani37 HA
vrivri-had vit vrt ~ha3 S
keyring keyO VPNSM 7.0.0.2 U
match identity address 92.92.92.1 5
©
crypto map testmap?2 20 ipsec-isakmp s

set peer 92.92.92.1
set transform-set mobile-set1

interface Loopback0
ipaddress 13.0.0.30

interface Gig0/0.137
ip address 7.0.0.4/24
standby 10 ip address 7.0.0.10
standby 10 name HSRP_HA_HA3
ip mobile home-agent redundancy
HSRP_HAZ2 virtual-network address
13.0.0.20 mode active-standby
ip route 92.92.92.1/32 7.0.0.5

set isakmp-profile prof1
match address 131

access-list 131 permit iphost 13.0.0.30
host 92.92.92.1

Cisco Mobile Wireless Home Agent #8tH 1 K
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SUP DF{E — RS v F1:

ip vrf vrf-ha2

rd 2000:1
route-target export
route-target import
!

ip vrf vrf-ha3l

rd 1000:1
route-target export
route-target import
!

ip vrf vrf-ha4

rd 4000:1
route-target export
route-target import
!

ip vrf vrf-has

rd 5000:1
route-target export
route-target import
!

ip vrf vrf-haé

rd 6000:1
route-target export
route-target import
!

ssp group 1

remote 13.0.0.31
redundancy PDSN-LAN
redundancy HOME-LAN
redundancy INTERNAL
redundancy HOME-LAN
redundancy INTERNAL
redundancy HOME-LAN
redundancy HOME-LAN
redundancy HOME-LAN
redundancy INTERNAL
redundancy INTERNAL
redundancy INTERNAL
port 4098

!

crypto keyring keyoO

pre-shared-key address 92.92.92.1 key cisco

!

crypto isakmp policy

authentication pre-

lifetime 60000

crypto isakmp ssp 1

!

crypto isakmp profil
vrf vrf-ha2
keyring keyO

match identity address 92.92.92.1 255.255.255.255

local-address 12.
crypto isakmp profil

vrf vrf-ha3

keyring keyO

match identity address 92.92.92.1 255.255.255.255

local-address 13.
crypto isakmp profil

vrf vrf-ha4

keyring keyO

match identity address 92.92.92.1 255.255.255.255

local-address 14.
crypto isakmp profil

vrf vrf-hab

keyring key0

2000:1
2000:1

1000:1
1000:1

4000:1
4000:1

5000:1
5000:1

6000:1
6000:1

_ VLAN HA3
-2
_VLAN_HA2
-4
-5
-6
_ VLAN HA4
_ VLAN HAS
_VLAN_HA6

1
share

e profl

0.0.30
e prof2

0.0.30
e prof4

0.0.30
e profs
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match identity address 92.92.92.1 255.255.255.255
local-address 15.0.0.30
crypto isakmp profile profé
vrf vrf-haé6
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 16.0.0.30

!

crypto ipsec transform-set mobile-setl esp-des esp-sha-hmac

!

crypto map testmap local-address FastEthernet4/3
crypto map testmap 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof2

match address 131

!

crypto map testmapl local-address FastEthernet4/4
crypto map testmapl 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profl

match address 121

crypto map testmap4 local-address FastEthernet4/7
crypto map testmap4 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof4

match address 141

!

crypto map testmap5 local-address FastEthernet4/9
crypto map testmap5 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profs

match address 151

!

crypto map testmap6é local-address FastEthernet4/11

crypto map testmapé 20 ipsec-isakmp

set peer 92.92.92.1

set transform-set mobile-setl
set isakmp-profile profe
match address 161

crypto engine mode vrf

!

interface FastEthernet4/2

ip address 92.92.92.9 255.255.0.0
ip policy route-map RRQ-HA10
speed 100
duplex half
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

ip 92.

92.92.10

preempt
name PDSN-LAN

track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
GigabitEthernet6/1
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é

Vlanl4é

Vlanl47

| cMwWHA-12415-J

Cisco Mobile Wireless Home Agent #fE5 1 F 1



£10=

HAQEFa2UT4 |

T

standby
standby
standby
standby
standby

track
track
track
track
track

Vlanl5e
Vlanl57
Vlanléé
Vlanle7
Vlan200

crypto engine slot 6

!

interface FastEthernet4/3
ip address 13.0.0.29 255.255.0.0
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

3

ip 13.

0.0.30

preempt
name HOME-LAN

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
GigabitEthernet6/1
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é

Vlanl4e

Vlanl47

Vlanl5é

Vlanl57

Vlanléé

Vlanlé7

Vlan200

crypto engine slot 6

interface FastEthernet4/4

ip address 12.0.0.29 255.255.255.0
duplex half
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

2

ip 12.

0.0.30

preempt
name HOME-LAN-2

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
GigabitEtherneté6/1
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é

Vlanl4e

Vlanl47

Vlanl5eé

Vlanl57

Vlanléé

Vlanlé7

Vlan200

crypto engine slot 6

interface FastEthernet4/5

switchport

switchport access vlan 137
switchport mode access
no ip address

interface FastEthernet4/6

switchport

switchport access vlan 127
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switchport mode access
no ip address
speed 100
duplex half

!

interface FastEthernet4/7
ip address 14.0.0.29 255.255.255.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

delay minimum 30 reload 60

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

4

ip 14.

0.0.30

preempt
name HOME-LAN-4

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é
GigabitEthernet6/1
Vlanl4é

Vlanl47

Vlanl5eée

Vlanl57

Vlanléé

Vlanle7

Vlan200

crypto engine slot 6

!

interface FastEthernet4/8

switchport

switchport access vlan 147
switchport mode access
no ip address

!

interface FastEthernet4/9
ip address 15.0.0.29 255.255.255.0
delay minimum 30 reload 60

standby

standby 5

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5

5

ip 15.

0.0.30

preempt
name HOME-LAN-5

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é
GigabitEthernet6/1
Vlanl4e

Vlanl47

Vlanl5é

Vlanl57

Vlanléé

Vlanlée7

Vlan200

crypto engine slot 6

interface FastEthernet4/10

switchport

switchport access vlan 157
switchport mode access
no ip address

ﬂbll
filt
=
|
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interface FastEthernet4/11

ip address 16.0.0.29 255.255.255.0
standby delay minimum 30 reload 60
standby 6 ip 16.0.0.30

standby track Vlanléé
standby track Vlanle7
standby 6 track V1an200
crypto engine slot 6
!
interface FastEthernet4/12
switchport
switchport access vlan 167

standby 6 preempt
standby 6 name HOME-LAN-6
standby 6 track FastEthernet4/2
standby 6 track FastEthernet4/3
standby 6 track FastEthernet4/4
standby 6 track FastEthernet4/7
standby 6 track FastEthernet4/9
standby 6 track FastEthernet4/11
standby 6 track Vlanl3é
standby 6 track Vl1anl37
standby 6 track Vlanl27
standby 6 track Vlanl2é6
standby 6 track GigabitEthernet6/1
standby 6 track Vlanl4é6
standby 6 track Vlanl47
standby 6 track Vlanl5é6
standby 6 track Vlanl57

6

6

switchport mode access

no ip address

!
interface GigabitEtherneté6/1
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 126,136,146,156,166
switchport mode trunk

no ip address

flowcontrol receive on

flowcontrol send off

spanning-tree portfast trunk

|
interface GigabitEthernet6/2
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan none
switchport mode trunk

no ip address

flowcontrol receive on

flowcontrol send off

spanning-tree portfast trunk

|

interface Vlanl2é

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha2

ip address 126.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA2

no mop enabled

crypto map testmapl ssp 1

crypto engine slot 6

|

interface Vlanl27

description internal vlan to HA2
ip vrf forwarding vrf-ha2

ip address 6.0.0.1 255.255.0.0
standby 12 ip 6.0.0.5
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standby 12 preempt

standby 12 name INTERNAL VLAN HA2
standby 12 track FastEthernet4/2
standby 12 track FastEthernet4/3
standby 12 track FastEthernet4/4
standby 12 track FastEthernet4/7
standby 12 track FastEthernet4/9
standby 12 track FastEthernet4/11
standby 12 track Vlanl3é6

standby 12 track Vlanl37

standby 12 track Vlanl27

standby 12 track Vlanl2é

standby 12 track GigabitEtherneté6/1
standby 12 track Vlanl4é

standby 12 track Vlanl47

standby 12 track Vlanl5é

standby 12 track Vlanl57

standby 12 track Vlanléé6

standby 12 track Vlanlée7

standby 12 track V1an200

!

interface Vlanl3é

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha3l

ip address 136.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap ssp 1

crypto engine slot 6

!

interface Vvlanl37

description internal vlan to HA3
ip vrf forwarding vrf-ha3l

ip address 7.0.0.1 255.255.0.0
standby 13 ip 7.0.0.5

standby 13 preempt

standby 13 name INTERNAL VLAN HA3
standby 13 track FastEthernet4/2
standby 13 track FastEthernet4/3
standby 13 track FastEthernet4/4
standby 13 track FastEthernet4/7
standby 13 track FastEthernet4/9
standby 13 track FastEthernet4/11
standby 13 track Vlanl3é

standby 13 track Vl1anl37

standby 13 track Vlanl27

standby 13 track Vlanl2é

standby 13 track GigabitEtherneté6/1
standby 13 track Vlanl4eé

standby 13 track Vlanl47

standby 13 track Vlanl5é6

standby 13 track Vlanl57

standby 13 track Vlanléé

standby 13 track Vlanlée7

standby 13 track Vl1an200

!

interface Vlanl4é

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha4

ip address 146.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA4

no mop enabled

crypto map testmap4 ssp 1
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crypto engine slot 6

!

interface Vlanl47
description internal vlan to HA4
ip vrf forwarding vrf-ha4

ip address 8.0.0.1 255.255.0.0

ip 8.0.0.5

preempt

name INTERNAL VLAN HA4

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
!

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface Vlanlsé
description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-has

ip address 156.0.0.1 255.255.255.0
no ip redirects
no ip unreachables

ip policy route-map RRQ-HAS
no mop enabled
crypto map testmap5 ssp 1
crypto engine slot 6

!

interface Vlanl57
description internal vlan to HAS
ip vrf forwarding vrf-hab

ip address 9.0.0.1 255.255.0.0

ip 9.0.0.5

preempt

name INTERNAL_ VLAN_ HAS5

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface Vlanléé6
description secure vlan
ethernet point-to-point

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl3eé

Vlanl37

Vlanl27

Vlanl2é
GigabitEthernet6/1
Vlanl4é

Vlanl47

Vlanl5é

Vlanl57

Vlanléé

Vlanlée7

Vl1an200

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é
GigabitEthernet6/1
Vlanl4é

Vlanl47

Vlanl5eé

Vlanl57

Vlanleée

Vlanlée7

Vlan200
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ip vrf forwarding vrf-haé

ip address 166.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA6

no mop enabled

crypto map testmapé6 ssp 1

crypto engine slot 6

!
interface Vvlanlée7

description internal vlan to HA6
ip vrf forwarding vrf-haé

ip address 10.0.0.1 255.255.0.0
standby 16 ip 10.0.0.5

standby 16 preempt

standby 16 name INTERNAL VLAN HA6
standby 16 track FastEthernet4/2
standby 16 track FastEthernet4/3
standby 16 track FastEthernet4/4
standby 16 track FastEthernet4/7
standby 16 track FastEthernet4/9
standby 16 track FastEthernet4/11
standby 16 track Vlanl3é

standby 16 track Vl1anl37

standby 16 track Vlanl27

standby 16 track Vlanl2é

standby 16 track GigabitEtherneté6/1
standby 16 track Vlanl4é

standby 16 track Vlanl47

standby 16 track Vlanl5é6

standby 16 track Vlanl57

standby 16 track Vlanléé

standby 16 track Vlanlée7

standby 16 track V1an200

!

interface vlan 200

ip address 200.0.0.2 255.0.0.0
standby 250 ip 200.0.0.3

standby 250 preempt

standby 250 name NON_IPSEC_ VLAN
standby 250 track FastEthernet4/2
standby 250 track FastEthernet4/3
standby 250 track FastEthernet4/4
standby 250 track FastEthernet4/7
standby 250 track FastEthernet4/9
standby 250 track FastEthernet4/11
standby 250 track Vlanl3eé

standby 250 track Vlanl37

standby 250 track Vlanl27

standby 250 track Vlanl2eé

standby 250 track GigabitEthernet6/1
standby 250 track Vlanl4é6

standby 250 track Vlanl4?7

standby 250 track Vlanl56

standby 250 track Vlanl57

standby 250 track Vlanléé

standby 250 track Vlanlé7
|

ip route vrf vrf-ha2 92.92.92.0 255.255.255.0 Vlanl26 92.92.92.1 global
ip route vrf vrf-ha3 92.92.92.0 255.255.255.0 Vlanl36 92.92.92.1 global
ip route vrf vrf-ha4 92.92.92.0 255.255.255.0 Vlanl46 92.92.92.1 global
ip route vrf vrf-hab5 92.92.92.0 255.255.255.0 Vlanl56 92.92.92.1 global
ip route vrf vrf-ha6 92.92.92.0 255.255.255.0 Vlanlé66 92.92.92.1 global

|

access-list 121 permit ip host 12.0.0.30 host 92.92.92.1
access-list 121 remark Access List for HA2

access-list 131 permit ip host 13.0.0.30 host 92.92.92.1
access-1list 131 remark Access List for HA3

access-list 141 permit ip host 14.0.0.30 host 92.92.92.1
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141
151
151
161
161
2000
2000
2001
2002
2003
2004
2005

access-list
access-list permit
access-list
access-list permit
access-list
access-list
access-list permit
access-list
access-list
access-list permit
access-list

access-list
!

permit ip 95.
permit ip 96.
ip 97.
permit ip 98.
permit ip 99.

95.
96.0
97.
98.
99.

remark Access List for HA4
ip host 15.0.0.30 host 92.92.92.1
remark Access List for HAS
ip host 16.0.0.30 host 92.92.92.1
remark Access List for HA6
permit udp any any eq mobile-ip
ipinip any any
95.
96.
97.
98.
99.

0

o O
o O O O O

o O O O O
o O O O O

o

.255
.255
.255
.255
.255

arp vrf
arp
arp
arp

arp

vrf
vrf
vrf
vrf

vrf-haé
vrf-ha4
vrf-hab
vrf-ha2
vrf-ha3

10.0.0.10 0000.0c07.ac32 ARPA
8. .10 0000.0c07.acle ARPA
.10 0000.0c07.ac28 ARPA
.10 0000.0c07.acOa ARPA
.10 0000.0c07.acl4 ARPA

o O O o
o O O o

9
6.
7

!
route-map RRQ-HA5 permit 10
match ip address 2000
set ip next-hop 9.0.0.10
!
route-map RRQ-HA4 permit 10
match ip address 2000
set ip next-hop 8.0.0.10
!
route-map RRQ-HA6 permit 10
match ip address 2000
set ip next-hop 10.0.0.10
!
route-map RRQ-HA3 permit 10
match ip address 2000
set ip next-hop 7.0.0.10
!
route-map RRQ-HA2 permit 10
match ip address 2000
set ip next-hop 6.0.0.10
!
route-map RRQ-HA10 permit 10
match ip address 2001
continue 11
set ip next-hop 200.0.0.5
!
route-map RRQ-HA1O0 permit 11
match ip address 2002
continue 12
set ip next-hop 200.0.0.15
|
route-map RRQ-HA10 permit 12
match ip address 2003
continue 13
set ip next-hop 200.0.0.25
|
route-map RRQ-HA1O0 permit 13
match ip address 2004
continue 14
set ip next-hop 200.0.0.35
!
route-map RRQ-HA1Q permit 14
match ip address 2005
set ip next-hop 200.0.0.45

host
host
host
host
host

120.
130.
140.
150.
160.

o O O O O

o O O O O

.30
.30
.30
.30
.30
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SUP DF{E — RS Y F 2:

ip vrf vrf-ha2
rd 2000:1
route-target export 2000:1
route-target import 2000:1
!
ip vrf vrf-ha3
rd 1000:1
route-target export 1000:1
route-target import 1000:1
!
ip vrf vrf-ha4
rd 4000:1
route-target export 4000:1
route-target import 4000:1
!
ip vrf vrf-has
rd 5000:1
route-target export 5000:1
route-target import 5000:1
!
ip vrf vrf-haé6
rd 6000:1
route-target export 6000:1
route-target import 6000:1
!
ssp group 1
remote 13.0.0.29
redundancy PDSN-LAN
redundancy HOME-LAN
redundancy INTERNAL_ VLAN HA3
redundancy HOME-LAN-2
redundancy INTERNAL VLAN HA2
redundancy HOME-LAN-4
redundancy HOME-LAN-5
redundancy HOME-LAN-6
redundancy INTERNAL_ VLAN HA4
redundancy INTERNAL VLAN HAS5
redundancy INTERNAL VLAN HA6
port 4098
!
crypto keyring keyO
pre-shared-key address 92.92.92.1 key cisco
!
crypto isakmp policy 1
authentication pre-share
lifetime 60000
crypto isakmp ssp 1
|
crypto isakmp profile profl
vrf vrf-ha2
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 12.0.0.30
crypto isakmp profile prof2
vrf vrf-ha3
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 13.0.0.30
crypto isakmp profile prof4
vrf vrf-ha4
keyring key0
match identity address 92.92.92.1 255.255.255.255
local-address 14.0.0.30
crypto isakmp profile prof5
vrf vrf-has
keyring key0
match identity address 92.92.92.1 255.255.255.255
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local-address 15.0.0.30
crypto isakmp profile profé

vrf vrf-haé6
keyring key0

match identity address 92.92.92.1 255.255.255.255

local-address 16.0.0.30

!

crypto ipsec transform-set mobile-setl esp-des esp-sha-hmac

crypto map testmap local-address FastEthernet2/3

crypto map testmap 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof2

match address 131

!

crypto map testmapl local-address FastEthernet2/5

crypto map testmapl 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profl

match address 121

!

crypto map testmap4 local-address FastEthernet2/7

crypto map testmap4 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof4

match address 141

crypto map testmap5 local-address FastEthernet2/9

crypto map testmap5 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profs

match address 151

!

crypto map testmapé local-address FastEthernet2/11

crypto map testmapé 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profeé

match address 161

!

crypto engine mode vrf

interface FastEthernet2/2

ip address 92.92.92.11 255.255.0.0
ip policy route-map RRQ-HA10

speed 100
duplex full
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

ip 92.

92.92.10

preempt
name PDSN-LAN

track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
GigabitEthernet4/1
Vlanl3e

Vlanl37

Vlanl27

Vlanl2e

Vlanl4e

Vlanl5eé

Vlanl57
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standby
standby
standby
standby

1
1
1
1

track
track
track
track

Vlanléé
Vlanlé7
Vlanl47
Vlan200

crypto engine slot 4

interface FastEthernet2/3
ip address 13.0.0.31 255.255.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

delay minimum 30 reload 60

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

3

ip 13.

0.0.30

preempt
name HOME-LAN

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
GigabitEthernet4/1
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é

Vlanl4é

Vlanl5eée

Vlanl57

Vlanléé

Vlanle7

Vlanl47

Vl1an200

crypto engine slot 4

!

interface FastEthernet2/4

switchport

switchport access vlan 137
switchport mode access
no ip address

!

interface FastEthernet2/5
ip address 12.0.0.31 255.255.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

delay minimum 30 reload 60

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

2

ip 12.

0.0.30

preempt
name HOME-LAN-2

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
GigabitEthernet4/1
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é

Vlanl4eé

Vlanl5é

Vlanl57

Vlanléé

Vlanlée7

Vlanl47

Vlan200

crypto engine slot 4

interface FastEthernet2/6

switchport

switchport access vlan 127
switchport mode access
no ip address
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interface FastEthernet2/7

ip address 14.0.0.31 255.255.0.0
standby delay minimum 30 reload 60

standby 4 ip 14.0.0.30

standby 4 preempt

standby 4 name HOME-LAN-4
standby 4 track FastEthernet2/2
standby 4 track FastEthernet2/3
standby 4 track FastEthernet2/5
standby 4 track FastEthernet2/7
standby 4 track FastEthernet2/9
standby 4 track FastEthernet2/11
standby 4 track Vlanl3é

standby 4 track Vl1anl37

standby 4 track Vlanl27

standby 4 track Vlanl2é6

standby 4 track GigabitEthernet4/1
standby 4 track Vlanl4é

standby 4 track Vlanl5é6

standby 4 track Vlanl57

standby 4 track Vlanléé

standby 4 track Vlanlée7

standby 4 track Vlanl47

standby 4 track V1an200
crypto engine slot 4
!
interface FastEthernet2/8
switchport
switchport access vlan 147
switchport mode access
no ip address
!
interface FastEthernet2/9
ip address 15.0.0.31 255.255.0.0
standby delay minimum 30 reload 60
standby 5 ip 15.0.0.30

standby 5 preempt

standby 5 name HOME-LAN-5
standby 5 track FastEthernet2/2
standby 5 track FastEthernet2/3
standby 5 track FastEthernet2/5
standby 5 track FastEthernet2/7
standby 5 track FastEthernet2/9
standby 5 track FastEthernet2/11
standby 5 track Vlanl3é

standby 5 track V1anl37

standby 5 track Vlanl27

standby 5 track Vlanl2é

standby 5 track GigabitEthernet4/1
standby 5 track Vlanl4é6

standby 5 track Vlanl5é6

standby 5 track Vlanl57

standby 5 track Vlanléé6

standby 5 track Vlanlé7

standby 5 track Vlanl47

standby 5 track V1an200
crypto engine slot 4
!
interface FastEthernet2/10
switchport
switchport access vlan 157
switchport mode access
no ip address
!
interface FastEthernet2/11
ip address 16.0.0.31 255.255.0.0
standby delay minimum 30 reload 60
standby 6 ip 16.0.0.30
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standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6

6

preempt
name HOME-LAN-6

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é
GigabitEthernet4/1
Vlanl4é

Vlanl5é

Vlanl57

Vlanléé

Vlanlé7

Vlanl47

Vlan200

crypto engine slot 4

!

interface FastEthernet2/12
switchport
switchport access vlan 167
switchport mode access

no ip address

!

interface GigabitEthernet4/1
switchport
switchport
switchport
switchport
no ip address
flowcontrol receive on

trunk encapsulation dotlqg
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trunk allowed vlan 126,136,146,156,166

mode

trunk

flowcontrol send off
spanning-tree portfast trunk

!

interface GigabitEthernet4/2
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan none

switchport mode trunk
no ip address
flowcontrol receive on
flowcontrol send off
spanning-tree portfast trunk

interface Vlanl26

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha2

ip address 126.0.0.2 255.255.255.0
no ip redirects
no ip unreachables

ip policy route-map RRQ-HA2
no mop enabled
crypto map testmapl ssp 1
crypto engine slot 4

interface Vlanl27

description internal vlan to HA2
ip vrf forwarding vrf-ha2
ip address 6.0.0.2 255.255.0.0

standby
standby
standby
standby
standby

12
12
12
12
12

ip 6

.0.0.5

preempt

name

INTERNAL_ VLAN_HA2

track FastEthernet2/2
track FastEthernet2/3
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standby 12 track FastEthernet2/5
standby 12 track FastEthernet2/7
standby 12 track FastEthernet2/9
standby 12 track FastEthernet2/11
standby 12 track Vlanl3é

standby 12 track Vl1anl37

standby 12 track Vlanl27

standby 12 track Vlanl2é

standby 12 track GigabitEthernet4/1
standby 12 track Vlanl4eé

standby 12 track Vlanl5é6

standby 12 track Vlanl57

standby 12 track Vlanléé

standby 12 track Vlanlé7

standby 12 track Vlanl47

standby 12 track V1an200

!
interface Vlanl3é6

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha3l

ip address 136.0.0.2 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap ssp 1

crypto engine slot 4

!
interface Vlanl37

description internal vlan to HA3
ip vrf forwarding vrf-ha3

ip address 7.0.0.2 255.255.0.0
standby 13 ip 7.0.0.5

standby 13 preempt

standby 13 name INTERNAL VLAN_ HA3
standby 13 track FastEthernet2/2
standby 13 track FastEthernet2/3
standby 13 track FastEthernet2/5
standby 13 track FastEthernet2/7
standby 13 track FastEthernet2/9
standby 13 track FastEthernet2/11
standby 13 track Vlanl3eé

standby 13 track Vl1anl37

standby 13 track Vlanl27

standby 13 track Vlanl2eé

standby 13 track GigabitEthernet4/1
standby 13 track Vlanl4é6

standby 13 track Vlanl5é6

standby 13 track Vlanl57

standby 13 track Vlanléé6

standby 13 track Vlanlé7

standby 13 track Vlanl47

standby 13 track V1an200

|

interface Vlanl4é6

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha4

ip address 146.0.0.2 255.0.0.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA4

no mop enabled

crypto map testmap4 ssp 1

crypto engine slot 4

|

interface Vlanl47

description internal vlan to HA4
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ip vrf forwarding vrf-ha4

ip address 8.0.0.

2 255.255.0.0

standby 14 ip 8.0.0.5
standby 14 preempt
standby 14 name INTERNAL VLAN HA4

standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
standby 14 track
!

interface Vlanl5é

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é

GigabitEthernet4/1

Vlanl4e
Vlanl5é
Vlanl57
Vlanléé
Vlanlé7
Vlanl47
Vlan200

description secure vlan
ethernet point-to-point
ip vrf forwarding vrf-has

ip address 156.0.0.2 255.255.255.0

no ip redirects

no ip unreachables
ip policy route-map RRQ-HAS

no mop enabled

crypto map testmap5 ssp 1
crypto engine slot 4

interface Vlanl57

description internal vlan to HAS
ip vrf forwarding vrf-has

ip address 9.0.0.

2 255.255.0.0

standby 15 ip 9.0.0.5
standby 15 preempt
standby 15 name INTERNAL VLAN HAS5

standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
standby 15 track
!

interface Vlanléé

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
Vlanl3é

Vlanl37

Vlanl27

Vlanl2é

GigabitEthernet4/1

Vlanl4e
Vlanl5eé
Vlanl57
Vlanléé
Vlanle7
Vlanl47
Vlan200

description secure vlan
ethernet point-to-point
ip vrf forwarding vrf-haé

ip address 166.0.0.2 255.255.255.0

no ip redirects

no ip unreachables
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ip policy route-map RRQ-HA6
no mop enabled

crypto map testmap6 ssp 1
crypto engine slot 4

!

interface Vlanlé7

description internal vlan to HA2
ip vrf forwarding vrf-haé

ip address 10.0.0.2 255.255.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
!

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

ip 10.0.0.5

preempt

name INTERNAL VLAN HA6
track FastEthernet2/2

FastEthernet2/3

FastEthernet2/5

FastEthernet2/7

FastEthernet2/9

FastEthernet2/11
Vlanl3eé

Vlanl37

Vlanl27

Vlanl2é

track
track
track
track
track
track
track
track
track
track
Vlanl4é
Vlanl5e
Vlanl57
Vlanléé
Vlanle7
Vlanl47
Vlan200

track
track
track
track
track
track
track

interface vlan 200
ip address 200.0.0.1 255.0.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

route
route

ip
ip
ip
ip
ip
|

route
route
route

250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250

vrf
vrf
vrf
vrf
vrf

access-list
access-list

access-list
access-list
access-list

access-list
access-list
access-list

access-list

GigabitEthernet4/1

ip 200.0.0.3

preempt

name NON_IPSEC_VLAN

track FastEthernet2/2

track FastEthernet2/3

track FastEthernet2/5

track FastEthernet2/7

track FastEthernet2/9

track FastEthernet2/11

track Vlanl3e

track Vlanl37

track Vlanl27

track Vlanl2e

track GigabitEthernet4/1

track Vlanl4e

track Vlanl56

track Vlanl57

track Vlanléé

track Vlanlée7

track Vlanl4?7

vrf-ha2 92.92.92.0 255.255.255.0
vrf-ha3 92.92.92.0 255.255.255.0
vrf-ha4 92.92.92.0 255.255.255.0
vrf-ha5 92.92.92.0 255.255.255.0
vrf-ha6 92.92.92.0 255.255.255.0
121 permit ip host 12.0.0.30 host
121 remark Access List for HA2
131 permit ip host 13.0.0.30 host
131 remark Access List for HA3
141 permit ip host 14.0.0.30 host
141 remark Access List for HA4
151 permit ip host 15.0.0.30 host
151 remark Access List for HAS
161 permit ip host 16.0.0.30 host

Vlanl2é
Vlanl3é6
Vlanl4é6
Vlanl5eé
Vlanléé6

92.
92.
92.
92.
92.

92.92.92.1

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.

92.
92.
92.
92.
92.

92.
92.
92.
92.
92.

B R R R R

global
global
global
global
global
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access-list 161 remark Access List for HA6
access-list 2000 permit udp any any eq mobile-ip
access-list 2000 permit ipinip any any

access-list 2001 permit ip 95.95.95.0 0.0.0.255 host 120.0.0.30
access-list 2002 permit ip 96.96.96.0 0.0.0.255 host 130.0.0.30
access-list 2003 permit ip 97.97.97.0 0.0.0.255 host 140.0.0.30
access-list 2004 permit ip 98.98.98.0 0.0.0.255 host 150.0.0.30
access-list 2005 permit ip 99.99.99.0 0.0.0.255 host 160.0.0.30

!
arp vrf vrf-haé 10.0.0.10 0000.0c07.ac32 ARPA

arp vrf vrf-ha4 8.0.0.10 0000.0c07.acle ARPA
arp vrf vrf-ha5 9.0.0.10 0000.0c07.ac28 ARPA
arp vrf vrf-ha2 6.0.0.10 0000.0c07.acO0a ARPA
arp vrf vrf-ha3 7.0.0.10 0000.0c07.acl4 ARPA

!
route-map RRQ-HAS5 permit 10
match ip address 2000

set ip next-hop 9.0.0.10

!
route-map RRQ-HA4 permit 10
match ip address 2000

set ip next-hop 8.0.0.10

!
route-map RRQ-HA6 permit 10
match ip address 2000

set ip next-hop 10.0.0.10

!
route-map RRQ-HA3 permit 10
match ip address 2000

set ip next-hop 7.0.0.10

!
route-map RRQ-HA2 permit 10
match ip address 2000

set ip next-hop 6.0.0.10

!
route-map RRQ-HA1O0 permit 10
match ip address 2001
continue 11

set ip next-hop 200.0.0.5

!
route-map RRQ-HA10 permit 11
match ip address 2002
continue 12

set ip next-hop 200.0.0.15
|
route-map RRQ-HA1O permit 12
match ip address 2003
continue 13

set ip next-hop 200.0.0.25
!
route-map RRQ-HA1O0 permit 13
match ip address 2004
continue 14

set ip next-hop 200.0.0.35
|
route-map RRQ-HA10 permit 14
match ip address 2005

set ip next-hop 200.0.0.45

Cisco Mobile Wireless Home Agent #8tH 1 K
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HA DERE — RM v F1:
HA1:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 12.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.126

encapsulation dotlQ 126

ip address 126.0.0.82 255.255.255.0

!

interface GigabitEthernet0/0.127

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 127

ip address 6.0.0.3 255.255.255.0

standby 10 ip 6.0.0.10

standby 10 preempt

standby 10 name HSRP_HA HA2

standby 10 track GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.4 255.0.0.0

no snmp trap link-status

standby 200 ip 200.0.0.5

standby 200 preempt

standby 200 track GigabitEthernet0/0.127

!

router mobile

|

ip local pool ha-pool2 10.1.2.1 10.1.2.255

ip route 92.92.92.1 255.255.255.255 6.0.0.5

ip route 95.95.95.0 255.255.255.0 200.0.0.3

!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA2 virtual-network address 12.0.0.30 mode
active-standby

ip mobile virtual-network 12.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool2 virtual-network 12.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 6.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA2:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 13.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.136

encapsulation dotlQ 136

ip address 136.0.0.83 255.255.255.0

!
interface GigabitEthernet0/0.137

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 137

ip address 7.0.0.3 255.255.255.0

standby 20 ip 7.0.0.10

standby 20 preempt

standby 20 name HSRP_HA HA3

standby 20 name GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.14 255.0.0.0

no snmp trap link-status

standby 201 ip 200.0.0.15

standby 201 preempt

standby 201 track GigabitEthernet0/0.137

!

router mobile

|

ip local pool ha-pool3 10.1.3.1 10.1.3.255

ip route 92.92.92.1 255.255.255.255 7.0.0.5

ip route 96.96.96.0 255.255.255.0 200.0.0.3

!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA3 virtual-network address 13.0.0.30 mode
active-standby

ip mobile virtual-network 13.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool3 virtual-network 13.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 7.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA3:

interface Loopback0
description Advertised Home Agent Virtual IP Address
ip address 14.0.0.30 255.255.255.255
|
interface GigabitEthernet0/0.146
encapsulation dotlQ 146
ip address 146.0.0.82 255.255.255.0
!
interface GigabitEthernet0/0.147
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 147
ip address 8.0.0.3 255.255.255.0
standby 30 ip 8.0.0.10
standby 30 preempt
standby 30 name HSRP_HA HA4
standby 30 name GigabitEthernet0/0.200
!
interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200
ip address 200.0.0.24 255.0.0.0
no snmp trap link-status
standby 202 ip 200.0.0.25
standby 202 preempt
standby 202 track GigabitEthernet0/0.147
!
router mobile
|
ip local pool ha-pool4 10.1.4.1 10.1.4.255
ip route 92.92.92.1 255.255.255.255 8.0.0.5
ip route 97.97.97.0 255.255.255.0 200.0.0.3
!
ip mobile home-agent unknown-ha accept
ip mobile home-agent redundancy HSRP_HA HA4 virtual-network address 14.0.0.30 mode
active-standby
ip mobile virtual-network 13.0.0.10 255.255.255.255
ip mobile virtual-network 14.0.0.10 255.255.255.255
ip mobile host nai @cisco.com address pool local ha-pool4 virtual-network 14.0.0.10
255.255.255.255
ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
ip mobile secure home-agent 8.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA4:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 15.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.156

encapsulation dotlQ 156

ip address 156.0.0.82 255.255.255.0

!
interface GigabitEthernet0/0.157

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 157

ip address 9.0.0.3 255.255.255.0

standby 40 ip 9.0.0.10

standby 40 preempt

standby 40 name HSRP_HA HAS

standby 40 name GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.34 255.0.0.0

no snmp trap link-status

standby 203 ip 200.0.0.35

standby 203 preempt

standby 203 track GigabitEthernet0/0.157

!

router mobile

|

ip local pool ha-pool5 10.1.5.1 10.1.5.255

ip route 92.92.92.1 255.255.255.255 9.0.0.5

ip route 98.98.98.0 255.255.255.0 200.0.0.3

!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA5 virtual-network address 15.0.0.30 mode
active-standby

ip mobile virtual-network 15.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool5 virtual-network 15.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 9.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA5:

interface Loopback0

description Advertised Home Agent Virtual IP Address
ip address 16.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.166
encapsulation dotlQ 166

ip address 166.0.0.82 255.255.255.0

!
interface GigabitEthernet0/0.167
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 167

ip address 10.0.0.3 255.255.255.0

standby 50 ip 10.0.0.10

standby 50 preempt

standby 50 name HSRP_HA HA6

standby 50 GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200

ip address 200.0.0.44 255.0.0.0

no snmp trap link-status

standby 204 ip 200.0.0.45

standby 204 preempt

standby 204 track GigabitEthernet0/0.167

!

router mobile

|

ip local pool ha-poolé 10.1.6.1 10.1.6.255
ip route 92.92.92.1 255.255.255.255 10.0.0.5
ip route 99.99.99.0 255.255.255.0 200.0.0.3
!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA6 virtual-network address 16.0.0.30 mode

active-standby
ip mobile virtual-network 16.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-poolé virtual-network 16.0.0.10

255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode

prefix-suffix

ip mobile secure home-agent 10.0.0.4 spi 100 key ascii cisco algorithm md5 mode

prefix-suffix
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HA DERE — ALY F 2:

HA1:

interface LoopbackO
description Advertised Home Agent Virtual IP Address
ip address 12.0.0.30 255.255.255.255
|
interface GigabitEthernet0/0.126
encapsulation dotlQ 126
ip address 126.0.0.32 255.255.255.0
|
interface GigabitEthernet0/0.127
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 127
ip address 6.0.0.4 255.255.255.0
standby 10 ip 6.0.0.10
standby 10 preempt
standby 10 name HSRP_HA HA2
standby 10 GigabitEthernet0/0.200
|
interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200
ip address 200.0.0.6 255.0.0.0
no snmp trap link-status
standby 200 ip 200.0.0.5
standby 200 preempt
standby 200 track GigabitEthernet0/0.127
|
router mobile
|
ip local pool ha-pool2 10.1.2.1 10.1.2.255
ip route 92.92.92.1 255.255.255.255 6.0.0.5
ip route 95.95.95.0 255.255.255.0 200.0.0.3
|
ip mobile home-agent unknown-ha accept
ip mobile home-agent redundancy HSRP_HA HA2 virtual-network address 12.0.0.30 mode
active-standby
ip mobile virtual-network 12.0.0.10 255.255.255.255
ip mobile host nai @cisco.com address pool local ha-pool2 virtual-network 12.0.0.10
255.255.255.255
ip mobile secure host nail @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
ip mobile secure home-agent 6.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA2:

interface Loopback0

description Advertised Home Agent Virtual IP Address
ip address 13.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.136
encapsulation dotlQ 136

ip address 136.0.0.33 255.255.255.0

!
interface GigabitEthernet0/0.137
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 137

ip address 7.0.0.4 255.255.255.0

standby 20 ip 7.0.0.10

standby 20 preempt

standby 20 name HSRP_HA HA3

standby 20 GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200

ip address 200.0.0.16 255.0.0.0

no snmp trap link-status

standby 201 ip 200.0.0.15

standby 201 preempt

standby 201 track GigabitEthernet0/0.137

!

router mobile

|

ip local pool ha-pool3 10.1.3.1 10.1.3.255
ip route 92.92.92.1 255.255.255.255 7.0.0.5
ip route 96.96.96.0 255.255.255.0 200.0.0.3
!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA3 virtual-network address 13.0.0.30 mode

active-standby
ip mobile virtual-network 13.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool3 virtual-network 13.0.0.10

255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode

prefix-suffix

ip mobile secure home-agent 7.0.0.3 spi 100 key ascii cisco algorithm md5 mode

prefix-suffix
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HA3:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 14.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.146

encapsulation dotlQ 146

ip address 146.0.0.32 255.255.255.0

!
interface GigabitEthernet0/0.147

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 147

ip address 8.0.0.4 255.255.255.0

standby 30 ip 8.0.0.10

standby 30 preempt

standby 30 name HSRP_HA HA4

standby 30 GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.26 255.0.0.0

no snmp trap link-status

standby 202 ip 200.0.0.25

standby 202 preempt

standby 202 track GigabitEthernet0/0.147

!

router mobile

|

ip local pool ha-pool4 10.1.4.1 10.1.4.255

ip route 92.92.92.1 255.255.255.255 8.0.0.5

ip route 97.97.97.0 255.255.255.0 200.0.0.3

!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA4 virtual-network address 14.0.0.30 mode
active-standby

ip mobile virtual-network 14.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool4 virtual-network 14.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 8.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA4:

interface Loopback0

description Advertised Home Agent Virtual IP Address
ip address 15.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.156
encapsulation dotlQ 156

ip address 156.0.0.32 255.255.255.0

!
interface GigabitEthernet0/0.157
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 157

ip address 9.0.0.4 255.255.255.0

standby 40 ip 9.0.0.10

standby 40 preempt

standby 40 name HSRP_HA HAS

standby 40 GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200

ip address 200.0.0.36 255.0.0.0

no snmp trap link-status

standby 203 ip 200.0.0.35

standby 203 preempt

standby 203 track GigabitEthernet0/0.157

!

router mobile

|

ip local pool ha-pool5 10.1.5.1 10.1.5.255
ip route 92.92.92.1 255.255.255.255 9.0.0.5
ip route 98.98.98.0 255.255.255.0 200.0.0.3
!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA5 virtual-network address 15.0.0.30 mode

active-standby
ip mobile virtual-network 15.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool5 virtual-network 15.0.0.10

255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode

prefix-suffix

ip mobile secure home-agent 9.0.0.3 spi 100 key ascii cisco algorithm md5 mode

prefix-suffix
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HA5:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 16.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.166

encapsulation dotlQ 166

ip address 166.0.0.32 255.255.255.0

!
interface GigabitEthernet0/0.167

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 167

ip address 10.0.0.4 255.255.255.0

standby 50 ip 10.0.0.10

standby 50 preempt

standby 50 name HSRP_HA HA6

standby 50 GigabitEthernet0/0.200

!

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.46 255.0.0.0

no snmp trap link-status

standby 204 ip 200.0.0.45

standby 204 preempt

standby 204 track GigabitEthernet0/0.167

!

router mobile

|

ip local pool ha-poolé 10.1.6.1 10.1.6.255

ip route 92.92.92.1 255.255.255.255 10.0.0.5

ip route 98.98.98.0 255.255.255.0 200.0.0.3

!

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA6 virtual-network address 16.0.0.30 mode
active-standby

ip mobile virtual-network 16.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-poolé virtual-network 16.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 10.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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