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HA PDSN/FA
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Cisco Mobile Wireless HA IP Cisco 7600
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Cisco HA

HA IP URL
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. p.2-15
Cisco Home Agent HA 7600 Cisco Service and Application
Module for IP SAMI HA

SAMI

Cisco Service and Application Module for IP SAMI
URL

http://www.cisco.com/en/US/products/hw/modules/ps5510/products_installation_and_configuration_guide_b
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7600 HA
7600
Cisco.com URL

http://www.cisco.com/en/US/products/hw/routers/ps368/index.html

7600 HA
IPSec

Cisco HA

SAMI MSFC-3 WS-SUP720 /PFC-3 WS-F6K-PFC3BXL Supervisor Engine 32

Supervisor Engine-720 WS-SUP720-3BXL Release Notes for

Cisco 10S Release 12.2SR for the Cisco 7600 Series Routers Upgrading to a New Software Release
Sup32 Sun720 SRB1 RSP720 SRC

HA Cisco SAMI SAMI 6 HA

6 HA
IPSec Catalyst IPSec VPN VPNSPA
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Cisco HA

e c7svcsamifeature-mz HA

SAMI
SAMI
SAMI c7svcsamifeature-mz
EXEC upgrade hw-module
>
show module LCP
SAMI
SAMI
1 |[Sup> enable EXEC
2 |Sup# upgrade hw-module URL
slot slot_num software file
url/file-name
3 |Sup# hw-module module
slot_num reset
SAMI
4 |Sup# show upgrade software
progress
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Cisco 7600 2 SAMI

Sup>

Sup> enable

Sup# upgrade hw-module slot 2 software file
tftp://10.1.1.1/c7svcsami-hlis-ms

Loading c7svcsami-hlis-ms from <TFTP SERVER IPADDRESS> (via V1anlO) :
| T T A A A O O I A

[OK - 34940891 bytes]

Sup# hw-module module 2 reset

Proceed with reload of module?[confirm]
% reset issued for module 2

Sup#

Apr 18 17:53:16.149 EDT: SP: The PC in slot 2 is shutting down. Please wait
Apr 18 17:53:33.713 EDT: SP: PC shutdown completed for module 2

000151: Apr 18 17:53:33.713 EDT: %C6KPWR-SP-4-DISABLED: power to module in slot 2 set

off

(Reset)

000152: Apr 18 17:57:52.033 EDT: $MLS_RATE-4-DISABLING: The Layer2 Rate Limiters have
been

disabled.

000153: Apr 18 17:57:51.513 EDT: $DIAG-SP-6-RUN_MINIMUM: Module 2: Running Minimal
Diagnostics...

000154: Apr 18 17:57:51.537 EDT: %$DIAG-SP-6-DIAG_OK: Module 2: Passed Online
Diagnostics

000155: Apr 18 17:57:52.073 EDT: %0IR-SP-6-INSCARD: SAMI inserted in slot 2,
interfaces

are now online

000156: Apr 18 17:57:59.589 EDT: %SVCLC-5-FWTRUNK: Firewalled VLANs configured on

trunks
Sup#
Cisco 7200 MWAM HA Cisco 7200
MWAM R3.1 SAMI Home Agent Release
4.0
2-1
HA R3.0 HA R3.1 HA R4.0
NPE400/NPE-G1 MWAM SAMI
/ 7200VXR SUP /SLB SUP /SLB
SUP 10S SX SUP IOS SRB
SUP2/SUP720/SUP32 |SUP720/RSP720
6500/7600 7600
1
HA Foreign Agent FA,; IP
FA AAA
HA
HA SLB SLB HA

CMWHA-12415-J |
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IP
FA HA HA  AAA
SAMI HA
HA IP
MS/FA HA IP
2-2
2-2 Cisco SAMI Cisco Mobile Wireless Home Agent
1
SLB SLB
7200VXR/NPE-G1 x< 1 SUP720/SAMI =< 1
SLB SLB
7200VXR/NPE-G1 SUP720/SAMI < 1
SLB SLB
7200VXR/NPE-G1 > 2 SUB720/
SAMI > 2
7600/ SUP2 7600/ SUP720
HA-SLB HA-SLB Sup2
MWAM SAMI

7600/ SUP720
HA-SLB

MWAM
SUP 10S SXF

7600/ SUP720
HA-SLB
SAMI

SUP 10S SRB

SRB

7600/ SUP720
HA-SLB

MWAM
SUP 10S SXF

7600/ SUPT72
HA-SLB

SAMI

SUP 10S SRB
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MWAM SAMI
HA R4.0 HA-SLB
HA R4.0
2-3 SAMI
2-3 2-2
1 e SAMI Cisco 7600/SUP720 HA
o SAMI HA MS FA
o SAMIHA 7200 NPE-G1 HA IP
2 e SAMI SLB Cisco 7600/SUP720 HA SUP720 SRB
HA SLB
o SAMI HA MS FA
3 e SAMI Cisco 7600/SUP720 HA 7200 HA
HSRP
e SAMI HA HSRP
S
SAMI HA R4.0
HA R4.0 QoS Quality of
Service
R3.1
Release 3.x R4.0
HA R3.x HA HA
HA R4.0 L2 HSRP L3 HAR3x HAR4.0
2
HA R4.0 bulk-sync HA R3.x
4 o SUP2 SUP720
MWAM SAMI
¢ HA-SLB
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5 . SUP720 SXF SUP720 SRB
MWAM SAMI
. SUP720  SRB
* SAMI SUPT720
1. MWAM SUP720
2. SUP720  SAMIVLAN VLAN  MWAM
3. MWAM SAMI PPC
SUP720 SAMI
MWAM
5. SAMI HA R4.0
MWAM HA 10S 5 SAMI PPC
SAMI  PPC 1
SAMI PPC
8. HA 3
. MWAM 2 SAMI
* HASLB
HA SAMI HSRP
. SAMI SLB
* SLB MWAM
* MWAM MS
s MWAM
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2-3 2-2
6 J 1 SUP720 SXF SUP720 SRB
e SAMI 1
MWAM SUP720
SUP720 SAMI VLAN VLAN MWAM
MWAM SAMI PPC
SUP720 SAMI
1 MWAM
SAMI HA R4.0
MWAM HA 5 10S 5 SAMI
6 PPC SAMI PPC 1
SAMI PPC
HA 3
HA SAMI HSRP
. 1 SAMIHA SLB
e SLB 2 MWAM
e MWAM MS 2 2
SAMI
e HA
R3.0 R4.0 R3.0
R4.0
. HSRP
* MWAM SUP I0S SRB
HA 3 PDSN/FA
AAA HA HA HSRP
1 SAMI HA
HA  Catalyst 7600 1 GE
VLAN PDSN/FA
AAA 7600 HA
VLAN
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e SAMI 10S p.2-9
*« HA AAA p.2-10
e HA RADIUS p.2-10
o p.2-11
SAMI 10S
SAMI
1 sup-7602(config)#vlian 3 VLAN VLAN
2 sup-7602(config-vlan)#exit VLAN
EXEC

sup-7602 (config) #interface vlan 3

4 sup-7602(config-if)# ip address 3.3.3.25
255.255.255.0

5 sup-7602(config)#vlan 30

6 sup-7602(config-vlan)#exit

7 sup-7602(config)#interface vlan 30

8 sup-7602(config-if)# ip address 30.0.0.25 255.0.0.0

9 sup-7602#svclc vlian-group 1 3

10 sup-7602#svclc vlian-group 2 30

11 sup-7602#svclc module 8 vlan-group 1,2

SAMI URL

http://www.cisco.com/en/US/products/hw/modules/ps5510/products_installation_and_configuration_guide_b
00k09186a0080875d19.html

SAMI
SAMI

Cisco Mobile Wireless Home Agent
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|
HA AAA
AAA
AAA Cisco 10S Security Configuration Guide Configuring
Authentication Configuring Accounting
HA AAA
1 Router(config)# aaa new model AAA
2 Router(config)# aaa authentication ppp RADIUS PPP
default group radius
3 Router(config)# aaa authorization network
default group radius
group radius
HA RADIUS
RADIUS AAA 1
RADIUS
RADIUS RADIUS
Cisco 10S Security Configuration Guide Configuring RADIUS
HA RADIUS
1 Router(config)# radius-server host RADIUS 1P
ip-addr key sharedsecret RADIUS
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211  HA—
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) A
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FEO/Q| J---" -l
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1 N ZTAR
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12.12.22.12
aO—AJL
BSC RADIUS | pdsn2-7206
PCF SO FE1/0
| ' 3.3.3.3
FE2/0

VLAN3
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HA

2-1 HA

Cisco_HA#sh run

Building configuration...
Current configuration : 4532 bytes
|

version 12.2

no parser cache

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service internal

service udp-small-servers
service tcp-small-servers

!

hostname hal

|

aaa new-model

aaa authentication login default group radius
aaa authentication login CONSOLE none

aaa authorization config-commands

aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa session-id common

|

username simulator password 0 cisco

username userc-moip password 0 cisco

username pdsn password 0 cisco

username userc password 0 cisco

username USER_PDSN

ip subnet-zero

ip cef

|

1

no ip domain-lookup

|

| 1

1

interface GigabitEthernet0/0.3

description To FA/PDSN

encapsulation dotlQ 3

ip address 3.3.3.1 255.255.255.0

|

interface GigabitEthernet0/0.30

description To AAA

encapsulation dotlQ 30

ip address 30.30.30.1 255.255.255.0

|

router mobile

|

ip local pool ha-pooll 10.35.35.1 35.35.35.254
ip mobile home-agent broadcast

ip mobile virtual-network 10.35.35.0 255.255.255.0

ip mobile host nai @xyz.com address pool local ha-pooll virtual-network 10.35.35.0

255.255.255.0 aaa load-sa lifetime 65535

radius-server host 30.0.0.10 auth-port 1645 acct-port 1646 key cisco

|

!

mgcp profile default
|

dial-peer cor custom
|

!

gatekeeper

shutdown

I Cisco Mobile Wireless Home Agent
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HA

line con 0
exec-timeout 0 O
login authentication CONSOLE

Cisco HA NAI
IP
IP
HA  1S-835-B IPSec IKE IPSec AH IP Encapsulating Security
Payload ESP HA
HA  1S-835-B
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u MIB RFC
MIB RFC
RFC
Cisco 10S Mobile Wireless Home Agent Release 3.0 RFC
e IPv4 Mobility IPv4 RFC 2002
e |IP Encapsulation within IP IPIP RFC 2003
e Applicability Statement for IP Mobility Support 1P RFC 2005
e The Definitions of Managed Objects for IP Mobility Support Using SMIv2 SMIv2 IP
RFC 2006
e Reverse Tunneling for Mobile IP IP RFC 3024
* Mobile IPv4 Challenge/Response Extensions Mobile IPv4 / RFC
3012
e Mobile NAI Extension NAI RFC 2794
e Generic Routing Encapsulation RFC 1701
¢ GRE Key and Sequence Number Extensions GRE RFC 2890
e |IP Mobility Support for IPv4 IPv4 P RFC 3220 Section 3.2
* The Network Access Identifier RFC 2486 1999 1
e An Ethernet Address Resolution Protocol RFC 826 1982
11
e The Internet Key Exchange (IKE) RFC 2409 1998 11

e Cisco Hot Standby Routing Protocol (HSRP) Cisco HSRP
RFC 2281 1998 3

Cisco 10S Mobile Wireless Home Agent Release 4.0

e TIA/EIA/IS-835-B TIA/EIA/IS-835-C TIA/EIA/1S-835-D
MIB
Cisco 10S Mobile Wireless Home Agent Release 4.0 MIB

¢ CISCO- MOBILE-IP-MIB —

¢ Radius MIB — RADIUS MIB RFC 2618 1999 1
HA RFC 1901 RFC 1908 SNMPv2 HA
SMIv2 IP RFC 2006 1995 10
MIB
Cisco 7600 MIB Cisco Web
URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

MIB SNMP CLI HA CPU
CISCO-PROCESS-MIB

Release 3.0 MIB

¢ FA/CoA
e FA/CoA
¢ FA/CoA —HAR2.0 FA/CoA

Cisco Mobile Wireless Home Agent
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What’s New in Cisco Product Documentation

URL
http://lwww.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
Japan TAC Web
Japan TAC Web TAC Web http://www.cisco.com/tac
Japan TAC Web URL
http://www.cisco.com/jp/go/tac
Japan TAC Web
Japan TAC Web Cisco.com ID

ID URL

http://www.cisco.com/jp/register/
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CHAPTER 3

Cisco Mobile Wireless Home Agent

o p.3-2

. IP p.3-2

J HA p.3-3

. IP p.3-4

e ODAP p.3-6

e ODAP p.3-6
o p.3-8
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|
Home Agent HA IP NAI
IP HA
IP NAI
IP
IP
HA IP
Y
IP PDSN/FA HA
HA
HA AAA
DHCP IP
AAA IP
P IP
NAI
IP
IP
DNS
HA MN
HA MN
router (config)# ip mobile host 10.0.0.5 interface FastEthernet0/0
router (config)# ip mobile host 10.0.0.10 10.0.0.15 interface FastEthernet0/0
router (config)# ip mobile secure host 10.0.0.12 spi 100 key ascii secret
NAI
NAI NAI
IP 1 AAA

Cisco Mobile Wireless Home Agent
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AAA NAI
MN HA

router (config)# ip mobile home-agent reject-static-addr

MN
MN user user@realm NAI
@realm NAI

router (config)# ip local pool static-pool 10.0.0.5 10.0.0.10

router (config)# ip mobile host nai user@staticuser.com static-address 10.0.0.1

10.0.0.2
interface FastEthernet0/0

router (config)# ip mobile host nai user@staticuser.com static-address local-pool
static-pool interface FastEthernet0/0

router (config)# ip mobile host nai @static.com static-address local-pool static-pool
interface FastEthernet0/0

AAA
AAA
AAA static-ip-addresses static-ip-pool

static-ip-addresses

HA
router (config)# ip local pool static-pool 10.0.0.5 10.0.0.10

router (config)# ip mobile host nai user@staticuser.com interface FastEthernet0/0 aaa
router (config)# ip mobile host nai @static.com interface FastEthernet0/0 aaa

RADIUS
Cisco-AVPair = “mobileip:static-ip-addresses=10.0.0.1 10.0.0.2 10.0.0.3”

Cisco-AVPair = “mobileip:static-ip-pool=static-pool”

HA
CDMA2000 HA
HA HA 0.0.0.0 1P
/ PDSN  HA IP PDSN
HA HA
HA HA 1P
HA HA IP

Cisco Mobile Wireless Home Agent
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2 PDSN/FA
AAA
AAA
ISP

HA

HA
AAA

NAI
HA

PDSN/FA  HA
0.0.0.0
RRQ

PDSN
HA

AAA
HA IP

HA
HA

HA

IP

NAI

MN

AAA

IP

MN

HA

HA
AAA
HA
AAA HA
NAI
HA
MIP RRQ HA
PDSN  MN-HA SPI
AAA
IP
SLA
HA AAA
IP

HA

AAA
PDSN
ISP
IP
SLA
AAA
IP
MIP RRQ
[Home Agent]
MIP RRQ
AAA
AAA
AAA
IP
HA
IP
MN

router# ip mobile host nai user@realm.com address 10.0.0.1 interface FastEthernet0/0

HA

RRQ

Cisco Mobile Wireless Home Agent

HA

MN

MN

HA
0.0.0.0
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||
N
HA
router (config)# ip local pool mippool 10.0.0.5 10.0.0.250
router (config)# ip mobile host nai @localpool.com address pool local mippool
virtual-network 10.0.0.0 255.255.255.0
DHCP
DHCP IP
10S IP 10S DHCP DHCP
NAI Client-ID
DNS
router (config)# ip mobile host nai @dhcppool.com address pool dhcp-proxy-client
dhcp-server 10.1.2.3 interface FastEthernet 0/0
N
HA DHCP
AAA
AAA MN HA
MN
AAA DHCP
AAA
RADIUS NAI
AAA
AAA HA DHCP IP

HA

router (config)# ip local pool dynamic-pool 10.0.0.5 10.0.0.10
router (config)# ip mobile host nai user@staticuser.com interface FastEthernet0/0 aaa
router (config)# ip mobile host nai @static.com interface FastEthernet0/0 aaa

AAA
Cisco-AVPair = “mobileip:ip-address=65.0.0.71"

AAA
Cisco-AVPair = “mobileip:ip-pool=dynamic-pool”

AAA DHCP
Cisco-AVPair = “mobileip:dhcp-server=10.1.5.10"

| cMwHA-12415-J
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[ |
ODAP
SAMI HA IP
Cisco I0S ODAP
ODAP HA HA IP
ODAP
ODAP 2
e DHCP ODAP
e ODAP HA
DHCP ODAP IP
HA ODAP ODAP
DHCP ODAP
SAMI HA 1 DHCP ODAP
Cisco I0S Cisco
ODAP HA HA IP ODAP
ODAP IP HA
ODAP
HA ODAP
HA ODAP
HA
HA ODAP ODAP
ODAP
DHCP
HA ODAP
DHCP ODAP DHCP
IP ODAP HA
IP
ODAP
HA  ODAP

1 Router (config)# ip mobile host nai address pool HA ODAP
dhcp-pool odap poolname

Router (config)#ip mobile host nai @ispbar2.com address pool dhcp-pool ha-dhcp-pool

Cisco Mobile Wireless Home Agent
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||
ODAP
ODAP
. ODAP
¢ ODAP 10
e rf-interdev
NAI
Cisco HA NAI IP
AAA DHCP static-ip-address pool
HA
AAA IP
NAI AAA AAA NAI
IP IP
NAI
2 NAI
. 2
. 2
. 2
2 HA NAI 2
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ODAP

HA

no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname mwtl10-7206b
|
redundancy inter-device
scheme standby cisco
|
ipc zone default
association 1
no shutdown
protocol sctp
local-port 500
local-ip 10.0.0.2
remote-port 500
remote-ip 10.0.0.3
aaa new-model

aaa authentication ppp default local group radius
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa session-id common

|

ip dhcp ping packet 0

ip dhcp pool ha-dhcp-pool

origin dhcp subnet size initial /30 autogrow /30

ip subnet-zero

ip cef

|

interface Ethernet2/0

description to PDSN/FA

ip address 10.0.0.2 255.0.0.0

no ip route-cache

no ip mroute-cache

duplex half

standby ip 10.0.0.4

standby priority 110

standby preempt delay min 100

standby name cisco

|

interface Ethernet2/2

description to AAA

ip address 172.16.1.8 255.255.0.0

no ip route-cache

no ip mroute-cache

duplex half

|

router mobile

!

ip classless

no ip http server

ip pim bidir-enable

ip mobile home-agent

ip mobile home-agent redundancy cisco

ip mobile virtual-network 33.0.0.0 255.0.0.0

ip mobile host nai userl4@cisco.com address pool dhcp-pool ha-dhcp-pool
virtual-network 10.0.0.0 255.0.0.0 aaa

Cisco Mobile Wireless Home Agent
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ip mobile secure home-agent 10.0.0.3 spi 100 key ascii redundancy
algorithm md5 mode
prefix-suffix
1
radius-server host 172.16.0.2 auth-port 1645 acct-port 1646
radius-server retransmit 3
radius-server key cisco
call rsvp-sync
|
mgcp profile default
|
dial-peer cor custom
1
gatekeeper
shutdown
!
line con 0
line aux 0
line vty 0 4
|

end

HA

no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname mwt10-7206b
|
redundancy inter-device
scheme standby cisco
|
ipc zone default
association 1
no shutdown
protocol sctp
local-port 500
local-ip 10.0.0.3
remote-port 500
remote-ip 10.0.0.2
aaa new-model

aaa authentication ppp default local group radius
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa session-id common
|
ip dhcp pool ha-dhcp-pool
origin dhcp subnet size initial /30 autogrow /30
ip subnet-zero
ip cef
|
interface Ethernet2/0
description to PDSN/FA
ip address 10.0.0.3 255.0.0.0
no ip route-cache
no ip mroute-cache
duplex half
standby ip 10.0.0.4
standby name cisco

Cisco Mobile Wireless Home Agent
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interface Ethernet2/2

description to AAA

ip address 150.2.1.7 255.255.0.0
no ip route-cache

no ip mroute-cache

duplex half

router mobile
!
ip classless
no ip http server
ip pim bidir-enable
ip mobile home-agent
ip mobile home-agent redundancy cisco
ip mobile virtual-network 10.0.0.0 255.0.0.0
ip mobile host nai userl4@cisco.com address pool dhcp-pool ha-dhcp-pool
virtual-network 10.0.0.0 255.0.0.0 aaa
ip mobile secure home-agent 10.0.0.2 spi 100 key ascii redundancy
algorithm md5 mode
prefix-suffix
|
radius-server host 172.16.0.2 auth-port 1645 acct-port 1646
radius-server retransmit 3
radius-server key cisco
call rsvp-sync
|
mgcp profile default
|
dial-peer cor custom
|
gatekeeper
shutdown
!
line con 0
line aux 0
line vty 0 4
|

end

Cisco Mobile Wireless Home Agent
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DHCP

HA

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname mwtl10-7206b

|

aaa new-model

aaa authentication ppp default local group radius

aaa authorization config-commands

aaa authorization ipmobile default group radius

aaa authorization network default group radius

aaa session-id common

!

ip subnet-zero

ip cef

|

interface Loopback0

ip address 10.0.0.1 255.255.255.255

interface Ethernet2/0

description to PDSN/FA

ip address 10.0.0.2 255.0.0.0

no ip route-cache

no ip mroute-cache

duplex half

standby ip 10.0.0.4

standby priority 110

standby preempt delay sync 100

standby name cisco

|

interface Ethernet2/2

description to AAA

ip address 172.16.1.8 255.255.0.0

no ip route-cache

no ip mroute-cache

duplex half

|

router mobile

!

ip classless

no ip http server

ip pim bidir-enable

ip mobile home-agent

ip mobile home-agent redundancy cisco

ip mobile virtual-network 10.0.0.0 255.0.0.0

ip mobile host nai user0l@cisco.com address pool dhcp-proxy-client
dhcp-server 10.0.0.101 virtual-network 10.0.0.0 255.0.0.0
ip mobile secure home-agent 10.0.0.3 spi 100 key ascii redundancy
algorithm md5 mode
prefix-suffix

|

ip mobile virtual-network 10.0.0.0 255.0.0.0

ip mobile host nai user0Ol@cisco.com address pool dhcp-proxy-client
dhcp-server 10.0.0.101 virtual-network 10.0.0.0 255.0.0.0
radius-server host 172.16.0.2 auth-port 1645 acct-port 1646
radius-server retransmit 3

radius-server key cisco

call rsvp-sync

|
mgcp profile default

|

dial-peer cor custom
|

Cisco Mobile Wireless Home Agent

| cMwHA-12415-J



gatekeeper
shutdown

!

line con 0
line aux 0
line vty 0 4
|

end

HA

no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname mwt10-7206b
|
aaa new-model
|
aaa authentication ppp default local group radius
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa session-id common
|
ip subnet-zero
ip cef
|
interface Loopback0
ip address 10.0.0.2 255.255.255.255
interface Ethernet2/0
description to PDSN/FA
ip address 10.0.0.3 255.0.0.0
no ip route-cache
no ip mroute-cache
duplex half
standby ip 10.0.0.4
standby name cisco
|
interface Ethernet2/2
description to AAA
ip address 172.16.1.7 255.255.0.0
no ip route-cache
no ip mroute-cache
duplex half
|
router mobile
|
ip local pool ha-pool 10.0.0.1 10.0.0.255
ip classless
no ip http server
ip pim bidir-enable
ip mobile home-agent
ip mobile home-agent redundancy cisco
ip mobile secure home-agent 10.0.0.2 spi 100 key ascii redundancy
algorithm md5 mode
prefix-suffix
ip mobile virtual-network 10.0.0.0 255.0.0.0
ip mobile host nai user0l@cisco.com address pool dhcp-proxy-client
dhcp-server 10.0.0.101 virtual-network 10.0.0.0 255.0.0.0
|
radius-server host 150.2.0.2 auth-port 1645 acct-port 1646
radius-server retransmit 3
radius-server key cisco

call rsvp-sync
!

Cisco Mobile Wireless Home Agent
CMWHA-12415-J |




mgcp profile default

|
dial-peer cor custom
!
gatekeeper
shutdown
!
line con 0
line aux 0

line vty 0 4
|

end

Cisco Mobile Wireless Home Agent
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CHAPTER I

Cisco Mobile Wireless Home Agent

o p.4-2
e MN-FA Challenge Extension MFCE HA-CHAP p.4-3
. RADIUS p.4-4
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Home Agent HA PAP CHAP
FA RFC 3012
. IP
* MN-FA
e MN-AAA
N
MN-AAA PAP MN-AAA CHAP
PAP ip mobile home-agent aaa user-password
AAA HA MN-AAA
[vendor]
HA MN-FA MN-AAA
HA AAA
AAA HA
HA
Router (config)# ip mobile host {lower [upper] | HA
nai string {static-address {addrl [addr2] [addr3]
[addr4] [addr5] | local-pool name} | address
{addr | pool {local name | dhcp-proxy-client
[dhcp-server addr]} {interface name | aaa load-sa HA
virtual-network network_address mask} [skip-chap SA
\ aaa [load-sa [permanent]] [authorized-pool pool HA RADIUS
name] [skip-aaa-reauthentication] [care-of-access
acl] [lifetime seconds]
aaa load-sa skip-aaa-reauthentication
HA SA
HA-CHAP
aaa load-sa permanent Mobile
Wireless Home Agent

HA  RADIUS access accept 3GPP2
HA RADIUS
RADIUS MN-HA

3GPP2 MN-HA SPI

I Cisco Mobile Wireless Home Agent
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Cisco 10S
URL

http://www.cisco.com/en/US/partner/products/ps6350/products_configuration_guide_chapter09186a0080455
cf0.html#wp1056463

HA
MN-FA Challenge Extension MFCE HA-CHAP
AAA HA-CHAP
SA HA SA
HA
HA HA-CHAP MN-AAA SA
HA SA
SA
ip mobile host HA
10.99.1.0 AAA
SA
SA

ip mobile host 10.99.1.1 10.99.1.100 virtual-network 10.99.1.0 aaa load-sa

cisco.com IP
AAA SA

ip mobile host nai @cisco.com address pool local mobilenodes virtual network 10.2.0.0
255.255.0.0 aaa load-sa permanent lifetime 180

Cisco Mobile Wireless Home Agent
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RADIUS
HA RADIUS 4-1 RADIUS
4-1 Cisco I0S AVP
Cisco 10S
AVP
User-Name 1 64
User-Password 2 >=18 PAP
s HA LI
<=130 ¢

CHAP-Password 3 19 CHAP
NAS-IP-Address 4 4 IP RADIUS

HA IP
Service Type 6 4

* PAP

e CHAP
Framed-Protocol 7 4

CHAP PAP

CHAP

e PPP
Framed Compression 13 4

e (-
Framed-Routing 10 4

e (-
Vendor Specific 26
CHAP-Challenge 60 >=7 CHAP Challenge
NAS-Port-Type 61 4

e (-

I Cisco Mobile Wireless Home Agent
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4-1 Cisco 10S AVP
Cisco I0S
AVP

spi#n 26/1 |Cisco >=3 n 1 SA

0 ID

MIP
SPI
ip
mobile secure host addr
static-ip-addresses 26/1 |Cisco >=3 NAI
IP
static-ip-pool 26/1 |Cisco >=3 NAI
IP

ip-addresses 26/1 |Cisco >=3

IP
ip-pool 26/1 |Cisco >=3

IP
dhcp-server 26/1 |Cisco >=3 DHCP
MN-HA SPI Key 26/57 |3GPP2 6 MN HA SPI
MN-HA Shared Key | 26/58 |3GPP2 20 MHAE

Cisco Mobile Wireless Home Agent
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CHAPTER 5

Home Agent HA HA Cisco Mobile Wireless

Home Agent

* HA p.5-2

. p.5-3

e RADIUS p.5-3

* HSRP p.5-4

* HA p.5-4

. p.5-5

. p.5-7

. IP p.5-7

e HA p.5-9

* HA p.5-12
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[ cMWHA-12415-J



N HA
1:1 HA Cisco Hot Standby Routing Protocol RFC
2281 HSRP 2 HA
HA HA
HA HA
HA
Y
IP HA NAI HA CDMAZ2000
CDMAZ2000 NAI NAI
IP
HA IP AAA IP
Release 2.0 HA IP
IP DHCP IP
HA DHCP IP
HA DHCP
HA HA
DHCP DHCP DHCP
HA
e HA
e ODAP/DHCP /
IP HA MN IP MN
Care-of Address CoA,;
HA HA
MN HA Cisco 10S
HA
S
Cisco 7600 HA
SAMI
HA Standby Router Protocol HSRP;
HSRP

I Cisco Mobile Wireless Home Agent
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HA u
HA HA LAN/VLAN VPN MPLS
HA 1
HA  HSRP
HA
1. HAlL HA2 WAN
HSRP  WAN HA
2. HAlL HA2
3. HAl WAN HA1 HA2 HSRP
4. HA2 hello HAl
HA1
HA2
5. HA2
HA2
HA2 HA HAl
hello HAl HA2
HAl HA2
5 HA2
HAl HA2 HA2
HAl HA1l
HAl HA2
HA
track tracking object id application home-agent
HA
standby track tracking object id decrement priority
4
N
priority HA
RADIUS
Cisco Mobile Wireless HA AAA
access accept radius pool-name
ip-pool static-ip-pool access accept
HA HA

HA

Cisco Mobile Wireless Home Agent
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N HA
HSRP
HA HSRP
HSRP IP Media Access Control MAC; 2
IP 1 HA HA
1 HA
IP HA HSRP
MN
HA
HA 1 HA 1 HA
HA HA HA/
HA HA/ HA
HA HA
HA HA HA
HA RRQ HA
RRQ
HA 11
HA HA
MN MN HA HA
HA
2
e MN MN HA HA IP
e MN MN HA
HA MN
MN HA MN
HA
HA
MN HA HA
MN HA
HA HA
HA HA
HA
5-1 HA
HA HA
HA IP
HA
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HA

HA ||
5-1 HA
79T 47 HA 79T 47 HA
N Y
i
TR E
NATA2Y NAOTaY NAOTaY NAOTa2Y
TyITT—F v 7w 7F—k ACK IEERER 1EEREZ ACK
28251 HA 28251 HA
(@) BREISAAOT2Y (b) EEUTA RAVT4VT ¢
HERET7 Y TT—F FT=TILDEHaA—F 3
~
HA/ HA HA/ HA
MN HA 5-2 5-3 HA/ HA
MN HA HSRP
HSRP
HA MN RRQ RRQ
HA HA
HA 1 HA 1
HA HA
4 HA HA 1
HA 1 HA 2 HA
HA HA HA
HA
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HA

5-2 1 HA/ HA

TOT47
HA1

5-3 HA/ HA
FTOT47
HA1 g
g
vy kT—=Y |
CIL—TINw b
HSRP () HSRP| v a— 5242
L—4a  |g—7 bz | | TFET7EA
@ 7 KLRA 7ERLR2|

2y bIT—91 Ty bI—9 2
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HA ||

MN IP MN IP

MN 10S IP

Interface Descriptor Block 1DB;

HA

ip mobile virtual-network 10.0.0.0 255.255.255.0 address 192.168.100.1
ip mobile host 10.0.0.1 10.0.0.254 virtual-network 10.0.0.0 255.255.255.0

IP
router rip
redistribute mobile
IP
NAI IP
IP
HA
IP HA
1
HA MN

ip local pool pooll 10.1.1.1 1.1.1.250
ip local pool pooll 10.1.2.1 1.1.2.250

ip mobile home-agent

ip mobile virtual-network 10.1.1.0 255.255.255.0

ip mobile virtual-network 10.1.2.0 255.255.255.0

ip mobile host nai @xyz.com address pool local pooll virtual-network 10.1.1.0
255.255.255.0 aaa lifetime 65535

2 pooll
IP ip mobile host
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LYY

IP
IP
IP
IP
255
1 255 0

255

ip local pool hapool 1.0.0.0 1.0.0.255

ip local pool hapool 2.0.0.0 2.0.0.255

255
IP 255
2
ip local pool hapool 1.0.0.0 1.0.0.255 priority 200
ip local pool hapool 2.0.0.0 2.0.0.255 priority 100
255 IP
255 2
100 200
1 Router(config)#ip local pool {default | point-to-point p2p
poolname} [low-ip-address [high-ip-address]]
[group group-name] [cache-size size] [priority
1-255] [theshold low-threshold high-threshold]
IP
priority 1-255
IP

Cisco Mobile Wireless Home Agent
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HA

HA

HA 1P
IP HA
. IP p.5-9
e HSRP p.5-9
e HSRP p.5-10
. HA p.5-10
. p.5-11
e HA p.5-11
IP
IP
1 Router(config) #router mobile IP
HSRP
HSRP
1 Router (config-if) #standby [group-number] ip HSRP
ip-address
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HSRP
HSRP HSRP

1 Router (config-if) #standby [group-number]

priority

priority [preempt [delay [minimum | sync]
delayl]

1 HA
HSRP

Router (config-if) #standby [group-number]
[priority

priority] preempt [delay [minimum | sync]

delay]

preempt delay min
2 Router(config-if)# standby group-number follow follow follow

group-name

HA
HA

1 Router (config-if) #standby [group-number] ip HSRP
ip-address

2 Router(config-if)# standby name hsrp-group-name

3 Router(config)#ip mobile home-agent redundancy HSRP HA
hsrp-group-name

4 Router (config)#ip mobile secure home-agent HA
address spi spi key hex string

HA

HA
IP address

HA

Cisco Mobile Wireless Home Agent
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HA

1 Router (config)# track tracking object id HA
application home-agent

2 Router(config)# standby track tracking object HA
id decrement priority

HA

1 Router (config-if)# standby [group-number] ip HSRP
ip-address

2 Router(config)#ip mobile home-agent address HA
address

HSRP
HA

HA

Router (config) #ip mobile home-agent

HA

3 Router(config)#ip mobile virtual-network net
mask [address address

[ 1 HA

[address address]

4 Router(config)# ip mobile home-agent redundancy HSRP HA
hsrp-group-name [[virtual-network] address
address]

5 Router(config)# ip mobile secure home-agent HA
address spi spi key hex string

HA
IP address
HA HA
IP address

HA

HA
HA

1 Router(config)# ip mobile home-agent Home Agent
dynamic-address ip address

Address Home Agent
Address ip address

Cisco Mobile Wireless Home Agent
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HA

HA

version 12.2
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname mwt10-7206b
|
aaa new-model
|
aaa authentication ppp default local group radius
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa session-id common
!
ip subnet-zero
ip cef
|
interface Ethernet2/0
description to PDSN/FA
ip address 10.0.0.2 255.0.0.0
no ip route-cache
no ip mroute-cache
duplex half
standby ip 10.0.0.4
standby priority 110
standby preempt delay min 100
standby name cisco
|
interface Ethernet2/2
description to AAA
ip address 172.16.1.8 255.255.0.0
no ip route-cache
no ip mroute-cache
duplex half
|
router mobile
|
ip local pool ha-pool 10.0.0.1 10.0.0.254
ip classless
no ip http server
ip pim bidir-enable
ip mobile home-agent
ip mobile home-agent redundancy cisco
ip mobile host nai mwts-mip-np-userl@ispxyz.com static-address 40.0.0.1 interface
Ethernet2/0 aaa
ip mobile secure home-agent 7.0.0.3 spi 100 key ascii redundancy algorithm md5 mode
prefix-suffix
|
radius-server host 172.16.0.2 auth-port 1645 acct-port 1646
radius-server retransmit 3
radius-server key cisco
call rsvp-sync
|
mgcp profile default
|
dial-peer cor custom
|
gatekeeper
shutdown
!
line con 0
line aux 0
line vty 0 4
|

end
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version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname mwt10-7206b

|

aaa new-model

aaa authentication ppp default local group radius
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa session-id common
!
ip subnet-zero
ip cef
|
interface Ethernet2/0
description to PDSN/FA
ip address 10.0.0.3 255.0.0.0
no ip route-cache
no ip mroute-cache
duplex half
standby ip 10.0.0.4
standby name cisco
|
interface Ethernet2/2
description to AAA
ip address 172.16.1.7 255.255.0.0
no ip route-cache
no ip mroute-cache
duplex half
|
router mobile
|
ip local pool ha-pool 10.0.0.1 10.0.0.255
ip classless
no ip http server
ip pim bidir-enable
ip mobile home-agent
ip mobile home-agent redundancy cisco
ip mobile host nai mwts-mip-np-userl@ispxyz.com static-address 40.0.0.1 interface
Ethernet2/0 aaa
ip mobile secure home-agent 10.0.0.2 spi 100 key ascii redundancy algorithm md5 mode
prefix-suffix
|
radius-server host 172.16.0.2 auth-port 1645 acct-port 1646
radius-server retransmit 3
radius-server key cisco
call rsvp-sync
|
mgcp profile default
|
dial-peer cor custom
|
gatekeeper
shutdown
!
line con 0
line aux 0
line vty 0 4
|

end

Cisco Mobile Wireless Home Agent
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Home Agent Release 4.0

HA

HA3.1 HSRP-HA

COA
HA COA
COA

e User-Name HA
e MN Address MN
e Hot-Line Accounting Indication

e Filter-1d
1 filter-id HA
profile-id filter-id

¢ Filter-Rules IP HTTP

e |P-Redirection-Rules IP

e HTTP-Redirection-Rules HTTP

e Accounting-Session-1d

AAA

HA
filter-id

HTTP

accounting session id

e Session-Timeout

/ HA
Accounting-Session-Id

QoS
Home Agent Release 4.0 HA

HA

CAC

CAC
HA

HA
QoS Quality of Service
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HA n
MIP/LAC
Release 4 MIP-LAC
Framed-Pool
IPv4

WIiMAX AAA

HA Access-Request Accounting

e Chargeable User Identity 89

e Acct-Multi-Session-Id 50

e Acct-Interim-Interval 85
SAMI

SAMI
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CHAPTER 6

Cisco Mobile Wireless Home Agent

e HA p.6-2

e HA-SLB p.6-3
e HA-SLB p.6-3

¢ HA p.6-4

° p.6-4
e HA-SLB p.6-4
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N HA

HA

HA HA-SLB
SLB

SLB
DFP

URL

10S SLB

SLB

http://www.cisco.com/en/US/products/ps5940/products_white_paper0900aecd802921f0.shtml

HA-SLB Cisco 7600 SAMI
Home Agent HA Cisco 7600
IP
PDSN/FA IP SUP
HA-SLB HA 1
1 PDSN/FA Mobile IP RRQ IP HA-SLB Authentication,
Authorization, Accounting AAA, HA PDSN/FA
IP AAA
2 SLB HA 1 Mobile IP RRQ
3 HA  Reply  MobilelP RRQ HA PDSN/FA
HA-SLB HA
4 PDSN/FA
HA
5 PDSN/FA 0 Mobile IP RRQ HA
Y
IP HA-SLB

6 HA  Mobile IPRRP  PDSN/FA HA-SLB
HA
Y
Mobile IP RFC 2002

draft-kulkarni-mobile-ip-dynamic-ha-assignment-frmwrk-00.txt
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HA ||
HA/SLB IP HA 0.0.0.0 255.255.255.255 RRQ
HA
SLB DFP
MN HA RRP RRQ RRQ
MN MN
RRP MN
MN HA
HA IP HA-SLB
RRQ MN  NAI
RRQ HA IP MN
HA
10 HA-SLB MN RRQ
HA-SLB  RRQ
RRQ
HA
HA
RRQ HA-SLB
DFP HA-SLB
HA-SLB
HA-SLB
n
ServerA n=3 ServerB n=1 ServerC n=2
3 RRQ  ServerA 4 RRQ  ServerB 5 6
RRQ  ServerC
I0SSLB
HA
SLB DFP HA DFP DFP
HA-SLB
HA-SLB 2 dispatched Direct NAT
dispatched HA HA-SLB  Media Access Control
MAC; HA
HA SLB 2
Direct HA-SLB  NAT RRQ IP
IP RRQ HA HA SLB
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6 HA
N HA

IPHA
* HA p.6-4
. p.6-4
HA
HA
1 Router(config)# ip mobile home-agent Home Agent
dynamic-address ip address Address Home Agent
Address ip address
HA
HA IP SLB
1 Router(config)# ip slb vserver name IP SLB ip

Router (config-slb-vserver)# wvirtual ip address dd PDSN/EA

udp 434 service ipmobile adaress

HA
SLB
HA-SLB
HA-SLB
dispatched
SLB
HAFARM 2 HA

ip slb serverfarm HAFARM
real 10.1.1.51
weight 1
inservice
1
real 10.1.1.52
weight 1
inservice

SLB ipmobile
HAFARM idle ipmobile request idle-time-val

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300
inservice

I Cisco Mobile Wireless Home Agent
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HA

HA

dispatched
interface Loopbackl
ip address 10.1.1.10 255.255.255.0
HA RRP HA address
dispatched
ip mobile home-agent dynamic-address 10.1.1.51
SLB
HAFARM
HA-SLB 2 HA HA 2
4 MIP

SLB-7600#show ip slb reals
real farm name weight state conns
20.1.1.51 HAFARM 1 OPERATTIONAL 2
20.1.1.52 HAFARM 1 OPERATIONAL 2
SLB-7600#show ip slb sessions ipmobile
vserver NAI hash client real state
MIPSLB A984DF0A00000000 15.1.1.51 20.1.1.52 IPMOBILE_ESTAB
MIPSLB 1DCOE31400000000 15.1.1.51 20.1.1.52 IPMOBILE_ESTAB
MIPSLB 2BDEE91100000000 15.1.1.51 20.1.1.51 IPMOBILE_ESTAB
MIPSLB 47E2FD1B00000000 15.1.1.51 20.1.1.51 IPMOBILE_ESTAB
SLB-7600#
HA

HA1 HA2 2

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA2-7600#

Cisco Mobile Wireless Home Agent
| cCMWHA-12415-4



HA

N HA

DFP dispatched

SLB
HAFAR 2

ip slb serverfarm HAFARM
real 10.1.1.51

inservice
1

real 10.1.1.52
inservice

SLB ipmobile

HA

HAFARM idle ipmobile request idle-time-val

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice

HA-SLB  DFP HA-SLB

ip slb dfp
agent 10.1.1.51 500

agent 10.1.1.52 500
|

HA

HA
dispatched

interface Loopbackl
ip address 10.1.1.10 255.255.255.0

HA DFP

ip dfp agent ipmobile
port 500

inservice
|

HA RRP
dispatched

ip mobile home-agent dynamic-address 10.1.1.51

2 DFP

DFP

HA address

I Cisco Mobile Wireless Home Agent
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SLB
DFP HA 25

SLB-7600#show ip slb dfp weights
Real IP Address: 10.1.1.51 Protocol: UDP Port: 434 Bind_ID: 65535 Weight: 25
Set by Agent 10.1.1.51:500 at 14:59:23 UTC 04/21/03
Real IP Address: 10.1.1.52 Protocol: UDP Port: 434 Bind_ID: 65535 Weight: 25
Set by Agent 10.1.1.52:500 at 14:59:15 UTC 04/21/03

SLB-7600#
HAFARM
HA-SLB 2 HA HA 50
100 MIP

SLB-7600#show ip slb reals
real farm name weight state conns
10.1.1.51 HAFARM 24 OPERATIONAL 50
10.1.1.52 HAFARM 24 OPERATIONAL 50
SLB-7600#
HA

HA1 HA2 50

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 50

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 50
HA2-7600#
HA-SLB
HA CPS
DFP
HA CPS  Usage CPS HA
CPS Usage CPS CPS HA SLB
CPU
2

dfp_weight = Maxbindings — NumberofBindings > cpu+mem >
Available cps — Usage cps > dftp_max_weight = Maxbindings > 32 > Available cps

MIB

Cisco Mobile Wireless Home Agent
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N HA
Direct
SLB
HAFARM 2 HA
nat server
HA-SLB Direct NAT
ip slb serverfarm HAFARM
nat server
real 10.1.1.51
weight 1
inservice
1
real 10.1.1.52
weight 1
inservice
ip slb vserver MIPSLB
virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM
idle ipmobile request 300
inservice
SLB
HAFARM
HA-SLB 2 HA HA 2
4 MIP
SLB-7600#show ip slb reals
real farm name weight state conns
10.1.1.51 HAFARM OPERATIONAL
10.1.1.52 HAFARM OPERATTIONAL
SLB-7600#show ip slb sessions ipmobile
vserver NAI hash client real state
MIPSLB A984DFO0A00000000 15.1.1.51 10.1.1.52 IPMOBILE_ESTAB
MIPSLB 1DCOE31400000000 15.1.1.51 10.1.1.52 IPMOBILE_ESTAB
MIPSLB 2BDEE91100000000 15.1.1.51 10.1.1.51 IPMOBILE_ESTAB
MIPSLB 47E2FD1B00000000 15.1.1.51 10.1.1.51 IPMOBILE_ESTAB
SLB-7600#
HA
HA1 HA2 2

HA1-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA1-7600#

HA2-7600#show ip mobile binding summary
Mobility Binding List:

Total 2

HA2-76004#
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HA

NAT

SLB-7600#debug ip slb sessions ipmobile
SLB-7600#

*Apr 21 15:25:58: %SYS-5-CONFIG_TI:
*Apr 21 15:26:03: SLB_SESSION_IPMOBILE:
mwts-mip-np-userl@ispxyz.com, length: 28
*Apr 21 15:26:03: SLB_SESSION_IPMOBILE:
IPMOBILE_INIT -> IPMOBILE_ESTAB
*Apr 21 15:26:03: SLB_SESSION:
*Apr 21 15:26:03: SLB_SESSION:

client =

v_ip= 15.1.1.10:434 ( 7),

SLB-7600#
DFP Direct
SLB
HAFARM 2
nat server HA-SLB

ip slb serverfarm HAFARM
nat server
real 10.1.1.51
inservice
1
real 10.1.1.52
weight 1
inservice

SLB ipmobile

HAFARM

ip slb vserver MIPSLB

virtual 10.1.1.10 udp 434 service ipmobile
serverfarm HAFARM

idle ipmobile request 300

inservice
1
HA-SLB DFP HA-SLB

ip slb dfp

agent 10.1.1.51 500

agent 10.1.1.52 500
HA

HA  DFP

ip dfp agent ipmobile
port 500

inservice
|

Cisco Mobile Wireless Home Agent

event= IPMOBILE_REQ_ REQUEST,

Direct

HA

Configured from console by console
15.1.1.51,

NAT:

state=

real= 10.1.1.51, NAT= S

client= 15.1.1.51:434 session_key= 47E2FD1B00000000

HA
NAT

idle ipmobile request idle-time-val

2 DFP

DFP
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HA

HA

SLB
DFP HA 25
SLB-7600#show ip slb dfp weights
Real IP Address: 10.1.1.51 Protocol: UDP Port: 434 Bind_ID: 65535 Weight: 25
Set by Agent 10.1.1.51:500 at 14:59:23 UTC 04/21/03
Real IP Address: 10.1.1.52 Protocol: UDP Port: 434 Bind_ID: 65535 Weight: 25
Set by Agent 10.1.1.52:500 at 14:59:15 UTC 04/21/03
SLB-7600#
HAFARM
HA-SLB 2 HA HA 50
100 MIP
SLB-7600#show ip slb reals
real farm name weight state conns
10.1.1.51 HAFARM 24 OPERATIONAL 50
10.1.1.52 HAFARM 24 OPERATIONAL 50
SLB-7600#
HA
HA1 HA2 50
HA1-7600#show ip mobile binding summary
Mobility Binding List:
Total 50
HA1-7600#
HA2-7600#show ip mobile binding summary
Mobility Binding List:
Total 50
HA2-76004#
NAT
SLB-7600#debug ip slb sessions ipmobile
SLB-7600#
*Apr 21 15:47:16: SLB_SESSION_IPMOBILE: client = 10.1.1.51, NAI:
mwts-mip-np-userl@ispxyz.com, length: 28
*Apr 21 15:47:16: SLB_SESSION_IPMOBILE: event= IPMOBILE_REQ_REQUEST, state=
IPMOBILE_INIT -> IPMOBILE_ESTAB
*Apr 21 15:47:16: SLB_SESSION: v_ip= 10.1.1.10:434 ( 7), real= 20.1.1.51, NAT= S
*Apr 21 15:47:16: SLB_SESSION: client= 10.1.1.51:434 session_key= 47E2FD1B00000000
*Apr 21 15:47:16: SLB_SESSION_IPMOBILE: client = 15.1.1.51, NAI:
mwts-mip-np-user2@ispxyz.com, length: 28
*Apr 21 15:47:16: SLB_SESSION_IPMOBILE: event= IPMOBILE_REQ_REQUEST, state=
IPMOBILE_INIT -> IPMOBILE_ESTAB
*Apr 21 15:47:16: SLB_SESSION: v_ip= 10.1.1.10:434 ( 7), real= 20.1.1.51, NAT= S
*Apr 21 15:47:16: SLB_SESSION: client= 10.1.1.51:434 session_key= 1DCO0E31400000000
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Direct

HA

Tunnel

Configuration on SLB:
ip slb serverfarm FARM1
nat server
real 10.99.11.11
inservice
1
real 10.99.11.12
inservice
|
ip slb vserver IPSECSLB
virtual 15.1.1.10 udp 434 service ipmobile
serverfarm FARM1
inservice

HA-SLB  IPSEC

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.51

|

1

crypto ipsec transform-set esp-des-sha-transport ah-sha-hmac esp-des
|

crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.51

set transform-set esp-des-sha-transport
match address 101

|

interface GigabitEthernet6/1 (inside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,15,1002-1005
switchport mode trunk

cdp enable

|

interface GigabitEthernet6/2 (outside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,16,1002-1005
switchport mode trunk

cdp enable

|

interface FastEthernet3/15

no ip address

duplex full

speed 100

crypto connect vlan 15

|

1

interface Vlanl5

ip address 10.1.1.15 255.0.0.0

no ip redirects

no ip unreachables

no mop enabled

crypto map l2tpmap

|

|

access-list 101 permit ip host 10.1.1.10 host 10.1.1.51

Cisco Mobile Wireless Home Agent
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N HA

PDSN

The following commands configure IPSEC on PDSN:
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco address 10.1.1.15

|

!

crypto ipsec transform-set esp-des-sha-transport esp-des esp-sha-hmac
|

crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.15

set transform-set esp-des-sha-transport

match address 101

interface FastEthernetl/0

ip address 10.1.1.51 255.0.0.0
duplex full

crypto map l2tpmap

access-list 101 permit ip host 10.1.1.51 host 10.1.1.10

clear crypto isakmp clear cryptosa  PDSN SLB MIP

Cisco Mobile Wireless Home Agent
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HA
PDSN
PDSN

PDSN-7600#sh crypto ipsec sa
interface: FastEthernetl/0

Crypto map tag: l2tpmap, local addr. 10.1.1.51

local ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)

remote ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)

current_peer: 10.1.1.15
PERMIT, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 4, #recv errors 0

local crypto endpt.: 10.1.1.51, remote crypto endpt.: 10.1.1.15
path mtu 1500, media mtu 1500
current outbound spi: 1A274E9D

inbound esp sas:

spi: 0xD3D5F08B(3554013323)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow_id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3026)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

spi: Ox7FEE86C3(2146338499)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4608000/3026)
replay detection support: Y

inbound pcp sas:

outbound esp sas:

spi: 0x1A274E9D(438783645)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow_id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3026)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

spi: O0x5F9A83(6265475)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3026)
replay detection support: Y

outbound pcp sas:

PDSN-7600#
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HA |

HA

SLB
HA-SLB

SLB1-7600#sh crypto ipsec sa

interface: Vlanlh
Crypto map tag: l2tpmap, local addr. 10.1.1.15
local ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)
current_peer: 15.1.1.51
PERMIT, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

#send errors O,

local crypto endpt.:
path mtu 1500,
current outbound spi:

inbound esp sas:

spi: 0x267FCD46(645909830)
transform: esp-des ,
in use settings ={Tunnel,
slot: 0, conn id: 11027,
sa timing: remaining key
IV size: 8 bytes
replay detection support:

inbound ah sas:

spi: O0xF779A01E(4151943198)
transform: ah-sha-hmac ,
in use settings ={Tunnel,
slot: 0, conn id: 11025,
sa timing: remaining key
replay detection support:

inbound pcp sas:

outbound esp sas:

spi: 0xD6C550E1(3603255521)
transform: esp-des ,
in use settings ={Tunnel,
slot: 0, conn id: 11028,
sa timing: remaining key
IV size: 8 bytes
replay detection support:

outbound ah sas:

spi: 0x325BEB84(844884868)
transform: ah-sha-hmac ,
in use settings ={Tunnel,
slot: 0, conn id: 11026,
sa timing: remaining key
replay detection support:

outbound pcp sas:

15.1.1.15,
media mtu 1500
D6C550E1

#recv errors 0

remote crypto endpt.: 10.1.1.51

}
flow_id: 63,
lifetime (k/sec):

crypto map: l2tpmap
(4607999/3581)

Y

}
flow_id: 63,
lifetime (k/sec):
Y

crypto map: l2tpmap
(4607999/3581)

}
flow_id:
lifetime

64, crypto map: l2tpmap
(k/sec): (4608000/3581)

Y

}
flow_id:
lifetime

Y

64, crypto map: l2tpmap
(k/sec): (4608000/3581)

SLB1-7600#sh ip slb sessions ipmobile
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Direct

HA
vserver NAI hash client real state
IPSECSLB A984DF0A00000000 10.1.1.51 10.99.11.12 IPMOBILE_ESTAB
IPSECSLB 1DCOE31400000000 10.1.1.51 10.99.11.12 IPMOBILE_ESTAB
IPSECSLB 2BDEE91100000000 10.1.1.51 10.99.11.11 IPMOBILE_ESTAB
IPSECSLB 47E2FD1B00000000 10.1.1.51 10.99.11.11 IPMOBILE_ESTAB
SLB1-7600#
SLB1-7600#sh ip slb
SLB1-7600#sh ip slb rea
SLB1-7600#sh ip slb reals
real farm name weight state conns
10.99.11.11 FARM1 1 OPERATIONAL 2
10.99.11.12 FARM1 1 OPERATIONAL 2
SLB1-7600
Show output on SLB:
HA5-2#sh ip mob binding summary
Mobility Binding List:
Total 2
HAS-2#
HA5-3#sh ip mob binding summary
Mobility Binding List:
Total 2
HAS5-3#
SLB

NAT

SLB1-7600#debug ip slb sessions ipmobile
*Jul 1 05:25:25.513: SLB_SESSION_IPMOBILE:
IPMOBILE_ESTAB -> IPMOBILE_INIT

*Jul 1 05:25:25.513: SLB_SESSION: v_ip= 15
S

*Jul 1 05:25:25.513: SLB_SESSION: client=
*Jul 1 05:25:25.513: SLB_SESSION_IPMOBILE:

IPMOBILE_ESTAB -> IPMOBILE_INIT

*Jul 1 05:25:25.513: SLB_SESSION: v_ip= 15
S

*Jul 1 05:25:25.513: SLB_SESSION:

*Jul 1 05:25:25.513: SLB_SESSION_IPMOBILE:

IPMOBILE_ESTAB -> IPMOBILE_INIT

Transport

SLB

ip slb serverfarm FARM1
nat server
real 10.99.11.11
inservice
1
real 10.99.11.12
inservice
|
ip slb vserver IPSECSLB
virtual 10.1.1.10 udp 434 service ipmobile
serverfarm FARM1
inservice

Cisco Mobile Wireless Home Agent
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HA-SLB  IPSEC

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.51

|

!

crypto ipsec transform-set esp-des-sha-transport ah-sha-hmac esp-des
mode transport (The crypto mode is configured as transport )
|

crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.51

set transform-set esp-des-sha-transport
match address 101

|

interface GigabitEthernet6/1 (inside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,15,1002-1005
switchport mode trunk

cdp enable

|

interface GigabitEthernet6/2 (outside port of the IPSEC module)
no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,16,1002-1005
switchport mode trunk

cdp enable

|

interface FastEthernet3/15

no ip address

duplex full

speed 100

crypto connect vlan 15

|

1
interface Vlanl5

ip address 15.1.1.15 255.0.0.0

no ip redirects

no ip unreachables

no mop enabled

crypto map 1l2tpmap

|

|

access-list 101 permit ip host 15.1.1.10 host 15.1.1.51

Cisco Mobile Wireless Home Agent
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PDSN
PDSN  IPSEC

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 10.1.1.15
|

crypto ipsec transform-set esp-des-sha-transport esp-des esp-sha-hmac
mode transport (The crypto mode is configured as transport )

|

crypto map l2tpmap 10 ipsec-isakmp

set peer 10.1.1.15

set transform-set esp-des-sha-transport
match address 101

interface FastEthernetl/0

ip address 10.1.1.51 255.0.0.0
duplex full

crypto map 1l2tpmap

access-list 101 permit ip host 15.1.1.51 host 15.1.1.10

clear crypto isakmp clear cryptosa  PDSN SLB

Cisco Mobile Wireless Home Agent
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N HA

PDSN

PDSN

PDSN-7600#sh crypto ipsec sa

interface: FastEthernetl/0
Crypto map tag: l2tpmap,

local

local addr. 10.1.1.51

ident (addr/mask/prot/port): (10.1.1.51/255.255.255.255/0/0)

remote ident (addr/mask/prot/port): (10.1.1.10/255.255.255.255/0/0)

current_peer: 10.1.1.15

PERMIT, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0

#pkts compressed: 0,
#pkts not compressed:

#pkts decompressed: 0

#pkts compr. failed: 0, #pkts decompress failed: 0

#send errors 4, #recv errors 0

local crypto endpt.:

10.1.1.51, remote crypto endpt.:

10.1.1.15

path mtu 1500, media mtu 1500

current outbound spi:

inbound esp sas:

6A0EBD82

spi: 0x13EOE556(333505878)

transform: esp-des

in use settings ={Tunnel, }

slot: 0, conn id:

2002, flow_id: 1, crypto map: l2tpmap

sa timing: remaining key lifetime (k/sec): (4608000/3535)

IV size: 8 bytes

replay detection support: Y

inbound ah sas:

spi: OxXEFEEE153(4025409875)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }

slot: 0, conn id:

2000, flow_id: 1, crypto map: l2tpmap

sa timing: remaining key lifetime (k/sec): (4608000/3535)
replay detection support: Y

inbound pcp sas:

outbound esp sas:

spi: Ox6A0EBD82(1779350914)

transform: esp-des

in use settings ={Tunnel, }

slot: 0, conn id:

2003, flow_id: 2, crypto map: l2tpmap

sa timing: remaining key lifetime (k/sec): (4607999/3535)

IV size: 8 bytes

replay detection support: Y

outbound ah sas:

spi: O0x49BE92A3(1237226147)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }

slot: 0, conn id:

2001, flow_id: 2, crypto map: l2tpmap

sa timing: remaining key lifetime (k/sec): (4607999/3535)
replay detection support: Y

outbound pcp sas:

PDSN-7600#

I Cisco Mobile Wireless Home Agent

CMWHA-12415-J |



HA

SLB
SLB1-7600#sh ip slb sessions ipmobile

vserver NAI hash

IPSECSLB
IPSECSLB
IPSECSLB
IPSECSLB
SLB1-7600#
SLB1-7600#sh ip slb rea
SLB1-7600#sh ip slb reals

A984DFOA00000000
1DCOE31400000000
2BDEES1100000000
47E2FD1B00000000

farm name

99.99.11.11
99.99.11.12
SLB1-7600#
SLB1-7600#

HA-SLB

SLB1-7600#sh crypto ipsec sa

interface: Vlanl5
Crypto map tag: l2tpmap,

local ident

remote ident

(addr/mask/prot/port) :

(addr/mask/prot/port) :

current_peer: 10.1.1.51
PERMIT, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt:
#pkts decaps: 4, #pkts decrypt:
#pkts compressed: O,
#pkts not compressed: 0,
#send errors 0, #recv errors 0

0,
4,

local addr.

#pkts decompressed:
#pkts compr.

#pkts digest 0
#pkts verify 0

0

failed: O,

#pkts decompress failed:

HA
real state

.51 99.99.11.12 IPMOBILE_ESTAB
51 99.99.11.12 IPMOBILE_ESTAB
51 99.99.11.11 IPMOBILE_ESTAB
.51 99.99.11.11 IPMOBILE_ESTAB
weight state conns
1 OPERATIONAL 2
1 OPERATIONAL 2

10.1.1.15
(10.1.1.10/255.255.255.255/0/0)
(10.1.1.51/255.255.255.255/0/0)

0

local crypto endpt.: 15.1.1.15, remote crypto endpt.: 15.1.1.51
path mtu 1500, media mtu 1500
current outbound spi: 13E0E556
inbound esp sas:
spi: O0x6A0EBD82(1779350914)
transform: esp-des ,
in use settings ={Tunnel, }
slot: 0, conn id: 11031, flow_id: 65, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3527)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
spi: O0x49BE92A3(1237226147)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 11029, flow_id: 65, crypto map: l2tpmap
sa timing: remaining key lifetime (k/sec): (4607999/3527)

replay detection support: Y

inbound pcp sas:

Cisco Mobile Wireless Home Agent
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N HA

outbound esp sas:

spi: 0x13E0E556(333505878)
transform: esp-des ,
in use settings ={Tunnel,
slot: 0, conn id: 11032,

}

flow_id: 66, crypto map: l2tpmap

sa timing: remaining key lifetime (k/sec): (4608000/3527)

IV size: 8 bytes
replay detection support:

outbound ah sas:

spi: OxXEFEEE153(4025409875)
transform: ah-sha-hmac ,
in use settings ={Tunnel,
slot: 0, conn id: 11030,

Y

}

flow_id: 66, crypto map: l2tpmap

sa timing: remaining key lifetime (k/sec): (4608000/3524)

replay detection support:

outbound pcp sas:

SLB1-7600#

HA

HA5-2#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS5-2#

HA5-3#sh ip mob binding summary
Mobility Binding List:

Total 2

HAS5-3#

Y

I Cisco Mobile Wireless Home Agent
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| IPv4

IPv4

Cisco MobilelP Bind Update

MIP
I1S-835-C

FA
HA  Registration Revocation

FA FA Registration Revocation ACK
HA PDSN/FA
FA  Registration Revocation HA HA
Registration Revocation ACK  FA
IPv4 HA
PDSN MIP RRQ MIP RRP
HA
HA
IP
1 MS PPP
2 MIPv4 PDSN/FA
PDSN/FA  MIPv4 X
3 PDSN/FA MN MIP RRQ FA-CHAP access-request 2
STC RRQ HA MHAE
I-bit 1 MS
4 MIP RRQ HA I-bit  MIP RRQ
MIP RRP HA-CHAP MN-AAA STC
2 AAA access-request
5 PDSN MIP RRP
IP HA
1 PDSN/FA 1 IP
2 PDSN/FA 1
HA
3 HA
PDSN/FA 1
4 PDSN/PDSN PDSN/FA 2 IP
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CMWHA-12415-J |



IPv4 ||
5 PDSN/FA 2 HA
6 HA PDSN/FA 2
7 HA  Mobile IP Resource Revocation PDSN/FA 1
8 PDSN/FA 1 IP ACK HA IP
IP FA
1 PDSN/FA IP
2 PDSN/FA
HA
3 HA
PDSN/FA
4 PDSN/FA PDSN/FA
5 PDSN/FA  Mobile IP Resource Revocation HA
6 HA IP ACK  PDSN/FA HA
PDSN/FA
I-bit
MN IP
I Inform MN
RRQ/RRP
1 Revocation |
MobilelP RRQ I HA
I-bit 1 I-bit HA |
HA |
Revocation 1 PDSN HA |
0 PDSN Revocation I-bit 1
HA  Revocation ACK I-bit 1
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MIPv4
HA  MIPv4

1 Router (config)# ip mobile home-agent revocation

HA  MIPv4

2 Router(config)# ip mobile home-agent revocation

timeout 5 retransmit 6

Revocation

ip mobile home-agent revocation

Router (config)# ip mobile home-agent revoc timeout ?
<1-100> Wait time (default 3 secs)

Router (config)# ip mobile home-agent revoc retransmit 2
<0-100> Number of retries for a transaction (default 3)

IPv4
IPv4
¢ HA-CHAP MN-AAA access-accept
e Revocation Revocation ACK
FA HA
[ )
1
¢ HAMIB
HA
. NAI
IP
RADIUS
RADIUS Packet of Disconnect POD;
Radius Disconnect HA
HA
Cisco HA RADIUS RFC 3576

Request AAA
Session Termination Capability STC VSA

VSA
HA

Access Request
NAS-Identifier

STC HA
FHAE IPSec
HA  FA-HA
IPSec
IP
RADIUS
IP
HA Access
3GPP2
/ STC

radius-server attribute 32 include-in-access-req format

Fully Qualified Domain Name FQDN;

I Cisco Mobile Wireless Home Agent
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IPv4
Disconnect Request  HA

1 NAI

2 Framed-IP-Address Disconnect Request

3 Framed-IP-Address  Disconnect Request

NAI
RADIUS
RADIUS

Router (config)# aaa pod server [clients ipaddrl [ipaddr2] Cisco I0S AAA POD
[ipaddr3] [ipaddr4]] [port port number] [auth-type {any |

all \ session-key}] [ignore session-key] {ignore server-key
| server-key string}

Router (config) #ip mobile radius disconnect

HA  RADIUS Disconnect

Router (config) #radius-server attribute 32
include-in-access-req

NAS-Identifier

AAA Access-Request
Router# debug aaa pod AAA Radius Disconnect
RADIUS
RADIUS
e RADIUS MIB
. IP
HA HA
Revocation RADIUS Disconnect
HA HA Revocation
Radius Disconnect
Registration Revocation Radius Disconnect clear ip mobile binding HA
HA /
. Revocation RADIUS Disconnect
HA HA

Cisco Mobile Wireless Home Agent
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. ip mobile host
o HA
e Revocation Radius Disconnect STC
HA
HA
o Revocation RADIUS Disconnect
. ip mobile host
e Revocation Radius Disconnect STC
HA
IP HA
1. MS PPP
2. PDSN MN MIP RRQ FA-CHAP MN 2
3 STC VSA AAA Access-request
PDSN RRQ HA MHAE
3. MIP RRQ HA PDSN MIP RRP
MS HA-CHAP 2 3 STC VSA
AAA Access-request HA
4. PDSN MIP RRP MIP RRP
PDSN
5. HA Bind Update
STC NVSE
6. HA  Bind Update
accept Bind Update
ACK
2 Bind Delete Request Bind Delete ACK
HA
Revocation
HA HA
1. MS PPP IP
HA
HA
2. administrative clear PDSN Revocation
HA
3. MIP Revocation HA
Bind Delete Request HA

I Cisco Mobile Wireless Home Agent
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4. Bind Delete Request HA Revocation
MIP Revocation ACK PDSN
5. Bind Delete Request HA
accept Bind Delete ACK
6. Bind Delete ACK HA Bind
Delete Request
Revocation RADIUS Disconnect
STC HA HA
HA HA
RADIUS Disconnect
HA HA Revocation
Selective FA Revocation
3GPP2
PDSN Resource
Revocation HA
Selective FA Revocation remove subscriber
FA HA remove subscriber
FA
Selective FA Revocation
1. 1x/DO RF DO
RF EVDO
VLR
Samsung 35 RIM 30 Sierra 40
3 DO 1x
MTX 1x RF
DRS 0
MTX PCF PDSN
4, 3 1x PCF
VLR 1
5. 3 PCF 0 Mobility Event Indicator MEI
PDSN OpenRP PDSN
MEI=0 IMSI IMSI
MEI=0 IMSI
6. MEI=0 IMSI Hybrid PDSN
DO 1X PDSN  PPP TermReq
Resource Revocation HA
7. TermReq MTX RF

Cisco Mobile Wireless Home Agent
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7 P |
u IPv4
8.
IP TermReq
ACK RF /IRRQ RRQ
IP HA IP
9. PDSN MEI=0 IMSI
RRQ HA
10. HA 6 RRQ RRQ
MN
11. HA  Code-139 MN
Selectable FA Revocation Hybrid PDSN/FA Revocation HA
HA  Revocation RR PDSN
MN  HA PDSN/FA PPP
/ Data Ready to
Send Ix RF DRS=1 VLR
PDSN OpenRP MEI 1 MEI
PDSN  PPP RRQ
HA  Re-registration
Selective FA Revocation
Selective FA Revocation
Router (config)# ip mobile home-agent revocation ignore |HA Revocation ACK PDSN/FA
fa acl fa-acl
ACK 1-99

ip mobile home-agent revocation ignore

standard access-list standard access-list

COA5.1.14 access-list

Router (config) #ip access-1list standard ?

FA

<1-99> Standard IP access-1list number
<1300-1999> Standard IP access-list number (expanded range)
WORD Access-list name

Router (config) #ip access-list standard fa_acll
Router (config-std-nacl) #permit 5.1.1.4

COA5.1.15 access-list

Router (config) #ip access-list standard ?

<1-99> Standard IP access-1list number
<1300-1999> Standard IP access-list number
WORD Access-list name

Router (config) #ip access-list standard 1
Router (config-std-nacl) #permit 5.1.1.5

(expanded range)

I Cisco Mobile Wireless Home Agent
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FA5.1.1.4 access-list ACK
ip mobile home-agent revocation ignore

Router ( (config) #ip mobile home-agent revocation ignore ?
<1-99> fa Access-list number
WORD fa Access-1list name

Router (config) #ip mobile home-agent revocation ignore fa_acll

FA5.1.15 access-list

Router (config) #ip mobile home-agent revocation ignore 1

ip mobile home-agent revocation ignore 1300 1999 IP access-list

Cisco Mobile Wireless Home Agent
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CHAPTER

DNS

Domain Name Server DNS;
e IP p.8-1
e IP p.8-2
e DNS p.8-3
o p.8-3
TIA/EIA/IS-835-D AAA Home Agent HA DNS
AAA DNS IP IP
HA DNS IP
HA IP
HA RADIUS RADIUS
RADIUS HA DNS
RADIUS HA RADIUS Access-Accept
DNS-Update-Required IP
HA DNS DNS MS
HA DNS
DNS
HA Mobile IP RRQ IP
MS
HA DNS DNS
HA IP
DNS
IP

Cisco Mobile Wirel
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|
HA IP
1. HA PDSN/FA
2. HA RADIUS HA DNS Server Update
Capability VSA
RADIUS DNS Update Required VSA
HA PDSN/FA HA
HA HA
5. HA DNS DNS
6. DNS NAI DNS HA  DNS
HA IP
1. HA PDSN/FA
2. SA HA RADIUS
RADIUS
4. HA HA PDSN/FA
HA HA HA
5. HA DNS DNS DNS
6. DNS NAI  DNS DNS HA DNS
IP
1 Router(config)# ip name-server x.x.x.x 1
2 Router(config)# ip mobile realm @ispxyzl.com dns DNS
dynamic-update method word word DNS
3 Router(config)# ip mobile realm realm dns server DNS
primary dns server address secondary dns server
address

1 Router# show ip mobile binding

I Cisco Mobile Wireless Home Agent
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||
IP
ip ddns update method sit-ha2-ddns2
DDNS both
ip mobile realm @Qispxyz2.com dns dynamic-update method sit-ha2-ddns2
DNS
1S835D IP DNS NVSE
DNS
RADIUS HA DNS Server VSA HA
DNS Server VSA DNS NVSE IP
DNS Server VSA HA DNS
DNS NVSE IP
DNS Server VSA DNS Server NVSE DNS IP
HA HA  DNS Server VSA

ip mobile realm realm dns server assign

ip name-server X.xX.X.X
DNS
ip mobile realm realm dns server primary dns server address secondary dns server address

show ip mobile binding

DNS AAA
HA

DNS

[ //localhost/Radius/Profiles/mwts-mip-r20sit-haslbl-prof/Attributes ]
CDMA-DNS-Server-IP-Address = 01:06:0A:4D:9B:0A:02:06:0A:4D:9B:09:03:03:01:04:03:01
CDMA-DNS-Update-Required = "HA does need to send DNS Update"

CDMA-HA-IP-Addr = 20.20.225.1

CDMA-MN-HA-Shared-Key = ciscociscociscoc

CDMA-MN-HA-SPI = 00:00:10:01

CDMA-Reverse-Tunnel-Spec = "Reverse tunneling is required"
class = "Entering the World of Mobile IP-3"

Service-Type = Framed

DNS

ip mobile realm @ispxyz2.com dns server 10.77.155.10 2.2.2.2
ip mobile realm @Qispxyz2.com dns server assign

Cisco Mobile Wireless Home Agent
| cCMWHA-12415-4



8 DNS |

AR

set CDMA-DNS-Server-IP-Address 01:06:0A:4D:9B:0A:02:06:0A:4D:9B:09:03:03:01:04:03:01

DNS
IP DNS

ha2#show run
Building configuration...

Current configuration : 10649 bytes

|

! Last configuration change at 22:45:21 UTC Fri Nov 11 2005
|
version 12.3

service timestamps debug datetime msec

service timestamps log datetime msec
no service password-encryption

service internal

service udp-small-servers

|
hostname tbl-6513-ha2

!
boot-start-marker
boot-end-marker

|

!

aaa new-model

|

!

aaa group server radius MOT

server 150.2.0.1 auth-port 1645 acct-port 1646
|

aaa authentication ppp default local group MOT
aaa authorization config-commands

aaa authorization ipmobile default group MOT
aaa authorization network default group MOT
aaa authorization configuration default group MOT
aaa accounting session-duration ntp-adjusted
aaa accounting update newinfo periodic 3

aaa accounting network ha start-stop group MOT
aaa accounting system default start-stop group MOT
|

aaa server radius dynamic-author

client 150.2.0.1

server-key cisco

!

aaa session-id common

!

resource policy

|

ip subnet-zero
no ip gratuitous-arps

|

1

ip cef

ip dfp agent ipmobile

port 400

interval 15

inservice
|

Cisco Mobile Wireless Home Agent
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ftp source-interface GigabitEthernet0/0.10

origin dhcp subnet size initial /30 autogrow /30

ip

ip ftp username root

ip ftp password pdsnmwg

no ip domain lookup

ip name-server 10.77.155.10

ip name-server 1.1.1.1

ip name-server 6.6.6.6

no ip dhcp use vrf connected

no ip dhcp conflict logging

ip dhcp ping packets 0

|

ip dhcp pool Subnet-Pooll
utilization mark high 75
utilization mark low 25

!

!

ip vrf forwarding

!

ip vrf ispxyz

|

ip vrf ispxyz-vrfl

rd 100:1

|

ip vrf ispxyz-vrf2

rd 100:2

ip ddns update method sit-ha2-ddnsl

DDNS both

ip ddns update method sit-ha2-ddns2

DDNS both

vpdn enable
vpdn ip udp ignore checksum

vpdn-group testsipl-12tp

Default L2TP VPDN group
Default PPTP VPDN group

accept-dialin

protocol any
virtual-template 1

12tp tunnel hello 0

username user-ha2 password 0 cisco

interface TunnellO
no ip address
ip access-group 150 in

interface Loopback0

ip address 20.20.225.1 255.255.255.0

interface Loopbackl

description address of the LNS server
ip address 20.20.206.20 255.255.255.0

interface Loopback?2

ip address 170.12.0.102 255.255.0.0

interface GigabitEthernet0/0
no ip address

no ip route-cache cef

no ip route-cache

no keepalive

no cdp enable

Cisco Mobile Wireless Home Agent
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|

interface GigabitEthernet0/0.10
description TFTP vlan
encapsulation dotlQ 10

ip address 10.77.155.5 255.255.255.192
no ip route-cache

no snmp trap link-status

no cdp enable

|

interface GigabitEthernet0/0.172
description HAAA interface
encapsulation dotlQ 172

ip address 170.2.0.20 255.255.0.0
no ip route-cache

no snmp trap link-status

no cdp enable

standby delay minimum 15 reload 15
standby version 2

standby 2 ip 170.2.0.102

standby 2 follow sit-ha2

|

interface GigabitEthernet0/0.202
description PI interface
encapsulation dotlQ 202

ip address 20.20.202.20 255.255.255.0
no ip route-cache

no snmp trap link-status

no cdp enable

standby delay minimum 15 reload 15
standby version 2

standby 2 ip 20.20.202.102

standby 2 ip 20.20.204.2 secondary
standby 2 ip 20.20.204.3 secondary
standby 2 ip 20.20.204.4 secondary
standby 2 ip 20.20.204.5 secondary
standby 2 ip 20.20.204.6 secondary
standby 2 timers msec 750 msec 2250
standby 2 priority 130

standby 2 preempt delay minimum 180
standby 2 name sit-ha2

interface GigabitEthernet0/0.205

description REF interface

encapsulation dotlQ 205

ip address 20.20.205.20 255.255.255.0

no ip route-cache

no snmp trap link-status

no cdp enable

standby delay minimum 15 reload 15

standby version 2

standby 2 ip 20.20.205.102

standby 2 follow sit-ha2

|
interface Virtual-Templatel

description To be used by VPDN for PPP tunnel
ip unnumbered Loopbackl

peer default ip address pool LNS-pool

no keepalive

ppp accm 0

ppp authentication chap pap optional

ppp accounting none

|
router mobile

|

ip local pool LNS-pool 7.0.0.1 7.0.0.255

ip local pool ispxyz-vrfl-pool 50.0.0.1 50.0.0.255
ip local pool mobilenodes 40.0.0.1 40.0.100.255
ip default-gateway 10.77.155.1

ip classless

Cisco Mobile Wireless Home Agent
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ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0.202

ip route 10.77.139.29 255.255.255.255 10.77.155.1

ip route 150.2.0.0 255.255.0.0 170.2.0.1

no ip http server

|

!

ip mobile debug include username

ip mobile home-agent template Tunnell0 address 20.20.202.102

ip mobile home-agent revocation timeout 5 retransmit 4

ip mobile home-agent dynamic-address 20.20.202.102

ip mobile home-agent accounting ha broadcast lifetime 3600 replay 8
suppress-unreachable unknown-ha deny

ip mobile home-agent redundancy sit-ha2 virtual-network address 20.20.202.102
periodic-sync

ip mobile radius disconnect

ip mobile virtual-network 50.0.0.0 255.0.0.0

ip mobile virtual-network 40.0.0.0 255.0.0.0

ip mobile host nai mwts-pmp-r20sit-base-userl@ispxyzl.com virtual-network 40.0.0.0
255.0.0.0 aaa load-sa lifetime 600

ip mobile host nai @ispxyz2.com address pool local mobilenodes virtual-network
40.0.0.0 255.0.0.0 aaa lifetime 180

ip mobile realm mwts-pmp-r20sit-base-userl@ispxyzl.com dns server 10.77.155.10 1.1.1.1
ip mobile realm mwts-pmp-r20sit-base-userl@ispxyzl.com dns server assign

ip mobile realm mwts-pmp-r20sit-base-userl@ispxyzl.com dns dynamic-update method
sit-ha2-ddns1

ip mobile realm @ispxyz2.com vrf ispxyz-vrf2 ha-addr 20.20.204.6

ip mobile realm @ispxyz2.com dns server 10.77.155.10 2.2.2.2

ip mobile realm @ispxyz2.com dns server assign

ip mobile realm @ispxyz2.com dns dynamic-update method sit-ha2-ddns2

ip mobile secure foreign-agent 20.20.201.10 20.20.201.100 spi 100 key ascii cisco
replay timestamp within 7 algorithm md5 mode prefix-suffix

ip mobile secure foreign-agent 20.20.210.10 20.20.210.100 spi 100 key ascii cisco
replay timestamp within 5 algorithm md5 mode prefix-suffix

ip mobile secure home-agent 20.20.202.10 20.20.202.95 spi 100 key ascii cisco replay
timestamp within 7 algorithm md5 mode prefix-suffix

|

ip radius source-interface Loopback?2

no logging trap

logging source-interface GigabitEthernet0/0.201

access-list 150 permit ip host 40.0.0.1 host 20.20.205.220 log

access-1list 150 permit ip host 20.20.205.220 host 40.0.0.1 log

access-1list 150 deny ip any any log

snmp-server community public RO

snmp-server community private RW

snmp-server trap-source Loopback0

snmp-server host 150.2.0.100 version 2c private

snmp-server host 150.2.0.100 public

no cdp run

|

!

radius-server attribute 44 include-in-access-req

radius-server attribute 8 include-in-access-reg

radius-server attribute 32 include-in-access-req

radius-server attribute 55 access-request include

radius-server host 150.2.0.1 auth-port 1645 acct-port 1646 key 7 121A0C041104
radius-server host 150.2.0.100 auth-port 1645 acct-port 1646 key cisco
radius-server retransmit 4

radius-server timeout 2

radius-server deadtime 5

radius-server key cisco

radius-server vsa send accounting

radius-server vsa send authentication

radius-server vsa send accounting 3gpp?2

radius-server vsa send authentication 3gpp2

|

control-plane

|

alias exec shc sh cdma pdsn

alias exec ua undebug all

Cisco Mobile Wireless Home Agent
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alias exec ui undebug ip packet
|

line con 0O

exec-timeout 0 0

line vty 0 4

exec-timeout 0 O

line vty 5 15

exec-timeout 0 O

|

|

end

ha2#

Cisco Mobile Wireless Home Agent
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CHAPTER 9

Cisco 10S Mobile Wireless Home Agent

. ACL p.9-2
. ACL p.9-2
J ACL p.9-3
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N ACL

ACL

Home Agent HA

RADIUS HA
inACL OutACL inACL
outACL HA ACL
ACL
ACL
HA
ACL show ip mobile binding
ACL
ACL
HA 1 ACL 1 ACL
N
ACL
HA Foreign Agent FA,
Mobile Node MN; IP
ACL
ACL
Router (config)# interface tunnel 10
ip access-group 150 in ------- > apply access-1list 150
access-list 150 deny any 10.10.0.0 0.255.255.255 ACL
access-list permit any any
—————— > permit all but traffic to 10.10.0.0 network
ip mobile home-agent template tunnel 10 address 10.0.0.1 HA

Cisco Mobile Wireless Home Agent
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show ip mobile binding

ACL ID

router# show ip mobile binding

Mobility Binding List:

Total 1

Total VPDN Tunnel'ed 0

userl-flow8@abc.com (Bindings 1):
Home Addr 30.0.0.5
Care-of Addr 7.0.0.2, Src Addr 7.0.0.1
Lifetime granted 00:03:20 (200), remaining 00:03:03
Flags sBdmg-T-, Identification CB32792C.A7E22A29
Tunnel0 src 7.0.0.242 dest 7.0.0.2 reverse-allowed
Routing Options - (B)Broadcast (T)Reverse-tunnel
Acct-Session-Id: 0x0000009D
Sent on tunnel to MN: 0 packets, 0 bytes
Received on reverse tunnel from MN: 0 packets, 0 bytes
Hotline status Active
Radius Disconnect Enabled

router# show ip mobile tunnel

Mobile Tunnels:
Total mobile ip tunnels 1
TunnelO:
src 46.0.0.3, dest 55.0.0.11
encap IP/IP, mode reverse-allowed, tunnel-users 1
Input ACL users 1, Output ACL users 1
IP MTU 1480 bytes
Path MTU Discovery, mtu: 0, ager: 10 mins, expires: never
outbound interface Ethernetl/0
HA created, fast switching enabled, ICMP unreachable enabled
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 drops

0 packets output, 0 bytes

Cisco Mobile Wireless Home Agent
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CHAPTER 1

Cisco 10S Mobile Wireless Home Agent

e 3DES p.10-1
o IP  IPSec p.10-1
e 6 CPUSAMI Cisco 7600 IPSec p.10-6
o p.10-7
o p.10-9
3 DES
Cisco Home Agent HA HA IPSec 3DES
Cisco 7600 SAMI  Cisco VPN-SPA IPSec
HA PDSN HA IP PDSN
o Cisco 7200 7301
IP IPSec

Internet Engineering Task Force IETF;
IP Security IPSec
IPSec IP
Internet Key Exchange IKE;
IPSec
IPSec
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HA IP

HA 1S-835-B IPSec IKE Authentication Header AH:;
IP Encapsulating Security Payload ESP

1S835-B IPSec 3
Y
Cisco 10S IPSec Cisco 7600 HA 2.0
IPSec IKE
1S-835-B HA AAA PDSN
PDSN AAA IKE
HA IKE
PDSN AAA IKE HA IKE
IPSec
PDSN HA
PDSN/HA
IPSec COA
S
Cisco 7600 Cisco Home Agent Release 2.0 Catalyst 7600
Cisco IPSec Services Module VPN-SPA
VPN-SPA WAN LAN VPN
VLAN Cisco 7600 URL

http://www.cisco.com/en/US/products/hw/routers/ps368/prod_installation_guides_list.html

IPSec AAA PDSN
HA PDSN/HA 1 PDSN/HA
3
IP-in-1P GRE-in-IP
IPSec

1S835 RFC 2002 IP Cisco HA
1P IP

Mobile-Node MN; IP PDSN/FA

PDSN/FA HA MN IP

Security Association SA;
SA
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||
S
IPSec SA IPSec HA
10-1 1S835  IPSec
10-1 1S835 IPSec
Visitor  R=LTIER
Location ! 3 JanNg H—
Register I S Pt
(VLR) 3 HLR
SR AR
RADIUS
RADIUS
""" Jao—h—
v b7—9
RADIUS
ENAIL
AT—v3y RAN
2y RT—9
TS AR—
A2
IPSec ‘ S
N N A s
SEETIER |
JOnNg H— ! '3
2y rT—=9 T
PDSN HA IPSec 1S-835-C
1S-835C IPSec PDSN HA IP
PDSN IPSec
PDSN IPSec HA IP
IPSec
Home Agent Release 2.0 PDSN  HA
IPSec
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10 HA
|
HA 1P IPSec VPNSM
HA
SUP 10S HA IP HA
HA

10-2

10-2 HA

Vlan187
el 192.147.213.193 Vian197 Vian199
FA-1 UE

S 192.147.213.197

-

PDSNT1

HA3 13.0.0.50 HA4 13.0.0.51

I Cisco Mobile Wireless Home Agent

HA1
YA k2 /
! HSRP
1172.16.199.133
HA 1

Vlan197

1
1
[}
\
\
\

Vlan187

\
\

PDSN IP 14.0.0.1
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HA

crypto isakmp policy 1

hash md5

authentication pre-share

lifetime 60000
crypto isakmp key cisco address 10.0.0.0 0.0.0.0
|

crypto ipsec transform-set mobile-setl esp-3des
# Comment: testmap is used for HA3

crypto map testmap local-address Loopback2l
crypto map testmap 20 ipsec-isakmp

set peer 10.0.0.1

set transform-set mobile-setl

match address 131
|

interface Loopback2l
description corresponds to ha-on-proc3

ip address 10.0.0.50 255.255.255.255
|

interface GigabitEthernet4d/1
description encrypt traffic from vlan 151 to vlan 201& 136 to 139
no ip address
flowcontrol receive on
flowcontrol send off
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,136,146,151,1002-1005
switchport mode trunk
cdp enable
|
interface GigabitEthernet4/2
description decrypts traffic from vlan 201 to 151, 139 to 136
no ip address
flowcontrol receive on
flowcontrol send off
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,139,149,201,1002-1005
switchport mode trunk
cdp enable

interface Vlanl36

description secure vlan

ip address 10.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap

|

interface Vlanl37

description internal vlan to HA3
ip address 10.0.0.1 255.255.0.0
|

interface Vlanl39

no ip address

crypto connect vlan 136
|

access-list 131 permit ip host 10.0.0.1 host 10.0.0.50
access-1list 131 permit ip host 10.0.0.50 host 10.0.0.1
access-1list 131 permit ip 10.0.0.0 0.0.0.255 10.0.0.0 0.0.0.255

access-1list 2000 permit udp any any eq mobile-ip

Cisco Mobile Wireless Home Agent
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|
access-list 2000 permit ipinip any any
route-map RRQ-HA3 permit 10
match ip address 2000
set ip next-hop 10.0.0.2
6 CPU SAMI Cisco 7600 IPSec
PDSN HA IP IPSec
PDSN HA 1S-835B
IPSec PDSN HA IPSec
PDSN IP HA IP
Cisco 7600 HA IPSec  SUP HA
1 SAMI SAMI 6 CPU 1
HA HA IP IPSec
SUP HA SAMI IP HA IP
PDSN IKE SUP
SAMI HA IP IP SUP
PDSN/HA
HA IP IPSec IPSec VLAN
HA SAMI 6 CPU
IPSec IP
SUP720 VRF IPSec PDSN
HA IP VLAN VLAN 1 VRF
SUP HA 1 VRF IPSec  VRF
SAMI 6 HA
VLAN HA VLAN
SAMI HA CPU
IPSec
1. SUP PDSN HAIP IPSec SA PDSN PDSN
IP HA IP IP IKE
IKE PDSN IP HA IP PDSN/HA
ISAKMP VRF
PDSN/HA SPI
2. HAIP 1 VLAN SuUP VRF
SUP PDSN IPSec HA IP
3. PDSN/HA IP IPSec SA SPI
VRF
4. IPSec VLAN SUP  MWAM
HA VLAN HA IP
MWAM CPU
5. SAMI HA VLAN
HA IPSec VLAN
PDSN

I Cisco Mobile Wireless Home Agent
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Cisco HA NAI
IP
IP
HA 1S-835-B IPSec IKE IPSec AH IP ESP
HA

HA 1S-835-B

IP SA
Foreign Agent FA; HA SA
1 Router(config)# ip mobile secure {host | visitor | 1P SA
home-agent | foreign-agent | proxy-host}
{lower-address [upper-address] | nai string}

{inbound-spi spi-in outbound-spi spi-out | spi spi}
key {hex | ascii} string [replay timestamp [number]
algorithm md5 mode prefix-suffix]

Cisco Mobile Wireless Home Agent
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|
HA IPSec
HA  IPSec
1 Router (config)# crypto map map-name seg-num 1 1 HA
ipsec-isakmp
set peer ip address of ha
set transform-set transform-set-name
match address acl name
1. ACL
2.
1
HA
HA
crypto map map name local-address interface IPSec
2 Router# access-list acl-name deny udp host HA IP
addr eq mobile-ip host PDSN IP addr eqg mobile-ip
acl-name ACL
access-list acl-name permit ip host PDSN IP addr
host HA IP addr
access-list acl-name deny ip any any
3 Router# Interface Physical-Interface of PI Pi
interface
HA PDSN
crypto map Crypto-Map set IP
/ HA SA
/ HA SA 10S
1 Router(config)#show ip mobile secure ? HA SA
foreign-agent
home-agent
o g FA SA HA SA
ost
summary SA SA

Router# show ip mobile secure home-agent
Security Associations (algorithm,mode,replay protection,key):
30.0.0.30:
SPI 100, MD5, Prefix-suffix, Timestamp +/- 7,
Key 'red'
HA#

Cisco Mobile Wireless Home Agent
CMWHA-12415-J |



int vlan 136

92.92.92.1
S

FA

PDSN - LAN:

ip vrivrf-ha3 92.92.92.10

rd 1000:1
route-target export 1000:1
route-target import 1000:1
sspgroup 1
remote 13.0.0.31
redundancy PDSN
redundancy HOME
redundancy INTERNAL_VLAN_HAS3

crypto isakmp profile profi
vrivrf-ha3
keyring keyO
match identity address 92.92.92.1

crypto map testmap2 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-set1
set isakmp-profile prof1
match address 131

access-list 131 permit iphost 13.0.0.30
host 92.92.92.1

ip vrf forwarding vrf-ha3
ip address 136.0.0.1/24
ip policy route-map RRQ-HA3
crypto map testmapssp1

crypto engine slot 4

route-map RRQ-HAS3 permit 10
match ip address 2000
set ip next-hop 7.0.0.10

| 10 HA
HA IPSec

Y

deny
Y
Cisco Catalyst 6500 7600 IPSec HA
6 HA SUP 720 VRF-IPSec
SUP 720 VRF-IPSec 10-3
10-3 SUP 720/ VRF-IPSec

interface Gig0/0.137
ip address 7.0.0.3/24
standby 10 ip address 7.0.0.10
standby 10 name HSRP_HA_HAS3
ip mobile home-agent redundancy
HSRP_HAS3 virtual-network address
13.0.0.30 mode active-standby

ip route 92.92.92.1/32 7.0.0.5 .
interface LoopbackO

ipaddress 13.0.0.30

Fa4/2 Vlan136
N 92.92.92.9 N
VPNSM
Fa4/3
13.0.0.29
HOME_LAN: INTERNAL_VLAN_HA3:
13.0.0.30 7.0.05
Fa2/3 Vian136 w
13.0.0.31 RAAYTF 2
Fa2/2
92.92.92.11 Viani37 HA
vit vif —ha3 S
VPNSM 7.0.02 o

interface Loopback0
ipaddress 13.0.0.30

interface Gig0/0.137

ip address 7.0.0.4/24

standby 10 ip address 7.0.0.10

standby 10 name HSRP_HA_HA3
ip mobile home-agent redundancy

HSRP_HAZ2 virtual-network address

13.0.0.20 mode active-standby
ip route 92.92.92.1/32 7.0.0.5

Cisco Mobile Wireless Home Agent
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SuUP —_ 1

ip vrf vrf-ha2
rd 2000:1
route-target export 2000:1
route-target import 2000:1
|
ip vrf vrf-ha3
rd 1000:1
route-target export 1000:1
route-target import 1000:1
|
ip vrf vrf-ha4
rd 4000:1
route-target export 4000:1
route-target import 4000:1
|
ip vrf vrf-hab
rd 5000:1
route-target export 5000:1
route-target import 5000:1
|
ip vrf vrf-haé6
rd 6000:1
route-target export 6000:1
route-target import 6000:1
|
ssp group 1
remote 13.0.0.31
redundancy PDSN-LAN
redundancy HOME-LAN
redundancy INTERNAL_VLAN_HA3
redundancy HOME-LAN-2
redundancy INTERNAL_VLAN_HA2
redundancy HOME-LAN-4
redundancy HOME-LAN-5
redundancy HOME-LAN-6
redundancy INTERNAL_VLAN_HA4
redundancy INTERNAL_VLAN_HAS
redundancy INTERNAL_VLAN_HAG6
port 4098
|
crypto keyring keyO
pre-shared-key address 92.92.92.1 key cisco
|
crypto isakmp policy 1
authentication pre-share
lifetime 60000
crypto isakmp ssp 1
|
crypto isakmp profile profl
vrf vrf-ha2
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 12.0.0.30
crypto isakmp profile prof2
vrf vrf-ha3
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 13.0.0.30
crypto isakmp profile prof4
vrf vrf-ha4d
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 14.0.0.30
crypto isakmp profile prof5
vrf vrf-hab
keyring key0

Cisco Mobile Wireless Home Agent
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match identity address 92.92.92.1 255.255.255.255
local-address 15.0.0.30
crypto isakmp profile prof6
vrf vrf-hat
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 16.0.0.30

crypto ipsec transform-set mobile-setl esp-des esp-sha-hmac

crypto map testmap local-address FastEthernet4/3
crypto map testmap 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof2

match address 131

crypto map testmapl local-address FastEthernet4/4
crypto map testmapl 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile profl

match address 121

crypto map testmap4 local-address FastEthernet4d/7
crypto map testmap4 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof4

match address 141

crypto map testmap5 local-address FastEthernet4/9
crypto map testmap5 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof5

match address 151

crypto map testmap6 local-address FastEthernet4d/11
crypto map testmap6 20 ipsec-isakmp
set peer 92.92.92.1

set transform-set mobile-setl

set isakmp-profile prof6

match address 161

crypto engine mode vrf

interface FastEthernet4/2

ip address 92.92.92.9 255.255.0.0
ip policy route-map RRQ-HA1O0
speed 100
duplex half
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

PR RRPRPRPRPRERRERRERERRRRER

ip 92.

92.92.10

preempt
name PDSN-LAN

track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
GigabitEthernet6/1
Vlanl3é

Vlanl37

Vlanl27

Vlanl26

Vlanl4dé

Vlanl47
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standby
standby
standby
standby
standby

1
1
1
1

1

track
track
track
track
track

Vlanl56
Vlanl57
Vlanléé
Vlanlé7
Vlan200

crypto engine slot 6

interface FastEthernet4/3
ip address 13.0.0.29 255.255.0.0
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

3

ip 13.

0.0.30

preempt
name HOME-LAN

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
GigabitEthernet6/1
Vlanl36

Vlanl37

Vlanl27

Vlanl26

Vlanl4dé

Vlanl47

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vlan200

crypto engine slot 6

interface FastEthernet4/4

ip address 12.0.0.29 255.255.255.0
duplex half
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

2

ip 12.

0.0.30

preempt
name HOME-LAN-2

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernetd/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
GigabitEthernet6/1
Vlanl36

Vlanl37

Vlanl27

Vlanl26

Vlanl4eé

Vlanl47

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vl1an200

crypto engine slot 6

interface FastEthernet4/5

switchport

switchport access vlan 137
switchport mode access
no ip address

interface FastEthernet4/6

switchport

switchport access vlan 127

I Cisco Mobile Wireless Home Agent
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switchport mode access
no ip address
speed 100
duplex half

interface FastEthernet4/7
ip address 14.0.0.29 255.255.255.0
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

4

ip 14.

0.0.30

preempt
name HOME-LAN-4

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanl4dé

Vlanl47

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vlan200

crypto engine slot 6

interface FastEthernet4/8

switchport

switchport access vlan 147
switchport mode access
no ip address

interface FastEthernet4/9
ip address 15.0.0.29 255.255.255.0
delay minimum 30 reload 60

standby

standby 5

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5

5

ip 15.

0.0.30

preempt
name HOME-LAN-5

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernetd/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanl4eé

Vlanl47

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vl1an200

crypto engine slot 6

interface FastEthernet4/10

switchport

switchport access vlan 157
switchport mode access
no ip address
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interface FastEthernet4/11
ip address 16.0.0.29 255.255.255.0
standby delay minimum 30 reload 60

standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6
standby 6

ip 16.

0.0.30

preempt
name HOME-LAN-6

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanl4é

Vlanl47

Vlanl56

Vlanl57

Vlanlé6

Vlanlé7

Vlan200

crypto engine slot 6

interface FastEthernet4/12

switchport

switchport access vlan 167
switchport mode access

no ip addr
|

ess

interface GigabitEthernet6/1

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 126,136,146,156,166

switchport mode trunk

no ip addr

ess

flowcontrol receive on
flowcontrol send off
spanning-tree portfast trunk

interface GigabitEthernet6/2

switchport
switchport
switchport
switchport
no ip addr

trunk encapsulation dotlg

trunk allowed vlan none

mode
ess

trunk

flowcontrol receive on
flowcontrol send off
spanning-tree portfast trunk

interface Vlanl26

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha2

ip address 126.0.0.1 255.255.255.0

no ip redi

rects

no ip unreachables
ip policy route-map RRQ-HA2

no mop ena

bled

crypto map testmapl ssp 1
crypto engine slot 6

interface Vlanl27

description internal vlan to HA2
ip vrf forwarding vrf-ha2

ip address 6.0.0.1 255.255.0.0
standby 12 ip 6.0.0.5
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standby 12 preempt

standby 12 name INTERNAL_VLAN_HA2
standby 12 track FastEthernet4/2
standby 12 track FastEthernet4/3
standby 12 track FastEthernet4/4
standby 12 track FastEthernetd/7
standby 12 track FastEthernet4/9
standby 12 track FastEthernet4/11
standby 12 track Vlanl3é6

standby 12 track Vlanl37

standby 12 track Vlanl27

standby 12 track Vlanl26

standby 12 track GigabitEthernet6/1
standby 12 track Vlanl4é6

standby 12 track Vlanl4?7

standby 12 track Vlanl56

standby 12 track Vlanl57

standby 12 track Vlanlé66

standby 12 track Vlanlé67

standby 12 track V1an200

|

interface Vvlanl36

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha3

ip address 136.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap ssp 1

crypto engine slot 6

|

interface Vlanl37

description internal vlan to HA3
ip vrf forwarding vrf-ha3

ip address 7.0.0.1 255.255.0.0
standby 13 ip 7.0.0.5

standby 13 preempt

standby 13 name INTERNAL_VLAN_HA3
standby 13 track FastEthernet4/2
standby 13 track FastEthernet4/3
standby 13 track FastEthernetd/4
standby 13 track FastEthernetd/7
standby 13 track FastEthernet4/9
standby 13 track FastEthernet4/11
standby 13 track Vlanl3é6

standby 13 track Vlanl37

standby 13 track Vlanl27

standby 13 track Vlanl26

standby 13 track GigabitEthernet6/1
standby 13 track Vlanl4é

standby 13 track Vlanl4?7

standby 13 track Vlanl56

standby 13 track Vlanl57

standby 13 track Vlanlé66

standby 13 track Vlanlé67

standby 13 track V1an200

|

interface Vlanl4é6

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha4d

ip address 146.0.0.1 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA4

no mop enabled

crypto map testmap4 ssp 1

Cisco Mobile Wireless Home Agent
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crypto engine slot 6

interface Vlanl4d?7
description internal vlan to HA4
ip vrf forwarding vrf-ha4d

ip address

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
!

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

8.0.0.

1 255.255.0.0

ip 8.0.0.5
preempt
name INTERNAL_VLAN_HA4

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface Vlanl56
description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-hab

ip address 156.0.0.1 255.255.255.0
no ip redirects
no ip unreachables

ip policy route-map RRQ-HAS
no mop enabled
crypto map testmap5 ssp 1
crypto engine slot 6

interface Vlanl57
description internal vlan to HAS
ip vrf forwarding vrf-hab

ip address

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

9.0.0.

FastEthernet4/2
FastEthernet4/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanl4é

Vlanl47

Vlanl56

Vlanl57

Vlanlé6

Vlanlé7

Vlan200

1 255.255.0.0

ip 9.0.0.5
preempt
name INTERNAL_VLAN_HAS5

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface Vlanlé66
description secure vlan
ethernet point-to-point

FastEthernet4/2
FastEthernet4d/3
FastEthernet4/4
FastEthernet4/7
FastEthernet4/9
FastEthernet4/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet6/1
Vlanl4dé

Vlanl47

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vlan200
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ip
ip
no
no
ip
no

crypto engine slot 6

vrf forwarding vrf-ha6
address 166.0.0.1 255.255.255.0
ip redirects

ip unreachables
policy route-map RRQ-HA6
mop enabled
crypto map testmap6 ssp 1

interface Vlanlé67
description internal vlan to HA6
ip vrf forwarding vrf-hab

ip address 10.0.0.1 255.255.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

ip 10.0.0.5

preempt

name INTERNAL_VLAN_HA6
track FastEthernet4/2
track FastEthernet4/3
track FastEthernet4/4
track FastEthernet4/7
track FastEthernet4/9
track FastEthernet4/11
track Vlanl36
track Vlanl37
track Vlanl27
track Vlanl26

track GigabitEthernet6/1

track Vlanl4é6
track Vlanl4d7
track Vlanl56
track Vlanl57
track Vlanléé
track Vlanlé7
track V1an200

interface vlan 200
ip address 200.0.0.2 255.0.0.0

standby
standby
standby
standby
standby
standby
standby

st
st
st
st
st
st
st
st
st
st
st
st
st
!
ip
ip
ip
ip
ip
|

andby
andby
andby
andby
andby
andby
andby
andby
andby
andby
andby
andby
andby

route
route
route
route
route

250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250

vrf
vrf
vrf
vrf
vrf

access-list

access-list

access-list
access-list

access-list

ip 200.0.0.3

preempt

name NON_IPSEC_VLAN

track FastEthernet4/2

track FastEthernet4/3

track FastEthernet4d/4

track FastEthernet4/7

track FastEthernet4/9

track FastEthernet4d/11
track Vlanl36
track Vlanl37
track Vlanl27
track Vlanl26
track GigabitEthernet6/1
track Vlanl4deé
track Vlanl4d7
track Vlanl56
track Vlanl57
track Vlanléé
track Vlanlé7

vrf-ha?2
vrf-ha3
vrf-ha4
vrf-hab
vrf-haé

92.
92.
92.
92.
92.

121 permit
121 remark

131 permit
131 remark
141 permit

ip host 12.0.

92.
92.
92.
92.
92.

92.
92.
92.
92.
92.

o O O O O

255
255
255
255
255

.255
.255
.255
.255.
.255.

.255.
.255.
.255.
255.
255.

o O O O O

0.30 host
Access List for HA2
ip host 13.0.0.30 host
Access List for HA3
ip host 14.0.0.30 host

Vlanl26
Vlanl36
Vlanl4deé
Vlanl56
Vlanl66

92
92
92
92
92

92.92.92.1

92.92.92.1

92.92.92.1

.92
.92
.92
.92
.92

.92.
.92.
.92.
.92.
.92.

N el

global
global
global
global
global
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access-1list 141 remark Access List for HA4
access-list 151 permit ip host 15.0.0.30 host 92.92.92.1
access-1list 151 remark Access List for HAS
access-list 161 permit ip host 16.0.0.30 host 92.92.92.1
access-1list 161 remark Access List for HA6

access-1list 2000 permit udp any any eq mobile-ip

access-1list 2000 permit ipinip any any

access-list 2001 permit ip 95.
access-list 2002 permit ip 96.
access-list 2003 permit ip 97.
access-list 2004 permit ip 98.
access-list 2005 permit ip 99.

95.
96.
97.
98.
99.

95.
96.0
97.
98.
99.

0

o O
o O O O O

o O O O O
o O O O O

o

.255
.255
.255
.255
.255

arp vrf vrf-ha6é 10.0.0.10 0000.0c07.ac32 ARPA

arp vrf vrf-ha4 8.0.0.10 0000.0c07
9.0.0.10 0000.0c07
arp vrf vrf-ha2 6.0.0.10 0000.0c07.
7.0.0.10 0000.0c07

arp vrf vrf-hab

arp vrf vrf-ha3
!
route-map RRQ-HA5 permit 10
match ip address 2000

set ip next-hop 9.0.0.10

|
route-map RRQ-HA4 permit 10
match ip address 2000

set ip next-hop 8.0.0.10

|
route-map RRQ-HA6 permit 10
match ip address 2000

set ip next-hop 10.0.0.10

!
route-map RRQ-HA3 permit 10
match ip address 2000

set ip next-hop 7.0.0.10

|
route-map RRQ-HA2 permit 10
match ip address 2000

set ip next-hop 6.0.0.10

|
route-map RRQ-HA10 permit 10
match ip address 2001
continue 11

set ip next-hop 200.0.0.5

|

route-map RRQ-HAL1O permit 11
match ip address 2002
continue 12

set ip next-hop 200.0.0.15
|

route-map RRQ-HAL1O permit 12
match ip address 2003
continue 13

set ip next-hop 200.0.0.25
|

route-map RRQ-HAL1QO permit 13
match ip address 2004
continue 14

set ip next-hop 200.0.0.35
|

route-map RRQ-HAL1O permit 14
match ip address 2005

set ip next-hop 200.0.0.45

.acle ARPA
.ac28 ARPA

acOa ARPA

.acl4 ARPA

host
host
host
host
host

120.
130.
140.
150.
160.

o O O O O

o O O O O

.30
.30
.30
.30
.30
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SuUP —_

2

ip vrf vrf-ha2

rd 2000:1

route-target export 2000:1
route-target import 2000:1
|

ip vrf vrf-ha3

rd 1000:1

route-target export 1000:1
route-target import 1000:1
|

ip vrf vrf-ha4

rd 4000:1

route-target export 4000:1
route-target import 4000:1
|

ip vrf vrf-hab

rd 5000:1

route-target export 5000:1
route-target import 5000:1
|

ip vrf vrf-hat

rd 6000:1

route-target export 6000:1
route-target import 6000:1
|

ssp group 1

remote 13.0.0.29
redundancy PDSN-LAN
redundancy HOME-LAN
redundancy INTERNAL_VLAN_HA3

redundancy
redundancy
redundancy
redundancy
redundancy

HOME-LAN-2

INTERNAL_VLAN_HA2

HOME-LAN-4
HOME-LAN-5
HOME-LAN-6

redundancy INTERNAL_VLAN_HA4
redundancy INTERNAL_VLAN_HAS
redundancy INTERNAL_VLAN_HA6
port 4098

|

crypto keyring keyO

pre-shared-key address 92.92.92.1 key cisco

|
crypto isakmp policy 1
authentication pre-share
lifetime 60000
crypto isakmp ssp 1
|
crypto isakmp profile profl
vrf vrf-ha2
keyring keyO
match identity address 92.
local-address 12.0.0.30
crypto isakmp profile prof2
vrf vrf-ha3
keyring keyO
match identity address 92.
local-address 13.0.0.30
crypto isakmp profile prof4
vrf vrf-ha4d
keyring key0
match identity address 92.
local-address 14.0.0.30
crypto isakmp profile prof5
vrf vrf-hab
keyring keyO
match identity address 92.

92.

92.

92.

92.

92.

92.

92.

92.

255.255.255.255

255.255.255.255

255.255.255.255

255.255.255.255
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local-address 15.0.0.30
crypto isakmp profile profé
vrf vrf-hat
keyring keyO
match identity address 92.92.92.1 255.255.255.255
local-address 16.0.0.30
|
crypto ipsec transform-set mobile-setl esp-des esp-sha-hmac
|
crypto map testmap local-address FastEthernet2/3
crypto map testmap 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile prof2
match address 131
|
crypto map testmapl local-address FastEthernet2/5
crypto map testmapl 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile profl
match address 121
|
crypto map testmap4 local-address FastEthernet2/7
crypto map testmap4 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile prof4
match address 141
|
crypto map testmap5 local-address FastEthernet2/9
crypto map testmap5 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile prof5
match address 151
|
crypto map testmap6 local-address FastEthernet2/11
crypto map testmap6 20 ipsec-isakmp
set peer 92.92.92.1
set transform-set mobile-setl
set isakmp-profile profé6
match address 161
|
crypto engine mode vrf
|
interface FastEthernet2/2
ip address 92.92.92.11 255.255.0.0
ip policy route-map RRQ-HA10
speed 100
duplex full
standby delay minimum 30 reload 60

standby 1 ip 92.92.92.10

standby 1 preempt

standby 1 name PDSN-LAN

standby 1 track FastEthernet2/2
standby 1 track FastEthernet2/3
standby 1 track FastEthernet2/5
standby 1 track FastEthernet2/7
standby 1 track FastEthernet2/9
standby 1 track FastEthernet2/11
standby 1 track GigabitEthernet4/1
standby 1 track Vlanl3é6

standby 1 track Vlanl37

standby 1 track Vlanl27

standby 1 track Vlanl2é6

standby 1 track Vlanl4é

standby 1 track Vlanl56

standby 1 track Vlanl57

Cisco Mobile Wireless Home Agent
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standby 1
standby 1
standby 1
standby 1

track
track
track
track

Vlanlé6
Vlanlé7
Vlanl47
Vlan200

crypto engine slot 4

interface FastEthernet2/3
ip address 13.0.0.31 255.255.0.0
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

3

ip 13.

0.0.30

preempt
name HOME-LAN

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
GigabitEthernet4/1
Vlanl36

Vlanl37

Vlanl27

Vlanl26

Vlanl4é

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vlanl47

Vlan200

crypto engine slot 4

interface FastEthernet2/4

switchport

switchport access vlan 137
switchport mode access
no ip address

interface FastEthernet2/5
ip address 12.0.0.31 255.255.0.0
delay minimum 30 reload 60

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

2

ip 12.

0.0.30

preempt
name HOME-LAN-2

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
GigabitEthernetd/1
Vlanl3é

Vlanl37

Vlanl27

Vlanl26

Vlanl4dé

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vlanl4d7

Vlan200

crypto engine slot 4

interface FastEthernet2/6

switchport

switchport access vlan 127
switchport mode access
no ip address

Cisco Mobile Wireless Home Agent

| cMwHA-12415-J

g o2 |



10 HA |

!

interface FastEthernet2/7

ip address 14.0.0.31 255.255.0.0
standby delay minimum 30 reload 60

standby 4 ip 14.0.0.30

standby 4 preempt

standby 4 name HOME-LAN-4
standby 4 track FastEthernet2/2
standby 4 track FastEthernet2/3
standby 4 track FastEthernet2/5
standby 4 track FastEthernet2/7
standby 4 track FastEthernet2/9
standby 4 track FastEthernet2/11
standby 4 track Vlanl3é6

standby 4 track Vlanl37

standby 4 track Vlanl27

standby 4 track Vlanl26

standby 4 track GigabitEthernet4/1
standby 4 track Vlanl4é6

standby 4 track Vlanl56

standby 4 track Vlanl57

standby 4 track Vlanlé66

standby 4 track Vlanlé67

standby 4 track Vlanld?7

standby 4 track V1an200

crypto engine slot 4

|

interface FastEthernet2/8
switchport

switchport access vlan 147
switchport mode access

no ip address

|

interface FastEthernet2/9

ip address 15.0.0.31 255.255.0.0
standby delay minimum 30 reload 60

standby 5 ip 15.0.0.30

standby 5 preempt

standby 5 name HOME-LAN-5
standby 5 track FastEthernet2/2
standby 5 track FastEthernet2/3
standby 5 track FastEthernet2/5
standby 5 track FastEthernet2/7
standby 5 track FastEthernet2/9
standby 5 track FastEthernet2/11
standby 5 track Vlanl3é

standby 5 track Vlanl37

standby 5 track Vlanl27

standby 5 track Vlanl26

standby 5 track GigabitEthernet4/1
standby 5 track Vlanldé6

standby 5 track Vlanl56

standby 5 track Vlanl57

standby 5 track Vlanlé66

standby 5 track Vlanlé7

standby 5 track Vlanl4?7

standby 5 track V1an200
crypto engine slot 4

|

interface FastEthernet2/10
switchport

switchport access vlan 157
switchport mode access

no ip address

|

interface FastEthernet2/11

ip address 16.0.0.31 255.255.0.0
standby delay minimum 30 reload 60
standby 6 ip 16.0.0.30

Cisco Mobile Wireless Home Agent
CMWHA-12415-J |




| 10 HA

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6

6

preempt
name HOME-LAN-6

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet4/1
Vlanl4dé

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vlanl47

Vlan200

crypto engine slot 4

interface FastEthernet2/12
switchport
switchport access vlan 167
switchport mode access

no ip address

interface GigabitEthernet4d/1
switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 126,136,146,156,166
switchport mode trunk
no ip address
flowcontrol receive on

flowcontrol send off
spanning-tree portfast trunk

interface GigabitEthernet4/2
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan none

switchport mode trunk
no ip address
flowcontrol receive on

flowcontrol send off
spanning-tree portfast trunk

interface Vlanl26

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha2

ip address 126.0.0.2 255.255.255.0
no ip redirects
no ip unreachables

ip policy route-map RRQ-HA2
no mop enabled
crypto map testmapl ssp 1
crypto engine slot 4

interface Vlanl27

description internal vlan to HA2
ip vrf forwarding vrf-ha2
ip address 6.0.0.2 255.255.0.0

standby
standby
standby
standby
standby

12
12
12
12
12

ip 6.

0.0.5

preempt

name

INTERNAL_VLAN_HA2

track FastEthernet2/2
track FastEthernet2/3
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standby 12 track FastEthernet2/5
standby 12 track FastEthernet2/7
standby 12 track FastEthernet2/9
standby 12 track FastEthernet2/11
standby 12 track Vlanl3é6

standby 12 track Vlanl37

standby 12 track Vlanl27

standby 12 track Vlanl26

standby 12 track GigabitEthernet4/1
standby 12 track Vlanl4é6

standby 12 track Vlanl56

standby 12 track Vlanl57

standby 12 track Vlanlé66

standby 12 track Vlanlé67

standby 12 track Vlanl4?7

standby 12 track V1an200

|
interface Vlanl36

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha3

ip address 136.0.0.2 255.255.255.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA3

no mop enabled

crypto map testmap ssp 1

crypto engine slot 4

|
interface Vlanl37

description internal vlan to HA3
ip vrf forwarding vrf-ha3

ip address 7.0.0.2 255.255.0.0
standby 13 ip 7.0.0.5

standby 13 preempt

standby 13 name INTERNAL_VLAN_HA3
standby 13 track FastEthernet2/2
standby 13 track FastEthernet2/3
standby 13 track FastEthernet2/5
standby 13 track FastEthernet2/7
standby 13 track FastEthernet2/9
standby 13 track FastEthernet2/11
standby 13 track Vlanl36

standby 13 track Vlanl37

standby 13 track Vlanl27

standby 13 track Vlanl26

standby 13 track GigabitEthernet4/1
standby 13 track Vlanl4é6

standby 13 track Vlanl56

standby 13 track Vlanl57

standby 13 track Vlanlé66

standby 13 track Vlanlé7

standby 13 track Vlanl4?7

standby 13 track V1an200

|

interface Vlanl4é6

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-ha4d

ip address 146.0.0.2 255.0.0.0
no ip redirects

no ip unreachables

ip policy route-map RRQ-HA4

no mop enabled

crypto map testmap4 ssp 1

crypto engine slot 4

|

interface Vlanl4?7

description internal vlan to HA4

Cisco Mobile Wireless Home Agent
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ip vrf forwarding vrf-had

ip address 8.0.0.2 255.255.0.0

ip 8.0.0.5

preempt

name INTERNAL_VLAN_HA4

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
|

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface Vvlanl56
description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-hab5

ip address 156.0.0.2 255.255.255.0
no ip redirects
no ip unreachables

ip policy route-map RRQ-HAS
no mop enabled
crypto map testmap5 ssp 1
crypto engine slot 4

interface Vlanl57
description internal vlan to HAS
ip vrf forwarding vrf-hab

ip address 9.0.0.2 255.255.0.0

ip 9.0.0.5

preempt

name INTERNAL_VLAN_HAS5

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track
track

interface Vlanlé66

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet4/1
Vlanl4dé

Vlanl56

Vlanl57

Vlanléé

Vlanlé7

Vlanl47

Vlan200

FastEthernet2/2
FastEthernet2/3
FastEthernet2/5
FastEthernet2/7
FastEthernet2/9
FastEthernet2/11
Vlanl36

Vlanl37

Vlanl27

Vlanl26
GigabitEthernet4d/1
Vlanl4eé

Vlanl56

Vlanl57

Vlanlé6

Vlanlé7

Vlanl47

Vl1an200

description secure vlan

ethernet point-to-point

ip vrf forwarding vrf-hat

ip address 166.0.0.2 255.255.255.0
no ip redirects
no ip unreachables

Cisco Mobile Wireless Home Agent

| cMwHA-12415-J

g o2 |



ip policy route-map RRQ-HA6
no mop enabled

crypto map testmap6 ssp 1
crypto engine slot 4

interface Vlanlé67

description internal vlan to HA2
ip vrf forwarding vrf-hab

ip address 10.0.0.2 255.255.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

standby
1

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

ip 10.0.0.5

preempt

name INTERNAL_VLAN_HAG6
track FastEthernet2/2
track FastEthernet2/3
track FastEthernet2/5
track FastEthernet2/7
track FastEthernet2/9
track FastEthernet2/11
track Vl1anl36

track Vlanl37

track Vlanl27

track Vlanl26

track GigabitEthernetd/1
track Vlanl4é

track Vlanl56

track Vlanl57

track Vlanléé

track Vlanlé7

track Vlanl4d7

track Vlan200

interface vlan 200
ip address 200.0.0.1 255.0.0.0

standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby
standby

ip route
ip route
ip route
ip route

ip route
|

250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250

vrf
vrf
vrf
vrf
vrf

access-list
access-list

access-list

access-list
access-list

access-list

access-list
access-list

access-list

ip 200.0.0.3

preempt

name NON_IPSEC_VLAN
track FastEthernet2/2
track FastEthernet2/3
track FastEthernet2/5
track FastEthernet2/7
track FastEthernet2/9
track FastEthernet2/11
track Vlanl3eé

track Vlanl37

track Vlanl27

track Vlanl26

track GigabitEthernetd/1
track Vlanl4é

track Vlanl56

track Vlanl57

track Vlanléé6

track Vlanlé7

track Vlanl4d7

vrf-ha2 92.92.92.
vrf-ha3 92.92.92.
vrf-ha4 92.92.92.
vrf-ha5 92.92.92.
vrf-ha6 92.92.92.

255.255.255.
255.255.255.
255.255.255.
255.255.255.
255.255.255.

O O O O O
O O O O O

121 permit ip host 12.0.0.30 host
121 remark Access List for HA2
131 permit ip host 13.0.0.30 host
131 remark Access List for HA3
141 permit ip host 14.0.0.30 host
141 remark Access List for HA4
151 permit ip host 15.0.0.30 host
151 remark Access List for HAS
161 permit ip host 16.0.0.30 host

Vlanl26
Vlanl36
Vlanl4dé
Vlanl56
Vlanl66

92.92.

92.

92.

92.

92.

92

92

92

92

92

.92.

.92.

.92.

.92.

92
92
92
92
92

1

.92
.92
.92
.92
.92

.92.
.92.
.92.
.92.
.92.

B R e

global
global
global
global
global
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access-1list 161 remark Access List for HA6
access-1list 2000 permit udp any any eq mobile-ip

access-1list 2000 permit ipinip any any
access-list 2001 permit ip 95.
access-list 2002 permit ip 96.
access-list 2003 permit ip 97.
access-list 2004 permit ip 98.
access-list 2005 permit ip 99.

arp vrf vrf-ha6 10.0.0.10 0000.0c07.
arp vrf vrf-ha4 8.0.0.10 0000.0c07

arp vrf vrf-hab

arp vrf vrf-ha3
|
route-map RRQ-HA5 permit 10
match ip address 2000

set ip next-hop 9.0.0.10

!
route-map RRQ-HA4 permit 10
match ip address 2000

set ip next-hop 8.0.0.10

|
route-map RRQ-HA6 permit 10
match ip address 2000

set ip next-hop 10.0.0.10

|
route-map RRQ-HA3 permit 10
match ip address 2000

set ip next-hop 7.0.0.10

!
route-map RRQ-HA2 permit 10
match ip address 2000

set ip next-hop 6.0.0.10

|
route-map RRQ-HA10 permit 10
match ip address 2001
continue 11

set ip next-hop 200.0.0.5

!

route-map RRQ-HA10 permit 11
match ip address 2002
continue 12

set ip next-hop 200.0.0.15
|

route-map RRQ-HA10 permit 12
match ip address 2003
continue 13

set ip next-hop 200.0.0.25
|

route-map RRQ-HAL1O permit 13
match ip address 2004
continue 14

set ip next-hop 200.0.0.35
|

route-map RRQ-HAL1O permit 14
match ip address 2005

set ip next-hop 200.0.0.45

95.
96.
97.
98.
99.

9.0.0.10 0000.0c07
arp vrf vrf-ha2 6.0.0.10 0000.0c07
7.0.0.10 0000.0c07

95.0 0.0.0.255 host 120.0.0.30
96.0 0.0.0.255 host 130.0.0.30
97.0 0.0.0.255 host 140.0.0.30
98.0 0.0.0.255 host 150.0.0.30
99.0 0.0.0.255 host 160.0.0.30
ac32 ARPA
.acle ARPA
.ac28 ARPA
.acla ARPA
.acld ARPA
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HA1:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 12.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.126

encapsulation dotlQ 126

ip address 126.0.0.82 255.255.255.0

|
interface GigabitEthernet0/0.127

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 127

ip address 6.0.0.3 255.255.255.0

standby 10 ip 6.0.0.10

standby 10 preempt

standby 10 name HSRP_HA_HA2

standby 10 track GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.4 255.0.0.0

no snmp trap link-status

standby 200 ip 200.0.0.5

standby 200 preempt

standby 200 track GigabitEthernet0/0.127

|

router mobile

|

ip local pool ha-pool2 10.1.2.1 10.1.2.255

ip route 92.92.92.1 255.255.255.255 6.0.0.5

ip route 95.95.95.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_HA2 virtual-network address 12.0.0.30 mode
active-standby

ip mobile virtual-network 12.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool2 virtual-network 12.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 6.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

Cisco Mobile Wireless Home Agent
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HA2:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 13.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.136

encapsulation dotlQ 136

ip address 136.0.0.83 255.255.255.0

|
interface GigabitEthernet0/0.137

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 137

ip address 7.0.0.3 255.255.255.0

standby 20 ip 7.0.0.10

standby 20 preempt

standby 20 name HSRP_HA_HA3

standby 20 name GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.14 255.0.0.0

no snmp trap link-status

standby 201 ip 200.0.0.15

standby 201 preempt

standby 201 track GigabitEthernet0/0.137

|

router mobile

|

ip local pool ha-pool3 10.1.3.1 10.1.3.255

ip route 92.92.92.1 255.255.255.255 7.0.0.5

ip route 96.96.96.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_HA3 virtual-network address 13.0.0.30 mode
active-standby

ip mobile virtual-network 13.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool3 virtual-network 13.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 7.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HAS:

interface Loopback0
description Advertised Home Agent Virtual IP Address
ip address 14.0.0.30 255.255.255.255
|
interface GigabitEthernet0/0.146
encapsulation dotlQ 146
ip address 146.0.0.82 255.255.255.0
|
interface GigabitEthernet0/0.147
description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 147
ip address 8.0.0.3 255.255.255.0
standby 30 ip 8.0.0.10
standby 30 preempt
standby 30 name HSRP_HA_HA4
standby 30 name GigabitEthernet0/0.200
|
interface GigabitEthernet0/0.200
description interface for non-ipsec pkts
encapsulation dotlQ 200
ip address 200.0.0.24 255.0.0.0
no snmp trap link-status
standby 202 ip 200.0.0.25
standby 202 preempt
standby 202 track GigabitEthernet0/0.147
|
router mobile
|
ip local pool ha-poold 10.1.4.1 10.1.4.255
ip route 92.92.92.1 255.255.255.255 8.0.0.5
ip route 97.97.97.0 255.255.255.0 200.0.0.3
|
ip mobile home-agent unknown-ha accept
ip mobile home-agent redundancy HSRP_HA_ HA4 virtual-network address 14.0.0.30 mode
active-standby
ip mobile virtual-network 13.0.0.10 255.255.255.255
ip mobile virtual-network 14.0.0.10 255.255.255.255
ip mobile host nai @cisco.com address pool local ha-poold virtual-network 14.0.0.10
255.255.255.255
ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
ip mobile secure home-agent 8.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA4:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 15.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.156

encapsulation dotlQ 156

ip address 156.0.0.82 255.255.255.0

|
interface GigabitEthernet0/0.157

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 157

ip address 9.0.0.3 255.255.255.0

standby 40 ip 9.0.0.10

standby 40 preempt

standby 40 name HSRP_HA_HAS

standby 40 name GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.34 255.0.0.0

no snmp trap link-status

standby 203 ip 200.0.0.35

standby 203 preempt

standby 203 track GigabitEthernet0/0.157

|

router mobile

|

ip local pool ha-pool5 10.1.5.1 10.1.5.255

ip route 92.92.92.1 255.255.255.255 9.0.0.5

ip route 98.98.98.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_HAS5 virtual-network address 15.0.0.30 mode
active-standby

ip mobile virtual-network 15.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool5 virtual-network 15.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 9.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA5:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 16.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.166

encapsulation dotlQ 166

ip address 166.0.0.82 255.255.255.0

|
interface GigabitEthernet0/0.167

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 167

ip address 10.0.0.3 255.255.255.0

standby 50 ip 10.0.0.10

standby 50 preempt

standby 50 name HSRP_HA_HAG6

standby 50 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.44 255.0.0.0

no snmp trap link-status

standby 204 ip 200.0.0.45

standby 204 preempt

standby 204 track GigabitEthernet0/0.167

|

router mobile

|

ip local pool ha-pool6 10.1.6.1 10.1.6.255

ip route 92.92.92.1 255.255.255.255 10.0.0.5

ip route 99.99.99.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_HA6 virtual-network address 16.0.0.30 mode
active-standby

ip mobile virtual-network 16.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool6 virtual-network 16.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 10.0.0.4 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA —_

2

HA1:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 12.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.126

encapsulation dotlQ 126

ip address 126.0.0.32 255.255.255.0

|
interface GigabitEthernet0/0.127

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 127

ip address 6.0.0.4 255.255.255.0

standby 10 ip 6.0.0.10

standby 10 preempt

standby 10 name HSRP_HA_HA2

standby 10 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.6 255.0.0.0

no snmp trap link-status

standby 200 ip 200.0.0.5

standby 200 preempt

standby 200 track GigabitEthernet0/0.127

|

router mobile

|

ip local pool ha-pool2 10.1.2.1 10.1.2.255

ip route 92.92.92.1 255.255.255.255 6.0.0.5

ip route 95.95.95.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA HA2 virtual-network address 12.0.0.30 mode
active-standby

ip mobile virtual-network 12.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool2 virtual-network 12.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 6.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA2:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 13.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.136

encapsulation dotlQ 136

ip address 136.0.0.33 255.255.255.0

|
interface GigabitEthernet0/0.137

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 137

ip address 7.0.0.4 255.255.255.0

standby 20 ip 7.0.0.10

standby 20 preempt

standby 20 name HSRP_HA_HA3

standby 20 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.16 255.0.0.0

no snmp trap link-status

standby 201 ip 200.0.0.15

standby 201 preempt

standby 201 track GigabitEthernet0/0.137

|

router mobile

|

ip local pool ha-pool3 10.1.3.1 10.1.3.255

ip route 92.92.92.1 255.255.255.255 7.0.0.5

ip route 96.96.96.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_HA3 virtual-network address 13.0.0.30 mode
active-standby

ip mobile virtual-network 13.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool3 virtual-network 13.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 7.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HAS:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 14.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.146

encapsulation dotlQ 146

ip address 146.0.0.32 255.255.255.0

|

interface GigabitEthernet0/0.147

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 147

ip address 8.0.0.4 255.255.255.0

standby 30 ip 8.0.0.10

standby 30 preempt

standby 30 name HSRP_HA_HA4

standby 30 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.26 255.0.0.0

no snmp trap link-status

standby 202 ip 200.0.0.25

standby 202 preempt

standby 202 track GigabitEthernet0/0.147

|

router mobile

|

ip local pool ha-poold 10.1.4.1 10.1.4.255

ip route 92.92.92.1 255.255.255.255 8.0.0.5

ip route 97.97.97.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_ HA4 virtual-network address 14.0.0.30 mode
active-standby

ip mobile virtual-network 14.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool4d virtual-network 14.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 8.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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HA4:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 15.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.156

encapsulation dotlQ 156

ip address 156.0.0.32 255.255.255.0

|
interface GigabitEthernet0/0.157

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 157

ip address 9.0.0.4 255.255.255.0

standby 40 ip 9.0.0.10

standby 40 preempt

standby 40 name HSRP_HA_HAS

standby 40 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.36 255.0.0.0

no snmp trap link-status

standby 203 ip 200.0.0.35

standby 203 preempt

standby 203 track GigabitEthernet0/0.157

|

router mobile

|

ip local pool ha-pool5 10.1.5.1 10.1.5.255

ip route 92.92.92.1 255.255.255.255 9.0.0.5

ip route 98.98.98.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_HAS5 virtual-network address 15.0.0.30 mode
active-standby

ip mobile virtual-network 15.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool5 virtual-network 15.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 9.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

Cisco Mobile Wireless Home Agent
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HA5:

interface Loopback0

description Advertised Home Agent Virtual IP Address

ip address 16.0.0.30 255.255.255.255

|
interface GigabitEthernet0/0.166

encapsulation dotlQ 166

ip address 166.0.0.32 255.255.255.0

|
interface GigabitEthernet0/0.167

description MWAM Processor interface to SUP (Private HSRP VLAN)
encapsulation dotlQ 167

ip address 10.0.0.4 255.255.255.0

standby 50 ip 10.0.0.10

standby 50 preempt

standby 50 name HSRP_HA_HAG6

standby 50 GigabitEthernet0/0.200

|

interface GigabitEthernet0/0.200

description interface for non-ipsec pkts

encapsulation dotlQ 200

ip address 200.0.0.46 255.0.0.0

no snmp trap link-status

standby 204 ip 200.0.0.45

standby 204 preempt

standby 204 track GigabitEthernet0/0.167

|

router mobile

|

ip local pool ha-pool6 10.1.6.1 10.1.6.255

ip route 92.92.92.1 255.255.255.255 10.0.0.5

ip route 98.98.98.0 255.255.255.0 200.0.0.3

|

ip mobile home-agent unknown-ha accept

ip mobile home-agent redundancy HSRP_HA_HA6 virtual-network address 16.0.0.30 mode
active-standby

ip mobile virtual-network 16.0.0.10 255.255.255.255

ip mobile host nai @cisco.com address pool local ha-pool6 virtual-network 16.0.0.10
255.255.255.255

ip mobile secure host nai @cisco.com spi 100 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 10.0.0.3 spi 100 key ascii cisco algorithm md5 mode
prefix-suffix
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N HA

HA

CMX Home Agent HA Service Selection Gateway
SSG SSG

HA
SSG

HA

. Network Access Identifier NAI IP
NAI

i NAI

e Username NAI 1

Framed IP Address MN IP 8

HA IP 26/7 3gpp2

. Care-of Address CoA; 66
Network Access Server NAS IP 4
e Accounting Status Type 40

. ID 44

. 49 —

. 41

e Acct-Input-Octets 42

Acct-Output-Octets 43

Acct-Input-Packets 47

Acct-Output-Packets 48

e Acct-Input-Gigawords 52

Acct-Output-Gigawords 53

e mobileip-mn-flags cisco-avpair

mobileip:ip-vrf cisco-avpair Vrf

e mobileip:mn-reject-code cisco-avpair RRQ
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HA
HA

ip mobile home-agent method redundancy [virtual-network address address] periodic-sync

ip mobile home-agent method redundancy periodic-sync

Time-of-the-day

aaa accounting update periodic 60 ip mobile home-agent method redundancy update-periodic

. AAA

. 500

500 5 100 5
HA RADIUS HA RADIUS
cisco-avpair radius mobileip-rfswat=1
RADIUS
HA Cisco-avpair radius mobileip-rfswat=1

ip mobile home-agent redundancy group virtual-network address HA address swact-notification

Home Agent Release 2.1 Cisco Service Selection Gateway SSG
HA 3
SSG SSG
SSG IP
HA IP
SSG
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N HA
HA SSG/AAA
. HA SSG/AAA
MN MN IP
HA HA
SSG HA MN Phase-1
. HA
Point of Attachment POA
IP
CoA CoA
HA
. HA NAI NAI
RRP
e Network Access Identifier NAI  MN abc@service_providerl.com
e Network Access Server NAS IP IP HA
HA
. 1P MN IP
HA MN IP
e Point Of Attachment POA MN IP
MN  COA
HA
HA HA
accounting-on
accounting-off HA HA
HA accounting-off
HA accounting-off
IP HA
IPHA

¢ HA
Acct-Status-Type=Accounting-On

IP

e HA
Acct-Status-Type=Accounting-Off

IP

Accounting On
IP

Accounting Off
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IP AAA
HA
HA AAA HA

1 Router(config)# ip mobile home-agent HA HA

accounting list list

HA
AAA

2 Router(config)# ip mobile home-agent method

redundancy [virtual-network address address]

periodic-sync
3 Router(config)# aaa accounting network

method list name start-stop group group name
4 Router(config)# aaa accounting update

newinfo
5 Router(config)# aaa accounting system HA

default start-stop group radius
6 Router# debug aaa accounting HA
7 Router# debug radius

Router# debug tacacs
8 Router# debug ip mobile IP

AAA
mylist Start-Stop HA
10S Security Configuration Guide
2 COA HA

ip mobile home-agent accounting mylist address 10.3.3.1

ip mobile host 10.3.3.2 3.3.3.5 interface Ethernet2/2

ip mobile secure host 10.3.3.2 spi 1000 key ascii test algorithm md5 mode
prefix-suffix

|

Cisco Mobile Wireless Home Agent
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1 HA

IP 1 mylist
HA

|

!

radius-server host 172.16.162.173 auth-port 1645 acct-port 1646
radius-server retransmit 3

radius-server key cisco
1

RADIUS 1 RADIUS

HA

HA

router#
router#show run
Building configuration...

Current configuration : 4927 bytes

|

! Last configuration change at 05:12:03 UTC Thu Oct 13 2005
!

version 12.3

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname cisco7600

!

boot-start-marker

boot-end-marker

aaa new-model

aaa authentication ppp default local group radius

aaa authorization config-commands

aaa authorization ipmobile default group radius

aaa authorization network default local group radius
aaa authorization configuration default group radius
aaa accounting update newinfo periodic 2

aaa accounting network mylist start-stop group radius
aaa accounting system default start-stop group radius

aaa session-id common
!

resource manager

!

no ip subnet-zero

|

:

ip cef

no ip dhcp use vrf connected
ip dhcp ping packets 0
|

|

ip dhcp-server 99.107.0.13

HA

HA  AAA

I Cisco Mobile Wireless Home Agent
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vpdn-group 1
! Default L2TP VPDN group
! Default PPTP VPDN group
accept-dialin
protocol any
virtual-template 1
|
1
no virtual-template snmp
|
1
username cisco7600 password 0 cisco
|
interface Loopbackl
ip address 11.0.0.1 255.0.0.0
|
interface FastEthernet0/0
description "LINK TO HAAA......eeeuewewa.
ip address 150.2.13.40 255.255.0.0
no ip route-cache cef
no ip route-cache
no ip mroute-cache
duplex half
no cdp enable
standby 4 ip 150.2.0.252
standby 4 priority 110
standby 4 preempt delay reload 300
standby 4 name ciscol
|
interface FastEthernetl/0
no ip address
no ip route-cache cef
no ip route-cache
no ip mroute-cache
shutdown
duplex half
no cdp enable
|
interface FastEthernet2/0
description "LINK TO PDSN................!"
ip address 7.0.0.10 255.0.0.0
no ip route-cache cef
no ip route-cache
duplex half
standby 2 ip 7.0.0.2
standby 2 priority 110
standby 2 preempt delay reload 300
standby 2 name cisco
|
interface FastEthernet3/0
no ip address
no ip route-cache cef
no ip route-cache
no ip mroute-cache
shutdown
duplex half
no cdp enable
bridge-group 4
bridge-group 4 spanning-disabled
|
interface Ethernet6/0
description ""LINK TO REFLECTOR...."
ip address 99.107.0.19 255.255.0.0
no ip route-cache cef
no ip route-cache
no ip mroute-cache
duplex half
no cdp enable
standby 3 ip 99.107.89.67

Cisco Mobile Wireless Home Agent
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N HA

standby 3 priority 110
standby 3 preempt delay reload 300
standby 3 name reflector
|

interface Etherneté6/1
description "LINK TO TFTP..... "
ip address 1.7.130.10 255.255.0.0
no ip route-cache cef
no ip route-cache

no ip mroute-cache
duplex half

no cdp enable

|

interface Ethernet6/2
no ip address

no ip route-cache cef
no ip route-cache

no ip mroute-cache
shutdown

duplex half

no cdp enable

|

interface Etherneté6/3
no ip address

no ip route-cache cef
no ip route-cache

no ip mroute-cache
shutdown

duplex half

no cdp enable

|

interface Etherneté6/4
no ip address

no ip route-cache cef
no ip route-cache

no ip mroute-cache
shutdown

duplex half

no cdp enable

|
interface Ethernet6/5
no ip address

no ip route-cache cef
no ip route-cache

no ip mroute-cache
shutdown

duplex half

no cdp enable

|
interface Ethernet6/6
no ip address

no ip route-cache cef
no ip route-cache

no ip mroute-cache
shutdown

duplex half

no cdp enable

|
interface Ethernet6/7
no ip address

no ip route-cache cef
no ip route-cache

no ip mroute-cache
shutdown

duplex half

no cdp enable

|
interface Virtual-Templatel
no ip address

Cisco Mobile Wireless Home Agent
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|
router mobile
|
ip local pool LNS-Pool 8.3.0.1 8.3.0.100
ip local pool ispabc-pool 40.0.0.101 40.0.0.255
ip default-gateway 10.1.2.13
ip classless
ip route 8.0.0.1 255.255.255.255 7.0.0.1
ip route 9.0.0.1 255.255.255.255 7.0.0.1
ip mobile home-agent accounting mylist broadcast
ip mobile home-agent redundancy cisco virtual-network address 7.0.0.2 periodic-sync
ip mobile virtual-network 40.0.0.0 255.0.0.0
ip mobile host nai @ispxyz.com address pool local ispabc-pool virtual-network 40.0.0.0
255.0.0.0 aaa lifetime 250
ip mobile secure home-agent 7.0.0.2 spi 1001 key ascii cisco algorithm md5 mode
prefix-suffix
ip mobile secure home-agent 7.0.0.67 spi 1001 key ascii cisco algorithm md5 mode
prefix-suffix
|
no ip http server
|
1
ip radius source-interface Loopbackl
access-list 120 deny ip 40.0.0.0 0.255.255.255 40.0.0.0 0.255.255.255
access-1list 120 permit ip any any
dialer-list 1 protocol ip permit
|
1
radius-server host 150.2.0.2 auth-port 1645 acct-port 1646
radius-server key cisco
radius-server vsa send accounting
radius-server vsa send accounting 3gpp?2
radius-server vsa send authentication 3gpp2
|
control-plane
|
dial-peer cor custom
|
1
gatekeeper
shutdown
|
alias exec shb sh ip mob bin
alias exec shr sh ip route
alias exec sht sh ip mob tun
alias exec shh sh ip mob host
alias exec clr clear ip mob bin all
|
line con 0
exec-timeout 0 O
length 0
stopbits 1
line aux 0
exec-timeout 0 O
password 7 0507070D
length 0
stopbits 1
line vty 0 4
password 7 0507070D
|
no scheduler max-task-time
ntp master 1
ntp update-calendar
ntp server 30.1.0.1
|

end

router#
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N HA

HA

router#
router#show run
Building configuration...

Current configuration : 3995 bytes

|

! No configuration change since last restart

|

version 12.3

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

service internal

!

hostname cisco7600

!

boot-start-marker

boot system tftp /auto/tftpboot-users/tennis/c7600-hlis-mz.123-3.8.PI2 171.69.1.129
boot-end-marker

!

enable password 7 00445566

|

no spd enable

aaa new-model

|

1

aaa authentication ppp default local group radius
aaa authorization config-commands

aaa authorization ipmobile default group radius

aaa authorization network default local group radius
aaa authorization configuration default group radius
aaa accounting update newinfo periodic 2

aaa accounting network mylist start-stop group radius
aaa accounting system default start-stop group radius

aaa session-id common

!

resource manager

|

ip subnet-zero

|

!

no ip cef

ip ftp username pdsn-team

ip ftp password 7 pdsneng

ip host PAGENT-SECURITY-V3 32.68.10.4 38.90.0.0

ip name-server 11.69.2.133

no ip dhcp use vrf connected

|

1

vpdn enable

vpdn ip udp ignore checksum

|

vpdn-group 1

! Default L2TP VPDN group

! Default PPTP VPDN group
accept-dialin
protocol any
virtual-template 1

|

1

no virtual-template snmp

|

username mwtl3-7600b password 0 cisco
|
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interface Loopbackl

ip address 11.0.0.1 255.0.0.0

no ip route-cache

|
interface FastEthernet0/0

ip address 4.0.10.2 255.0.0.0

no ip route-cache

duplex half

no cdp enable

|
interface FastEthernetl/0

no ip address

no ip route-cache

duplex half

no cdp enable

|
interface FastEthernet2/0
description "LINK TO HAAA......eeeuewewa.
ip address 15.2.13.20 255.255.0.0
no ip route-cache

duplex full

no cdp enable

standby 4 ip 15.2.0.252

standby 4 name ciscol

|

interface FastEthernet5/0
description "LINK TO PDSN.........oueo.. !
ip address 7.0.0.67 255.0.0.0

no ip route-cache

duplex full

standby 2 ip 7.0.0.2

standby 2 name cisco

|

interface Ethernet6/0

description "LINK TO REFLECTOR....!"
ip address 22.107.0.12 255.255.0.0
no ip route-cache

no ip mroute-cache

duplex half

no cdp enable

standby 3 ip 22.107.89.67

standby 3 name reflector

|

interface Etherneté6/1

description "LINK TO TFTP..... "
ip address 1.7.130.2 255.255.0.0
no ip route-cache

duplex half

no cdp enable

|

interface Ethernet6/2

no ip address

no ip route-cache

shutdown

duplex half

no cdp enable

|

interface Ethernet6/3

no ip address

no ip route-cache

shutdown

duplex half

no cdp enable

|

router mobile

|

ip local pool LNS-Pool 8.3.0.1 8.3.0.100
ip local pool ispabc-pool 40.0.0.101 40.0.0.255
ip default-gateway 10.1.2.13
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HA

N HA

ip classles

ip route 8.0.0.1 255.
ip route 9.0.0.1 255.

S

ip mobile home-agent
ip mobile home-agent

prefix-suff

ix

255.255.255 7.0.0.1
255.255.255 7.0.0.1
accounting mylist broadcast

redundancy cisco virtual-network address 7.0.0.2 periodic-sync
ip mobile virtual-network 40.0.0.0 255.0.0.0
ip mobile host nai @ispxyz.com address pool local ispabc-pool virtual-network 40.0.0.0
255.0.0.0 aaa lifetime 250
ip mobile secure home-agent 7.0.0.2 spi 1001 key ascii cisco algorithm md5 mode

ip mobile secure home-agent 7.0.0.10 spi 1001 key ascii cisco algorithm md5 mode

prefix-suff
!

ix

no ip http server

ip radius source-interface Loopbackl
dialer-list 1 protocol ip permit

|

!
radius-serv
radius-serv
radius-serv

er host 150.2.0.2 auth-port 1645 acct-port 1646
cisco
send accounting

er

radius-server

radius-server

control-pla

|
gatekeeper
shutdown

!

alias exec
alias exec
alias exec
alias exec
alias exec

|

line con 0O

ne

shb
shr
sht
shh
clr

key
er vsa
vsa
vsa

sh ip
sh ip
sh ip
sh ip
clear

exec-timeout 0 0

length 0
stopbits 1
line aux 0

exec-timeout 0 O

length 0
stopbits 1
line vty 0

4

password 7 0507070D

send accounting 3gpp2
send authentication 3gpp2

mob bin

route

mob tun

mob host

ip mob bin all

no scheduler max-task-time

ntp master

1

ntp update-calendar
ntp server 30.1.0.1

end
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HA

HA

HA show ip mobile global

router# sh ip mobile global
IP Mobility global information:

Home Agent

Registration lifetime: 10:00:00 (36000 secs)
Broadcast enabled
Replay protection time: 7 secs
Reverse tunnel enabled
ICMP Unreachable enabled
Strip realm disabled
NAT Traversal disabled
HA Accounting enabled using method list: mylist
NAT UDP Tunneling support enabled
UDP Tunnel Keepalive 110
Forced UDP Tunneling disabled
Standby groups
cisco (virtual network - address 7.0.0.2)
Virtual networks
40.0.0.0 /8

Foreign Agent is not enabled, no care-of address

0 interfaces providing service

Encapsulations supported: IPIP and GRE

Tunnel fast switching enabled, cef switching enabled
Tunnel path MTU discovery aged out after 10 min
Radius Disconnect Capability disabled

router#
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N HA
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M HA  VRF
Home Agent HA IP
IP VPN VRF CE
CE VPN
BGP/MPLS VPN
CE IP
VRF CE Cisco 10S Release 12.2(4)T
VRF CE VRF-Lite MPLS-VPN CE PE
CE VRF MPLS-VPN
PE
CE
CE VRF PE VRF
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| 12 HA VRF
HA  VRF n
* VRF AAA
1 HA
NAI IP RRQ PDSN HA IP
HA NAI
username@company  NAlI company
HA PDSN VRF IP
VRF PDSN HA 1 IP
HA 2 abc.com Xyz.com HA 2 IP
PDSN abc.com
LAl MolP Xyz.com LA2
1 MolP LAl LA2
IP
AAA RADIUS NAI/ PDSN
FA-CHAP HA-CHAP MN-AAA LAl abc.com
HA IP LA2  xyz.com HA IP
HA HA-SLB
IP
HA-SLB VRF IP
2 MN-1 MN-2
ENT-1 ENT-2
1 IPRRQ HA HA RRQ NAI IP
IP PDSN
IP
2 PDSN RRP Home-Agent address IP
3 HA VRF
IP
4 HA VRF
HA IP
5 MN-1 R-P HA 0.0.0.0 HA
IP RRQ PDSN
6 PDSN FA-CHAP AAA
7 AAA HA HA-SLB IP
8 PDSN MIP RRQ HA-SLB
9 HA-SLB HA HA1 RRQ
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B HA  VRF
10 HA-1  MIPRRQ HA-1 NAI Ent-1
VRF HA-CHAP MN-AAA
Ent-1 IP VRF FIB
VRF
11 HA1 PDSN MIP RRP PDSN  HA IP HA
LI-IP-1 MIP RRQ IP
RADIUS VRF
Release 3.0 VRF RADIUS NAI VRF
VRF HA
IP RADIUS AAA
RADIUS cisco-avpair = mobileip:ip-vrf VRF
RADIUS cisco-avpair = mobileip-vrf-ha-addr HA
HA HA VRF
AAA
VRF
HA  PDSN/FA
136 HA
136
1 HA
success
VRF
VRF
e HA VRF 200

* HAMIB VRF

HA

AAA

HA
AAA

VRF
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HA  VRF u
HA VRF
HA VRF
1 Router(config)#ip mobile realm @xy=z.com @xyz.com VRE
vrf vrf-name ha-addr ip-address
[aaa-group [accounting aaa-acct-group | VRF HA 1P MOIP
authentication aaa-auth-group]]
HA IP
IP
VRF AAA
AAA
AAA HA-CHAP
MN-AAA
2 Router(config)# ip vrf vrf-name VRF
description VRF for domainl VRFE
rd 10:1 VRF VRF
N
HA CPU 1 VRF
3 router# interface Loopbackl VRF IP
ip address 192.168.11.1 255.255.255.0
secondary
ip address 192.168.10.1 255.255.255.0 IP IP
IP VRF
255.255.255.255
0.0.0.0
VRF

[ //localhost/Radius/Profiles/mwts-mip-r20sit-haslbl-prof/Attributes ]
CDMA-HA-IP-Addr = 20.20.225.1
CDMA-MN-HA-Shared-Key = ciscociscociscoc
CDMA-MN-HA-SPI = 00:00:10:01
CDMA-Reverse-Tunnel-Spec = "Reverse tunneling is required"
cisco-avpailr = mobileip-vrf-ha-addr=20.20.204.2
cisco-avpailr = ip:ip-vrf#0=ispxyz-vrfl
class = "Entering the World of Mobile IP-3"

Service-Type = Framed
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LYY VRF

VRF
MWAM HA

VRF

CiscoHA#show running-config
Building configuration...

Current configuration : 3366 bytes

!
aaa new-model
!
!

aaa Jgroup server

radius vrf-auth-grpl

server 9.15.100.1 auth-port 1645 acct-port 1646

aaa Jgroup server

radius vrf-auth-grp2

server 10.76.86.8 auth-port 1645 acct-port 1646

aaa authentication ppp vrf-auth-grpl group vrf-auth-grpl
aaa authentication ppp vrf-auth-grp2 group vrf-auth-grp2

aaa authorization
aaa authorization
aaa authorization
aaa authorization
aaa authorization

config-commands

ipmobile default group radius

network vrf-auth-grpl group vrf-auth-grpl
network vrf-auth-grp2 group vrf-auth-grp2
configuration default group radius

aaa accounting network default start-stop group radius

aaa accounting network vrf-auth-grpl start-stop group vrf-auth-grpl
aaa accounting network vrf-auth-grp2 start-stop group vrf-auth-grp2

aaa session-id common

ip subnet-zero

no ip gratuitous-arps

ip cef

no ip domain lookup

ip vrf moip-vrf-grpl

rd 100:1
!

ip vrf moip-vrf-grp2

rd 100:2
!

no virtual-template snmp

interface Loopbackl
ip address 172.16.11.1 255.255.255.0 secondary
ip address 172.16.10.1 255.255.255.0

interface GigabitEthernet0/0

no ip address
|

interface GigabitEthernet0/0.11
encapsulation dotlQ 11
ip address 9.15.42.111 255.255.0.0

no cdp enable
|

interface GigabitEthernet0/0.82
description Interface towards PDSN
encapsulation dotlQ 82

ip address 10.82.

router mobile
|

ip local pool vrf-
ip local pool vrf-

ip classless

82.2 255.255.0.0

pooll 10.5.5.1 5.5.5.254 group vrf-pool-grpl
pool2 10.5.5.1 5.5.5.254 group vrf-pool-grp2
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ip route 10.15.47.80 255.255.255.255 GigabitEthernet0/1

ip route 10.76.86.8 255.255.255.255 9.15.0.1

ip route 10.1.0.0 255.255.0.0 GigabitEthernet0/0.82

no ip http server

|

ip mobile home-agent

ip mobile host nai @xyz.com address pool local vrf-pool2 interface
GigabitEthernet0/0.82 aaa

ip mobile host nai @cisco.com address pool local vrf-pooll interface
GigabitEthernet0/0.82 aaa

ip mobile realm @xyz.com vrf moip-vrf-grp2 ha 172.16.11.1 aaa-group accounting
vrf-auth-grpl authentication vrf-auth-grp2

ip mobile realm @Qcisco.com vrf moip-vrf-grpl ha 172.16.10.1 aaa-group accounting
vrf-auth-grp2 authentication vrf-auth-grpl

|

|

1

radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco
radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco

|

control-plane
!

end
VRF
HA VRF Cisco HA
HA IP HSRP HA
IP IP
HSRP IP
IP VRF
VRF
HA HA NAI
HA NAI VRF
Active HA:

HAl#sh run

aaa new-model

|

!

aaa group server radius vrf-auth-grpl

server 9.15.100.1 auth-port 1645 acct-port 1646
!

aaa group server radius vrf-auth-grp2

server 10.76.86.8 auth-port 1645 acct-port 1646
!

| cMwHA-12415-J
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HA

VRF |

LYY VRF

aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa

authentication ppp default local group radius

authentication ppp vrf-auth-grpl group vrf-auth-grpl
authentication ppp vrf-auth-grp2 group vrf-auth-grp2

authorization
authorization
authorization
authorization
authorization
authorization

config-commands
ipmobile default group radius
network default group radius

network vrf-auth-grpl group vrf-auth-grpl
network vrf-auth-grp2 group vrf-auth-grp2

configuration default group radius

aaa session-id common
ip subnet-zero
ip gratuitous-arps
|
;
ip cef
no ip domain lookup
|
;
ip vrf moip-vrf
rd 100:1
!
ip vrf moip-vrfl

rd 100:2
!

interface FastEthernetl/0

ip address 10.92.92.2 255.255.0.0
duplex auto

speed auto

no cdp enable

standby 10 ip 10.92.92.12

standby 10 ip 172.16.11.1 secondary
standby 10 ip 172.16.12.1 secondary
standby 10 priority 130

standby 10 preempt delay sync 10
standby 10 name cisco

|

1

router mobile

|

ip local pool vrf-pooll 10.5.5.5 5.5.5.55 group vrf-pool-grpl
ip local pool vrf-pool2 10.5.5.5 5.5.5.55 group vrf-pool-grp2

ip classless

ip mobile home-agent address 10.92.92.12

ip mobile home-agent redundancy cisco virtual-network address 192.168.0.0
ip mobile host nai @cisco.com address pool local vrf-pooll interface FastEthernetl/0

aaa

ip mobile host nai @xyz.com address pool local vrf-pool2 interface FastEthernetl/0 aaa
ip mobile realm @cisco.com vrf moip-vrf home-agent-address 192.168.11.1 aaa-group

authentication vrf-auth-grpl

ip mobile realm @xyz.com vrf moip-vrfl home-agent-address 192.168.12.1 aaa-group

authentication vrf-auth-grp2

ip mobile secure home-agent 10.92.92.3 spi 101 key ascii cisco algorithm md5 mode

prefix-suffix

ip mobile secure home-agent 172.16.11.1 spi 101 key ascii cisco algorithm md5 mode

prefix-suffix

radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco

radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco

end

Standby HA:
HA2#sh run

aaa new-model

I Cisco Mobile Wireless Home Agent
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VRF

HA VRF ||

|
aaa group server radius vrf-auth-grpl

server 10.15.100.1 auth-port 1645 acct-port 1646

|
aaa group server radius vrf-auth-grp2

server 10.76.86.8 auth-port 1645 acct-port 1646

|
aaa authentication ppp default group radius
aaa authentication ppp vrf-auth-grpl group vrf-auth-grpl
aaa authentication ppp vrf-auth-grp2 group vrf-auth-grp2
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius

aaa authorization network vrf-auth-grpl group vrf-auth-grpl
aaa authorization network vrf-auth-grp2 group vrf-auth-grp2
aaa session-id common

ip subnet-zero

|

1

ip cef

|

1

ip vrf moip-vrf

rd 100:1

!

ip vrf moip-vrfl

rd 100:2
!

|

interface FastEthernetl/0

ip address 10.92.92.3 255.255.255.0
duplex auto

speed auto

standby 10 ip 10.92.92.12

standby 10 ip 172.16.11.1 secondary
standby 10 ip 172.16.12.1 secondary
standby 10 preempt delay sync 10
standby 10 name cisco

|
router mobile

|
ip local pool vrf-pooll 10.5.5.5 5.5.5.55 group vrf-pool-grpl
ip local pool vrf-pool2 10.5.5.5 5.5.5.55 group vrf-pool-grp2
ip mobile home-agent address 10.92.92.12

ip mobile home-agent redundancy cisco virtual-network address 192.168.0.0

ip mobile host nai @cisco.com address pool local vrf-pooll interface FastEthernetl/0
aaa

ip mobile host nai @xyz.com address pool local vrf-pool2 interface FastEthernetl/0 aaa
ip mobile realm @cisco.com vrf moip-vrf home-agent-address 192.168.11.1 aaa-group
authentication vrf-auth-grpl

ip mobile realm @xyz.com vrf moip-vrfl home-agent-address 192.168.12.1 aaa-group
authentication vrf-auth-grp2

ip mobile secure home-agent 10.92.92.2 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 172.16.11.1 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix ignore-spi

ip mobile secure home-agent 172.16.12.1 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix
no ip http server

|

radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco
radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco

end

| cMwHA-12415-J
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LYY VRF
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CHAPTER 13

HA QoS

Cisco Mobile Wireless Home Agent Quality of Service QoS;

e HAQoS p.13-2
e HAQoS p.13-3
* QoS p.13-4

Cisco Mobile Wirel Home Agent
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B HA Qos
HA QoS
Home Agent HA Voice over IP VoIP  Push-to-Talk PTT
NAI
HA
Y
1 NAI 1
e QoS Modular QoS Cmmand Line Interface MQC; QoS
. MN DSCP
DSCP
* HA
MQC
QoS
Cisco HA QoS
1 QoS APN
ip mobile realm NAI
APN HA
IP MQC
2 MQC classmap/policymap “match flow pdp”
HA pdp
Police rate pdp peak-rate pdp
ip
mobile realm
RRQ HA
CEF
MQC QoS
QoS HA

Cisco Mobile Wireless Home Agent
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HA QoS n
[ ]
L]
. NAI
e MQC match flow pdp police
L]
HA QoS
HA QoS
1 Router(config)ip mobile realm [nai | realm] NAI
[service-policy {input policy-name [peak-rate 1
rate] |output policy-name [peak-rate rate]}]
2 Router(conf t)# class-map class-name
3 Router(config-cmap) #match flow pdp MN
HA
4 Router (config-pmap-c)# police rate pdp [burst
bytes] [peak-rate pdp [peak-burst bytes]]
conform-action action [exceed-action action peak rate pdp
[violate-action action]]
. 1

Cisco Mobile Wireless Home Agent
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M HAQos

QoS
Cisco Mobile Wireless HA

class-map match-all class-mip
match flow pdp

policy-map policy-mip-flow
class class-mip
police rate pdp burst 1400
conform-action transmit
exceed-action drop
violate-action drop

QoS

peak-rate pdp peak-burst 1700

ip mobile realm @cisco.com service-policy input policy-mip-flow peak-rate 9000 output

policy-mip-flow peak-rate 8000

HA QoS

1 Router#show ip mobile binding police nai QOS

@example.com

show ip mobile binding

bps

2 Router# show policy-map apn realm string

show
QoS

Router#sh ip mob bind police nai mip-gos-userl@cisco.com:

Mobility Binding List:

Total number of QoS bindings is 1

mip-gos-userl@cisco.com:
Downlink Policing

police:

rate 8000 , bc 1400 bytes
peak-rate 9000, be 1700 bytes

conformed 3000 packets,

drop

312000 bytes; actions:

exceeded 0 packets, 0 bytes; actions:

drop

violated 0 packets, 0 bytes; actions:

drop
Uplink Policing

police:

rate 8000 , bc 1400 bytes
peak-rate 8000, be 1700 bytes

conformed 6000 packets,

drop

516000 bytes; actions:

exceeded 0 packets, 0 bytes; actions:

drop

violated 0 packets, 0 bytes; actions:

drop
Router#

I Cisco Mobile Wireless Home Agent
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HA QoS

HA QoS

Router#sh policy-map apn realm cisco.com
APN 566497294
Service-policy input: toMN
Class-map: HA4.0 (match-all)
1 packets, 118 bytes
30 second offered rate 0 bps,
Match: flow pdp

police:
rate pdp, bc 1400 bytes

peak-rate pdp, be 1700 bytes

drop rate 0 bps

conformed 0 packets, 0 bytes; actions:
transmit

exceeded 0 packets, 0 bytes; actions:
drop

violated 0 packets, 0 bytes; actions:
drop

Class-map: class-default (match-any)

0 packets, 0 bytes
30 second offered rate 0 bps,

Match: any

drop rate 0 bps

Service-policy output: fromMN
Class-map: HA4.0 (match-all)
1 packets, 100 bytes
30 second offered rate 0 bps,
Match: flow pdp

police:
rate pdp, bc 1400 bytes

peak-rate pdp, be 1700 bytes

conformed 1 packets, 100 bytes; actions:
transmit

exceeded 0 packets,

drop
violated 0 packets, 0 bytes;

drop rate 0 bps

0 bytes; actions:

actions:
drop

Class-map: class-default (match-any)

0 packets, 0 bytes
30 second offered rate 0 bps,

Match: any
Router#

drop rate 0 bps

Cisco Mobile Wireless Home Agent
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M HAQos
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CHAPTER 1 I

Cisco Mobile Wireless Home Agent

o p.14-2

. p.14-3

. p.14-4

. HSRP-HA p.14-5
. HA p.14-6

J p.14-8

. p.14-9

. p.14-9

. p.14-10
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Home Agent Release 3.1 IP
Home Agent Release 4.0
IS 835-D
Cisco Mobile Wireless Home Agent Release 4.0 3
1S.835D
e HTTP
e IP
e |P
Home AAA HAAA 2
° Home Agent HA IP
HTTP HA  Access-Accept
COA HAAA Filter-1D
HA  hotline capability Access-Request
Y
Filter-1D HA
o HAAA Access-Request HA
hotline capability HTTP
IP Access-Accept COA RADIUS
Access-Accept COA RADIUS HA
MN
L]
HA  Access-Request hotline capability
HAAA IP-Filter-Rule Access-Accept
COA

IP-Filter-Rule

HA  Access-Request  hotline capability
HAAA Filter-1d Access-Accept COA

S

Filter-1D HA

Cisco Mobile Wireless Home Agent
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HA HA CHAP
HA RRQ
)
MIB
Home Agent Release 2.0 Nortel X31-20031013-0xx 2003 10
2
IP
IP
HAAA Change of Authorization CoA
HA User-Name
CoA IP
1 HAAA
2 HAAA
HAAA
HAAA
3 HAAA HA
RADIUS Access-Request
4 HAAA hotline capability
VSA HA HAAA  RADIUS Access-Accept
VSA
HAAA  hot-line accounting indication VSA  RADIUS Access-Accept
5 HA HA  RADIUS Accounting-Request (start)
RADIUS Access-Accept hot-line accounting indication VSA
HA  RADIUS Access-Accept
VSA HA  RADIUS Access-Accept  RADIUS Access-Reject

Cisco Mobile Wireless Home Agent
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6
1
2 HAAA
3 HAAA
4 HAAA hotline capability
VSA HA HAAA  RADIUS Change of Authorization CoA
VSA RADIUS filter-id (11) HA
HAAA hot-line accounting indication
VSA  RADIUS CoA
5 HA COA ACK HA
COA NAK COA NAK
Administratively Prohibited (501) error-cause (101) HAAA
HA HA
RADIUS disconnect-request
6 HA
RADIUS accounting-request (stop)
F13 14
7 HA COA hot-line accounting
indication VSA RADIUS accounting-request (start)
8 COA
9
10 HAAA

Cisco Mobile Wireless Home Agent
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11 HAAA
12 HAAA HA
COA
9
HAAA
HAAA RADIUS disconnect-request
RADIUS disconnect-request
F13 6
RADIUS accounting-request (stop)
13 HA COA NAK
HAAA COANAK RADIUS disconnect-request
RADIUS disconnect-request
COA ACK
14
RADIUS accounting-request (stop) COA
hot-line-accounting indication VSA F13 14
15 RADIUS accounting-request (stop)
RADIUS accounting-request (start)
16
HSRP-HA
Cisco Home Agent Release 3.1 HSRP-HA
Cisco Home Agent Release 4.0
HSRP-HA Session Redundancy SR;
HA COA
COA HA AAA COA
e User-Name HA

e MN Address MN
e Hot-Line Accounting Indication

Cisco Mobile Wireless Home Agent
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e Filter-Id 1 filter-id
HA HA filter-id IP
HTTP
e Filter-Rules IP HTTP

¢ |IP-Redirection-Rules IP
e HTTP-Redirection-Rules HTTP

e Accounting-Session-Id
"accounting session id"

e Session-Timeout

HA
HA
Accounting-Session-Id
HA
COA MIP
HA
1. HA
2.
HA MIP
HA
DNS DHCP
a. MIP HA HA "HA-CHAP
Failure" Registration-Reject RRQ
b. MIP HA  Access-Accept
MIP
“HA-CHAP Failure” RRQ
3. HA MIP RADIUS
Access-Request Hot-line Capability VSA
4. HA RADIUS Access-Accept COA
RADIUS Access-Accept Access-Reject Error-Cause
(101) "Administratively Prohibited"(501) COA NAK
a. RADIUS Filter-1d(11)
b. RADIUS Filter-1d(11) Filter-Rule VSA HTTP/IP Redirection-Rule VSA
C. Filter-Rule VSA HTTP/IP Redirection-Rule VSA

Cisco Mobile Wireless Home Agent
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5. RADIUS Filter-1d(11) RADIUS Access-Accept HA RADIUS
Filter-1d(11)
6. RADIUS Filter-1d(11) COA HA RADIUS Filter-1d(11)
HA HAAA COA ACK HA
RADIUS Filter-1d(11) HTTP IP
RADIUS Filter-1d(11)
HA  Release 3.1
accounting stop accounting start
RADIUS Filter-1d(11) HA
Error-Cause (101)  "Administratively Prohibited"(501) COA NAK
7. HA RADIUS Access Accept HTTP
Redirection-Rule VSA IP Redirection-Rule VSA Filter Rule VSA
HA HTTP IP
HA
HTTP/IP
HA
8. COA HTTP Redirection Rule VSA IP Redirection-Rule VSA
Filter-Rule VSA HA
HA COA
HA  Error-Cause (101)  "Administratively Prohibited” (50) COA NAK
HA
a. HA RADIUS Filter-1d(11)
HA RADIUS Filter-1d(11)
HTTP IP
HA HAAA COA ACK
Release 3.1
b. HA HTTP IP
HTTP HTTP IP
IP
HA HAAA COA ACK
Release 3.1
9. Session-Timeout (27) HA
RADIUS
HA RADIUS Accounting-Request (Stop) RADIUS
Access-Accept COA Hot-Lining Accounting Indication VSA
VSA
10. HTTP-Redirection VSA HA IP "'src" "dst"
IP HTTP-Redirection VSA
HA
HTTP HTTP-Redirection Rule VSA  URL
HTTP RFC 2616

Cisco Mobile Wireless Home Agent
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11. HTTP
a. - HTTP
HA  "redirect www.cisco.com from 10.1.1.0/8 to 192.168.1.0/8" HTTP
HA  Redirect 302
MN WWW.CiSCo.com HTTP
MN URL HTTP Request Get
URL 192.168.1.0/8 1
192.168.1.100 HA HTTP-302
MN HTTP-302 MN HTTP
HA TCP HA
HTTP AAA

“pass from 10.1.1.0/8 to 192.168.1.100/0”
“redirect www.cisco.com from 10.1.1.0/8 to 192.168.1.0/8”

“HTTP-Redirection Rule”

12. IP-Redirection rule VSA HA IP
HA
13. IP-Filter rule VSA HA IP IP
HA
14. "flush” HTTP Redirection Rule IP-Filter-Rule
VSA HA
15. HA Access-Accept COA
RADIUS Fllter-1d(11)
VSA
RADIUS
HA
AAA
COA Access-Accept  Session-Timeout
2
1 Disconnect Message
Disconnect Message HA
1 Home RADIUS
Session-Timeout (27) Home RADIUS

1 232 -1
Session-Timeout

Cisco Mobile Wireless Home Agent

“HTTP-Pass Rule”

IP-Redirection-Rule

HTTP Redirection Rule VSA IP Redirection Rule VSA Filter Rule

HA
Session-Timeout
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. HA HTTP
IP IP
HA IP IP
HA HTTP
. mobileip HA
router mobile
ip mobile home-agent
. CLI
CLI
“mipl@cisco.com”
L]
e |OS CLI CLI
249 CLI 252
N
HA MIB
Router (config)# [no] ip mobile home-agent hotline ? MN
profile defines hotline profiles
Router (config)# [no] ip mobile home-agent hotline
profile word
Router (hotline-rules) #
profile
Router (hotline-rules) #?
exit Exit from hotline profile configuration mode
firewall Defines Firewall filter Rules
no Negate the hotline rules
redirect Redirection Rules
Router (hotline-rules)# [no] Redirect ip access-group 1P
{acl-no | word} {in|out} {redirect ip-addr [port]} ACL ACL
ACL 100 199
2000 2699
Router (hotline-rules)# [no] Redirect http access-group |HTTP
{acl-no | word} {redir-url url} ACL
ACL ACL 100 199
2000 2699
Router (hotline-rules) #[no] firewall ip access-group 1P
{acl-no | word} {in|out} ACL ACL
ACL 100 199
2000 2699

Cisco Mobile Wireless Home Agent
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Router (config) #[no] ip mobile realm {realm | nai}
hotline ?
capability Hotlining Capability of the mobile hosts
redirect Redirect ip address for upstream traffic

Router (config) #[no] ip mobile realm { realm | nai}
hotline capability ?

all Support all Hotline Capabilities word nai|reahn
httpredir HTTPRedir Rule-based Hot-Lining @ClscoCom|username@ciscocom
ipfilter IPFilter Rule-based Hot-Lining
ipredir IPRedir Rule-based Hot-Lining
profile Profile-based Hot-Lining
1
1
Router (config)# ip mobile realm realm hotline 1P
capability ipredir
realm NAI
Router (config) #ip mobile realm realm hotline capability HTTP
httpredir
realm NAI
Router (config)# ip mobile realm realm hotline
capability rule-based flag realm NAI
router# clear ip mobile traffic 1P
1.
0x00000001 RADIUS Filter-Id
0x00000002
0x00000004 HTTP
0x00000008 1P
ACL URL
http://www.cisco.com/en/US/partner/products/ps6350/products_configuration_guide_chapter09186a0080430
e5b.html
HA

Router# show ip mobile hotline[profile
profile-id] | summary | users [nai id]

Router# show ip mobile hotline users ?
nai MN identified by NAI

Router# show ip mobile hotline profile ?
WORD Profile-Id
Output modifiers

I Cisco Mobile Wireless Home Agent
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router# show ip mob hot summary

MIP 1

router# show ip mobile traffic [since]

HA#show ip mobile hotline users nai mipl@cisco.com
blrmipl@cisco.com (Bindings 1):
Rule Based HotLining (Rules 1)
RuleType HTTPPRedir, Dynamic ACL Number 10
Direction - in
Redirect url - www.cisco.com

HA#show ip mobile hot-lined users
Hotline Binding List:
blrmipl@cisco.com (Bindings 1):
Rule Based HotLining (Rules 1)
RuleType HTTPPRedir, Dynamic ACL Number 10
Direction - in
Redirect url - www.cisco.com

blrmip2@cisco.com (Bindings 1):
Rule Based HotLining (Rules 1)
RuleType HTTPPRedir, Dynamic ACL Number 10
Direction - in
Redirect url - www.cisco.com

HA#Show ip mobile hotline profile cisco
Hotline Profile List:
Profile: cisco (Rules 1)
RuleType HTTPRedir, Extended ACL Number 100
Direction - in
Redirected Url - cisco.com

HA#show ip mobile hotline profile
Hotline Profile List:
Total 2
Profile: cisco (Rules 1)
RuleType HTTPRedir, Extended ACL Number 100
Direction - in
Redirected Url - cisco.com

Profile: ht-profl (Rules 3)
RuleType IPRedir, Extended ACL Name ht-acll
Direction - in
Redirected IPAddr 16.1.1.102

RuleType IPRedir, Extended ACL Number 100
Direction - in
Redirected IPAddr 1.1.1.1

RuleType IPFilter, Extended ACL Name cisco
Direction - out
HA#

Cisco Mobile Wireless Home Agent
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HA#sh ip mob hot summary

HomeAgent Hotlining Summary:
Number of Sessions Hotlined 2
Number of Profile-Based Hotlined 0
Number of Rule-Based Hotlined 2

HA#

HA# show ip mobile traffic
IP Mobility traffic:
Advertisements:
Solicitations received 0
Advertisements sent 0, response to solicitation 0
Home Agent Registrations:

Register requests rcvd 1351, denied 0, ignored 0, dropped O,

Register requests accepted 1351, No simultaneous bi
Register requests rcvd initial 149, re-register 113

Register requests accepted initial 149, re-register 113,

Register requests replied 1281, de-register 70
Register requests denied initial 0, re-register 0,
Register requests ignored initial 0, re-register 0,
Registration Request Errors:
Unspecified 0, Unknown HA 0, NAI check failures 0
Administrative prohibited 0, No resource 0
Authentication failed MN 0, FA 0, active HA 0
Bad identification 0, Bad request form 0
Unavailable encap 0, reverse tunnel 0
Reverse tunnel mandatory 0

ndings 0
2, de-register 70

de-register 0
de-register 0

Unrecognized VendorID or CVSE-Type in CVSE sent by MN to HA O
Unrecognized VendorID or CVSE-Type in CVSE sent by FA to HA O

Binding Updates received 14, sent 0 total 0 fail 13
Binding Update acks received 0 sent 14

51

Binding info requests received 0, sent 1 total 2 fail 1

Binding info reply received 1 drop 0, sent 0 total
Binding info reply acks received 0 drop 0, sent 1
Binding Delete Req received 0, sent 0 total 0 fail
Binding Delete acks received 0 sent 0

Binding Sync Req received 0, sent 0 total 0 fail 0
Binding Sync acks received 0 sent 0

Gratuitous 0, Proxy 0 ARPs sent

0 fail 0

0

replied 1

de-register 7

Route Optimization Binding Updates sent 0, acks received 0 neg acks received 0

Registration Revocation msg sent 0 rcvd 0 ignored 0
Registration Revocation acks sent 0 rcvd 0 ignored
Total incoming registration requests using NAT dete

Total VPDN Tunnel sessions attempted: 1 success: 1
PPP SW IDBs: 1 no resour

Change of Authorization:
Request rcvd 0, accepted 0
Request Errors:
Unsupported Attribute 0, Missing Attribute 0
Invalid Request 0, NAS 0
Session Cxt Not Found 0, Session Cxt Not Removable
Unsupported Service 0
Dynamic DNS Update (IP Reachability):
Number of DDNS Update Add request sent 0
Number of DDNS Update Delete request sent 0
Home Agent Hotlining:
Number of Hotline Sessions 6
Number of Active-Session Hotlined 0
Number of New-Session Hotlined 6
Number of Active-Sessions Reconciled 0
Number of New-Sessions Reconciled 0

0
ct 0

fail: 0 pending:
ce: 0 deleted: 0

0

0

I Cisco Mobile Wireless Home Agent
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CHAPTER 15

Cisco 10S Mobile Wireless Home Agent

. ACL p.15-1

e Mobile IP p.15-2

e AAA MN-HA-SPI MN-HA SHARED KEY p.15-3
. p.15-3

o p.15-3

. p.15-4

¢ HA p.15-5

. p.15-5

e MEID p.15-6

. CAC p.15-6

e MIP/LAC PPP p.15-7

e Framed-Pool p.15-15

. p.15-16

e Mobile IPv4 RFC4332  p.15-17

¢ WIMAX AAA p.15-18

° MS p.15-24

ACL

ACL
Home Agent HA
HA  PDSN/Foreign Agent FA;
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Mobile IP
Mobile IP

1 Router (config)# interface tunnel 10
ip access-group 150

tunnel

2 Router(config)# access-list 150 deny any
10.10.0.0 0.255.255.255
access-list permit any any

3 Router(config)# ip mobile home-agent template |HA
tunnel 10 address 10.0.0.1

interface tunnel 10

ip access-group 150 in ------- > apply access-1list 150
access-list 150 deny any 10.10.0.0 0.255.255.255
access-list permit any any------ > permit all but traffic to 10.10.0.0 network

ip mobile home-agent template tunnel 10 address 10.0.0.1

Mobile IP
mobileip tunnel template
mobileip tunnel template
PMIP  Session Redundancy msec ip mobile
foreign-service revocation timeout 5 retransmit 4 timestamp msec  PDSN SR PMIP
cdma redundancy PDSN
revocation timestamp
PDSN PMIP
PDSN HA
PDSN  Ack
HA
msec
timestamp
seconds timestamp
UTC msec
49+ days always-on

Cisco Mobile Wireless Home Agent
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||
MN-HA-SPI MN-HA SHARED KEY
Cisco HA 3GPP2
MN-HA-SPI  26/57
MN-HA-SHARED-KEY  26/58
HA  PDSN/FA RRQ
HA AAA  Access Request HA RRQ MHAESPI MN-HA-SPI 26/57
Access Request
AAA MN-HA-SPI  26/57 MN-HA-SHARED-KEY  26/58
AAA MN-HA-SHARED-KEY  26/58 Access Reply
HA MN-HA-SHARED-KEY 26/58 RRQ MHAE
HA NAI
. ID — NAI
. ID—IP
. ID Mobile IP
. Registration Request S|B|D|M|G|V
NAI AAA
HA
HA 200000 SAMI HA
6 > 200000 NAI
AAA
HA
J IP NAI + IP
. IP NAI

| cMwHA-12415-J
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show ip mobile binding

Signalling identification

MS
HA
NAI IP
HA IP
3gpp2
WiIMAX
HA AAA
3gpp2 WiIMAX
HA Access-Accept
3gpp2
3gpp2 WiMAX
Router# ip mobile home-agent foreign-agent { IP
defa:\ult \{ip—address mask} } access-type {3gpp2 39pp2 wimax
| wimax)
S
RADIUS radius vsa send
authentication 3gpp2/wimax radius vsa send accounting 3gpp2/wimax

Cisco Mobile Wireless Home Agent
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HA
PDSN  PPP
Mobile IP PDSN
PDSN PPP PDSN/FS
HA PDSN PPP
Mobile IP
1
PDSN/Foreign Agent PPP
Cisco PDSN/Foreign Agent  HA PPP
Binding Update  Binding Acknowledge PDSN
Mobile IP HA

PDSN/FA  Care-of Address CoA;

HA  Binding Update

PDSN/FA PDSN/FA  Binding Acknowledge
Mobile IP PDSN/FA
PPP
Y
HA  Binding Update
Y
Cisco FA
FA HA
AAA “mobileip:prohibited” cisco-avpair
mobileip:prohibited Access Accept  HA
e AAA Access Accept  mobileip:prohibited=1
MN-HA AAA
Access Accept  HA HA MN 129
e AAA Access Accept  mobileip:prohibited=0 Access Accept
HA HA
Y
mobileip:prohibited 0 1

Cisco Mobile Wireless Home Agent
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|
MEID
Mobile Equipment Identifier MEID; 1S-835D
ESN MEID
56 HA
MEID NVSE PDSN Mobile IP RRQ HA  MEID NVSE
ip mobile cdma ha-chap send attribute A3 MEID
HA-CHAP
CAC
HA-SLB
Dynamic Feedback Protocol DFP HA
CpPS 1
HA CPS Usage CPS HA
Available CPS Usage CPS  Available CPS HA
SLB
CPU
2
dfp_weight = (Maxbindings - NumberofBindings) * (cpu+mem) *

(Available cps - Usage cps) *dftp_max_weight / (Maxbindings*32*Available cps)

* NM SNMP

NM  SNMP
SNMP 90%

90% HA  SNMP

HA
1 Router(config)# ip mobile home-agent max-binding |HA dfp
max-binding-value dfp 24
HA

Cisco Mobile Wireless Home Agent
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HA CAC
HA
1 Router (config)# ip mobile home-agent max-binding |HA dfp
max-binding-value dfp 24
2 Router(config)# ip mobile home-agent max-cps HA cps
max-cps-value
cps 160 cps
MIP/LAC PPP
HA VPDN PPP MIP
LNS L2TP
Virtual Private Dialup Network VPDN;
VPDN L2TP L2TP PPP
HA MN FA
HA HA
LNS
MN MIP FA HA
HA LNS L2TP L2TP MIP
PPP MN
Y
LNS HA MIP-LAC
HA  MIP L2TP MIP
PPP
MIP MIP-LAC MN  RRQ
RRP
S
AAA VPDN
1. MN FA FA-CHAP Mobile IP
2. MN FA FA-CHAP RRQ
3. FA MN Access-Request  Visiting AAA VAAA VAAA
MN Home AAA HI/SP AAA

Cisco Mobile Wireless Home Agent
| cCMWHA-12415-4



15

MIP LAC

FA AAA Access-Accept

HA  HAAA

Access-Request AAA

HA  Access-Accept
VPDN

L2TP

L2TP FA

HA LNS L2TP

Mobile IP

MIP-LAC
VPDN

VPDN

PPP

HA RRQ MN

HA

Access-Accept

HA LNS

LCP IPCP

MN  RRP

HA

AAA

AAA

VPDN

L2TP

Router (config) #ip mobile host nai @xyz.com address
pool ?

dhcp-pool
dhcp-proxy-client
local

vpdn-tunnel

Use local DHCP pools

Use DHCP proxy client feature
Use local address pool

Use VPDN tunnel feature

Router (config) #ip mobile host nai @xyz.com address

pool vpdn-tunnel ?
interface Home link is on this interface

virtual-network Home link is on this virtual

network

ip mobile host
vpdn-tunnel
MIP LAC
Mobile IP

vpdn-tunnel

LNS

router# ip mobile realm @xyz.com vrf vrf-name
ha-addr ip-address [aaa-group [accounting
aaa-acct-group | authentication aaa-auth-group]]
[dns dynamic-update method word] [dns server
primary dns server address secondary dns server
address [assign]] [hotline] | [vpdn-tunnel
virtual-template number [setup-time number]]

MIP-LAC

ip mobile realm
vpdn-tunnel virtual-template number

setup-time 5

setup-time

setup-time
PPP

PPP IDB
Mobile IP

interface virtual-template

Cisco Mobile Wireless Home Agent

MIP-LAC
vpdn-tunnel

300 setup-time

L2TP

tunnel vtemplate number

setup-time
60

L2TP
PPP IDB
number
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Router (config)# interface virtual-template
number

Router (config-if)# ip address negotiated
Router (config-if)# no peer neighbor-route
Router (config-if)# encapsulation ppp

HA  PPP

S

interface virtual-template number
vpdn-tunnel vtemplate

virtual-template
Cisco 10S
no peer neighbor-route

LNS HA/LAC

ip address negotiated

no peer neighbor-route
PPP IPCP

LNS HA

HA/LAC  LNS

HA/LAC  LNS

aaa new-model

aaa authentication ppp default local
!

username lac password 7 192840824D76
username lns password 7 320985235A35

LAC AAA

HA

vpdn enable
vpdn search-order domain

VPDN  VPDN

HA  VPDN
search-order
VPDN

vpdn
domain
HA
domain VPDN

HA MN

6 vpdn-group 1
request-dialin
protocol 12tp
domain xyz.com
initiate-to ip 1.1.1.1

local name lac

VPDN
VPDN

domain

@

vpdn-group ip mobile realm
realm

VPDN

7 vpdn-group 1
request-dialin
protocol 12tp
domain xyz.com
initiate-to ip
initiate-to ip
initiate-to ip
local name lac

w N
WL e
WL e
W e

LNS

VPDN
initiate-to ip

ip vrf moip-vrf-compd
rd 100:4
1
ip mobile realm @xyz.com vrf
moip-vrf-comp4 ha-addr 13.1.1.119

VRF

HA VRF MIP-LAC

HA HA

VRF

Cisco Mobile Wireless Home Agent
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N
MIP-LAC AAA Access-Accept
VPDN AAA VPDN
AAA VPDN
VPDN
9 radius host 6.6.6.6 auth-port 1645 acct-port 1646 |\/PDN
radius-server key cisco RADIUS
VPDN domain ip mobile realm realm @
VPDN

AAA LNS

2 LNS LAC

LNS IP DNS
2 LNS
Cisco-avpair = "vpdn:ip-addresses=1.1.1.1, 2.2.2.2, 3.3.3.3"
LNS 10S MIP-LAC
AAA LNS 10S
LNS

Cisco Mobile Wireless Home Agent
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LNS

HA/LAC LNS

version 12.0

service timestamps debug datetime msec
service timestamps log uptime

service password-encryption
hostname 1lns

aaa new-model

aaa authentication login default local
aaa authentication ppp default local
aaa authentication ppp vpdn radius

aaa authorization network default radius
aaa accounting network default start-stop radius
|
username lac password 7 104D000A0618
username lns password 7 060506324F41

|
vpdn enable

|
vpdn-group 1

accept dialin

protocol 12tp

virtual-template 1

local name 1lns

12tp tunnel password 7 02347324D3
source-ip 4.4.4.4

|

async-bootp dns-server 1.1.1.1 2.2.2.2
async-bootp nbns-server 8.8.8.8 9.9.9.9
|

1

interface FastEthernet0/0

ip address 172.22.66.25 255.255.255.192
no ip directed-broadcast

no ip mroute-cache

interface Virtual-Templatel

ip unnumbered FastEthernet0/0

no ip directed-broadcast
peer default ip address pool default
ppp authentication chap vpdn
ppp multilink

|

ip local pool default 10.1.1.1 10.1.1.16

!

radius-server host 172.22.66.16 auth-port 1645 acct-port 1646
radius-server key cisco

end

Cisco Mobile Wireless Home Agent
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AAA
cisco.com RADIUS
Password = "cisco",
Service-Type = Outbound-User,
Cisco-avpair = "vpdn:tunnel-id=nas",
Cisco-avpalr = "vpdn:tunnel-type=12tp",
Cisco-avpair = "vpdn:ip-addresses=1.1.1.1",
Cisco-avpair = "vpdn:1l2tp-tunnel-password=lab"
Cisco-avpair = "outbound:send-auth=2"
Cisco-avpair = "outbound:send-name=dgudimet"
Cisco-avpair = "outbound:send-secret=password"
Cisco-avpair = "mobileip-vrf-ha-addr=13.1.1.121"
Cisco-avpair = "ip:ip-vrf#0=moip-vrf-comp4"
AAA Access-Accept HA/LAC
AAA VRF
HA VRF MIP-LAC HA VRF
ip vrf moip-vrf-comp4
rd 100:4
cisco.com RADIUS
Cisco-avpair = "mobileip-vrf-ha-addr=13.1.1.121"
Cisco-avpair = "ip:ip-vrf#0=moip-vrf-comp4"
MIP LAC
1 router# show ip mobile binding IP MIP-LAC
L2TP
setup-time  L2TP
L2TP/PPP
MIP-LAC VPDN
2 router# ip mobile binding summary L2TP/PPP
MIP-LAC
VPDN
3 router# show ip mobile traffic MIP-LAC

I Cisco Mobile Wireless Home Agent
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Router# show ip mobile binding
Mobility Binding List:
Total 15000
Total VPDN Tunneled 20
MIP-USER12573@ispxyz.com (Bindings 1):
Home Addr 193.1.1.28
Care-of Addr 7.0.0.85, Src Addr 7.0.0.85
Lifetime granted INFINITE
Flags sbdmg-T-, Identification C9ED9187.10000
Tunnel3 src 73.0.0.42 dest 7.0.0.85 reverse-allowed
Routing Options - (T)Reverse-tunnel
Service Options:
Dynamic HA assignment
VPDN Tunnel (setup-time 30)
Acct-Session-Id: 1677265
Sent on tunnel to MN: 0 packets, 0 bytes
Received on reverse tunnel from MN: 0 packets, 0 bytes

ip mobile binding summary

ha#show ip mobile binding summary
Mobility Binding List:

Total 15000

Total VPDN Tunneled 20

Cisco Mobile Wireless Home Agent
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show ip mobile traffic

HA#show ip mobile traffic
IP Mobility traffic:
Time since last cleared: 00:05:59
UDP:
Port: 434 (Mobile IP) input drops: 0
Advertisements:
Solicitations received 0
Advertisements sent 0, response to solicitation 0
Home Agent Registrations:
Register requests rcvd 2, denied 1, ignored 0, dropped 0, replied 2
Register requests accepted 1, No simultaneous bindings 0
Register requests rcvd initial 2, re-register 0, de-register 0
Register requests accepted initial 1, re-register 0, de-register 0
Register requests replied 2, de-register 0
Register requests denied initial 1, re-register 0, de-register 0
Register requests ignored initial 0, re-register 0, de-register 0
Registration Request Errors:
Unspecified 0, Unknown HA 0, NAI check failures 0
Administrative prohibited 0, No resource 0
Authentication failed MN 0, FA 0, active HA 0
Bad identification 1, Bad request form 0
Unavailable encap 0, reverse tunnel 0
Reverse tunnel mandatory 0
Unrecognized VendorID or CVSE-Type in CVSE sent by MN to HA O
Unrecognized VendorID or CVSE-Type in CVSE sent by FA to HA O
Binding Updates received 0, sent 1 total 1 fail 0
Binding Update acks received 1 sent 0
Binding info requests received 0, sent 0 total 0 fail 0
Binding info reply received 0 drop 0, sent 0 total 0 fail 0
Binding info reply acks received 0 drop 0, sent 0
Binding Delete Req received 0, sent 0 total 0 fail O
Binding Delete acks received 0 sent 0
Binding Sync Req received 0, sent 0 total 0 fail 0
Binding Sync acks received 0 sent 0
Gratuitous 3, Proxy 0 ARPs sent
Route Optimization Binding Updates sent 0, acks received 0 neg acks received 0
Registration Revocation msg sent 0 rcvd 0 ignored 0
Registration Revocation acks sent 0 rcvd 0 ignored 0
Total incoming registration requests using NAT detect 0
Total VPDN Tunnel sessions attempted: 1 success: 1 fail: 0 pending: 0
PPP IDBs: 1 no resource: 0 deleted: 0
Foreign Agent Registrations:
Register requests rcvd 0, valid 0, forwarded 0, denied 0, ignored 0
Register requests valid initial 0, re-register 0, de-register 0
Register requests forwarded initial 0, re-register 0, de-register 0
Register requests denied initial 0, re-register 0, de-register 0
Register requests ignored initial 0, re-register 0, de-register 0
Register replies rcvd 0, forwarded 0, bad 0, ignored 0
Register replies rcvd initial 0, re-register 0, de-register 0
Register replies forwarded initial 0, re-register 0, de-register 0
Registration Errors:
Unspecified 0, HA unreachable 0
Administrative prohibited 0, No resource 0
Bad lifetime 0, Bad request form 0
Unavailable encapsulation 0
Unavailable reverse tunnel 0, Reverse tunnel mandatory 0
Authentication failed MN 0, HA O
Received challenge/gen. authentication extension, feature not enabled 0
Unknown challenge 0, Missing challenge 0, Stale challenge 0
Unrecognized VendorID or CVSE-Type in CVSE sent by MN to FA 0
Unrecognized VendorID or CVSE-Type in CVSE sent by HA to FA 0
Route Optimization Binding Updates received 0, acks sent 0 neg acks sent 0
Registration Revocation msg sent 0 rcvd 0 ignored 0
Registration Revocation acks sent 0 rcvd 0 ignored 0

Cisco Mobile Wireless Home Agent
CMWHA-12415-J |



| 15

MIP-LAC

Total VPDN Tunnel sessions attempted: 34 success: 33 fail: 1 pending: 0
PPP IDBs: 34 no resource: 6 deleted: 34

e attempted — Mobile IP MIP-LAC
® success — MIP-LAC
e fail — MIP-LAC
e pending — in-progress MIP-LAC
e PPP IDBs — MIP-LAC PPP IDB
e No resource — IP
e Deleted —
¢ HA LNS VRF MIP-LAC
Framed-Pool
Framed-Pool AAA HA
HA3.1 Cisco VSA
HAAA /
Access-Accept HA HA Access-Accept
HA HA
Framed-Pool
1 router# ip mobile home-agent aaa attribute |HA Framed-Pool

framed-Pool

RADIUS Access-Accept

ip mobile home-agent aaa attribute Framed-Pool

ip local pool haPool 70.1.1.1 70.1.1.254

ip mobile home-agent

ip mobile virtual-network 70.1.1.0 255.255.255.0

ip mobile host nai @cisco.com interface FastEthernetl/0 aaa load-sa

Cisco Mobile Wireless Home Agent
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N

IP HA IP
HA MN IP
HA
Cisco VSA Framed-Pool RADIUS
IP
IP 1 IP
1
IP IP
IP
IP IP
IP
IP IP userid
IP
HA IP
IP HA IP
Network Manager SNMP MIBS
“clpLocalPoolConfigEntry” MIB
MIB

1 router# Router (config)#ip local pool {default |
poolname} [low-ip-address [high-ip-address]] P
[group group-name] [cache-size size] [priority
1-255] [theshold low-threshold high-threshold]

priority 1-255

IP

2 Router(config)#no ip local pool vsa-pool
1.0.0.201 priority 180

Cisco Mobile Wireless Home Agent
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HA 1
Rl (config)#ip local pool ha-pool 10.0.0.1 10.0.0.255
HA 100
Rl (config)#ip local pool ha-pool 10.0.0.1 10.0.0.255 priority 100
1 Router#show running-config | include pool
1
Router# show running-config | include pool
ip local pool frmd-pool 1.0.0.191 priority 20
ip local pool vsa-pool 1.0.0.201 priority 180
ip local pool vsa-pool 1.0.0.211 1.0.0.219
ip local pool vsa-pool 1.0.0.202 1.0.0.209 priority 100
router# show ip local pool
Pool Begin End Free 1In use Priority
frmd-pool 1.0.0.191 1.0.0.191 1 0 20
vsa-pool 1.0.0.201 1.0.0.201 1 0 180
1.0.0.211 1.0.0.219 9 0 1
1.0.0.202 1.0.0.209 8 0 100
Mobile IPv4 RFC4332
10S Mobile IP
IP IP
DNS
DHCP PPP/IPCP DHCP  PPP/IPCP
Mobile 1Pv4
IP
DNS
Host Configuration Request VSE
Registration Request VSE VSE
Registration Reply HA HA DHCP
DHCP DHCP ID DHCP
Registration Reply DHCP HA  DHCP
DHCP VSE Mobile IP

| cMwHA-12415-J
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Host Configuration Request Registration Request

WIiMAX AAA

WiMAX

Registration Reply

Host Configuration Request HA

Home Network Prefix Length

Default Gateway IP
DNS Server DNS IP

DNS Suffix DNS

DHCP Client ID IP DHCP ID
Client identifier

DHCP Server DHCP IP
Configuration URL URL

Cisco Home Agent Release 4.0 AAA Authorization and Accounting

HA-AAA Authorization

WiIMAX HA-AAA
Framed IP Address Framed IP Address ip mobile home-agent send-mn-address
Mobile IP RRQ Access-Request
Framed-1P-Address
WiMAX Capability HAAA Access-Request
Access-Accept
HA Access-Accept

Accounting Capabilities sub-TLV
Access-Accept  HAAA

Access-Request HA HA
Access-Request WiMAX Capability VSA
HA-IP-MIP4  HA Access-Request
Access-Request
HA Access-Requests
ip mobile home-agent address ip mobile home agent redundancy
HA IP
RRQ-HA-IP HA Access-Request Mobile IP
RRQ HA IP HA IP
Mobile IP RRQ HA IP
MN-HA-MIP4-KEY MIP4 MN-HA
Access-Accept MN-HA-SHARED-KEY
HA WiIMAX MN-HA MIP4 MN-HA Authentication
MN-HA-MIP4-SPI MIP4 MN-HA SPI
Access-Request MN-HA-SPI

Cisco Mobile Wireless Home Agent
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15-1 HA  WIMAX AAA Authorization
15-1  WIMAX AAA Authorization
HA 4.0
Access |Access |Access |Access
Request |Chall. Accept |Reject
Message-Authenticator |80 AAA 1 0 1 0
WIMAX Capability 26/1 HA WiMAX 1 0 0-1 0
RADIUS
CUI Chargeable User |89 ID 0-1 0 0-1 0
Identity
AAA-Session-ID 26/4 0-1 0 1 0
HAAA

HA-IP-MIP4 26/6 HA |Ip |0-1 0 0 0
RRQ-HA-IP 26/18  |Registration Request Binding |0-1 0 0 0

Update HA-IP
MN-HA-MIP4-KEY 26/10 |MIP4 MN-HA [0 0 1 0
MN-HA-MIP4-SPI 26/11 |MN-HA-MIP4-KEY 1 0 1 0

SPI
RRQ-MN-HA-KEY 26/19 |RRQ-HA-IP 0 0 0-1
HA-IP
MN-HA-KEY
RRQ-MN-HA-SPI 26/20 |RRQ-MN-HA-KEY 1 0 1 0
SPI

HA-RK-Key-Requested [26/58 |HA-RK-KEY 1 0 0 0

Access-Accept
HA-RK-KEY 26/15 |FA-HA 0 0 0-1 0

HA-RK
HA-RK-SPI 26/16 |HA-RK SPI 0-1 0 0-1 0
HA-RK-Lifetime 26/17 |MIP4 FA-HA 0 0 0-1 0

HA-RK
Acct-Interim-Interval 85 0 0 0-1 0
HA Access-Request 1 HA-RK-Key-Request VSA HAA
Access-Accept HA_RK-KEY, HA-RK-SPI  HA_RK-Lifetime
HA

Access-Accept

Cisco Mobile Wireless Home Agent
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HAAA HA 160 HA-RK HA-RK EAP
MIP-RK
HAAA

HA FA HA-RK FA-HA

FA-HA = H(HA-RK, “FA-HA” | HA-IPv4 | FA-CoAV4 | SPI)

H HMAC-SHA1 RFC 2104 HMAC: Keyed-Hashing for Message Authentication

HA-Ipv4 FA Mobile HA IP 32

FA-CoAv4 HA FA 32
FA MobilelP RRQ  FHAE

FA-HA SPI
HMAC-SHA1 20 HA FHAE
HMAC HMAC-MD5 16

HA 4.0 16 HMAC-SHA1 FHAE
HA  MHAE SPI MN-HA-MIP4-SPI Access-Request

Mobile IP RRQ MHAE MN-HA-MIP4-SPI SPI

AAA MN-HA-MIP4-KEY ip mobile
secure host MHAE SPI
HA MobilelP RRQ  FHAE HA HAAA
Access-Request  HA-RK-Key-Requested Access-Accept HA-RK-KEY
Access-Request HA-RK-SPI
FHAE SPI HA FHAE FA-HA
HA-RK-SPI SPI AAA HA-RK-KEY
FA-HA WiMAX Forum Stage 3 R1.0.0, Section 4.3.5.1
HA-RK-KEY ip mobile secure foreign-agent

FHAE SPI

CLlI WIMAX AAA HA  HAAA
Accounting Start/Stop WIMAX AAA

Cisco Mobile Wireless Home Agent
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WiIMAX HA-AAA Accounting

AAA Accounting

e HA Accounting Start

e HA Accounting Stop

e HA Accounting Update

15-2 CiscoHA  WiIMAX AAA Accounting
15-2 WIiMAX AAA Accounting
Start |Int Stop
Session-Continue 26/21 True 0 0 0-1
FALSE
Beginning of Session 26/22 True False |0-1 0 0
Hotline-Indicator 26/24 0-1 0-1 0-1
Calling-Station-Id 31 MS MAC 1 1 1
HA-IP-MIP4 26/6 HA IP 1 1 1
Event-Timestamp 55 1
Control-Packets-In 26/31 IPv4 IPV6 Mobile IP DHCP |0 0-1 0-1
ICMP

Acct-Input-Packets- 26/48 47 0 0-1 0-1
Gigaword

Acct-Output-Packets- 26/49 48 0 0-1 0-1
Gigaword

Control Octets In 26/32 Mobile Ipv4 DHCP ICMP 0 0-1 |0-1
Control Packets Out 26/33 Mobile Ipv4 DHCP ICMP 0 0-1 |0-1
Control Octets Out 26/34 Mobile Ipv4 DHCP ICMP 0 0-1 |0-1

Cisco Mobile Wireless Home Agent
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WiMAX
HA  WIMAX AAA

1 Router# radius-server vsa send authentication
wimax

WIMAX VSA  RADIUS

HA Access-Request

RADIUS
Acct-Interim-Interval (85)
Message-Authenticator(80)
Chargeable-User-Identity(89)
WiIMAX Capability (26/1)
HA-IP-MIP4 (26/2)
RRQ-HA-IP (26/18)
MN-HA-MIP4-SPI (26/11)
RRQ-MN-HA-SPI (26/20)

2 Router# radius-server vsa send accounting
wimax

WIMAX VSA  RADIUS

HA Accounting

RADIUS

Acct-Terminate-Cause (49)
Acct-Multi-Session-1d (50)
Acct-Session-Time (46)
Chargeable-User-Identity(89)
Acct-Input-Gigawords (52)
Acct-Output-Gigawords (53)
HA-IP-MIP4 (26/2)
GMT-Time-Zone-Offset (26/3)

3 Router# ip mobile home-agent send-mn-address IETF RADIUS
Mobile IP
RRQ Access-Request
Framed-IP-Address
4 Router# radius-server attribute 55 Access-Request Event-Timestamp 55
access-request include
5 Router# radius-server attribute 55 Accounting Event-Timestamp 55

include-in-acct-req

WIMAX

1 Router# show ip mob bind

WIiMAX

I Cisco Mobile Wireless Home Agent
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Router# show ip mob bind
Mobility Binding List:
Total 15000

MIP-USER12573@ispxyz.com (Bindings 1):

Home Addr 193.1.1.28

Care-of Addr 7.0.0.85, Src Addr 7.0.0.85

Lifetime granted INFINITE

Flags sbdmg-T-, Identification C9ED9187.10000
Tunnel3 src 73.0.0.42 dest 7.0.0.85 reverse-allowed
Routing Options - (T)Reverse-tunnel

Service Options:
Dynamic HA assignment
Acct-Session-Id: 1677265

Sent on tunnel to MN: 0 packets, 0 bytes
Received on reverse tunnel from MN: 0 packets, 0 bytes

AAA AAA Authentication Accounting
15-3 AAA AAA Authentication Accounting
RSIM
4 vsa string
HAAA
6 ip address as string  |MIP4 HA IPv4
HA IP
10 ascii RADIUS ASN PMIP
hex corresponding string MN-HA-KEY MIP4 MIP PMIP
RADIUS HA MN-HA-KEY PMIP4

ASN  MN-HAAE

HA MIP MIP4 MIP6
SPI MN-HA-AE MIP4
MIP4 Registration Response MIP6 Binding Answer
AUTH
11 spi hex value MN-HA-MIP4-KEY SPI
16 100  FFFFFFFF
15 ascii RADIUS EAP EAP
hex corresponding string NAS HA-RK-KEY NAS
FA-HA
16 spi hex value HA-RK SPI
16 100  FFFFFFFF
17 vsa value HA-RK
19 ascii HAAA HA Mobile IP Registration Request
hex corresponding string MN-HA-AE MN-HA
20 spi hex value HAAA HA Mobile IP Registration Request
MN-HA-AE MN-HA

16 100 FFFFFFFF

Cisco Mobile Wireless Home Agent
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MS

IP
IP IP
NAI
HA
MS
1 Router(config)# ip mobile realm realm
any-traffic next-hop next-hop-ipadress
any-traffic
next-hop
next-hop-ip-address IP

MS

1 Router# show ip mobile binding

Router#sh ip mobile binding
Mobility Binding List:
Total 1
Total VPDN Tunnel'ed 0
xyzl@xyz.com (Bindings 1):
Home Addr 11.110.1.1
Care-of Addr 13.1.1.112, Src Addr 13.1.1.112
Lifetime granted 00:30:00 (1800), remaining 00:29:52
Flags sbdmg-T-, Identification CAF62BEl.1
TunnelO src 13.1.254.254 dest 13.1.1.112 reverse-allowed
Routing Options - (T)Reverse-tunnel
Acct-Session-Id: 0x00000002
Sent on tunnel to MN: 0 packets, 0 bytes
Received on reverse tunnel from MN: 0 packets, 0 bytes
Hotline status Active
Radius Disconnect Enabled

Next-hop set for any-traffic to 14.1.1.201

I Cisco Mobile Wireless Home Agent
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HA MIB

Cisco Mobile Wireless Home Agent

e Cisco Mobile Wireless Home Agent p.16-2
o p.16-2

¢ SNMP MIB p.16-3

. p.16-5

e HA p.16-6
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[ cMWHA-12415-J



16 HA MIB SNMP |
W cisco Mobile Wireless Home Agent
Cisco Mobile Wireless Home Agent
Home Agent HA MIB
Mobile IP URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fipras_r/1rfmobip.htm

HA  Cisco I0S CLI Cisco Works for Mobile Wireless

Cisco Mobile Wireless Home Agent

Mobile Wireless Home Agent

e Gratuitous ARP

Mobile Wireless Home Agent

o IpinIP

Mobile Wireless Home Agent

ARP

FA-HA

GRE

Host NAI

Home IP

CLI

MIB

I Cisco Mobile Wireless Home Agent
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| 16 HA MIB SNMP
Cisco Mobile Wireless Home Agent ||
SNMP MIB
HA RFC 1901 RFC 1908 SNMPv2
HA The Definitions of Managed Objects for IP Mobility Support UsingSMIv2, RFC 2006,
October 1995 MIB Cisco MIB
CISCO- MOBILE-IP-MIB RADIUS
Authentication Client MIB, RFC 2618, June 1999 RADIUS MIB
Cisco 7600 MIB
URL
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
MIB SNMP  Cisco 10S CLI
HA CPU  Memory Utilization CISCO-PROCESS-MIB
Release 3.0 Home Agent Version MIB
SNMPv3

IP-LOCAL-POOL-MIB CLI

Cisco Mobile Wireless Home Agent Release 3.0 CISCO-IP-LOCAL-POOL-MIB
clpLocalPoolPercentAddrThidLo
clpLocalPoolPercentAddrThldHi

IP
cilpPercentAddrUsedHiNotif
clpLocalPoolPercentAddrThldLo

IP
cilpPercentAddrUsedLoNotif
clpLocalPoolPercentAddrThldHi

Cisco 10S 12.3(11)YX5 ip local pool

ip local pool {default | poolname} [low-ip-address [high-ip-address]] [group group-name] [cache-size
size] [threshold low-threshold high-threshold]

low-threshold high threshold

cilpPercentAddrUsedHiNotif 2

clpLocalPoolChildIindex IP
clpLocalPoolPercentAddrThidHi IP

cilpPercentAddrUsedLoNotif 2

clpLocalPoolChildIindex IP
clpLocalPoolPercentAddrThidLo : IP
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CISCO-IP-LOCAL-MIB SNMP SMIv2

IP

e IP ASCII 240

e SNMP 48 SNMP MIB

48
. 48
IP

1. enable

2. configure terminal

3. ip local pool {default | poolname} [low-ip-address [high-ip-address]] [group group-name] [cache-size

size] [threshold low-threshold high-threshold]
4. show ip local pool [poolname | [group group-name]]
1 enable EXEC

Router> enable

2 configure terminal

Router# configure terminal
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3 ip local pool {default | poolname} [low-ip-address IP
[high-ip-address]] [group group-name] [cache-size size]
[threshold low-threshold high-threshold]

low-threshold
high threshold

Router (config)# ip local pool XYZPool
100.1.1.1 100.1.1.10 group MWG cache-size 50 ]
threshold 50 90 high threshold

lowthreshold

4 show ip local pool [poolname | [group group-name]] IP

Router (config)# show ip local pool group
testgroup testpool

HA NAI MN
AAA  Mobile IP
CLI NAI
Mobile IP
RADIUS
Release 3.0 username/IMSI

ip mobile home-agent debug include username
Mobile IP

e debug ip mobile
e debug ip mobile host

AAA

e debug aaa authentication
¢ debug aaa authorization
e debug aaa accounting

e debug aaa ipc

e debug aaa attr

e debugaaaid

e debug aaa subsys
RADIUS

e debug radius
e debug radius accounting
e debug radius authentication

e debug radius retransmit

Cisco Mobile Wireless Home Agent
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N HA

e debug radius failover

e debug radius brief

HA

HA EXEC

Router# clear ip mobile binding

Router# clear ip mobile host-counters

Router#clear ip mobile secure

Router#clear ip mobile traffic IP

Router# debug ip mobile advertise

Router# debug aaa pod AAA Radius
Disconnect
Router# debug ip mobile IP

Router# debug ip mobile host

Router# debug ip mobile redundancy 1P
Router# debug radius RADIUS
Router#debug tacacs TACACS

Router# show ip mobile binding

Router# show ip mobile binding vrf VRF HA

Router#show ip mobile binding vrf realm |\/RF

Router#show ip mobile globals Mobile Agent

Router# show ip mobile host

Router# show ip mobile proxy Mobile IP
Router#show ip mobile secure Mobile IP
Router#show ip mobile traffic HA

Router#show ip mobile tunnel Mobile IP

Router#show ip mobile violation

Router#show ip route vrf VVRF
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3GP — P23rd Generation Partnership Project 2 3

AAA — Authentication, Authorization and Accounting
AH — Authentication Header

APN — Access Point Name

BG — Border Gateway

BSC — Base Station Controller

BSS — Base Station Subsystem

BSC — Base Station Controller

CHAP — Challenge Handshake Authentication Protocol
CoA — Care-of Address

DSCP — Differentiated Services Code Point DiffServ
DNS — Domain Name Server

ESN — Electronic Serial Number

FA — Foreign Agent

FACFA-CHAP — Foreign Agent Challenge

HA — Home Agent

HDLC — High-Level Data Link Control

HLR — Home Location Register

HSRP — Hot Standby Router Protocol

IP — Internet Protocol

IPCP — IP Control Protocol IP

1S835 —

ISP — Internet Service Provider

ITU — International Telecommunications Union
L2_Relay — Layer Two Relay Protocol 2
L2TP — Layer 2 Tunneling Protocol 2
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LCP — Link Control Protocol

LNS — L2TP Network Server L2TP

MAC — Medium Access Control

MEID — Mobile Equipment Identifier

MIP — Mobile IP

MS — Mobile Station =TE+MT
MT — Mobile Termination

NAI — Network Access Identifier

NAS — Network Access Server

P-MIP — Proxy-Mobile IP Mobile IP
PAP — Password Authentication Protocol

PCF — Packet Control Function

PDN — Packet Data Network

PDSN — Packet Data Serving Node

PPP — Point-to-Point Protocol

PPTP — Point-to-Point Tunneling Protocol

SLA — Service Level Agreement

TE — Terminal Equipment

TID — Tunnel Identifier

VPDN — Virtual Packet Data Network
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