COHETIE, GGSN % N T TNy a—T V7T 57dDa~<y RIZoWTH LET, oo

debug =~ RIZBT B 1FEHRICOWTIL, [Cisco 10S Debug Command Referencel % 2L TLIZ&E W,

CPU 7atATIE, TR ITHNIZEWTTAF VT o BEHOEToND=D, T3y 7T
Lo Th—FDNRT 4= APMMET LD, V—=FBERTERLS RV THZENHY T,
IO, debug =V Rix, FEOMEE T TNV a—T 4 7T D84, £721% Cisco 77
SANHR—b RAX o TED N T TN a—TFT 407 By va ryBIZEFERALTIEEN, F
72, debug a2~ REMHHTIREOI A IV TIE, Xy NT—T DT T 4 v 7 BERDIRL,
22— F DD VR T, O XD R T Ny ZE(TH 2 LI2 LY, debug 2~ RALE
WZRED A — 8=y ROBRIZE 5 T AT AOME IR K SATREMN, K< 20 £7,

ZOBEORNEIE, RO LB TT,

e [TID/IMSI/MSISDN X—Z2 D5 & Ty 7 U A—] (P.670)
e [debug condition| (P.672)

e [debug diameter| (P.676)

» [debug ggsn quota-server] (P.677)

» T[debug gprs category fsm event] (P.679)

» [debug gprs dccal (P.682)

o [debug gprs dfp) (P.685)

e [debug gprs dhep) (P.687)

e [debug gprs gtp) (P.689)

e T[debug gprs gtp parsing| (P.691)

e Tdebug gprs gtp ppp! (P.693)

» [debug gprs gtp ppp-regeneration] (P.696)
o [debug gprs prepaid stand-alone] (P.703)
e [debug gprs radius| (P.704)

» [debug gprs redundancy] (P.705)

e Tdebug gprs verbose] (P.721)

» [debug ip iscsi) (P.722)

» [debug record-storage-module] (P.735)
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W TID/IMSIUMSISDN R—RDE@MHEF/Kw T R H—

TID/IMSI/MSISDN R—Z D& & T8y 5 k1) H—

TID/IMSI/MSISDN _—Z2DFEMAF & T /Ny 7 MY H—#fex A 32— 7 V235 &, GGSN I,
GGSN IZHEE L7z, DL GGSN M HFIE I NTRFED kv ID (TID), International Mobile
Subscriber Identity (IMSI) {&. % 721% Mobile Station ISDN Number (MSISDN; E/3A )L AT —3 3
Y ISDN FH) I—#HT25PDP 2> 7TFANDT ANy T Aoyt —U%4&EMLET, GGSN X, TID,
IMSI. F721% MSISDN fEN¥72% PDP 2T XA MDOT ANy THITEER L EE A,

WE. GGSN X, v 7 Ayt —V2FT_RTOPDP 2 FF A MOt LTERLET, FORE,
KEDA v E—UNEREINTYAT A VY —ZARNBEHE IR, KEREEDOEROMR SIS
oz LET, TR0 T Avb—VOEERIBRTL2ZLICE-T, "I Nhva—T 4 U IR5RO
PDP =27 F A MEFICHAE T A v E—V A ZETEET,

TID/IMSI/MSISDN R—ZRDEHFE TNV TICEHT HFERLEDHA K
12

GGSN (Z TID/IMSI/MSISDN N—2DEMUAT & T8y 72 RET DBRT. IROTA BT A 29> T
<TEEW,

1. £7°. debug condition calling =~ > FZ i L T TID/IMSI/MSISDN X—Z2DF /vy 7' % A
X—=T LT B, debuggprs 2~ RE A X—7 L LTL7ZE W, TID/IMSI £721%
MSISDN 2 h U > 7B PDP 227 F A MERRERDOA RY 7L =BT 252 L 2ERL T EE
AN

Bl -
YERGELR TID 12345678090000B0 TiIHH. DX ST AT LET,

GGSN# debug condition calling 12345678090000BO
Condition 1 set
GGSN#

For a create request with IMSI 21436579000000, you would enter:

GGSN# debug condition calling 21436579000000
Condition 2 set
GGSN#

1R EEsk MSISDN 1112223344 TiX, kDO LS ITANLET,

GGSN# debug condition calling msisdn-1112223344
Condition 3 set
GGSN#

RIERMF MR T DI2IF, ROEITATLET,

GGSN# show debug condition all

Condition 1: calling 12345678090000B0O (0 flags triggered)
Condition 2: calling 21436579000000 (0 flags triggered)
Condition 3: calling 1112223344 (0 flags triggered)

GGSN#

2. TID, IMSI. F721X MSISDN X—ADF Ny 7 %42 LTH 5, debug gprs gtp =~ > KE 7z
i% debug gprs charging =~ > K& AL CGPRS T v /&4 2 LET,
ZOARAT v TNET LIS, PDP 207X A MEREREZZET L L. ZHLDERERDOT
Ny 7 Ayk—vEEbic, —%7T 2 TID, IMSL, £721% MSISDN 7 GGSN (2 k> THEF S
ij‘o

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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TID/IMSI/MSISDN R—ZX Q&H#HE T8y ryH— W

ST &T NNy 7 77 I nodebugall 2~ REFETLTHLT =7 MR b0nd, 7
Ny T T 48—T ML ECREDT Ny 7 Ay b—VE2ZELRNEIICTDITE, K
DX Y nodebugall =~ REMHEHA L THRINC GPRS T3y 7 77 7% F7IZ L TLIEEW,

GGSN# no debug all
All possible debugging has been turned off
GGSN#

GGSN# show debug condition all

Condition 1: calling 12345678090000B0 (1 flags triggered)
Condition 2: calling 21436579000000 (1 flags triggered)
Condition 3: calling 1112223344 (1 flags triggered)

GGSN#

KD X 51 no debug condition all =~ > REEH LT, R & TNy 7 753727 4 8—T L
WCLET,

GGSN# no debug condition all
Removing all conditions may cause a flood of debugging messages to result, unless
specified debugging flags are first removed.

Proceed with the removal of all conditions [yes/no] y
2 conditions have been removed

WD X 512 show debug condition all =~ > REFH LT, E£HfET 7 77 7HRHIBREN
Tl LB LET,

GGSN# show debug condition all

[

% No conditions found
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W debug condition

debug condition

TR LIz E DN T—H D debug 2~ > RO ZHIRT 5121%, F##E EXEC =— KT debug
condition =~ > FZFEH LT, HBE LEZFMHZHIBRT DI2E, Zoa~<wr Fono BREHEHALET,

debug condition {called dial-string | calling dial-string | calling [tid | imsi |
msisdn-msisdn] | ip ip-address | next-call gprs {apn apn-name | peer sgsn-ip-address |
<cr>} | username username | veid ve-id}

no debug condition {condition-id | all}

DBy ADFEA  called dial-string

ETFTDOA LB =T 2 A AT ET RNy 7 Ao —VEBEKLET,

calling dial-string

BEBFDA L H—T 2A AIET LT NNy 7 A=V EERLET,

calling [tid | imsi string
| msisdn-msisdn]

Tunnel Identifier (TID; k> R/AF51T) . IMSI, F721Z MSISDN (255
< GGSN Lo GTP LPRIZB#E S 5 A > h % PDP =217 % 2 MERZELR
Ay —VIcFERLET,

ip ip-address

BELEZIP T RLADT NNy T A vt—VUEERLET,

next-call gprs

GGSN IC Lk o THHENTZREIZ—ILDT RNy 7 Aot —I%FR L E
T, BT —IVOEMMET Ny ZFEE, EI3REI—L T3y T 5AF
Né& % PDP 2k 5 >F TR ETEX 7,

apn apn-name

FED APN OBk S e REI2— 0 TRy 7 Ay =V &AM LET,

peer sgsn-ip-address

R@ED SGSN S DOWEIa—VIIZBT 5T v 7 A v —UEAERLET,

<Ccr>

(carriage return/Enter)

HFEORBla—LDT NNy T A vt —T%EMRLET,

username username

BELI2—YLE2FOA X —T 2 AT BT RN T Ave—%
é’iﬁkbi‘é_o

veid ve-id

BELEZVCID DT Ry T Aok —T &K LET,

condition-id

BE SR ZHIR L £9,

all

FTANTORMFET Ny ZRIEEHIRL £7,

TI2FILE F 7 H S OBEREIZH Y FH A,

Y FOBERE yy—2 EERS
12.3(2)XB oo R, GGSN ICEASHE LT,
12.3(8)XU Z D= KA, Cisco I0S Release 12.3(8)XU (CfAAENE LTz,
12.3(11)Y] ZDa~ K23, Cisco IOS Release 12.3(11)YJ ICHAAFEINE LT,
12.3(14)YQ Tz~ RN, Cisco IOS Release 12.3(14)YQ [T AAENE LTz,
12.3(14)YU Z D=~ R Cisco I0OS Release 12.3(14)YU IZH A E 4L,

msisdn ¥—7U — K 47 a URBMNEnE Lk,

12.4(2)XB Zda~< KA, Cisco IOS Release 12.4(2)XB IZHAIAENE LT,
12.4(9)XG ZD=aw KA, Cisco IOS Release 12.4(9)XG ITHHAIAEIE LT,
12.4(15)XQ M=z~ R, Cisco I0S Release 12.4(15)XQ I#AAE N E LT,

Il _Cisco GGSN Release 9.2 a3 F Y77 LR, Cisco |OS Release 12.4(22)YE2
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EREDAHA R34y

I

debug condition W

yy—2 EERNE

12.4(22)YE Z D=z~ A Cisco I0OS Release 12.4(22)YE IZHHAIA F 41,
next-call gprs ¥— U — R A7 v a UopBMashE L,

12.4(22)YEI Z M=z KA, Cisco I0S Release 12.4(22)YEL IZfAAE N E LTz,

12.4(22)YE2 Z»a= R, Cisco I0S Release 12.4(22)YE2 IZHAGA E L E Lz,

debug gprs gtp 35 L U debug gprs charging %3¢/ 9 2 Ri1IZ, 47 debug condition calling =~ >
Z A LT TID/IMSIUMSISDN R—ADFEMAFE TNy A X —T M LTI,

F72. no debug condition =~ FAHEH L CHEMMET NNy 7 &2T 4 =7 VICT DHHEIC, no
debug all =~ > K% L T debug gprs gtp =~ > K & debug gprs charging =~ K425 & —7
MILTLEE, ZHICEY, FHEMET Ry 72T 4 8—T NI LTz &I, REOT Ny T

Ay —URERINDDEEET,

ST & 53y 71X, debug gprs gtp events, debug gprs gtp messages, %721 debug gprs gtp
packets (21X H S L EH A, debug gprs gtp parsing O%5 . I EHIRT 5729, PDP =27 %
A N OERBRICIE TR &E TNy IR S ET (TID EIXZETIEH Y EHA),

GGSN TID/IMSI/MSISDN ~— 2 Dt & 73 v 7 O F HIEOFEMIZ OV T,
[TID/IMSUMSISDN R— 2D EMAF &7 /8y 7 R U H—] (P.670) ZZHRL TS 7ESVy,

debug condition next-call
WEl 2 — LV OSRMUAE TRy ZF3RE, FiidkEla—v T8y &R S 5 PDP & ek 5 O % Thks
RETEET,
WEI 2=V OEUME TNy ZEERB L OEHET 510%, koa<wr REEHLET,
* show debugging condition =~ > N, BEAFDOREIZ—N F Xy FERMEEZITREIZ—L TNy T
FfEnd D PDP 2 Fm LET,
* clear gprs gtp debug next-call =~ > K, BEfFD PDP (X L TRESNT/ZT Ny 7 &7 VT L%
T

o W2 — DT Ry &M EEIBRT 512X, no debug condition =~ > KT next-call ¥—7—
ERELET,

APN OZGMEFH& T3y 7 Clik, §##E EXEC £ — KT debug condition called =~ > FZEA L 7,

Bl 1

WDFITIX, TID 12345678090000B0, IMSI 21436579000000, 35 L Uf MSISDN 408525823010 (2 %
SWTHRIFET ANy Sy va v aRELET,
GGSN# debug condition calling 12345678090000BO

Condition 1 set
GGSN#

GGSN# debug condition calling 21436579000000
Condition 2 set
GGSN#

GGSN# debug condition calling msisdn 408525823010
Condition 3 set
GGSN#
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W debug condition

i 2
OB TiE, TAPNL] EWIHHFED APN IZ X > TSNz a— it LCRBfTET ANy T 1y
varEBRELET,

GGSN# debug condition next-call gprs apn APN1

%l 3
KOFITIE, TXTORMMET ANy 725 LET,
Router# no debug conditional all

All possible debugging has been turned off
Router#
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debug aaacoa M

debug aaa coa

CoA WHLDT Ny 71E#R & F T H121E FitE EXEC £ — R C debug aaa coa =~ > F&HEHA L ET,

FNRy T EEDNCTHI20E, Z0a<vy Fono BREER LET,
debug aaa coa

no debug aaa coa

DUBAYHARDHBE —oavr FiCiE, SIEELEF—TU—-FNEHY FH A,

T4k POD X7 v hDF Ny Z13A F—=T M) £ A,

oY FOBERE Jy—= EFERA
12.4(15)XQ Zoavwr FREAIRE LR,
12.4(22)YE Z @z~ KA, Cisco 10S Release 12.4(22)YE IZAAENE LTz,
12.4(22)YEI Zma~ KA, Cisco I0S Release 12.4(22)YEL IZ#lA A £ E LT,
12.4(22)YE2 ZDa= KA, Cisco I0S Release 12.4(22)YE2 IZfAAE I E LT,

EREDAA FS54>

]

CoA WD T Ny 1R ZFK/RT HI21L, debug aaa coa ZfliH L 7,

KT, CoA EEDT Sy ZHEROH 2R LET,

SAMI 5/3: *Mar 4 23:51:02.820: COA: 10.10.10.10 request queued

SAMI 5/3: *Mar 4 23:51:02.820: ++++++ CoA Attribute List ++++++

SAMI 5/3: *Mar 4 23:51:02.820: 41041428 0 00000009 string-session-id(337) 15
080808012521869

SAMI 5/3: *Mar 4 23:51:02.820: 4189D04C 0 00000009 gos-profile(507) 28
25621F9301FEFE245E1414003200

SAMI 5/3: *Mar 4 23:51:02.820:

SAMI 5/3: *Mar 4 23:51:02.820: COA: Sending ACK from port 1700 to 10.10.10.10/1700
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W debug diameter

debug diameter

Gateway GPRS Support Node (GGSN; 7*— k7 =1 GPRS ¥ A—F /— ) @ Diameter ¥R |25
BLIEHE R T DL, F5HE EXEC £ — R T debug diameter ==~ > F&fHH L £,

debug diameter {dcca | connection | error | packet | event | fsm | failover | all}

VOBV ADHH  deea Diameter Credit Control Application B#H O #H % £R8 L £,
connection Diameter v 7 O#feliilma £ LET,
error Diameter QL ICHET 22T — 2R L ET,
packet Diameter /X7 > FERRLET,
event Diameter BIEED A N~ 2R LET,
fsm Diameter B DEERED v v A v —VEERLET,
failover DCCA $— 7z — VA —N— BT HFREFTRLET,
all F_X T Diameter B#EIFEHRZF R L E T,

TI2#4ILE T 7 4 N OBEREILH D EH A,

TR E—F  f5H EXEC

Y FOBERE Jy—=x EFERE
12.3(14)YQ Ioavy RBEAINE LT,
12.4(2)XB Zoza~=r R, Cisco IOS Release 12.4(2)XB IZHlAAFIE L,
12.4(9)XG Z®=a= KA, Cisco 10S Release 12.4(9)XG (TfHAAENE LTz,
12.4(15)XQ Z o= R, Cisco 10S Release 12.4(15)XQ IS AAENLE LTz,
12.4(22)YE Zd=a< 2 KA, Cisco I0S Release 12.4(22)YE I[ZHlA A TN E LT,
12.4(22)YE1 ZDa= R, Cisco I0OS Release 12.4(22)YEL IZHAAENE LT,

FREDALIRSAY —oa~vr RiE, YATFA AL —FBLUOBET =712 & 5T, Diameter 4LFR CRIGEMNH 4 L
T AICx LB F9,

1 iz, Diameter B DA N F DOREFEZR L ET,

debug diameter event
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debug ggsn quota-server W

debug ggsn quota-server

GGSN D7 #—% H— MLPIZBE L 727 N » 71§ #H 2 FR" T 51213, debug ggsn quota-server
#E EXEC 2~ REMEHALET,

debug ggsn quota-server [detail | packets [dump] | events | parsing | errors]

VOB ADEHR  detail GGSN LD 7 4 —% H— "EEICBT 23 EMIEHR A R R LET,
packets GGSN L7 —% $— T ak A& CSG ORI TREE SN/ F&FR
LEd, A7 a T, Wz 16 R TRRLET,
events GGSN O 7 3 —4& S — NUPRICEHE S 54 X M ERRLET,
parsing 7 #—4 H—,3L Content Services Gateway ] GTP TLV # CAEHTICEE 5
FEME A RN L ET,
errors GGSN O 7 #—4& B — NP 5 =T — 52 KR L E T,
TI#4ILE T 740 hOBERCEIEH Y EH A,

oYk E—F e EXEC

av Y FORERE yy—=x EERR
12.3(14)YQ Zoavy RBREAINRE L,
12.409)T Z»=a=r R, Cisco 10S Release 12.4(9)T (ZfAAENE LT,
12.3(14)YU ZDa= R, Cisco IOS Release 12.3(14)YU IZHAAENE LTz,
12.4(2)XB Z®a~ > R, Cisco I0S Release 12.4(2)XB I[CHLAGAE L E LT,
12.4(9)XG Zda~ > FA, Cisco I0S Release 12.4(9)XG IZHZSAE L E LT-,
12.4(15)XQ Z D= KA, Cisco 10S Release 12.4(15)XQ (ZfA AL E LTz,
12.4(22)YE Z M=y KA, Cisco 10S Release 12.4(22)YE (TfHAAE L E LTz,
12.4(22)YEI Z®=a~ 2 A, Cisco I0S Release 12.4(22)YE] ([CHLAAENE LT,

ERLEDAA FS54>

]

12.4(22)YE2 ZDa= R, Cisco I0OS Release 12.4(22)YE2 IZHAAENE LT,

ZOATY RE, VAT A ARV =FBLOMHET =728 5T, GGSN 7 4+ —4% H—" T ntk
AL CSG MO@EEICHENEE LG E IR L ET,

WOBITIX, FEM7e Y +—F = NUET Ny T (FRNCE Y Y CoNZs +— 2B L0 +—
2 TFyva) OFRREAFX—TNVIZLET,

Router#debug ggsn quota-server detail

ggsn quota-server details debugging is on

Router#

Jun 2 02:40:39.391: GGSN-QS:Encoding QUOTA PUSH REQUEST

Jun 2 02:40:39.391: GGSN-QS:Adding TLV USER_INDEX

Jun 2 02:40:39.391: GGSN-QS: IP Address: 3.3.3.1 User ID: 12345
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W debug ggsn quota-server

Jun 2 02:40:39.391: GGSN-QS:Adding TLV SERVICE ID: 1

Jun 2 02:40:39.391: GGSN-QS:Adding TLV QUADRANS GRANTED

Jun 2 02:40:39.391: GGSN-QS: Quadrans: 1250 Threshold: 1000 Units: SECONDS
Jun 2 02:40:39.391: GGSN-QS:Adding TLV QUADRANS GRANTED

Jun 2 02:40:39.391: GGSN-QS: Quadrans: 5000 Threshold: 5000 Units: BYTES_ IP
Jun 2 02:40:39.391: GGSN-QS:Adding TLV TIMEOUT: 50000

Jun 2 02:40:39.391: GGSN-QS:Adding TLV TARIFF TIME: 1147698000

Jun 2 02:40:39.391: GGSN-QS:Sending QUOTA PUSH REQ from QS (4.4.4.4:3386) to CSG

(30.1.1.1:3386)

Jun 2 02:40:39.395: pak=0x6523B5B0, datagramstart=0x200143D8, network start=0x200143BC
datagramsize 91

Jun 2 02:40:39.395: GGSN-QS msgtype 0xFO, seq 1, len 85, from 4.4.4.4:3386 to
30.1.1.1:3386

200143D0: OFF00055 00017E01 p.U..~.

200debug ggsn quota-server detaill43EO0: FC005001 31000000 4A002E00 46001400
|.P.1...J...F...

200143F0: 09030303 01313233 34350015 00013100 ..... 12345....1.

20014400: 2D00OEOO 00000000 0004E201 03000003 =—-......... b.....
20014410: E8002D00 OEO00000 00000013 88020300 h.-.............
20014420: 00138800 17000400 00C35000 4D000444 ......... CP.M..D
20014430: 687B50 h{P

Jun 2 02:40:39.395: GGSN-QS:Received Data Record Transfer Response from (30.1.1.1:3386)
Sequence number 1

Jun 2 02:40:39.395: GGSN-QS:Cause = 128

Jun 2 02:40:39.395: GGSN-QS:Request Responded Sequence Number = 1

Jun 2 02:40:39.395: GGSN-QS:Private Ext IE length 32 QM Rsp length 29

Jun 2 02:40:39.395: GGSN-QS:Received message QUOTA PUSH RESP from CSG

Jun 2 02:40:39.395: GGSN-QS:UserIndex TLV: IP Address 3.3.3.1 UserName/MSISDN 12345
Jun 2 02:40:39.395: GGSN-QS:Session ID TLV: 1736898353

Jun 2 02:40:39.395: GGSN-QS:Service ID TLV: 1

Jun 2 02:40:39.399: GGSN-QS:Detected real CSG 30.1.1.1 for virtual CSG 30.1.1.1

Jun 2 02:40:39.399: GGSN-QS:real CSG newly detected

ggsn quota-server details debugging is on

Router#
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debug gprs category fsm event W

debug gprs category fsm event

P—ERT =7 GGSN AT I A X FBLCRE N7 Y7 v a VCEET L7 Ny 7 fdE2 %
RFHIZIE. debug gprs category fsm event 574 EXEC 2~ > REEHA L 7,

debug gprs category fsm event

DURYIDADEE o<l R LF—TU—FbbH 0 EEA,

TI24ILE F 74 N OBMIEREIXH Y EH AL

avY kR E—F ¥t EXEC

av Y FOERE Jy—=R EEARR
12.3(14)YQ Toawy RREASHELE,
12.4(9)T Z®a~ 2 R, Cisco I0S Release 12.4(9)T ICfHAAENE LT-,
12.3(14)YU Zoa~< K2, Cisco I0S Release 12.3(14)YU IZHlAAENFE L7z,
12.42)XB Z®=a= 2 KA, Cisco 10S Release 12.4(2)XB IZ#AAENE LT,
12.4(9)XG ZDa< A, Cisco IOS Release 12.4(9)XG ITHAIAENE LT,
12.4(15)XQ Zd=a~ 2 R, Cisco I0S Release 12.4(15)XQ ITlAAE N E LT=,
12.4(22)YE Zda~ 2 R, Cisco I0S Release 12.4(22)YE I[Z#lA AN E LT,

EREDHA R34

]

12.4(22)YE1
12.4(22)YE2

Zoawy RN,
Dy KA,

Cisco 10S Release 12.4(22)YE1 (2B A TN FE LT,
Cisco IOS Release 12.4(22)YE2 IZHAAEIVE LTz,

ZDawy RiE, VAT A AR —ZBIUOHEBT V=728 5T, eGGSN WL CHEMIEAE LT-
BRI b ET,

Bl1:EmICEYSTONI=Y +—4D%HS PDP

OB TIE, eGGSN A XV FBICIRE N T 7 v ay (HRNICEV Y TONIZT +—F) DFR
A F—=T M LET, ZiL, PDP a7 % &2 MERK, 7V A KMAZET —Fizk, By
TEADTATHLTLTT,

PDP =7 &% X MEK :

Router#debug gprs category fsm event
eGGSN category fsm event debugging is on

Router#

Jun 2 02:55:08.491: GPRS:1234050000000010:created service-aware subblock

Jun 2 02:55:11.383: GPRS:1234050000000010:it is the only one PDP of the user, need CCR
msg

Jun 2 02:55:11.383: GPRS:1234050000000010:sent ccr init

Jun 2 02:55:11.823: GPRS:1234050000000010:create new category 1

Jun 2 02:55:11.823: GPRS:1234050000000010:shdb OxFBO0O0O1lC created for category 1 (handle
0x8C000007)
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W debug gprs category fsm event

680

Jun 2 02:55:11.823: GPRS:1234050000000010:successfully create a category

Jun 2 02:55:14.623: GPRS:1234050000000010:created sync_object for CREATE_PDP

Jun 2 02:55:14.623: GPRS:1234050000000010:get 1 impacted categories into sync object for
CREATE_PDP

Jun 2 02:55:14.623: GPRS:1234050000000010:insert category 1 from sync object for

CREATE PDP

Jun 2 02:55:14.623: GPRS:1234050000000010:number of really impacted by CREATE PDP = 1
Jun 2 02:55:14.623: GPRS:1234050000000010:FSM _ggsn_rcvd quota

Jun 2 02:55:14.623: GPRS:1234050000000010:category 1 trans from INIT to PENDING QP on
event CCA_QUOTA

Jun 2 02:55:14.627: GPRS:1234050000000010:FSM ggsn_rcvd _gp_ack_in gp

Jun 2 02:55:14.627: GPRS:1234050000000010:remove category 1 from sync object for

CREATE PDP 0 still pending in the sync object

Jun 2 02:55:14.627: GPRS:1234050000000010:send Create PDP Context Res to SGSN

Jun 2 02:55:14.627: GPRS:1234050000000010:delete sync object for CREATE PDP, it has 0
categories

Jun 2 02:55:14.627: GPRS:1234050000000010:category 1 trans from PENDING QP to AUTHORIZED
on event CSG_QP_ ACK

Router#

Router#

PDP =27 % & MR -

Router#
Jun 2 02:55:31.455: GPRS:1234050000000010:100k up category by 1 found 65EEB128
Jun 2 02:55:31.455: GPRS:1234050000000010:FSM ggsn_rcvd_stop

Jun 2 02:55:31.455: GPRS:category 1 report usage queue size = 2

Jun 2 02:55:31.455: GPRS:1234050000000010:usage unit has total octets 0

Jun 2 02:55:31.455: GPRS:1234050000000010:usage unit has total octets 300

Jun 2 02:55:31.455: GPRS:1234050000000010:category 1 , usage 6615E470

Jun 2 02:55:31.455: GPRS:1234050000000010:no sync_object for service stop

Jun 2 02:55:31.455: %GPRSFLTMG-4-CHARGING: GSN: 0.0.0.0, TID: 0000000000000000, APN:

NULL, Reason: 1, unexpected CSG usage report cause

Jun 2 02:55:31.455: GPRS:1234050000000010:send CCR _UPDATE to DCCA server return ok
Jun 2 02:55:31.455: GPRS:releasing 2 usages in category

Jun 2 02:55:31.455: GPRS:release usage parameter

Jun 2 02:55:31.455: GPRS:1234050000000010:category 1 trans from AUTHORIZED to IDLE on
event CSG_SERVICE STOP

Jun 2 02:55:34.939: GPRS:1234050000000010:eggsn_get final usage report

Jun 2 02:55:34.939: GPRS:1234050000000010:freeing all categories

Jun 2 02:55:34.939: GPRS:1234050000000010:delete category 1

Jun 2 02:55:34.939: GPRS:1234050000000010:freeing service-aware subblock

Router#

Bl 2: BZFBYLETONY A—42 5750 PDP
WOFITIE, eGGSN A XU FPBIORENZ Y7 v ay (3 —2RFERNIZEID S TERTWARN
PDP O5E) OFEREA F—TNMIZLET,

PDP = 7% 2 MERK :

Router#debug gprs category fsm event

eGGSN category fsm event debugging is on

Router#

Jun 2 02:58:45.727: GPRS:1234050000000010:created service-aware subblock

Jun 2 02:58:48.623: GPRS:1234050000000010:it is the only one PDP of the user, need CCR

msg
Jun 2 02:58:48.623: GPRS:1234050000000010:sent ccr_init
Router#

PDP =27 % A MHIBR :

Router#

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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debug gprs category fsm event W

Jun 2 02:59:06.975: GPRS:1234050000000010:eggsn_get final usage report
Jun 2 02:59:06.975: GPRS:1234050000000010:freeing all categories

Jun 2 02:59:06.975: GPRS:1234050000000010:freeing service-aware subblock
Router

Cisco GGSN Release 9.2 27> F Yy 77 L> R, Cisco IOS Release 12.4(22)YE2
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W debug gprs dcca

debug gprs dcca

GGSN @ Diameter Credit Control Application (DCCA; Diameter 27 L' ¥ MMil#I 7 7V 7 —< a3 )
RIS 2 T TNy 2a—TF 4 U 7IEREZRRT 5T, debug gprs deca FitE EXEC =2~ > F&fif
MLET,

debug gprs dcca

SURBYHADSHHE —oa~vr FiIEBIELF—TU—FbdHh A,

TI24ILE T 7 40 hOBIERCEIEDH Y EE A,

OV K E—F  #H EXEC

av Y FOERE Jyy—= EERE
12.3(14)YQ ZOa<wy RNEAIRE LT,
12.4(9)T Zda~ 2 R, Cisco I0S Release 12.4(9)T ICfAAE N E LT-,
12.3(14)YU Zoa~<r K28, Cisco I0S Release 12.3(14)YU IZHlAAENFE L7z,
12.42)XB Z®=a=r R, Cisco 10S Release 12.4(2)XB IHAAENE LT,
12.49)XG Z®=a= R, Cisco I0S Release 12.4(9)XG ([TfHAAENE LTz,
12.4(15)XQ Zd=a~ 2 KA, Cisco I0S Release 12.4(15)XQ IZflAAE N E LT=,
12.4(22)YE Zda~ 2 R, Cisco I0S Release 12.4(22)YE I[Z#lA A TN E LT,
12.4(22)YE1 Zoa< K3, Cisco IOS Release 12.4(22)YE1 IZHlAAENFE L=,
12.4(22)YE2 Z»=a= R, Cisco I0S Release 12.4(22)YE2 IC#AAENE LT,

FREDHLRSAY —oa<vr FiE, VAT A ARL—FBLUOHEET L P=7I12& 5T, GGSN T Diameter 7’1 k =2 /L
RIS T LB BB L b £,

1 |
WOFNL, 7+ —ZNEANZE D L THENTWD DCCA Ty FEHROY 7 LT,

Router#debug gprs dcca

Router#

Jun 2 03:13:45.827: GPRS:1234050000000010:GPRS:DCCA: 3GPP-IMSI : 214350000000000
Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-Charging-Id : 613053186
Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-PDP-Type : O

Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-CG-Address : 20.1.1.1
Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-QoS-Profile :
99-0911012964FFFF1100FFFF

Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-SGSN-Address : 11.20.1.1
Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-GGSN-Address : 10.20.61.1
Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-IMSI-MCC-MNC : 21435

Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-GGSN-MCC-MNC : 001002

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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debug gprs dcca W

Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-NSAPI : 1

Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS:DCCA: 3GPP-Selection-Mode : 0

Jun 2 03:13:45.831: GPRS:1234050000000010:3GPP-Charging-Char : 0100

Jun 2 03:13:45.831: GPRS:1234050000000010:GPRS DCCA: Starting Tx timer , value = 100000

Jun 2 03:13:45.831: GPRS:1234050000000010:DCCA FSM:Event = CCR_INITIAL, Old State = IDLE,
New State = PENDING I

Jun 2 03:13:46.287: GPRS:1234050000000010:GPRS DCCA: Result-Code = 2001

Jun 2 03:13:46.287: GPRS:1234050000000010:GPRS DCCA: Stopping Tx timer

Jun 2 03:13:46.287: GPRS:1234050000000010:GPRS DCCA: Result-Code for Category : 1
2001

Jun 2 03:13:46.287: GPRS:1234050000000010:DCCA FSM:Event = CCA SUCCESS, 0Old State =
PENDING I, New State = OPEN

Router#

Router#show gprs gtp pdp tid 1234050000000010 ser all

Diameter Credit Control: Enabled

Current Billing status: Prepaid

Reason to convert to postpaid: N/A

Charging Profile Index: 1

DCCA profile name: dcca-profilel, Source: charging profile

Rule base id: 1, Source: DCCA server

ServiceID State Quota (octets)
1 AUTHORIZED 5000
Router#

PDP being deleted

Bl 2
WOBNE, 74— 2 PHERNZE D M THR T2 DCCA 78y JERO Y 7T,

Router#show debug
GPRS:
GPRS DCCA Events debugging is on

Router#

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-IMSI : 214350000000000
Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-Charging-Id : 613053181
Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-PDP-Type : O

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-CG-Address : 20.1.1.1

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-QoS-Profile
99-0911012964FFFF1100FFFF

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-SGSN-Address : 11.20.1.1
Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-GGSN-Address : 10.20.61.1

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-IMSI-MCC-MNC : 21435

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-GGSN-MCC-MNC : 001002

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-NSAPI : 1

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS:DCCA: 3GPP-Selection-Mode : 0

Jun 2 03:05:07.743: GPRS:1234050000000010:3GPP-Charging-Char : 0100

Jun 2 03:05:07.743: GPRS:1234050000000010:GPRS DCCA: Starting Tx timer , value = 100000

Jun 2 03:05:07.743: GPRS:1234050000000010:DCCA FSM:Event = CCR_INITIAL, Old State = IDLE,
New State = PENDING I

Jun 2 03:05:08.167: GPRS:1234050000000010:GPRS DCCA: Result-Code = 2001

Jun 2 03:05:08.167: GPRS:1234050000000010:GPRS DCCA: Stopping Tx timer

Jun 2 03:05:08.167: GPRS:1234050000000010:DCCA FSM:Event = CCA SUCCESS, 0Old State =
PENDING I, New State = OPEN

Router#

gprs5-72b#sgpt 1234050000000010 ser all

Diameter Credit Control: Enabled

Current Billing status: Prepaid

Reason to convert to postpaid: N/A

Charging Profile Index: 1

DCCA profile name: dcca-profilel, Source: charging profile

Rule base id: 1, Source: DCCA server

Cisco GGSN Release 9.2 A% F )77 LY X, Cisco IOS Release 12.4(22)YE2
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W debug gprs dcca

ServiceID

State

Quota (octets)

gprs5-72b#clear gprs gtp pdp all

PDP deleted

Router#

Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
99-0911012964FFFF1100FFFF
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.459: GPRS:
Jun 2 03:05:28.463: GPRS:
Jun 2 03:05:28.463: GPRS:
New State = PENDING T

Jun 2 03:05:28.463: GPRS:
Jun 2 03:05:28.871: GPRS:
Router#

1234050000000010
1234050000000010
1234050000000010
1234050000000010
1234050000000010

1234050000000010
1234050000000010
1234050000000010
1234050000000010
1234050000000010
1234050000000010

1234050000000010:

1234050000000010
1234050000000010

1234050000000010

GPRS DCCA: DCCA request was cancelled,

Router#sgpt 1234050000000010 ser all
%$ERROR: Cannot find the PDP

Router#

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2

:GPRS:DCCA: 3GPP-IMSI 214350000000000
:GPRS:DCCA: 3GPP-Charging-Id 613053181
:GPRS:DCCA: 3GPP-PDP-Type : O

:GPRS:DCCA: 3GPP-CG-Address 20.1.1.1
:GPRS:DCCA: 3GPP-QoS-Profile

:GPRS:DCCA: 3GPP-SGSN-Address 11.20.1.1
:GPRS:DCCA: 3GPP-GGSN-Address 10.20.61.1
:GPRS:DCCA: 3GPP-IMSI-MCC-MNC 21435
:GPRS:DCCA: 3GPP-GGSN-MCC-MNC 001002
:GPRS:DCCA: 3GPP-NSAPI : 1

:GPRS:DCCA: 3GPP-Selection-Mode 0
3GPP-Charging-Char 0100

:GPRS DCCA: Stopping Tx timer

:DCCA FSM:Event = CCR _FINAL, Old State = OPEN,
:GPRS DCCA: Stopping Tx timer

Droping AAA reply
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debug gprs dfp W

debug gprs dfp

GPRS DFP EAFRICET 27 /Ny 7 A vt— /%%TT% I%. ##H EXEC “E— KT debug gprs
dfp 2~ FEEMLES, 7y 72 80T 2123, Zoa~vr Fono B2 LET,

debug gprs dfp

no debug gprs dfp

DURYPADEE Zoa<r REGIELF—TU—RbH 0 EEA,

T+ 77 4 FOBESEIZH 0 EH A,

oY FOBERE yy—= EFERNRE
12.1(9)E Zoavr RREAEShELE,
12.2(4)MX Z M=y KA, Cisco 10S Release 12.2(4)MX ITHAAENE LT,
12.2(8)YD Z == R, Cisco IOS Release 12.2(8)YD (ZHlASAENE L 7=,
12.2(8)YW ZD=a< KA, Cisco I0OS Release 12.2(8)YW IZHAAENE LT,
12.3(2)XB Zd=aw R, Cisco I0S Release 12.3(2)XB IZHAAENE LT,
12.3(8)XU ZDa< KA, Cisco I0OS Release 12.3(8)XU IZHAIAENE LT,
12.3(11)YJ Z Dz~ RH, Cisco I0S Release 12.3(11)YJ IZHAAENE LT,
12.3(14)YQ Zd =z~ R, Cisco I0S Release 12.3(14)YQ I[CHLAAENE LT,
12.3(14)YU ZDa= R, Cisco I0S Release 12.3(14)YU IZHAAE I E LT,
12.4(2)XB Zoa~=r R, Cisco I0S Release 12.4(2)XB IZflAAFINE LTz,
12.4(9)XG ZDa< R, Cisco I0OS Release 12.4(9)XG ITHAIAEINE LT,
12.4(15)XQ Z» == KA, Cisco I0S Release 12.4(15)XQ IZHAAENE LT,
12.4(22)YE ZDa= KA, Cisco I0S Release 12.4(22)YE IZfAAE N E LT,
12.4(22)YE1 ZDa~< R, Cisco IOS Release 12.4(22)YEL IZFHAAENFE LT,
12.4(22)YE2 Z D=z R, Cisco IOS Release 12.4(22)YE2 IZ#AA £ E LT,

BEREDAA FS54>

A

debug =t~ > REMAT HANC, KOEEEHBLTIES,

IE

CPU 7u® AT, TNy IZTHNZENTTAEFV T o BED S TENDTZD, VAT LABNHEHAR
BRICRDZENDHYV ET, 2072, debug 2~ NI, HEORELY N T 7Ny a—T 477
DA, Fl2E CiscoT 7 =N Y HR—F AFX 7D NI TN a—TFT 47 By g rHiC
FUERALTLEEN, £, debug 2~ REFERTAIREBOXA IV TIE, Xy NT—2 7

0—nND0p =TV T, ZOX) REHHICT ANy 7 EITH Ik oT, 2
NoDa<wy FETICED VAT A LOMO =PI 2 2 BB 2R L £,

Zoavy FaFT7T % E, GPRSDFP HAGFICEHT 57/ Ny 7 A vt —URFRENET, DFP
T—Vx VN T URTADT RNy T Ay —TERRT LI, debug ip dfp agent =~ > R Al
)Eﬁbij‘o

| 0OL-19937-03-J
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W debug gprs dfp

1 OB TIX, T XCTD GPRSDFP &EAEHEAEF = v 7T 5L ICTF Ny By a v E2RELET,

Router# debug gprs dfp
GPRS DFP debugging is on
Router#

WORFITIX, T_XTOT Ny T EEIELET,

Router# no debug all
All possible debugging has been turned off
Router#

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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debug gprs dhcp W

debug gprs dhcp

GGSN = DHCP ZLHICB$ 5 a2~ T 2121E. FH EXEC £— R T debug gprs dhep =2~ >/

Nz L%

debug g

To Ty TN EEHIZT HITIE, Zoavr Fo no B L ET,

prs dhep

no debug gprs dhcp

DURYPADEE Zoa<r REGIELF—TU—RbH 0 EEA,

T+ 77 4 FOBESEIZH 0 EH A,

IO FOERE Jyy—= EFENRE
12.2(4HMX Zoavy RREAINE L,
12.2(8)YD ZdDaw KA, Cisco I0S Release 12.2(8)YD (A IAEINLE LTz,
12.2(8)YW ZDa~v RA, Cisco I0S Release 12.2(8)YW (ZHLAAENE LT,
12.3(2)XB ZD=aw s KA, Cisco I0S Release 12.3(2)XB (ZHAAENFE LT,
12.3(8)XU Zda~r R, Cisco I0S Release 12.3(8)XU IZHAIA TN E LT,
12.3(11)YJ] Zda~v FH, Cisco I0S Release 12.3(11)YJ IZHAAENE LT,
12.3(14)YQ ZPa~v KA, Cisco I0S Release 12.3(14)YQ ITHAAEINF LT,
12.3(14)YU ZDa= KA, Cisco I0S Release 12.3(14)YU (ZHAAENFE LT,
12.4(2)XB ZDa= KA, Cisco I0S Release 12.4(2)XB (ZHA A ENE LT,
12.4(9)XG D=y KA, Cisco I0S Release 12.4(9)XG (CfAAENE LT-,
12.4(15)XQ Z =~ R, Cisco 10S Release 12.4(15)XQ ITfAAENE L 7=,
12.4(22)YE Z»== > KA, Cisco 10S Release 12.4(22)YE ISflAA £ E LTz,

ERLEDAA FS54>

12.4(22)YEIL

ZDa= KA, Cisco I0S Release 12.4(22)YEL IZfAA T E LT,

12.4(22)YE2

ZDa= KA, Cisco I0S Release 12.4(22)YE2 IZfAAE I E LT,

ZpOa<w R
RAELTES
Ao —T%
detail =~ >

i, VAT A AR —FZBIOHET =712 5T, GGSN ® DHCP LB TRIEMN
WL HEF, —F LD DHCP 7 747 > b & DHCP % — OB 72T 3> 7
T 555, debug gprs dhep =~ F& & H1C debug dhep %7213 debug dhep
FHEHTE £,

debug gprs dhep =~ FEETT 5L REOHNBERIND 2D, VAT A EOMOT 77 4

v g I
74T BN

BRKIT NI HICTH-0ICH, Z0a<wy RiZ, GPRS %y hUV—27 o 5
WipnE ZF TR LT EE N,

| 0OL-19937-03-J
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W debug gprs dhcp

i #IZ. GGSN o DHCP QDo 7 M H Ol L E T,

Router# debug gprs dhcp

2d13h: GPRS:DHCP req:TID 1111111100000099, Req 1

2d13h: GPRS:Requesting IP address for pdp 1111111100000099 from server 172.16.0.8 tableid

0

2d13h: GPRS:DHCP ip allocation pass (10.88.17.43) for pdp 1111111100000099

2d13h: GPRS:Using DHCP ip address 10.88.17.43 for pdp 1111111100000099

i L rmnomE Ly DHCE TR A

T VY I OY LTI O E R LT

2d13h: DHCP: proxy allocate request

2d13h: DHCP: new entry. add to queue

2d13h: DHCP: SDiscover attempt # 1 for entry:

2d13h: DHCP: SDiscover: sending 283 byte length DHCP packet

2d13h: DHCP: SDiscover with directed serv 172.16.0.8, 283 bytes

2d13h: DHCP: XID MATCH in dhcpc_ for us()

2d13h: DHCP: Received a BOOTREP pkt

2d13h: DHCP: offer received from 172.16.0.8

2d13h: DHCP: SRequest attempt # 1 for entry:

2d13h: DHCP: SRequest- Server ID option: 172.16.0.8

2d13h: DHCP: SRequest- Requested IP addr option: 10.88.17.43

2d13h: DHCP: SRequest placed lease len option: 604800

2d13h: DHCP: SRequest: 301 bytes

2d13h: DHCP: SRequest: 301 bytes

2d13h: DHCP: XID MATCH in dhcpc_ for us()

2d13h: DHCP: Received a BOOTREP pkt

2d13h: DHCP Proxy Client Pooling: ***Allocated IP address: 10.88.17.43

BEavTF avwUFk B

debug dhep J—% ED DHCP 7 7 A 7 b & DHCP y— MO T Ny 7 Ayt —v

R RLET,

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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debug gprs gtp

debug gprs gtp M

GPRS Tunneling Protocol (GTP; GPRS ho U > 7 Fu ban) IZHTAEREFERT DL, F
# EXEC £— R T debug gprs gtp 2~ > FEEHLET, Ty FHAEZEDITDIE, Zoa~
Y Ro no BEFEHLET,

debug gprs gtp {events | messages | packets}

no debug gprs gtp {events | messages | packets}

YUBYYADHE  events GGSN Lo GTP HICBE# T 51 Ry hEFRLET,

messages SGSN & GGSN D THEEEND GTP v 7 F V7 Avv—TEFERL
EScpe

packets SGSN & GGSN O Tt &2 GTP N7y b aERLET,

TI24IE 77 4 FOBESHITZH 0 EH A,

O FOERE Jy—=x EERNE
12.1(1)GA oa~r RREASRELE,
12.1(5)T Zda~= KA, Cisco I0S Release 12.1(5)T IZHAIAFEINE Lz,
12.2(4)MX ZDa= KA, Cisco I0S Release 12.2(HMX IZHHAIAE L, ppp

{details | events} 7> a >R BIMENE LT,

12.2(8)YD ZDa< KA, Cisco I0S Release 12.2(8)YD (A IAEILE LTz,
12.2(8) YW D=y KA, Cisco I0S Release 12.2(8)YW (ZfAAENE LT-,
12.3(2)XB Zoaw KA, Cisco I0S Release 12.3(2)XB (ZHAAENE LT,
12.3(8)XU ZDa~= KA, Cisco I0S Release 12.3(8)XU IZMAIAEINE LTz,
12.3(11)YJ Zpa~w RH, Cisco IOS Release 12.3(11)YJ IZHAAENE LT,
12.3(14)YQ ZPa~r KA, Cisco I0S Release 12.3(14)YQ ITHAAEINFE LT,
12.3(14)YU ZPa~r KA, Cisco I0S Release 12.3(14)YU I AAEINE LT,
12.42)XB Z D=z~ KA, Cisco I0S Release 12.4(2)XB ([ZHLAAENE LT,
12.4(9)XG Zda~r KA, Cisco I0S Release 12.4(9)XG ITflAAE N E LT,
12.4(15)XQ ZDa= KA, Cisco I0S Release 12.4(15)XQ (2 AAENE LT,
12.4(22)YE ZDa< KA, Cisco I0S Release 12.4(22)YE IZfAAENE LTz,

EREDHA R4

A

12.4(22)YE1

Z Dz~ R, Cisco IOS Release 12.4(22)YEL ITHEAAENE LT,

12.4(22)YE2

Z Dz~ R, Cisco IOS Release 12.4(22)YE2 ITHHAAENE LT,

DAY RE, VAT LA ARV —FBIUOHBET L P=TI12L > T, GTP M+ % GGSN &
SGSN [ OidfE TR I AL LIZB B L b E T,

IE

debug gprs gtp =~ > FEFETT L L REOHNBERLSND IO, AT L EOMOT 77 4 E

T ANCEEERRIE R NE T A0,

ZDa<wr R, GPRS *y hU—Z LD T

T Ay BEPDRNEZITEFHEA LTS ZEN,
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W debug gprs gtp

1 OB TIE, GGSN > GTP AHEICEET DA X hDFFREA X —

Router# debug gprs gtp events

WOBTIE, GTP 7 F VT Av—VORREAS F—TNVIZLET,

Router# debug gprs gtp messages

WOHITIE, SGSN & GGSN DR TEESND GTP N7 v hDORREA R —

Router# debug gprs gtp packets

ROBFITIEL, SGSN & GGSN [H1®D GTP PPP A X s DFRRE A F—

Router# debug gprs gtp ppp events

Tz LE T,

T LET,

T LET,

WROFITIL, SGSN & GGSN ] GTP PPP A X k& & HIZFEMI7Z: GTP PPP 7Ny V1O R %

A X —T N LET,

Router# debug gprs gtp ppp details
Router# debug gprs gtp ppp events

Il _Cisco GGSN Release 9.2 a3 F Y77 LR, Cisco |OS Release 12.4(22)YE2
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debug gprs gtp parsing l

debug gprs gtp parsing

7Y v 7 ERINO PRS Tunneling Protocol (GTP; GPRS Fo U 2 71 k=)L) Information

Element (IE; [H— L A > ~) OMIUEATIZET 2 8® %2R "3 H101%, $54# EXEC £ — R T debug
gprs gtp parsing =~ FEMHLE T, T FTHDEZEHICT DT, Z0a~r RO no BE
ERLET,

debug gprs gtp parsing
no debug gprs gtp parsing

DURYPADEE Zoa<r REGIELF—TU—RbbH 0 EEA,

T74IE 77 4 FOBESEITZH 0 EH A,

IO FOERE Jyy—= EFENE
12.2(4)MX Zoavr RREAIRELE,
12.2(8)YD ZdDaw KA, Cisco I0S Release 12.2(8)YD IZHAIAEINLE LTz,
12.2(8)YW Zda~ KA, Cisco I0S Release 12.2(8)YW ITflAAE N E L 7=,
12.3(2)XB Zd=aw s KA, Cisco I0S Release 12.3(2)XB (ZHAAENE LT,
12.3(8)XU Zoa~r R, Cisco I0S Release 12.3(8)XU IZHlAIA TN E LT,
12.3(11)YJ] Zda~v FH, Cisco I0S Release 12.3(11)YJ IZHAAENE LT,
12.3(14)YQ Zda~v RH, Cisco I0S Release 12.3(14)YQ ITHAAENF LT,
12.3(14)YU Zda~r FA, Cisco 10S Release 12.3(14)YU ISfZAE L E L 7=,
12.4(2)XB ZDa= KA, Cisco I0S Release 12.4(2)XB (2 A A ENE LT,
12.4(9)XG Zoa~r R, Cisco I0S Release 12.4(9)XG IZHAIA TN E LT,
12.4(15)XQ Z =~ R, Cisco 10S Release 12.4(15)XQ ITfAAENE L 7=,
12.4(22)YE Z@da~v RH, Cisco I0S Release 12.4(22)YE ITfAAE N FE LT,
12.4(22)YEI Zda~ KA, Cisco I0S Release 12.4(22)YEL IZ#lA AN E LT,
12.4(22)YE2 ZDa= KA, Cisco I0S Release 12.4(22)YE2 IZfAA T E LT,

ERLEDAA FS54>

oA RE, VAT A ARV A BIUHET V=728 > T, GDM %7213 GGSN TX/E &
Niey 75U > 78RO GTP IE OS2 R T 2 BRICRL B £, N7y PR EFICHIT SN
L ROBDESIZ, Ny FOTID & EBITAvE—VEZELET,
GPRS:TID:7300000000000000:Packet Parsed successfully

debug gprs gtp parsing =~ > FiX, GDM F72/% IE ® GGSN AHEOfERIZEH TE £,

debug gprs gtp parsing =~ FEZFETTLH L RKEOHANNERIND 2D, VAT L LEOMOT
T AT 4 ICEEBERKIERNWE T H0ich, Zoavr KX, GPRS *y hU—7 kO
N7 4y 7 EBRDINEZFIZEFHEHLTIEEN,
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MW debug gprs gtp parsing

1 WOFITIE. GDM 7213 GGSN 28 GTP @ IE O ICRAETET N 7 A v —VDEREA
F—T I LET,

Router# debug gprs gtp parsing
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debug gprs gtp ppp W

debug gprs gtp ppp

GGSN @ PPP PDP % o ORI T 2 1% K3 21213, %74 EXEC £— R T debug gprs gtp
ppp =~ FEEMLET, 7y ZHNZEDT L5I1C1E, Zoavr Rone BRAEZHEHLET,

debug gprs gtp ppp {events | details}

no debug gprs gtp ppp {events | details}

YUBYYADHE  events PPP PDP % A 7 DMLELFIZHAE L TV HEDOREICEHAD A v —T %
zRLET,
details PPP PDP # A 7 OB L7z, LV AFIFHTRL VDX v Ee—T%
HRLET,
T74IE 77 4 FOBESEIZH 0 EH A,
oY FOBERE Jyy—=x EERE
12.2(4)MX Zoavr RREAIRELE,
12.2(8)YD Zd=a~ K23, Cisco 10S Release 12.2(8)YD (C#lAGAE N E L=,
12.2(8)YW ZDa= KA, Cisco I0S Release 12.2(8)YW IZHAAENE LTz,
12.3(2)XB ZD=aw s KA, Cisco I0S Release 12.3(2)XB (2 AAENFE LT,
12.3(8)XU ZDa= KA, Cisco I0S Release 12.3(8)XU (A AEINLE LTz,
12.3(11)YJ Z D=y KA, Cisco 10S Release 12.3(11)YJ ICHAAENE LT,
12.3(14)YQ Zda~v RH, Cisco I0S Release 12.3(14)YQ ITHAAEINF LT,
12.3(14)YU Zda~v KA, Cisco I0S Release 12.3(14)YU ITHAIAEINFE LT,
12.4(2)XB ZdD=aw s KA, Cisco I0S Release 12.4(2)XB (ZHHAAENE LT,
12.4(9)XG Zoa~r R, Cisco I0S Release 12.4(9)XG IZHAA TN E LT,
12.4(15)XQ ZPa~r KA, Cisco I0S Release 12.4(15)XQ I AAEINFE LT,
12.4(22)YE Z®==r KA, Cisco 10S Release 12.4(22)YE IZfAAE L E LTz,

ERLEDAA K54

12.4(22)YE1

ZDa~v RA, Cisco I0S Release 12.4(22)YEL IZAHLAAENE LT,

12.4(22)YE2

ZDa= KA, Cisco I0S Release 12.4(22)YE2 IZfAA T E LT,

ZOa=wy RiE, VAT A AR —ZBIORHET =712 5T, GGSN ® PPP PDP % 1 7 D4l
PCRIEMNRAE LT HEIC, RLbET,

debug gprs gtp ppp =~ FOW OB %E, JlxDa~v K744 2 FY & L THREICA X—7
MZTEET, events ¥— UV — R4 5L, EAELTOWDREDREBICEADH AN ERS L E
T ZHUE, details A9 VEAEMAL TREINDENEHIRT 5DICELLET,

debug gprs gtp ppp 2~ RZFE[TTHEREOHNINERIND D, VAT A EOMOT 7

T4 BT 4 ICHEEEN TN T A0, Zoa~wr Rk, GPRS *v hU—27 Lo b

774y BRDRVEZITETHEA LTI ZE N,
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W debug gprs gtp ppp

]

RIZ, PDP 27 % A MERERO Y7L F1 L. GGSN 1T PPP PDP % A 7% i3 % PDP =
VITFARNEIUTTET Ay THlERLET, ZHHOFIE, GGSN ETTF Ny J ARk &M
DOWITNA X =T N> TNB EEDHNERLET,

Bl 1

KOFITIE, GGSN 733215 L7z PDP = 7 & X MEMER D PPP PDP =2 > 7 &% 2 MLEIZ B2
B IO N M ERRLET,

Router# debug gprs gtp ppp events
GTP PPP events display debugging is on
Router# debug gprs gtp ppp details
GTP PPP details display debugging is on

7200b#
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:

up

3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:

Bl 2

GPRS:

GTP-PPP Fal/0: Create new gtp ppp info

GPRS:

GTP-PPP: domain gprs.cisco.com not in any VPDN group

GPRS:

GTP-PPP: aaa-group accounting not configured under APN gprs.cisco.com
GPRS:GTP-PPP: Don't cache internally generated pak's header

SLINK-3-UPDOWN: Interface Virtual-Access2, changed state to up

GPRS

GTP-PPP Vi2: gtp ppp cstate react changing states

GPRS:GTP-PPP: pdp_entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc udp input pak's linktype = 30
GPRS:GTP-PPP: pdp_entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc_udp input pak's linktype = 30
GPRS:GTP-PPP: pdp entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc_udp input pak's linktype = 30
GPRS:

GTP-PPP: Vi2: Concat names user00 & gprs.cisco.com

GPRS:

GTP-PPP: New username after concat: user00@gprs.cisco.com
GPRS:

GTP-PPP: Vi2: Concat names user(00Q@gprs.cisco.com & gprs.cisco.com
GPRS:

GTP-PPP: New username after concat: user00Q@gprs.cisco.com
GPRS:GTP-PPP: pdp_entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc_udp input pak's linktype = 30
GPRS:GTP-PPP: pdp entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc udp input pak's linktype = 30
GPRS:GTP-PPP: pdp_entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc udp input pak's linktype = 30
GPRS:GTP-PPP: pdp entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc_udp input pak's linktype = 30

SLINEPROTO-5-UPDOWN :

GPRS
GPRS
GPRS
GPRS

:GTP-PPP: pdp_entry 0x62F442A4, recv ppp data
:GTP-PPP Vi2: proc udp_ input pak's linktype =
:GTP-PPP: pdp entry 0x62F442A4, recv ppp data
:GTP-PPP Vi2: proc udp input pak's linktype =

GPRS:

GTP-PPP Vi2: gtp ppp protocol up is notified about intf UP

GPRS

GTP-PPP Vi2:

Line protocol on Interface Virtual-Access2,

pak
30
pak
30

changed state to

PDP w/ MS addr 98.102.0.1 inserted into IP radix tree

ROFITIE, GGSN LD PDP 227 F A h& 7 U7 L7zth®, PPP PDP ¥ A 7 OMLIRIC BHE 3 5 34
LAY bOWM G EFRRLET,

Router# clear gprs gtp pdp-context all

Il _Cisco GGSN Release 9.2 a3 F Y77 LR, Cisco |OS Release 12.4(22)YE2
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3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:

down

debug gprs gtp ppp W

GPRS:GTP-PPP: pdp_entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc udp input pak's linktype = 30
GPRS:GTP-PPP: pdp entry 0x62F442A4, recv ppp data pak
GPRS:GTP-PPP Vi2: proc_udp input pak's linktype = 30

GPRS:

GTP-PPP Vi2: gtp ppp pdp terminate shutting down the vaccess
GPRS:

GTP-PPP Vi2: gtp ppp pdp shut va shutting down intf
SLINK-3-UPDOWN: Interface Virtual-Access2, changed state to down
GPRS:

GTP-PPP Vi2: gtp ppp cstate react changing states

GPRS:

GTP-PPP Vi2: gtp ppp free va resetting intf vectors
SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access2, changed state to

| 0OL-19937-03-J

Cisco GGSN Release 9.2 a2 F Iy 77 LY R, Cisco |OS Release 12.4(22)YE2



M debug gprs gtp ppp-regeneration

debug gprs gtp ppp-regeneration

GGSN Lo PPP FAMBZ BT 5 1F#H & KT 5 1214, debug gprs gtp ppp-regeneration f##Z EXEC =
U REEHALEST, Ty 7N EENCT DT, Zoavy Fono BRAEEH L ET,

debug gprs gtp ppp-regeneration {events | details}

no debug gprs gtp ppp-regeneration {events | details}

YUBYYADEE  events PPP F AR A L TV D REEDIRBICEE DA v E—VERR L ET,
details PPP FAALERICBEE L7, LV AFIFACTIRL LD R v — V2 RRLET,

T4k T 7 40 hOBERCEIEH Y EE A,

av Y FORERE yy—= EERNAE
12.2(4)MX Zoavr RREAIRELE,
12.2(8)YD ZDa~v FH, Cisco I0S Release 12.2(8)YD IZHHAIAENE LTz,
12.2(8)YW Zda~ KA, Cisco I0S Release 12.2(8)YW ISl AE N E L 7=,
12.3(2)XB Zd=aw KA, Cisco I0S Release 12.3(2)XB (ZHHAAENFE LT,
12.3(8)XU Zda~r R, Cisco I0S Release 12.3(8)XU IZHAIA TN E LT,
12.3(11)YJ Zd=a~ 2 KA, Cisco 10S Release 12.3(11)YJ ICHAAENE LT,
12.3(14)YQ Zoawy RA, Cisco I0S Release 12.3(14)YQ IZHAAENE LT,
12.3(14)YU Zda~r FA, Cisco 10S Release 12.3(14)YU ISfZAE L E L 7=,
12.4(2)XB ZDa= KA, Cisco I0S Release 12.4(2)XB (2 A A ENE LT,
12.4(9)XG Zda~r R, Cisco I0S Release 12.4(9)XG IZHAIA TN E LT,
12.4(15)XQ Zd=a~» R, Cisco 10S Release 12.4(15)XQ ITfAAENE L 7=,
12.4(22)YE Z»== > KA, Cisco 10S Release 12.4(22)YE ICfAA £ E LTz,
12.4(22)YEI Z®=a~ KA, Cisco I0S Release 12.4(22)YEL IZ#lA AN E LT,
12.4(22)YE2 ZDa= KA, Cisco I0S Release 12.4(22)YE2 IZfAAE I E LT,

ERLEDAARSAY Zoa<wr NI, AT A AL —FBLOHET P =7I2& > T, GDM & GGSN o iifE TR
JEIRIEAE LI BT H E T,
debug gprs gtp ppp-regeneration =~ > FO@FOEX%L, flxDavr K74 = M) L LTH
RRZA X —T VT TEET, events ¥— 7 — FE2EHT 5L, BEL TWDEEDREIZEGOHT)
DAERESNET, Tk, details 72 5 VAL TRIEINDE N ZHIRS 2 DITHELEDL FT,

EE  debug gprs gtp ppp-regeneration =~ N& 31795 L REBOHANERINL D, VAT A
EofDOT 7T 4 ©F 4 ITERENRRITRNE ST S0, Zoavwy Nk, GPRS *v b
V=7 LD NTF T4y I ENDIRVEZITETFHEA LTI ZEN,

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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debug gprs gtp ppp-regeneration W

RIZ, PDP 27 % A MEREROY 7L E . GGSN LT PPP HAZME AT 5 PDP 27 %
ALEIVTTET RN ITHZRLET, Znb0FE, GGSN ETF Xy 7 4 X b &M )T
DA F—=T NI TNBEEOHNERLET,

]

1

ROFITIE, GGSN 23%f5 L7z PDP =127 % A MERRERK O PPP AR LEZ B+ 2 3E M /)3 KO
AN PHNDEFIRLET,

Router# debug gprs gtp ppp-regeneration details

GTP PPP regeneration details display debugging is on
Router# debug gprs gtp ppp-regeneration events

GTP PPP regeneration events display debugging is on
PPP-REGEN state counters: pending counter is 0

06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

24:
24:
24:

24

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

24

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

02:
02:
02:
:02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
:02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

SUCCESS]

06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

24:

24

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

02:
:02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

State[IDLE] counter is 0

State [AUTHORIZING] counter is 0
State[VPDN CONNECTING] counter is 0
State [PPP NEGOTIATING] counter is 0
State[PPP CONNECTED] counter is 0
State[PPP TERMINATING] counter is 0

PPP-REGEN state counters: pending counter is 1

GPRS

State[IDLE] counter is 1
State [AUTHORIZING] counter is 0

[
State [VPDN CONNECTING] counter is 0
State[PPP NEGOTIATING] counter is 0
State[PPP CONNECTED] counter is 0

State [PPP TERMINATING] counter is 0

:1011111111500001:Authen: PAP username: tomyl@corporate 1.com
GPRS:
GPRS:
GPRS:
GPRS:

1011111111500001:Session timer started

Processing PPP regen reqQ

1011111111500001:Processing Initiate PPP regen from reqgQ
1011111111500001:got event [REQUEST PPP REGEN] in state [IDLE]

PPP-REGEN state counters: pending counter is 1

GPRS:
GPRS:
GPRS:

State[IDLE] counter is 0

State[AUTHORIZING] counter is 1

State [VPDN CONNECTING] counter is 0

State[PPP NEGOTIATING] counter is 0

State [PPP CONNECTED] counter is 0

State [PPP TERMINATING] counter is 0
1011111111500001:state [IDLE->AUTHORIZING] on event [REQUEST PPP REGEN]
1011111111500001:Got VPN authorization info
1011111111500001:got event [AUTHOR SUCCESS] in state [AUTHORIZING]

PPP-REGEN state counters: pending counter is 1

GPRS:

GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:

State[IDLE] counter is 0
State [AUTHORIZING] counter is 0
State[VPDN CONNECTING] counter is 1
State[PPP NEGOTIATING] counter is 0
State[PPP CONNECTED] counter is 0
State[PPP TERMINATING] counter is 0
1011111111500001:state [AUTHORIZING->VPDN CONNECTING] on event [AUTHOR

1011111111500001:Author succeeded, establishing the tunnel
1011111111500001:Create/Clone vaccess to negotiate PPP
1011111111500001:n0 need to set NS ppp config

1011111111500001:MS no static IP addr. Get one via IPCP
1011111111500001:VPDN to inform PPP regen: CONNECTED
1011111111500001:got event [VPDN CONNECTED] in state [VPDN CONNECTING]

PPP-REGEN state counters: pending counter is 1

State[IDLE] counter is 0

State [AUTHORIZING] counter is 0
State[VPDN CONNECTING] counter is 0
State[PPP NEGOTIATING] counter is 1
State[PPP CONNECTED] counter is 0
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M debug gprs gtp ppp-regeneration

06:24:02: State [PPP TERMINATING] counter is 0

06:24:02: GPRS:1011111111500001:state [VPDN CONNECTING->PPP NEGOTIATING] on event [VPDN

CONNECTED]

06:24:02: GPRS:1011111111500001:Start PPP negotiations on vaccess

06:24:02: SLINK-3-UPDOWN: Interface Virtual-Access2, changed state to up

06:24:02: GPRS:1011111111500001:IPCP is up

06:24:02: GPRS:1011111111500001:LNS allocates 10.100.1.1 for MS

06:24:02: GPRS:1011111111500001:IP addr 10.100.1.1 is negotiated for MS

06:24:02: GPRS:1011111111500001:PPP connected

06:24:02: GPRS:1011111111500001:g0ot event [PPP NEGOTIATED] in state [PPP NEGOTIATING]

06:24:02: PPP-REGEN state counters: pending counter is 0

06:24:02: State[IDLE] counter is 0

06:24:02: State [AUTHORIZING] counter is 0

06:24:02: State[VPDN CONNECTING] counter is 0

06:24:02: State[PPP NEGOTIATING] counter is 0

06:24:02: State [PPP CONNECTED] counter is 1

06:24:02: State[PPP TERMINATING] counter is 0

06:24:02: GPRS:1011111111500001:state [PPP NEGOTIATING->PPP CONNECTED] on event [PPP

NEGOTIATED]

06:24:02: GPRS:1011111111500001:PPP succeeded negotiation, session established

06:24:02: GPRS:1011111111500001:Session timer stopped

06:24:03: SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access2, changed state

to up

%l 2

woOBHTIE, GGSN EO PDP =25 %A h%2 27 U7 L7=% . PPP HAMLEICREHS 2

FOW ST ER LET,

GPRS iSCSI 2LHZ B4 % 15 & T 51213, #i# EXEC — FC debug gprs iscsi =~ > K& ff
A LFEJ, Routert clear gprs gtp pdp-context all
PPP-REGEN state counters: pending counter is 0

06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
06:28:05:
06:28:05:
REGEN'ED P
06:28:05:
06:28:05:
06:28:05:
06:28:05:
06:28:05:
06:28:05:
06:28:05:
06:28:05:
06:28:05:
06:28:05:
06:28:05:

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

GPRS:
GPRS:
GPRS:
GPRS:
GPRS:

State[IDLE]
State [AUTHORIZING]

State[VPDN CONNECTING]
State[PPP NEGOTIATING]
State[PPP CONNECTED]
State[PPP TERMINATING]

counter is 0

counter is 0
counter is 0
counter is 0
counter is 1
counter is 0

FEAD & A R

1011111111500001:PPP regen current state PPP CONNECTED
1011111111500001:GTP disconnecting the PPP regen session

Processing PPP regen reqQ
1011111111500001:Processing
1011111111500001:got event

Disconnect PPP
[CANCEL REGEN'ED PPP]

PPP-REGEN state counters: pending counter is 1

GPRS:

PP]

GPRS:1011111111500001:Cancel request after VPND
PPP-REGEN state counters:

GPRS:
GPRS:
PPP-REGEN state counters:

State[IDLE]
State [AUTHORIZING]

State[VPDN CONNECTING]
State[PPP NEGOTIATING]
State[PPP CONNECTED]
State[PPP TERMINATING]

1011111111500001:state [PPP

State[IDLE]
State [AUTHORIZING]

State[VPDN CONNECTING]
State[PPP NEGOTIATING]
State[PPP CONNECTED]
State[PPP TERMINATING]

1011111111500001:PPP down
1011111111500001:got event

counter is 0

counter is 0
counter is 0
counter is 0
counter is 0

counter is 1
CONNECTED->PPP

pending counter is 1
counter is 0

counter is 0

counter is 0
counter is 0
counter is 0
counter is 1
state

[PPP FAILED] in

pending counter is 1

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2

TERMINATING]

regen from reqgQ

in state [PPP CONNECTED]

on event [CANCEL

tunnel is up

[PPP TERMINATING]
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06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

to

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
06:

down

GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
PPP-REGEN state counters:

State[IDLE] counter is 1
State[AUTHORIZING] counter is 0
State[VPDN CONNECTING]
State [PPP NEGOTIATING]
State[PPP CONNECTED] counter is 0
State[PPP TERMINATING]
1011111111500001:state
1011111111500001:LCP went down
1011111111500001:VPDN disconnect
1011111111500001:got event
1011111111500001:state [IDLE->IDLE]
1011111111500001:Freeing context structure
1011111111500001:VPDN handle invalid,
1011111111500001
1011111111500001:

counter is
counter is

counter is

Session timer stopped
pending counter is 0
State[IDLE] counter is 0
State[AUTHORIZING] counter is 0
State [VPDN CONNECTING]
State[PPP NEGOTIATING]
State[PPP CONNECTED] counter is O
State [PPP TERMINATING]

counter is
counter is

counter is

[PPP TERMINATING->IDLE]

[CLEANUP CONTEXT]
on event

debug gprs gtp ppp-regeneration W

0

on event [PPP FAILED]

in state [IDLE]
[CLEANUP CONTEXT]

no need to free it
:remove PPP regen context from Vi2

0

GPRS:1011111111500001:PPP regen context 0x633F196C released

SLINK-3-UPDOWN:
SLINEPROTO-5-UPDOWN :

Interface Virtual-Access2,

changed state to down
Line protocol on Interface Virtual-Access2,

changed state

| 0OL-19937-03-J
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W debug gprs iscsi

debug gprs iscsi

FNRy SN EESCT I, Zoa~<wr Fono BREEHALET,
debug gprs gtp {errors | events | messages}

no debug gprs gtp {errors | events | messages}

YUBYYADHHA  errors GGSN k@ GPRS iSCSI AL ICH#+ 5T — A vt —VEFRLET,
events GGSN E® GPRS iSCSI ALFLIZ BT B A X hEFR R LET,
messages GPRS iSCSI IZBi§ 2 7 F Vo7 A vt —V%FRLET,

TI4ILE F 74 N OBMIEREIZD Y EH AL

avy FOEE Jyy—= EERE
12.4(15)XQ Zoawy RBREASHELE,
12.4(22)YE Z o=~ FA, Cisco I0S Release 12.4(22)YE Il A s E L=,
12.4(22)YE1 ZDa= KA, Cisco I0S Release 12.4(22)YEL IZfAA TN E LT,
12.4(22)YE2 Zpa~r A, Cisco I0S Release 12.4(22)YE2 IZHAIAENE LT,

BEREDAA FS54>

]

Zoavwy RiE, VAT A FIRL—ZBIUOHBT =712t > T, GGSN &, iSCSI #fFH3 5
SAN & Oi@fg CRIEARAE LG A& L b £,

RIZ, GPRSIiSCSI 73y 7Dl R LET,

Router#
SAMI 9/3: GPRS:Fn is ggsn iscsi send leftover dtrs to cgw
SAMI 9/3: GPRS:Fn is ggsn_iscsi send leftover dtrs to cgw
SAMI 9/3: GPRS:ISCSI: data_len = 246, error code = 0
SAMI 9/3: GPRS:GGSN_ISCSI MSG
SAMI 9/3: GPRS:ISCSI READ ACK RCVD
SAMI 9/3: GPRS:
ISCSI: Retrieved DTR Val is iscsi_hdr.dtr typ val 2
SAMI 9/3: GPRS:ISCSI: dtr typ val = 2 fn:send retrieved dtr to cgw
SAMI 9/3: GPRS:ISCSI: SAN has sent the record for a read request
SAMI 9/3: GPRS:ISCSI: ISCSI DYNAMIC send retrieved dtr to cgw
SAMI 9/3: GPRS:ISCSI: gtp msg send iscsi retrieved drt req is called
SAMI 9/3: GPRS:retrieved cdr from ISCSI
SAMI 9/3: GPRS:Fn is gtp msg send iscsi retrieved drt req, pak val is 4AE35EE4
pak-datagramstart is 7C53FAl8 pak->datagramsize is 232

SAMI 9/3: GPRS:ISCSI: data len = 246, error code = 0
SAMI 9/3: GPRS:GGSN_ISCSI MSG
SAMI 9/3: GPRS:ISCSI_READ ACK RCVD
SAMI 9/3: GPRS:
ISCSI: Retrieved DTR Val is iscsi_hdr.dtr_typ val 2
SAMI 9/3: GPRS:ISCSI: dtr typ val = 2 fn:send retrieved dtr to_cgw
SAMI 9/3: GPRS:ISCSI: SAN has sent the record for a read request

Il _Cisco GGSN Release 9.2 a3 F Y77 LR, Cisco |OS Release 12.4(22)YE2
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SAMI
SAMI
SAMI
SAMI

9/3:
9/3:
9/3:
9/3:

GPRS

GPRS:
GPRS:
GPRS:

debug gprs iscsi

:ISCSI: ISCSI_DYNAMIC send retrieved dtr to cgw

ISCSI: gtp msg send iscsi_retrieved drt req is called
retrieved cdr from ISCSI

Fn is gtp msg send iscsi retrieved drt req, pak val is 41056464

pak-datagramstart is 7C003058 pak->datagramsize is 232

:ISCSI: data len = 246, error code = 0
:GGSN_ISCSI_MSG
:ISCSI _READ ACK RCVD

ISCSI: Retrieved DTR Val is iscsi_hdr.dtr typ val 2

ISCSI: dtr typ val = 2 fn:send retrieved dtr to cgw
ISCSI: SAN has sent the record for a read request
ISCSI: ISCSI_DYNAMIC send retrieved dtr to cgw

ISCSI: gtp _msg_send _iscsi_retrieved drt req is called
retrieved cdr from ISCSI

SAMI 9/3: GPRS
SAMI 9/3: GPRS
SAMI 9/3: GPRS
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:

Fn is gtp _msg send iscsi retrieved drt reqg, pak val is 415563FC

pak-datagramstart is 7C53FD58 pak->datagramsize is 232

:ISCSI: data len = 246, error code = 0
:GGSN_ISCSI_MSG
:ISCSI_READ ACK_RCVD

ISCSI: Retrieved DTR Val is iscsi_hdr.dtr_ typ val 2

ISCSI: dtr typ val = 2 fn:send retrieved dtr to cgw
ISCSI: SAN has sent the record for a read request
ISCSI: ISCSI DYNAMIC send retrieved dtr to cgw
:ISCSI: gtp msg send iscsi retrieved drt req is called
retrieved cdr from ISCSI

SAMI 9/3: GPRS
SAMI 9/3: GPRS
SAMI 9/3: GPRS
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:

Fn is gtp_msg_send iscsi_retrieved drt req, pak val is 41056BDC

pak-datagramstart is 7C003D58 pak->datagramsize is 232

Fn is ggsn iscsi send leftover dtrs to cgw
:Fn is ggsn_iscsi send leftover dtrs to cgw
ISCSI: data len = 1162, error code = 0
GGSN_ISCSI_MSG

:ISCSI_READ ACK_RCVD

ISCSI: Retrieved DTR Val is iscsi_hdr.dtr typ val 1

ISCSI: dtr typ val = 1 fn:send retrieved dtr to cgw

ISCSI: SAN has sent the record for a read request

ISCSI: ISCSI_PENDING send retrieved dtr_to_cgw cgw_down_flags 300
ISCSI: gtp msg send iscsi retrieved drt req is called

retrieved cdr from ISCSI

SAMI 9/3: GPRS:
SAMI 9/3: GPRS
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:
SAMI 9/3: GPRS:

Fn is gtp_msg_send iscsi_retrieved drt req, pak val is 4AE3B10C

pak-datagramstart is 7C5512D8 pak->datagramsize is 1132

SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI

9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:

GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:

GPRS

GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:

GPRS

Fn is ggsn iscsi send leftover dtrs to cgw

Fn is ggsn_iscsi send leftover dtrs to cgw

ISCSI: data len = 0, error code = 3

ISCSI retrieved empty record 3

GGSN_ISCSI_MSG

ISCSI_READ ACK_RCVD

Empty 1iSCSI record was rcvd, so send leftover DTRs to CG
Fn is ggsn_iscsi send leftover dtrs to cgw

:ISCSI: data len = 0, error code = 3

ISCSI retrieved empty record 3

GGSN_ISCSI_MSG

ISCSI_READ ACK RCVD

Empty 1iSCSI record was rcvd, so send leftover DTRs to CG
Fn is ggsn_iscsi send leftover dtrs to cgw

ISCSI: data len = 0, error code = 3

ISCSI retrieved empty record 3

:GGSN_ISCSI_MSG
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W debug gprs iscsi

SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI

9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:

Router#

GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:
GPRS:

ISCSI_READ ACK_RCVD

Empty iSCSI record was rcvd, so send leftover
Fn is ggsn iscsi send leftover dtrs to cgw
ISCSI: data len = 0, error code = 3

ISCSI retrieved empty record 3

GGSN_ISCSI_MSG

ISCSI_READ ACK_RCVD

Empty iSCSI record was rcvd, so send leftover
Fn is ggsn iscsi send leftover dtrs to cgw
ISCSI: data len = 0, error code = 3

ISCSI retrieved empty record 3

GGSN_ISCSI_MSG

ISCSI_READ ACK_RCVD

Empty iSCSI record was rcvd, so send leftover
Fn is ggsn iscsi send leftover dtrs to cgw
ISCSI: data len = 0, error code = 3

ISCSI retrieved empty record 3

GGSN_ISCSI_MSG

ISCSI_READ ACK_RCVD

Empty iSCSI record was rcvd, so send leftover
Fn is ggsn iscsi send leftover dtrs to cgw

Fn is ggsn_iscsi send leftover dtrs to cgw

DTRs

DTRs

DTRs

DTRs

to

to

to

to

CG

CG

CG

CG
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debug gprs prepaid stand-alone W

debug gprs prepaid stand-alone

GGSN 2 > RT7r DT YA R 7 4 —F ORI D1 W2 £ d 21213, F5# EXEC
& — K debug gprs prepaid stand-alone =~ > REHEHA L ET, T3y ZTHIEEICT DI,
Zoavy RO ne BREFEHLET,

debug gprs prepaid stand-alone {errors | events | timers}

no debug gprs prepaid stand-alone {errors | events | timers}

YUY ADERA  errors GPRS AZ ' K7 DT Y NA R 74— X @EAICEETS T — &2 &R
LE7,
events GPRS A& v R7ua DT VXA, R 7 —X@EHICE#ET 5 A X hE#k
~LET,
timers GPRS A v R7ua DT VXA, R 7 —X@EHICE#EST XA ~— A X

Y hEFERRLET,

TI#4IE T 74 OBEREIZH Y EH AL

av Y FORERE )y—= EERE
12.4(22)YE Zoaw s RBREASHE L,
12.4(22)YEI M= KA, Cisco I0S Release 12.4(22)YEL ICHAAENE LT,
12.4(22)YE2 Zd=a~ KA, Cisco I0S Release 12.4(22)YE2 IZ#lA A TN E LT,

FEREOFLIRSAY Zoza<wr RiE, VATA ARV —FBLUOHET L P=7I12s->T, GGSN 2¥ o K7y E— K
DT VXA R 7 —FEH CREREE LA RILIbLET,

1 WOHITIZ, GGSN 2AZ > R7 D F Vg R 74— ZEMICEET 5T — 2 £ R LET,

Router# debug gprs prepaid stand-alone errors

Cisco GGSN Release 9.2 27> F Yy 77 L> R, Cisco IOS Release 12.4(22)YE2
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W debug gprs radius

debug gprs radius

GGSN o Remote Access Dial-In User Service (RADIUS) WLERLIZBE4 2 1 %&%2@7‘?5 X, F5bE
EXEC £ — R T debug gprs radius =2~ > FEEHLET, T3y FTHAZENCT I, Z0aw
VRO no BREFEHLET,

debug gprs radius

no debug gprs radius

VUBYIADEH oavr RICEsIELXF—T—FLH Y FHAL

TI#4IE T 74 N OBEREIZH Y EH AL

av Y FORERE Jyy—= EERE
12.2(4HMX Zoavy RREAINE L,
12.2(8)YD Zdaw KA, Cisco I0S Release 12.2(8)YD IZHAIAEINLE LTz,
12.2(8)YW Zda~ KA, Cisco I0S Release 12.2(8)YW ISl A E N E L 7=,
12.3(2)XB Zda= KA, Cisco I0S Release 12.3(2)XB (241 J%i_ihi L7,
12.3(8)XU Z@a~vr KA, Cisco I0S Release 12.3(8)XU (Z AENE LT,
12.3(11)Y]7 Z»=a= KA, Cisco I0S Release 12.3(11)Y]J Ln‘ﬂ%h AENE LT,
12.3(14)YQ ZDaw KA, Cisco I0S Release 12.3(14)YQ IZHAAENE LT,
12.3(149)YU Zda~r FA, Cisco 10S Release 12.3(14)YU ISfZSAE L E L 7=,
12.4(2)XB ZDa= KA, Cisco I0S Release 12.4(2)XB (2 A A ENE LT,
12.4(9)XG Z D=y KA, Cisco I0S Release 12.4(9)XG (CfAAENE LT,
12.4(15)XQ Z D=~ FA, Cisco 10S Release 12.4(15)XQ ITfAAENE L 7=,
12.4(22)YE Z»== > KA, Cisco I0S Release 12.4(22)YE ICfAA £ E LTz,
12.4(22)YEI Z»a< KA, Cisco I0S Release 12.4(22)YEL ICfAAE N E LTz,

EREDAAFSM4Y o=~ Fig, ‘/2'7*.& ﬂ‘f\"l/ ZEB IO TV =712L 5T, RADIUS #—3& GGSN [#H D
HBE CHRENBE LG ITELLET,

A

%  debug gprs radius =~ F&2FETT D &jQEUDEJ'JVJ EREnd DT, VAT LA LEOMOT 7
TAET A CEREN LT NE OIS 0ich, Zoavy NiE, GPRS *y PV —2 ED b
T4y I ENDRWEEIZETHEHALTL fiéb\o

i KOFITIE, GGSN LD RADIUS RFICBH T 27 /Ny 7 A vyt =V DORREA X —T M LET,

Router# debug gprs radius

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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debug gprs redundancy Wl

debug gprs redundancy

GTP Session Redundancy (GTP-SR; GTP & v v 3 ViR CBET LTy T AvtE—Y =
T—. AV, F2E3NT Yy FERRT HIT1E. debug gprs redundancy 5 EXEC =< > R&{f
MALET, TRy ZHNEEDCT LI, Zoa~vr RO no FEXREEHLET,

debug gprs redundancy [debug | errors | events | packets]

no debug gprs redundancy [debug | errors | events | packets]

YR ADER  debug GTP-SR ICBHE# T 2 F Ny 7/ R vk —V%FRLET,
errors GTP-SR IZBHEFT A =T —%FK /R LET,
events GTP-SR (ZB#S 54 X hEFRRLET,
packets GTP-SR /%7 v MIBET D7 v h 2R R LET,
TIAIE F =T

avY kR E—F Ja—r) ar7 4 ¥al—ay

av Y FOERE Jyy—= EEAR
12.3(11)Y] Zoawr RREASNELE,
12.3(14)YQ ZDa= KA, Cisco I0S Release 12.3(14)YQ (ZHAAENE LT,
12.4(9T Zoa~r R, Cisco I0S Release 12.4(9T IZfAAENE LTz,
12.3(14)YU Z =~ FA, Cisco 10S Release 12.3(14)YU ISfAAE N E LT=,
12.4(2)XB Z®==wr KA, Cisco I0S Release 12.4(2)XB IZHAAENE LT,
12.4(9)XG Zda~r FA, Cisco I0S Release 12.4(9)XG ITflAAE N E LT=,
12.4(15)XQ Zda~r FA, Cisco 10S Release 12.4(15)XQ ITHHAAE N E L 7=,
12.4(22)YEI Z D= KA, Cisco 10S Release 12.4(22)YEL ISR ENE LT,
12.4(22)YE2 Z M= KA, Cisco 10S Release 12.4(22)YE2 ICHAAENE LT,

BEREDALARSAY —oa~vr RE2ETFTHE, GIP-SRICEHTLZF RNy 7 LA Ay —Y 25— A2 b, (/-
Ty RRFRENET, ZOavwr N, VAT A FRLV—FBIOEET L =TIt 5T,
TEART & LTHRESNTWT GTP-SR 234 X — 7 L2725 T3 2 -5 GGSN R 0iE1E CRIBE N 5L
LG EIT, b ET,

1 |
WOV T AHNFE, GGSN DT 2 — v A —NR—BLORRX L NANET IT 4 T~DAA v FF—
N—=OWH DT, ZOFT Ny ZJWEIZBEET S PDP 27X A MIbH Y £HA,

7277 47 GGSN :

Router-a#show gprs redundancy

Cisco GGSN Release 9.2 27> F Yy 77 L> R, Cisco IOS Release 12.4(22)YE2
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Bl debug gprs redundancy

GPRS redundancy is enabled and Unit-Status is Standby

Redundancy Transport Infrastructure status

Redundancy Infrastructure state:
Peer Redundancy Infrastructure state:

GGSN Redundancy system up since:

STANDBY HOT
ACTIVE

21:29:21 EDT Aug 19 2000

Time of last switchover: never
Total Number of Switchovers: 2
GPRS Redundancy Statistics
Last cleared: never
CheckPointed-From-Active Statistics
Total Number of Messages: 129

Number of Context Setup messages: 19
Number of Context Modify messages: 3
Number of Context Remove messages: 19
Number of Path Setup messages: 34
Number of Path Modify messages: 5
Number of Path Remove messages: 34
Number of CGF Ready messages: 1
Number of CGF Modify messages: 0
Number of CGF Remove messages: 0
Number of Internal State messages: 7

Router-a#debug gprs redundancy

GPRS CF packets debugging is on

GPRS CF events debugging is on

GPRS CF errors debugging is on

GPRS CF debug debugging is on

Router-a#

Router-a#

Router-a#

SAMI 10/2: 000064: Jun 1 2006 18:19:00.975 EDT: %$HSRP-6-STATECHANGE:
GigabitEthernet0/0.1100 Grp 51 state Standby -> Active

SAMI 10/2: 000065: Jun 1 2006 18:19:00.975 EDT: GTP-SR:

RF Status=403-RF_STATUS MAINTENANCE ENABLE RFState=9-ACTIVE-FAST operand=0
RFPeerState=13-ACTIVE

SAMI 10/2: 000066: Jun 1 2006 18:19:00.979 EDT: GTP-SR: RF Event=200-RF PROG ACTIVE FAST
RFState=9-ACTIVE-FAST operand=0 RFPeerState=13-ACTIVE

SAMI 10/2: 000067: Jun 1 2006 18:19:00.979 EDT: GTP-SR: Received RF Progression Active
Fast

SAMI 10/2: 000068: Jun 1 2006 18:19:00.979 EDT: GTP-SR: RF Event=201-RF PROG_ACTIVE DRAIN
RFState=10-ACTIVE-DRAIN operand=0 RFPeerState=13-ACTIVE

SAMI 10/2: 000069: Jun 1 2006 18:19:00.979 EDT: GTP-SR: Received RF Progression Active
Drain

SAMI 10/2: 000070: Jun 1 2006 18:19:00.979 EDT: GTP-SR:
RF_Event=202-RF_PROG_ACTIVE PRECONFIG RFState=11-ACTIVE PRECONFIG operand=0
RFPeerState=13-ACTIVE

SAMI 10/2: 000071: Jun 1 2006 18:19:00.979 EDT: GTP-SR: Received RF Progression Active
PreConfig

SAMI 10/2: 000072: Jun 1 2006 18:19:00.979 EDT: GTP-SR:

RF_Event=203-RF_PROG_ACTIVE POSTCONFIG RFState=12-ACTIVE POSTCONFIG operand=0
RFPeerState=13-ACTIVE

SAMI 10/2: 000073: Jun 1 2006 18:19:00.979 EDT: GTP-SR: Received RF Progression Active
PostConfig

SAMI 10/2: 000074: Jun 1 2006 18:19:00.979 EDT: GTP-SR: RF_Event=204-RF_PROG_ACTIVE
RFState=13-ACTIVE operand=0 RFPeerState=13-ACTIVE

SAMI 10/2: 000075: Jun 1 2006 18:19:00.979 EDT: GTP-SR: Received RF Progression Active
SAMI 10/2: 000076: Jun 1 2006 18:19:00.979 EDT: GTP-SR: Start of the Standby-to-Active
transition
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SAMI 10/2: 000077:
Fast Received, New
SAMI 10/2: 000078:

debug gprs redundancy Wl

Jun 1 2006 18:19:00.979 EDT: GTP_SR: 0Old State Standby,Event Active
State Active
Jun 1 2006 18:19:00.979 EDT: GTP-SR:Context Type OWN, Handler Sync,

Context Event OWN Ready, Context Sub Event No Sub Event

SAMI 10/2: 000079:
Initialized

SAMI 10/2: 000080:
Event

SAMI 10/2: 000081:
Initialized, final
SAMI 10/2: 000082:
Synch Ready, final
SAMI 10/2: 000083:

Jun 1 2006 18:19:00.979 EDT: GTP-SR:State of Redundancy Context is
Jun 1 2006 18:19:00.979 EDT: GTP-SR: Event OWN Ready, Sub Event No Sub

Jun 1 2006 18:19:00.979 EDT: GTP-SR: Removing element from state-list
count 2

Jun 1 2006 18:19:00.979 EDT: GTP-SR: adding element in state-list Bulk
count 2

Jun 1 2006 18:19:00.979 EDT: GTP-SR:Context Type CGF, Handler Sync,

Context Event CGF Ready, Context Sub Event No Sub Event

SAMI 10/2: 000084:

Initialized

SAMI 10/2: 000085:

Event

SAMI 10/2: 000086:

Initialized, final
SAMI 10/2: 000087:

Synch Ready, final
SAMI 10/2: 000088:

SAMI 10/2: 000089:

(state 0)

SAMI 10/2: 000090:

SAMI 10/2: 000091:

(state 0)

SAMI 10/2: 000092:

10 sec

SAMI 10/2: 000093:

transition

SAMI 10/2: 000094:

SAMI 10/2: 000095:

GigabitEthernet0/0.
SAMI 10/2: 000096:

Jun 1 2006 18:19:00.979 EDT: GTP-SR:State of Redundancy Context is
Jun 1 2006 18:19:00.979 EDT: GTP-SR: Event CGF Ready, Sub Event No Sub

Jun 1 2006 18:19:00.979 EDT: GTP-SR: Removing element from state-list
count 1

Jun 1 2006 18:19:00.979 EDT: GTP-SR: adding element in state-list Bulk
count 3

Jun 1 2006 18:19:00.979 EDT: GTP-SR: Invalid shdb 0x0

Jun 1 2006 18:19:00.979 EDT: GTP-SR: Transition CG 10.0.250.114 to

Jun 1 2006 18:19:00.979 EDT: GTP-SR: Invalid shdb 0x0
Jun 1 2006 18:19:00.979 EDT: GTP-SR: Transition CG 10.0.250.115 to

Jun 1 2006 18:19:00.983 EDT: GTP-SR: SHDB AVL tree cleanup to start in
Jun 1 2006 18:19:00.983 EDT: GTP-SR: Completion of Standby-to-Active
Jun 1 2006 18:19:00.983 EDT: GTP-SR: Chkpt Status Flow Off Indication
Jun 1 2006 18:19:00.987 EDT: $HSRP-6-STATECHANGE:

301 Grp 51 state Standby -> Active
Jun 1 2006 18:19:00.987 EDT: GTP-SR:

RF_Status=400-RF_STATUS PEER PRESENCE RFState=13-ACTIVE operand=0 RFPeerState=13-ACTIVE

SAMI 10/2: 000097:
list
SAMI 10/2: 000098:
list
SAMI 10/2: 000099:

Jun 1 2006 18:19:00.987 EDT: GTP-SR: zero elements to move to other
Jun 1 2006 18:19:00.987 EDT: GTP-SR: zero elements to move to other

Jun 1 2006 18:19:00.987 EDT: GTP-SR: RF Status=401-RF STATUS PEER COMM

RFState=13-ACTIVE operand=0 RFPeerState=1-DISABLED

SAMI 10/2: 000100:
GigabitEthernet0/0.
SAMI 10/2: 000101:
GigabitEthernet0/0
SAMI 10/2: 000102:
GigabitEthernet0/0.
SAMI 10/2: 000103:
GigabitEthernet0/0.
SAMI 10/2: 000104:
GigabitEthernet0/0.
SAMI 10/2: 000105:
GigabitEthernet0/0
Router-2#

SAMI 10/2: 000106:

Jun 1 2006 18:19:01.107 EDT: %HSRP-6-STATECHANGE:
1151 Grp 51 state Standby -> Active
Jun 1 2006 18:19:01.155 EDT: $HSRP-6-STATECHANGE:

.250 Grp 51 state Standby -> Active

Jun 1 2006 18:19:01.295 EDT: $HSRP-6-STATECHANGE:
1101 Grp 51 state Standby -> Active
Jun 1 2006 18:19:01.355 EDT: %HSRP-6-STATECHANGE:
1251 Grp 51 state Standby -> Active
Jun 1 2006 18:19:01.451 EDT: $HSRP-6-STATECHANGE:
1201 Grp 51 state Standby -> Active
Jun 1 2006 18:19:01.459 EDT: %HSRP-6-STATECHANGE:

.220 Grp 51 state Standby -> Active

Jun 1 2006 18:19:10.983 EDT: GTP-SR: SHDB AVL tree cleanup has 3 nodes

removed, 0 leftover

Router-a#
Router-a#
Router-a#
SAMI 10/2: 000107:
SAMI 10/2: 000108:

Jun 1 2006 18:20:25.947 EDT: GTP-SR: Chkpt Status Flow Off Indication
Jun 1 2006 18:20:25.947 EDT: GTP-SR:

RF_Status=400-RF_STATUS PEER PRESENCE RFState=13-ACTIVE operand=1 RFPeerState=1-DISABLED
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SAMI 10/2:

000109:

Jun

1 2006 18:20:25.947 EDT: GTP-SR: RF_Status=401-RF STATUS PEER COMM

RFState=13-ACTIVE operand=1 RFPeerState=1-DISABLED
SAMI 10/2: 000110: Jun 1 2006 18:20:25.947 EDT: GTP-SR:
RF_Event=300-RF_PROG_PLATFORM SYNC RFState=13-ACTIVE operand=0 RFPeerState=0-UNKNOWN

SAMI 10/2: 000111: Jun 1 2006 18:20:25.947 EDT: GTP-SR: Received RF Progression Platform
Sync
SAMI 10/2: 000112: Jun 1 2006 18:20:53.899 EDT: GTP-SR:

RF Event=102-RF PROG_STANDBY CONFIG
COLD-CONFIG

RFState=13-ACTIVE operand=0 RFPeerState=5-STANDBY

SAMI 10/2: 000113: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Received RF Progression Standby
Config
SAMI 10/2: 000114: Jun 1 2006 18:20:53.899 EDT: GTP-SR:

RF_Event=103-RF PROG STANDBY FILESYS
COLD-FILESYS

RFState=13-ACTIVE operand=0 RFPeerState=6-STANDBY

SAMI 10/2: 000115: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Received RF Progression Stadnby
Filesys

SAMI 10/2: 000116: Jun 1 2006 18:20:53.899 EDT: GTP-SR: RF Event=104-RF PROG STANDBY BULK
RFState=13-ACTIVE operand=0 RFPeerState=7-STANDBY COLD-BULK

SAMI 10/2: 000117: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Received RF Progression Standby
Bulk

SAMI 10/2: 000118: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Active GGSN sending Bulk Sync
finished Msg

SAMI 10/2: 000119: Jun 1 2006 18:20:53.899 EDT: GTP-SR: packing csg path vaddr:
10.0.250.91

SAMI 10/2: 000120: Jun 1 2006 18:20:53.899 EDT: GTP-SR: packing csg path port: 4386

SAMI 10/2: 000121: Jun 1 2006 18:20:53.899 EDT: GTP-SR: packing csg _path state: 1

SAMI 10/2: 000122: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Ckpt Message was sucessfully sent
SAMI 10/2: 000123: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Removing element from state-list
Bulk Synch Ready, final count 2

SAMI 10/2: 000124: Jun 1 2006 18:20:53.899 EDT: GTP-SR: adding element in state-list
Synched, final count 1

SAMI 10/2: 000125: Jun 1 2006 18:20:53.899 EDT: GTP-SR: sync next charging id 0x1COAA436,
local rsn 0x6B76EBDE

SAMI 10/2: 000126: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Packing Pair Boot time 21:29:21
EDT Aug 19 2000

SAMI 10/2: 000127: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Packing Switcover Count 3

SAMI 10/2: 000128: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Packing local restart count 21
SAMI 10/2: 000129: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Ckpt Message was sucessfully sent
SAMI 10/2: 000130: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Removing element from state-list
Bulk Synch Ready, final count 1

SAMI 10/2: 000131: Jun 1 2006 18:20:53.899 EDT: GTP-SR: adding element in state-list
Synched, final count 2

SAMI 10/2: 000132: Jun 1 2006 18:20:53.899 EDT: GTP-SR: sync cgf gw 10.0.250.114,
operatemode NOT ACTIVE, nextseq 0x7530

SAMI 10/2: 000133: Jun 1 2006 18:20:53.899 EDT: GTP-SR: sync cgf gw 10.0.250.115,
operatemode NOT ACTIVE, nextseq 0x7530

SAMI 10/2: 000134: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Ckpt Message was sucessfully sent
SAMI 10/2: 000135: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Removing element from state-list
Bulk Synch Ready, final count 0

SAMI 10/2: 000136: Jun 1 2006 18:20:53.899 EDT: GTP-SR: adding element in state-list
Synched, final count 3

SAMI 10/2: 000137: Jun 1 2006 18:20:53.899 EDT: GTP-SR:Active took time of 0 msec to
transfer data for bulk sync

SAMI 10/2: 000138: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Empty list to sync

SAMI 10/2: 000139: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Redundancy RF Event Received is
Standby Bulk Sync End

SAMI 10/2: 000140: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Redundancy Event is Invalid

SAMI 10/2: 000141: Jun 1 2006 18:20:53.899 EDT: GTP-SR: RF_Event=105-RF_PROG_STANDBY HOT
RFState=13-ACTIVE operand=0 RFPeerState=8-STANDBY HOT

SAMI 10/2: 000142: Jun 1 2006 18:20:53.899 EDT: GTP-SR: Received RF Progression Standby
Hot

Router-b

Router-b#show gprs redundancy
GPRS redundancy is enabled and Unit-Status is Active
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debug gprs redundancy Wl

Redundancy Transport Infrastructure status

Redundancy Infrastructure state: ACTIVE
Peer Redundancy Infrastructure state: STANDBY HOT
GGSN Redundancy system up since: 21:29:21 EDT Aug 19 2000

Time of last switchover:
Total Number of Switchovers: 3

GPRS Redundancy Statistics
Last cleared: never

CheckPointed-To-Standby Statistics

Total Number of Messages:

Number of Context Setup messages:
Number of Context Modify messages:
Number of Context Remove messages:
Number of Path Setup messages:
Number of Path Modify messages:
Number of Path Remove messages:
Number of CGF Ready messages:
Number of CGF Modify messages:
Number of CGF Remove messages:
Number of Internal State messages:

H O ORFr O OO0 OOoOWw

i 2

oY E, PDP a7 XA MRE, ZVAL RMAE NI 70 v 7, BLXOPDP =207 %
AL T4 TETOHIITT, TRy ZE. 77T 47 GGSN & 2% 34 GGSN Oi FIZHE S
TWET, GGSN A A v TF A —R_—TH 1 THA,

7277 47 GGSN :

Router-a#debug gprs redundancy

GPRS CF packets debugging is on

GPRS CF events debugging is on

GPRS CF errors debugging is on

GPRS CF debug debugging is on

Router-a#show gprs redundancy

GPRS redundancy is enabled and Unit-Status is Active

Redundancy Transport Infrastructure status

Redundancy Infrastructure state: ACTIVE

Peer Redundancy Infrastructure state: STANDBY HOT

GGSN Redundancy system up since: 21:29:21 EDT Aug 19 2000
Time of last switchover:

Total Number of Switchovers: 4

GPRS Redundancy Statistics
Last cleared: never

CheckPointed-To-Standby Statistics

Total Number of Messages:

Number of Context Setup messages:
Number of Context Modify messages:
Number of Context Remove messages:
Number of Path Setup messages:
Number of Path Modify messages:
Number of Path Remove messages:
Number of CGF Ready messages:
Number of CGF Modify messages:

O P OO O OO o Ww
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Number of CGF Remove messages:
Number of Internal State messages:

Router-a#

SAMI 10/2: 000073: Aug 24 2000 23:
(0x24D2FC3C) 1is (0x3A000001)

SAMI 10/2: 000074: Aug 24 2000 23:
context

SAMI 10/2: 000075: Aug 24 2000 23:
Initialized, final count 2

SAMI 10/2: 000076: Aug 24 2000 23:
context

SAMI 10/2: 000077: Aug 24 2000 23:
Initialized, final count 3

SAMI 10/2: 000078: Aug 24 2000 23:
Context Event Path Setup, Context
SAMI 10/2: 000079: Aug 24 2000 23:
Initialized

SAMI 10/2: 000080: Aug 24 2000 23:
Sub Event

SAMI 10/2: 000081: Aug 24 2000 23:
Initialized, final count 2

SAMI 10/2: 000082: Aug 24 2000 23:
Dynamic Sync Ready, final count 1
SAMI 10/2: 000083: Aug 24 2000 23:
context

SAMI 10/2: 000084: Aug 24 2000 23:
Initialized, final count 3

SAMI 10/2: 000085: Aug 24 2000 23:
Context Event Path Setup, Context
SAMI 10/2: 000086: Aug 24 2000 23:
Initialized

SAMI 10/2: 000087: Aug 24 2000 23:
Sub Event

SAMI 10/2: 000088: Aug 24 2000 23:
Initialized, final count 2

SAMI 10/2: 000089: Aug 24 2000 23:
Dynamic Sync Ready, final count 2
SAMI 10/2: 000090: Aug 24 2000 23:
SAMI 10/2: 000091: Aug 24 2000 23:
port 2123

SAMI 10/2: 000092: Aug 24 2000 23:
port 2123

SAMI 10/2: 000093: Aug 24 2000 23:
SAMI 10/2: 000094: Aug 24 2000 23:
SAMI 10/2: 000095: Aug 24 2000 23:
pathcb->restart count remote 1
SAMI 10/2: 000096: Aug 24 2000 23:
create: allowed: 63, packed: 23
SAMI 10/2: 000097: Aug 24 2000 23:
SAMI 10/2: 000098: Aug 24 2000 23:
Dynamic Sync Ready, final count 1
SAMI 10/2: 000099: Aug 24 2000 23:
Synched, final count 4

SAMI 10/2: 000100: Aug 24 2000 23:
SAMI 10/2: 000101: Aug 24 2000 23:
port 2152

SAMI 10/2: 000102: Aug 24 2000 23:
port 2152

SAMI 10/2: 000103: Aug 24 2000 23:
SAMI 10/2: 000104: Aug 24 2000 23:
SAMI 10/2: 000105: Aug 24 2000 23:

pathcb->restart count remote 0

18:

18:

18:

18:

18:

18

55.

55.

55.

55.

55.

:55.

963

963

963

963

Sub Event

18

18:

18:

18:

18:

18:

18

:55.

55.

55.

55.

55.

55.

:55.

963

963

963

963

963

963

963

Sub Event
18:55.963

18:55.963

18:

18:

18:
18:

18:

18:

18:

18:

18:

18:
18:

18:

18:
18:

18:

18:

18:
18:

55.

55.

55.
55.

55.

55.

55.

55.

55.

55.
55.

55.

55.
55.

55.

55.

55.
55.

963
963
963

963
963

963
963

967
967
967

EDT: GTP-SR
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR
No Sub Event
EDT: GTP-SR
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR
No Sub Event
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:
EDT: GTP-SR:

pdpmcb handle for pdpmcb
Need to allocate redundancy
adding element in state-list
Need to allocate redundancy
adding element in state-list
Context Type Path, Handler Sync,
State of Redundancy Context is
Event Path Setup, Sub Event No
Removing element from state-list
adding element in state-list
Need to allocate redundancy
adding element in state-list
Context Type Path, Handler Sync,
State of Redundancy Context is
Event Path Setup, Sub Event No
Removing element from state-list

adding element in state-list

packing pathcb->gtpv 1

Local IP address 166.11.0.11, and

Remote IP address 10.10.50.3, and

packing pathcb->num data socks 0

packing pathcb->flags 9
:packing
Different lengths during path
Ckpt Message was sucessfully sent
Removing element from state-list
adding element in state-list
packing pathcb->gtpv 1
:Local IP address 166.11.0.11, and
Remote IP address 10.10.50.3, and
packing pathcb->num data socks 0
packing pathcb->flags 8
packing
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debug gprs redundancy Wl

Different lengths during path

Ckpt Message was sucessfully sent
Removing element from state-list

adding element in state-list
Empty list to sync

Empty list to sync

Creating red context for category
Need to allocate redundancy
adding element in state-list

Removing element from state-list

adding element in state-list

GPRS:0100000000000050:shdb 0x95000008

Don't checkpoint QP4QR Clear for
Context Type PDP, Handler Sync,
State of Redundancy Context is
Event Context Setup, Sub Event No
Removing element from state-list

adding element in state-list

for pdpmcb: 221 bytes to be

pdpmcb bitmap = 14346

:packing pdpmcb->user-name

packing pdpmcb->msisdn

packing pdpmcb->selection mode 0
packing pdpmcb->remove staticIP 0
packing pdpmcb->1lcframenum 0O

packing pdpmcb->idle timeout 3600
packing pdpmcb->session timeout 0

:packing pdpmcb->pdpmcb _handle

packing pdpmcb->shdb 2080374789
packing apn_name ms-apn
packing apnvalue ms-apn
packing pdpmcb->teid 4194305
packing pdpmcb->imsi

packing

:packing

packing

packing

SAMI 10/2: 000106: Aug 24 2000 23:18:55.967 EDT: GTP-SR:
create: allowed: 63, packed: 23

SAMI 10/2: 000107: Aug 24 2000 23:18:55.967 EDT: GTP-SR:
SAMI 10/2: 000108: Aug 24 2000 23:18:55.967 EDT: GTP-SR:
Dynamic Sync Ready, final count 0

SAMI 10/2: 000109: Aug 24 2000 23:18:55.967 EDT: GTP-SR:
Synched, final count 5

SAMI 10/2: 000110: Aug 24 2000 23:18:55.967 EDT: GTP-SR:
SAMI 10/2: 000111: Aug 24 2000 23:18:55.967 EDT: GTP-SR:
SAMI 10/2: 000112: Aug 24 2000 23:19:01.583 EDT: GTP-SR:
ID 4 username 100000000000000 on APN ms-apn

SAMI 10/2: 000113: Aug 24 2000 23:19:01.583 EDT: GTP-SR:
context

SAMI 10/2: 000114: Aug 24 2000 23:19:01.583 EDT: GTP-SR:
Initialized, final count 3

SAMI 10/2: 000115: Aug 24 2000 23:19:01.583 EDT: GTP-SR:
Initialized, final count 2

SAMI 10/2: 000116: Aug 24 2000 23:19:01.583 EDT: GTP-SR:
Synched, final count 6

SAMI 10/2: 000117: Aug 24 2000 23:19:01.583 EDT:

created for category 4 (handle 0xD0000001)

SAMI 10/2: 000118: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
Create/Update after a Quota Push Resp

SAMI 10/2: 000119: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
Context Event Context Setup, Context Sub Event No Sub Event
SAMI 10/2: 000120: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
Initialized

SAMI 10/2: 000121: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
Sub Event

SAMI 10/2: 000122: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
Initialized, final count 1

SAMI 10/2: 000123: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
Dynamic Sync Ready, final count 1

SAMI 10/2: 000124: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
packed

SAMI 10/2: 000125: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000126: Aug 24 2000 23:19:01.591 EDT: GTP-SR
91100000000000000

SAMI 10/2: 000127: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
9101000000000000F000

SAMI 10/2: 000128: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000129: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000130: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000131: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000132: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000133: Aug 24 2000 23:19:01.591 EDT: GTP-SR
973078529

SAMI 10/2: 000134: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000135: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000136: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000137: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
SAMI 10/2: 000138: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
01000000000000F0

SAMI 10/2: 000139: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
pdpmcb->pdpaddr.static_addr allocated 0

SAMI 10/2: 000140: Aug 24 2000 23:19:01.591 EDT: GTP-SR
pdpmcb->pdpaddr.dynamic_addr allocated 1

SAMI 10/2: 000141: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
pdpmcb->pdpaddr.dynamic_addr_ requested 1

SAMI 10/2: 000142: Aug 24 2000 23:19:01.591 EDT: GTP-SR:
pdpmcb->pdpaddr.addr_source 3

SAMI 10/2: 000143: Aug 24 2000 23:19:01.591 EDT: GTP-SR:

pdpmcb->pdpaddr.allocated prefix len

16

packing
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SAMI 10/2: 000144: Aug 24 2000 23:19:01.591
pdpmcb->pdpaddr.aggregate prefix len 16
SAMI 10/2: 000145: Aug 24 2000 23:19:01.591
pdpmcb->pdpaddr.pdp_type org 1

SAMI 10/2: 000146: Aug 24 2000 23:19:01.591
pdpmcb->pdpaddr.pdp_type num 33

SAMI 10/2: 000147: Aug 24 2000 23:19:01.591
SAMI 10/2: 000148: Aug 24 2000 23:19:01.591
166.11.0.11

SAMI 10/2: 000149: Aug 24 2000 23:19:01.591
166.11.0.11

SAMI 10/2: 000150: Aug 24 2000 23:19:01.591
9nGTP-SR:packing aaa charging profile index
SAMI 10/2: 000151: Aug 24 2000 23:19:01.591
SAMI 10/2: 000152: Aug 24 2000 23:19:01.591
SAMI 10/2: 000153: Aug 24 2000 23:19:01.591
SAMI 10/2: 000154: Aug 24 2000 23:19:01.591
4194306

SAMI 10/2: 000155: Aug 24 2000 23:19:01.591
1000

SAMI 10/2: 000156: Aug 24 2000 23:19:01.591
0100000000000050

SAMI 10/2: 000157: Aug 24 2000 23:19:01.591
SAMI 10/2: 000158: Aug 24 2000 23:19:01.591
9175041

SAMI 10/2: 000159: Aug 24 2000 23:19:01.591
SAMI 10/2: 000160: Aug 24 2000 23:19:01.591
SAMI 10/2: 000161: Aug 24 2000 23:19:01.591
SAMI 10/2: 000162: Aug 24 2000 23:19:01.591
SAMI 10/2: 000163: Aug 24 2000 23:19:01.591
SAMI 10/2: 000164: Aug 24 2000 23:19:01.591
10.10.50.3

SAMI 10/2: 000165: Aug 24 2000 23:19:01.591
10.10.50.3

SAMI 10/2: 000166: Aug 24 2000 23:19:01.591
SAMI 10/2: 000167: Aug 24 2000 23:19:01.591
SAMI 10/2: 000168: Aug 24 2000 23:19:01.591
SAMI 10/2: 000169: Aug 24 2000 23:19:01.591
SAMI 10/2: 000170: Aug 24 2000 23:19:01.591
SAMI 10/2: 000171: Aug 24 2000 23:19:01.591
SAMI 10/2: 000172: Aug 24 2000 23:19:01.591
SAMI 10/2: 000173: Aug 24 2000 23:19:01.591
SAMI 10/2: 000174: Aug 24 2000 23:19:01.591
2000 23:18:56

SAMI 10/2: 000175: Aug 24 2000 23:19:01.591
Aug 24 2000 23:18:56

SAMI 10/2: 000176: Aug 24 2000 23:19:01.591

pdpcb->gtpvl gos reqg.gos profile 1521093531

SAMI 10/2: 000177: Aug 24 2000 23:19:01.591
pdpcb->gtpvl gos neg.qos_profile 1521093531
SAMI 10/2: 000178: Aug 24 2000 23:19:01.591
SAMI 10/2: 000179: Aug 24 2000 23:19:01.591
4194306

SAMI 10/2: 000180: Aug 24 2000 23:19:01.591
1000

SAMI 10/2: 000181: Aug 24 2000 23:19:01.591
471179447

SAMI 10/2: 000182: Aug 24 2000 23:19:01.591
SAMI 10/2: 000183: Aug 24 2000 23:19:01.591
pdpcb->reorder required FF

SAMI 10/2: 000184: Aug 24 2000 23:19:01.591
GTP-SR: Successfully pack PDP

SAMI 10/2: 000185: Aug 24 2000 23:19:01.591

EDT:

EDT:

EDT:

EDT:
EDT:

EDT:

EDT:

EDT:
EDT:
EDT:
EDT:

EDT:

EDT:

EDT:
EDT:

EDT:
EDT:
EDT:
EDT:
EDT:
EDT:

EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
EDT:

EDT:
EDT:

EDT:

EDT:

EDT:
EDT:

EDT:

EDT:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:
GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:
GTP-SR:

GTP-SR:
GTP-SR:

packing
packing
packing

packing pdpmcb->pdpaddr.addrlen
packing pdpmcb-ggsn addr si

packing pdpmcb-ggsn_addr data
packing pdpmcb->msisdn len

pdpmcb encoded len t 0
pdpcb bitmap = 0

packing pdpcb->teid cntl remote 1
packing pdpcb->teid data local
packing pdpcb->teid data remote
packing pdpcb->tid

packing naspi = 5

packing pdpcb->internal flags
packing pdpcb->mnrgflag 0

packing pdpcb->open cdr sent 0

GTP-SR:packing pdpcb->charging reserved 0

GTP-SR:
GTP-SR:
GTP-SR:

GTP-SR:

GTP-SR:
GTP-SR:
GTP-SR:
GTP-SR:
GTP-SR:
GTP-SR:
GTP-SR:
GTP-SR:
GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:
GTP-SR:

GTP-SR:

GTP-SR:

GTP-SR:
GTP-SR:

packing
packing
packing

pdpcb->pri 1
pdpcb->fastswitchable 0
pdpcb-sgsn_addr_sig
packing pdpcb-sgsn addr data
packing
packing
packing
packing
packing
packing

pdpcb->sequence_sig 1
pdpcb->fl sig up 0
pdpcb->fl datal up 0
pdpcb->fl sig down 0
pdpcb->fl datal down O
pdpcb->fl data2 0

packing pdpcb->cause 128

packing pdpcb->restart count 0
packing pdpcb->create time Aug 24

packing pdpcb->last access time
packing
packing
packing pdpcb->teid cntl remote 1

packing pdpcb->teid data local
packing pdpcb->teid data remote
packing pdpcb->charging id

packing pdpcb->cdr recsegnum 0
packing of

GPRS:0100000000000050:

GTP-SR:

rulebase ID MS packed

6
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SAMI 10/2: 000186: Aug 24 2000 23:19:01.591 EDT:
failover supported 1 regnum 1 packed

SAMI 10/2: 000187: Aug 24 2000 23:19:01.591 EDT:
ips-clcisl.cisco.com dest realm cisco.com packed
SAMI 10/2: 000188: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000189: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000190: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000191: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000192: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000193: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000194: Aug 24 2000 23:19:01.591 EDT:
0x3

SAMI 10/2: 000195: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000196: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000197: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000198: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000199: Aug 24 2000 23:19:01.591 EDT:
SAMI 10/2: 000200: Aug 24 2000 23:19:01.595 EDT:
SAMI 10/2: 000201: Aug 24 2000 23:19:01.595 EDT:
Dynamic Sync Ready, final count 0

SAMI 10/2: 000202: Aug 24 2000 23:19:01.595 EDT:
Synched, final count 7

SAMI 10/2: 000203: Aug 24 2000 23:19:01.595 EDT:
SAMI 10/2: 000204: Aug 24 2000 23:19:03.939 EDT:
Context Event Context Setup, Context Sub Event N
SAMI 10/2: 000205: Aug 24 2000 23:19:03.939 EDT:
Synched

SAMI 10/2: 000206: Aug 24 2000 23:19:03.939 EDT:
Sub Event

SAMI 10/2: 000207: Aug 24 2000 23:19:04.463 EDT:

a category before final MCB deletion

SAMI 10/2: 000208: Aug 24 2000 23:19:04.463 EDT:
Update, Context Event Category update, Context S
SAMI 10/2: 000209: Aug 24 2000 23:19:04.463 EDT:
Synched

SAMI 10/2: 000210: Aug 24 2000 23:19:04.463 EDT:
No Sub Event

SAMI 10/2: 000211: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000212: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000213: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000214: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000215: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000216: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000217: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000218: Aug 24 2000 23:19:04.463 EDT:
PENDING SERVICE_ STOP

SAMI 10/2: 000219: Aug 24 2000 23:19:04.463 EDT:
0x3

SAMI 10/2: 000220: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000221: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000222: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000223: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000224: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000225: Aug 24 2000 23:19:04.463 EDT:
sync: allowed 188, packed 56

SAMI 10/2: 000226: Aug 24 2000 23:19:04.463 EDT:
SAMI 10/2: 000227: Aug 24 2000 23:19:04.467 EDT:
after sending a CCR Final

SAMI 10/2: 000228: Aug 24 2000 23:19:04.467 EDT:

Context Event Context Remove, Context Sub Event

SAMI 10/2: 000229: Aug 24 2000 23:19:04.467 EDT:
Synched
SAMI 10/2: 000230: Aug 24 2000 23:19:04.467 EDT:

No Sub Event

Cisco GGSN Release 9.2 A% F Yo7 L

debug gprs redundancy

GTP-SR: cc_session ccfh 0

GTP-SR: cc_session dest host

GTP-SR: category ID 4 packed:

GTP-SR: sync data len 164

GTP-SR: active shdb 0x95000008
GTP-SR: CSG session ID 27599459844129
GTP-SR: chrg last svc rec seqnum 0
GTP-SR: category state AUTHORIZED
GTP-SR: category state trigger flags
GTP-SR: category sub flags 0x0
GTP-SR: sync flag 0x0

GTP-SR: quotas included

GTP-SR: last req timestamp O

GTP-SR: last reqg segnum 0

GTP-SR: Ckpt Message was sucessfully sent
GTP-SR: Removing element from state-list
GTP-SR: adding element in state-list
GTP-SR: Empty list to sync

GTP-SR:Context Type PDP,
o Sub Event

GTP-SR:State of Redundancy Context is

Handler Sync,
GTP-SR: Event Context Setup, Sub Event No
GTP-SR: Checkpoint SGSN init deletion via
GTP-SR:Context Type

ub Event No Sub Event
GTP-SR:State of Redundancy Context is

Category, Handler

GTP-SR: Event Category update, Sub Event

GTP-SR: MCB internal flags 0x5802 packed
GTP-SR: cc_session reqnum 1 packed
GTP-SR: category ID 4 packed:

GTP-SR: sync data len 52

GTP-SR: active shdb 0x95000008
GTP-SR: CSG session ID 27599459844129
GTP-SR: chrg last svc rec segnum 0
GTP-SR: category state

GTP-SR: category state trigger flags
GTP-SR: category sub flags 0xO0
GTP-SR: sync flag O0xA

GTP-SR: quotas not included

GTP-SR: last req timestamp O

GTP-SR: last req segnum O

GTP-SR: Different lengths during category
GTP-SR: Ckpt Message was sucessfully sent
GTP-SR: Checkpoint final MCB deletion

GTP-SR:Context Type
No Sub Event
GTP-SR:State of Redundancy Context is

PDP, Handler Delete,

GTP-SR: Event Context Remove, Sub Event

| 0OL-19937-03-J
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GTP-SR
GTP-SR:

SAMI 10/2:
SAMI 10/2:
Context Event Context Remove,

000231: Aug 24 2000 23:19:04.467 EDT:
000232: Aug 24 2000 23:19:04.467 EDT:

SAMI 10/2: 000233: Aug 24 2000 23:19:04.467 EDT: GTP-SR
Synched

SAMI 10/2: 000234: Aug 24 2000 23:19:04.467 EDT: GTP-SR:
No Sub Event

SAMI 10/2: 000235: Aug 24 2000 23:19:04.467 EDT: GTP-SR:
delete: allowed: 40, packed: O

SAMI 10/2: 000236: Aug 24 2000 23:19:04.467 EDT: GTP-SR:
SAMI 10/2: 000237: Aug 24 2000 23:19:04.467 EDT: GTP-SR:
Synched, final count 6

SAMI 10/2: 000238: Aug 24 2000 23:19:04.467 EDT: GTP-SR:
Delete, final count 1

SAMI 10/2: 000239: Aug 24 2000 23:19:04.467 EDT: GTP-SR:
Delete, final count 0

SAMI 10/2: 000240: Aug 24 2000 23:19:04.467 EDT: GTP-SR:
a down event to standby

SAMI 10/2: 000241: Aug 24 2000 23:19:04.471 EDT: GTP-SR:
Synched, final count 5

Router-a#
Router-a#

A4 234 GGSN :

Router-b#debug gprs redundancy

GPRS CF packets debugging is on

GPRS CF events debugging is on

GPRS CF errors debugging is on

GPRS CF debug debugging is on

Router-b#sh gprs redun

GPRS redundancy is enabled and Unit-Status is Standby

Redundancy Transport Infrastructure status
Redundancy Infrastructure state:
Peer Redundancy Infrastructure state:

STANDBY
ACTIVE

GGSN Redundancy system up since:
Time of last switchover: never
Total Number of Switchovers: 4
GPRS Redundancy Statistics

Last cleared: never
CheckPointed-From-Active Statistics

Total Number of Messages:

Number of Context Setup messages:
Number of Context Modify messages:
Number of Context Remove messages:
Number of Path Setup messages:
Number of Path Modify messages:
Number of Path Remove messages:
Number of CGF Ready messages:
Number of CGF Modify messages:
Number of CGF Remove messages:
Number of Internal State messages:

H O ORr O OO0 OoOOoOWw

Router-b#

SAMI 10/2: 000065: 1 2006 18:28:06
Create Redundancy Context

SAMI 10/2: 000066: Jun 1 2006 18:28:06
SAMI 10/2: 000067: Jun 1 2006 18:28:06
context

Jun .591 EDT:

.591 EDT:
.591 EDT:

GTP-SR:

GTP-SR:
GTP-SR:

: Checkpoint final MCB deletion
Context Type PDP, Handler Delete,

Context Sub Event No Sub Event

:State of Redundancy Context is
Event Context Remove, Sub Event

Different lengths during PDP

Ckpt Message was sucessfully sent
Removing element from state-list

adding element in state-list
Removing element from state-list
No redundancy context for sending

Removing element from state-list

HOT

21:29:21 EDT Aug 19 2000

Redundancy RF Event Received is

Redundancy Event is Path Setup
Need to allocate redundancy
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debug gprs redundancy Wl

SAMI 10/2: 000068: Jun 1 2006 18:28:06.591 EDT: GTP-SR: adding element in state-list
Initialized, final count 4

SAMI 10/2: 000069: Jun 1 2006 18:28:06.591 EDT: GTP-SR Packet Dump: Len for dump:

org len=63, len=63

SAMI 10/2: 000070: Jun 1 2006 18:28:06.591 EDT: 1 O O O O O O O 9 1 A6 B 0 B
8 4B

SAMI 10/2: 000071: Jun 1 2006 18:28:06.591 EDT: A A 323 8 481 0 0 O O O 0 O
0 O

SAMI 10/2: 000072: Jun 1 2006 18:28:06.591 EDT: 0 O 0 O 0O O O O O O O O O O
0 O

SAMI 10/2: 000073: Jun 1 2006 18:28:06.595 EDT: 0 O 0 O 0O O O O O O O O O O
0

SAMI 10/2: 000074: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing u_path->gtpv 1

SAMI 10/2: 000075: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Local IP address 166.11.0.11, and
port 2123

SAMI 10/2: 000076: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Remote IP address 10.10.50.3, and
port 2123

SAMI 10/2: 000077: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing u path->num data socks
0

SAMI 10/2: 000078: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing u path->flags 9

SAMI 10/2: 000079: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing restart count remote 1
SAMI 10/2: 000080: Jun 1 2006 18:28:06.595 EDT: GTP-SR:Context Type Path, Handler Sync,
Context Event Path Setup, Context Sub Event No Sub Event

SAMI 10/2: 000081: Jun 1 2006 18:28:06.595 EDT: GTP-SR:State of Redundancy Context is
Initialized

SAMI 10/2: 000082: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Event Path Setup, Sub Event No
Sub Event

SAMI 10/2: 000083: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Removing element from state-list
Initialized, final count 3

SAMI 10/2: 000084: Jun 1 2006 18:28:06.595 EDT: GTP-SR: adding element in state-list Bulk
Synch Ready, final count 2

SAMI 10/2: 000085: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Redundancy RF Event Received is
Create Redundancy Context

SAMI 10/2: 000086: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Redundancy Event is Path Setup
SAMI 10/2: 000087: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Need to allocate redundancy
context

SAMI 10/2: 000088: Jun 1 2006 18:28:06.595 EDT: GTP-SR: adding element in state-list
Initialized, final count 4

SAMI 10/2: 000089: Jun 1 2006 18:28:06.595 EDT: GTP-SR Packet Dump: Len for dump:

org _len=63, len=63

SAMI 10/2: 000090: Jun 1 2006 18:28:06.595 EDT: 1 O 0 O 0O O O O 8 1 A6 B 0 B
8 68

SAMI 10/2: 000091: Jun 1 2006 18:28:06.595 EDT: A A 323 8 680 0 0 0O 0O O 0 O
0 O

SAMI 10/2: 000092: Jun 1 2006 18:28:06.595 EDT: 0 O 0 O O O O O O O O O O O
0 O

SAMI 10/2: 000093: Jun 1 2006 18:28:06.595 EDT: 0 O 0 O O O O O O O O O O O
0

SAMI 10/2: 000094: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing u path->gtpv 1

SAMI 10/2: 000095: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Local IP address 166.11.0.11, and
port 2152

SAMI 10/2: 000096: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Remote IP address 10.10.50.3, and
port 2152

SAMI 10/2: 000097: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing u path->num data socks
0

SAMI 10/2: 000098: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing u_path->flags 8

SAMI 10/2: 000099: Jun 1 2006 18:28:06.595 EDT: GTP-SR: un-packing restart count remote 0
SAMI 10/2: 000100: Jun 1 2006 18:28:06.595 EDT: GTP-SR:Context Type Path, Handler Sync,
Context Event Path Setup, Context Sub Event No Sub Event

SAMI 10/2: 000101: Jun 1 2006 18:28:06.595 EDT: GTP-SR:State of Redundancy Context is
Initialized

SAMI 10/2: 000102: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Event Path Setup, Sub Event No
Sub Event

| 0OL-19937-03-J
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SAMI 10/2: 000103: Jun 1 2006 18:28:06.595 EDT: GTP-SR: Removing element from state-list
Initialized, final count 3

SAMI 10/2: 000104: Jun 1 2006 18:28:06.595 EDT: GTP-SR: adding element in state-list Bulk
Synch Ready, final count 3

SAMI 10/2: 000105: Jun 1 2006 18:28:12.223 EDT: GTP-SR: Redundancy RF Event Received is
Create Redundancy Context

SAMI 10/2: 000106: Jun 1 2006 18:28:12.223 EDT: GTP-SR: Redundancy Event is Context Setup
SAMI 10/2: 000107: Jun 1 2006 18:28:12.223 EDT: GTP-SR: Need to allocate redundancy
context

SAMI 10/2: 000108: Jun 1 2006 18:28:12.223 EDT: GTP-SR: adding element in state-list
Initialized, final count 4

SAMI 10/2: 000109: Jun 1 2006 18:28:12.223 EDT: GTP-SR Packet Dump: Len for dump:

org len=755, len=128

SAMI 10/2: 000110: Jun 1 2006 18:28:12.223 EDT: 1 1 39 31 31 30 30 30 30 30 30 30 30

30 30 30

SAMI 10/2: 000111: Jun 1 2006 18:28:12.223 EDT: 30 30300 0 0 O 911 O O O O O
0 FO

SAMI 10/2: 000112: Jun 1 2006 18:28:12.223 EDT: 0 0 0 0 0 O E 100 O O O O O
0 O

SAMI 10/2: 000113: Jun 1 2006 18:28:12.223 EDT: C0 23 1 8 5 63 69 73 63 6F 31 31 31
63 69 73

SAMI 10/2: 000114: Jun 1 2006 18:28:12.227 EDT: 63 6F 0 7C 0 0 5 0 O 8 0O O O O
0 0

SAMI 10/2: 000115: Jun 1 2006 18:28:12.227 EDT: O 0 O 400 1 1 0O 0 O 0 O O
FO B 1

SAMI 10/2: 000116: Jun 1 2006 18:28:12.227 EDT: 0 1 0 0 0 O O O O O O O O O
0 O

SAMI 10/2: 000117: Jun 1 2006 18:28:12.227 EDT: 0 0 0 1 1 0 O O 3 10101 21 O
6 0

SAMI 10/2: 000118: Jun 1 2006 18:28:12.227 EDT:

SAMI 10/2: 000119: Jun 1 2006 18:28:12.231 EDT: GTP-SR:pdpmcb handle for pdpmcb
(0x24AA0CCC) 1is (0x41000001)

SAMI 10/2: 000120: Jun 1 2006 18:28:12.231 EDT: GTP-SR: un-packing # of PDPs packed = 1
SAMI 10/2: 000121: Jun 1 2006 18:28:12.231 EDT: GTP-SR: un-packing pdpmcb->user-name

91100000000000000

SAMI 10/2: 000122: Jun 1 2006 18:28:12.231 EDT: GTP-SR: un-packing pdpmcb->msisdn
9101000000000000F000

SAMI 10/2: 000123: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing pdpmcb->selection mode
0

SAMI 10/2: 000124: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing

pdpmcb->remove staticIP 0

SAMI 10/2: 000125: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing pdpmcb->1lcframenum 0
SAMI 10/2: 000126: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing pdpmcb->idle timeout

3600

SAMI 10/2: 000127: Jun

pdpmcb->session_timeout
SAMI 10/2: 000128: Jun

SAMI 10/2: 000129: Jun

SAMI 10/2: 000130: Jun

SAMI 10/2: 000131: Jun

01000000000000F0

SAMI 10/2: 000132: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.pdp _addr 11.1.0.1

SAMI 10/2: 000133: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.static_addr _allocated 0

SAMI 10/2: 000134: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr .dynamic_addr_allocated 1

SAMI 10/2: 000135: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.dynamic_addr requested 1

SAMI 10/2: 000136: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.addr_source 3

SAMI 10/2: 000137: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.allocated prefix len 16

2006 18:28:12.235 EDT: GTP-SR: un-packing

2006 18:28:12.235 EDT: GTP-SR: pdpmcb bitmap = 30730

2006 18:28:12.235 EDT: GTP-SR: apn name is ms-apn

2006 18:28:12.235 EDT: GTP-SR: packing pdpmcb->teid 4194305
2006 18:28:12.235 EDT: GTP-SR: un-packing pdpmcb->imsi

=R RO R

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
m. 0L-19937-03-J |



| F8vJazvvF

debug gprs redundancy Wl

SAMI 10/2: 000138: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.aggregate prefix len 16

SAMI 10/2: 000139: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.pdp_type org 1

SAMI 10/2: 000140: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.pdp_ type num 33

SAMI 10/2: 000141: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing
pdpmcb->pdpaddr.addrlen 6

SAMI 10/2: 000142: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing

pdpmcb->pdpaddr .dhcp_addr 0.0.0.0

SAMI 10/2: 000143: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing pdpmcb-ggsn addr si
166.11.0.11

SAMI 10/2: 000144: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing pdpmcb-ggsn_addr data
166.11.0.11

SAMI 10/2: 000145: Jun 1 2006 18:28:12.235 EDT: GTP-SR: un-packing pdpmcb->msisdn len 9
SAMI 10/2: 000146: Jun 1 2006 18:28:12.247 EDT: GTP-SR: Got teid=4194305, as requested
SAMI 10/2: 000147: Jun 1 2006 18:28:12.247 EDT: GTP-SR: un-packing
pdpcb->gtpvl gos reqg.gos profile 1521093531

SAMI 10/2: 000148: Jun 1 2006 18:28:12.247 EDT: GTP-SR: un-packing
pdpcb->gtpvl gos neg.gos profile 1521093531

SAMI 10/2: 000149: Jun 1 2006 18:28:12.247 EDT: GTP-SR: un-packing pdpcb bitmap = 0
SAMI 10/2: 000150: Jun 1 2006 18:28:12.247 EDT: GTP-SR: un-packing
pdpcb->tid0100000000000050

SAMI 10/2: 000151: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing nsapi = 5

SAMI 10/2: 000152: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing pdpcb->internal flags
9175041

SAMI 10/2: 000153: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing pdpcb->mnrgflag 0
SAMI 10/2: 000154: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing pdpcb->open cdr_ sent
0

SAMI 10/2: 000155: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing

pdpcb->charging reserved 0

SAMI 10/2: 000156: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing pdpcb->pri 1

SAMI 10/2: 000157: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing pdpcb->fastswitchable

0

SAMI 10/2: 000158: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing pdpcb-sgsn_addr_sig
10.10.50.3

SAMI 10/2: 000159: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing pdpcb-sgsn_addr data
10.10.50.3

SAMI 10/2: 000160: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of pdpcb->sequence sig
1

SAMI 10/2: 000161: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of pdpcb->fl sig up 0
SAMI 10/2: 000162: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of pdpcb->fl datal up
0

SAMI 10/2: 000163: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of pdpcb->fl sig down
0

SAMI 10/2: 000164: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of

pdpcb->fl datal down O

SAMI 10/2: 000165: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of pdpcb->fl data2 0
SAMI 10/2: 000166: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of pdpcb->cause 128
SAMI 10/2: 000167: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of
pdpcb->restart count 0

SAMI 10/2: 000168: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of pdpcb->create time
Apr 13 2006 01:25:25

SAMI 10/2: 000169: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of

pdpcb->last access_time Apr 13 2006 01:25:25

SAMI 10/2: 000170: Jun 1 2006 18:28:12.251 EDT: GTP-SR: unpacking pdpcb->teid cntl remote
1

SAMI 10/2: 000171: Jun 1 2006 18:28:12.251 EDT: GTP-SR: unpacking pdpcb->teid data_ local
4194306

SAMI 10/2: 000172: Jun 1 2006 18:28:12.251 EDT: GTP-SR: unpacking pdpcb->teid data remote
1000

SAMI 10/2: 000173: Jun 1 2006 18:28:12.251 EDT: GTP-SR: unpacking pdpcb->charging id
471179447

SAMI 10/2: 000174: Jun 1 2006 18:28:12.251 EDT: GTP-SR: unpacking pdpcb->cdr recsegnum 0
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SAMI 10/2: 000175: Jun 1 2006 18:28:12.251 EDT: GTP-SR: un-packing of

pdpcb->reorder required FF

SAMI 10/2: 000176: Jun 1 2006 18:28:12.251 EDT: GTP-SR: We wanted teid 4194306, and got
4194306

SAMI 10/2: 000177: Jun 1 2006 18:28:12.251 EDT: GTP-SR: Got teid 4194306 as requested
SAMI 10/2: 000178: Jun 1 2006 18:28:12.251 EDT: pdp create by tid on standby:tid
100000050, pdp 24A90B24

SAMI 10/2: 000179: Jun 1 2006 18:28:12.251 EDT: GPRS:0100000000000050:

GTP-SR: Successfully unpack PDP

SAMI 10/2: 000180: Jun 1 2006 18:28:12.251 EDT: GTP-SR: rulebase ID MS unpacked

SAMI 10/2: 000181: Jun 1 2006 18:28:12.251 EDT: GTP-SR: cc_session ccfh 0

failover supported 1 regnum 1 packed

SAMI 10/2: 000182: Jun 1 2006 18:28:12.251 EDT: GTP-SR: new cc_session dest_host
ips-clcisl.cisco.com unpacked

SAMI 10/2: 000183: Jun 1 2006 18:28:12.251 EDT: GTP-SR: new cc_session dest realm
cisco.com unpacked

SAMI 10/2: 000184: Jun 1 2006 18:28:12.251 EDT: GTP-SR: Unpacking 1 categories

SAMI 10/2: 000185: Jun 1 2006 18:28:12.251 EDT: GTP-SR: Unpacking category of ID 4

SAMI 10/2: 000186: Jun 1 2006 18:28:12.255 EDT: GTP-SR: Creating red context for category
ID 4 username 100000000000000 on APN ms-apn

SAMI 10/2: 000187: Jun 1 2006 18:28:12.255 EDT: GTP-SR: Need to allocate redundancy
context

SAMI 10/2: 000188: Jun 1 2006 18:28:12.255 EDT: GTP-SR: adding element in state-list
Initialized, final count 5

SAMI 10/2: 000189: Jun 1 2006 18:28:12.255 EDT: GTP-SR: Removing element from state-list
Initialized, final count 4

SAMI 10/2: 000190: Jun 1 2006 18:28:12.255 EDT: GTP-SR: adding element in state-list
Synched, final count 1

SAMI 10/2: 000191: Jun 1 2006 18:28:12.255 EDT: GPRS:0100000000000050:shdb 0xC6000008
created for category 4 (handle 0xDE000001)

SAMI 10/2: 000192: Jun 1 2006 18:28:12.255 EDT: GTP-SR: red context installed for the new
category (shdb: active 0x95000008, standby 0xC6000008)

SAMI 10/2: 000193: Jun 1 2006 18:28:12.255 EDT: GTP-SR: new category ID 4 unpacked:

SAMI 10/2: 000194: Jun 1 2006 18:28:12.255 EDT: GTP-SR: sync data len 164

SAMI 10/2: 000195: Jun 1 2006 18:28:12.255 EDT: GTP-SR: active shdb 0x95000008

SAMI 10/2: 000196: Jun 1 2006 18:28:12.255 EDT: GTP-SR: CSG session ID 27599459844129
SAMI 10/2: 000197: Jun 1 2006 18:28:12.255 EDT: GTP-SR: chrg last svc rec segnum 0
SAMI 10/2: 000198: Jun 1 2006 18:28:12.255 EDT: GTP-SR: category state AUTHORIZED
SAMI 10/2: 000199: Jun 1 2006 18:28:12.255 EDT: GTP-SR: category state trigger flags
0x3

SAMI 10/2: 000200: Jun 1 2006 18:28:12.255 EDT: GTP-SR: category sub flags 0x0

SAMI 10/2: 000201: Jun 1 2006 18:28:12.255 EDT: GTP-SR: sync flag 0x0

SAMI 10/2: 000202: Jun 1 2006 18:28:12.255 EDT: GTP-SR: quotas included

SAMI 10/2: 000203: Jun 1 2006 18:28:12.255 EDT: GTP-SR: last reqg timestamp 0

SAMI 10/2: 000204: Jun 1 2006 18:28:12.255 EDT: GTP-SR: last req segnum 0O

SAMI 10/2: 000205: Jun 1 2006 18:28:12.255 EDT: GTP-SR: address received from active with

radius source is

SAMI 10/2: 000206: Jun 1 2006 18:28:12.259 EDT: GTP-SR:Context Type PDP, Handler Sync,
Context Event Context Setup, Context Sub Event No Sub Event

SAMI 10/2: 000207: Jun 1 2006 18:28:12.259 EDT: GTP-SR:State of Redundancy Context is
Initialized

SAMI 10/2: 000208: Jun 1 2006 18:28:12.259 EDT: GTP-SR: Event Context Setup, Sub Event No
Sub Event

SAMI 10/2: 000209: Jun 1 2006 18:28:12.259 EDT: GTP-SR: Removing element from state-list
Initialized, final count 3

SAMI 10/2: 000210: Jun 1 2006 18:28:12.259 EDT: GTP-SR: adding element in state-list Bulk
Synch Ready, final count 4

SAMI 10/2: 000211: Jun 1 2006 18:28:15.091 EDT: GTP-SR: Redundancy RF Event Received is
Update Redundancy Context

SAMI 10/2: 000212: Jun 1 2006 18:28:15.091 EDT: GTP-SR: Redundancy Event is Category
update

SAMI 10/2: 000213: Jun 1 2006 18:28:15.091 EDT: GTP-SR: red context found (active shdb
0x95000008, standby shdb 0xC6000008)
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debug gprs redundancy Wl

SAMI 10/2: 000214: Jun 1 2006 18:28:15.091 EDT: GTP-SR Packet Dump: Len for dump:

org len=188, len=128

SAMI 10/2: 000215: Jun 1 2006 18:28:15.091 EDT: 7C 0 O 5 O O 582 0 O 0 1 O
34 34 0

SAMI 10/2: 000216: Jun 1 2006 18:28:15.091 EDT: 0O O 0 O O O O O O O O O O O
0 95

SAMI 10/2: 000217: Jun 1 2006 18:28:15.091 EDT: 0 O 8 O 0 191A0 0 O 210 0 O
0 O

SAMI 10/2: 000218: Jun 1 2006 18:28:15.091 EDT: 0O 0 9 0 0 O 3 0 O A O O O O
0 O

SAMI 10/2: 000219: Jun 1 2006 18:28:15.091 EDT: 0 O 0 O 0O O O O O O O O O O
0 O

SAMI 10/2: 000220: Jun 1 2006 18:28:15.095 EDT: 0 O 0 O O O O O O O O O O O
0 O

SAMI 10/2: 000221: Jun 1 2006 18:28:15.095 EDT: 0O 0 0 0O 0O O O O O O O O O O
0 O

SAMI 10/2: 000222: Jun 1 2006 18:28:15.095 EDT: 0 O 0 O O O O O O O O O O O
0 O

SAMI 10/2: 000223: Jun 1 2006 18:28:15.095 EDT:

SAMI 10/2: 000224: Jun 1 2006 18:28:15.095 EDT: GTP-SR: category found with handle
0xDE000001 shdbs: active 0x95000008 standby 0xC6000008 (MCB shdbs: active 0x7C000005,

standby 0xC6000008)

SAMI 10/2: 000225: Jun
unpacked

SAMI 10/2: 000226: Jun
installed

SAMI 10/2: 000227: Jun
SAMI 10/2: 000228: Jun
deletion

SAMI 10/2: 000229: Jun
SAMI 10/2: 000230: Jun
SAMI 10/2: 000231: Jun
SAMI 10/2: 000232: Jun
SAMI 10/2: 000233: Jun
SAMI 10/2: 000234: Jun

PENDING SERVICE_ STOP

SAMI 10/2: 000235: Jun
0x3

SAMI 10/2: 000236: Jun
SAMI 10/2: 000237: Jun
SAMI 10/2: 000238: Jun
SAMI 10/2: 000239: Jun
SAMI 10/2: 000240: Jun
SAMI 10/2: 000241: Jun

1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:

=

2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:

S

=

2006 18:28:15.095 EDT:

2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:
2006 18:28:15.095 EDT:

e

Redundancy Context Delete

SAMI 10/2: 000242: Jun
Remove

SAMI 10/2: 000243: Jun
org_len=40, len=40
SAMI 10/2: 000244: Jun
0 0

SAMI 10/2: 000245: Jun
0 0

SAMI 10/2: 000246: Jun
SAMI 10/2: 000247: Jun
standby

SAMI 10/2: 000248: Jun

PDP on the standby
SAMI 10/2: 000249: Jun
SAMI 10/2: 000250: Jun
Synched, final count O
SAMI 10/2: 000251: Jun
Bulk Synch Ready,

1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:
1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:
1 2006 18:28:15.095 EDT:

1 2006 18:28:15.095 EDT:

final count 3

GTP-SR: MCB internal flags 0x5802

GTP-SR: cc_session regnum 1 unpacked and
GTP-SR: Unpacking category of ID 4
GTP-SR: sync obj created in prep for MCB
GTP-SR: category ID 4 unpacked:

GTP-SR: sync data len 52

GTP-SR: active shdb 0x95000008
GTP-SR: CSG session ID 27599459844129
GTP-SR: chrg last svc rec segnum 0
GTP-SR: category state

GTP-SR: category state trigger flags
GTP-SR: category sub flags 0x0
GTP-SR: sync flag O0xA

GTP-SR: quotas not included

GTP-SR: last req timestamp O

GTP-SR: last req segnum O

GTP-SR: Redundancy RF Event Received 1is
GTP-SR: Redundancy Event is Context

GTP-SR Packet Dump: Len for dump:

0 0 0 0 0 0 0 O
GPRS:GTP-SR: Deleting vl MCB on the

GPRS:0100000000000050:GTP-SR: Deleting vl

GTP-SR: MCB deletion sync obj deleted
GTP-SR: Removing element from state-list

GTP-SR: Removing element from state-list
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SAMI 10/2: 000252: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Redundancy RF Event Received is
Redundancy Context Delete

SAMI 10/2: 000253: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Redundancy Event is Path Remove
SAMI 10/2: 000254: Jun 1 2006 18:29:15.103 EDT: GTP-SR:Context Type Path, Handler
Delete, Context Event Path Remove, Context Sub Event No Sub Event

SAMI 10/2: 000255: Jun 1 2006 18:29:15.103 EDT: GTP-SR:State of Redundancy Context is
Bulk Synch Ready

SAMI 10/2: 000256: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Event Path Remove, Sub Event No
Sub Event

SAMI 10/2: 000257: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Removing element from state-list
Bulk Synch Ready, final count 2

SAMI 10/2: 000258: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Redundancy RF Event Received is
Redundancy Context Delete

SAMI 10/2: 000259: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Redundancy Event is Path Remove
SAMI 10/2: 000260: Jun 1 2006 18:29:15.103 EDT: GTP-SR:Context Type Path, Handler
Delete, Context Event Path Remove, Context Sub Event No Sub Event

SAMI 10/2: 000261: Jun 1 2006 18:29:15.103 EDT: GTP-SR:State of Redundancy Context is
Bulk Synch Ready

SAMI 10/2: 000262: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Event Path Remove, Sub Event No
Sub Event

SAMI 10/2: 000263: Jun 1 2006 18:29:15.103 EDT: GTP-SR: Removing element from state-list

Bulk Synch Ready,

final count 1

BEaTUF avwyk EL
clear gprs redundancy GTP-SR [ZBIE L 7=#3HE®RE 27 V7 LET,
statistics

gprs redundancy

GGSN T GTP-SR Z A Xx—7 MZ LE T,

gprs redundancy
charging sync-window
cdr rec-seqnum

CDR LVa— R = U AFEFMWAH 234 GGSN L RfbEn s %1 2
VI DREBIEHT DY 4 KU A XERELET,

gprs redundancy
charging sync-window
gtpp seqnum

GTP DY —4 L AF TN AX 234 GGSN ([ZRIbEnE X A 2 v 7 Dk
FIEATE2T 4 Ry b ZEBRELET,

show gprs redundancy

GTP-SR 299 B it a2 £ LE T,
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debug gprs verbose W

debug gprs verbose

TRy TR VLV ERET DI, M EXEC =2~ F T debug gprs verbose =~ > F&HH L %

B

debug gprs verbose /evel

DUBRYY AN level RRTDHDAYE=TDOLL, FR72MEIX, ROLEBY T,
o 1 EBHRKETR T XAvbv—V52FRALET,
e 2 BTN T Ay —UHRERLET,
o 3T RTOFEMART AT Avv—VEFRLET,

TIAILE 3

avY kR E—F H:kE EXEC

avy FOBE yyy—= FEAR

12.4(22)YE Toavwy FREASRE LE,

BEREDAA FS54>

i

12.4(22)YE1

Zoa~< K3, Cisco IOS Release 12.4(22)YE1 IZHlAGAENF LTz,

12.4(22)YE2

Zoa~wr RH, Cisco [0S Release 12.4(22)YE2 IZHAAENE LTz,

ZDawy R, VAT A IRV —ZBIOEE T =712¢ > 7T, GGSN T Diameter 7’1 s /L
RIEN A LG /IC&sL b9,

ROBITIE, BRBRT Ny 7 Ayv—UFETFERTTDHL51C GGSN 3% E L E T,

Router# debug gprs verbose 1
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debug ip iscsi

GGSN Lo iSCSI AEIZBT 515 #H &2 Fr"¥ 5121%, FrtE EXEC £— KT debugip isesi =~ N &
FHLEST, 7y Z7HNEEDTDHITT, Z0a~vr RO no BREFEHLET,

debug ip iscsi {all | error | event | packet} [detail]

no debug ip iscsi {all | error | event | packet} [detail]

YUBYYADHEHA all FTRTOISCSI F Ry JiEREFR LET,
error GGSN Lo iSCSI B |ZB# T 22T — A v E—V %R LET,
event GGSN E® iSCSI AHIZRHE#E T DA N F a2 R R LET,
packet GGSN & SAN O Tk &5 iSCSI X7 v hEFRRLET,
detail (AFvay) "7y hBLUANY FORERIEREE R LET,
TIAIE T 7 4V hOBELEILH Y EH A
av Y FOER Jyy—=x EERA
12.4(15)XQ Zoavwy FREAIHE L,
12.4(22)YE ZDa< KA, Cisco I0S Release 12.4(22)YE IZfAAENE LTz,
12.4(22)YEI Z D=z~ FA, Cisco I0S Release 12.4(22)YEL I[Z#lA AN E LT,
12.4(22)YE2 Z D= KA, Cisco I0S Release 12.4(22)YE2 ICHAAENE LT,

BREODALA R4y Z—oa~vr ML, VAT L TR —FBLUHAET Y =712L 57T, GGSN &, iSCSI 2T 5
SAN & Oi{E TRIEN A LG/ IR b E T,

1 W, B A WD ISCSI F Ry 7 ofil% R LET,

Router#debug ip iscsi all
iSCSI All debugging is on

Router#show debug

iSCSI:
iSCSI Events debugging is on
iSCSI Events Detailed debugging is on
1SCSI Packets debugging is on
1SCSI Packets Detailed debugging is on
iSCSI Error debugging is on

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #gprs iscsi LINUX

Router (config) #end

Router#

SAMI 9/3: iSCSI Event: 1SCSI Connection Event (0), State Change from(0) -> To(1l)
SAMI 9/3: iSCSI Event: Socket Connect Success

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
m. 0L-19937-03-J |



| F8vJazvvF

SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
493DEE60:
493DEE70:
493DEESO0:
493DEE90:
493DEEAO:
493DEEBO:
493DEECO:
493DEEDO :
493DEEEOQ:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
493E6E50:
493E6E60:
493E6E70:
493E6ES0:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
493DEE60:
493DEE70:
493DEESO0:
493DEE90:
493DEEAOQ:
493DEEBO:
493DEECO:
493DEEDO:
493DEEEOQ:
493DEEFO0:
493DEF00:
493DEF10:
493DEF20:
493DEF30:
493DEF40:
493DEF50:
493DEF60:
493DEF70:
493DEF80:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
493E6E50:
493E6E60:
493E6E70:
493E6ES0:
493E6E90:

i3CSI Event:

iSCSI Connection Event

iSCSI Event: Send CONN Up Msg to RX

INTR->TGT

30303030
00000001
00000000
724E616D
372E636F
6732352D
6765744E
2D31302E
69736373
72676574
70653D4E
74686F64

iSCSI Event:

(HEADER + DATA) :
43810000

31000000 00000000
00000000 00000000
00000000 496E6974
653D6971 6E2E3139
6D2E6369 73636F3A
7375702D 30392D33
616D653D 69716E2E
6564752E 756E682E
692E6472 61667432
3A310053 65737369
6F726D61 6C004175
3D4E6F6E 65000000

Starting Login Timer

00000092
00000000
00000000
6961746F
38372D30
6D777462
00546172
32303032
696F6C2E
302D7461
6F6E5479
74684D65

(4), State Change from(1l)

........ Initiato
rName=iqgn.1987-0
7.com.cisco:mwtb
g25-sup-09-3.Tar
getName=iqgn.2002
-10.edu.unh.iol.
iscsi.draft20-ta
rget:1.SessionTy
pe=Normal .AuthMe

(5)

i3CSI Event: New Connection Event - 0
TGT->INTR:Header:

23810000
00000000
00000005

00000027 30303030
00000000 00000001
00000000 00000000

TGT->INTR:Data:

6F643D4E
7274616C

41757468
6F6E6500 54617267
47726F75 70546167

iSCSI Event: Data-In: Read

INTR->TGT

30303030
00000001
00000000
67657374
67657374
76446174
74683D33
54696D65
756C7454
0049464D
61726B65
636F7665
69746961
65646961
61784275
33383400
6E677468
74737461
6178436F
44617461
65730044
6E4F7264

(HEADER + DATA) :
43870000

31000000 00000000
00000002 00000000
00000000 48656164
3D4E6F6E 65004461
3D4E6F6E 65004D61
61536567 6D656E74
32373638 00446566
32576169 743D3500
696D6532 52657461
61726B65 723D4E6F
723D4E6F 00457272
72794C65 76656C3D
6C523254 3D596573
74654461 74613D59
7273744C 656E6774
46697273 74427572
3D313633 3834004D
6E64696E 67523254
6E6E6563 74696F6E
50445549 6E4F7264
61746153 65717565
65723D59 65730000

TGT->INTR:Header:

23870000
00000000
00000005

000000C2 30303030
00000000 00000002
00000000 00000000

TGT->INTR:Data:

67657374
67657374
7454696D
61756C74

48656164
3D4E6F6E 65004461
3D4E6F6E 65004465
65325761 69743D35
54696D65 32526574

31000000
00000001
00000000

4D657468
6574506F
3D310000

thod=None. ..
#ooo... '00001...
AuthMeth

od=None.TargetPo
rtalGroupTag=1l..

(40) bytes of Data Segment

00000133
00000000
00000000
65724469
74614469
78526563
4C656E67
61756C74
44656661
696E3D35
004F464D
6F725265
3000496E
00496D6D
6573004D
683D3136
73744C65
61784F75
3D31004D
733D3100
65723D59
6E636549

31000F53
00000001
00000000

65724469
74614469
6661756C
00446566
61696E3D

gest=None.DataDi
gest=None.MaxRec
vDataSegmentLeng
th=32768.Default
Time2Wait=5.Defa
ultTime2Retain=5
.IFMarker=No.OFM
arker=No.ErrorRe
coveryLevel=0.In
itialR2T=Yes.Imm
ediateData=Yes.M
axBurstLength=16
384.FirstBurstle
ngth=16384.MaxOu
tstandingR2T=1.M
axConnections=1.
DataPDUInOrder=Y
es.DataSequencel
nOrder=Yes..

HeaderDi
gest=None.DataDi
gest=None.Defaul
tTime2Wait=5.Def
aultTime2Retain=

debug ip iscsi

-> To(2)
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493E6EAQ:
493E6EBO:
493E6ECO:
493E6EDO:
493E6EEQ:
493E6EF0:
493E6F00:
493E6F10:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

35004572 726F7252 65636F76 6572794C
6576656C 3D300049 6D6D6564 69617465
44617461 3D596573 004D6178 4F757473
74616E64 696E6752 32543D31 004D6178
436F6E6OE 65637469 6F6E733D 31004669
72737442 75727374 4C656E67 74683D31
36333834 004D6178 42757273 744C656E
6774683D 31363338 34000000

iSCSI Event:
iSCSI Event:
iSCSI Event:
iSCSI Event:
iSCSI Event-Det: handle scsi cmd req
1SCSI Event-Det: run pending queue
i1SCSI Event-Det: send scsi command
INTR->TGT HEAD:

iSCSI Connection Event

01C00000 00000000
00000000 00000000 00000001 00000000
00000001 00000003 00000000 00000000
00000000 00000000
TGT->INTR:Header:
21800000 00000000 00000000 00000000
00000001 00000000 00000003 00000002
00000006 00000000 00000000 00000000

5.ErrorRecoveryL
evel=0.Immediate
Data=Yes.MaxOuts
tandingR2T=1.Max
Connections=1.Fi
rstBurstLength=1
6384 .MaxBurstLen
gth=16384...

Data-In: Read (196) bytes of Data Segment

(6), State Change from(2) -> To(3)

Starting Full Feature Phase Timer (5)
1SCSI Session Event (0),

SCSI Event: Test unit ready command successful

iSCSI Event-Det: handle scsi cmd req
iSCSI Event-Det: run pending queue
iSCSI Event-Det: send scsi command
INTR->TGT HEAD:

01C00000 00000000
00000000 00000000 00000002 00000OFF
00000002 00000004 A0000000 00000000
00FF0000 00000000
TGT->INTR:Header:
25800000 00000030 00000000 00000000
00000002 FFFFFFFF 00000000 00000003
00000006 00000000 00000000 00000000

iSCSI Event: recv_data for itt 2, cmnd O0xAO0,

flags 0x80 datasn O

SAMI 9/3:
414F59E0:
414F59F0:
414F5A00:
414F5A10:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:

TGT->INTR:Data:

00000028 00000000 00000000 00000000
00010000 00000000 00020000 00000000
00030000 00000000 00040000 00000000

i3CSI Event: Data-In: Read (48) bytes of Data Segment

TGT->INTR:Header:

21820000 00000000 00000000 00000000
00000002 00000000 00000004 00000003
00000007 00000001 00000000 000000CF

i3CSI Event-Det: handle scsi cmd req
iSCSI Event-Det: run pending queue
iSCSI Event-Det: send scsi command
INTR->TGT HEAD:

01C00000 00000000
00000000 00000000 00000003 00000O0FF
00000003 00000005 12000000 FFO00000
00000000 00000000
TGT->INTR:Header:
25800000 000000FF 00000000 00000000
00000003 FFFFFFFF 00000000 00000004

State Change from(0)

bufflen 255,

-> To (1)

offset 0 exp offset O,
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4B5A7270:
4B5A7280:
SAMI 9/3:

00000007 00000000 00000000

iSCSI Event: recv_data for

flags 0x80 datasn O

SAMI 9/3:
493D6960:
493D6970:
493D6980:
493D6990:
493D69A0:
493D69BO0:
493D69CO0:
493D69D0:
493D69EO0:
493D69F0:
493D6A00:
493D6A10:
493D6A20:
493D6A30:
493D6A40:
493D6A50:
493D6A60:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

TGT->INTR:Data:

00000402 1F008000
66696C65 2D6D6F64
312E3220 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000

494F4C20
72676574
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
iSCSI Event: Data-In:
TGT->INTR:Header:

21800000 00000000 00000000
00000003 00000000 00000005
00000008 00000001 00000000

Read

00000000

itt 3,

554E482D
65207461
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

cnnd 0x12,

debug ip iscsi

bufflen 255, offset 0 exp offset O,

IOL file-mode ta
rgetl.2

(256) bytes of Data Segment

00000000
00000004
00000000

Processing inquire LUN response

SCSI Event:

SCSI Event: Calling Device Add - 414F59EOQ
SCSI Event: scsi add device

SCSI Event: lun_in_inquiry 1

iSCSI Event-Det:
iSCSI Event-Det:
i3CSI Event-Det:
INTR->TGT HEAD:

send scsi

01C00000
00010000 00000000 00000004
00000004 00000006 12000000
00000000 00000000
TGT->INTR:Header:
25800000 000000FF 00000000
00000004 FFFFFFFF 00000000
00000008 00000000 00000000

iSCSI Event: recv data for

flags 0x80 datasn O

SAMI 9/3:
493A3D40:
493A3D50:
493A3D60:
493A3D70:
493A3D80:
493A3D90:
493A3DA0:
493A3DBO:
493A3DCO:
493A3DDO:
493A3DEO:
493A3DFO:
493A3E00:
493A3E10:

TGT->INTR:Data:

00000402 1F008000 554E482D
66696C65 2D6D6F64 65207461
312E3220 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000

handle scsi cmd req
run pending queue

command

00000000
000000FF
FF000000

00000000
00000005
00000000

itt 4,

494F4C20
72676574
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

cmnd 0x12,

bufflen 255, offset 0 exp offset 0,

........ UNH-IOL

file-mode target
1.2
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493A3E20:
493A3E30:
493A3E40:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

00000000 00000000 00000000 00000000 ....vvnvnnnn..
00000000 00000000 00000000 00000000 ...ivunvnnennn..

iSCSI Event: Data-In: Read (256) bytes of Data Segment
TGT->INTR:Header:

21800000 00000000 00000000 00000000 !'..ievevnivnonn.
00000004 00000000 00000006 00000005 ...
00000009 00000001 00000000 00000000 +.vvvevvevnennnn

SCSI Event: Processing ingquire LUN response
SCSI Event: Calling Device Add - 41E1B98C
SCSI Event: scsi add device
SCSI Event: lun_in inquiry 2
1SCSI Event-Det: handle scsi cmd req
i3CSI Event-Det: run pending queue
iSCSI Event-Det: send scsi command
INTR->TGT HEAD:

01C00000 00000000 PP
00020000 00000000 00000005 000000FF .+ vvvvvnvnvnnnn.
00000005 00000007 12000000 FF000000 ....vvuvnvnvnnnn.
00000000 00OOOOOOO L.
TGT->INTR:Header:
25800000 O00O00O0OFF 00000000 00000000 %...uvuvunvunnnnn
00000005 FFFFFFFEF 00000000 00000006 ...vvevivnenn..
00000009 00000000 00000000 00000000 ..vvvwvnvnvunnn.

iSCSI Event: recv data for itt 5, cmnd 0x12, bufflen 255,

flags 0x80 datasn O

SAMI 9/3:
4B643390:
4B6433A0:
4B6433B0:
4B6433C0:
4B6433D0:
4B6433E0:
4B6433F0:
4B643400:
4B643410:
4B643420:
4B643430:
4B643440:
4B643450:
4B643460:
4B643470:
4B643480:
4B643490:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:

TGT->INTR:Data:

00000402 1F008000 554E482D ........ UNH-
494F4C20 66696C65 2D6D6F64 65207461 IOL file-mode ta
72676574 312E3220 00000000 00000000 rgetl.2 ........
00000000 00000000 00000000 00000000 v vveveennennnn
00000000 00000000 00000000 00000000 +.vvvevvennennnn
00000000 00000000 00000000 00000000 v vvvivnevnn.
00000000 00000000 00000000 00000000 v vveveeeeennnn
00000000 00000000 00000000 00000000 v .vvvevvnnennnn
00000000 00000000 00000000 00000000 v vvivivnevnnn
00000000 00000000 00000000 00000000 v .vvveveevnennnn
00000000 00000000 00000000 00000000 v vvevvnnennnn
00000000 00000000 00000000 00000000 v vveveeneennnn
00000000 00000000 00000000 00000000 .. vvevennennnn
00000000 00000000 00000000 00000000 +.vvvevvenvennnn
00000000 00000000 00000000 00000000 +.vvveveeneennnn
00000000 00000000 00000000 00000000 v .evvevennennnn
00000000 e
i3CSI Event: Data-In: Read (256) bytes of Data Segment
TGT->INTR:Header:

21800000 00000000 00000000 00000000 !'..eiieiiennonn.
00000005 00000000 00000007 00000006 v .evvveveeneennnn
0000000A 00000001 00000000 00000000 .. vvevennennnn

SCSI Event: Processing ingquire LUN response
SCSI Event: Calling Device Add - 4B63DC5C
SCSI Event: scsi add device
SCSI Event: lun_in_inquiry 3
iSCSI Event-Det: handle scsi cmd req
iSCSI Event-Det: run pending queue
iSCSI Event-Det: send scsi command
INTR->TGT HEAD:
01C00000 00000000 I
00030000 00000000 00000006 O000000FF +.vvvvvnvnnunnn.
00000006 00000008 12000000 FFO000000 ....vuvvnvnnnn.

offset 0 exp offset O,
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493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

00000000 00000000
TGT->INTR:Header:
25800000 O00O0O0OQFF
00000006 FFFFFFFF
0000000A 00000000

iSCSI Event: recv _data for

flags 0x80 datasn 0

SAMI 9/3:
4198DBDO :
4198DBEO :
4198DBFO0:
4198DCO0:
4198DC10:
4198DC20:
4198DC30:
4198DC40:
4198DC50:
4198DC60:
4198DC70:
4198DC80:
4198DC90:
4198DCAOQ:
4198DCBO:
4198DCCO:
4198DCDO:
SAMI 9/3:
SAMI 9/3:
4B5A7250:

TGT->INTR:Data:

00000402 1F008000 554E482D
66696C65 2D6D6F64 65207461
312E3220 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000

iSCSI Event:

TGT->INTR:Header:
21800000 00000000 0000

Router#0000 00000000

4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

00000006 00000000 00000008
0000000B 00000001 00000000 00000000

SCSI Event:
SCSI Event:
SCSI Event:
SCSI Event:

i3CSI Event-Det:
iSCSI Event-Det:
iSCSI Event-Det:
INTR->TGT HEAD:

00040000 00000000 00000007
00000007 00000009 12000000
00000000 00000000

TGT->INTR:Header:

25800000 000000FF 00000000
00000007 FFFFFFFF 00000000
0000000B 00000000 00000000

iSCSI Event: recv _data for

flags 0x80 datasn O

SAMI 9/3:
4B63C720:
4B63C730:
4B63C740:
4B63C750:
4B63C760:
4B63C770:
4B63C780:
4B63C790:
4B63C7A0:

TGT->INTR:Data:

00000402 1F008000 554E482D
66696C65 2D6D6F64 65207461
312E3220 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000 00000000

Cisco GGSN Release 9.2 A% F )77 LY X, Cisco IOS Release 12.4(22)YE2

00000000 %

00000007 ....
00000000 ....

itt 6, cmnd 0x12,

494F4C20 ....

bufflen 255,

....UNH-IOL

72676574 file-mode target

00000000 1.2
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....

(256) bytes of Data Segment

00000007 ....

Processing inguire LUN response
Calling Device Add - 4B63C60C
scsi add device

lun in inquiry 4

handle scsi cmd req
run pending queue
send scsi command

00000000

000000FF ....
FFO000000 ....

00000000 %

00000008 ....
00000000 ....

itt 7, cmnd 0x12,

494F4C20 ....

bufflen 255,

....UNH-IOL

72676574 file-mode target

00000000 1.2
00000000 ....
00000000 ....
00000000 ....
00000000 ....
00000000 ....

debug ip iscsi

| 0OL-19937-03-J
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M debugipiscsi

4B63C7BO0:
4B63C7CO:
4B63C7D0:
4B63C7EOQ:
4B63C7F0:
4B63C800:
4B63C810:
4B63C820:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000

iSCSI Event: Data-In: Read
TGT->INTR:Header:

21800000 00000000 00000000
00000007 00000000 00000009
0000000C 00000001 00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000

(256) bytes of Data Segment

00000000 !
00000008
00000000

SCSI Event: Processing ingquire LUN response
SCSI Event: Calling Device Add - 493A3378
SCSI Event: scsi add device
SCSI Event: max= 5 lun_in_inquiry= 5
iSCSI Event-Det: handle scsi cmd req
1SCSI Event-Det: run pending queue
iSCSI Event-Det: send scsi command

INTR->TGT HEAD:

01C00000
00000000 00000000 00000008
00000008 0000000A 25000000
00000000 00000000
TGT->INTR:Header:
25800000 00000008 00000000
00000008 FFFFFFFF 00000000
0000000C 00000000 00000000

iSCSI Event: recv _data for

flags 0x80 datasn O

SAMI 9/3:
493D65D0:
493D65E0:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

TGT->INTR:Data:
003FFFFF

iSCSI Event: Data-In: Read
TGT->INTR:Header:

21820000 00000000 00000000
00000008 00000000 0000000A
0000000D 00000001 00000000

00000000

000000FF
00000000

00000000 %
00000009
00000000

itt 8,

cmnd 0x25,

00000200

bufflen 255,

(8) bytes of Data Segment

00000000 !
00000009
000000F7

SCSI Event: Processing read capacity response

SCSI Event: max= 5 lun= 1

iSCSI Event-Det: handle scsi cmd req
iSCSI Event-Det: run pending queue
iSCSI Event-Det: send scsi command

INTR->TGT HEAD:

01C00000
00010000 00000000 00000009
00000009 0000000B 25000000
00000000 00000000
TGT->INTR:Header:
25800000 00000008 00000000
00000009 FFFFFFFF 00000000
0000000D 00000000 00000000

iSCSI Event: recv_data for

flags 0x80 datasn O

SAMI 9/3:
41637830:
41637840:

TGT->INTR:Data:

00000200

00000000

000000FF
00000000

00000000 %
0000000A
00000000

itt 9,

cmnd 0x25,

O03FFFFF

bufflen 255,

offset 0 exp offset O,

offset 0 exp offset O,
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SAMI
SAMI

SAMI
SAMI
SAMI
SAMI
SAMI
SAMI

SAMI

SAMI

9/3:
9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
9/3:

iSCSI Event: Data
TGT->INTR:Header:
21820000 00000000
00000009 00000000
0000000E 00000001

SCSI Event: Proce
SCSI Event: max=
iSCSI Event-Det:
iSCSI Event-Det:
iSCSI Event-Det:
INTR->TGT HEAD:

00020000 00000000
0000000A 0000000C
00000000 00000000
TGT->INTR:Header:
25800000 00000008
0000000A FFFFFFFF
0000000E 00000000

iSCSI Event: recv

0, flags 0x80 datasn 0

SAMI

SAMI
SAMI

SAMI
SAMI
SAMI
SAMI
SAMI
SAMI

SAMI

9/3:
4ADE19DO0:
4ADE19EOQ:
9/3:
9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
9/3:
4B5A7250:
4B5A7260:
4B5A7270:

TGT->INTR:Data:

00000200

iSCSI Event: Data
TGT->INTR:Header:
21820000 00000000
0000000A 00000000
0000000F 00000001

SCSI Event: Proce
SCSI Event: max=
iSCSI Event-Det:
iSCSI Event-Det:
iSCSI Event-Det:
INTR->TGT HEAD:

00030000 00000000
0000000B 0000000D
00000000 00000000
TGT->INTR:Header:
25800000 00000008
0000000B FFFFFFFF
0000000F 00

-In: Read (8) bytes of Data Segment

00000000 00000000 !'...eiiniennnn.
0000000B 0000000A ... ...
00000000 000000F7 ..vvuvvnnnnnn.. w

ssing read capacity response
5 lun= 2

handle scsi cmd req

run pending queue

send scsi command

01C00000 00000000 P
0000000A 000000FF .. vviinennnnnn
25000000 00000000 ........ S

00000000 00000000 %.eeueeunnnnnnnn
00000000 0000000B ..vvvvvinvnnnnn
00000000 00000000 .. vvuvvnnnnnnnn

_data for itt 10, cmnd 0x25, bufflen 255,

003FFFFF RN
-In: Read (8) bytes of Data Segment

00000000 00000000 !'...eiiuninnnnn.
0000000C 0000000B ... vvivinnnnnn
00000000 O00000F7 ... w

ssing read capacity response
5 lun= 3

handle scsi cmd req

run pending queue

send scsi command

01C00000 00000000 [
0000000B O0O0000FF ... vuvvnennnnnn
25000000 00000000 ........ R

00000000 00000000 %...uvevuennnnnn
00000000 0000000C ... vivivininnnnn

Router#000000 00000000 00000000 ......ovunvunnnn.

4B5A7280:
9/3:

SAMI

0, flags

SAMI

SAMI
SAMI

SAMI
SAMI
SAMI
SAMI

9/3:
4ADE1B10:
9/3:
9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
9/3:
9/3:
9/3:
9/3:

iSCSI Event: recv
0x80 datasn O

TGT->INTR:Data:

O03FFFFF 00000200
iSCSI Event: Data
TGT->INTR:Header:
21820000 00000000
0000000B 00000000
00000010 00000001

SCSI Event: Proce
SCSI Event: max=
i3CSI Event-Det:
iSCSI Event-Det:

~data for itt 11, cmnd 0x25, bufflen 255,

-In: Read (8) bytes of Data Segment

00000000 00000000 !..veiuininnn.
0000000D 0000000C ... vivivinnnnnn
00000000 O00000F7 ... w

ssing read capacity response
5 lun= 4

handle scsi cmd req

run pending queue

debug ip iscsi

offset 0 exp offset

offset 0 exp offset
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SAMI 9/3: iSCSI Event-Det: send scsi command
SAMI 9/3: INTR->TGT HEAD:

493DEE20: 01C00000 00000000 B
493DEE30: 00040000 00000000 0000000C 000000FF ...vvvnennnn.
493DEE40: 0000000C 0000000E 25000000 00000000 ........ R

493DEE50: 00000000 0OOOOOGO ...,

SAMI 9/3: TGT->INTR:Header:

4B5A7250: 25800000 00000008 00000000 00000000 %..veviviennnen.

4B5A7260: 0000000C FFFFFFFF 00000000 0000000D ....vuvuvnvunnn.

4B5A7270: 00000010 00000000 00000000 00000000 ... vveveeennnn

4B5A7280:

SAMI 9/3: iSCSI Event: recv data for itt 12, cmnd 0x25, bufflen 255, offset 0 exp offset
0, flags 0x80 datasn 0

SAMI 9/3: TGT->INTR:Data:

4B642580: 0003FFFF

4B642590: 00000200 e

SAMI 9/3: iSCSI Event: Data-In: Read (8) bytes of Data Segment

SAMI 9/3: TGT->INTR:Header:

4B5A7250: 21820000 00000000 00000000 00000000 !...eiivinnen.
4B5A7260: 0000000C 00000000 O0O00000E 0000000D v.vvvviivnnnnnn
4B5A7270: 00000011 00000001 00000000 0O00000F7 v veeveennennnnn w
4B5A7280:

SAMI 9/3: SCSI Event: Processing read capacity response

SAMI 9/3: SCSI Event: Max= 5 lun= 5

SAMI 9/3: SCSI Event: device discovery completed

SAMI 9/3: SCSI Event:

Creating File System on sdaO0

SAMI 9/3: SCSI Event: Read command, lba(0), nblocks (1)

SAMI 9/3: iSCSI Event-Det: handle scsi cmd req

SAMI 9/3: iSCSI Event-Det: run pending queue

SAMI 9/3: iSCSI Event-Det: send scsi command

SAMI 9/3: INTR->TGT HEAD:

493DEE20: 01C00000 00000000 P
493DEE30: 00000000 00000000 0000000D 00000200 ... vvnvnvnnn..
493DEE40: 0000000D 0000000F 28000000 00000000 ........ (veevnnn

493DEE50: 01000000 0OOOOOOCGO ...,

SAMI 9/3: TGT->INTR:Header:

4B5A7250: 25800000 00000200 00000000 00000000 %...veviviuvnnnn

4B5A7260: 0000000D FFFFFFFEF 00000000 0000000E .....iievienennn.

4B5A7270: 00000011 00000000 00000000 00000000 ..vvevvivnnnnn.

4B5A7280:

SAMI 9/3: iSCSI Event: recv data for itt 13, cmnd 0x28, bufflen 512, offset 0 exp offset
0, flags 0x80 datasn 0

SAMI 9/3: TGT->INTR:Data:

4B5A8B00: 00000000 00000000 00000000 00000000 ... vvnvnenennn..
4B5A8B10: 00000000 00000000 00000000 00000000 ...,
4B5A8B20: 00000000 00000000 00000000 00000000 ... vvvnvnvnnnn.
4B5A8B30: 00000000 00000000 00000000 00000000 ... vnvnvnvnnnn.
4B5A8B40: 00000000 00000000 00000000 00000000 ...,
4B5A8B50: 00000000 00000000 00000000 00000000 ...,
4B5A8B60: 00000000 00000000 00000000 00000000 ... vvnvnvnvnnn..
4B5A8B70: 00000000 00000000 00000000 00000000 ...ivvnvnvnnnn.
4B5A8B80: 00000000 00000000 00000000 00000000 ...,
4B5A8B90: 00000000 00000000 00000000 00000000 ... ivninvnvn.n..
4B5A8BA0: 00000000 00000000 00000000 00000000 ...vvnvnvnnnn.
4B5A8BB0O: 00000000 00000000 00000000 00000000 ... vvnvnvnnnn.
4B5A8BCO: 00000000 00000000 00000000 00000000 ... ivninenennnn.
4B5A8BD0O: 00000000 00000000 00000000 00000000 ...vvnvnvnnnn.
4B5A8BEO: 00000000 00000000 00000000 00000000 ... vvnvnvnnnn.
4B5A8BFO: 00000000 00000000 00000000 00000000 ... vnvnvnen.nn.
4B5A8C00: 00000000 00000000 00000000 00000000 ...,
4B5A8C10: 00000000 00000000 00000000 00000000 ...vvnvnvnnnn.
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4B5A8C20:
4B5A8C30:
4B5A8C40:
4B5A8C50:
4B5A8C60:
4B5A8C70:
4B5A8C80:
4B5A8C90:
4B5A8CAQ:
4B5A8CBO:
4B5A8CCO:
4B5A8CDO:
4B5A8CEOQ:
4B5A8CFO:
4B5A8D00:
SAMI 9/3:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

Creating

SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
493DEE20:
493DEE30:
493DEE40:
493DEE50:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:

0, flags

SAMI 9/3:
4B5A8B00:
4B5A8B10:
4B5A8B20:
4B5A8B30:
4B5A8B40:
4B5A8B50:
4B5A8B60:
4B5A8B70:
4B5A8B80:
4B5A8B90:
4B5A8BA0:
4B5A8BBO0:
4B5A8BCO:
4B5A8BDO0:
4B5A8BEO:
4B5A8BFO0:
4B5A8CO00:
4B5A8C10:
4B5A8C20:
4B5A8C30:
4B5A8C40:
4B5A8C50:
4B5A8C60:

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 E6F06A79
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000

iSCSI Event: Data-In: Read
TGT->INTR:Header:

21800000
0000000D
00000012

00000000 00000000
00000000 0000000F
00000001 00000000

SCSI Event:
File System on sdal
SCSI Event: Read command,

iSCSI Event-Det:
iSCSI Event-Det:

i3CSI Event-Det: send scsi
INTR->TGT HEAD:

00010000
0000000E
01000000

01Cc00000
00000000 0000000E
00000010 28000000
00000000

TGT->INTR:Header:

25800000
0000000E
00000012

00000200 00000000
FFFFFFFF 00000000
00000000 00000000

iSCSI Event: recv_data for
0x80 datasn 0

TGT->INTR:Data:

33C08EDO
BF1B0650
386E007C
83C61049
FOAC3CO00
4E10E846
807E040C
46080683
BC813EFE
B707EBAY
00B408CD
43F7TE38B
0A772372
8B4E028B
5600CD13
13723681
6A006A00
016A10B4
32E48A56
6C696420
626C6500
67206F70
656D004D

BCOO7CEFB 5007501F
57BY9ES501 F3A4CBBD
09751383 C510E2F4
7419382C T74F6A0BS
74FCBB07 00B40ECD
00732AFE 4610807E
7405A0B6 0775D280
560A00E8 21007305
7D55AAT74 0B8O7ELQ
8BFC1E57 8BF5CBBF
1372238A C1243F98
D186D6B1 06D2EE42
05394608 731CB801
5600CD13 73514F74
EBE48A56 0060BBAA
FB55AA75 30F6C101
FF760AFF 76086A00
428BF4CD 13616173
0OCD13EB D661F9C3
70617274 6974696F
4572726F 72206C6F
65726174 696E6720
69737369 6E6T7206F

lba(0),
handle scsi cmd req
run pending queue

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
000055AA

(512) bytes of Data Segment

00000000
0000000E
00000000

command

00000000
00000200
00000000

00000000
0000000F
00000000

itt 14,

FCBE1B7C
BE07B104
CD188BF5
07B4078B
10EBF288
040B740B
46020683
AOB607EB
0074C8A0
05008A56
8ADESAFC
F7E23956
02BB007C
4E32E48A
55B441CD
742B6160
68007C6A
OE4F740B
496E7661
6E207461
6164696E
73797374
70657261

nblocks (1)

cmnd 0x28, bufflen 512,

3@.P<.|{P.P.[>.]
?..PW9%e.sSK=>.1.
8n.|.u..E.btM..u
JELIt.8,tv 5.4,
p,<.tl];..4.M.kr.

N.hF.s*~F..~..t.
.~..t. 6.UR.F...
F...V..h!.s. 6.k
<. >~}U*t. .~ tH

7.k).|.W.uK?...V
LA MLr# L AS?L 0L
Cwc.Q.V1.RnBwboV
WwHr.9F.s.8..; .|
.N..V.M.sQOtN2d.
V.M.kd.V. " ;*U4AM
.r6.{U*ulvA.t+a’
j.j..v..v.j.h.|]J
.j.4B.tM.aas.Ot.
2d.V.M.kVayCInva
lid partition ta
ble.Error loadin
g operating syst
em.Missing opera

debug ip iscsi

offset 0 exp offset
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In: Read (512) bytes of Data Segment

Drive sda4 unusable
-Traceback= 0x446E45DC 0x442AD9BC

(Invalid DOS media or no media in

0x442AB94C 0x442A6318 0x442A648C 0x442AB41C 0x442A3B28 0x45602878 0x45605C50
$GPRSISCSIFLTMG-4-GPRS ISCSI OPEN SUCCESS: Succeeded to establish connection

4B5A8C70: 74696E67 20737973 74656D00 00000000

4B5A8C80: 00000000 00000000 00000000 00000000

4B5A8C90: 00000000 00000000 00000000 00000000

4B5A8CAO0: 00000000 00000000 00000000 00000000

4B5A8CBO: 00000000 002C4463 656289D3 00000000

4B5A8CCO: 00000000 00000000 00000000 00000000

4B5A8CD0O: 00000000 00000000 00000000 00000000

4B5A8CEO: 00000000 00000000 00000000 00000000

4B5A8CF0: 00000000 00000000 00000000 000055AA

4B5A8D00:

SAMI 9/3: iSCSI Event: Data-

SAMI 9/3: TGT->INTR:Header:

4B5A7250:

SAMI 9/3: %$SYS-5-CONFIG I: Configured from console by console
SAMI 9/3: %$RSM-4-UNEXPECTED: Error:

slot) -Process= "RSM Process", ipl= 0, pid= 193,

SAMI 9/3:

with SAN with session id 13

SAMI 9/3: TGT->INTR:Header:

4B5A7250: 20800000 00000000 00000000 00000000

4B5A7260: FFFFFFFF 0000001C 0000001E 0000001C

4B5A7270: 00000020 00000000 00000000 00000000

4B5A7280:

SAMI 9/3: INTR->TGT (HEADER + DATA) :

4B5A5B50: 40800000 00000000 00000000 00000000

4B5A5B60: FFFFFFFEF 0000001C 0000001C 0000001E

4B5A5B70: 00000000 00000000 00000000 00000000

4B5A5B80:

SAMI 9/3: iSCSI Event-Det: Connection timer event (0)
SAMI 9/3: iSCSI Event: FFP Timeout Event Active Tasks (0)
SAMI 9/3: iSCSI Event: Starting Full Feature Phase Timer (5)
SAMI 9/3: INTR->TGT (HEADER + DATA) :

4B5A5B50: 40800000 00000000 00000000 00000000

4B5A5B60: 0000001C FFFFFFFF 0000001C 0000001E

4B5A5B70: 00000000 00000000 00000000 00000000

4B5A5B80:

SAMI 9/3: TGT->INTR:Header:

4B5A7250: 20800000 00000000 00000000 00000000

4B5A7260: 0000001C FFFFFFFF 0000001E 0000001C

4B5A7270: 00000020 00000000 00000000 00000000

4B5A7280:

SAMI 9/3: iSCSI Event-Det: Connection timer event (0)
SAMI 9/3: iSCSI Event: FFP Timeout Event Active Tasks (0)
SAMI 9/3: iSCSI Event: Starting Full Feature Phase Timer (5)
SAMI 9/3: INTR->TGT (HEADER + DATA) :

4B5A5B50: 40800000 00000000 00000000 00000000

4B5A5B60: 0000001D FFFFFFFF 0000001C 0000001F

4B5A5B70: 00000000 00000000 00000000 00000000

4B5A5B80:

SAMI 9/3: TGT->INTR:Header:

4B5A7250: 20800000 00000000 00000000 00000000

4B5A7260: 0000001D FFFFFFFF 0000001F 0000001C

4B5A7270: 00000020 00000000 00000000 00000000

4B5A7280:

SAMI 9/3: iSCSI Event-Det: Connection timer event (0)
SAMI 9/3: iSCSI Event: FFP Timeout Event Active Tasks (0)
SAMI 9/3: iSCSI Event: Starting Full Feature Phase Timer (5)
SAMI 9/3: INTR->TGT (HEADER + DATA):

4B5A5B50: 40800000 00000000 00000000 00000000

4B5A5B60: 0000001E FFFFFFFF 0000001C 00000020

4B5A5B70: 00000000 00000000 00000000 00000000

4B5A5RB80:

SAMI 9/3: TGT->INTR:Header:
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4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
4B5A5B50:
4B5A5B60:
4B5A5B70:
4B5A5B80:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
4B5A5B50:
4B5A5B60:
4B5A5B70:
4B5A5B80:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
4B5A5B50:
4B5A5B60:
4B5A5B70:
4B5A5B80:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
4B5A5B50:
4B5A5B60:
4B5A5B70:
4B5A5B80:
SAMI 9/3:
4B5A7250:
4B5A7260:
4B5A7270:
4B5A7280:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
SAMI 9/3:
4B5A5B50:
4B5A5B60:
4B5A5B70:

Router#

20800000 00000000 00000000 00000000  ..vuvvvnnnnn.
0000001E FFFFFFFF 00000020 0000001C ........... e
00000020 00000000 00000000 00000000 ... ...ienion...

iSCSI Event-Det: Connection timer event (0)

iSCSI Event: FFP Timeout Event Active Tasks (0)

iSCSI Event: Starting Full Feature Phase Timer (5)
INTR->TGT (HEADER + DATA) :

40800000 00000000 00000000 00000000 @..vvevievnennnn
0000001F FFFFFFFF 0000001C 00000021 ...............!
00000000 00000000 00000000 00000000 +.vvvevvivnenwnnn

TGT->INTR:Header:

20800000 00000000 00000000 00000000  +.ovvvevvevnenn.
0000001F FFFFFFFF 00000021 0000001C ...........0t.o...
00000020 00000000 00000000 00000000 ... wevevneenn..

iSCSI Event-Det: Connection timer event (0)

1SCSI Event: FFP Timeout Event Active Tasks (0)

iSCSI Event: Starting Full Feature Phase Timer (5)
INTR->TGT (HEADER + DATA) :

40800000 00000000 00000000 00000000 @....evvevnuennnn
00000020 FFFFFFFF 0000001C 00000022 ... ....ovnon.. "
00000000 00000000 00000000 00000000 +.ovvvivinnnn

TGT->INTR:Header:

20800000 00000000 00000000 00000000  +.ovvvivvvnenn.
00000020 FFFFFFFF 00000022 0000001C ... ....... "ol
00000020 00000000 00000000 00000000 ... vevieinvennnn

iSCSI Event-Det: Connection timer event (0)

1iSCSI Event: FFP Timeout Event Active Tasks (0)

iSCSI Event: Starting Full Feature Phase Timer (5)
INTR->TGT (HEADER + DATA) :

40800000 00000000 00000000 00000000 @...vevvevnennnn
00000021 FFFFFFFF 0000001C 00000023 ...!'........... #
00000000 00000000 00000000 00000000 .. vveveeenennnn

TGT->INTR:Header:

20800000 00000000 00000000 00000000  +.vvveveennnnn.
00000021 FFFFFFFF 00000023 0000001C ...!'....... #....
00000020 00000000 00000000 00000000 .. v vvwunnn.

1iSCSI Event-Det: Connection timer event (0)

1iSCSI Event: FFP Timeout Event Active Tasks (0)

iSCSI Event: Starting Full Feature Phase Timer (5)
INTR->TGT (HEADER + DATA) :

40800000 00000000 00000000 00000000 @....cveeveennn.
00000022 FFFFFFFF 0000001C 00000024 ..."........... $
00000000 00000000 00000000 00000000 v vvevvennennnn

TGT->INTR:Header:

20800000 00000000 00000000 00000000  +.vvvevvennenn.
00000022 FFEFFFFFF 00000024 0000001C ..."....... S..o..
00000020 00000000 00000000 00000000 ... wevievneenn..

1iSCSI Event-Det: Connection timer event (0)

1iSCSI Event: FFP Timeout Event Active Tasks (0)

iSCSI Event: Starting Full Feature Phase Timer (5)
INTR->TGT (HEADER + DATA) :

40800000 00000000 00000000 00000000 @....evvvevnuennnn
00000023 FFFFFFFF 0000001C 00000025 ...#........... %
00000000 00000000 00000000 00000000 v vveveeneennnn

debug ip iscsi

| 0OL-19937-03-J

Cisco GGSN Release 9.2 <% F Y77 LV X, Cisco IOS Release 12.4(22)YE2 |



M debugipiscsi

4B5A5B80:
SAMI 9/3: TGT->INTR:Header:
4B5A7250: 20800000 00000000 00000000 00000000  «.vevveeeennnnn

4B5A7260: 00000023 FFFFFFFF 00000025 0000001C ...#....... Fe.o..
4B5A7270: 00000020 00000000 00000000 00000000 ... ..venienn.n.
4B5A7280:

SAMI 9/3: iSCSI Event-Det: Connection timer event (0)

SAMI 9/3: iSCSI Event: FFP Timeout Event Active Tasks (0)

SAMI 9/3: iSCSI Event: Starting Full Feature Phase Timer (5)
SAMI 9/3: INTR->TGT (HEADER + DATA) :

4B5A5B50: 40800000 00000000 00000000 00000000 @....cvveviunwnnenn

4B5A5B60: 00000024 FFFFFFFF 0000001C 00000026 ...$......c.... &
4B5A5B70: 00000000 00000000 00000000 00000000 @+ eeewveeeeennnnn
4B5A5B80:

SAMI 9/3: TGT->INTR:Header:

4B5

Router#

Router#

Router#A7250: 20800000 00000000 00000000 00000000 ... vvviwnennn..
4B5A7260: 00000024 FFFFFFFF 00000026 0000001C ...S$....... &
4B5A7270: 00000020 00000000 00000000 00000000 ... «.vevennnnn
4B5A7280:

Router#

Router#

SAMI 9/3: iSCSI Event-Det: Connection timer event (0)

SAMI 9/3: iSCSI Event: FFP Timeout Event Active Tasks (0)

SAMI 9/3: iSCSI Event: Starting Full Feature Phase Timer (5)
SAMI 9/3: INTR->TGT (HEADER + DATA) :

4B5A5B50: 40800000 00000000 00000000 00000000 @......cvveunnenn

4B5A5B60: 00000025 FFFFFFFEF 0000001C 00000027 ...%........... !
4B5A5B70: 00000000 00000000 00000000 00000000 ....vvnvnvnnnn.
4B5A5B80:

SAMI 9/3: TGT->INTR:Header:
4B5A7250: 20800000 00000000 00000000 00000000  +.uuveeunennennn.

4B5A7260: 00000025 FFFFFFFEF 00000027 0000001C ...%....... e,
4B5A7270:un al 00000020 00000000 00000000 00000000 ... ....iuiunon..
4B5A7280: 1

All possible debugging has been turned off
Router#sh ip iscsi session
ID TARGET STATE CONNECTIONS

13 LINUX Logged In 1

Cisco GGSN Release 9.2 22> F Y7 LR, Cisco IOS Release 12.4(22)YE2
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debug record-storage-module W

debug record-storage-module

Record Storage Module (RSM; L =— RREE Y 2 —/b) IZHET 55 Ny ZERE R RT HITE,
¥i# EXEC & — F T debug record-storage-module =~ > F&ffiH L £ 3, TNy 7 H &SIz
HI2E, Zoavr Rone BAEHEHLET,

debug record-storage-module [all | dsm | error | event]

no debug record-storage-module [all | dsm | error | event]

YUBYYZADHEHE  all FTRTORSM 75 7 &FnRLET,
dsm F—H AT X=X OTF Ny SEREERLET,
error RSM BT —%2 KR LET,
event RSM B A R hE2ERLET,
TI+IE T 7 40 hOBIERCEIEH Y EH A,
vy FORERE Jyy—= EEANR
12.4(15)XQ Zpavwy RPREAINE LR,
12.4(22)YE ZDa= KA, Cisco I0S Release 12.4(22)YE IZfAAAENE LTz,
12.4(22)YE1 Zma<r K2, Cisco I0S Release 12.4(22)YE1 ICHAA T E Lz,
12.4(22)YE2 Z D=z KA, Cisco 10S Release 12.4(22)YE2 ISR £ E LT,

BEREDAA FS54>

]

ZDavwy RiE, VAT A FITRL—ZBIUHBT =712t >, GGSN & SCSI ¥—7%7 ~ M
OFE THIEN A LTI EIc& L b £,

WROFITIL, EZIALT a2 ARFEO RSM BT Ny 72K R LET,

Router#
SAMI 9/3: $GPRSFLTMG-4-CHARGING: GSN: 32.0.0.2, TID: 0000000000000000, APN: NULL, Reason:
3, GSN GTP' Transfer Failure
Router#
SAMI 9/3: RSM-Event-Det: Write by appl GGSN for profile LINUX
SAMI 9/3: RSM-FUNC: Write Handler
SAMI 9/3: RSM-DSM-DET: Allocate write buffer
SAMI 9/3: RSM-DSM-DET: rem len= 260966, bytes= 1178
SAMI 9/3: RSM-DSM: Write to file now
SAMI 9/3: RSM-DSM-DET: sda3:/root/00000001/00000001.dat exists
SAMI 9/3: RSM-DSM: Size of sda3:/root/00000001/00000001.dat is 780686
SAMI 9/3: RSM-DSM-DET: Write to sda3:/root/00000001/00000001.dat
SAMI 9/3: RSM-DSM-DET: sda3:/root/00000001/00000001.dat size is 781864 bytes
SAMI 9/3: RSM-DSM-DET: Call the write response handler
Router#show debug
Record Storage Module:
RSM DSM debugging is on
RSM DSM DETAIL debugging is on
RSM EVENT DETAIL debugging is on
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RSM EVENT debugging is on
RSM ERROR debugging is on
WOBITIE, FARY 7ok 2RO RSM BET Ny 72 F R LET,
Router#
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Allocate read buffer
SAMI 9/3: RSM-DSM-DET: Data buffer empty, read from disk
SAMI 9/3: RSM-DSM: Read from file sda3:/root/00000001/00000001.dat
SAMI 9/3: RSM-DSM-DET: Read fd is illegal in drive sda3
SAMI 9/3: RSM-DSM-DET: sda3:/root/00000001/00000001.dat exists
SAMI 9/3: RSM-DSM-DET: Read from off = 778460
SAMI 9/3: RSM-FUNC: Read in buffer
SAMI 9/3: RSM-DSM-DET: Read 262144 byte from sda3:/root/00000001/00000001.dat
SAMI 9/3: RSM-DSM-DET: Complete Record, next rec offset= 262
SAMI 9/3: RSM-Event-Det: Read record= 246 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Complete Record, next rec offset= 524
SAMI 9/3: RSM-Event-Det: Read record= 246 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Complete Record, next rec offset= 786
SAMI 9/3: RSM-Event-Det: Read record= 246 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Complete Record, next rec offset= 1048
SAMI 9/3: RSM-Event-Det: Read record= 246 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Complete Record, next rec offset= 2226
SAMI 9/3: RSM-Event-Det: Read record= 1162 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Complete Record, next rec offset= 3404
SAMI 9/3: RSM-Event-Det: Read record= 1162 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Next Record is not in buffer
SAMI 9/3: RSM-FUNC: Copy partial record to next buffer
SAMI 9/3: RSM-DSM-DET: copy= 0 bytes from offset= 3404 to offset= 2016
SAMI 9/3: RSM-DSM-DET: Data buffer empty, read from disk
SAMI 9/3: RSM-DSM: Read from file sda3:/root/00000001/00000001.dat
SAMI 9/3: RSM-FUNC: Read in buffer
SAMI 9/3: RSM-DSM-DET: Read 262144 byte from sda3:/root/00000001/00000001.dat
SAMI 9/3: RSM-DSM-DET: Chk if more data exists
SAMI 9/3: RSM-DSM-DET: Get next read file
SAMI 9/3: RSM-DSM-DET: sda3:/root/00000001/00000002.dat (File not found)
SAMI 9/3: RSM-DSM-DET: Get next read dir
SAMI 9/3: RSM-DSM-DET: sda3:/root/00000002/ does not exist
SAMI 9/3: RSM-DSM: Check next read drive sda3
SAMI 9/3: RSM-DSM: file sda3:/root/00000001/00000001.dat is the file currently read
SAMI 9/3: RSM-Error: Disk is empty
SAMI 9/3: RSM-DSM: Zero bytes read
SAMI 9/3: RSM-DSM-DET: Bytes in write buffer = 0
SAMI 9/3: RSM-Event: Disk is empty-No more records to Read
SAMI 9/3: RSM-Event-Det: Read record= 0 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Bytes in write buffer = 0
SAMI 9/3: RSM-Event: Disk is empty-No more records to Read
SAMI 9/3: RSM-Event-Det: Read record= 0 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Bytes in write buffer = 0
SAMI 9/3: RSM-Event: Disk is empty-No more records to Read
SAMI 9/3: RSM-Event-Det: Read record= 0 bytes
SAMI 9/3: RSM-Event-Det: Read by appl GGSN for profile LINUX
SAMI 9/3: RSM-DSM-DET: Bytes in write buffer = 0
SAMI 9/3: RSM-Event: Disk is empty-No more records to Read
SAMI 9/3: RSM-Event-Det: Read record= 0 bytes
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SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI
SAMI

9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:
9/3:

RSM-Event-Det: Read by appl
RSM-DSM-DET: Bytes in write
RSM-Event: Disk is empty-No
RSM-Event-Det: Read record=
RSM-Event-Det: Read by appl
RSM-DSM-DET: Bytes in write
RSM-Event: Disk is empty-No
RSM-Event-Det: Read record=

GGSN for profile LINUX
buffer = 0

more records to Read

0 bytes

GGSN for profile LINUX
buffer = 0

more records to Read

0 bytes

debug record-storage-module W
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