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TS EIERY £HA, EFHOESER LOMREERICOWTIX,  [Bug Search Tool] 3 X ONTHE
HOT7Z7y b 74—V 7 =7 V) —AHS LY V=R ) —FE2ZHRL T ZE0,
ZOEY 22— /VIRRH SN TV OHEREBROFMARR L, SEENYR—FSnTnwsr ) J—20D
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K1 EPCHTLORTLDYVRAT LEH
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IN=RT T CPURIHZROEMHIE, 7T P74+ —AIE > THERLRY F9,

FES) Ny b Ny 7 7 IEDRAM ICIRESNLE T, Ty b Ry 77Dt
A RE, 2—VREELET,

TR AR— R N7y MEIANEBDOT N, A2 AR—FTEET, 7I9vva T4
27 CTORERERISLEDS D $H A,
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* CiscoIOS Release 12.2(33)SRE Ti&, EPCIX 720077 v b7 4 — AL TOIHYR— K S ET,
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F¥ LEHE A,

CHBE, Fv 7T v T ANIET A AOHNE (TFTP £ FTP — "B L —H L T ¢
AT RE) LTI AR—-FTEET,

Embedded Packet Capture [ZD(VYT

Embedded Packet Capture (D} =

Embedded PacketCapture (EPC) (&, /X7 > D ML —RA & NT TN a—TF 4 U IO A
NI AT NEPSRE AR L 3, ZOMREZMERT L. *y NI EREEIX, v Aa T
NARZREHAYDTEZNBIET DT —F " ry beXy 7FyTEET, Xy NT—7FHEIR,
XX T Ty Ny Ty A XX AT JEREIZV =T) BLOXF Yy 7 F v 35587 Dk
KANA "EEERTDHHENSHV ET, 7y b Fv 7T b— M, G007 EHEH 8 2 6
LCAuy M) r7Tc&EfEd, 2iziE, 778X arbo— L VR ME2HEHALTEFY 7 F ¥
RGNT sy N T A NB D TTHEFT v a e, KTy by T Fy L— hERE T
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EPC D F =

ZOMEEOR| TR D L B Y T,

VAT TLI AT VAT T —F 47 (CEF) NARIZH D IPvABLOIPV6 X7 v FaF v
7T v T Hi%EE

XY ST Ny Ty RIRA—HERET DT LIV T AR TE
CTUNFNIX X T T SN Ty b
CEXFEIFARRBREDOHME TRy I F Yy INTET X Xy b ET a— K155k

ALY — NV EFEHL T, X7y B Ry Ty 2O0MHICHE L7 PCAPTE T2 AR — T 5
77 UT 4

Ry N Xy T Ty RA L MeA F—TNMITLHIRARERA VT T ANT I T ¥

FrTFr NvI7

FYTFX Ny T ATy b T A ENET D ATIAOBEKTY, Ny T 7 O—EDOH
A, YA X BROFATEZBEL, Ny 77 BDRBEIS CTERT —F 20T 5 L 5 ITRE

TEET,

XX 7T ¥ Ny T FIUIROEA TOT —Z BMRESET,
“y b F—s
CRAB T4

Ry b T —H 1% datagramstart 7> G A S AL, F/ND 1 Xy bRV DX TF ¥ A X
(datagramsize) Z#¥ ¥ 7 F ¥ Ny 7 7|lZat—LE7,

ABZF—=HZE, Ty hTF—=F Dk Yy MZOWTOHRBABEIAGENTWET, NEIT. kD
LB T,

Ny T FICIBIMENHEH DX A DAL T
Ry kN FEREESRDL R (HAEREAR)
XN TT X SNTAL v F R
FL2F I FOF a— REARICT D AN EIITHIIA ¥ 4 — 7 = A ATHIET B H T
DEAT
XY T TF ¥ Ny T 7T, ROEEELFITTEET,
XY TTFX Ny T EERL. F¥ STy RA 2 EBEMTET
Xy T F¥ RNy TrEIIUTLET,
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HFTITA NI Y STy Ny T E I AR—MLET, YAR—FINTT AL
#4733 > (FTP. HTTP. HTTPS. PRAM. RCP. SCP. B L NTETP) DWW i fif
HLT, 774 NVDEXALET T AR—FLFET,

Xy STy Ny T ONEFEFRRLET,

P ke A e (N

XY T TF v RA L MI Ny BRI T N, Ny Ty EEETONA T T 47 b
TGV hIRA L NTT, —BOARIERRDNRNTA—ZERYBTDHZLICL LT, ¥ 7Ty
RA LV FEEFRTEET,

WKDOX % TF ¥ RA v MBMERATE £,
A B =T A ANTTBIOHET1035 5 IPv4 CEF/EI D AR AL F 0 XA
A B =T A ANTTBIOHET10385 5 IPv6 CEF/E| VAR AL F 0 /XA

¥ 7T ¥ KA T ROEEZEITTEES,

XY TTFYARA L MYy T Ty Ny Ty EEEMT 0, BEMTEERLET, KX
TF v RA NI, 1O0F T F v Ny 77 LRTEEMNTEZ ENTEET,

CX X TF o KA R EWMELET

CBEDA A =T 2 A ADNRTy N Xy T F X KA N E2T 7T 472 LET, #HEONR
Ty RFXYTF v RA L FERHEDA VA =T 2 A ATT VT4 7ICTEET, =& 28
N—=F——hry=zA 7Frbays BGP) X7y ba 1 2DF ¥ 7Fv¥ Ny T77lxy
F ¥ L. OpenShortestPathFirst (OSPF) /X7 > R &RIDOF ¥ 7 F ¥ Ny T 7IZF ¥ 7F ¥ T
xFET,

*TI7kAarba—L URL (ACL) 2% % 7F ¥ R"A Vv MIBEHTEET,
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INTY b T—43 2 TF v DA

COE¥EEFITL, DOWNE FTTINY 2a—T 4 T DIOD/ry N T =2 DX v 7 F v 2Btk
LET, "Iy b T 252X x 7 FXTHITE, ¥ 7Ty Ao 77Xy Fr KA %
ERTHVLERHET, WRIZ, ¥ T T R"A U b aeXx 7T v Ny 77 EEEHEMNTAME
NHEVET, ¥ TFvr RA L I EBAX—TNITDE, Xy N T—HeXyTF¥vT5HS
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FIEDHEE

F IR D48

1. enable

Nry b T8 X5 TF v ORS

2. monitor capture buffer buffer-name [clear | export export-location | filter access-list {ip-access-list
| ip-expanded-list | access-list-name} | limit {allow-nth-pak nth-packet | duration seconds | packet-count
total-packets | packets-per-sec packets} | [max-size element-size] [size buffer-size] [circular| linear]]

3. monitor capture point {ip| ipvé} {cef capture-point-name interface-name interface-type{both | in |
out}| process-switched capture-point-name {both| from-us| in | out} }

monitor capture point associate capture-point-name capture-buffer-name

monitor capture point start {capture-point-name | all}

ARV RFERRETI VA Y

=)

ATy 71 |enable Fi#E EXEC £ — Fa A 2 —7 /LT LET,
Bl - cNXRTU—READLET (ERINEZHA) &
Router> enable

X w72 |monitor capture buffer buffer-name [clear | v T F ¥ NNy T EIREISNT-LFIENNT A —FTE
export export-location | filter access-list HELET,
{ip-access-list | ip-expanded-list | access-list-name}
| limit {allow-nth-pak nth-packet | duration seconds * ZOFITIL, pktracel &9 ARIT, P A A8 256
| packet-count fotal-packets | packets-per-sec NA M, RNy 7 7HBEORRYA 2310054 D
packets} | [max-size element-size] [size buffer-size] FEAX Y 7Fvy Ny T RNERINTNET,
[circular| linear]]
i -
Router# monitor capture buffer pktracel size

256 max-size 100 circular

Z35w 3 | monitor capture point {ip| ipv6} {cef Y TT v A N ERESNI AT A—F TER LT
capture-point-name interface-name 9,
interface-type{both | in | out}| process-switched
capture-point-name {both| from-us| in | out} } * ZOFITIE, ipeeffad/l LV LATT, 77 AN A —

PRy MO A U F—T = A ABRWEHENCH D F ¥

Bl - TFx RA LV PPERSNLTHET,
Router# monitor capture point ip cef
ipceffal/1 fastEthernet 0/1 both

X w774 |monitor capture point associate ¥ Fv¥ RA LV NEHEEINEZSY T TFv¥ Ny T 7

capture-point-name capture-buffer-name

1 -

Router# monitor capture point associate
ipceffal/1 pktracel

LB £,

XS Ty RA LN EXFY T Ty Ny T 7 ERHHE
fHiFa &, BESINZXR 7T RA L b ¥y
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AU RFEEET7TI 3y

Sl

TF v ENTZT TN v RBEEA T ST
XY T TFx Ny T TINET,

* ZOHITIE, ¥ I TF ¥ RA N ipeeffad/l 235 ¥
7 F ¥ /N 7 7 pktracel & BHEfTT STV ET,

ATwvTh

monitor capture point start {capture-point-name || % v 7F ¥ RA L N TONXr Y N F—2DX ¥ FF ¥

all}

1 -

Router# monitor capture point start
ipceffal/1

DBt E A X—TVIZ LET,

* ZOBITIE, F¥ T F ¥ AA b ipeeffad/l 731
=Tl TVET,

NTY b T—48 v TF v DELE

Nry b F—=EDX ¥ FF ¥ 2 EIET 50, ROFEEE2FITLET,

FIEDHEE
1. enable
2. monitor capture point stop {capture-point-name | all}
F D8
ARV RFEREETI VA Y =[]
ATvT1 enable it EXEC E— R& A R —7 VMIZLET,
Bl PRAT—FEANLET (ERSNEHA)
Router> enable
2FvT2 monitor capture point stop XY TF X KAV bET 4 =T ML, Ry b T4

{capture-point-name | all}

51 -

Router# monitor capture point stop
ipceffal/1

X Ty SuvAEELRLET,

* ZORFITIE, Fx I TF v AA b ipeeffad/1 28T 1 £ —
TR 5 TWET,
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DHFDI=HOD/ITy b T—E2DITY RR— b+

DWD=ODIN7Ty b T—RDITH XKR—k

Y — VR LT D7l sy b 7T —Z 27 AR— 51203, IROEFKEEFAT

L/ i ‘g—O
FIEDHEE
1. enable
2. monitor capture buffer buffer-name export export-location
FIED
ARV RFEREETY 3y B8
ATy T enable Fi#E EXEC E— F& A 2 —7 /M LET,
- CSAT—REANLET ERSAEHD)
Router> enable
RTFv T2 monitor capture buffer buffer-name export | SHrD7- DT —F A2 AFR—F LET,

export-location

1

Router# monitor capture buffer pktracel
export tftp://10.1.88.9/pktracel

* ZORITIE, Fx¥ 7 F ¥ 2Ny 7 7 pktracel 725 D
F—X X, TFTP 7’2 ha L ZHEH L Tz 7 AR—

FERET,

XY ITFrvENE=T—EDEZRYTEAVDTFFIOR

FIEDHE

Y T TF Y INTERNTY N T—HDE=H N TR T FURBITOINE, ROEES

FT, ¥ TTFXY N T rOFEMEXY T T ¥ RNA L MOFEMERRTEET,

1. enable

2. show monitor capture {buffer {capture-buffer-name [parameters] | all parameters | merged
capture-buffer-namel capture-buffer-name2}[dump] [filter filter-parameters]} | point {all |

capture-point-name} }

3. debug packet-capture

= =

FATL
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F IR D8
ARV RFEREETIVa Yy =Lz
ATvT1 enable Kt EXEC £ — & A X —7 /W LET,
. cNRAT—KREADLET (FERan/-5
K A
a) o
Router> enable
ATFv T2 show monitor capture {buffer {capture-buffer-name | FF % XN7-F — X 2 FE R L FT,
[parameters] | all parameters | merged ) )
capture-buffer-namel capture-buffer-name2}[dump] * ZOBITIE, F¥ T F v /Ny 7 7 pktracel
[filter filter-parameters]} | point {all | MOEDT —HZPRRINLTNVET,
capture-point-name} }
i :
Router# show monitor capture buffer pktracel
dump
2TFw T3 debug packet-capture NIy N XX TFX AL TT TNy T X—

1 -

Router# debug packet-capture

TN LET,

Embedded Packet Capture 0D

INTY b T—43 v TF v DOEIBOA

W, 77 AR A=Y Xy F01 A Z—T oA A0S, FRFT7A A=V XY b1 A
B—=Tx A RNy NaeXxy 7T 3002 RLET,
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Router> enable

&% TE 151

Router# monitor capture buffer pktracel ip cef ipceffal/l fastEthernet 0/1 both
Router# monitor capture point associate ipceffa0O/l1 pktracel

Router# monitor capture point start ipceffal/1

Mar 21 11:13:34.023: %BUFCAP-6-ENABLE: Capture Point ipceffal/l enabled.

Router# show monitor capture point all

Status Information for Capture Point ipceffal/1

IPv4 CEF

Switch Path: IPv4 CEF
Status : Inactive
Configuration:

, Capture Buffer: pktracel

monitor capture point ip cef ipceffal/l1 FastEthernet0/1 both

Router# show monitor capture buffer all

Capture buffer pktracel (circular buffer)
Buffer Size
Allow-nth-pak :

: 262144 bytes, Max Element Size
0, Duration : 0 (seconds), Max packets : 0, pps : O

: 256 bytes, Packets : 31
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—

INTY T

—

INTY b T—

N7y b T—8 Xv TF v DELOH

Associated Capture Points:
Name ipceffal/1, Status
Configuration:
monitor capture buffer pktracel size 256 max-size 256 circular
monitor capture point associate ipceffal/l1 pktracel

: Active

— 3 X TFrDEILDOH
WIZ, Ny b T—=2DF% % FF ¥ 2B A0 E2 77 LET,

Router> enable
Router# monitor capture point stop ipceffa0/1
Mar 21 11:14:20.152: $BUFCAP-6-DISABLE: Capture Point ipceffal/1 disabled.

BRDITHY RXHR— kD
W, WEY— VB ERH L T dlicr— 25227 AR— T 562~ LET,

Router> enable
Router# monitor capture buffer pktracel export tftp://10.1.88.9/pktracel

v ITFvENET—RADEZARY T EADTFURDB

EPC #REZFEHIT D &, /"7 v h%& ASCII TH 7/ CT&FT,
BA RO IPv4ICMP = a— & v FERLET,

WOFENL, 1 ODFREA RHBRID

<timestamp>: IPv4 packet received on Ethernet0/0 in the IPv4 CEF LES switch path
029E28E0: AABBCCO1l 2DOOAABB CC013000 08004500 *;L.-.*;L.0...E.

029E28F0: 00640001 O0OOOFEO01 A8950A00 00020A00 .d....~.(.e.v.....

029E2900: 00010000 D5C80001 00000000 00000000 ....UH..........

029E2910: BO8OABCD ABCDABCD ABCDABCD ABCDABCD O0.+M+M+M+M+M+M+M

029E2920: ABCDABCD ABCDABCD ABCDABCD ABCDABCD  +M+M+M+M+M+M+M+M

029E2930: ABCDABCD ABCDABCD ABCDABCD ABCDABCD  +M+M+M+M+M+M+M+M

029E2940: ABCDABCD ABCDABCD ABCDABCD ABCDABCD  +M+M+M+M+M+M+M+M

029E2950: ABCD

RIZ, Fx 7 Fx /N 77 pktracel DNEZFKRT DB 2R~ LET, ZDOHJTIE. show monitor
capture buffer capture-buffer-name dump =2~ > R&Eff L CRrEhET, Zoa~v> RE, 7
TANVBNE—REX T E—RD2OOF—FEYR—FLTVWET, ¥ 7FE—RTE, ¥¥
TFx SNy FO 16 EHTOXY o FRRESNET,

Router> enable

Router# show monitor capture buffer pktracel dump

11:13:00.593 EDT Mar 21 2007 IPv4 Turbo Fa2/1 Fa0/1
65B6F500: 080020A2 44D90009 E94F8406 08004500 "DY..iO0....E.
65B6F510: 00400F00 0000FEO1 92AF5801 13025801 .@....~../X...X.
65B6F520: 58090800 4D1A1169 00000000 0005326C X...M..i...... 21
65B6F530: 01CCABCD ABCDABCD ABCDABCD ABCDABCD  .L+M+M+M+M+M+M+M
65B6F540: ABCDABCD ABCDABCD ABCDABCD ABCDOO +M+M+M+M+M+M+M.
11:13:20.593 EDT Mar 21 2007 IPv4 Turbo Fa2/1 Fa0/1
65B6F500: 080020A2 44D90009 E94F8406 08004500 .. "DY..iO....E.
65B6F510: 00400F02 OOOOFEO1 92AD5801 13025801 .@....~..-X...X.
65B6F520: 58090800 FEF91169 00000000 0005326C X...~y.i...... 21
65B6F530: 4FECABCD ABCDABCD ABCDABCD ABCDABCD Ol+M+M+M+M+M+M+M
65B6F540: ABCDABCD ABCDABCD ABCDABCD ABCDFF +M+M+M+M+M+M+M
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Z D DBSEE #

wIZ,

Router> enable
Router# debug packet-capture
Buffer Capture Infrastructure debugging is on

Z D DOREEE

Embedded Packet Capture

NRry XX TFv A T7T7 TNy T oA X—=TMIT D0 %R LET,

ESPERCYS! SHRE

CiscoIOS 2~v > K

[Cisco IOS Master Commands List, All Releases.]

Xy NU—rEWa~ R (EEMa~y R&5
o) vy NHESCOFEM, 7 7 4V FEE,
awy RE— K, avr NgkE, EHEoTA
KA, BLUW

[ Cisco IOS Network Management Command
Referencel

1R

35 3

24 FIL

B UWVEU EI3EE SN A— RS
NTWERA, £, BHFEOBKIHT DY
R— MCEFITH Y EEA,

MB®DY >y

ZOREIC L > THR— &N 58 L MIB
FRFEFEINTZMIBIZIHY EHA, F22
DOIEREIC L D BEE MIB OH R — MIEE L H
D EHA,

HWIRL-TT7 Yy h 74—, CiscolOS U U —
A, BLOT 4 —Fx v MIBET S MIB &
RLTH e — T 212F, RO URLIZH
% Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs
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