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enable
configure terminal
flow monitor monitor-name

description description
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end

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
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enable

il

Router> enable

¥i# EXEC =— K& A 12— LET,
o ol INREFREINTEL, NAT—REASL
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configure terminal

il -

Router# configure terminal

Jua—)L ary 7 4 FXal—ay B— ReBEBL
AN

flow monitor monitor-name

Bl :

Router (config)# flow monitor FLOW-MONITOR-1
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description description

il -

Router (config-flow-monitor) # description Used
for basic traffic analysis

(FEE) 7n— E=X O EZ/ERLET,

record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

il -

Router (config-flow-monitor)# record netflow
ipv4 original-input

Ju— =Xl a— REEELET,

end
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Router (config-flow-monitor) # end
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1. enable
2. configure terminal
3. sampler sampler-name
4. description description
5. mode {deterministic | random} 1 out-of window-size
6. exit
7. interface type number
8. ({ip |ipv6} flow monitor monitor-name [[sampler] sampler-name] {input | output}
9. end
av Y FFERETIVaY B
enable it EXEC £— & A x—7 VT LET,
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Router (config-sampler)# description Sample at
50%
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mode {deterministic | random} 1 out-of
window-size
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Router (config-sampler) # mode random 1 out-of 2

Yo7 E—NeTae— YT TOT 4 RY A
AERELET,
*  window-size I OEFHIX, 2 ~ 32,768 T,

exit
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Router (config-sampler) # exit
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interface type number

il -

Router (config)# interface ethernet 0/0
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T74Xa2l—ary B—FEBBLET,

{ip | ipv6} flow monitor monitor-name
[ [sampler] sampler-name] {input | output}

il

Router (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input

B L7 n— =t on— Yo 7T X —
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end
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Router (config-if) # end
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1. enable

2. show sampler sampler-name
FIEDEHH

AFv7 1 enable

enable =~ RIZL > T, B EXEC E— FZMHBLET (R FBRRRINTEBNRNAY— %
AHLET),

Router> enable
Router#

ATwvF 2 show sampler sampler-name

show sampler =~ > KT, IBELEV V7T OBEDORT — X ANERENET,

Router# show sampler SAMPLER-1

Sampler SAMPLER-1:

ID: 2
Description: Sample at 50%
Type: random

Rate: 1 out of 2
Samples: 2482
Requests: 4964

Users (1):

flow monitor FLOW-MONITOR-1 (ip,Et0/0,I 2482 out of 4964
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OV TNE, Fe—nbary a4 Falb—vary T 6B LET,
!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-output
exit

|

sampler SAMPLER-1

mode deterministic 1 out-of 2

exit

!
ip cef

|
interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 output
|

WOFNE, IPVA AT NT 7 4 v 7 ROREERY 7 U T EBEB LA X —TNMbT B HEEZ5R L
TWVWET,

OV TNVE, Te— L arT 4 Falb—vary BT ReLRBLET,
!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input
exit

!

sampler SAMPLER-1

mode deterministic 1 out-of 2

exit

!
ip cef

|
interface Ethernet 0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input
|

IPv6 57«4 v I RADEEMY > TSDREEA R—TILE

LOFE, IPv6 BT NTF 7 4 v 7 FOMEEN Y 7PV U P EREB LA R —T b T 5 HEEZR L
‘/Cb\i‘é—o

OV TNE, Fe—nbard 4 FXal—vary T 6B LET,
I

flow monitor FLOW-MONITOR-2

record netflow ipvé original-output

exit

|
sampler SAMPLER-1

mode deterministic 1 out-of 2

exit

|

ip cef
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ipvé cef
|

interface Ethernet 0/0
ipv6 address 2001:DB8:2:ABCD::2/48

ipv6 flow monitor FLOW-MONITOR-2 sampler SAMPLER-1 output
!

WOHNE, IPV6 ASITNT 7 4 v 7 FOMEEN Y 7TV v P EREBLOA R—T N bT B EEZRL
TWET,
OV UL, Ta—L ary T 4 Xalb— gy B— R LEBLET,

flow monitor FLOW-MONITOR-2

record netflow ipvé original-input
exit

|

sampler SAMPLER-1

mode deterministic 1 out-of 2
exit

|

ip cef
ipv6e cef
|

interface Ethernet 0/0

ipv6 address 2001:DB8:2:ABCD::2/48

ipv6 flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input
!

20— B8RS A —D A ATAR—TIIEShTWBRIHEED.
JO0— E=484ANDY 2 TS5EM

WOBNE, 7T LTS, v H—T =2 A LTAX—TNLENTWE 7 e — =X Il 7 T%
BILES ELEGAIL, EoXchdnERrLC0nET,

Router (config) # interface Ethernet 0/0
Router (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WOFNE, A v F—T A ANnbT7a— E=Z5HIKRL, y 07 7H0 TAHRx—TMETEEH L5
T 5 FHEERLTWNET,
Router (config)# interface Ethernet 0/0

Router (config-if) # no ip flow monitor FLOW-MONITOR-1 input
Router (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

JA— ¥4 DY TS OHIR
WO, sampler ¥ — 7V — K &51%7 L T flow monitor 2~ > REZFHANL, f v F—T=A Z LD
Ta— E=AnbY T IERBIRLED L LIEGAIC. EORSIIRDINETLTVET,

Router (config) # interface Ethernet 0/0
Router (config-if)# ip flow monitor FLOW-MONITOR-1 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in sampled mode and cannot be
enabled in full mode.

| .“
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Router (config) # interface Ethernet 0/0
Router (config-if)# no ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
Router (config-if)# ip flow monitor FLOW-MONITOR-1 input
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(Flexible NetFlow) . clear flow exporter, clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination.
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source. collect ipv4 total-length, collect ipv4 ttl,
collect routing, collect timestamp sys-uptime. collect
transport, collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter, flow monitor. flow record. ip flow monitor,
match flow, match interface (Flexible NetFlow) .
match ipv4, match ipv4 destination., match ipv4
fragmentation, match ipv4 section, match ipv4 source.
match ipv4 total-length, match ipv4 ttl, match
routing, match transport, match transport icmp ipv4,
match transport tcp. match transport udp. mode
(Flexible NetFlow) ., option (Flexible NetFlow) .
record, sampler, show flow exporter. show flow
interface, show flow monitor, show flow record. show
sampler, source (Flexible NetFlow), statistics packet,
template data timeout, transport (Flexible NetFlow)
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routing. debug flow record. match routing. record.
show flow monitor. show flow record. collect ipv6,
collect ipv6 destination. collect ipv6 extension map.
collect ipv6 fragmentation. collect ipv6 hop-limit,
collect ipv6 length, collect ipv6 section. collect ipv6
source, collect transport icmp ipv6. ipv6 flow monitor.
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section.
match ipv6 source. match transport icmp ipvé
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