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match flow

match interface
match {ipv4 |ipv6}
match routing

match transport
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collect counter

collect flow

collect interface

collect {ipv4 | ipv6}

collect routing

collect timestamp sys-uptime
collect transport
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1. enable
2. configure terminal
3. flow record record-name
4. description descrription
5. match {ipv4 | ipv6} {destination | source} {address | {mask | prefix} [minimum-mask mask]}
6. NEGLTAT v S5 Z#VIRL, La—RFOZOMD key 74—V FERELET,
7. collect {ipv4 | ipv6} source {address | {mask | prefix} [minimum-mask mask]}
8. WEIIUGUTAT vy 7 TaHVIEL, La— ROZODOMOD nonkey 7 4 —/V FERELET,
9. end
ATV RFEREEFE7IVaY B
enable ¥t EXEC £— F&A X —T7VIZLET,
o TmUTIRFIRINTLH, NAU—FEATL
i : F7
Router> enable
configure terminal Jua—sN\)L ary7 4 F¥alb—var T— ReiGL
i ‘é—o
i -
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Router (config) # flow record FLOW-RECORD-1 E’g"é -k zt') 'C‘é‘ i#
description description (FEE) 7o— La— ROWHZER L E7,
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Router (config-flow-record) # description Used
for basic traffic analysis
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match {ipv4 | ipv6} {destination | source}
{address | {mask | prefix} [minimum-mask mask]}
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Router (config-flow-record) # match ipvi4
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enable =~ NIZX > T, %M EXEC E— FZBnLET (Fr o7 FRRRINEHARAT— R

FIEOHE
1. enable
2. show flow record
FIRD
AFwv7 1 enable
AT LET),
Router> enable
Router#
AFw 7 2 show flow record

show flow record =~ > N TlX,

Router# show flow record

BELEF70— E=XDOBEO AT — X ARERTINET,



http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html
http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html
http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html
http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html

| Cisco IOS Flexible NetFlow 70— La— F&&U 70— EZ4DHRETA4 X

Flexible NetFlow 70— La— FE&UIA— E=2 0421 XA5E W

flow record FLOW-RECORD-2:

Description: Used for basic IPv6 traffic analysis
No. of users: 1

Total field space: 53 bytes

Fields:

match ipv6é destination address
collect ipvé6 protocol

collect ipv6 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last

flow record FLOW-RECORD-1:

Description: Used for basic IPv4 traffic analysis
No. of users: 1

Total field space: 29 bytes

Fields:

match ipv4 destination address
collect ipvé4 protocol

collect ipv4 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last
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FIEDHE

FIED

2AFvFT 1
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AN Licar74Xalb—yvay avwy REFERT I3, ROLEEX A EFEITLET,

1. enable

2. show running-config flow record

enable

enable =~ NIZX > T, % EXEC E— FZBLET (Fr o7 FRRRINEHARAT— R4

ADLET),

Router> enable
Router#

show running-config flow record

show running-config flow record =~ > FCTIZ fEL 27— F=4Dar T 1 Falb—a =

~ Y FBRERRENET,

Router# show running-config flow record

Current configuration:
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flow record FLOW-RECORD-2
description Used for basic IPv6 traffic analysis
match ipv6é destination address
collect ipvé6 protocol

collect ipv6 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last
|

1

flow record FLOW-RECORD-1
description Used for basic IPv4 traffic analysis
match ipv4 destination address
collect ipv4 protocol

collect ipv4 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last
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7r—E=FTrecord I~ RONRT A —FZERT 52X, Z DRI no ip flow monitor =~ > K
EEALT, EAISNEZETARXTOS U F—T oA ANbT7r— F=X ZHIRLTBLERDH D 3,
ip flow monitor =~ > FOFEMIZ OV TiX, [Cisco 10S Flexible NetFlow Command Referencel %%

LTS IZE0,

enable
configure terminal
flow monitor monitor-name

description string

IR

{immediate | normal | permanent} }

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}

cache {entries number | timeout {active seconds | inactive seconds | update seconds} | type

7. VHEIZEULTAT Y765 BVIEL, 2070 — F=XDFXFy via NITA—XOEFEKT L

iﬁ—o

8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name

11. end

ATV RFFERERETIVa Y

B

enable

Bl :

Router> enable

KM EXEC E— R& A F—7 iz L£9,

o TulTINRERENTESL, RAU—FKEZ AL
i‘é—o

configure terminal

il :

Router# configure terminal

Ju—nN) ar7 4 FXFal—ygry B— REelBL
i‘é—o

flow monitor monitor-name

il

Router (config) # flow monitor FLOW-MONITOR-1

7u— =% %/Efk L. Flexible NetFlow 7 1 — &

=% ar74¥al—yar T REEHBLET,

o IDawYRTIE, BMFO 7 u— =X A LR
THZELLTEET,

description string

i :
Router (config-flow-monitor)# description Used
for basic ipv4 traffic analysis

(fEE) 7a— E=ZOuHEFERLET,
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record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

il :

Router (config-flow-monitor)# record
FLOW-RECORD-1

Jo— E=FDlLa— REEELET,

cache {entries number | timeout {active seconds
| inactive seconds| update seconds} | type
{immediate | normal | permanent}}

EE) #4477 ME, v vvaDxTr bV,
Fyrovva AATRE, Tr—E=FDF ¥ via
INTGA—REEELET,

o ¥y via A7) immediate [ZFRT I TV

i : . o

Router (config-flow-monitor)# cache entries 1000 5%':' N tlmeOUt F—U— FIZB ﬁﬁ. Foni
3’\' U%FOD'TE /\\)(jj foﬁ@i‘j_o

VEIGLTATy 76 2V IEL, Z07r— % |—

ZHADFXF Y v a RIA—FOETEKT LET,

statistics packet protocol (f£&) Flexible NetFlow E=Z ® 71 | 2 LA HEGRE

i :
Router (config-flow-monitor) #
protocol

statistics packet

FHEROWEL A F—T M LET,

statistics packet size

Bl :
Router (config-flow-monitor) # statistics packet

size

({:E) Flexible NetFlow & =% O% A X458k EHE
WMOWEEA F—T N LET,

exporter exporter-name

EE) 1EREHDOT 7 AR—FZDL4FTIZEELET,
e JH— T JAR—HZIZONWT, BIURZDORE

il : FFIEIZ 2T, TConfiguring Data Export for

Router (config-flow-monitor)# exporter Cisco 108 Flexible NetFlow with Flow

FAPORTER Exporters] EV 2 — /L EZZRL T E &0,

end Flexible NetFlow 7 u— =% a7 (X a L —
va v E—REKT LT, FH EXEC £— FIZRY

il 7,

Router (config-flow-monitor) # end
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FIROHME

1. enable

2. show flow monitor monitor-name

FIEDEHH

AFv7 1 enable

enable =~ RIZL > T, B EXEC E— Rz LET (R FRRRINTEBNRNAY— %
AHLET),

Router> enable
Router#

AFw 7 2 show flow monitor monitor-name

show flow monitor =~ FTIE. BEL7- 70— F=XOBEDAT—X ANERINET,

Router# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic ipv4 traffic analysis
Flow Record: FLOW-RECORD-1
Flow Exporter: EXPORTER-1
Cache:
Type: normal
Status: allocated
Size: 1000 entries / 50052 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
Stats:

protocol distribution
size distribution

— SN oo Tfe S
70— E-2DHRTEHEDR
AN LTcar74Xab—vay avy FEERT I, ROEEX AT ZEITLET,

FIROHE

1. enable

2. show running-config flow monitor monitor-name
FIEDEHH
AFv7 1 enable

enable =~ RIZL > T, B EXEC E— Rz LET (R FRRRINTEBNRNAY— RE
ADLES),

| .“
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A7y 2

Router> enable

Router#

show running-config flow monitor

show running-config flow monitor =~ > FCTiX, fEEL/c7n— E=FDar 7 4 Fal— a3
avy RIRFRREINET,

Router# show running-config flow monitor FLOW-MONITOR-1

Current configuration:

|

flow monitor FLOW-MONITOR-1

description Used for basic ipv4 traffic analysis
record FLOW-RECORD-1

exporter EXPORTER-1

cache entries 1000

statistics packet protocol

statistics packet size

A2B8—T A AANDI7A0— E=S2DEMA

HHER

FIEDOHE

TIT 4 TICT BN, 7o— T=HERIK 1 oD v E—T 2 RATEATAILERHY F3, 7
O— F=HX 52T 7T 47T DI, RONEZ AT HFRITLET,

FAIEHRF L =2 — F [NetFlow original), F721% NetFlow IPv4 original input] & %\ %
NetFlow IPv6 original input] % 7w — E=XIZHE L T, LIATD NetFlow # =3 = L — M 2545
IZ. Flexible NetFlow 7 n— £=%%& ANJ) (5) F7 74 v 7Ot £7,

FHIEFRF L 2— K [NetFlow IPv4 original output| F7-i% NetFlow IPv6 original output] % 7
0— E=HZIZHELT, HJiNetFlow 7V 7 4 7HiEE =X = L— T 5484 1%, Flexible
NetFlow 7 m— E=4 %] (BE) FNT 74 v 7 OO ETFICHERTEET,

enable
configure terminal
interface type number

{ip | ipv6} flow monitor monitor-name {input | output}

o b N =

ATy T 3L AEBMOIEL, NI 74 v 7 BERTOINLV—FDOMOT XTOAL L F—T = ATT
O— E=4%T7 7T 4712 LET,

6. end
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FIED

b & b

AFvF 2

ATFvT 3

ATvT 4

ATFvT 5

ATvT 6

Flexible NetFlow 70— La— FE&UIA— E=2 0421 XA5E W

AU RFEREF7IIY

=]:5)

enable

il

Router> enable

¥+ EXEC =— K& A 2 —7 i LET,
o Tl T IREFREINTEL, NAT—REASL
*7,

configure terminal

il -

Router# configure terminal

Ju—)Lary 7 4 FXal—ay B— ReBEBL
7

interface type number

Bl :

Router (config) # interface ethernet 0/0

AVHE—T A AEREL, AV F—T xR 3
TA4F¥ 2l —vary BT—RERBLET,

{ip | ipv6} flow monitor monitor-name {input |
output}

il

Router (config-if)# ip flow monitor
FLOW-MONITOR-1 input

ERRiEAD 7T a— F=X %, T T 4 v 7 D%t
BN E—T A ATV Y THZET, 20D
TH— = AETIT 4TI LET,

AT o3 L4 EBEVIEL, NT T4 v EERTS
N—=BZDOMDT_RTOA  F—T =24 A TT7 10— F
=HET T 47 LET,

end

Bl :

Router (config-if) # end

f B =T z2A A AT 4 FXalb—vagy T—K%E
T LT, %M EXEC £— FIZED 7,

4 >3 —27 =14 AT Flexible NetFlow 1 r—JIJLiLESNTILNB Z &EDHER

A & —7 x4 AT Flexible NetFlow 234 2 — 7 T2 5> TWAH Z & 2HERT HI21T, IROEEZX A

7 EFATLET,

FlIaOHE
1. enable
2. show flow interface [ type number |
FIED
X797 1 enable

enable =~ RiZL - T, HHEEXECE— RZBMBLET (o7 FREREINTEZHNRAT—RE

ADLET),

Router> enable

Router#
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ATFvFT 2

show flow interface

show flow interface =~ RKiZ k> T, £ ¥ —7 = A AT Flexible NetFlow 281 X — 7 /LiZ72 > T
WD ERHERSNET,

Router# show flow interface ethernet 0/0

Interface Ethernet0/0

FNF: monitor:
direction:
traffic(ip):

FNF: monitor:
direction:

traffic(ipvo) :

FLOW-MONITOR-1
Input

on
FLOW-MONITOR-2
Input

on

Router# show flow interface ethernet 1/0

Interface Ethernetl/0

FNF: monitor:

FLOW-MONITOR-1

direction: Output
traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Output
traffic (ipv6) : on

JO0—EZ2 vy aADT—R2DERT

ARG H

FIEDOHE

FIED*H

AFvFT 1

Tn— F=28 Xy vy VaWNOT =X 2 FKRT DI ROEEF A7 ZFITLET,

TuR— E=F Xy v aNDOTa—%R AT H7OICIE, NetFlow original L 22— R TEZR 417z L HEIC
BWETDN T 74w 0 a%ET o407 —T =24 R, ANN7n— E=2Z2EHTO0LERH) 7,

1. enable

2. show flow monitor name monitor-name cache format record

enable

enable =~ RIZk > T, HHEEXEC E— Rz LET (Fr 7 FRRRINTEHENRNATY—RE
ADLET),

Router> enable
Router#

show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ K A MU 7/ T, 7n— €=
ZDXy vy aNIZhHDHAT—X A, fHiHE#R, BL O 7e— F—2REXRINET,
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Router# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV4
ipv4
trns
trns

source address:
source port:
destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

IPV4
ipv4
trns

source address:
source port:

trns destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

IPV4
ipv4 source address:
trns source port:

trns destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

DESTINATION ADDRESS:

DESTINATION ADDRESS:

DESTINATION ADDRESS:

Normal
1000
4
4
101
97
1800 secs) 3
15 secs) 94
0
0
0
172.16.10.5
10.10.11.1
25
25
72840
1821
21237828
22086520
6

172.16.10.2
10.10.10.2
20

20

3913860
7326
21238788
22088080

6

172.16.10.200
192.168.67.6
0

3073

51072

1824

21239228
22087980

1

Router# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV6
ipvé
trns
trns

source address:
source port:
destination port:

DESTINATION ADDRESS:

Normal
1000
2
3

95

93

1800 secs) 0
15 secs) 93

0

0

0

2001:DB8:4:ABCD::2
2001:DB8:1:ABCD::1
33572

23
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counter bytes: 19140
counter packets: 349
timestamp first: 2172704
timestamp last: 2198272
ip protocol: 6

IPV6 DESTINATION ADDRESS: FF02::9

ipv6 source address: FE80::A8AA:BBFF:FEBB:CCO03
trns source port: 521

trns destination port: 521

counter bytes: 92

counter packets: 1

timestamp first: 2195672

timestamp last: 2195672

ip protocol: 17

Flexible NetFlow 70— La—F&LU70— E=4D
HARETA XDEEH

T 2T ROBREFNCSWTHIA L E T,

o [HREZ2 7 B —OHMHIRINT-AATE— La— K Fyv v raDifE : ] (P.16)

o MPv6 hT 7 4 v ZVEMMAOA AZ N 7o — La— RRE : i) (P.17)

o IMAC ¥ XU VLAN #FHE RS O Flexible NetFlow D¢ E : 11 (P.18)

o [AJ] VRF #7R— D7 ® Flexible NetFlow D& : #i] (P.18)

o Ry MU= R=2DT 7V r— a3 VRidD 7= ®d Flexible NetFlow DFZE : ffil] (P.19)

ARG O—DEMNFIREIN-RKATO— LaA—F £v vy aDRE : K

WOBNE, V=B DT XTDA L H—T 2 A ATD, XA T A7 H—ER (ToS) 7 4 —/b KEARI
BT AL OB HFEINTVWET, 2oL, show flow monitor =~ > RZEZFHH L T/L—% LB
TR EXYyTFr L, HWIEATIHIZLEEZHMELTCND D, =7 AR—FIIRESNEEA,

OV TINE, sae— a4 Xab—vary T— R0 bBBLET,

!

ip cef

|

flow record QOS RECORD

description UD: Flow Record to monitor the use of TOS within this router/network
match interface input

match interface output

match ipv4 tos

collect counter packets

collect counter bytes

exit

!

flow monitor QOS MONITOR

description UD: Flow Monitor which watches the limited combinations of interface and TOS
record QOS_RECORD

cache type permanent

cache entries 8192 ! 275 (combos of interfaces) * 256 (values of TOS)

exit
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|

interface ethernet0/0

ip flow monitor QOS_MONITOR input
exit

!

interface ethernet0/1

ip flow monitor QOS MONITOR input
exit

!

interface ethernet0/2

ip flow monitor QOS MONITOR input
exit

!

interface serial2/0

ip flow monitor QOS_MONITOR input
exit

!

interface serial2/1

ip flow monitor QOS MONITOR input
|

show flow monitor =~ > FOHNIZIE, Fv v Va2 DBEDOAT —F ANREKRINET,

Router# show flow monitor QOS MONITOR cache

Cache type: Permanent
Cache size: 8192
Current entries: 2
High Watermark: 2
Flows added: 2
Updates sent ( 1800 secs) 0

IPv6 F5 74 v O EBRADHRE L 70— La— FERE : B

WOFETIX, IPV6 NS 7 4 v VERRO AR L 7u— La—R Xy v a2 2ERLET,
OV UL, Ta—L ar T 4 X alb— gy B— R BBLET,

|
ip cef
ipvé cef
|
flow record FLOW-RECORD-2
description Used for basic IPv6 traffic analysis
match ipv6 destination address
collect ipvé6 protocol
collect ipv6 source address
collect transport source-port
collect transport destination-port
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
|
flow monitor FLOW-MONITOR-2
description Used for basic IPv6 traffic analysis
record FLOW-RECORD-2
cache entries 1000
statistics packet protocol
statistics packet size
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interface Ethernet0/0

ipv6 address 2001:DB8:2:ABCD::2/48
ipvé flow monitor FLOW-MONITOR-2 input
|

interface Ethernetl/0

ipv6 address 2001:DB8:3:ABCD::1/48

ipv6e flow monitor FLOW-MONITOR-2 output
|

MAC & & U VLAN #iaHEHER A D Flexible NetFlow DEXTE : i

wOHFIL, MAC B LT VLAN #EHE R A IZ Flexible NetFlow # 8% E 4 2 Hikxa R~ L TWET,
OV UL, Ta—L ary T 4 Xalb— gy B— R LEBLET,

|

flow record LAYER-2-FIELDS-1

match ipv4 source address

match ipv4 destination address

collect datalink dotlg vlan output
collect datalink mac source address input
collect datalink mac source address output
collect datalink mac destination address input
collect flow direction

collect counter bytes

collect counter packets

!

exit

!

!

flow monitor FLOW-MONITOR-4

record LAYER-2-FIELDS-1

exit

!

ip cef

|

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
|

AN VRF #R— kDD Flexible NetFlow DE%5E : 41

WROFITIL, Virtual Route Forwarding (VRF) ID # key 7 4 —/V R&E LTIETH 7 r— La— R%
FOANT7on— =2 %@MT52 LT, V—FDEEFET Y 6O VREID OEZHEL 7,

OV UTNVE, Tr— N ar T 4 Fal—var B ROLBBLET,
!

flow record rm 1

match routing vrf input

match ipv4 source address
match ipv4 destination address
collect interface input
collect interface output
collect counter packets

|

flow monitor mm 1

record rm 1
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zotezx A

|

interface Serial2/0

ip vrf forwarding green

ip address 172.16.2.2 255.255.255.252
ip flow monitor mm 1 output

!

end

2y bI—9 R=ZADT7T) 75— 3 UEBEHEDT-HD Flexible NetFlow

MDERTE : il

RDEXE

WROFTIE, 7V r—varvshikey 74—V RELTNET L7 — La—Refo7n— £=
FEMT 2L T EEO2ABDIP RAMNITRALONDT TV r—va v TLIZR b7 u—%2fE
3 %7212, Network Based Application Recognition (NBAR) Z{ff L £,

OV UL, Ta—)L ary T 4 X alb— gy B— R BBLET,

flow record rm 1

match application name

match ipv4 source address
match ipv4 destination address
collect interface input
collect interface output
collect counter packets

|

flow monitor mm 1

record rm 1

|

interface FastEthernet0/0

ip address 172.16.2.2 255.255.255.0
ip flow monitor mm_1 input

|

end

Flexible NetFlow IZxt L TF— % =7 AR — b &% ET 2354 1%. [Configuring Data Export for Cisco
I0S Flexible NetFlow with Flow Exporters] €Y 2 —/L &SR LTI 7ZE 0,

TR—= YTV T ERELT, T T4 v 7LD CPU A — 3=~y BT 55813,
[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |
EFV2—LEZRLTIEZSN,

Flexible NetFlow (Zxt L TW TN DHAIERF L 27— FERET 2851, [Configuring Cisco
10S Flexible NetFlow with Predefined Records] £ = — /L &SR LT &0,
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/use_fnflow_redce_cpu.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/use_fnflow_redce_cpu.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
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N szan

Z Z TIE., Flexible NetFlow (2895 S EERHI DWW THHA L £ 7,

RERE

BR%

Cisco I0OS 2w K

[ Cisco I0S Master Commands List, All Releases]

Flexible NetFlow DA

[Cisco 10S Flexible NetFlow Overview |

Flexible NetFlow OfpEr — K~ v 7

[Cisco IOS Flexible NetFlow Features Roadmap |

Flexible NetFlow (2 L % LLAT D NetFlow O =3 = L —
var

[Getting Started with Configuring Cisco I0S Flexible NetFlow |

Flexible NetFlow T — % 27 AR — T 570D~
B — =7 AR— S OFE

Configuring Data Export for Cisco I0S Flexible NetFlow with
Flow Exporters ]

Flexible NetFlow ® k7 7 ¢ v 7 BRI L 54—/ —
~y FBEBOZOD 7 a— o7 ) v IRIE

[Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the
CPU Overhead of Analyzing Traffic]

HAERE H L 22— K& H L7z Flexible NetFlow @

Ax AE

Configuring Cisco 10S Flexible NetFlow with Predefined Records

Flexible NetFlow Top N Talkers A L7z %> F U —
7 LT T4 v DI

[Using Cisco I0S Flexible NetFlow Top N Talkers to Analyze
Network Traffic]

Flexible NetFlow @ IPv4 <~ /L F % v A M HEEHE#
PAR—FORE

[Configuring IPv4 Multicast Statistics Support for Cisco I0S
Flexible NetFlow |

Flexible NetFlow =27 4 ¥ 2L —v g a<w U R

[Cisco 10S Flexible NetFlow Command Reference]

&

B 24 ML

L _

MIiB MIB J>s

2L BINLZ7 Ty b7+ —24, CiscolOS UV U —2, BLOHEEY v

FD MIB OBFiEBR L TE Y ra— R+ 5121%, ko URL ITéh
% Cisco MIB Locator # /8 L £,

http://www.cisco.com/go/mibs

RFC

RFC

24 ML

RFC 3954

[ Cisco Systems NetFlow Services Export Version 9]

T


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/fnetflow_overview.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/fnetflow_feat_rdmap.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get_start_cfg_fnflow.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/use_fnflow_redce_cpu.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cgf-topn.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cgf-mcast.html
http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html
http://www.cisco.com/go/mibs
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HET,
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TRRE., N7+ —~v U AT 5 MEE A«
VERTIT 4 TIEEB L OIS 5

ZDO Web VA b EDOY—IIT 7 AT BB,
Cisco.com D1 7 A ID BLUVIRAT — RNHLETT,

http://www.cisco.com/cisco/web/support/index.html
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1, ZOEYV2— LTl LIcHEL Y X ML, HFEOREHFBR~D I 7 2R LET, ZOR
121X, Cisco I0S Release 12.2(1). & %\ X Cisco I0S Release 12.2(1) E721% 12.0(3)S Bl U U —
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IR ENTWAWZ OHETOMEEDEERIIZ SOV TIX, Cisco I0S Flexible NetFlow Features
Roadmap] ZZML T ZE Wy,

THEHAD CiscolOS Y7 b =7 VY —RCkoTiE, a2 FOPIC—FEHTEXRNEDRH Y
9, BEOa< L RICETZY U —2FRICOVWTEL, a<wr RV T77 LA =27 VAL
TLEEW,

TR T7 A —bDYR—= I BLBYYT7 b7 A A—VOYR— MIETIERERET D11
Cisco Feature Navigator Zffi [} L 3", Cisco Feature Navigator i3 2 & FEDY 7 by =7 U
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Flexible NetFlow O#geiEs MW

=1 Flexible NetFlow D#aEiER
HRES yy—= HEETER
Flexible NetFlow 12.2(33)SRC |Flexible NetFlow 2338 A X E L7,

12.40)T Z ORED YR — R i, Cisco 7200 'V — X L—Z HE L

T Cisco I0S Release 12.2(33)SRC TEMENF L7z,

Flexible NetFlow B4REIZ DWW ClX, ROFHEIZHANH Y
9,

e [Flexible NetFlow 7e— L a— KB I\ 70— =
B DAL~ A XORFIHESEMNE] (P.2)

e [Flexible NetFlow a2 — L 2— B IO 7o— &=
HDH AL <A XZHONWT] (P3)

e [Flexible NetFlow 7u— L a— B IO 72— &=
X DI AL~ A XF5{E] (P.4)

e [Flexible NetFlow 72— L a— B IO 72— E=
HDIAH~ A XDOFER ] (P.16)

WO~y NPEAEIIELTINE L, cache
(Flexible NetFlow) . clear flow exporter, clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination.
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source. collect ipv4 total-length, collect ipv4 ttl,
collect routing, collect timestamp sys-uptime. collect
transport, collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter, flow monitor. flow record. ip flow monitor,
match flow, match interface (Flexible NetFlow) .
match ipv4, match ipv4 destination., match ipv4
fragmentation, match ipv4 section, match ipv4 source.
match ipv4 total-length, match ipv4 ttl, match
routing, match transport, match transport icmp ipv4,
match transport tcp. match transport udp. mode
(Flexible NetFlow) ., option (Flexible NetFlow) .
record, sampler, show flow exporter. show flow
interface, show flow monitor, show flow record. show
sampler, source (Flexible NetFlow), statistics packet,
template data timeout, transport (Flexible NetFlow)
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W Flexible NetFlow D#EENER

% 1 Flexible NetFlow D#EEIHR (HiZ)

RS yy—=x HEETE®

Flexible NetFlow—IPv4 Unicast Flows 12.2(33)SRC |Flexible NetFlow TIPv4 5 7 ¢ v 7 R TE £9°,
12.4(9)T

Z OBEFED Y R — M, Cisco 7200 ¥ U —X L—F L L
T Cisco I10S Release 12.2(33)SRC TEMENFE L7z,

Flexible NetFlow : IPv4 Unicast Flows ¥¥RE(Z DTk,
WOEBIZHHARSH Y 7,

o [IPv4 £721ZIPV6 77 4 v ZHIOA AL I 70—
La— RogE]l (P.S)

o IS —Tx A A~DT7O— F=FDEMH] (P.12)

MDA~y FRENEIIIEFESNE LT, collect routing,
debug flow record. collect ipv4, collect ipv4 destination,
collect ipv4 fragmentation, collect ipv4 section, collect ipv4
source, ip flow monitor. match ipv4. match ipv4
destination, match ipv4 fragmentation. match ipv4
section, match ipv4 source. match routing, record. show
flow monitor. show flow record

Flexible NetFlow—Layer 2 Fields 12.2(33)SRE |[MAC 7 FL 2{E48 LAN (VLAN) ID 2 XD 1A ¥ 2
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Z OMRED YR — MiE, Cisco 7200 3 L U8 7300 Network
Processing Engine (NPE; ry hU—ZJ Bz ) &
J—X —%H& LT, Cisco I0S Release 12.2(33)SRE
TEMmEnE L,
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e [MAC £ X O VLAN # it # A7 H o Flexible
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MDA~ FPHEAELIERINE LT

collect datalink dotlq vlan, collect datalink mac,
match datalink dotlq vlan, match datalink mac
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Flexible NetFlow—IPv6 Unicast Flows 12.2(33)SRE |Flexible NetFlow TIPv6 ~5 7 ¢ v 7 #BEHTX 4,
12.4(20)T

Z OMRED YR — MiE, Cisco 7200 F £ T* 7300 Network
Processing Engine (NPE; *rv MU —Z7 T T r) v
J—X —% M & LT, Cisco IOS Release 12.2(33)SRE
TEMSE LT,
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WKDa~y RPBEAEFIEREINE LT, collect
routing, debug flow record. match routing, record.
show flow monitor. show flow record. collect ipv6.
collect ipv6 destination. collect ipv6 extension map.
collect ipv6 fragmentation. collect ipv6 hop-limit,
collect ipv6 length. collect ipvé section. collect ipv6
source, collect transport icmp ipv6. ipv6 flow monitor.
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section.
match ipv6 source. match transport icmp ipvé

Flexible NetFlow—Ingress VRF Support 12.2(33)SRE |VRFID # key % 7-iZ nonkey 7 4 —/L K& LCUUET B 7
15.0(1)M n— La— ReFoAN7r— =X &2+ 52 LT,
N—B DFF /Y7 v N Virtual Route Forwarding
(VRF) ID #NETEET,

Z OMRED Y R — MiE, Cisco 7200 8 L T* 7300 Network
Processing Engine (NPE; *rv MU —Z7 ) v
Y—X —%H L& LT, Cisco IOS Release 12.2(33)SRE
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WD~y RPEANEIFETINE L, collect
routing. match routing, option (Flexible NetFlow) .
show flow monitor
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Flexible NetFlow—NBAR Application 15.0(1)M Network Based Application Recognition (NBAR) #f# fi9
Recognition .77V —va 4% key £721E nonkey 7 4 —/L R
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NBAR Application Recognition @Bkt DV Tix, kD
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® Flexible NetFlow ®#%7E : #] (P.19)

WHa~y RPNEAERRFEFTRINE L,

collect application name, match application name,
option (Flexible NetFlow). show flow monitor
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