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Flexible NetFlow OFRIEFH &L =2 — NiX, LARIO NetFlow DA N F v v v a b HiF v v o,
BLOENF Y v 2 lZE ST ET, LIRTO NetFlow OFEFIF v v = & 9 2 HRl %7
7 Flexible NetFlow L =— ROEW L, FRDEFRFA L 32— FTIEHENDEITINRNWI LT,
Flexible NetFlow O FRIEFHRF AL 2 — NiZ, =2—FEZED (W AF L) La— FOBEMITERUTS
1. Flexible NetFlow 7 o — E=# |[ZBEA T SN E T,

Flexible NetFlow OEFIEHREAL2— FDF| &

PLRTO NetFlow F72138E0% v v ¥ = 2R OLIRTO NetFlow 2/ L T\ =834 13, Flexible NetFlow
TEA R AR FATE®HF AL 32— F&MH L T Flexible NetFlow (ZB1T9 5 &, Bl&EERILC M7
T4l T2 25Xy T Ty LT TEES, 202 —FITE->T, UHINBFEL TV
Flexible NetFlow L= — R, F7 7 4 v 75 OEMEDIZ L A LIZHEAE L TW2IFT T,

Flexible NetFlow DERIEZEFEH L 31— F NetFlow Originall &
[NetFlow IPv4 Original Input]

Flexible NetFlow O HRE#H ¥4 L = — K [NetFlow original] & [NetFlow IPv4 original input] (.

key 7 4+ —/V K& nonkey 7 4 —/V RBRIL TH D=, ANEX THMAT L2 RN TEET, FAIE

F#ig A L a2— K [NetFlow original] & [NetFlow IPv4 original input] @ key ¥ & U8 nonkey 7  — /L
Rz, £ 1ITRLET,

® 1 EREZEHAH L 3— F TNetFlow Originall & NetFlow IPv4 Original Input] T#ER3h3
key & U nonkey 714 —JLF

key F1=[& nonkey
J4—ILF J4—ILF it -
IP ToS key A7 FT —rv 2 (ToS) 74—V KOfH,
IP Protocol Key IP 7o ha 7 —)L KOHE,
IPv4 Source Address Key IPv4 EZETTT KL A,
IPv4 Destination Key IPv4 58587 R LA,
Address
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B =pE=%4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

& 1 ERiEEFA L a3— F INetFlow Original] & 'NetFlow IPv4 Original Input] TERSHh 3
key & U nonkey 74 —JLF (%)
key F7=IZ nonkey

Z4—ILF J4—ILF EE

Transport Source Port  |Key NGV AR—=F LAVYORETLR—F 74—/ K
DA,

Transport Destination ~ |Key F T AR—= K LA YDRSER— 74—V FOHE,

Port

Interface Input Key NoT7 4w I MZEINEA L EZ—T AR,

Flow Sampler 1D Key Tu—Hr7I0IDFS (Tu— T TR
AX—TNZENTHDHE),

IP Source AS Nonkey EETHREY AT LE 5,

IP Destination AS Nonkey SESCHE Y AT LK B,

IPv4 Next Hop Address |Nonkey XTI AR R TDOIPVE T KL A,

IPv4 Source Mask Nonkey IPv4 X{ETLT RLAD~ R,

IPv4 Destination Mask |Nonkey IPvV4 565c7 RLAD~ A 7

TCP Flags Nonkey TCP 75 7 7 4 —)L KOFH,

Interface Output Nonkey N7 4y I REEENTA L E—T A A,

Counter Bytes Nonkey T —WNTHII N A M

Counter Packets Nonkey Tu—NTR# ST Ty MR,

Time Stamp System Nonkey BWONT y MRS LT & & DV AT LRE)IE

Uptime First Bl (R UBHEA, ZOF S, AREINZT— LT
D B DIRERE)

Time Stamp System Nonkey WBEONTy NI & XDV AT AREF

Uptime Last M (S VBT, = 0F /S ARRHICT — b LT
B ORER])

Flexible NetFlow DERIEZEFA L 31— F NetFlow IPv4 Original
Output]

Flexible NetFlow D FRiEHF A L = — K [NetFlow IPv4 original output] (%, Cisco IOS Release
123(11)T TV YV —RA & 7=LLAiT D NetFlow 1) NetFlow 7 U v 7 ¢ 7Hex = I 2L — hT 5
TOIWER SN ET, FAEHEFA L 2— F [NetFlow IPv4 original output] @ key 5 & O nonkey
TA4—NREIT o H e, K 2ITRLET,

* 2 ERIEEF#A# L a3— F TNetFlow IPv4 Original Output] THEHAEh 3 key £ & U nonkey
Z4—ILF
key #F7=I& nonkey
J4—ILF J4—ILF T
IP ToS Key ToS 7 4 —/)v KO1E,
IP Protocol Key IP v h=)b 7 0 —)L KO,
IPv4 Source Address Key IPv4 EZTTT KL,
IPv4 Destination Key IPv4 565%:7 R LA,
Address
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=oLvt W

® 2 HERIE&EFH L 3— F TNetFlow IPv4 Original Output] T#EASN 3 key & U nonkey
T4—IF (S
key #F1=[& nonkey

Z4—ILF J4—ILF EE

Transport Source Port  |Key NGV AR—=F LAVYORETLR—F 74—/ K
D1,

Transport Destination Key U AR—bF LA YDA —F 7 14—/ KO,

Port

Interface Output Key NI 74w IR ESNIA =T = A A,

Flow Sampler 1D Key 7ua— Y FI70IDES (Fr—H 7Y TR
A RX—=T IR TWDHA),

IP Source AS Nonkey EETHREY AT LE 5,

IP Destination AS Nonkey BB AT LA FE T,

IPv4 Next Hop Address |Nonkey FRIT AN By TDIPvET KL A,

IPv4 Source Mask Nonkey IPv4 X{ETLT RLAD~ R,

IPv4 Destination Mask |Nonkey IPvV4 5655c7 RLAD~ A 7,

TCP Flags Nonkey TCP 75 7 7 4 —/)L KOFH,

Interface Input Nonkey N7 4 I BRREINTA L E—T A A,

Counter Bytes Nonkey Tua—NTEREENZ A M

Counter Packets Nonkey T u—NTHR# ST Ty MR,

Time Stamp System Nonkey BWONT Y MRS VT2 & & DV AT LRE)IE

Uptime First Bl (R UBHEN, ZOF S, AREINCT— LT
D5 DIRERE)

Time Stamp System Nonkey WBEONTy NI & XDV AT AREF

Uptime Last M (S VBT, = 0F S ARRHICT — b LT
B ORER])

Flexible NetFlow DERIEZFA L 33— F NetFlow IPv6 Original

Input]

Flexible NetFlow DRl EFHF A L = — K [NetFlow IPv6 original input] @ key ¥ £ U nonkey 7 1 —
WREID B R, K IITRLET,

%3 Flexible NetFlow DERIEZF# L a— F INetFlow IPv6 Original Inputl TER&h % key
HEU nonkey 74 —IL K
key F7:I& nonkey
J4—ILF Z4—ILF it
Traffic Class Key N7 47 7T T 4 —)L ROMHE,
Flow Label Key Ta— 7L,
Protocol Key 7a k3L 74— ROME,
Extension Map Key i~y 7 By b~y 7 OE,
IP Source Address Key IP EfFLT RV A,
IP Destination Address |Key IP 565c7 KL A,
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B =pE=%4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

® 3 Flexible NetFlow DERIFEZRF# L 20— F INetFlow IPv6 Original Input] TR Zh 3 key

HLU nonkey 74 —ILF (=)

key F1=[& nonkey

Z4—ILF J4—ILF T

Transport Source Port  |Key NGV AR—=F LAVYORETLR—F 74—/ K
DAE,

Transport Destination Key NI AR—bF LA YDA —F 7 14—/ KO,

Port

Interface Input Key N7 4 I BREINTA U E—T oA A,

Flow Direction Key 7 a—a i,

Flow Sampler Key Tur— Yo 7I0IDEFE S (Za— TV TR
A X =T ENTWVDHHE),

Routing Source AS Nonkey EETHEY AT LEKE,

Routing Destination AS |Nonkey SR H A AT AFK R,

Routing Next-hop Nonkey XTI ANKYTDOIP T KL A,

Address

IP Source Mask Nonkey IPEETXT RLADV A,

IP Destination Mask Nonkey IP 5657 KL AD~ A7,

Transport TCP Flags Nonkey TCP 77 7 7 4 —/v KOHE,

Interface Output Nonkey N7 4 I BEEENTA L E—T oA A,

Counter Bytes Nonkey T —WNTHREI N M

Counter Packets Nonkey TJu—NTHBINT- 7y M

Timestamp Sys-uptime |Nonkey WRD/NT sy NS T & XDV AT ARE)F

First (S UBHL, ZOF A ABRANCT— LT
B DIRER])

Timestamp Sys-uptime |Nonkey WEDNT Yy BRI N & T DV AT LRI

Last

R (S URHEAL, ZOF A AREINCT— LT
B D)

Flexible NetFlow DERIEZEEA L 33— F NetFlow IPv6 Original

Outputl

Flexible NetFlow OFHIEZEH &L =2 — K [NetFlow IPv6 original output] @ key 3 L Uf nonkey
T4V REA T B R, R AITRLET,

* 4 Flexible NetFlow DER/IEZRF AL 3— F NetFlow IPv6 Original Output] TCERIH 3%
key & U nonkey 74 —JL F

key 7zl nonkey

Z4—ILF Z4—ILF E &

Traffic Class Key NoT 4T TTR T 4 —)L RO,
Flow Label Key Joa— F~L,

Protocol Key ua ka7 44— ROfHE,
Extension Map Key WiE~y 7 vy b~y 70O1fH,
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= 4 Flexible NetFlow DERIE&EFH L a— F TNetFlow IPv6 Original Outputl] TERAZH 3
key & U nonkey 74 —JLF (%)
key #F7=IZ nonkey

J4—ILF J4—ILF T

IP Source Address Key IP %587 KL A,

IP Destination Address |Key IP 5857 KL A,

Transport Source Port  |Key N7 UAR—=F LA VYOREREILR—F 74— F
DA,

Transport Destination Key NI AR—bF LA YDA —F 7 14—/ RO,

Port

Interface Output Key N7 4 I BEEENTA L E—T oA A,

Flow Direction Key 7 a—@ i,

Flow Sampler Key Tur— Y 750D EF S (Za— T TR
A X =T ENTWVDHHE),

Routing Source AS Nonkey EETLHAEY AT LE 5,

Routing Destination AS |Nonkey SR EHY AT AFK

Routing Next-hop Nonkey RI AN Ky TDOIP T FLA,

Address

IP Source Mask Nonkey IPEELT RLADY R,

IP Destination Mask Nonkey P47 RLAD~ R,

Transport TCP Flags Nonkey TCP 777 7 4 —)L ROfH,

Interface Input Nonkey N7 4 v I BZEENTA L E—T A A,

Counter Bytes Nonkey 7 —RNTRBI NI SA MK

Counter Packets Nonkey TJu—NTHBINT- 7y M

Timestamp Sys-uptime |Nonkey BOIDO/r y RIS S Tz & & DV AT LARERE

First M (S VBEL, ZOF AL ARRINCT— LT
DB DOFERH])

Timestamp Sys-uptime |Nonkey Bl Dy NI LT XDV AT AEEIE

Last

R (S URHEAL, ZOF A ARENCT— LT
B D) o

Flexible NetFlow DERIEZEFH L 31— F [Autonomous System |

Flexible NetFlow O FRIEZKHE A L 2 — K Tautonomous system| TlE, BEV AT ABO NF 7 1>
7 Ja— F=RIlESNTT e —RMER SILE T, Flexible NetFlow OFRTERFTHL a— R

lautonomous system] TiX. LA NetFlow @ [lautonomous system| £/ % v v = LHE U, key 5
LW nonkey 7 4 — /v RBMEH I E T,

GE)

ZOFEAIERFHAL 2 — FIX, IPVABLOIPv6 N7 7 4 v 7 OSHTICERATE £,

Flexible NetFlow D HRlEFHF A L = — N lautonomous system] THEA ZN 5 key 35 & O nonkey
T4 FRE, R SITRLET,

"
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B =pE=%4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

=5 Flexible NetFlow DERIEZEF#A# L 3— F TAutonomous System] THERAIH 3 key &
U nonkey 7 1 —IJLF
key F 1zl nonkey
J4—ILF Z4—ILF it
IP Source AS Key KEIIP 7 RLAOBEMHEY AT A (BT £713E M) .
IP Destination AS Key S5 IP 7 RLZADOBEEY 2T A (E7 £,
Interface Input Key N T4 I MZESINTA X —T A A,
Interface Output Key N7 4w I NEFBENTA L FX—T A R,
Flow Direction Key 7o —NEH XS FIH,
Counter Bytes Nonkey 7ua—NTEREINT- 1 M,
Counter Packets Nonkey Tu—NTEEI N7 M
Time Stamp System Nonkey BAIOr o IR ST b & DY AT MBI
Uptime First B (S U BHAL ZOF A AR T — kLT
M5B ORER)
Time Stamp System Nonkey BBO/NT Y SRS LI & E DV AT LRI
Uptime Last B (3 VBHAL, ©OF A ARRANCT — kLT
M5B DORER)

Flexible NetFlow DERIEZEF## L 31— F [Autonomous System ToS |

Flexible NetFlow O FHiEFKF 4L = — K lautonomous system ToS] Ti%, BEV AT AMB LY
Type of Service (ToS; ¥ A 7 47 +—¥vR) v T T4 v 7 7u— F—H KIS T7a—0NEREh
%7, Flexible NetFlow O FRiEFKF # L = — K Tautonomous system ToS| Tik, LLaT® NetFlow &
lautonomous system ToS] £/ ¥ v v = L[FE L, key 8L W nonkey 7 4 —/V KAMEH SN ET,

COFEFMEREA L a— RE, IPvd b T 7 40 v 7 OOTETIERTEET,

COFEMERFALI—FIE, HCHREV AT LMD NI 74 v 7 Tun— F =2 SV T7n—%
T D L EWCEILBLET,

Flexible NetFlow D FEREFKH A L 2 — K Tautonomous system ToS| THEMA S5 key B LW
nonkey 7 4 —/LV F&, £ 6 ITRLET,

x 6 Flexible NetFlow DE/EZF AL 23— F TAutonomous System ToS| TERAIH 5 key
HE& U nonkey 74 —JILF

key 7zl nonkey
Z4—ILF Z4—ILF it
IP ToS Key ToS 7 4 —/V RD1E,
IP Source autonomous |Key EETIPT FLAOBHEBL AT L (BT E213EH).,
system
IP Destination Key SESEIP 7 RLADOHAY AT A (T FI1THEA),
autonomous system
Interface Input Key N T4 I BREINTA T —T oA R,
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HHE&EEH L I— FIZ& 3 Flexible NetFlow o&El=2Lvt B

=6 Flexible NetFlow DERIEZEFHA L a— K TAutonomous System ToS1 THERAEIH 3 key
HXUnonkey 714 —JILF $EE)
key #F1=[& nonkey
J4—ILF J4—ILF T
Interface Output Key N7 4y I WEREINT AV E—T oA A,
Flow Direction Key 7 ur—RER IS G,
Counter Bytes Nonkey 7 —NTRBI NI SA MK
Counter Packets Nonkey TJu—NTHBINT- 7y M
Time Stamp System Nonkey WDy RSN & 2DV AT LREIR
Uptime First (X VBHA, ZOF S ARKRPICT— LT
2B DIRER])
Time Stamp System Nonkey BHRONry NI SN L E DY AT MBI

Uptime Last

R (S URHEAL, ZOF A AREINCT— LT
B D)

Flexible BGP OEriEZF# L 21— TBGP Next-Hop .

Flexible NetFlow O FEREFKH A L 2 — K [BGP next-hop| TiL, Border Gateway Protocol (BGP;
R—=F == U= Fubal) OrTT74v7 Tn—T=2ZEO0T7r—=NERSNETS,

~

GE)

ZOFRTERF 7+ 12— Fid,

IPv6 N7 7 4 v 7 OGHTETFICERTEET,

Flexible NetFlow O FaiiE K A L = — K TBGP next-hop) THEA I 25 key 3 L U nonkey 7 1 —/L

F&a, £ TITRLET,

®7 Flexible NetFlow OERIE#FE# L .a— K IBGP Next-Hopl T#EREN D key H&U
nonkey 7 4 —JL F
key F1=[& nonkey
J4—LF Z4—ILF EE
Routing Source AS Key PETLIP T FLAOAFEY AT A,
Routing Destination AS |Key SEHIP 7 RLADHEEY AT A,
Routing Next-hop Key BGP %7 A b "y 7D IPv6 7 FL A,
Address IPv6 BGP
Interface Input Key N7 4y I WZEEINT AV E—T oA A,
Interface Output Key N7 4 I BEEENTA L E—T A A,
Flow Direction Key 7 u—NER XD M,
Counter Bytes Nonkey T —NTHEZINT- 1A M
Counter Packets Nonkey Tu—RNTRH#HmSNT Ty MR
Timestamp Sys-uptime |Nonkey BWONT Y SRR S LT & & DV AT LRE)IE
First M (S VB, =0/ ZREMICT — b LT
D5 DIRERE)
Timestamp Sys-uptime |Nonkey BBEO/r Y RIS NI & E DOV AT AR

Last

B (SUBHN, ZOF AL AREPICT— LT
D DOFRERH])

"mam
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B =pE=%4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

Flexible BGP N ZEiiiE&FH L 21— F IBGP Next-Hop ToS|

Flexible NetFlow O aiiE##H A L = — K [BGP next-hop ToS) Ti%, BGP LN ToS D N7 7 1 v
7 7nu— F—RIZESNTT e —0MEK S E T, Flexible NetFlow O FHIERHRF AL 2— K [BGP
next-hop ToS] Ti%, LLRIT® NetFlow @ BGP next-hop ToS| #£/HF¥ ¥ v = LR L, key BL W

nonkey 7 4 —/V RAEH I E T,

COFEAERFHLA— NI, IPvd b T 7 4 v 7 OHHIEFIEATEET,

Flexible NetFlow D FEREFH A L = — K BGP next-hop ToS| TfEM S41 5 key 3 L U nonkey
74— K&, R BIRLET,

= 8 Flexible BGP OERIE&ZEFHA L .a— K IBGP Next-Hop ToS] THEAEN S key & U
nonkey 7 4 —JL F
key 7l nonkey
Z4—ILF Z4—ILF it
IP ToS Key ToS 7 1 —/V RD1E,
IP Source autonomous |Key EETIPT FLAOBHEBY AT L (BT E£213EH).,
system
IP Destination Key SEHEIP 7 RV ADOHBY AT A (BT £720130E M),
autonomous system
IPv4 Next Hop Address |Key BGP %7 Ak Ry 7D IPv4 7 L A,
BGP
Interface Input Key NG T 4w I BREINTA T —T oA R,
Interface Output Key N7 74 v BREREINTA L F—T =4 A,
Flow Direction Key T —RER S D I,
Counter Bytes Nonkey Tu—NTHBEINE AL N
Counter Packets Nonkey Tu—RNTRH#HmSNT Ty MR
Time Stamp System Nonkey BAIOr o ISR SN L& DY AT AR
Uptime First Bl (R UBHAL, ZOF A AREINZT— R LT
DB DIERD) .
Time Stamp System Nonkey KBEONT Yy BRI L ED VAT AREIR

Uptime Last

B (SUBHN, ZOF AL AREPICT— LT
D DOFERH])
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Flexible NetFlow DERIEZFH L 21— F Destination Prefix]

Flexible NetFlow D HRE &4 L 22— K [destination prefix| TiX, 8T VI AT AD T T 4 v
77— TRl ESNTT a—RMER S ILE T, Flexible NetFlow OFRIERF AL 22— R
ldestination prefix] Tlid, LLAI® NetFlow @ [destination prefix| ¥ v v = LE L, key B &
U nonkey 7 4 —/L KM &£,

COFEMERFHALT— R, IPVAB LV IPv6 N7 7 4 v 7 O TE £,

Flexible NetFlow D FEREZKH A L 2 — K [destination prefix] THH I 5 key ¥ &£ O nonkey
74— RE R IITRLETS,

®9 Flexible NetFlow DERIEZFH L a— K lDestination Prefix] TER &I 5 key 8L U
nonkey 7«4 —JL F

key 7l nonkey

Z4—ILF Z4—ILF EH

IP Destination Key SESEIP 7 RLADOHABY AT A (BT FI13EA),

autonomous system

IPv4 or IPv6 Key SESEIP 7 RV ALSBET VT 7 A ~ R OinERE,

Destination Prefix

IPv4 or IPv6 Key ST VLT 4T ADE v MK,

Destination Mask

Interface Output Key N7 4w I DEEINTA L E—T oA R,

Flow Direction Key 7 a—RER SIS I,

Counter Bytes Nonkey T —WNTHILI N A M

Counter Packets Nonkey Tu—RNTREmSNT Ty M

Time Stamp System Nonkey BWONT Y MRS VT2 & & DV AT LRE)IE

Uptime First Ml (RUBHNL, ZOFT A A ABREYNCT— LT
D5 DIRERE)

Time Stamp System Nonkey BBO/NT Y SRS LI & E DV AT LRI

Uptime Last

B (SUBHN, ZOF AL AREPICT— LT
b DORER)
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B =pE=%4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

Flexible NetFlow DERIEZFH L 20— F Destination Prefix ToS|

(E)

Flexible NetFlow D HFRE#H ¥4 L 22— K [destination prefix ToS| TiX, sEL7 V7 4 7 AB LY
TSSO T 7 4 w7 77— F—RIHESNT 7o —MER EALE T, Flexible NetFlow O HiE %7
Z» L @— R [destination prefix ToS] TiZ, LLRIT? NetFlow @ [destination prefix ToS) 4% ¥ v
va LR, key 3L P nonkey 7 4 — /v RBEHINET,

COFREMERFALI— L, 7—F 22X Y 7 F v L, ThafiH LT NetFlow %fJS7 /3 2 Z @it
THXRY NU—=7 b T T4 v 7 OEERNDEAIC, FICRILET,

COEFEREFEHA L A= RE, IPV4 b7 7 4 v 7 DHTETIHERTE X4,

Flexible NetFlow O FRiEH A L = — K [destination prefix ToS) T H X 5 key ¥ X U nonkey
T4 =&, K 10ITRLET,

% 10 Flexible NetFlow DERIEZF# L a— F lDestination Prefix ToS1 THERAEH 3 key &
U nonkey 7 1 —IJLF

key F 1zl nonkey
J4—ILF Z4—ILF it
IP ToS Key ToS 7 4 —/V FO{E,
IP Destination Key S5 IP 7 RLZADOBEEY 2T A (E7 E-I13EA),
autonomous system
IPv4 Destination Prefix |Key 5545 TP 7 RL R LSEET LT 4 7 2 ~ R 7 DinPEfE,
IPv4 Destination Mask |Key STV T 4 T ADE v MK,
Interface Output Key N7 4w 7 BDREINTA LV E—T oA R,
Flow Direction Key T a—NER S5,
Counter Bytes Nonkey Tu—NTHBINE AL N
Counter Packets Nonkey T u—NTR# ST Ty M,
Time Stamp System Nonkey BWO/NT Y SIS S LI & & DV AT LRI
Uptime First M (UM, ZOFAAL ZAREINCT— R LT
B DIRER])
Time Stamp System Nonkey WEONRT y NP I T L&DV AT ARBHKE
Uptime Last Ml (R UBHEN, ZOT AL AREINCT— ML T
B DIRER])
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=oLvt W

Flexible NetFlow DERIEZFH L 21— F [Prefix

Flexible NetFlow O FRIERKFE A L =2 — 8 [prefix)] TiX, V774 vy 7r— F—XOFEEFELE5%
DT VT 4 7 ZZHESNT 7 m = ERSVET, Flexible NetFlow O HRIERFE/» L 72— K
lprefix] Tix. LAATD NetFlow @ [lprefix] £8)F v v = LF U, key LT nonkey 7 1 —/L K73

RS ET,

COERERBE AL I — FNiE, IPVABLIOIPVE N5 7 4 v 7 OSICEATEET, IPv6 5
T4 T DOBE BN LT 4V A AT REIZ0OE Yy FERARSRET,

Flexible NetFlow O FERERF A L 2 — K Tprefix| THEM S5 key £ L W nonkey 7 4 —/L K%,

# ILIZRLET,

£ 1 Flexible NetFlow OBRIEERFH L a—F TPrefix] THERAEHS key £& U nonkey 74 —IL F
key 7l nonkey

Z4—ILF Z4—ILF EH

IP Source autonomous |Key EETIP T RVAOBHEV AT A(ET 72030 AA),

system

IP Destination Key S5 TP 7 RLZDOBEHEY AT A (B 7 134,

autonomous system

IPv4 or IPv6 Source Key BEILIP T RLRLEEETLTVIA T A TATID

Prefix FMERRE, EoE. BN SIN T e —RNBTEE T 1P
T RVADT VT 4 7 A,

IPv4 or IPv6 Source Key EEXETS VT4 ADE Y MK,

Mask

IPv4 or IPv6 Key SEHEIP 7 RL R ELFEELET LT 4 7 A = A7 DFRPRIE,

Destination Prefix

IPv4 or IPv6 Key ST VT 4 7 ADE vy MK,

Destination Mask

Interface Input Key NG T 4w I BREINTA T —T oA R,

Interface Output Key NI T4y I WEESNT A =T = AR,

Counter Bytes Nonkey 7 —RNTRBI NI SA MK

Counter Packets Nonkey Tu—NTHBINT- 7y M

Time Stamp System Nonkey WD T y RSN & 2DV AT AREIR

Uptime First B (R UBHA, ZOF AL ABREINCT— R LT
DB DIRERH])

Time Stamp System Nonkey BHRONry NI SN L E DY AT MBI

Uptime Last

R (S URHEAL, ZOF A ARECT— LT
B D) o
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B =pE=%4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

Flexible NetFlow WEHRIEZFH L 21— F [Prefix Port]

Flexible NetFlow O FREHF A L 22— K [prefix port] TIiE, T 74 v 7 7u— F—HOEELE
FOShDT VT 4 7 ALK = MTESWT T n =0 MEK SV E T, Flexible NetFlow O SRl E 2 7+
L a— K [prefix port)] Ti, LLAT®D NetFlow @ Iprefix port] ¥ ¥ v =2 EFL, key BI O

nonkey 7 4 —/L RMEH SN E T,

COFEMERFALI—RIE, T—F 22X Y 7 F v L, ThaH LT NetFlow %fJS7 /3 2 Z @it
TRy NU—=7 b T T4 v I DEETESIEEZHNDLEIC, BHICRIHET,

(E)

COFEFIERFHLA—RIE, Pv4 T 7 4 v 7 OGIRTETIENTE £,

364D Flexible NetFlow OFRIEFRFE AL 2 — K Iprefix port) THEMH S 2 key 3 L O nonkey
T4 =N FE, K I2ITRLET,

® 12 Flexible NetFlow DERIEHEF#H L 31— K Prefix Port] THEMAEHh 3 key & & U nonkey
Z4—ILK

key F 1zl nonkey

J4—I)LF Z4—ILF EE

IP ToS Key ToS 7 4 —/v RD1H,

IP Protocol Key IP v h=)b 7 0 —)L KOfE,

1Pv4 Source Prefix Key EEITLIP T RLRALEBE LSV T4 VA TRATD
MERE, Eok. ENSNhT a—RNETEE L IP
T RVADT VT 4 7R,

IPv4 Source Mask Key BETTV T4 7 ADE Y MR,

IPv4 Destination Prefix |Key SESEIP 7 RV ALSBET VT 7 A ~ AT OinELHE,

IPv4 Destination Mask |Key ST VLT 4T ADE v MK,

Transport Source Port  |Key N7 AR—=b VAL YDREFILA—F 74— K
DB,

Transport Destination  |Key N URAR—F LA YO5EER— N 74—V NOfHE,

Port

Interface Input Key NI 4y I BREBESINT A E—T A A,

Interface Output Key N7 4w 7 BDREINTA LV E—T oA R,

Flow Direction Key 7 —nER S5,

Counter Bytes Nonkey T —WNTHILI N A M

Counter Packets Nonkey T u—NTR# STy MR,

Time Stamp System Nonkey BRI/ Y SIS S LI & & DV AT LRI

Uptime First M (R UBHEN, ZOT A ARKINZT— ML T
M5 DR

Time Stamp System Nonkey WEONRT y NP I T L&DV AT ARBHKE

Uptime Last

(2 VBN, ZOF AL AR — R LT
b DORE])




| ERIE&EFH L 3— FIT& 3 Cisco I0S Flexible NetFlow D& E
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Flexible NetFlow WERIEZFHA L 21— F Prefix ToS|

Flexible NetFlow O FRIEHRF#~ L 2 — K Iprefix ToS) TiX, v 774 v 7 7a— T —XDO%XETE
LSO T VT 4 7 AL ToS IZHESNWT T m—3MERL S LE T, Flexible NetFlow O (1 E 7 7+
L a— R Tprefix ToS| TiX, LLai® NetFlow @ [destination prefix ToS| £/ F v v v = L H U,

(E)

key 3 X O nonkey 7 ¢ —/V RMERH I E T,

COFEMERFALI— L, 7—F 22X Y 7 F v L, ThaH LT NetFlow %S 7 /3 2 Z @it

Ty NUV—2 FT T4y OFEETEREE

BRI B E T,

BB,

COEFEREFEHA L A= FE, IPv4 b7 7 4 v 7 DHTETIHERTE T,

Flexible NetFlow O HliE &4 L 22— K Tprefix ToS| THEM 412 key 38 LV nonkey 7 4 —/L R

. & 13IWTRLET,

£ 13 Flexible NetFlow DERIEHEFH L 31— K Prefix ToS] THEAE I3 key & U nonkey
Z4—ILK
key F 1zl nonkey

J4—ILF Z4—ILF it

IP ToS Key ToS 7 4 —/v RD1HE,

IP Source autonomous |Key EETXIPT RVAOBHEV AT A (BT 72030 AA),

system

IP Destination Key S IP 7 RLZADOHPBEY AT A (BT 272138 A),

autonomous system

IPv4 Source Prefix Key EEILIP T RLRLEBE LTV T4 VA TATD
WP, £ BN ST e —RETEE T 1P
T RVADT VT 4 7 A,

IPv4 Source Mask Key EETLTTV T 47 ADE v MM,

IPv4 Destination Prefix |Key SRS IP 7 FLREFEET LT 4 7 X < 27 OiRFRFE,

IPv4 Destination Mask |Key TV T4 7 ADE Y MK,

Interface Input Key N7 4y I WREINT AV E—T oA A,

Interface Output Key NI 4y O BEREINT A E—T A A,

Flow Direction Key T —RER S DI,

Counter Bytes Nonkey 7 —NTRBEI NI ML

Counter Packets Nonkey Tu—RNTREmSNT Ty M

Time Stamp System Nonkey BAIOr o ISR SN b & DY AT AT

Uptime First M (RUBHNL, ZOFT AL ABRKEYNCT— R LT
DB DOIERE]) .

Time Stamp System Nonkey WEDNRT y SRS LI & & DY AT AREIRF

Uptime Last

(VB ZOF AL ARECT— R LT
B DREH) .
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Flexible NetFlow WEHRIEZFH L 31— F Protocol Port]

Flexible NetFlow O FREHF A L 22— K [protocol port] TiX, hT7 7 4 v 7u—F—FD7n
FaABIOR— MIESIWTT7 e —2Ef S vE T, Flexible NetFlow OHEFIERF L 2 — K
[protocol port] Tix, LARI®D NetFlow @ [protocol port] #EFI¥ ¥ v = LA U, key 3 £ O nonkey
74—V RRERINET,

COFEMERFHALT— R, IPVABEOIPv6 N7 7 4 v 7 O TE £,

Flexible NetFlow O FliE &4 L = — K Tprotocol port] TEH 412 key ¥ L O nonkey 7 1 —/L

&, £ 41TRLET,

® 14 Flexible NetFlow OERIEHFH L 2— F IProtocol Port] TEAEH S key B&U
nonkey 7 4 —JL F
key 7l nonkey

Z4—ILF Z4—ILF EE

IP Protocol Key IP 7o ha 7 —)L KOHE,

Transport Source Port Key NI AR—K LAYDOEETLR—F 74—/ K
DAE,

Transport Destination  |Key T AR—b LA YOREER—F 74—/ FOIE,

Port

Flow Direction Key 7 —NER S D I,

Counter Bytes Nonkey Ju—NTRBEINT- N1 M

Counter Packets Nonkey TJu—NTHBINT- 7y M

Time Stamp System Nonkey WAIONRT y MRS T b & DT AT ARBHEKE

Uptime First M (R UBHEN, ZOF A, ARKIICT— LT
B DIRER])

Time Stamp System Nonkey WEDNT Yy BRI N & T DV AT LRI

Uptime Last

R (S URHEAL, ZOF A ARENCT— LT
B D)
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=oLvt W

Flexible NetFlow DERIEZFH L 2— F Protocol Port ToS|

(E)

Flexible NetFlow D HRE#H ¥ #A L 2 — K [protocol port ToS] Tix, N T 7 4 v 7 7Ju—F—&DS
g han, B—hr, BEORToS fEIZHESWT 7 o —2ERk & E 3, Flexible NetFlow O i 3%

Z L aa— R [protocol port ToS| TiL, LARTD NetFlow @ [protocol port ToS] #EMF ¥ v = & A
L. key 5L Wnonkey 7 4 —/L RABRFEHINET,

COEFERFES L A—RIE, T—FeFxTFx L, NI4T IATTEDORy FU— M
W AEFTRDHEI, BB ET,

COEFEREFEHA L A= FE, IPv4 b7 7 4 v 7 DHTETIHERTE T,

Flexible NetFlow O FRIEZHE A L 2 — K Tprotocol port ToS) THEH X 5 key 3 L U nonkey
T4 =N FE, K ISITRLET,

£ 15 Flexible NetFlow DERIEZEFH L -a— K TProtocol Port ToS] TEAEH 3 key 8L U
nonkey 7 4 —JL F

key #F7:I& nonkey

J4—ILF Z4—ILF it

IP ToS Key ToS 7 4 —/)v KO1E,

IP Protocol Key IP v h=)b 7 0 —)L KOfE,

Transport Source Port  |Key NV AR—=F LAVYORETLR—F 74— K
DAE,

Transport Destination Key NI AR—bF LA YDA —F 7 14— KO,

Port

Flow Direction Key T —PER SN DI,

Counter Bytes Nonkey Tua—NTHBINE AL N

Counter Packets Nonkey Tu—RNTHEm SN 7 MG

Time Stamp System Nonkey BAIOr o NI SN b & DY AT AR

Uptime First B (S U BHAL ZOF A ADRIICT— kLT
M5B ORER)

Time Stamp System Nonkey BB DTy NN S LI & E DV RT LIRE)IE

Uptime Last (2 VBHEN, ZOF AL ABKEYT— K LT
NS ORER)




EWMEEHFA L a— FIZ& 3 Cisco 10S Flexible NetFlow DFEE |
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Flexible NetFlow WEHRIEZFH L 21— F [Source Prefix|

Flexible NetFlow D HFRIE &AL 22— K [source prefix] Tlix, *v hU—27 b T 7 4 v 7 DEET
TV 4 RAZESWT T e —3ME S E T, Flexible NetFlow O HERIEFHRE AL 22— F [source
prefix] Tik, LLATO NetFlow @ [source prefix) /K% ¥ v = &R U, key 3 XU nonkey 7 1 —

N RBEREET,

COFEMERFHALT— R, IPVABEOIPv6 N7 7 4 v 7 O TE £,

Flexible NetFlow O FHiEFRF 4 L = — K [source prefix] TH S 415 key 3 XU nonkey 7 1 —/b

N&, £ 16 ITRLET,

% 16 Flexible NetFlow DERIEZFH L a— K ISource Prefix] TERAEI S key BLU
nonkey 7 4 —JL F
key 7l nonkey
Z4—ILF Z4—ILF it
IP Source autonomous |Key HEEILIP 7 FLADBERHY AT A (BT E2I3ER),
system
IPv4 or IPv6 Source Key BETLIP 7 RLALEER TV T4 VAT ATD
Prefix A, 00k BN Sl e—RETIRET IP
T RVADT VT 4 7R,
IPv4 or IPv6 Source Key EELT VLT 472Dy ML
Mask
Interface Input Key N7 4w I BREINT A ET—T oA R,
Flow Direction Key 7 u—NER XD M,
Counter Bytes Nonkey Tu—NTHERBINZ A M
Counter Packets Nonkey Tu—RNTRH#HmSNT Ty MR
Time Stamp System Nonkey BWONT y MRS LT & & DV AT LRE)IE
Uptime First M (S UBHEA, ZOFAA ZAREINT— R LT
DB DOIERD)
Time Stamp System Nonkey BBO/NT Y SRS LI L&DV RAT LRI

Uptime Last

B (SUBHN, ZOF AL AREPICT— LT
D DOFERH])
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=oLvt W

Flexible NetFlow DEHiEZHFH L 2— F Source Prefix ToS|

Flexible NetFlow D HRE#H KA L 2 — K [source prefix ToS| Tix, *v hV—2 bT 7 4 v 7 Dk
BT V7 4 7 AR IO ToS EIZHESNWT 7 a—2BER S vE 7, Flexible NetFlow O Z g E 74 A
L a— R Tsource prefix ToS) TiX. LLRITO NetFlow @ [source prefix ToS] HEHIF¥ ¥ v = L[FE L,
key & U nonkey 7 1 —/v FMEH S L E T

COFEMERFALI— L, 7—F 22X Y 7 F v L, ThaH LT NetFlow %S 7 /3 2 Z @it
TRy NU—=7 8774 v DEETERIDOHEIC, FHIRILDLET,

(i) ZOEMERESLL I —FIE, IPv4 T 7 4 v 7 OSIEFICERATE £,

Flexible NetFlow O FRIEZFE A L 2 — K Tsource prefix ToS| TEMA S 415 key 3 L O nonkey
T4 =N FE, K ITITRLET,

® 17 Flexible NetFlow DERIEZEFH L -a— K ISource Prefix ToS] THERASHh 3 key & U
nonkey 7 4 —JL F

key F 1zl nonkey

J4—ILF Z4—ILF it

IP ToS Key ToS 7 4 —/v RD1HE,

IP Source autonomous |Key EETIPT RLAOHBL AT LA (BT £213#A),
system

IPv4 Source Prefix Key FEETIP T RLALEE LT VT AT ASTATD

ELRE, FE. BRES T e =g T RE T IP
T RLVADT VT 47 A,

IPv4 Source Mask Key RETT V747 ADE Yy M,

Interface Input Key NTT7 4y I MZESINEA L EZ—T A R,

Flow Direction Key 7 =R SIS I,

Counter Bytes Nonkey T —WNTHILI N A ML

Counter Packets Nonkey T7u—NTR# ST Ty MR,

Time Stamp System Nonkey BWONT Y MRS LT & & DV AT LIRE)IE

Uptime First (XU BHAL, ZOF S ZARFYNCT— h LT
DB DIRERE)

Time Stamp System Nonkey WEONT Yy NBRZH SN & EDO Y AT AREIE

Uptime Last Ml (R UBHEN, ZOT AL AREINCT— ML T
B DIRER])
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WM So— =-4A0EMESEFAL 31— F£ER LT Flexible NetFlow D&EEH:

JO0— E-AHADERIEERALI—FEFERLT-
Flexible NetFlow D& E A%

~
()

ZOHEDZ AL, T u— =X AOFEAERF L= — P2l LT Flexible NetFlow Z @& &7 %
FiEZERLTWET,

INLDOX AT T, £OX A7 TSNS Flexible NetFlow =2~ > KRB —U — R L 513K
EARENTVET, Zh 50 Flexible NetFlow =< > R T RIRERZ OO F—T — R & 5|4k
\Z2WTIE, [Cisco I0S Flexible NetFlow Command Referencel] % 2L T 7230,

HATEFRF AL 2 — F&2HH L T Flexible NetFlow ZiREB L OA R —7 T HI21E, ROZ A
FEITLET,

o [HHERKEALI—FEZHEHLEZIPVE bT 7 4 v 7D 7 00— F=FOEE] (P20) (KZH)
o [HHIEEFALaI—FREHEHLIZIPV6 b T 74 v D7 n— =X OH%TE] (P.21) (WH)
o [ F =Tz A~DIPvd 7u— =DM (P23) (%)

o MU B —TxAA~DIPV6 71— FE=FZDHM ] (P24) (WAH)

o [Tn— T=FDHEDAT—F ADFR] (P25) ((EER)

o [Tm— E=XDOFEDHR (P.26) (TE)

e [A 2% —7x A AT Flexible NetFlow 234 F—7 /LS TWDH Z L OfkER) (P.27) (EE)
e [Tm—F=¥ FyvvaNOT—XDFER] (P28) (TE)

EAEREFALO—FZFBLEIPVY FS T4 v 0O 70— EZ4DHRE

JA— =4

H#ER

FIEDHE

Tn— = A HOFEFIEBEFALI—FEFEHLTCIPVE F 774 v/ D 70— = FERETHIC
L. ROMIEZ AT &2 BIT L ET,

KTu— E=FT, FRICEEMTONEZFEANOF v v abHoTWEYT, £ 7u— E=F (T,
Xyl U NIONEELVAT U NEERETDHEDOOLI— RPLETT, La—F 7+r—~vv
MI. WIFNDPOFFIEREAL I — RO 7 3y —~ vy MITEETN., BER2—%L Flexible
NetFlow D 7o — L a— R a7 4 X2 lb—3 32 F— FTcollect 8L O match =~ RaE{FEH L,
MEOLVa—R 74—~y FAERTAHZEHTEET,

Ju—F=HZPDLa—R Jx—<v h&Erecord 2~ RTLEETHIZE, FORNICZTu— =4 %
BWHLTHATRTOAS LV F—T 2 A0, 70— T=F5HIBRL TBLERXH Y 9,

1. enable
2. configure terminal

3. flow monitor monitor-name
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4. description description

5. record {netflow-original | netflow ipv4 record [peer]}

6. end
FlED 4
aAv U FEREFTIVaY By
ATY7 1 enable ¥ EXEC E— R& A F— 7 M LET,
o Tl T IRERINTEL, RNAT—=FREASL
Router> enable °
RFw T 2 configure terminal Jua—sN)L aryZ 4 Falb—var T— Rt L
i‘é—o
i :
Router# configure terminal
AFTwF 3 flow monitor monitor-name 7u— E=%%{ERk L. Flexible NetFlow 7 v — &
=H ar7 4 Xal—ary E—RFEHGBLET,
Rﬁ“ :t ( fig)# f1 it FLOW-MONITOR-1 e }\Tli\ E%T?O)7D\— :E:&%IEE
outer (config ow monitor - - -
TLZELTEET,
ATwF 4 description description UEE) 7ua— =X OHHAZIER L E1,
i :
Router (config-flow-monitor) # description Used
for monitoring IPv4 traffic
AFyT 5 record {netflow-original | netflow ipv4 record Ja— EF=HADOla— REHEELET,
[peer] }
i -
Router (config-flow-monitor)# record netflow
ipv4 original-input
ATYF 6 end Flexible NetFlow 7 u— =% 227 (¥ =2 L —
vary ET— Faf& T LT, % EXEC £— FIZRY
i - E3ae
Router (config-flow-monitor) # end

EHEEFHALIO—FZFERALRZIPVG 57409y 0O 70— E=Z3NERTE

Jo— F= X HOFEFEREHSLI—RFEHHLTIPVG6 b7 7 4 v 7D 70— F=XE2RETDHIT

1. ROMEHZ AT 2FTLET,

JA— =4

K7va— F=HE, TRICEEMTONEZFEBIOX Yy v a2 ffo TWET, 70— E=FITIL,
Fyrovva 2 NIORNEFELVAT YV NEERTHEDOOLa— RBMETT, La— K T74—<y
NI, WINDOFFIEREAL I — RO 7 5+ —~< v MITEETN, &E 2= —5X Flexible
NetFlow D 7o — L a—Rary7 1 Fal—3i g2 F— FTecollect 3L N match =2~ RAEH L.
MEHOLVa—R 77—~y FEAERT DI HTEET,

"
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WM So— =-4A0EMESEFAL 31— F£ER LT Flexible NetFlow D&EEH:

HHEE

FIEDOHE

FIED*H

b &

ATFvT 2

ATvS 3

ATvT 4

ATFvT 5

AFvT 6

Juo—F=HXPDLa—RK Zx—<v h&xrecord 2~ RTLEETHIZE, FORNICZTu— =4 %
HHLTHETRTOA U Z—T oA A0, 70— F=FZHIRL TBILERHY £7,

enable

configure terminal

flow monitor monitor-name
description description

record netflow ipv6 record [peer]

o 9 A~ w2

end

ATV RFFERERETIVaY

B

enable

il

Router> enable

¥t EXEC £— F&E& A R—7 VT LET,

e TulTIRERENTEL, RAU—FKEZASL
i‘é—o

configure terminal

Bl :

Router# configure terminal

Jua—)L ary 7 4 FXal—ay B— ReBEBL
3N

flow monitor monitor-name

il

Router (config) # flow monitor FLOW-MONITOR-2

77— =% %/Ek L. Flexible NetFlow 7 12— &

=F arI74¥al—ary E—FEBRBLET,

e ZDa~vwr RTIE, BEfFo 77— E=X 52 AW
THZELTEET,

description description

i :
Router (config-flow-monitor)# description Used
for monitoring IPv6 traffic

(£E) 7o— ==X OHHAZERLET,

record netflow ipv6é record [peer]

i :
Router (config-flow-monitor)# record netflow
ipvé original-input

Jo— E=FDlLa— REEELET,

end

il :

Router (config-flow-monitor) # end

Flexible NetFlow 72— =% 227 { ¥ a2 L —
vay E—REKT LT, 5 EXEC £— RIZREY
7,
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A28 —TD A AADIPv4 78— E=2DEH

TIT A4 TICTDHNS, PV 70— F=F 2 RKAK 1 DO U F—7 = A ATHEMT 2HERHY 7,
TR— B= B EAH =T oA RAZHEALTCIPVE 70— F=X & T 7T 4 TITT DL ROMES
AT EFRITLET,

(b SERE]
FATEHRFE L =2 — F [NetFlow original), F721% NetFlow IPv4 original input] % 77— E=4|C
fEEL T, LART® NetFlow # =X =2 L— M 2B, 7u— E=F% AN (ZME) N7 74v 27D
ST TE T,
FHIEFF » L 2— K [NetFlow IPv4 original output| %7 v — £ =4 (ZfE L. 17 NetFlow 7
NI T 4 THREE I 2 L— bNT DA, Ye— =X R WA BE) T T4 v 0NN
FIEHTEET,
FlIaDOBE
1. enable
2. configure terminal
3. interface type number
4. ip flow monitor monitor-name {input | output}
5. end
FlED 4
ATy FFEEE7IaY B
AT797 1 enable B EXEC £— R& A % —7 M LET,
e Tl T IRERINTEL, RNAT—=FREASL
Router> enable °
RXFwF 2 configure terminal Ja—R) a7 4 Fal—gry T— RERBL
ESSR®
B :
Router# configure terminal
ARFvwT 3 interface type number A B—T A ZAEBBEL, AV F—T A A 2
T 4Xal—Tary BT—REEBLEST,
i -
Router (config)# interface ethernet 0/0
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ATy RFFEREE7OV3 Y B#
RTFvT 4 ip flow monitor monitor-name {input | output} VERRBHDT7a— B=HF%&, NTF 7 4 v 7 DT
Bl DA B —T oA AZEVYBTHIET, D
B : TR—E=FET VT 4TI LET,

Router (config-if) # ip flow monitor

FLOW-MONITOR-1 input e RULAVH—T A AT

ip flow monitor monitor-name input ¥ X T

ip flow monitor monitor-name output =~ >
ERETDHIET, AWEWID T 74975
WaEFRRICRETEET, AN T
Ty I, s ven— £=F T
TET,

A7y 7S 5 end AV E =Tz A a7 4 Falb—Tar ET— %
¥T LT, f# EXEC £— FIZREY £7°,

il :

Router (config-if) # end

A28 —T A AADIPV6 78— E=4DEH

TIT A4 TICTDHRENIIPV6 70— F=H KK 1 DDA UV —T oA AZEHTD2LELRH D 7,
TH— F= B A A —T oA RZEBHALTIPVE 70— FE=F 5T 75 4 7T 51213, IROMAEZ
AT EFITLET,

Hl#EIR
FHIEZF L 2— K [NetFlow IPv6 original input] % 7 v — € =4 |ZffE L C. LLETD NetFlow %
TIab— IS5 EIE. Te— =& AN (ZE) N7 v OnHETIENTEET,
HHTERE & L 32— K [NetFlow IPv6 original output] % 7 v — £ =X Zff& LT, 711 NetFlow 7
NI T 4 THREE T 2 L— NI OGHAE. Tu— E=XEH (BE) NT T4 v 7 OO
FIEATEET,

FIEDOBE

enable
configure terminal
interface type number

ipv6 flow monitor monitor-name {input | output}

o A~ ODd =

end
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FIED

b & b

ATy T 2

AFvFT 3

ATvT 4

&

70— EZ3DHREDAT—RADERT

Tu— B X DBEDAT —F A EFRT D

JO0— E-4 AOEMEEEH L a— F£&EA L Flexible NetFlow oiEsz M

AU RFEREF7IIY

=]:5)

enable

il -

Router> enable

¥+ EXEC =— K& A 2 —7 i LET,
o Tl T IREFREINTEL, NAT—REASL
*7,

configure terminal

il

Router# configure terminal

Ju—nN) ar7 4 FXFal—ygr EB— RElBL
i‘é—o

interface type number

Bl :

Router (config) # interface ethernet 0/0

ALHE =Tz A RAEBREL, A/ H—T xR
T4F¥al—YaryE—RFEEBLEST,

ipv6é flow monitor monitor-name {input | output}

il

Router (config-if)# ipvé flow monitor
FLOW-MONITOR-2 input

ERRiEAD 7T a— F=X %, T T 4 v 7 D%t
BN E—T A ATV Y THZET, 20D
TH— = AETIT 4TI LET,

e LAV H—T A AT
ipv6 flow monitor monitor-name input 3 X O
ipv6 flow monitor monitor-name output =2~ >~
NeRETHILT, ANWEHAD N T 407
I EFRHICRETEET, Ao N7
T4 v IR, BirbTvu— £=4 & HHT
TET

end

il

Router (config-if)# end

AV HE =T x2A A2 T 4Falb—ray ET— KK
T LT, ¥ EXEC — NIZEY £7°,

ZiE. ROEEF A7 2FATLET,

ATEEH
TR— E=H Xy v aNOTa—%FRT 5790121, NetFlow original L 21— K CER S/ 3%
WEICHET AN T T4 v IV HZETHAA L Z—T oA A, ANNh7a— =X Zuf+Ta0E0nH0
ESC

FlEDHEE
1. enable
2. show flow monitor

FlED 4

ATwv7 1 enable
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enable =~ Rk > T, HEEXEC E— Rz LET (Fr 7 FRRRINTEHENRNATY—RE
ADLET),

Router> enable
Router#

show flow monitor
show flow monitor =~ > FTlX, FFEEL/F-7 0 — F=XDHREDAT —F ANERINET,

Router# show flow monitor

Flow Monitor FLOW-MONITOR-1:

Description: Used for monitoring IPv4 traffic
Flow Record: netflow ipv4 original-input
Cache:

Type: normal

Status: allocated

Size: 4096 entries / 196620 bytes

Inactive Timeout: 15 secs

Active Timeout: 1800 secs

Update Timeout: 1800 secs

Flow Monitor FLOW-MONITOR-2:

Description: Used for monitoring IPv6 traffic
Flow Record: netflow ipv6 original-input
Cache:

Type: normal

Status: allocated

Size: 4096 entries / 278544 bytes

Inactive Timeout: 15 secs

Active Timeout: 1800 secs

Update Timeout: 1800 secs

70— E- 2 DREDHER

AN Llcar7Z4Falb—vary avy FElERTLICE. ROEEX A7 ZFETLET,

RIiR 4

Ta— F=H ¥y v aNOTa—%FKRT DH7-HIZIEL, NetFlow original L 21— R TER I iz &
BICHEGT DN T 74 v 0 2% ETHA 0 E—T oA R, ANT7a— FE=F AT 20LENH Y

2. show running-config flow monitor

iﬁ—o
FlEDHEE
1. enable
FIED 4
AFv7 1 enable

enable =~ RIZXL > T, HHEEXECE— Rz LET (R FBRRRINTEBNRNAY— RE

AT LET),

Router> enable

O
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Router#

show running-config flow monitor

show running-config flow monitor =~ > N T, fiEL/c7n— E=4Dar T 4Fal—a
Av Y FRRREINET,

Router# show running-config flow monitor
Building configuration...

Current configuration:
|
flow monitor FLOW-MONITOR-1
description Used for monitoring IPv4 traffic
record netflow ipv4 original-input
|
flow monitor FLOW-MONITOR-2
description Used for monitoring IPv6 traffic
record netflow ipv6 original-input
|

end

A4 >%2—7J x4 XT Flexible NetFlow i34 2—TJIL{iEch TS &D

FIEDHE

FIED

AFvFT 1

A B#—7 x4 AT Flexible NetFlow 251 X —7 /LIl > T35 Z & ZfERT HITIE. ROEEF A
JEFATLET,

1. enable

2. show flow interface type number

enable

enable =~ RIZL > T, B EXEC E— Rz LET (R FRRRINTEBNRNAY— %
AHLET),

Router> enable
Router#

show flow interface type number

show flow interface =~ RKiZ Xk > T, £ % —7 = A AT Flexible NetFlow 2814 X — 7 /LiZ72 > T
WDH I ERMERSNET,

Router# show flow interface ethernet 0/0

"
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Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Input
traffic(ipvo) : on

— & — —
20— E=32 X4y alDT—FDERR
To— T2 Xy vV aNOT—HERRTBHIZE, ROLEF AT H2FEITLET,

RIiR 4

TR— E=H Xy v aNOTa—%FRT 5720121, NetFlow original L 22— R CTER SN2
BIHETD N T T4 v VBT DA =T =24 R, ANj7un— E=F &M T20LERH Y

7,
FlgnHH=E

1. enable

2. show flow monitor name monitor-name cache format record
FIED 4

AFv7 1 enable

enable =~ RIZL > T, B EXEC E— Rz LET (R FRRRINTEBNNAY— RE
ABLET),

Router> enable
Router#

AFw 7 2 show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ K A MU 7 T, 7r— €=
ADOXy v aNIZHDHAT—X A, FHitEHR, 8L 7o — F—2BRRRINET,

Router# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type: Normal
Cache size: 4096
Current entries: 1
High Watermark: 2
Flows added:
Flows aged:

- Active timeout ( 1800 secs)

- Inactive timeout ( 15 secs)

- Event aged
- Watermark aged
- Emergency aged

O O O 39 O J

IP DESTINATION AS: 0
IPV4 DESTINATION PREFIX: 172.16.10.0
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IPV4 DESTINATION MASK: /24
INTERFACE OUTPUT: Et1l/0
FLOW DIRECTION: Input
counter bytes: 4292430
counter packets: 4305
timestamp first: 15853684
timestamp last: 15860868

Router# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type: Normal
Cache size: 4096
Current entries: 6
High Watermark: 8
Flows added: 1048
Flows aged: 1042

- Active timeout ( 1800 secs) 11
- Inactive timeout ( 15 secs) 1031
- Event aged 0
- Watermark aged 0
- Emergency aged 0

IPV6 FLOW LABEL: 0

IPV6 EXTENSION MAP: 0x00000040

IPV6 SOURCE ADDRESS: 2001:DB8:1:ABCD::1

IPV6 DESTINATION ADDRESS: 2001:DB8:4:ABCD::2

TRNS SOURCE PORT: 3000

TRNS DESTINATION PORT: 55

INTERFACE INPUT: Et0/0

FLOW DIRECTION: Input

FLOW SAMPLER ID: 0

IP PROTOCOL: 17

IP TOS: 0x00

ip source as: 0

ip destination as: 0

ipv6 next hop address: HH

ipv6 source mask: /48

ipv6 destination mask: /0

tcp flags: 0x00

interface output: Null

counter bytes: 521192

counter packets: 9307

timestamp first: 9899684

timestamp last: 11660744

IPV6 FLOW LABEL: 0

IPV6 EXTENSION MAP: 0x00000000

IPV6 SOURCE ADDRESS: FE80::A8AA:BBFF:FEBB:CC03

IPV6 DESTINATION ADDRESS: FF02::9

TRNS SOURCE PORT: 521

TRNS DESTINATION PORT: 521

INTERFACE INPUT: Et0/0

FLOW DIRECTION: Input

FLOW SAMPLER ID: 0

IP PROTOCOL: 17

IP TOS: 0xEQ

ip source as: 0

ip destination as: 0

ipvé next hop address: HH

ipv6 source mask: /10

ipv6 destination mask: /0
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tcp flags: 0x00
interface output: Null
counter bytes: 92
counter packets: 1
timestamp first: 11653832
timestamp last: 11653832

ERIEREFH L O— FIZ& % Flexible NetFlow ) 3%5E i

Z T, ROBREBNTHOWTHEBHALE T,
o [IPv4 +T 7 1 v 27 l® Flexible NetFlow SHREZEFE L a2 — FOFRE : #i) (P.30)
e [IPv6 N7 7 1 v 7 HH® Flexible NetFlow FHHiEFRFH» L 22— FOKE : B (P.30)

IPv4 37 1 v % FD Flexible NetFlow SRIE&RF#A# L 31— FDOKRE : Hi

W OFIE, Flexible NetFlow O HAERH 4 L = — K TBGP ToS next-hop) Z /LT, IPv4 k7
T4 I EERT ST — Fo A RRET D HEERLTCOWET,

OV UL, Ta— b ar T Fal—vary BE— LB LET,
I

flow monitor FLOW-MONITOR-1

record netflow ipv4 bgp-nexthop-tos

exit

!

ip cef

I

interface Ethernet 0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
|

IPv6 k57 1 v % O Flexible NetFlow EHiE&EFHA L d3— KDOFKRTE : Hl

WOHIIX, Flexible NetFlow O HFRiIEFRFE # L 2 — K Tsource prefix) ZHH LT, IPv6 77 1 v 7
EERTL 70— F=FE2RET D HEEZRLTVWET,

OV UL, Ta—L ary T 4 X alb— gy B— R LBLET,

flow monitor FLOW-MONITOR-2
record netflow ipvé source-prefix
exit

ip cef

ipvée cef

|

interface Ethernet 0/0

ipv6 address 2001:DB8:2:ABCD::2/48

ipv6 flow monitor FLOW-MONITOR-2 input
!
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RDEXE

Quality of Service (QoS) t#IHKIEE=4V >/ 77V r—varBLila—H ye—=FJ
7eIaTrA VT X2 VT oM E, FED BTk S Flexible NetFlow O & 72 3% E
DFEHIZ 2T, [Customizing Cisco I0S Flexible NetFlow Flow Records and Flow Monitors| &
Va—naBRLTIEIN,

Tua— Y FY T ERELT, NI T 4y ik D CPU A ——~y FERET 25613,
[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |
EFEVa2—VEZRLTIIEEN,

Flexible NetFlow (Zxf L CF—% =7 AR — b &% ET 5354 1%, [Configuring Data Export for Cisco
10S Flexible NetFlow with Flow Exporters] €Y =2 —/L & SH LTI ZI0,

SEEH

Z ZCH, Flexible NetFlow 2R3 2 3 HERHC SV TR L £

&R BmE

Cisco IOS =< K [Cisco 10S Master Commands List, All Releases ]
Flexible NetFlow DHEE [Cisco IOS Flexible NetFlow Overview |

Flexible NetFlow O#aEr — R~ v 7 [Cisco 10S Flexible NetFlow Features Roadmap |

Flexible NetFlow (2 & % LLRif D NetFlow @ = I = L — |[Getting Started with Configuring Cisco 10S Flexible NetFlow |
var

Flexible NetFlow 7 —# &%= 7 AR — 35729 ?D 7 |[Configuring Data Export for Cisco I0OS Flexible NetFlow with

0— T AR—FDRE Flow Exporters |

Flexible NetFlow O # A &% < A X Customizing Cisco IOS Flexible NetFlow Flow Records and Flow
Monitors |

Flexible NetFlow @ s 7 7 ¢ v 7 BstlIc L % 4 —/3— |[Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the

~y RO 70— %o 7Y o FHRE CPU Overhead of Analyzing Traffic |

Flexible NetFlow Top N Talkers Zfff L 7= >~ s 7 — |[Using Cisco 10S Flexible NetFlow Top N Talkers to Analyze

7 NTT 4T DT Network Traffic]

Flexible NetFlow H® IPv4 < /L FF ¥ A MiEFHEHR  |[Configuring IPv4 Multicast Statistics Support for Cisco IOS

PR — kDK IE Flexible NetFlow

Flexible NetFlow ® 2> 7 4 ¥ o L — 3 a2 R |[Cisco I0S Flexible NetFlow Command Reference]

&

B 24 ML
L _
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N s=ay

MIB MIBY>Y

L BIRL7Z7 Ty 74+ —24, CiscolOS VU —ZA, BIUOBREE »
FD MIB OB L THX U rr— R§5i2i%, RO URL I
% Cisco MIB Locator {1 L £,
http://www.cisco.com/go/mibs

RFC 24 kL

RFC 3954

[Cisco Systems NetFlow Services Export Version 9]

DRADTYZHI YR—k

SieA

>y

FHOURLIZTZ7EALT, YAaDT 7=k
A= M EHRKBIZIEHL T 7ZE0,

UTaaEles E SERIEHRICT O Web B A FAMKAL
HET,

T =NV R—= I EZITD

Y T7 N xTEF - RT 5

X2 VT 4 OMEFEEERE TS, Fikv Aol
mOEX 2 VT BT 5 XEEZIT S

= BIRNY AT I ERT D

- Product Alert D 3Z15 & &%

- Field Notice ® 3213 %%

- Bug Toolkit % fii H L 7= BE%n o FH RE D # 2R

- Networking Professionals (NetPro) =3I =2=7 ¢
T, BEWBEAEDT 4 A v a LIZBINT S
chb—= T VY —ANT 7B RT S
- TAC Case Collection YV — /L&A LT, "— K=
TRRE., N7 =~ AT 5 —Ra gz A
UHETIT 4 TITHRRER L ORI D
ZD Web %A b EDY =T 7 & AT DRI,
Cisco.com D74 > ID BLUOSRA T — RNRQLET
7

http://www.cisco.com/cisco/web/support/index.html
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Flexible NetFlow D#EETE R

GE)

I8, ZOEYV2— VTHHALIEMELZ YV A ML, REOREHR~DY 7 2RLET, ZTOX
IZ1X. Cisco I0OS Release 12.2(1). & %\ X Cisco I0S Release 12.2(1) F721% 12.0(3)S Bl U U —
ATEHANELITEEINTHEREZ T RENTHVET,

IR ENTWAW D OHETOMEEDEERIIZ W TIX, Cisco I0S Flexible NetFlow Features
Roadmap] ZZML T ZE Wy,

THEHAD CiscolOS Y7 b =7 VY —RkoTiE, a2 FOPIC—FEHTEXRNEDRH Y
9, BEOa<r RICETZY U —2FRICOVWTEL, a<wr R T77 LA v=a2T7 VAL
TLEEW,

TR T7 =D R— I BLIBYY 7 b7 A A—=VOYR— MIETIHERERET 511X
Cisco Feature Navigator Zffi [} L 3", Cisco Feature Navigator #3252 & FEDY 7 by =7 U
U—2R, ety b, T Ty b7+ — 2%V AR — 95 Cisco [0S & LV Catalyst OS @ ¥ 7 k
TxT A A=V EHBITEET, Cisco Feature Navigator [Z1%, http://www.cisco.com/go/ctn 75 7
7 EALTLZEW, Cisco.com DT A7 MILEHY FH/HA,

# 18 1C, HED CiscolIOS V7 F o =7 VU —ZAFETHIEDHEEEZ YR — 4% CiscoIOS V7
'7I7’ ) V=27 2R LET, BHICHARINTWARWED , CiscolOS V7 b =7 VY —2#ED
BREDOV ) —2TH ZOMEEEZ Y R— N LET,
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/fnetflow_feat_rdmap.html
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HRES yy—= HEETER

Flexible NetFlow 12.2(33)SRC |Flexible NetFlow 238 A X FE L7,
12.4(9)T

ZOBRED Y AR — ML, Cisco 7200 >V —RX L—H L L
T Cisco I0S Release 12.2(33)SRC TEMENF L7z,

Flexible NetFlow B4REIZ DWW ClX, ROFHEIZHANH Y
9,

o THRTEHWH L 2 — FIZ LD Flexible NetFlow 3%/
ORifESMt (P.2)

o [HEIEFFE AL 22— FIZ L % Flexible NetFlow D%
ElZonWT) (P2)

o TTm— E = AORRERH L 3 — K L
Flexible NetFlow ®O#%E 11 (P.20)

o [FHRIERK AL 2— RIZ X D Flexible NetFlow D&%
ER (P30)

WO~y FPEAEIIELTINE L, cache
(Flexible NetFlow) . clear flow exporter, clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source. collect ipv4 total-length. collect ipv4 ttl,
collect routing, collect timestamp sys-uptime. collect
transport, collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter., debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow) .
match ipv4, match ipv4 destination, match ipv4
fragmentation, match ipv4 section, match ipv4 source,
match ipv4 total-length, match ipv4 ttl. match
routing, match transport. match transport icmp ipv4.
match transport tcp. match transport udp. mode
(Flexible NetFlow) ., option (Flexible NetFlow) .
record, sampler., show flow exporter. show flow
interface, show flow monitor. show flow record. show
sampler. source (Flexible NetFlow). statistics packet,
template data timeout, transport (Flexible NetFlow)
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% 18 Flexible NetFlow D#EEIHR (HiZ)

RS J1)y—x HEETE®

Flexible NetFlow—IPv6 Unicast Flows 12.2(33)SRE |Flexible NetFlow TIPv6 ~5 7 ¢ v 7 #BEHTX 4,
12.4(20)T

Z OMRED YR — MiE, Cisco 7200 F £ T* 7300 Network
Processing Engine (NPE; *rv MU —Z7 T T r) v
J—X —% M & LT, Cisco IOS Release 12.2(33)SRE
TEMSE LT,

Flexible NetFlow—IPv6 Unicast Flows #HEIZ DWW\ T i,
WOREIZHHAN D Y 77,

o [HAIEREALaI—REHEHALEZIPV6 bT7 7 4 w7
DT7a— F=FOFE] (P21)

o [ HF—Tx A ZA~DIPV6 71— E=XF DM |
(P.24)

o [IPv6 + T 7 4 v 7 Hl® Flexible NetFlow i & %7
Bl a— RO&E : ) (P.30)

WRDOa~y RPBEAEIEREINE LT, collect
routing, debug flow record. match routing. record.
show flow monitor. show flow record. collect ipv6.
collect ipv6 destination. collect ipv6 extension map.
collect ipv6 fragmentation. collect ipv6 hop-limit,
collect ipv6 length. collect ipv6 section. collect ipv6
source, collect transport icmp ipv6, ipv6 flow monitor,
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section.
match ipv6 source, match transport icmp ipvé
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