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VI HEYR—FTEEODT—ENELNET,

Flexible NetFlow i%, EEOBEHIZEDOET NI T 4 v I NRTA—FEDAZ <A XT 5% B
452 &, LLETO NetFlow LY tES N TV E9, Flexible NetFlow Tix. 7 7 4 v 7 4547
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R—=FrT D ERELHITRDET,

HEETRHRDBRR
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CISCO.

TOEYV2a—MICHREESN TWEED N, ZHEHOY 7 =27 VI —=ATHR=FENTW
RWEANRD Y 3, RFOBEBFHRBLIOESIZOVWTE, ZHEAOT Ty b7+ —2BLTOY 7 |k
7 VU —2ADY Y —R /= EZRLTIEIN, ZOFY 2 —/MIRH I TV HHERRIZEET S
HWMERBELIZY . FHEENTR—F SN TV VXTI R ESH LY T 51201,
[Flexible NetFlow O#iEfE#H ] (P.16) &ML T 7Z X0,

7T N7 A —LDOYR— b, 72BN Cisco [0S B LW Catalyst OS V7 h U =7 A A—TDHHR— b

BT A1 & M3 H121L, Cisco Feature Navigator Zf#if L =9, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 2257 7 A L TL £ &V, Cisco.com DT AWy MIMEDH D A,
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o [T7m— =/ AR—HI|Z X5 Flexible NetFlow 7 —% =27 AR — kO EH (P.11)

o kofE%) (P.14)

o IZEEE (P14)

* [Flexible NetFlow DOfRENEH ) (P.16)

70— I XAiR—4212&k 5 Flexible NetFlow @ 7—%
I A R— FEEREDHIREH
Flexible NetFlow ZFET HITi%., IROBMHRSRMZ NI L TWAHLERDH Y £7°,

e TCisco IOS Flexible NetFlow Overview| ¥ a— VZE#HINT-HNEY LB L TWE T &,

e Xw hU—2 7,34 AT, Flexible NetFlow 23— h 317 Cisco I0S U U —ANHEE L T 5
Z &, Flexible NetFlow 2% A — K L7 CiscolOS Y7 b =7 YU U —ADY R MIHDWTIT,
[Cisco 10S Flexible NetFlow Features Roadmap] #ZM LT 7230,

IPv4d 521499
o XYy RNU—Z FNRAAR, IPVANL—T 4V THICEREENTWNWSLZ &,
o VRATITARAT VA T FU—FT 4 T ERIFHEU Aa 2 )R VR T3 T —F 4 T DN

N, AP oOL—2E KO Flexible NetFlow A 2 —7 2T 5 ¢ _XTCOA VX —T = A A
TAFX—TNIENTNDHZ &,

IPv6 F5 219
o Xy MU= FNRALZAN, IPV6 L —TFT 4 VT HIZRESN TS Z &,
o VAATIAT VAT I—T 47 IPv6 £ HM I A2 IV AT VA T3 I—FT 47

DWW, FHEHFD/L—F B L O Flexible NetFlow % A4 X —7 /LT 5T _RTDA v HF—
T2 A ATAX—=TNIZENTWNEZ &,

70— 9 XAKR—4A1ZX& 5 Flexible NetFlow O5—4%
I RAR—FREDHIFEIE

7nu— xJ AR—HIZ L5 Flexible NetFlow OF — % =7 AR — s DR EIZIH. ROFIFIEIHED 3
SNET,

* Cisco I0S Release 12.4(22)T THRUNZHAT &7z NetFlow X—Y a3 > 5 =27 AR —h Fa haj
I%. Flexible NetFlow /N—> 3 5 OFR#MEOH L Vv a— REEHATL2 78— £=X2721F THFR—
rEnEd,
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20— I AR—A1ZL 5 Flexible NetFlow ®F—#4
I RAR—FZDNT

Tn— 2 AR=FERETDHITIE, TORNICROBME LR L TB BERH Y £7,

[Tno— /7 AR—%] (P3)
[Flexible NetFlow 7 2 — =7 ZR—& OFl| L (P.3)

70— I RAR—4

Tn— T AR—FZF, V= EOREPTMSI Lizary R—% b LTERENEY, =7 AR—
i, 7 —F=H ¥y v amnb NetFlow 2L 7 X5 D) T—h VAT AT —H BT 7 AKR—
FFZ7eoic, 7a— F=XICHVYToRET, Ya— E=XE, H#EOZ I AR—XEYHR— |
TEXFET, FZ IV AR—ZZ, FOUBRFEHEINL T — F=F, BIOF—ZDxT /7 ZAR— KL
% NetFlow 2 V27 % VAT AOBIZEDETHIALZ A A TEET,

Flexible NetFlow 70— TH R EKR—E DF =

Flexible NetFlow Tif. BEIIS U T, ZHOIEIE R T — TV AR—HEHRETEET,
Flexible NetFlow 7 o — =7 AR —HZ21Z, RO X 5 RRERH Y £,

Ta— I AR—FEEATLE, MR BRERISELPEFATORNT T4y I HOZ I R
R—ZEERTEDZTD, VT 747 %7 A7 L8O NetFlow = L7 ZIZXETE £,
LLRTD NetFlow Tid, O &N TR_RTCO T T4 v 7 DX v v aNOTF—Z B, KK 2OD
T AR— MNMEIZEFEIE LT,

T — T AR—Z T, 12070 — F=FIZOXHKK 10 DI AR—=FZNYR—FENFE
4, LRI NetFlow TiZ, 1 2O X v v =2220%F, 2 2D 7 AR— LD ITITHIBE ST
F L=,

Cisco IOS Release 12.420)T LIEDO UV YV —ATiE, 7u— =7 AKR—% T, =7 AF— Mk
&N 5/%7 ~ FINO Class of Service (CoS; ' —E & 7 T R) A TEAHD, vy hU—7
ERTNRT Yy MR 7T A4V T o BNEESNE T, LIEID NetFlow &7 AR—H X, =7
AR—REICEEFESNDE Ty FNTCoS ZHH L TWERATLE,

Cisco IOS Release 12.4Q20)T LABED YV U —ATIX, Vo — =7 AR—4 T 7 4 v 7 2T
EET,
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70— I XAKR—4A1Z& 5 Flexible NetFlow ®)5F—4%
I RAKR—FDEREARE

ZDOWEPDHZ A7 T, Flexible NetFlow TIESIND T — X &, FEMR O EREDT-DIZY £— b
VAT AT AR — b T D HIEICONTHBHLET,

70— IHRKR—4%

7u— 7 AR—H, Flexible NetFlow TWEEL7=F—¥ %, NetFlow 2 L7 X/l E— 1 &
AT NMIEFETHIEDIEAESNET, 7=V AR—FTEI T AR—F o bart LT,
User Datagram Protocol (UDP; = —#% F—X 7' A Fu baji) ZEMALET,

HHEE

%n%n@iﬁxf ANYR— N T DT 1 22T T, BEROBERILT — X227 AR—1T2%

Bl H#H o7 — 2 AFR—FEHREL, TNHE TR — E=XIZE DY TCHLERH D T,
7u%i7xf N7 a— F=XIGEMEND E, 7R— F=H Ty v ahbDT—H 7 A
R— F A X =T £,

GE) nb0XAZ T, 20X A7 THEMA X5 Flexible NetFlow 2t~ > RIZ#Eef— 7 — K& 54k
EARENTVET, Zh 50 Flexible NetFlow =2~ R T RIRERZ OO F—T — R & 5|4
\Z2WTIE, [Cisco I0S Flexible NetFlow Command Referencel] %2 1L T 7230,

Flexible NetFlow @7 —4% =7 AR — b &R ET DL, ZOHDOX A7 #FITLET,
o [Tn— 2/ XAR—FZOFE] (P4) (L)

o [7o— I AR—FDBHED AT — X ZADFKR] (P.6) (EE)

o [Tn— 2/ XR—FOHEMR] (P7) (EE)

o [F—% =7 AR — M X5 Flexible NetFlow & E & A 1 —7 k) (P.8) (W)

o [Tn—F=H XX v aDT—H 7 AR—EBA X =TIVl >TWHZ EDfER] (P.10)
(£8)

70— I RAKR—F DEE
T — U AR—ZERETDHITE, WONEX A7 #FEITLET,

FIEDHE

enable

configure terminal

flow exporter exporter-name

description description

destination {ip-address | hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9}

N o o s~ Db =

dscp dscp



http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html

| 2B— xHRHK—4%12&% Cisco 10S Flexible NetFlow ®F—4 IJ RHK— FOBRE

FIED*H

ATy T A1

ATvS 2

ATFvF 3

A7v7 4

ATFvT 5

ATvT 6

ATFYF 7T

78— T4 RK—4I2& 5 Flexible NetFlow 0F—4 TR F— roEEsE B

8. source interface-type interface-number

9. option {exporter-stats | interface-table | sampler-table} [timeout seconds]

10. output-features

11. template data timeout seconds
12. transport udp udp-port

13. ttl seconds

14. end

ARV RERRTIVa Yy

E[:3)

enable

il :

Router> enable

¥¢#E EXEC E— R& A X —7 iz LE9,
o T T IMFIRINTESH, NAT—FKEATIL
ij‘o

configure terminal

il

Router# configure terminal

Ja—n) ar 74 X¥al—vay B— REBEEL
ij‘o

flow exporter exporter-name

il -

Router (config) # flow exporter EXPORTER-1

77— xJ AR—HE{ERK L, Flexible NetFlow 7
H— TV AR—F a7 4Xal—Lay F—R%
Bt L E9,

o ZDawYRTIE, MEO 7R — 7 AKR—H
EEETLHILEHTEET,

description description

l :
Router (config-flow-exporter) # description
Exports to the datacenter

(fEE) ER LU show flow exporter =~ KD H
NERFREIND, =7 AR—FORMERELET,

destination {ip-address | hostname} [vrf
vrf-name]

il

Router (config-flow-exporter)# destination
172.16.10.2

T AR—FZ DIV AT LD IP T F L A E TR
A MLEEELET,

export-protocol {netflow-v5 | netflow-v9}

Bl :

Router (config-flow-exporter)# export-protocol
netflow-v9

T AR—H T S5 NetFlow =27 AR — K 7
g halos—g VEEELET,

e T 7,V : netflow-v9

dscp dscp

il

Router (config-flow-exporter) # dscp 63

(EE) 27 AR—Z L > THEEENLTFT—4 75
2 @ Differentiated Services Code Point (DSCP) /¢
FTA—BEBRELET,

o dscp BIEOFMAIX. 0 ~63 TI, T 744 b:0

"
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&

ATv7 9

2A7Tv7 10

AFv7T 1

ATvF 12

ATv7 13

AFvF 14

ATV RFFEREETIVaY

B

source interface-type interface-number

Bl :

Router (config-flow-exporter)# source ethernet
0/0

EE) =7 AR—FNENDT—HX T T LDKXET IP
TRLARELT, =2 AR—=FTIPT7 FL A&
TH50—IN A E—T oA AEEELET,

option {exporter-stats | interface-table |
sampler-table} [timeout seconds]

Bl :

Router (config-flow-exporter) #
exporter-stats timeout 120

option

UEE) Z I AR—EZDIF S ay F—& RS A—X
FRELET,
e 3ODA TV a ERIFICRETEET,

o seconds Bl OEHPMAIL, 1 ~ 86,400 T, T 7 %
LV k600

output-features

il

Router (config-flow-exporter) # output-features

(f£3#) Quality of Service (QoS; —EAME) BX
UL ER Lz, =7 ZAR—F 7y FOEE
A X—T M LET,

template data timeout seconds

il -

Router (config-flow-exporter) #
timeout 120

template data

L) ZA LT MIESS T L— FOFES

BRELET,

o seconds I OFMIX. 1 ~ 86400 T3 (86400
=24 i),

transport udp udp-port

il :

Router (config-flow-exporter)# transport udp 650

SRV AT LN, T AR—NENDT =X T T L%
HH317 %5 UDP R— FAiEEL T,

e udp-port SIEOFMIL, 1 ~ 65536 TT,

ttl seconds

il

Router (config-flow-exporter)# ttl 15

EE) =7 AR—ENLREEINDIT =X T T LD
Time-to-Live (TTL; f#fe rIRERFH) EZ X E L E T,

o seconds FIBOFMIX, 1~ 255 TT,

end

il -

Router (config-flow-exporter)# end

Ja— T AR—H a7 4 Fal—T g F—FK
T LT, ¥ME EXEC T— NIZTREY £7°,

20— Y RAR—FDHREDAT—EZ ADRKR

00— T AR—FZDOBEDAT —H A% FRTHITE, WOEBX A7 #FITLET,

FIRDOHE
1. enable
2. show flow exporter exporter-name
FIEDEHH
ATv7 1 enable

N
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enable =~ Rk > T, HEEXECE— Rz LET (Frr 7 FRRRINTEENRNATY—RE
ADLET),

Router> enable
Router#

AT9F 2 show flow exporter exporter-name

show flow exporter =~ > KT, HEELL 70— =/ AR—FDBHED AT —H ANRERINET,

Router# show flow exporter EXPORTER-1

Flow Exporter EXPORTER-1:
Description: Exports to the datacenter
Transport Configuration:
Destination IP address: 172.16.10.2

Source IP address: 172.16.6.2
Source Interface: Ethernet0/0
Transport Protocol: UDP
Destination Port: 650

Source Port: 55864

DSCP: 0x3F

TTL: 15

Output Features: Used

Options Configuration:
exporter-stats (timeout 120 seconds)
interface-table (timeout 120 seconds)
sampler-table (timeout 120 seconds)

70— I AR—F DHREHSE
AN Licar74Xalb—ray avwy REFERT I3, ROLEEX A EFEITLET,

FIEDOHE

1. enable

2. show running-config flow exporter exporter-name

FIED*H

ATv7 1 enable

enable =~ RIZk-T, HHEEXECE—RFZBMBELET (Fr 7 FRERRINTEZHENRNAT—RE
ATTLET),

Router> enable
Router#

AT7w7 2 show running-config flow exporter exporter-name

show running-config flow exporter =~ > FTiX, fRELIc7n— =V AR—FZDa 7 1 Fa L —
Yary avy RRRRINET,

Router# show running-config flow exporter EXPORTER-1

Building configuration...
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Current configuration:

|

flow exporter EXPORTER-1
description Exports to the datacenter
destination 172.16.10.2

source Ethernet0/0

output-features

dscp 63

ttl 15

transport udp 650

template data timeout 120

option exporter-stats timeout 120
option interface-table timeout 120
option sampler-table timeout 120

end

T—4% T RAKR— FIZ& B Flexible NetFlow EEREE A R—TILiE

JA— =4

HER

FIEDOHE

Xy va T HEZIAR—ITDNT T4 v I DIATEHRETHIZIE, 7e— =% %ERT
HUERHVET, 1 DU EDOAS v H—T 2 A7 — =X EBALTT—XDOT 7 AKR— %[
Wb LT, Ta— = HEAF—TNECTEMERLY EF, T—F =7 AR — kT Flexible
NetFlow Z % E L CTA X —7 M T DT, ROMEZ A7 2 FITLET,

KT — B=FZ, FHICEEMATONEFERNOX vy v adkHoTnWET, £ 70— E=F|TIL,
Xrvia U NIORNEELAT U NEERTHIZOOLA— RNRLETT, La— K T7r—<vy
MI, WITNOOHEFIEREAL I— RO T+ —~ v MITEXET, HER2—VX Flexible
NetFlow D 7o — L a—Rar7 ¢ Fal—3i g2 F— RTecollect 3L N match =2~ RAEH L.
MEHOLVa—R 7x—~vy FAERT DI HTEET,

Juo—F=ZPDLa—R Zx—<v h&xrecord 2~ RTEETHIZE, FOHIICZTue— =4 %
BWHLTHDITRXRTOAS L F—T 24 AL, 70— T EHIBRLTBSLERNDLY £9,

HAEFRFE L 32— K [NetFlow original |, F721% NetFlow IPv4 original input] & % %
NetFlow IPv6 original input] %7 v — E=XIZFHE L T, LART® NetFlow =X =2 L'— M 256
X, 7ue— =% A)) (XB) FTT7 4y ORWIEFITERTEET,

HFRIEFRFE » L 2— K [NetFlow [Pv4 original output] F72i% NetFlow IPv6 original output] % 7
n— E=ZHREL T, W NetFlow 707 7 4  7HEEZ T I 2 L— M 55813, 7n— =
sty BIE) 774y 2 ORHEITICENTE £,

enable
configure terminal
flow monitor monitor-name

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}

o~ ODd =

exporter exporter-name
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b & A

ATFvT 2

ATFvFT 3

ATvT 4

AFwFT 5

ATv7 6

AFvT 7
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exit

interface type number

© o N o

end

{ip | ipv6} flow monitor monitor-name {input | output}

ATV FFEREF7IVaY

=]:)

enable

il -

Router> enable

¥ M EXEC T— R& A 2—7 iz L £,

s TuVTERFREINTEL, NAT=FEANL
£7,

configure terminal

Bl :

Router# configure terminal

Ja—) ar7 4 Xal—yary E— ReBBL
£7

flow monitor monitor-name

il :

Router (config) # flow monitor FLOW-MONITOR-1

77— =X %{ERk L. Flexible NetFlow 7 7 — &

=F arI74¥al—gry E—FEBRBLET,

e ZDa~vwr RTIE, BEfFo 77— E=X 52 AW
THZELTEET,

record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

i :
Router (config-flow-monitor)# record netflow
ipv4 original-input

Jo— E=ZDlLa— REEELET,

exporter exporter-name

il -

Router (config-flow-monitor) # exporter
EXPORTER-1

B A DT 7 AR—=Z DA EZREL T,

exit

il

Router (config-flow-monitor) # exit

Flexible NetFlow 72— =% a7 (¥ a2 L —
vary E—FREKTLC, ZJu—)Lar7 ¥
L—yay = FRIZEYFET,

interface type number

il -

Router (config) # interface ethernet 0/0

ALHE =Tz A RAEBREL, A/ F—T AR 2
T4 Xal—Tary EBT—REEBLEST,
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ATV RFFERERETIVaY B

RTFvT 8 {ip | ipv6} flow monitor monitor-name {input | VERRBHDT7a— B=HF%&, NTF 7 4 v 7 DT

output}

il :

Router (config-if) # ip flow monitor
FLOW-MONITOR-1 input

GLRDHA LB —T oA AZENYBTHZ & T, 0D
T0— T HET VT 4TI LET,

AFv7 9 end

Bl :

Router (config-if) # end

Ja— A HE—T AR a T 4 Fal— g
F— RZ#T LT, ¥/ EXEC E— NIZEV £7,

20— F=3 v yoaDT—3 THORR—FEBRA R—TILIZHEH-TLVS

— EDHER

RIiR 4

FIROHE

FIEDEHH

2AFvF 1

To— T2 Xy aDT—HF TJ AR B, R =TI oTND I & HfERT DI, RO
EEX AT HFEITLET,

Ta— F=H Fx v aNOTa—%FKRT DH7-DIZIEL, NetFlow original L 21— R TER I iz &
BICHEGT DN T 74 v 0 2% ETHA 0 F—T oA R, ANT7n— F=F AT 0LENHY
i—é_o

1. enable

2. show flow monitor name monitor-name

enable

enable =~ RIZL > T, B EXECE— FZM#HBLET (R FRRRINTEBNRNAY—RE
AHLET),

Router> enable
Router#

show flow monitor name monitor-name

T — T X DAT—H AL HFHEREF T LET,

Router# show flow monitor name FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: User defined
Flow Record: netflow original-input
Flow Exporter: EXPORTER-1
Cache:
Type: normal
Status: allocated
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Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs

Active Timeout: 1800 secs

Update Timeout: 1800 secs

70— I XAKR—A12& 5 Flexible NetFlow 7—4% I
AR— FDEREH

ZIZTE, ROBEBNZOWTHIALET,

o MDDy AR—MEDOHKE : Hl) (P.11)

e QoS #MEM LI/ AR —k X7y hOREFEOHKE : #l) (P.12)
e IR—=Va 5/ AR—bORE: #Hl) (P13)

BHDOTY AR— FEDTE : H

WDFNL, IPv4 3L OVIPV6 @ 5 7 4 » 2712 Flexible NetFlow ODEH D=7 AR — "2 RETDHH
HEERLTWET,

OV UTINVE, Tr—N a7 4 Fal—vay E— RPLBLET,
I

flow exporter EXPORTER-1
destination 172.16.10.2

transport udp 90

exit

!

flow exporter EXPORTER-2
destination 172.16.10.3

transport udp 90

exit

!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input
exporter EXPORTER-2

exporter EXPORTER-1

|

|
flow monitor FLOW-MONITOR-2

record netflow ipvé original-input
exporter EXPORTER-2

exporter EXPORTER-1
|

ip cef
|

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 input
ipv6e flow monitor FLOW-MONITOR-2 input
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WOERENZ, 70— F=XILEB 200 AR—FZ~DF—HZDT I AR— R LTWET,

Router# show flow mon

Flow Monitor FLOW-MON
Description:
Flow Record:
Flow Exporter:

Cache:
Type:
Status:
Size:
Inactive Timeout:
Active Timeout:
Update Timeout:

itor FLOW-MONITOR-1

ITOR-1:

User defined

netflow original-input
EXPORTER-1

EXPORTER-2

normal

allocated

4096 entries / 311316 bytes
15 secs

1800 secs

1800 secs

QoS #ZFEALE=TH AR—k N7y FOEFEOHRE : HI

WOHITIL, Quality of

Service (QoS; — vt 2 &HE) %M L T Flexible NetFlow =7 AR — K /3

Ty FOBREERET D HEE R LET,

SR A N (IP 7 R % 10.0.1.2) ~® Flexible NetFlow =27 AR — ks »3%7 v ME, QoS AL T
A=Yy M A F—T A A0/ TEEINFT,

OV UL, Ta—L ary T 4 X alb— gy B— R BBLET,

flow record FLOW-RECO
match ipv4 source ad
collect counter pack
|

flow exporter FLOW-EX
destination 10.0.1.2
output-features

dscp 18

|

flow monitor FLOW-MON
record FLOW-RECORD-1
exporter FLOW-EXPORT
cache entries 1024

!

ip cef

|

class-map match-any C
|

RD-1
dress
ets

PORTER-1

ITOR-1

ER-1

0s3

policy-map PH LABS FRL 64k 16k 16k 8k 8k

class COS3
bandwidth percent 2
random-detect dscp-
random-detect expon
random-detect dscp
|
interface Ethernet0/0
ip address 10.0.0.1

based
ential-weighting-constant 1
18 200 300 10

255.255.255.0

ip flow monitor FLOW-MONITOR-1 input

I
interface Ethernet0/1
ip address 10.0.1.1

255.255.255.0

service-policy output PH_LABS FRL_ 64k 16k 16k 8k 8k
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70— T5 XRK—4%I=& 3 Flexible NetFlow F—#4 7 xK— to®xEs N

WOFRRHEINE, =7 AR — SN2 T—F%TD QoS OFEHZRGEIZT 2 H IHERE R — &AL
7. 70— F=HTOT—H =7 AR—brERLTWET,

Router# show flow monitor FLOW-MONITOR-1

Flow Exporter FLOW-EXPORTER-1:
Description: User defined
Transport Configuration:

Destination IP address: 10.0.1.2

Source IP address: 10.0.0.1
Transport Protocol: UDP
Destination Port: 9995
Source Port: 56750
DSCP: 0x12
TTL: 255
Output Features: Used

g S IS 2 =19 —
N—23 25 T RAKR—FDRFE : #l
WOHL, Flexible NetFlow (29 53—V a2 5 27 AR— FOREFEEZRLTHET,
O TINE, Fa— L ar T4 FXalb—v gy T RRLBLET,
!
flow exporter EXPORTER-1
destination 172.16.10.2
export-protocol netflow-v5
transport udp 90
exit
!
flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input

exporter EXPORTER-1
|

ip cef

!

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
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RDEXE

QoS tHgiEE =XV 7, THV r—varBlta—F yo— =4V rFarvryrA) v
7. X2 VT 4 o &L FEED HBIZxT 5 Flexible NetFlow O & 722 5% & D #EMIZ DUV T,
[Customizing Cisco 10S Flexible NetFlow Flow Records and Flow Monitors | €3 = — /L& &M L T<

7230,
To— Yo FY T ERELT,

NI 74y T & D CPU A — "=~y FEBET 55613,

[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |

T2 EZRLTIIEEN,

Flexible NetFlow (Zxt L TW TN DHAERF A L 27— FERET 2551, [Configuring Cisco
10S Flexible NetFlow with Predefined Records] £ = — /L &SR LTI &0,

SEEH

Z ZCH, Flexible NetFlow 2R3 2 25 EEHC SV TR L £

BERE

BR%

CiscoI0S 2~ K

[ Cisco I0S Master Commands List, All Releases]

Flexible NetFlow D45

[Cisco 10S Flexible NetFlow Overview |

Flexible NetFlow O — K~ v 7

[Cisco 10S Flexible NetFlow Features Roadmap |

Flexible NetFlow (2 & % LLRiT D NetFlow O =3 = L —
va v

[Getting Started with Configuring Cisco I0S Flexible NetFlow |

Flexible NetFlow O A X <A X

lCustomizing Cisco IOS Flexible NetFlow Flow Records and Flow
Monitors |

Flexible NetFlow ® ~ T 7 ¢ v 7 EHIZ L B A — 83—
~y RO D 70— o 7Y v 7HRE

[Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the
CPU Overhead of Analyzing Traffic]

HAERBE A 2 — K& H L7z Flexible NetFlow @

ix AE

[Configuring Cisco I0S Flexible NetFlow with Predefined Records

Flexible NetFlow Top N Talkers Z{£f L7z v h U —
7 NTT7 4w Do

[Using Cisco IOS Flexible NetFlow Top N Talkers to Analyze
Network Traffic]

Flexible NetFlow @ IPv4 <~ /L F % v A M HEEHE#
HAR—NOBRE

[Configuring IPv4 Multicast Statistics Support for Cisco IOS
Flexible NetFlow ]

Flexible NetFlow ® =2 7 4 ¥ 2L —v g a<w L R

[Cisco I0S Flexible NetFlow Command Reference]
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
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szgn N

MIB

MBY>Y

L

BN Ty hT7x—4, Cisco Y7 b7 VU —2, BXW

REE » b MIB OB 2 LT v rn— K512

URL 124 % Cisco MIB Locator ZfH L £9°,

http://www.cisco.com/go/mibs

L. kD

RFC

RFC

24 L

RFC 3954

[Cisco Systems NetFlow Services Export Version 9]

DRADTYZHI YR— bk

SieA

>y

FHDOURLIZTZ7EALT, YAaDT 7=k
A= M EHRKBIZIEHL T 7ZE0,

UTFaaEtes SERIEHICT O Web VA b AMKAL
HET,

T I =N R—= I EZITD

Y T7 Ny xTEF - KT 5

X2 VT 4 OMEFEEERET D, Fikv Aol
mOEX 2 VT BT X EEZIT 5

= BIRNY = RAAT I ERT D

- Product Alert D 3Z15 & &%

- Field Notice ® 3213 %%

- Bug Toolkit % fii H L 7= BE%n D R RE D # 2R
- Networking Professionals (NetPro) =3I =2=7 ¢
T, HINBEEDT 4 A v g LZBNT 5
ch—= T VY —ANT 7B RT S
+ TAC Case Collection YV — /L&A LT, "— K=
TRBE, NI F—~ 2 AICHET D e RE A A
UHETIT 0 TIHRRER L ORI D
ZD Web ¥A b EDY =T 7 2T HERIL,
Cisco.com D 74 ID B LUVIRA T — RPQMETTH,

http://www.cisco.com/cisco/web/support/index.html
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Flexible NetFlow D#EETE R

K1, ZOEY2— VTl Lc#iEz ) X b L, FEOREFHR~D Y 7 2R LET,

TR EN TN ORI OBEREDEEMIZ W T, [Cisco 108 Flexible NetFlow Features
Roadmap)] ZZML T ZE Wy,

Ty R T —bDOYR—FBLYY T MU =T A A=YOYR— MIBET SEREBET D21,
Cisco Feature Navigator i} L £, Cisco Feature Navigator Z 3+ 2 &  HEDY 7 by =7 U
U—2A, ety b, T Ty b7+ — 2%V AR — T 5 Cisco [0S B LU Catalyst OS ® Y 7 k
T =T A A=V EHRITEET, Cisco Feature Navigator |Z(%. http://www.cisco.com/go/cfn 75 7
7EALTLIEEW, Ciscocom DT ATy MILEH Y FH A,
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Flexible NetFlow O#geiEs MW

=1 Flexible NetFlow D#aEiER
HRES yy—= HEETER
Flexible NetFlow 12.2(33)SRC |Flexible NetFlow 2338 A X E L7,

12.400T Z OMBED YR — X, Cisco 7200 >V —X L—Z L L

T Cisco I0S Release 12.2(33)SRC TEMENF L7z,

Flexible NetFlow B4REIZ DWW ClX, ROFHEIZHANH Y
9,

o [7uo— =/ ZAR—#|Z L% Flexible NetFlow ®F —
& 7 AR— NEREOREESM (P.2)

e 71— =/ AKR—%|Z L% Flexible NetFlow ® 5 —
X Ty AR— Mo (P3)

e 71— =/ AKR—%|Z X% Flexible NetFlow @5 —
X g AR— FDOFREHE] (P4)

e 71— =7 AKR—%|Z X% Flexible NetFlow 7 — #
T AR— O ERF] (P.11)

WO~y NPEAEIIELTINE L, cache
(Flexible NetFlow) . clear flow exporter, clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination.
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source. collect ipv4 total-length, collect ipv4 ttl,
collect routing, collect timestamp sys-uptime. collect
transport, collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter. flow monitor. flow record. ip flow monitor,
match flow, match interface (Flexible NetFlow) .
match ipv4, match ipv4 destination., match ipv4
fragmentation, match ipv4 section, match ipv4 source.
match ipv4 total-length, match ipv4 ttl, match
routing, match transport, match transport icmp ipv4,
match transport tcp. match transport udp. mode
(Flexible NetFlow) ., option (Flexible NetFlow) .
record, sampler, show flow exporter. show flow
interface, show flow monitor, show flow record. show
sampler, source (Flexible NetFlow), statistics packet,
template data timeout, transport (Flexible NetFlow)




28— 9 RK—4I2& % Cisco 10S Flexible NetFlow O F—4 T RHK— FOEE |
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% 1 Flexible NetFlow D#EEIHR (HiZ)

RS yy—=x HEETE®

Flexible NetFlow—IPv4 Unicast Flows 12.2(33)SRC |Flexible NetFlow TIPv4 5 7 ¢ v 7 R TE £9°,
12.4(9)T

Z OBEFED Y R — M, Cisco 7200 ¥ U —X L—F L L
T Cisco I10S Release 12.2(33)SRC TEMENFE L7z,

Flexible NetFlow : IPv4 Unicast Flows ¥¥RE(Z DTk,
WOEBIZHHARSH Y 7,

o [F—% =/ ZR— F|Z L% Flexible NetFlow & &%
LA 2= 4k (P.8)

o HEEDx 7 AXR—MEDORE : B (P.11)

WOa~vy RPHANELITEEINE LT, collect
routing, debug flow record. collect ipv4, collect ipv4
destination, collect ipv4 fragmentation, collect ipv4
section. collect ipv4 source, ip flow monitor. match
ipv4. match ipv4 destination. match ipv4
fragmentation. match ipv4 section. match ipv4 source.

match routing, record. show flow monitor. show flow
record

Flexible NetFlow—NetFlow v9 Export Format [12.2(33)SRE [N~ 30 9D/ AR —F 74—~ &R LT/
12.4(9)T AH—F Ny N EEETEET

Z OMRED YR — MiE, Cisco 7200 5 L UF 7300 Network
Processing Engine (NPE; vy N —ZJ Bz ) &
J—X —%f & LT, Cisco I0S Release 12.2(33)SRE

TEMmEnE L,

Flexible NetFlow—NetFlowV9 Export Format #5212
ThE. ROBFHEZHALH Y £,

e [Zu— =/ AR—FDETE] (P4)

ZOMRBOLEDICEAEIFEEINIca~vy FiEd v £
A,
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Flexible NetFlow O#geiEs MW

% 1 Flexible NetFlow D#EEIHR (HEZ)

RS J1)y—x HEETE®

Flexible NetFlow—IPv6 Unicast Flows 12.2(33)SRE |Flexible NetFlow TIPv6 ~5 7 ¢ v 7 #BEHTX 4,
12.4(20)T

Z OMRED YR — MiE, Cisco 7200 F £ T* 7300 Network
Processing Engine (NPE; *rv MU —Z7 T T r) v
J—X —% M & LT, Cisco IOS Release 12.2(33)SRE
TEMSE LT,

Flexible NetFlow—IPv6 Unicast Flows #HEIZ DWW\ T i,
WOREIZHHAN D Y 77,

o [F—% =/ ZR— F|Z L% Flexible NetFlow & &%
LA x—7 k) (P.8)

o HEEOx 7 AXR—NEORE : B (P.11)

WA~y RPEANEIFETINE L, collect
routing. debug flow record. match routing. record.
show flow monitor., show flow record. collect ipv6,
collect ipv6 destination. collect ipv6é extension map.
collect ipv6 fragmentation. collect ipv6 hop-limit,
collect ipv6 length, collect ipv6 section, collect ipv6
source, collect transport icmp ipv6. ipv6 flow monitor.
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section.
match ipv6 source. match transport icmp ipvé

Flexible NetFlow—Output Features on Data 12.420)T QoS BL UM B L ZHEHAL T, =7 AR —K Xr v F&ik
Export fEcEET,

Flexible NetFlow—Output Features #4812 DV TiE, D
HBEICHA»H Y £,

o [T — 2/ AR—FDFE] (P4)

e QoS #fEH LIz AR — bk /X7y hOREORK
iE ) (P12)

WD a~ RPREAZINE L, output-features

Flexible NetFlow—NetFlow V5 Export Protocol [12.2(33)SRE | R—T 3o 50z AR —F Fa harr EHL T X
12.422)T R—h Ty hEEETEET,

Z OBEEED Y R — ML, Cisco 7200 F & O 7300 Network
Processing Engine (NPE; X R U —Z4WF T ) o
Y—X —%H& LT, Cisco IOS Release 12.2(33)SRE
TEMSE L,

Flexible NetFlow—NetFlowV5 export protocol #§HEIZ D\
T, ROFHIZHARH Y L7,

e 71— =/ AKR—%|Z X% Flexible NetFlow @5 —
K T AR— FREOHKFE] (P.2)

o [Tm— =/ AKR—HDHE] (P4)
o IN—=Var 5zl AR—FOFKE: fFl) (P.13)
WDz~ RPNEAINE L7, export-protocol

| .“
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