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Node Configuration Guidel

[ Cisco 10S Mobile Wireless Gateway GPRS Support
Node Command Reference]

%5 2.5 X General Packet Radio Service (GPRS; 71—/ 31 /%
Tk TUF P—ER) BLOE 3 4L Universal Mobile
Telecommunication System (UMTS) %> U —27 2T 5
Cisco I0S Gateway GPRS Support Node (GGSN; 7' — ko = A
GPRS AR —k /— 1K),
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[Cisco 10S Mobile Wireless Home Agent
Configuration Guide]

[ Cisco 10S Mobile Wireless Home Agent Command
Referencel

Cisco Mobile Wireless Home Agent: E/3A /L [P £72137 = %
FEANANVIP B —EARRBESNDENA IR DT > T — KA
vk

[ Cisco I0S Mobile Wireless Packet Data Serving Node
Configuration Guide]

[ Cisco I0S Mobile Wireless Packet Data Serving Node
Command Referencel

Cisco Packet Data Serving Node (PDSN) : E/3A )L £ 7 T A
N7 Fx LD IP 3y vV —2IZH Y, Code Division
Multiple Access (CDMA; 58I EHHE) BRE T/ 7 v b
T Y= REFEHARICT LIV Y LA =T =A,

[ Cisco I0S Mobile Wireless Radio Access Networking
Configuration Guide]

[ Cisco I0S Mobile Wireless Radio Access Networking
Command Referencel

Cisco IOS R T 7 A % v b U — 7 i,

[ Cisco 10S Multiprotocol Label Switching
Configuration Guide]

[ Cisco 10S Multiprotocol Label Switching Command
Referencel

MPLS Label Distribution Protocol (LDP; 7~ LEAi~ 17 k=
JV). MPLS L1 ¥ 2 VPN, MPLS L1 ¥ 3 VPN, MPLS
Traffic Engineering (TE; b7 7 4 v 7 = P=T V7)), &
L O MPLS Embedded Management (EM) & MIB,

[ Cisco I0S Multi-Topology Routing Configuration
Guide]

[ Cisco 10S Multi-Topology Routing Command
Referencel

=X P A MBIRVLFHFY AN PRRYORE, T
T4 T ORE, V=T 47 TabalrHdR—F BLY
Xy b — 7 FEY R — b,

[Cisco I0S NetFlow Configuration Guide]
[ Cisco I0S NetFlow Command Referencel

Xy hU—7 NTT 4w F—H O, ERF YL,
BLOm s 2H— Mg

[Cisco 10S Network Management Configuration
Guide]

[Cisco I10S Network Management Command
Referencel

BRIV AT LER, VAT F=F Y TbaXo s b
TINYa—T 47 nX s BIUEWEEF, Cisco
Discovery Protocol, Cisco IOS Scripting with Tool Control
Language (TCL). Cisco Networking Service (CNS).
DistributedDirector, Embedded Event Manager (EEM; #H7iA
HIA R h~F—v), Embedded Resource Manager
(ERM). Embedded Syslog Manager (ESM). HTTP, Remote
Monitoring (RMON; UV E— K =% U 7) SNMP, BX&
" VPN Device Manager Client for Cisco IOS V7 F v =7
(XSM Configuration)

[ Cisco 10S Novell IPX Configuration Guide]
[Cisco 10S Novell IPX Command Reference ]

Novell Internetwork Packet Exchange (IPX) 7w k=L,

[Cisco 10S Optimized Edge Routing Configuration
Guide]

[Cisco 10S Optimized Edge Routing Command
Referencel

Optimized Edge Routing (OER) E=# V> 7 HBLOx> b
U — 7 M OEEEER 0% G O BEV— ik & Ao

[ Cisco I0S Performance Routing Configuration
Guide]

[Cisco I0S Performance Routing
Command Referencel

Performance Routing (PfR) 13AEHE) 2L —T ¢ > 7 Bl O F
RaxmbdHEichy, 77V r—var I T4 v ATk
W S AETAIAT IR A Wi 2720, WAN A > 7 F
ANTIF v ED2ODOFNRAAMDIRADIRT —< L AD
B EZIXNEOMENTIET,
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[ Cisco I0S Quality of Service Solutions Configuration
Guide]

[ Cisco 10S Quality of Service Solutions Command
Referencel

NI U Fa— AT 8T T4y RV T bT
74 v Y x=—¥ 7, Modular QoS CLI (MQC; £ =7
QoS CLI), Network-Based Application Recognition
(NBAR). QoS ®~/vF VU7 PPP (MLP), ~» ¥ —Eif.
AutoQoS. Resource Reservation Protocol (RSVP; U YV — X%
M7 m b a) . B KO Weighted Random Early Detection
(WRED; EAfF1T 7 > & A Bk ),

[ Cisco 10S Security Command Reference]

Access Control List (ACL; 77 & A& 2> ha— U R R),
Authentication, Authorization, and Accounting (AAA; &,
BA[, T T 4 7)), 774 T 04—, IPEXF=
T a4 LW, RANR— = FREE, Ry NT—2 TR
X2 VT4, VL —HOBIIL L ARy NT—7 T—HEGE
{t.. Public Key Infrastructure (PKI; ABiF— A2 7T X 5
2 F%). RADIUS, TACACS+, MiKR7 72 F% =2V T 1,

BEIONT T4y T TaNH,

[Cisco I10S Security Configuration Guide: Securing
the Data Plane]

TR arkie— URXL (ACL), 7747 U4 —/b,
Context-Based Access Control (CBAC; =27 %A h_X—2 7T
7R arirn—L) BIRY =0 RXR—=X T7 AT U4 —)b,
Cisco I0S Intrusion Prevention System (IPS; {2 AB5fEIT 2T
2) . Flexible Packet Matching, Unicast Reverse Path
Forwarding (uRPF; == =%+ X ; RPF), Threat Information
Distribution Protocol (TIDP) i & Ut TMS,

[ Cisco I10S Security Configuration Guide: Securing
the Control Plane]

Control Plane Policing, A /N—7 v K )L— &3,

[Cisco 10S Security Configuration Guide: Securing
User Services]

AAA (802.1x §8FE & Network Admission Control (NAC; 1 v
NU—2 T RIvararbia—L) 2ET), EXxal
74 ¥—" 7 e hzas (RADIUS & TACACS+). Secure
Shell (SSH; ¥ =27 v =/L), Ry NU—F 7 FRA 2D
X277 727t A (Autosecure & 7—/LX—RX CLI 77 & X
Ete), BIENEE,

[Cisco 10S Security Configuration Guide: Secure
Connectivity

IPsec VPN O Internet Key Exchange (IKE; 1 » % —% v b
F— I AF 2 V), IPsec 7—% 7 L—RE. IPsec & B
BRE, AFX— A 77 A M7 27 F ¥ (PKD. Dynamic
Multipoint VPN (DMVPN; # A F I v 7 <w/LF KA b
VPN). Easy VPN, Cisco Group Encrypted Transport VPN
(GETVPN). SSL VPN,

[ Cisco I0S Service Advertisement Framework
Configuration Guide]

[ Cisco I0S Service Advertisement Framework
Command Referencel

Cisco Service Advertisement Framework,

[Cisco 10S Service Selection Gateway Configuration
Guide]

[Cisco 10S Service Selection Gateway Command
Referencel

MAERFE, Y—ERATI7EVA, BIXOT T 47,
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[Cisco 10S Software Activation Configuration Guide]

[ Cisco 10S Software Activation Command Reference]

PRARA VTN T 2T DIA VL AERE L THRIET S Z L 1T
XoT, CiscolOS V7 " =T 7 4—F % By NEEHCT
HEDICHEERSNEYa AL arFE—32 FOES,

[ Cisco 10S Software Modularity Installation and
Configuration Guide]

[ Cisco I10S Software Modularity Command Referencel

VIR x27 EVaF VT4 AA=TVDA LA M=V EFER
RE, H—D)L— K FowyH e _EHOL—F ok vy~
DAYV A=), AV A—)LDE— YT VT NTT
E2TNVTF A AT 4T VTN 2T EV 2T
T4 Tt A, BIXORvTFREENET,

[ Cisco I0S Terminal Services Configuration Guide]

[ Cisco 10S Terminal Services Command Referencel

DEC. Local-Area Transport (LAT). 35 & U X.25 Packet
Assembler/Disassembler (PAD; /X7y v 777 /5 4 A
TESTT),

[ Cisco 10S Virtual Switch Command Referencel

BBAL v FOILEME, N TRATZEVT 4, BLOry
ML, A& R7ay AL vF T— RERBEAL vF E—F
R Z5#a . Virtual Switch Link (VSL; (AR A A v F U 7).
Virtual Switch Link Protocol (VSLP; 8 A1 v 5 U7 71 b
AN,

GE) (KHEAAL v TFOFEEIZ OV TIL, Cisco Catalyst 6500
v —X AA v F F721F Metro Ethernet 6500 >V — X
ALy FORBBERD Y 7 by = THEFHRESHL

TLTEEW,

[ Cisco 10S Voice Configuration Library
[Cisco 10S Voice Command Reference]

T a—LHE 7 o k=10 Cisco I0S Bk — b, FAAIEFM:,
MBI OIS v Z— T oA AEB, BIORKNF Ty a—
TA T TATITVIE, PT VI == T SV r—a
D=2 T VREENTWHET,

[ Cisco I0S VPDN Configuration Guide]
[Cisco I0S VPDN Command Referencel

Layer 2 Tunneling Protocol (L2TP; L' A4 ¥ 2 h> R U 7 Fm
Fan) BAYAT T b a—R RSy 7L EM, L2TP
JEgE 7 = — A —s3—_ L2TP £ = U 7 4 VPDN, Dialed
Number Identification Service (DNIS; &1 & 53— %)
WL B~ F ARy 7 L2TP 8 LU Layer 2 Forwarding (L2F)
DFEDIA ~—EFRAITOLE, RADIUS 7 FU B =— |
82 (Fy &IV X TID), VPDN 2—H D = b X— 23R
FE. hr R H—I X —HTO RADIUS IZ X % b RIVFERE,

[ Cisco I0S Wide-Area Networking Configuration
Guide]

[Cisco 10S Wide-Area Networking Command
Referencel

7 L—2A Y L—_ Layer 2 Tunnel Protocol Version 3 (L2TPv3;
LAY¥ 2 b 7 hai N— 32 3) . L2VPN &l a5
JLEME, L2VPN A V' Z—TU—F 7 LA ¥ 2a—HhIL R
4 v F 7, Link Access Procedure, Balanced (LAPB; {7
Voo 7TI7RAFIR), BETX25

[Cisco 10S Wireless LAN Configuration Guide]
[ Cisco 10S Wireless LAN Command Referencel

Tua—R¥¥ A ¥—nm—7— 3, I[EEE 802.11x &K —
k. IEEE 802.1x A —% > 7 ¢ /r—# . Extensible
Authentication Protocol-Flexible Authentication via Secure
Tunneling (EAP-FAST) ®7-® ® IEEE 802.1x & — % /Li8F
#— B 2 Multiple Basic Service Set ID (BSSID). Wi-Fi
Multimedia (WMM) #ZHZEFR, B LY Wi-Fi Protected
Access (WPA),
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[ Cisco I10S Master Command List, All Releases] FT_XTD CiscoIOS VUV —ATXE/fLEINTWHEa~vw L RO
TNTZ 7y MEDY Z K,

[ Cisco I0S New, Modified, Removed, and Replaced Cisco IOS UV U —2ADHHl, BHFEH, HIBRFEZA, BLOEE

Commands ] Wz HHDEa<w L RDOY A B,

[ Cisco 10S System Message Guide] CiscoIOS VAT A A=Y DY R R EGHH, VAT A Ay
=i, ZEHOP AT LAOREEZR LTV S0, B2 58
MTHLIGENRDHY E£7, BEE, NEN—Fv=7, £z
XV AT L V7 U 2T OMBEOBENIAENSZ EBHY FT,

[Cisco I0S Debug Command Reference] ERICET M, a2~ R, R EOTA R4
v EET, debug I~ ROT LT 7y MEDY R |,

VU —R J— bR IOEE HFHERE L B H SNTRERB L OV AT 28T 5 1FH, B

JORBEDOY 7 b =T U U —RZBET 5 EOMOESL SR,
BED CiscoIOS V7 v =7 U U —2DEEIZET 515,

MIB Iy NI—2DOF=F IV TIEHEIND 7 7 A0, BIRLTZ
7Ty h7x—Ah, CiscolOS VU —A, BT 4 —F«
v FHOMIB 2 Ao CH¥ v rue— K9 521, Cisco MIB
Locator Z{iH L £,

RFC (Y 72354) Cisco I0S v = =27 /L CTHMT 5. Internet
Engineering Task Force (IETF; 1 > % —x v b ETFBIFAES
BE) KXo TRTFINDERED R a A b, ZREIND
RFC 43013k URL TAFTEET,

http://www.rfc-editor.org/

BMDY Y—R

TWhat's New in Cisco Product Documentation] 13 H )V —A X, Y Aa0HFHEB L OSKFTROT
NCOHEM~=2 T MOV TIEBH L TWET, [What's New in Cisco Product Documentationl 21,
WDV Y —ADANF/FIHFECET 2 HERbEH I TVET,
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o [FARA RO E] (Pxv)

o [CLIDfEA] (Pxvi)

o a7 4 F¥al—va kT 2EEOMRAF] (Pxxvii)
o [ZoMotE®) (P.xxvii)
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cookie display contents of cookie PROM in hex

rommon 2 >

Wiz, Bloa~y KR E—RERTLICa~vr R a7 b a2 50eRrLET,

Router> enable

Router# configure terminal

Router (config)# interface ethernet 1/1
Router (config-if) # ethernet

Router (config-line) # exit

Router (config) # end

Router#

end 2~ NIk F—F, F—F— KD Ctrl+Z ¥ —T,

XEERIAIL THREDE
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® 4 CLI #gE&EIAL T avT Uk

avwy R BeY

help FEEDa~v K E— R TV FHERELBEICHA L7,

? BEDI~vY FE— FCHMTERTRTOa~vr FEVAFLET,

I N (—H5) ? COXFHTHESL I REV AN LET (a~r FEEBGOR
ICAR—272 L),

=z N (—#) <Tab> —EDOBAS LTIma~r F4axMELET (<2 FE <Tab> OB
AR— 272 L),

T N? Zoavwy RICEEMN T ONZF—TU—F, B, £RI3F0Om %
UARLET (v REERBFOMIZAR—=ZHD),

IV N F—T—F? COF—U— N ONTZEEE VAN LET (F—U—FL?
DFPZAR—=Z2H 1 ),

WIZ, help =~ FOMERAFIZ R L ET,

help
Router> help

Help may be requested at any point in a command by entering a question mark '?'. If nothing
matches, the help list will be empty and you must backup until entering a '?' shows the
available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g. 'show ?')
and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know
what arguments match the input (e.g. 'show pr?'.)
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?

Router# ?

Exec commands:
access-enable
access-profile
access-template
alps
archive

<snip>

avFr (—&5)?
Router (config) # zo?

zone zone-pair

Iv> R (—4&8) <Tab>

cLiom H

Create a temporary access-List entry

Apply user-profile to interface

Create a temporary access-List entry

ALPS exec commands
manage archive files

Router (config) # we<Tab> webvpn

IavR?

Router (config-if) # pppoe ?

enable
max-sessions

avF+—0—F?

Enable pppoe
Maximum PPPOE sessions

Router (config-if) # pppoe enable ?

group
<cr>

O FEXOHE

attach a BBA group

o=y ML, 2~ FOBEXRTHY ., CLI TIEZOEKRNTANTAILERH Y £9, < R,
avy R, F—U—F, BLUOSKOARITHERINET, F—U—FiX, XF@YVEHINDIEET
OLFFNITT, 51T, =2—VREETILEOSHLHEOT L —AKLEL—TY, F—U— FRBILU5]
BIIMWAOLE S, EEOHELH Y T,

FrEDRLEEZMNT, BB I Pa~vy FOBRICHTIFEREELLES, £ 5120, Zhbo®k

FLEIC OV THBA L £,

®5 CLI BXRECZE

RS/ THFRE 13 FEBR

<> (WEH v =) FTraryBslETHL L [WES Yy az HWTIcs e #oR
ZRLET, TLZELHYET,

AB.CD. Ry MIE10H#EIP 7 FL 2%z (B vy = (<>) 2L TN T
ANTHRER D Z Lo b, IPT RLARGIHETHLZ L
LEJ, IR LTS LIERY £8 A,

WORD (T ~_TKRXF) 1FEZANTHRENDHDZ L |[WED vy = (<>) Z2HLTHT
ZRLET, H. WORD 25 ThH D Z &z

IRLTWDS LITRY £8A,
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%5 CLI #x &iiix (%)
BE/ITFXE+ HeE FEEE
LINE (9 _TKXF) 2FEULEANTZHMERH D Z (W vy a (<>) 2FEHLTWT
LERLET, H, LINE BgIETH D Z & & HIZ
RLTWD EIIRY £ A,
<cr> (1847) FHAAREL2Y—U— FBXW® |—

SOV A NOREETRLE
T, ¥, F—TU—FBIWY
SIENEETH D & XITFR
ENET, <cr> BME—AF T
varThoiGE., HIEDE
BICREIELTWET, £7203.
SlED v a<y RThivd.
a<wy RORBZIZEFEL TH
7,

WIZ, WXLORLIEOHI 2R LET,

Router (config) # ethernet cfm domain ?
WORD domain name

Router (config) # ethernet cfm domain dname ?
level

Router (config) # ethernet cfm domain dname level ?
<0-7> maintenance level number

Router (config) # ethernet cfm domain dname level 7 ?
<cr>

Router (config) # snmp-server file-transfer access-group 10 ?
protocol protocol options
<cr>

Router (config) # logging host ?
Hostname or A.B.C.D IP address of the syslog server
ipv6 Configure IPv6 syslog server

AX—TI NRADT—FBELUVALR—TIL =Ly b 1IRRAT— FOBE

—EDORHE EXEC 2= Rid, VAT AR LT TRIIEALET, REEHAZM D, 2
NHDa<wy RITINAT—RERETLHZ 2R LEST, A 3—7 0 (BE{keL) &AM x—T W
=7 VLyv b (DY) O2EEONRAY—RREFRETEET, RKOavr NiE, ZNHD/NR

J— REZELET, koa~vwr REra— YL ar 7 4 F¥al—v gy B— FRCRITLET,

e enable password

e enable secret password

AR—=TN =7 by b RAV = RERS LIS, A RX—T NV RRATV—=RLDZRTHL2D, A
X—=T N =2 Ly b RAT— ROBHABHRINET, A 3—T L =7 Ly b RRAT—REHH
TH%E. TX A D configtext 7 7 A MICEZIAENLRIICH L (T2 E510) LET,
AX—=T N NRAT— REFERTZHAE, ANWESNZERBVIC (CHFETEDRET) 73RN
config.text 7 7 A MIEZAENET,
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GE)

cLiom H

EHLOOFBEONAT — R RLFENXFNRRB S, 1 ~ 25 LFORILT E/NLFOFHE T2 H

HATEET, "RATV—REHEFTHDAHZLEHLTEET, AN—ALRXRT— RNIIHEDRLFTTT, -

<‘: ZIX, Ttwo words] IZHER /XA YU — KT, HITTHAXN—RFMEINE TN, KEDOA—
M&éhif

EHE5DRRAT—FK avwr Ry, BROBHETHIETOX—VU—FKRHV ET, NAT—FD
BUIDO LTI TERIRL, TORIZAR=REHITTZHE, VAT LFZOHTE2, BHTOF—U—
RTHY, RAT—=RIZEEENRNLOE LTHEARY £9°,

M GFDONRAT—=RERELESRE, A X—TNV =Ly b RRT—=RKBA FX—=T )L RAT—KLY
HEEEINET,

NAT— RZEHIBRF 5121%. no enable password =~ > K¥ 721X no enable secret password =2~ > R
@ no B EHEH L ET,

ARG DONAT — FOEEFIEOFMIZ OV TIE, RESZRLTIZE W,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech note09186a00801746e6.shtml

v FEEREEDEA

vy NEFEEETIE, a2~ FREAYy 7712, By va R ANT a3~y RERFLET, &
T oa~y REOT 744 ME 10 TTH, 0~ 256 OFFATHARECEET, Zoa~vr NERE
BREIZ. FRICRWVWa vy FREMR T~ FEFIFOH L 256 0@ R T,

H—3IF Ny arHOBRENy 7 7 IZEFET 22~ FEEZET 5121, terminal history size
a~v s RERITLET,

Router# terminal history size num

a<wy RBEASYy 7713, BLT 740 MEBLOREDA T a v EHWT, 4 av 7 %=

L—yary F—RCHEHTEET, 9/ a7 4FXal—Yary F— R TCF—3IF Ly ar
Da~vy REREAN Yy 77 A4 ZERET DX, history 2~ RERITLET,

Router (config-line)# history [size num]

JBRE NSy 7 b a~y REHRORH LT A0, RO FEEFALET,

o Ctrl+P ¥ —F 2T ERAIF—2W7 . fobffH Lica~y Fpba~wr REHMREOH L LET,
ZOF—%uEkE L THRYIET L, HIEWa~vy REENROHLLET,

o Ctrl+N F—F I FREIF—2 T : Ctrl+P ¥ —F 72T ERHIF—2HH L Ca~vy REFHIEW)
HLULEBOBREAYy 77 0Hhnt, R L7-a~vy REFFORHLLET, - 0% — 5k
LT IET &, JEIcH LW~y REFIERH L LET,

A
GE)  FEIF—IZ. VT100 72 & ANSI A#uliR TR HEEE L £,

o —# EXEC £ — NE X5 EXEC £ — K T? show history =~ > ROFIT: i AJ1 L7z =
~ U REVANLET, RARINDH 2~ FEUT, terminal history size =~ > N3 LU history
avy FOREICEYD £,
avy RBIFMSREIZT 7 4V F CA X — 7 VICHRESRLTVWET, ¥—3IF Lty arToio
ez 7 4 E—7 VT 5I12iE, 2 —% EXEC £— F£ 7234 EXEC £ — KT terminal no
history =~ > F‘%’f%ﬁﬁ@”éf)\ FA ary7 ¥ 2 b—3 3 F— T nohistory =2~ N%
FATLET,

g i
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Oy FDEK

awy REFATTH0IC, Wik a~y a2 AT 20EIEH Y ¥ A, CLIIX, BBETH
— BB TE BT O+ TENEERL TV, A Snica~r FEFE#RLET, =& X,
show version =~ RiZ, shver & L TAMK TE £, s L show, set, F7=1% systat ZEkT 5 Al HE
PERBH BT, sver & LTHEMETHZ L3 TEEFA, £72, show 2= FIZiZF—U—RFE LT
version O virp & 572, shv OFRBIZEDNTIIH Y FEAL (a7 FBIF—U—FoD
1L, Cisco 10S Release 12.4(13)T 2k 5 HDTH),

CLIa<w>FDITA)F7ADMEHA

FEZER0 L. MELRLCa~ FATIOBOIRLAZELZHIC, a2 Koo VT ARt F
T, AU R I U TEITARTHNIZTEDa~< U FTh, BETT2L05 AV T RAEHRETEET
B, A VT AT, T— FHEOBE), "AU—FDOAT, MG EOFEITONTNHITY 2 &R T
xFEHA,

£ 611, TNV IDavw R A VT AERLET,

x 6 TFTIANLPDATRVE IAYTR

ARVKRIAUYFTR xTHaATUK
h help

lo logout

p ping

s show

u £720% un undebug

w where

av L R4 VT RAEERTAICIE. Fe—_ L ar7 X2l —3 32 F— RNTalias 2~ K%
FITLET, 2~ FOWIIX, alias mode command-alias original-command T3, WIZ, W< Dh
D ERLET,

* Router(config)# alias exec prt partition : 574 EXEC £— K

* Router(config)# alias configure sb source-bridge : 72— 3L 27 ¥ a2l —¥ 3 E—F

¢ Router(config)# alias interface rl rate-limit : { > % —7 = A X 27 1 Fal—Tary E—F
T7 4NV EBLO2—HFIZ Lo TER SN A VT ADW G & FK 7T 5L, show alias =~ > R %
FITLET,
alias =~ > FOFEMIZONWTIE, KESRLTIZEN,

http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf al.html
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> F®D no ERXE KU default XD EFH

FEAEDa T4 Fal—rvary avr NEn BARHY, 2oL E2FERLT, av 2 2T
TANMEIZELTZY, 74 —F xoMbE2T +E—7 iz Lz LET, =& %X, ip routing =~
VRET 7 AN P TAR—TNVERESNTVWET, Z0Oa<wy &7 =7 F 521, noip
routing =~ FEHITLET, IPL—T 4 VT EZFOA X—7 /LT HITIL, ip routing =< > R%&
BITLET,

a7 4FXalb—rar avy NidE, default EXE2EFOBELHY, ZoRKEFHLT, =<
VROBREET 7ANMEZKELET, 774NV R TCT =T NIRESN TS v ROHA,
default FPRXZHHT D2 LT, a~r RO no BERXEFHT25A8 LREOERRZSV ET, T 7%
VR TA R—TIITHEEI N TN, T7ﬁlvk§ﬁ%ﬁ037/b®%6\ default Uiz =~ 2 K
EARX—TNMIL, HEET 74NV MEICRERLET, BEVWOIU AT A ETHEHATE % default =~
RiZoW T, default? 2 a2~ R4 v AV F—T =2 AQj#EY R a~<~2 KR E—RKTAHLET,

no JR%, CiscolOS a~ > R U 77 Ly ADavwy ROR—IJIZHHEEINTWET, default LI
‘. default BN o~ RO L — U BB X O no B & I3 RR 2HEREE 3T A58 51T.
gy R R=VICEEENET,

vy FR=VF, ZLOHEI Ta~vry FOTFT 740 b CHT2EHBHTONATHET, 2~
VROF 74 MIETAHEIZIE, a7 4 Fal—yay avr NI LTa~vy RBER SR
WEEORTEWRE, FHIFXEXEC a~ > R LTAT v a rddF—U— REZITEIENFEEINT
wtwk%@:v/F@ﬁ%%%ﬁﬁﬁénfwifo

debug <> FOERA

debug =~ Fix, Xy NV —7 FOBMBICKIT 2 VT TNy a—F 0 T ET 2 IRfR M &4
MLET, Znboa~vy R, CiscolOS Y7 MU =THDEL D7 4 —F v B L ORI T
%9, debug =~ FO—# L LT, debug all, debug aaa accounting. 35 LT debug mpls packets
WHYET, T8, AL D Telnet £ >+ 3 »H1IZ debug 2~ F‘%fﬁﬁﬁ‘féia/\ ¥, ®&AIZ terminal
monitor 2~ REANTLIMLERH Y £T, T3y T EFERI \29 5121%, undebug all =~ >
NE AT DHUERDY £T,

debug =~ > RIZBAF 2 FEMIZ DWW TIL, [Cisco I0S Debug Command Reference]
(http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html) ZZM L T 72 &0y,

TNy TV, THAA AFRARRICT HAREHOH 5 | %7“’7‘4’7]‘9 7 4 T CPUEHEORENT
2ERATY, debug 2~ NEEHATLOIE, FEOCHEIIHTD N T TNy a—TFT 4 T OGE
T, TRy TOERTICKBEROIZ., F*y NT—27 5T 7 4 v 7B DRWHIRT, »oFRy b
T—ZZALTRY LD LTWnDa—FRDhntE T, 20X IREMcT Ay /452 &
T, debug =~ FAUBEOF——~y NIZEY, Xy NU—F XT3 —v A a—F Tk
A, FETIIRERE RN L KX T AR 2 R L E T,

HABHFEERTHAHEADT A LEY VT

axry PO T, BEOBEIZOY FonT 2 REOH N2 AK L ET, HAOEMTFEZEHLT, 2
DHHET7 4V Z L, ﬁﬁum@z%fﬂﬁ%&f’ FaRRTETET,
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kD3 >OWHEMTFEEHTEET,
* begin regular-expression : IERIRIL O —E A LRI OIT & LUK TXTOTE2FRRL

iﬁ—o

* include regular-expression : IEERBLO—B A RB LI T X TOITER R LET,
n: ERRBO B2 LTS O T R TOITE2RTLET,

INSDOHAERMTFD OB 1 SEEHTHHEAIT. 2~ FORIHIT T, BREELIZ T 42T 53
A 75 (), BT, BLOERKHZ AN LE3, ERRIUIRCF &/NLF2 KR % 5870
WRE—= T, 1 30F 1V EFE, GBA), £ S IR CFHI 2 TE £,

KIZ. show interface =~ > ROH 1% 7 ¢ /L% LT, lprotocol] ODRELEFLITIET 2FKAT 541

e exclude regular-expressio

ZRLET,

Router# show interface | include protocol

FastEthernet0/0 is up, line protocol is up
Serial4/0 is up, line protocol is up
Serial4/1l is up, line protocol is up

Serial4/2 is administratively down,
Serial4/3 is administratively down,

CLIZTS— Avyt—CDHE

CLIEARFIZN S DD T — XAy —VRRRINDIENHV T, £ T2, —&N72R CLI =

T—RAve—VERLET,

®R7

—BE CLITS— Avy&—

line protocol is down
line protocol is down

IS— Ayte—P

Bk

~NILVTOFRRAR

% Ambiguous command:
"show con"

avy RERET 201+
XTI E NS L TOEREA,

avy FOBITHIT TAN—X L&
& () ZHEASNLES, a2~ R
Wit L CASATREZ R - — U — R
RENET,

% Incomplete command.

avy NI ERF—T— R
FFEETXTAADLTY
FHA,

a<w FOBITHEIT TAN—R L&
R% () 2ZHANLEYT, 2~ F
W6t L CARTREZR - — U — R
REINET,

% Invalid input detected at """
marker.

a< 2 RE#E-STASHLTWY
F9, vy b M) IE =
Z—D%mERLET,

S () EANLT, Zoavy
R E— R CHEAARERT~Toa~
Y RERRLET, avr RICHL
TADNHEERXF—TU— RNRERIN
ESc I

VAT A EZT— AyE—TD
ZILTSIZE,

FEAIZ DWW TIE, T Cisco I0S Release 12.4T System Message Guidel %
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v FiL—vavicutszEorr A

AV 74X L—2avICHT EEEDORE

TNRAADALY T 4 Falb—ra Ik LT T2 AR 2T T 5121, copy running-config
startup-config ==~ > K £ 7213 copy system:running-config nvram:startup-config =~ > N & 3177
HVERHVET, ThbDa<wr FEaRITTHE, a7 4 X¥al—a IR LT ToEER R
F—b Ty 7 arygFalb—ra iRFESNEST, RESNLDLOE, Y7 FU =T 0OV n— R,
TNSA ZADBIFRNA 72 ofc b & EITBEIRDEW S 7235A T9 . &I, copy running-config
startup-config =~ RO XA RFZT 202~ LET,

Router# copy running-config startup-config
Destination filename [startup-config]?

Enter % —%# L T startup-config O 7 7 A V4 (F 7+ 1N) ZHERT LI, FILWIZ 7 A VA %A
JJLT Enter ¥—%# L, ZO4HIEEALET, WOENWRERRSHL, a7 4 F2b—Ta Uik
fFanko xR LET,

Building configuration...
[OK]
Router#

FEAEDTT Y N7 4—AT, a7 4Fal—a I NVRAM ICIRGESNET, V52 A 7
Fova TrAN VAT AEMAD T Ty N7+ —LD5E, a7 4 Fab—T 3 0%

CONFIG _FILE BHEAEHIC X » THRESNEZSINCEFE SN Ed, CONFIG FILE 2805 7 4 /v b
X NVRAM 12720 £3,

£ Db DIFER

» [Cisco I10S Configuration Fundamentals Configuration Guidell ® [Using the Cisco I0S
Command-Line Interface] &7 2 = >

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf cli-basics.html
¢ Cisco Product/Technology Support

http://www.cisco.com/go/techdocs
e Cisco.com DY HR—hHA k (¥ A7 F7FRMC LD~V =2 T VRFEL TEET)

http://www.cisco.com/en/US/support/index.html

e Software Download Center (#F 7> —R/Y—L /T4 A, Bk, T FXA Y | —fxfEH)
(Cisco.com D —H ID BLU/RZ T — RANEE)

http://www.cisco.com/kobayashi/sw-center/

e TIT— AyE—Y Fa—4, CiscolOS V7 NU =T DT — A vE— V%A UMIRE RS
5 —)LTY,
http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi

« Command Lookup Tool, CiscoIOS =i~ > RO LWiallHOME L XET 5 Y —1T7
(Cisco.com D2 —H ID BLUVIA T — RRNE),

http://tools.cisco.com/Support/CLILookup

e Output Interpreter, ¥R — F&GD show 2~ Koa~wy KM ESNTH N T Ty a—T ¢
VT =T,

https://www.cisco.com/pcgi-bin/Support/Outputinterpreter/home.pl



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/go/techdocs
http://www.cisco.com/en/US/support/index.html
http://www.cisco.com/kobayashi/sw-center/
http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi
http://tools.cisco.com/Support/CLILookup
https://www.cisco.com/pcgi-bin/Support/OutputInterpreter/home.pl
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ZO~v=a2T7 VTHEHLTWS IP 7 RLABLOEREES L, EEOT FLABLIOEHESE R THOTIEHY A, v=a2T v
WoRl, <> K, Xy hU—2 bR YK, BLOZOMORIL, $HOLEZBNE L TERSATOES, SHOHRICERD
T RUABIOEFEEENMEA IR T2 LTH, TREERKNAR SO TIEARL, BRo—HicksboTd,
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Cisco IOS Flexible NetFlow D#I=

NetFlow %, /V—& &5 /37 v b O#EHE#R DS H 415 Cisco 10S H4ffd 1 > T3, NetFlow i%.
IP Ry U= INBEED IP F—4% 2 RET 5720 DEUERK T, NetFlow 2FH+25L, xv b
T—7beXa )70 OBER, 2y NU—J3ME, T 74 v 700 BEXORIP T AV ST 40T %
AREICT 5T =2 NG ET,

Flexible NetFlow (%, HEEOEMHIZEDOE TN T 74 v IV MR TA—F 2D AF~ A AT HHEEL B
4%z LT, LLETO NetFlow LY brESN TV E9, Flexible NetFlow Tix., T 7 4 v 7 5#7
D= DOIEFIEMERBREER LTV . BRIAAERBR a2 AR—3 bEEA LT —4 %7 2
A= T2 ERNEZHITR ET,

ZDFE Y 2—/L T, Flexible NetFlow O#EEE, 5 L O Flexible NetFlow O & 72 f§6E & — B R |
ODOWTHHALET,

HEETRHRDBRR

TOEFEDV 2 IEHEHENTWABED N, ZHHAOY 7 =27 VY —ATHR—FENT

RWIEBAERH Y £9, EHOHEFRB L OEL oL, ZHERAOF Iy b7 r—aBL Y 7 b
TJxT7 V) —=2DY V=X /)= 2B LTI,

7Ty b7 A=Y R— 75N Cisco I0S B X U Catalyst OS ¥ 7 b v =7 A A—VOHHR— b

T B IE®E BT 512i%, Cisco Feature Navigator Zf#iffl L =9, Cisco Feature Navigator (213,
http://www.cisco.com/go/cfn 2257 7 A L TL &V, Cisco.com DT A7y MIMEH D A,

T=-aT7ILOARAE

v,
CISCO.

o [Flexible NetFlow {22\ T (P.2)
o TWRDIEX] (P.14)
o [BEEE (P15)

© 2006-2010 Cisco Systems, Inc. All rights reserved.
Copyright © 2006-2011, ¥ X a L AT LXAFES . All rights reserved.
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Cisco 10S Flexible NetFlow O E |

B Flexible NetFlow [=2W\T

Flexible NetFlow [CDU\T

Z Z TlX. Flexible NetFlow (Z2>W AL £9°,

NetFlow & —f&f)=—4] (P.2)

[LLA1 & NetFlow & Flexible NetFlow T~ u—{#fH | (P.3)
[LLAT® NetFlow & Flexible NetFlow ] (P.4)

[Flexible NetFlow ¢ =1 > 7R—% > k| (P.5)

[Flexible NetFlow (2 X2 &&= U7 ¢ Bl (P.12)

[LLAi @ NetFlow & Flexible NetFlow O#&HEHL | (P.12)

NetFlow O—figfy1—

—f%XENZ, NetFlow (3RO L H 72, BER D AZ~— T TV r—v a0 O TS ET,

Xy hT—2 =% 7, NetFlow OF —X ZFRHT 5 L, EfEFHLRY T AZ A DTEOR Y
NI —2 B=X Y U THRENFIRRIZR Y £F, Xy NI —J7 HFEFTIE, 70— X—2AD0HHE
WEFEHLT, SL—FBIOAAS v FIZEHET DL NT T vy RE—2 BLORRy hTU—7
EBERONT T 47 RNE—=VEREL ERNNT T4 7 ERRET TV =gy RX—=2D

b o —aigth) . BB RERE. SRR NI TNV a—T 0 T R AR L
TWVWET,

TV r—varOERETe Ty A0 7, NetFlow OF—42%FfH+5&, x> hT—7 ~
F—=TxEFRy NI BKIZBITS, TV r—a R E RN — R TEEMICIN D 2
LRTEET, ZOFERET T =0T, LW —EROME, Ry N BT 7Y r—
vary UY—=20FEIDYCIEHATLE (728 21X, Web — D% A XP2E, Voice over IP
(VoIP) DEARE), DAX~—OHERIZH A IV T ILLHEETEET,

a—POERLE 7774 U7, NetFlow D57 —%%FHT25¢, Xy hU—7 2o V=T1%
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NetFlow D 7o — L a— R ay 7 4 X2 lb—3 3 F— FTcollect 8L O match =~ RaEFEH L,
MBOLVa—FK 74—~y hafERTHI L TEET,

7r— =7 AR—H(X, Flexible NetFlow T L727 — % %, NetFlow Collection Engine 72 & ® Y
F— R VAT ACEETHEDICHEHENET, =7 AR —F TIE, k77 b= e LT User
Datagram Protocol (UDP; = —% 5 —% 7 5. 7u haj) BRI, X—Ya 9= AFR— |
Tx—~<y "REHINET,

LIai @ NetFlow (2B TW D 41%, BLAi® NetFlow % = I = L — b L7z & %{Z Flexible NetFlow T
WHEBIVGE7 ZR—FENDT—FOFRNLNEICONT, T TITHMBTETNDL I LITRY £,
TR, ALT 7=y 72 ATH L b TEET,

Flexible NetFlow DERIEZEEFH L 33— F [NetFlow Originall &
[NetFlow IPv4 Original Input]

Flexible NetFlow O FRIEFH &L =2 — N [NetFlow original] & [NetFlow IPv4 original input] %,
key 74—/ K& nonkey 7 4 —/V RRE L THD72D, ANVEATHEAT LI LN TEET,
Flexible NetFlow D FERIEZK A A L 2 — K [NetFlow original] & [NetFlow IPv4 original input] @
key 3L N nonkey 7 4 —/V K&, & 1ITRLET,

=1 Flexible NetFlow DERRRFHA L a— F INetFlow Originall & 'NetFlow IPv4 Original
Input] TERAEHIS key & U nonkey 714 —IL K

key 7zl nonkey
Z4—ILE J4—ILE E&E
IP ToS Key 2 AT FT =& (ToS) 74 —/L KDIH,
IP Protocol Key IP 7a h=)b 7 0 —)L KO,

| .-



Cisco 10S Flexible NetFlow DEERE |

Flexible NetFlow D& EBARIZ DT

=1 Flexible NetFlow DS Hi{ERFEHAL 21— F NetFlow Originall & NetFlow IPv4 Original
Input] THERAZIHI D key KU nonkey 74 —ILF (%)

key F1z[& nonkey

J4—ILF Z4—ILF it

IP Source Address Key IP %587 KL A,

IP Destination Address |Key IP 5657 RV X,

Transport Source Port  |Key RV AR—=F LAVYORETLR—F 74—/ K
DAE,

Transport Destination  |Key hZ v AR— K LA YO5EER— b 74— ROfE,

Port

Interface Input Key N7 4y I BRREENTA L H—T A A,

Flow Sampler ID Key Tu—Hr7I0IDFS (Ta— T TR
A F—=TVZENTHEHE),

IP Source AS Nonkey EETHREY AT LE 5,

IP Destination AS Nonkey SESCHEY AT LK,

IP Next Hop Address Nonkey XTI ANKYTDIP T KL A,

IP Source Mask Nonkey IP EETET KL AD~ A,

IP Destination Mask Nonkey IP 565c7 RLAD~ A7,

TCP Flags Nonkey TCP 77 7 7 4 —/ ROFHE,

Interface Output Nonkey N7 4 I BEEEINTA L H—T oA A,

Counter Bytes Nonkey T —WNTHILI N A MK

Counter Packets Nonkey Tu—RNTRHEmSNT Ty MM

Time Stamp System Nonkey BWONT y MRS LT & & DV AT LIRE)IE

Uptime First M (S UREA, ZOF AL AREYICT— LT
N ORER)

Time Stamp System Nonkey WEONRT y NP I T L&DV AT ARBHEKE

Uptime Last

(2 VB, ZOF AL ABRECT— R LT
D DOFERH])

[Flexible NetFlow Dk iE

FltaJ7iE] (P9) DRRE

NetFlow original) 23 &AL TWET,

TiE. Flexible NetFlow D HEICEFA L 2 — K
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Flexible NetFlow O&Epaski=> vt M

Flexible NetFlow DERIEZEFA L 31— F NetFlow IPv4 Original

Output]

Flexible NetFlow D HAljE#HF#A L = — K [NetFlow IPv4 original output] (%, Cisco IOS Release
123(11)T TV YV —RA &= LLAi D NetFlow 1) NetFlow 7 U 7 ¢ o 7Hex = I 2L — hT 5
eIl S E 7, Flexible NetFlow O HFIERF 7+ L =2 — K [NetFlow IPv4 original output] @
key 3L W nonkey 7 4 —/V RE DT B % R 2ITRLET,

® 2 Flexible NetFlow OERIiRRFEH L. a— F INetFlow IPv4 Original Output] TEATh3
key & U nonkey 74 —JLF

key F1=[& nonkey

J4—ILF Z4—ILF EE

IP ToS Key ToS 7 ¢ —/V RD1H,

IP Protocol Key IP 7o ha 7 0 —)L KOHE,

IP Source Address Key IP EfFLT RV A,

IP Destination Address |Key IP 56557 F L %,

Transport Source Port  |Key NV AR—K LA YOREFILEAR— 74— K
DAE,

Transport Destination Key N7 AR—F LA YODFESER— b~ 74—/ ROfHE,

Port

Interface Output Key N7 4w 0 BDREINTA L EF—T oA R,

Flow Sampler ID Key 7r—HrFI70IDFE (Ta— 7Y TR
A RX—=T VSN TWDHHR),

IP Source AS Nonkey EETTHHE YA T LE S,

IP Destination AS Nonkey SR A AT AT

IP Next Hop Address Nonkey FITAN Ky TDIPT KL A,

IP Source Mask Nonkey IPEELT RLADS A,

IP Destination Mask Nonkey IP 657 KL AD< A7,

TCP Flags Nonkey TCP 757 7 41—/ RO1H,

Interface Input Nonkey N7 4 I RZEINTA LV E—T (A,

Counter Bytes Nonkey Tu—NTHBEINE AL N

Counter Packets Nonkey Tu—RNTREm I MG

Time Stamp System Nonkey BAIOr o ISR SN L& DY AT MBI

Uptime First B (3 U BHAL Z0F A ADRIICT— kLT
DB DOIER) .

Time Stamp System Nonkey WBEDONT Yy BRI & E DA T LRI

Uptime Last

(2 YURHEAN, ZOFA ARECT— LT
1B DIE)

[ : IPv4 58 XV IPv6 b7 7 1 w7 IO Flexible NetFlow Egress Accounting M8 & | (P.22) O E
ClE. Flexible NetFlow OFRIEZEHF A L 2 — K NetFlow original output] 23EHA SN TWET,

"



Cisco 10S Flexible NetFlow DEERE |

Flexible NetFlow D& EBARIZ DT

Flexible NetFlow OE#/IEZFA L 3— F NetFlow IPv6 Original Input]

Flexible NetFlow D FHiEFHF 4 L = — K [NetFlow IPv6 original input] @ key ¥ X U nonkey 7 1 —
NRED T ZE, R IITRLET,

®3 Flexible NetFlow DERETRFE# L a— F INetFlow IPv6 Original Input] TR Zh 3 key
H&U nonkey 74 —ILF

key F1=[& nonkey

J4—ILF Z4—ILF EE

Traffic Class Key NG T 4w TR T 4 —L RDIHE,

Flow Label Key Ta— L,

Protocol Key 7a k3L 74— ROME,

Extension Map Key g~ v 7 By b~ v 7O,

IP Source Address Key IP EEFLT RV A,

IP Destination Address |Key IP 56567 KL &,

Transport Source Port  |Key FZ U AR—F LA POREETLR—F 74— K
DAE,

Transport Destination Key N7 U AR—1K LA YDsEHEAR— b 74—V KOfHE,

Port

Interface Input Key NI 4 I BREBESNT A E—T A A,

Flow Direction Key 7 a—@ kI,

Flow Sampler Key Tu—HrFI70IDFES (Tu— 7Y TR
A F—=TZENTHEHE),

Routing Source AS Nonkey EETHAY AT AFF,

Routing Destination AS |Nonkey SR AT LA FE T,

Routing Next-hop Nonkey X ANKYyTDOIPT RLA,

Address

IP Source Mask Nonkey IP EHETXT RLADV AT,

IP Destination Mask Nonkey IP %657 KL AD< AT,

Transport TCP Flags Nonkey TCP 77 7 7 4 —/ ROME,

Interface Output Nonkey N7 4y I WEREINT AV E—T oA A,

Counter Bytes Nonkey Tua—NTHBEINE AL N

Counter Packets Nonkey Tu—RNTR#mSNT Ty M

Time Stamp System Nonkey BWONT Y MRS LTz & & DV AT LIRE)IE

Uptime First M (R UBHEN, ZOF AL ABRKRINZT— R LT
DB DOIERD) .

Time Stamp System Nonkey BBO/NT Y SRS LI & E DV AT LRI

Uptime Last

B (SUBHN, ZOF AL AREPICT— LT
DB DOFERH])
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Flexible NetFlow O&Epaski=> vt M

Flexible NetFlow DERIEZEFHA L 31— F NetFlow IPv6 Original

Output]

Flexible NetFlow D FHRiEFHF 4 L 2 — K [NetFlow IPv6 original output] @ key 3 & OY nonkey

TA—IVREAT T,

#£ 41T LET,

® 4 Flexible NetFlow OERIIRRFEH L a— F INetFlow IPv6 Original Outputl] TEAThS
key & U nonkey 74 —JLF

key F1=[& nonkey

J4—ILF J4—ILF EE

Traffic Class Key NFT7 4T VTR T 40—V ROJE,

Flow Label Key Ta— I,

Protocol Key 7o ka7 4 —)L KO,

Extension Map Key ik~ 7 By b~ v 7 OE,

IP Source Address Key IP EfFLT RV A,

IP Destination Address |Key IP 565c7 KL A,

Transport Source Port  |Key FI7 U AR—=K LA YDORETLR—F 74—/
DAE,

Transport Destination Key N7V AR—1K LA YDsEIEAR— b 74—V KOfHE,

Port

Interface Output Key NI T4y I WEESNT A =T = AR,

Flow Direction Key 7 u—»nJkmH,

Flow Sampler Key Tu—HrFI0ID KT (Tu—HFrTY TR
A F—=TZENTHDEHE),

Routing Source AS Nonkey BETHMEY AT LE R,

Routing Destination AS |Nonkey SESCEHEY AT LK,

Routing Next-hop Nonkey I ARNKRYTDOIPT RL A,

Address

IP Source Mask Nonkey IP EETET KL AD~ A,

IP Destination Mask Nonkey IP 565c7 RLAD~ A7,

Transport TCP Flags Nonkey TCP 77 7 7 4 —/V ROFHE,

Interface Input Nonkey N7 4y I WREEINT AV E—T oA A,

Counter Bytes Nonkey T —WNTHII N A MK

Counter Packets Nonkey Tu—RNTREHmSNT Ty MR

Time Stamp System Nonkey BWONT y MRS LT & & DV AT LRE)IE

Uptime First (2 URHEAN, ZOFAL ARECT—FLT
DB DIRERE)

Time Stamp System Nonkey WEONRT y NP I T b & DT AT ARBHE K

Uptime Last

(S UBHN, ZOF AL AREPICT— LT
D DOFERH])
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Flexible NetFlow @ MPLS Egress NetFlow

Flexible NetFlow—MPLS Egress NetFlow #gEZ 35 &, v—FiZ~<w/F7a hail T R
A4 vF 27 (MPLS) "7y hELTHERFEL, IP Xy bELTEE éi}’bé/\o?/ Foo, 1P 7 u—1F
WrEXY 7Ty TEET, ZOMWETIE, VPN O—FOV A FnbFELE VPN oo A hETF e
INA B =Dy 7 R— 2 % Eid 5, MPLS Virtual Private Network (VPN) IP 7o —% % ¥ 7F+ T
-’éi@“ Flexible NetFlow— MPLS Egress NetFlow H§fE% A % — 7 /LI T HI2iL, A AL 4 —0

Yy NT—=JIlhd I AE~w— vV (CE) A v F—T A A~DFunfF—xvy (PE) T,
Hjj} (RfZ) F—Forvo— =4 %@EALET,

11Z.425DVPN1 ¥ A & 2250 VPN2 ¥ A FB3&HSH, MPLS VPN X hU—727 hARBr Y OH]
FRLET, HOhE—FOo7a— =4 %#MH L. 35 PE A > ¥ —7 =1 A kT Flexible
NetFlow—MPLS Egress NetFlow % A r—7/LiZ 4% &, PEZ (MPLS VPN 725 @) MPLS /37
FELTHERBL,IP X7y FELTPEL—HIZEEENDE X7y b, IP 7u—E@RNxy 7 F v
SENET, WITHlEZRLUET,

o NTNLDUE—F VPN YA 25 VPN OV A F2ICHEEESNSI T T4 v I7DT7a—%
Xy STy THICE, TaesfF— 2y —% PE2 DY 7 PE2-CE5 ¢, HAE— KD~
H— E=H A X =TT LET,

o VNTFNLDYUE—TF VPN2 YA 225 VPN2 DY A F 1 ICHEESEND N T 74 v 7D T70—%
¥y FFYTHICE, e, F— 2y L—% PE3 DY Y PE3-CE4 ¢, Hi+—FD7
n— F=H A FX—T7 /I LET,

71— 5 — X% Flexible NetFlow O v v ¥ 2 1M EINET, FrviaNO 7o — 5T —F52FKR
4 %121%. show flow monitor monitor-name cache =~ > FZ{#H L £,

X 1 Flexible NetFlow—MPLS Egress NetFlow ®#%% MPLS VPN ®v F7—% FRASOH

Ny R—D

Flexible NetFlow— MPLS Egress NetFlow & T 192 7 v — £ =% & L T Flexible NetFlow —
JAR—HEZRELLEGAIE, PEAL— Ry I Franicryn—%, 7o/ F— 3y NU—IH
WCRESNTZa L H 7/\4;< T AR—=FLET, Xy NI—27 T—% 7F 74 %X VPN
Solution Center (VPN-SC) 207 7V r—a i, ¥y 7 Fyvanic7u—nbHEREINEL,
P4 FE VPN b7 7 4 v 7 OFFHEREZFHE L TCERLET,
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Flexible NetFlow OBk s% W

Flexible NetFlow D& ERIB A %

ZITHHAT DX AIIE, V=B ZE LT NT 7 4 v 72kt T 2810 (AJ]) NetFlow OF — %
¥ v 7F v %, Flexible NetFlow T3 = L —3 3 U9 3R E L MERD L, BLOLLETD NetFlow @

GE)

GE)

F—

# w7 ZR— k%, Flexible NetFlow T3 2L —3 9 U ARE EHRD T IEEZ TR L TWET,

LLET® NetFlow % Flexible NetFlow T3 =2 L —3 3 T A121%, St ED0 57 4 v 7 232 5T
510U H—T 24 AT, 70— F=4, BV — =X DT 7V r—a Y ERET
DHENRHY 9,

INLDOH AT TE, £OX AT THEA SN D Flexible NetFlow 22~ > R E RS+ —U— F L5
EARENTVET, Zh 50 Flexible NetFlow =< > R T RRERZ OO F—T — R & 5|4
\Z2WTIE, [Cisco I0S Flexible NetFlow Command Referencel] %2 1L T 7230,

FAIEREFH» L 2 — FEHH L T Flexible NetFlow # % E3H LA X —T I T DI, ROFX A
ZFITLET,

[Flexible NetFlow D FHFTEFHH A L = — K [NetFlow IPv4 Original Input) % L 7= IPv4/IPv6
Ko7 4w 7 — T=20RE] (P9) (MHE)

(S B =Tz 2D IPvd 77— =DM (P.11) (%%H)
(B =Tz ZA~DIPv6 7u— =X D@EM | (P.12) (%)

[To— =X OBREOAT—X ZADFER] (P.13) (EE)

7 m— F=20OkEMRR] (P.14) (EE)

[ 2% —7 > A AT Flexible NetFlow 281 x—7 /L{bEN T3 Z & Ofgid) (P.15) ((EE)
[To— =4 ¥ v aDfR] (P15 (ER)
[To—x=F 070 — 7 AR—=FO#FE] (P.18) (KH)

[Tm— 27 ZAR—=FDELED AT — % ZADF5] (P.20) (TE)

[To— 7 AR—XOREMHR] (P21) ((ER)

Flexible NetFlow DERIEZFA L 33— F NetFlow IPv4 Original
Input] ZERALIPV4/IPV6 F5 214 v VRO A— E=2DEKTE

Flexible NetFlow O FREZKHE A L 2 — K [NetFlow IPv4/IPv6 original input) %M L <,
IPv4/IPVv6 N7 7 4 v 7O 7 v — E=F 2R ET HICIE. ROUEZ AT #FETLET,

HHER

FIEDOHE

Jo— FT=HXDlLa—K 7x—~v h&record 2~ RTEETAIZIE, TORHIICTn— T=H %
BWHLTHDLITRTDOAS L EZ—T 2 A A5, 70— FT=HZHIRLTEBLERH Y £,

1.
2,

enable

configure terminal
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FIED

ATFv T A1

AFvF 2

ATFvT 3

AFvT 4

ATFvT 5

ATvT 6

flow monitor monitor-name

description description

o o~

end

record netflow {ipv4 | ipv6} original-input

AU RFEREF7IIY

=]: 5]

enable

il

Router> enable

¥i# EXEC =— K& A 12— LET,

o TulTEIRFIRENILE, NAT—=FE AL
£,

configure terminal

il -

Router# configure terminal

Jua—)L ar 7 4 FXal—ay B— ReBEBL
7

flow monitor monitor-name

Bl :

Router (config) # flow monitor FLOW-MONITOR-1

7n— =X %{Efk L. Flexible NetFlow 7 o — &

=F ar74FXal—ary Ew—RFERBLET,

e ZavLyKRTIE, BMEO7u— =X 5L H
TAHZELTEET,

description description

il -

Router (config-flow-monitor) # description Used
for monitoring IPv4 traffic

(£E) 7o— ==X OHHAZERLET,

record netflow {ipv4 | ipv6} original-input

il

Router (config-flow-monitor)# record netflow
ipvé4 original-input

TJo— F=XOlLa— REEELET,

end

Bl :

Router (config-flow-monitor) # end

Flexible NetFlow 72— =% 227 ¥ =2 L —
vary E—REKT LT, 5l EXEC £— RIZREY
7,
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A28 —TD A A~ANDIPv4 78— E=2DEH

TIT 4 TICTDHENS, IPv4 70— F=F 2K 1 DDA LV F—T = A AZHEATHILENRH Y 9,
IPv4d 70— F=Z % T 7T 4 72T 2DI0E, ROMEX AT #FITLET,

HHEE

FRIEFFE » L 2— K [NetFlow originall, F721% NetFlow IPv4 original input] # 7 u— £=4C
f8E LT, LIATO NetFlow 2= 2 L— A5, 7u— =45 AJ)] (%B) NF7714>7D
ST ERTEET,

FHIEZF L 2— K [NetFlow IPv4 original output] %7 v — £ =4 (ZfE L. 15 NetFlow 7
BT 4 TR I 2 L— NP DAHAIE, Tu— =X &M (BE) FT T4 v ONHTE
IR TEET,

FIROBHE
1. enable
2. configure terminal
3. interface type number
4. ip flow monitor monitor-name input
5. end
FIED A
ATy FFEEE7Ia3Y B
A7v7 1 enable Fi#E EXEC £— R& A F—7 M LET,
s TuUTERBRINTEDL, NAT—REASL
B : E7,
Router> enable
ARTFvT 2 configure terminal Ja—N)L a7 40X al— gy F— REBBL
i j‘o
i :
Router# configure terminal
RFvwT 3 interface type number A B —T A RFEBEL,. AV FZ—T xR
T4 X2l —vgr E— ReBEBLET,
i :
Router (config)# interface ethernet 0/0
RFw T 4 ip flow monitor monitor-name input VERRBHDT7a— B=F %, NTF 7 4 v 7 DT
BLRDAVE—T 2 A AZEV B THZET, D
Bl - TR— ®=FET I T 4TI LET,
Router (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATY7 5 end AU B =T xR AT 4 F¥al—ay E— Nk
¥ T LT, $i# EXEC E— FIZRY £,
i :
Router (config-if)# end




Cisco 10S Flexible NetFlow DEERE |

B Flexible NetFlow O ERE A%

A28 —TD A A~ADIPV6 70— E=4DEH

TIT 4 TICTDHENI, IPv6 70— FE=F 2K 1 DDA U F—T = A AZHEATHILENRH Y 9,
IPv6 70— F=Z % T 7T 4 72T DL, ROMEX AT #FITLET,

HHEE

FIROHE

FIED*H

b &2 A

ATvT 2

AFvFT 3

ATv7 4

ATFvT 5

EHIEFRF L 32— K [NetFlow IPv6 original input) % 72— £=4|ZffE L T, LLETD NetFlow %
TIalb— I T258E, Vr— =42 A) (%B) VI T4y 7 ONHEFICERATEET,

FHIEZKF » L 2— K [NetFlow IPv6 original output| %7 v — £ =4 (ZFFE L. 17 NetFlow 7
BT 4 v THREE I 2 L— MTDAHAIE, Tu— =X &M (BE) FT T4 v 7 ONHTE

FiERTE £,

enable
configure terminal
interface type number

ipv6 flow monitor monitor-name input

o A~ D=

end

ARV RERERTIVa Y

E[:3)

enable

il :

Router> enable

¥# EXEC E— F& A 2 —7 W LET,

o TRV EIRERINIEL, RAT—FEANL
ij‘o

configure terminal

il

Router# configure terminal

Fa—) ary 74 ¥al—v gy B— REBEEL
ij‘o

interface type number

il -

Router (config)# interface ethernet 0/0

ALHE =T 24 RAEBREL, A/ F—T xR
T4 F¥al—TaryE—RFEEBLEST,

ipv6é flow monitor monitor-name input

Bl :

Router (config-if)# ipv6 flow monitor
FLOW-MONITOR-2 input

VB E R D 70— F=F %, T T 4 v DM
GLBA L H—T oA RZENYBTEHZ LT, O
Ja— T=HETIT 4 7ICLET,

end

il

Router (config-if)# end

A HE—T 2 A AT 4 Fal—3 F—R%
T LT, ¥ EXEC E— FIZREY £,
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70— EZSDBEAEDRAT—F ADKRTR

RIiR M

FIEDHE

FIED

AT

71

Tn— F=HFDBEDAT —F AERKRTHITIE, WROEEF A7 2FTLET,

Ta— =X Fx v aNOTa—%KRT DH7-DIZIEL, NetFlow original L 21— R TER I iz &
BICHEGT DN T 74 v 0 2% ETHA U F—T oA R, ANT7e— F=F AT 0LENHY
iﬁ—o

1. enable

2. show flow monitor

enable

enable =~ RIZXL > T, HHEEXEC E— Rz LET (R FRRRINTEBNNAY— %
AHLET),

Router> enable
Router#

show flow monitor

show flow monitor =~ RCIE, $8EL-7 00— E=ZDHED AT — X ARERINET,

Router# show flow monitor

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic IPv4 traffic analysis
Flow Record: netflow ipv4 original-input
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

Flow Monitor FLOW-MONITOR-2:

Description: Used for basic IPv6 traffic analysis
Flow Record: netflow ipv6 original-input
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 507936 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
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JO0— TS DHRTEHER

RIiR 4

FIEDHE

FIED

AFvFT 1

AN Llcar7Z4Falb—vary avy FElERTLICE. ROEEX A7 ZFETLET,

Ta— =X Fx v vaNOTa—%HKRT H7-HIZIEL, NetFlow original L 21— R TER I iz &
BICHEGT DN T 74 v 0 2% ETHA 0 F—T oA R, AN7e— FE=F AT 0LENHY
i—é_o

1. enable

2. show running-config flow monitor

enable

enable =~ RIZL > T, HHEEXECE— FZM#HBLET (R FRRRINTEBNNAY— RE
AHLET),

Router> enable
Router#

show running-config flow monitor

show running-config flow monitor =~ FTiX, fEEL /77— E=FDa 74 Fal— g
av s RRRRINET,

Router# show running-config flow monitor

Current configuration:

|

flow monitor FLOW-MONITOR-1

description Used for basic IPv4 traffic analysis
record netflow ipv4 original-input

|

!

flow monitor FLOW-MONITOR-2

description Used for basic IPv6 traffic analysis

record netflow ipv6 original-input
|
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A4 >R —7 x4 AT Flexible NetFlow i1/ *—TJIJL{LEhTWLBZ LD
TR
A v #—7 = A AT Flexible NetFlow 3 1 % — 7 /LIC > TWA Z L ZFERTAHI2IT. ROEEX A
7 EFEITLET,
FIEDOHE

1. enable

2. show flow interface type number
FlED 4

AFv7 1 enable

enable =~ RIZX > T, HEEXECE— Rz LET (Fr 7 FRRRINTEHENRNATY—RE
ADLET),

Router> enable
Router#

AT97 2 show flow interface fype number

show flow interface =~ Kt kK> T, 4 % —7 = A AT Flexible NetFlow A X —7 /{72 ->T
WABZ EDRMRINET,

Router# show flow interface ethernet 0/0

Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip) : on

FNF: monitor: FLOW-MONITOR-2
direction: Input
traffic (ipv6) : on

20— EF=3 v vPaDERTR

TH— = Xy vy aNOT—HERRTDHIZE, ROLEX AT 2FITLET,

AR

TJan— EF=H Xy vy alNOTr— F—F ERKRT H729I21E, NetFlow original L 21— FTEFHR S
NEREECEEGTDIN T 74 v 7 BZEBTHIA L A—T 24 A, AN7u— T=FE2EATO0E
NHvET,

FIROHE

1. enable

2. show flow monitor name monitor-name cache format record
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FIED

ATFvFT1

enable

enable =~ RIZL > T, HEEXECE— Rz LET (Fr 7 FRRRINTEHENRNATY—RE

ABLET),

Router> enable

Router#

show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ K A MU 7/ CTliL, 7n— €=
ZDFy vy aNIZhHDAT—X A, fHiHE#R, BL 7 e— F—2REXRINET,

Router# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW SAMPLER ID:

IP TOS:

IP PROTOCOL:

ip source as:

ip destination as:
ipv4 next hop address:
ipv4 source mask:

ipv4 destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:
timestamp last:

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW SAMPLER ID:

IP TOS:

IP PROTOCOL:

ip source as:

ip destination as:

1800 secs)
15 secs)

10.251.10.1
172.16.10.2
0

2048

Et0/0

0

0x00

1

0

0
172.16.7.2
/0

/24

0x00

Etl/0
733500

489

720892
975032

172.16.6.1
224.0.0.9
520

520

Et0/0

0

0xCO

17

0

0

Normal
4096
8
8

24
16
0
16
0
0
0
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ipv4 next hop address:
ipv4 source mask:

ipv4 destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:
timestamp last:

0.0.0.0
/24

/0

0x00
Null

52

1
973804
973804

Flexible NetFlow O&EBsksx W

Router# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV6 FLOW LABEL:
IPV6 EXTENSION MAP:
IPV6 SOURCE ADDRESS:

IPV6 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW DIRECTION:

FLOW SAMPLER ID:

IP PROTOCOL:

IP TOS:

ip source as:

ip destination as:
ipv6 next hop address:
ipv6 source mask:

ipvé destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:
timestamp last:

IPV6 FLOW LABEL:
IPV6 EXTENSION MAP:
IPV6 SOURCE ADDRESS:

IPV6 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW DIRECTION:

FLOW SAMPLER ID:

IP PROTOCOL:

IP TOS:

ip source as:

ip destination as:
ipvé next hop address:

Normal
4096
6
8

1048
1042

1800 secs) 11

15 secs) 1031

0
0x00000040
2001:DB8:1:ABCD::1
2001:DB8:4:ABCD::2
3000

55

Et0/0
Input

0

17

0x00

0

0

/48

/0

0x00

Null
521192
9307
9899684
11660744

0
0x00000000
FE80::A8AA:BBFF:FEBB:CC03
FF02::9
521

521

Et0/0
Input

0

17

0xEQ

0

0
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JO0— EF=-AFAMO70— IH9RKR—3D

HHER

FIEDHE

FIED

b & b

AFvF 2

ipv6 source mask:

ipvé destination mask:

tcp flags:
interface output:
counter bytes:
counter packets:
timestamp first:
timestamp last:

/10

/0

0x00
Null

92

1
11653832
11653832

AR IE

Flexible NetFlow TN LT —4 %2 VE—F VAT AT AR—FML, HWBLOMREGFETES &
INZTBED, 7an—F=FHI7a— 2 AR—HFERETHIE, ROX AT EZFEITLET,

FNENDOT T AR —FPNHR— M 250001% 1 27T TT, ERONEILT -2 %27 AR — T2
e, B0 T7n— 27 AR—FEREL, ThbETn— F=F ZE VY TOLERDY £F,

enable

configure terminal

description description

1
2
3. flow exporter exporter-name
4

destination {hostname | ip-address} [vrf vrf-name]

transport udp udp-port

flow monitor monitor-name

exporter exporter-name

5
6
7. exit
8
9
1

0. end

AU RFERET7IIY

=]:5)

enable

il

Router> enable

¥4 EXEC =— K& A 12— LET,

o TulTERFIRENEL, NAT—FzAAL
£,

configure terminal

il -

Router# configure terminal

Ju—)L ar7 4 Fal—ary E®— REeisL
9,
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AFvFT 3

AFvT 4

&

ATYv7 6

ATFYF 7T

&

ATv7T 9

2A7Fv7 10

Flexible NetFlow OBk s% W

ATV FEREFTIYaY

=)

flow exporter exporter-name

il -

Router (config) # flow exporter EXPORTER-1

7u— T AR—%%VER L, Flexible NetFlow 7

O— TV AR—F a7 4FXal—rarEF— K%

Bt L E£9,

e ZDa~vr RTiH, BFEO 7o — 27 AR—H
PEETLZEETEXET,

description description

i :
Router (config-flow-exporter) # description
Exports to datacenter

UEE) 7u— =7 ZAR—FZO#HBAEERLET,

destination {hostname | ip-address} [vrf

vrf-name]

il

Router (config-flow-exporter) # destination
172.16.10.2

T AR—EDOT—HDEEHERDVAT LD, K
AMZERIZIP T RLRAERELET,

transport udp udp-port

il :

Router (config-flow-exporter)# transport udp 65

k7 bt LCUDP 2% EL., =7 AR— b
S 7z Flexible NetFlow F7 7 4 v 7 &%y AT
LWREEBZF % UDP R— M &2 ELET,

exit

il

Router (config-flow-exporter)# exit

Flexible NetFlow 72— =/ AR —% 27 4 ¥ =2
L—YaryE—FREETLT, Za—\Lar7y
Xal—aryET—RIEYET,

flow monitor flow-monitor-name

il -

Router (config) # flow monitor FLOW-MONITOR-1

{ERRE A D 7 1 — £ =X |Zxt9 % Flexible NetFlow
TJo— F=F ar74X¥al—ary EB— N2
LT,

exporter exporter-name

Bl :

Router (config-flow-monitor) # exporter
EXPORTER-1

B A DT 7 AR—=Z DA EZREL T,

end

il

Router (config-flow-monitor)# end

Flexible NetFlow 72— =% a7 (¥ a2 L —
vay B REKTLT, f# EXEC £— RIZREY
ij‘o
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20— I RAR—E2DBWEDRAT—2 ADERTR

T0— T AR—FZDOBEDAT —H A% FRTHITIE, WOEBX A7 #FITLET,

FIEDHE

1. enable

2. show flow exporter
FIED

AFv7 1 enable

enable =~ RIZL > T, HEEXECE— RFZMHBLET (R FRRRINTEBNRNAY— %
AN LET),

Router> enable
Router#

ATw7 2 show flow exporter exporter-name

show flow exporter =~ > N ClE, FEE L 70— =7 AKR—F DHIED AT —F ANERINET,

Router# show flow exporter EXPORTER-1

Flow Exporter EXPORTER-1:
Description: Exports to Chicago datacenter
Transport Configuration:
Destination IP address: 172.16.10.2

Source IP address: 172.16.7.1
Transport Protocol: UDP
Destination Port: 65

Source Port: 56041
DSCP: 0x0

TTL: 255
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20— I RAR—E2DEXRTEHED

FIEDHE

FIED

2AFvF 1

TH— T AR—BZEBETAHFEDICAN a7 4 Xalb—ay avy REHRTHI2IT. &
DIEBEX A B RITLET,

1. enable

2. show running-config flow exporter exporter-name

enable
enable =~ RIZL > T, B EXEC E— RFZM#HBLET (R FBRRRINTEBNRNAY— RE
AHLET),

Router> enable
Router#

show running-config flow exporter exporter-name

show running-config flow exporter =~ N TiX, fEEL 70— =2 AR—FDa 7 Xzl —
Vay avy RRFRINET,

Router# show running-config flow exporter EXPORTER-1

Building configuration...

|
flow exporter EXPORTER-1
description Exports to datacenter
destination 172.16.10.2

transport udp 65
|
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Flexible NetFlow IZ & % LLRII®D NetFlow DI = 1L —
a3 VDEFEH
WOFENE, LLETD NetFlow (23 - 7= 3 D DOFEEE% Flexible NetFlow TZ=I =l —3 3> 75
ZRLTVWET,
o [l : IPv4 B3 LV IPVv6 T 7 ¢ v 7 H® Flexible NetFlow Egress Accounting D% ] (P.22)
o [# : Flexible NetFlow Subinterface Support ®i% & | (P.22)

Ik

R

» [f5] : Flexible NetFlow Multiple Export Destinations @& | (P.23)

5l : IPv4 8L TV IPv6 57 1 v D Flexible NetFlow Egress
Accounting D& E

OB, IPv4 B LT IPv6 kT 7 ¢ v 7 FIC Flexible NetFlow DI AT v o7 4 » T &2FEET D
EERLTVET,

ZOHCTNE, Fr—s b arT 4 Falb—vary BE-FhbBMLET,
!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-output
exit

!

!

flow monitor FLOW-MONITOR-2

record netflow ipv6 original-output
exit

|

ip cef

ipv6 cef

I

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output

ipvé flow monitor FLOW-MONITOR-2 output
|

5l : Flexible NetFlow Subinterface Support D%

oL, IPvd T 7 4 v 7 HIZ Flexible NetFlow 74 > % —7 = A A 7 R— b ERET D HiE%E
RLTWET,

TV INE, Fa—_"L ar7 4 F¥al— gy B— R bLBBLET,
!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input

exit

I
ip cef

|

interface Ethernet0/0.1
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zotex A

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|
wOBNL, IPv6 877 4> 7 D NetFlow ¥ 74 v 2 —T7 =4 XA AR —F a2z Ialb—1FT5K9,
Flexible NetFlow # g% &7 5 Hika R L TWET,
OV UTNVE, Tr—N a7 4 Falb—vay E—RPLBLET,
!
flow monitor FLOW-MONITOR-2
record netflow ipv6 original-input
exit
|
ip cef
ipvé cef
|
interface Ethernet0/0.1
ipv6 address 2001:DB8:2:ABCD::2/48
ipvé flow monitor FLOW-MONITOR-2 input

5l : Flexible NetFlow Multiple Export Destinations D&%

RDEX

woFL, Flexible NetFlow /L F =7 AR — MNEZHRET D HiEEZRLTWET,
OV INME, Ta—r ) ar T 4 Fal—vary B— RKLBEMBLET,

|
flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90

exit

I

flow exporter EXPORTER-2
destination 172.16.10.3
transport udp 90

exit

!

flow monitor FLOW-MONITOR-1
record netflow-original
exporter EXPORTER-2
exporter EXPORTER-1
exit

!

ip cef

!

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
|

Quality of Service (QoS) L #iEE=4V > 7/ TV r—varB8Ll=a—% 7a— =)~
rer7uzrA V7 vx2 VT 4 ol FRED BT % Flexible NetFlow @ & 723
DFEHIZ DU TIE, [Customizing Cisco IOS Flexible NetFlow Flow Records and Flow Monitors| &
Va—EZRLTIIZEN,

"o


http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cust_fnflow_rec_mon.html

Cisco 10S Flexible NetFlow DEERE |

W szan

Flexible NetFlow {2k L CTF—4% =7 AR — bOBINA T v a v 2RET H5A 1L, [Configuring
Data Export for Cisco I0S Flexible NetFlow with Flow Exporters] £ = —/LZSH LT Z S0,

To— YoYU T ERELT,

NI 74y I I & D CPU A — "=~y FEBET 55613,

[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |

TV a2 EZRLTIIEZSN,

Flexible NetFlow (Zxt L TW TN DHAIERF A L 72— FERET 2851, [Configuring Cisco
10S Flexible NetFlow with Predefined Records] £ = — /L &SR LT &0,

EEEH
RS

REIRE

BEE

CiscoI0S 2~ F

[ Cisco I0S Master Commands List, All Releases]

Flexible NetFlow DHEE

[Cisco I0S Flexible NetFlow Overview |

Flexible NetFlow OffEn — K~ v 7

lCisco I0S Flexible NetFlow Features Roadmap |

Flexible NetFlow 7 — 4% # L7 AR — T 572D 7
O— TJ AR—ZDRE

Configuring Data Export for Cisco I0S Flexible NetFlow with
Flow Exporters ]

Flexible NetFlow O A X <A X

Customizing Cisco IOS Flexible NetFlow Flow Records and Flow
Monitors |

Flexible NetFlow @ ~ 7 7 ¢ v 7RI K B A4 — 3 —
~y RBIEOTZ DD 7 n— 7 ) o THRIE

[Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the
CPU Overhead of Analyzing Traffic ]

HHTEEFE L 32— R L 7= Flexible NetFlow @
B

ix AE

[Configuring Cisco I0S Flexible NetFlow with Predefined Records ]

Flexible NetFlow Top N Talkers #fff L7z > U —
7 N7 T4 w7 DR

[Using Cisco I0S Flexible NetFlow Top N Talkers to Analyze
Network Traffic|

Flexible NetFlow A IPv4 < /L F F ¥ A FEEHEH
P H— kOB E

[Configuring IPv4 Multicast Statistics Support for Cisco [0S
Flexible NetFlow |

Flexible NetFlow ® 2> 7 4 F 2l —v g a<w o K

[Cisco 10S Flexible NetFlow Command Referencel

&

Mg

24 ML

L
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http://www.cisco.com/en/US/docs/ios/fnetflow/command/reference/fnf_book.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/fnetflow_overview.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/fnetflow_feat_rdmap.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/use_fnflow_redce_cpu.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cgf-topn.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cgf-mcast.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/use_fnflow_redce_cpu.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/use_fnflow_redce_cpu.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
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Flexible NetFlow O#geiEs MW

®5 Flexible NetFlow D#EETEHR
HERER yyy—=x HEEDRTEEHR
Flexible NetFlow 12.2(33)SRC |Flexible NetFlow N & A S F L7-,

12.400T ZOEREO Y R — M, Cisco 7200 ~ U —X —Z & L

T Cisco I0S Release 12.2(33)SRC TEM S E LT,
Flexible NetFlow 812V CiE, RO K EICHHANRH

b I
» [Flexible NetFlow D% & B4k D 7= 8 O RiHE AL
(P.2)

» [Flexible NetFlow OF% &tz >W\WT) (P.3)
o [Flexible NetFlow O & Bisa ikl (P.9)

e [Flexible NetFlow (Z & % LARiT®D NetFlow ® T I =
L—ya v OREN (P22)

WKOa~y RPEAFETZIIERESNE L7, cache
(Flexible NetFlow) . clear flow exporter. clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface, collectipv4, collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source, collect ipv4 total-length. collect ipv4 ttl,
collect routing, collect timestamp sys-uptime. collect
transport, collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler. description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow) .
match ipv4. match ipv4 destination. match ipv4
fragmentation. match ipv4 section, match ipv4 source,
match ipv4 total-length. match ipv4 ttl, match
routing, match transport, match transport icmp ipv4.
match transport tcp. match transport udp. mode
(Flexible NetFlow), option (Flexible NetFlow) .
record, sampler, show flow exporter. show flow
interface. show flow monitor. show flow record. show
sampler, source (Flexible NetFlow), statistics packet,
template data timeout, transport (Flexible NetFlow)
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Flexible NetFlow—IPv6 Unicast Flows 12.2(33)SRE |Flexible NetFlow TIPv6 FT 7 4 v 7 AR TX 7,
12.4(20)T

Z O¥REDH AR — M, Cisco 7200 35 LT 7300 NPE
J—X —%HH & LT, Cisco I0S Release 12.2(33)SRE
TEMSE LT,

Flexible NetFlow—IPv6 Unicast Flows BEREIC DU T,
WOFBIZHHARSH Y 7,

o [ B —Tx A Z~DIPv4 70— E=F DM ]
(P.11)

o [ B —Tx A ZA~DIPV6 71— F=X D]
(P.12)

e If]:1Pv4 BLOIPV6 T 7 ¢ v 27 D Flexible
NetFlow Egress Accounting D% 7| (P.22)

WRDOa~y RPBEAEFIEREINE L7, collect
routing. debug flow record. match routing. record,
show flow monitor. show flow record. collect ipv6.
collect ipv6 destination. collect ipv6 extension map.
collect ipv6 fragmentation, collect ipv6 hop-limit,
collect ipv6 length. collect ipv6 section. collect ipv6
source, collect transport icmp ipv6, ipv6 flow monitor,
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section.
match ipv6 source. match transport icmp ipvé

Flexible NetFlow—MPLS Egress NetFlow

12.2(33)SRE
12.4(22)T

Flexible NetFlow—MPLS Egress NetFlow #iE 4 H 35 &,

MPLS 7L 5 4 ARV v a VIMThb b3y b b—4
IZMPLS X hELTHEREL, IP/Xry hELTEFESN
L2730y h) O IP7e—EREdY 7 F XY TEET,

Z OMREDH AR — M, Cisco 7200 35 LT 7300 NPE
J—X —%HMH & LT, Cisco IOS Release 12.2(33)SRE
TEMSE LT,
ZOMERICET 2OV TIX, ROEZSIL T
0,

» [Flexible NetFlow ® MPLS Egress NetFlow] (P.8)
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» [Flexible NetFlow O F#liEF#HHF L 2 — K [Destination Prefix /] (P.11)

+ [Flexible NetFlow O H /& ## # L = — F [Destination Prefix ToS)J (P.12)
o [Flexible NetFlow DHEFTERE W L 2 — K [Prefix) ] (P.13)

» [Flexible NetFlow DHRHTEF W -+ L 72— K [Prefix Port) ) (P.14)

» [Flexible NetFlow D FHpjE&H G+ L =2 — N [Prefix ToSJJ (P.15)

» [Flexible NetFlow D #HFjEFHFF /L = — K [Protocol Port)] (P.16)

» [Flexible NetFlow DHERFIEFH L 72— K [Protocol Port ToSJ | (P.17)

» [Flexible NetFlow DO HfliE## L = — F [Source Prefix|| (P.18)

» [Flexible NetFlow D HiHiEFH 7+ L = — K [Source Prefix ToSJJ (P.19)

Flexible NetFlow OE§IEHRFHLa—F

Flexible NetFlow O FRIEFEFH & L = — KX, LLRITO NetFlow DA N F v v v a EHF vy v a,
BIOENF v v 2 iESWTWET, LIETO NetFlow O£ v v = & WIET 5 HaliEH
7+ Flexible NetFlow L 22— RDOEWE, FAIERF AL a3 — RTIHENRFEITINRNT L TT,
Flexible NetFlow OFRIEHRF AL 22— Fid, =2—HERXDO (W AKX L) La— FoBEEMT ERCH
1. Flexible NetFlow 7 o — E=# |[ZBEA T SN E T,

Flexible NetFlow OSRIEZEFA L I— FOF| R

LLRIT® NetFlow 72 I138EH% ¥ v ¥ = 2O LIATO NetFlow Z# ] L T\ /=%4 1%, Flexible NetFlow
Tl AR RE e FRIEFRE A L 2 — R& i L T Flexible NetFlow (21795 &, Bl&HEFL M7

TU 0T TR XY T T XY LTHMTEET, < Da—HFIZl 5T, LRIDBIFEL TV
Flexible NetFlow L' 2— RiX, 774 v 75O EHDIZE A SIZTHEE L TNDIET T,

Flexible NetFlow DERIEZFHA L 31— F [NetFlow Originall &
[NetFlow IPv4 Original Input]

Flexible NetFlow D HRliE#FHF#A L = — F [NetFlow original] & [NetFlow IPv4 original input] (%,

key 7 4 —/V R & nonkey 7 4 —/V RBFE L TH D0, ANEZ THEATLZENTEET, FHilE

FH L a— K INetFlow original] & [NetFlow IPv4 original input] @ key 3 & O nonkey 7 1 —/L
K&, & 1ITrRLET,

& 1 ERiEEFHA L a3— F INetFlow Original] & 'NetFlow IPv4 Original Input] TERSHh 3
key & U nonkey 714 —JLF

key #F1=[& nonkey
J4—ILF J4—ILF E &
IP ToS key EAT AT H—E R (ToS) 74 —/v ROMHE,
IP Protocol Key IP 7o ha 7 0 —)L KOHE,
IPv4 Source Address Key IPv4 EZETTT RL &,
IPv4 Destination Key IPv4 58567 R LA,
Address
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B =pE=%#4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

=1 EHIEZEFH L a— K INetFlow Originall & NetFlow IPv4 Original Input] TERsHh3
key & U nonkey 74 —JLF (%)

key F7:I& nonkey

Z4—ILF J4—ILFK EE

Transport Source Port  |Key NV AR—=F LAVYORETLR—F 74—/ K
D1,

Transport Destination  |Key N7 AR—F LA YDA~ 74—/ RO,

Port

Interface Input Key NoT7 4w I MZEINEA =T AR,

Flow Sampler ID Key Tu—=Hr7I0IDFS (Tu— YT TR
A X =T MZEINTHDEHE).

IP Source AS Nonkey EETHREY AT 2E 5,

IP Destination AS Nonkey FHACHBEY AT AF

IPv4 Next Hop Address |Nonkey XTI AR R TDIPVE T KL A,

IPv4 Source Mask Nonkey IPv4 EELT RLADS AT,

IPv4 Destination Mask |Nonkey IPv4 565c7 RLAD~ A7,

TCP Flags Nonkey TCP 75 7 7 4 —/)L RDOHE,

Interface Output Nonkey N7 4w I NEFENTA L FX—T A R,

Counter Bytes Nonkey Tu—NTHBINE AL N

Counter Packets Nonkey Tu—NTR# ST Ty M,

Time Stamp System Nonkey BWO/NT Y SRS LI & & DV AT LRI

Uptime First B (R UBHA, ZOF_RAL ABREINCT— R LT
M5 OREHE)

Time Stamp System Nonkey BBEO/NNTry NI IS NI L E DU AT AEENEE

Uptime Last M (S VBT, = 0F /A ARRHICT — b LT
B ORER])

Flexible NetFlow DERIEZEFA L 31— F [NetFlow IPv4 Original
Output]

Flexible NetFlow O FRiIEZHE A L 2 — K [NetFlow IPv4 original output] %, Cisco I0S Release
12.3(1D)T TY U —RA &7 LRI NetFlow 7] NetFlow 7 4 v o7 4 VA =l 2 L — 353
TEDIERINET, FAIERF AL 2— K [NetFlow IPv4 original output] @ key ¥ & U nonkey
T4 RNEI T B R 2ITFLET,

* 2 ERIEEF#A# L 32— F TNetFlow IPv4 Original Output] THEHAEh 3 key £ & U nonkey
Z4—ILF
key F 1zl nonkey
J4—ILF J4—ILF EH
IP ToS Key ToS 7 4 —/L FDIHE,
IP Protocol Key IP 7m b3 7 ¢ —)L ROfHE,
IPv4 Source Address Key IPv4 #FEET F LA,
IPv4 Destination Key IPv4 58557 R LA,
Address
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® 2 EHIEZEFH L 3— K INetFlow IPv4 Original Output] THEAIN 3 key # & U nonkey
T4—IF (&)

key F7:I& nonkey

J4—ILF J4—ILFK EE

Transport Source Port  |Key NV AR—=F LAVYORETLR—F 74—/ K
D1,

Transport Destination  |Key N7 AR—F LA YDIEIAR—F 74—/ RO,

Port

Interface Output Key NTT7 4y I MEEINTZA L HZ—T A R,

Flow Sampler ID Key Tu—=Hr7I70IDFS (Tu— T Y TR
A X =T MZEINTHDEHE).

IP Source AS Nonkey EETHREI AT 2E 5,

IP Destination AS Nonkey FHACHBEY AT AF

IPv4 Next Hop Address |Nonkey XTI AR KR TDIPVE T KL A,

IPv4 Source Mask Nonkey IPv4 EELT RLADS AT,

IPv4 Destination Mask |Nonkey IPv4 5685c7 RLAD~ A 7,

TCP Flags Nonkey TCP 75 7 7 4 —/)L FRDOH,

Interface Input Nonkey N7 4w I BREENTA L E—T A A,

Counter Bytes Nonkey Tu—NTHBINE AL N

Counter Packets Nonkey Tu—NTR#S ST Ty M,

Time Stamp System Nonkey BWO/NT Y SIS S LI & & DV AT LRI

Uptime First B (R UBHA, ZOF_RAL ABREINCT— R LT
M5 OREHE)

Time Stamp System Nonkey BBEO/NTry NISRBR I NI L E DU AT AEENEE

Uptime Last M (S VBT, —0F /S AREHICT — b LT
B ORER)

Flexible NetFlow DERIEZFA L 33— F NetFlow IPv6 Original

Input]

Flexible NetFlow OFfliEH A L = — K [NetFlow IPv6 original input] ® key 35 X Of nonkey 7 1 —
NRERT L Zh K BITRLET,

%3 Flexible NetFlow DERIEZF# L a— F INetFlow IPv6 Original Inputl TER&h % key
H& U nonkey 74 —JILF
key F7:I& nonkey
J4—ILF Z4—ILF pif
Traffic Class Key N4 VTR T 40— RO,
Flow Label Key Ta— 7L,
Protocol Key 7a ka7 44— KOfE,
Extension Map Key i~y 7 By b~y 7 OHE,
IP Source Address Key IP EfFLT RV A,
IP Destination Address |Key IP 565c7 KL A,
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Flexible NetFlow D=

Output]

%3 Flexible NetFlow DERIEZEF# L a— F INetFlow IPv6 Original Input] TER&h % key

HLU nonkey 74 —ILF (=)

key F7:I& nonkey

J4—ILF Z4—ILF EE

Transport Source Port  |Key NV AR—=F LAVYORETLR—F 74—/ K
DAE,

Transport Destination  |Key NZ7 U AR— b LA YDA — K 74—/ ROHE,

Port

Interface Input Key NoT7 4w I MZEINEA =T AR,

Flow Direction Key 7 a—a i,

Flow Sampler Key 7r— Y770 IDFE (Ta— 7Y TR
AR=TMZINTDEHE),

Routing Source AS Nonkey EETHE VAT LEE,

Routing Destination AS |Nonkey SR H A AT AFK

Routing Next-hop Nonkey FITAN Ky TDIP T KL A,

Address

IP Source Mask Nonkey IP EETXT RLADV AR,

IP Destination Mask Nonkey IP565c7 KL AD~ A7,

Transport TCP Flags Nonkey TCP 77 7 7 4 —/v FO1H,

Interface Output Nonkey N7 T 4w I DEEINTA L E—T oA R,

Counter Bytes Nonkey T —WNTREI N AL M

Counter Packets Nonkey Tu—RNTREIN= 7 MG

Timestamp Sys-uptime |Nonkey WAIONRT y NP S T L & DT AT ARBHEKE

First (S VB ZOF A ARRHNCT— b LT
B DIRER])

Timestamp Sys-uptime |Nonkey BBD/NT Y NN S LI & E DV RT LIRE)IE

Last Ml (RVBHEL, ZOTFT A ANRINCT— LT
D5 DIRERE)

e > . .
AIEZKFH L a— F NetFlow IPv6 Original

Flexible NetFlow O FREHF 4 L 2 — K [NetFlow IPv6 original output] @ key 35 & (8 nonkey
T4—NREI T E2E, R AITRLET,

* 4 Flexible NetFlow DERiIFEZ KA L a— F INetFlow IPv6 Original Output] TEHASHh 5
key & U nonkey 74 —JL F

key F1=[& nonkey

J4—)LF J4—ILE &

Traffic Class Key NoT 4D TTR T 4 —)L RO,
Flow Label Key TJa— F~b,

Protocol Key 7' ka7 —)v KOfHE,
Extension Map Key WiE~y 7 vy b~y 7O1fH,
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® 4 Flexible NetFlow OZHIE&RFH L 3— F [NetFlow IPv6 Original Outputl TERATh 3
key & U nonkey 74 —JLF (%)
key F1z[& nonkey

J4—ILF TJ4—ILF EH

IP Source Address Key IP %fFE7 KL X,

IP Destination Address |Key IP 56567 KL X,

Transport Source Port  |Key NV AR—=F LAVYORETLR—F 74—/ K
DAE,

Transport Destination Key NI AR—bF LA YDA —F 7 14—/ KO,

Port

Interface Output Key NPT 4 I BERINTA U H—T oA A,

Flow Direction Key 7 a—a i,

Flow Sampler Key Tur— Y 770D EFE S (Za— 7Y TR
AR =TSN THDHE),

Routing Source AS Nonkey EHETHEY AT LEKE,

Routing Destination AS |Nonkey SEEEHY AT A%,

Routing Next-hop Nonkey I AN FRyTOIP T KL A,

Address

IP Source Mask Nonkey IP X ETLT RLADS AT,

IP Destination Mask Nonkey IP 5657 KL AD~ AT,

Transport TCP Flags Nonkey TCP 77 7 7 4 —)L ROfH,

Interface Input Nonkey NTT7 4y I MZEINTA =T A R,

Counter Bytes Nonkey Tua—WNTRBINE AL MK,

Counter Packets Nonkey TJu—NTHBLIN- 7y M

Timestamp Sys-uptime |Nonkey WDy NS T & XDV AT ARE)RF

First M (SURHEAN, ZOFT A4 ARFYNZT— LT
B ORER])

Timestamp Sys-uptime |Nonkey BBy NRBEHI LT XDV AT AEEE

Last

R (S URHEA, ZOFNA AREICT— LT
B DIER) o

Flexible NetFlow DERIEZEEFH L 31— F [Autonomous System |

Flexible NetFlow D FEREZKHA A L 2 — K Tautonomous system| TiE, BEV AT ABDO NF 7 4 >
7 7a— F—=RIlESNTT a—RER SLE T, Flexible NetFlow O FRIERFTHL a— R

lautonomous system| Tix, LLFT® NetFlow @ lautonomous system| E/¥ ¥ v = LR U, key 8
X O nonkey 7 4 —/V ROMEH SN ET,

(E)

ZOFRTERF 7+ 12— R,

IPv4d BLWNIPv6 F T 7 4 v 7 OHTICHEHTEET,

Flexible NetFlow D HRliEE#HF A L = — N lautonomous system] THEA N5 key 35 & O nonkey
T4 FRE, R SITRLET,

"
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B =pE=%#4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

=5 Flexible NetFlow DERIEEFEH L 3— F TAutonomous System| THERAEHI S key &
U nonkey 74 —IJLF

key F1z[& nonkey

J4—ILF Z4—ILF pif

IP Source AS Key EETIPT RLAOBHBEI AT AT 2T A),
IP Destination AS Key S5 TP 7 RLZDOBEHEY AT A (B 7 3L,
Interface Input Key NG T 4w I BZEINTA T —T oA R,

Interface Output Key NS 74w I BREEINTAA Vv E—T =1 A,

Flow Direction Key 7 a—RER SIS I,

Counter Bytes Nonkey 7 —NTRBEI NI ML

Counter Packets Nonkey Tu—RNTRHEmSNT Ty MR

Time Stamp System Nonkey B DTy SNEHS LT & & DT AT AR

Uptime First Ml (RUBHNL, ZOFT A ABREYNCT— LT
D> 6 DFERHD) .

Time Stamp System Nonkey WEDNRT y SRS LI & & DY AT ARERF

B (SUBHN, ZOF AL AREPICT— LT
DB DOFRERH])

Uptime Last

Flexible NetFlow DOERIEZEF## L 21— F [Autonomous System ToS |

Flexible NetFlow D FRE &K 4 L = — K lautonomous system ToS] Ti&, HEL AT AMB LV
Type of Service (ToS; ¥ A 7 47 H—vR) vTFT7 v 7 7a— F—ZZHEIT7a—0nERkIh
%9, Flexible NetFlow O RiEFHF 4L 22— K lautonomous system ToS| Tik, LLAT? NetFlow &
lautonomous system ToS| #EHF v v = LR L, key 8L W nonkey 7« —/LV RBEA SN ET,

COFEAERFHALA— R, IPvd F T 7 4 v 7 OHHIEFIEATEET,

COFEMERFAL I —FE, HCHEZ AT LMD N7 74 v 7 Tu— F =2 ST T7n—%
T D L EIWCEILBLET,

Flexible NetFlow DO FHiEFKF A L = — K lautonomous system ToS] THEH I 2 key BL D
nonkey 7 4 —/L &, £ 61T RLET,

x 6 Flexible NetFlow DE/EZF AL 23— F TAutonomous System ToS| TEAIH 5 key
H&U nonkey 74 —JL K

key 7zl nonkey
Z4—ILE J4—ILE EE
IP ToS Key ToS 7 4 — /v RD1H,
IP Source autonomous |Key EETIPT FLAOBHBL AT L (BT E2134EH).,
system
IP Destination Key SESEIP 7 RLADHAY AT A (T FI1THA),
autonomous system
Interface Input Key NTT7 4y I MZEINEA =T AR,
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=6 Flexible NetFlow DERIEZEFH L a— K TAutonomous System ToS1 THERAEH 3 key
HLU nonkey 74 —ILF (=)
key F1z[& nonkey
Z4—ILF J4—ILFK EE
Interface Output Key N7 4y I BREEEINTA L E—T oA A,
Flow Direction Key 7 u—NER S5 I,
Counter Bytes Nonkey T —WNTHREI N AL M
Counter Packets Nonkey TJu—NTHBLINT- 7y M
Time Stamp System Nonkey WAIONRT y NP I T L&D AT ARBHEKE
Uptime First [l (R UBEAL, ZOF S ARRYNT = FLT
D B DIRER])
Time Stamp System Nonkey B DNT Yy BRI N & T DY AT LRI
Uptime Last (3 UBHEL, =0OF A ABEINCT— kLT
DB DOIERD) .

Flexible BGP OEriEZF# L a— F TBGP Next-Hop.]

Flexible NetFlow ® FalE&HEF 4 L = — F [BGP next-hop| TiX. Border Gateway Protocol (BGP;
R—=F == U= Fuban) OrTT4v7 Tr—T=2ZEO0T7r—=NERSNETS,

ZOFRTERF 7+ 12— R,

IPv6 N7 7 4 v 7 OGHTETFICEHTEET,

Flexible NetFlow @ FRiiEFEH & L = — K [BGP next-hop) THEH &5 key 3 L U nonkey 7 1 —/L

Fa, £ TITRLET,

®7 Flexible NetFlow OERIE#¥E# L .a— K IBGP Next-Hopl T#EREN D key H& U
nonkey 7 4 —JL F
key F 1=l nonkey
Z4—ILF J4—ILF EE
Routing Source AS Key PETLIP T FLAOBAHfY AT A,
Routing Destination AS |Key SEHEIP 7 RLADHBEY AT b,
Routing Next-hop Key BGP %27 % h & v 7® IPv6 7 K L %,
Address IPv6 BGP
Interface Input Key N7 4 v I BREENTA L E—T A A,
Interface Output Key N7 4 I BEEENTA L E—T oA A,
Flow Direction Key 7 u—NER XD M,
Counter Bytes Nonkey T —WNTHILI N A M
Counter Packets Nonkey Tu—RNTR#HmSNT Ty MR
Timestamp Sys-uptime |Nonkey BWONT y MRS LT & & DV AT LIRE)IE
First Bl (S UM, =0T/ ZREMICT — b LT
M5 DOREHE)
Timestamp Sys-uptime |Nonkey WBEONTy NI & XDV AT AREF
Last M (S URHEAN, ZOFT A4 ARFYNZT— LT
M5 OREHE)

"
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Flexible BGP DERIE&RF#A L 23— F TBGP Next-Hop ToS |

Flexible NetFlow D FRiEFHF A L = — F [BGP next-hop ToS] Tix, BGP BL U ToS P hTF 7 1 v
77— F—=RIlESNTT a—RMER S ILE T, Flexible NetFlow O FRIER KA L 22— K [BGP
next-hop ToS] Ti%, LLAiI® NetFlow @ BGP next-hop ToS| £H¥ ¥ v = LR L, key BL WY
nonkey 7 4 —/V FBMEMA SN E T,

GE) ZOFMERFHLaA—RIE IPvd 77 4 v 7 OFFETFICEHTEET,

Flexible NetFlow ® FREZHEF 4 L 22— K [BGP next-hop ToS| THH X115 key L U nonkey
T4 = FE, R BITRLET,

= 8 Flexible BGP ODERIE&ZEFHA L .a— K IBGP Next-Hop ToS] THEAEN S key & U
nonkey 7 4 —JL F
key 7l nonkey
Z4—ILF Z4—ILF it
IP ToS Key ToS 7 ¢ —/v RD1H,
IP Source autonomous |Key BETXIPT FLAOBEHEY AT A(ET 73R,
system
IP Destination Key SEAEIP 7 RLADHEMBY AT A (BT E IR A),
autonomous system
IPv4 Next Hop Address |Key BGP %27 2k shv FD IPv4 7 KL &,
BGP
Interface Input Key N7 4 v I BZEEINTA H—T A A,
Interface Output Key N7 74 v REREINTA L F—T =4 A,
Flow Direction Key 7 u—NEH XD,
Counter Bytes Nonkey 7 —NTREI N1 M
Counter Packets Nonkey Tu—RNTRHEmSNT Ty MM
Time Stamp System Nonkey ROy MRS LT & & DV AT LRE)IE
Uptime First M (S VBHEN, ZOF A ABRKIICT—FLT
DB DOIRERE)
Time Stamp System Nonkey BEO/r Y RIS T & & DOV AT AR
Uptime Last M (R UBHEN, ZOT A ARKINZT— ML T
B DFFHE)
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Flexible NetFlow OERIE&EiFHA L 3— F [Destination Prefix]

Flexible NetFlow D HRliEE#HF A L = — N [destination prefix| TiX, BT VI A7 AD T T 4 v
7 7a— T —HIHESNTT7 e =B EREINE T, Flexible NetFlow O HRAIERFA L =2 — R
ldestination prefix| TlX. LLAT® NetFlow @ [destination prefix] £8% ¥ v = EF L, key B &
U nonkey 7 4 —/V FAMEH SN ET,

COFEMERFTHALT— R, IPvABEOIPv6 N7 7 4 v 7 O TE £,

Flexible NetFlow @ FHEFHF 4 L 2 — K [destination prefix] TEH X2 key # L O nonkey
T4 = FE, R IITFLET,

®9 Flexible NetFlow DERIEZFH L a— K lDestination Prefix] TER &5 key 8L U
nonkey 7 4 —JL F

key 7l nonkey

Z4—ILE Z4—ILF EE

IP Destination Key S5 IP 7 RLAZADBEEY AT A (E7 E-I13EA),

autonomous system

IPv4 or IPv6 Key FESEIP T RL A LGEET LT 4 7 A ~ A7 DBk,

Destination Prefix

IPv4 or IPv6 Key STV T 4 T ADE v MK,

Destination Mask

Interface Output Key N7 4w DREINTAVE—T oA R,

Flow Direction Key 7 a—RER SIS,

Counter Bytes Nonkey T —WNTHILI N A M

Counter Packets Nonkey Tu—NTR#S ST Ty M,

Time Stamp System Nonkey BWONT Y MRS LT & & DV AT LIRE)IE

Uptime First M (2 UBHAL, ZOF AL ZARRYICT— R LT
7> 6 DFERHD) .

Time Stamp System Nonkey WBEONTy BRI T & XDV AT AREF

Uptime Last

M (S VURHEMN, ZOF AL ZAREPICT— LT
5 DREED)
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Flexible NetFlow DEfIEZEFH L a— F [Destination Prefix ToS|

Flexible NetFlow D HRiEFHZF A L = — F [destination prefix ToS| TiX, FELET L7 4 7 AB LT
ToSDO 77 4 v 7 7ua— F—FIZESHT7a—R"ERENE T, Flexible NetFlow O HRiE
F L a— R [destination prefix ToS| Ti%, LARii® NetFlow @ T[destination prefix ToS| /)% v v
va LU, key 8L U nonkey 7 4 — /L RAMEA SN E T,

COFREMERFALI— L, 7—Fa2X Y 7 F v L, ThafiH LT NetFlow XIS 7 /3 2 Z if@it
TRy NU—=7 b T T4 v OEERNDEAIC, FICRILET,

COFEMEREA L a— RE, IPvd b T 7 40 v 7 OOTETIERTEET,

Flexible NetFlow D FEREZH A L 2 — K [destination prefix ToS) T X 5 key ¥ & U nonkey
74— FE, K 10ITRLET,

% 10 Flexible NetFlow DERIEZEFH L a3— K IDestination Prefix ToS1 THEAZH 3 key &
U nonkey 74 —IJLF

key F7:I& nonkey
J4—ILF Z4—ILF EE
IP ToS Key ToS 7 4 —/V RO,
IP Destination Key S5 IP 7 RLAZADBEEY 2T A (E7 -3 A),
autonomous system
IPv4 Destination Prefix |Key 554 TP 7 RL R LSEET LT 4 7 2 ~ X7 DinPifE,
IPv4 Destination Mask |Key TV T4 7 ADE Y ME,
Interface Output Key FIT 4y IIMEEENT A =T = AR,
Flow Direction Key 7 a—NER I N,
Counter Bytes Nonkey 7ur—HNTRBEENT AL ML
Counter Packets Nonkey 7a—NTRBEESNZ T > MK
Time Stamp System Nonkey BWIO/NT Y SIS S LI & & DV AT LRI
Uptime First fl (RVBHEM, ZOFT A ABRRINCT— LT
2B DR
Time Stamp System Nonkey BHRONry NINEEBRS N L& DY AT AEEEE
Uptime Last M (R UBHNL, ZOFT AL ABRKEYINCT— LT
D B DIRER])
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=2Lvt W

Flexible NetFlow OEfIEZEFA L a— F [Prefix]

Flexible NetFlow D HRlEHRF A L 2 — N Iprefix)] TIiE, T 74 v 7 7u— F—XOXE[FL 55k
DFTVT 47 ZZESHT 7 a—RNERE N E T, Flexible NetFlow OHRIERZF AL 2 — K

Iprefix) Tix. LARTD NetFlow @ [lprefix) £)¥ ¥ v 2 LR L. key & W nonkey 7 4 —/L K23
HENET,

COERERBE AL I — T, IPVABLIWIPVE N5 7 4 v 7 OSICEATEE3, IPv6 5
T4 I DOBE BNV T4V A AT RIZ0OE Yy FERASRET,

Flexible NetFlow D FERTERF A L 2 — K Tprefix] THEM S5 key £ L W nonkey 7 4 —/L K%
£ 1LITRLET,

£ 1 Flexible NetFlow OBRIEERFH L a—F TPrefix] THEAEHS key £& U nonkey 74 —IL F
key F1=[& nonkey

J4—ILF J4—ILF EE

IP Source autonomous |Key EETIP T RVAOHBEV AT A (BT 72030 AA),

system

IP Destination Key S IP 7 RLZADOHBEY AT A (BT £7213EA),

autonomous system

IPv4 or IPv6 Source Key BETLIP 7 RLALEERTI VI 4T ATATD

Prefix MR, £ BRI T e BB T EE L P
T RLVAODT VT 47 A,

IPv4 or IPv6 Source Key EETTV T4 ADE Y MK,

Mask

IPv4 or IPv6 Key S IP 7 LR LT LT 4 7 A = A7 OB,

Destination Prefix

IPv4 or IPv6 Key ATV T 4 7 ADE v MK,

Destination Mask

Interface Input Key N7 T4 I MZESINTA L EX—T A A,

Interface Output Key NS 74w I BREEINTAA v E—T =1 A,

Counter Bytes Nonkey Tu—WNTRBINE AL Mg,

Counter Packets Nonkey TJu—NTHBINT- 7y M

Time Stamp System Nonkey WDy NS T & XDV AT ARE)RF

Uptime First M (S VBT, —0F /S ARRAICT — b LT
B ORERD)

Time Stamp System Nonkey WEDNT Yy BRI N & T DA T LRI

Uptime Last M (R VUBHN, ZOT A AREPIZT— LT
N ORER)




HAEEHFH L a— FIT& 3 Cisco 10S Flexible NetFlow D€ |

B =pE=%#4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

Flexible NetFlow OERIEZEFA L 3— F Prefix Port]

Flexible NetFlow O FREHF A L 22— K [prefix port] TIlX, T 74 v 7u— F—FOEETE
KOO T VT 4 7 AL AR = MIESWT 7 r—=23MER S E T, Flexible NetFlow 0 S/ #6557
L a— K [prefix port] TiX, LLATOD NetFlow @ [prefix port] % ¥ v = LR L, key BL W

nonkey 7 4 —/V RAMEH S ET,

COFEMERFALI— L, 7—F 22X Y 7 F v L, ThafH LT NetFlow %S 7 /3 2 Z @it
TRy NU—=7 F T T4 v DEETESIEEZHNDLEIC, FHICRIHET,

(F)

COFEMEREA LI — R, Pvd T 7 4 v 7 OBTEFIEATEET,

%85 D Flexible NetFlow OFRIEZHF A L 2 — K Tprefix port] THEM S5 key $5 & U nonkey
T4 =&, K I2ITRLET,

& 12 Flexible NetFlow DHBAIEZEFH L 3— K TPrefix Portl] THEMSHh 3 key £ & U nonkey
Z4—ILF
key F 1zl nonkey

J4—ILF Z4—ILF EE

IP ToS Key ToS 7 4 —/V FOfHE,

IP Protocol Key IP 7va k) 74— KOfHE,

IPv4 Source Prefix Key EEILIP T RLRALEBELS VT4 VA TATD
FMERLRE, Eok. ENSNhTTa—RNETEE IP
T RLVADT VT 4T A,

IPv4 Source Mask Key EEES VT4 7 ADE Yy MK,

IPv4 Destination Prefix |Key SEHEIP 7 LA LSEHRT VT 4 7 A ~ AT DR,

IPv4 Destination Mask |Key STV T 4 T ADE v MK,

Transport Source Port  |Key FZUAR—=F LA VYOREREILR—F 74—/ F
DAE,

Transport Destination  |Key VAR —F LA YO5EER— N 7 4 —/V NOfHE,

Port

Interface Input Key NPT 4y I BZEINTA B —T oA A,

Interface Output Key N7 4w 7 DREINTA LV E—T oA R,

Flow Direction Key T a—NER S5,

Counter Bytes Nonkey 7 u—RNTRBI NI SA MK

Counter Packets Nonkey 7a—NTRBEESNIZ T > MK

Time Stamp System Nonkey BWO/NT Y SIS S LI & & DV AT LRI

Uptime First M (R UBHEN, ZOT A ARKINZT— ML T
2B DIRER])

Time Stamp System Nonkey BHRONry NI SN L E DY AT MBI

Uptime Last

R (S URHEAL, ZOFT A AREICT— LT
D5 DIFHD)
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=2Lvt W

Flexible NetFlow OERIEZEFAH L 3— F Prefix ToS|

(F)

Flexible NetFlow D HFREHF AL 22— K [prefix ToS] TiE, T 74 vy 7u— F—HOEELE
FOBEEDT VT 4 7 2L ToS IZESNWT 7 v —03MEL S E 7, Flexible NetFlow R E 7 #5 &
L a— K [prefix ToS| Tix, LLEi® NetFlow @ [destination prefix ToS| £/ ¥ v v v = L FH U,
key 3 L O nonkey 7 4 —/V RBMEH SV E T,

COFEMERFALI— L, 7—F 22X Y 7 F v L, ThaH LT NetFlow XIS 7 /A Z 2 @it
THXRY NU—=7 F T T4 v DEETESIEEZHNDLEIC, BHICRIHET,

COFEMEREA L a— RIE, IPv4 b T 7 40 v 7 OGTIETIERTEET,

Flexible NetFlow O FHiEFRF 4 L = — K [prefix ToS) THEMH &N 5 key 38X WM nonkey 7 4 —/L R
. K IBITRLET,

% 13 Flexible NetFlow DHBAIEEHFHA L 3— F Prefix ToSI TEAE I3 key & & U nonkey
Z4—ILF

key F1z[& nonkey

J4—ILF Z4—ILF pif

IP ToS Key ToS 7 4 — /v RD1H,

IP Source autonomous |Key EETIPT RVAOHEV AT A (BT 72030 AA),
system

IP Destination Key S IP 7 RLZAOHPBEY AT A (BT 272138 A),
autonomous system

IPv4 Source Prefix Key BETLIP 7 RLARALEERI VT4 T ATATD

MR, £, BN ST e —nE T kG T IP
T RLVADODT VT 47 A,

IPv4 Source Mask Key EETLTTV T 47 ADE v MM,

IPv4 Destination Prefix |Key SUSEIP 7 RV AR EGHRT VT 4 7 A = A7 OB,

IPv4 Destination Mask |Key TV T 4 7 ADE Y MK,

Interface Input Key N7 4y I WREEINT AV E—T oA A,

Interface Output Key N7 4w I BDREINTA L E—T oA R,

Flow Direction Key 7 u—NER XD M,

Counter Bytes Nonkey 7 —NTRBEI NI ML

Counter Packets Nonkey Tu—RNTREmSNT Ty MR

Time Stamp System Nonkey BWONT Y MRS LT & & DV AT LIRE)IE

Uptime First Ml (RUBHN, ZOFT A ABREYNCT— LT
5 DIRERE)

Time Stamp System Nonkey REDNRT y SRS LI & & DY AT AREIRF

Uptime Last (R UBEL, ZOTF A ZARKEINZT— LT
D5 DIRER])
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B =pE=%#4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

Flexible NetFlow OEfIEZHFA L 32— K Protocol Port]

Flexible NetFlow D FRiEFHZF AL 2 — K [protocol port] TiX, "I 7 4 v/ 7a—F—407n
F B IOR— MIESWTT7 e —2Ef S vE T, Flexible NetFlow OHEFIERF L 2 — K
Iprotocol port] TiL, LLATD NetFlow @ [protocol port] EH¥ v v = LR U, key 35 & O nonkey
74—V FPERENET,

COFEMERFHALT— NI, IPvVABEOIPv6 N7 7 4 v 7 DI TE £,

Flexible NetFlow D FEREFH A L 2 — K [protocol port] THEH SiL 2 key 3 L U nonkey 7 4 —/L

&, & 41TRLET,

* 14 Flexible NetFlow DERIEZFH L a— K [Protocol Port] TERAEH S key 8LV
nonkey 7 4 —JL F
key 7l nonkey

Z4—ILF Z4—ILE EE

IP Protocol Key IP v h=)b 7 0 —)L KOfE,

Transport Source Port  |Key N7 UAR—=F LA VYOREREILR—F 74—/ K
DA,

Transport Destination Key NI AR—bF LA YDA —F 7 14—/ KO,

Port

Flow Direction Key 7 a—NER S5 I,

Counter Bytes Nonkey Ju—NTRBEINT- N1 M

Counter Packets Nonkey Tu—RNTREm I 7 MG

Time Stamp System Nonkey BAIO Ay ISR ST L& DY AT MBI

Uptime First W (S VBT, = 0F S ARRAICT — b LT
D B DIRER])

Time Stamp System Nonkey BBD/NT Y NN S LI & E DV RT LIRE)IE

Uptime Last

(2 YURHEAN, ZOFA AREYCT—FLT
1B DIE)
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=2Lvt W

Flexible NetFlow OERIEZEiZ#A L 33— F Protocol Port ToS |

Flexible NetFlow Dl EE#HF A L = — F [protocol port ToS) Tix, N F 7 4 v 7 7Ju—F—4D7
o ko, R—F, BIOToS EIZHESWT 7 o —n3Ek & E$, Flexible NetFlow O FijiE 7
H L a— K [protocol port ToS| Tix, LLEi® NetFlow @ [protocol port ToS] #£/%F ¥ v v = & A
C. key L Wnonkey 7 4 — /L FBMEA SN E T,

COFEFERFES L A=, T—FeFxTTFx L, NTT4 07 IATTLEDOFRy FU—IEH
W AEFTRDHEIT, BB ET,

COFEMEREA L a— RIE, IPv4 b T 7 40 v 7 OGTIETIERTEET,

Flexible NetFlow D FEREZK A A L 2 — K Tprotocol port ToS] T X 5 key ¥ & U nonkey
T4 = FE, K ISITRLET,

% 15 Flexible NetFlow OERIEZEFH L 32— K TProtocol Port ToS] TERAEN 3 key LU
nonkey 7«4 —JL F

key F7:I& nonkey

J4—ILF TJ4—ILF EH

IP ToS Key ToS 7« —/V RD1E,

IP Protocol Key IP v h=)b 7 ¢ —)L KO,

Transport Source Port  |Key NV AR—=F LAVYORETLR—F 74—/ K
D1,

Transport Destination Key NI AR—bF LA YD R—F 74—/ RO,

Port

Flow Direction Key T —PER SN DI,

Counter Bytes Nonkey Tu—NTHBEINE AL N

Counter Packets Nonkey Tu—RNTRHEmSNT Ty M

Time Stamp System Nonkey WD T y BRI N & & DY AT LRI

Uptime First M (XU B, ZOF S RARHNST — F LT
N ORER)

Time Stamp System Nonkey BBO/NT Y SRS & & DV AT LRI

Uptime Last (2 VBN, ZOT A ABEYT— R~ LT
B DOFERH])
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B =pE=%#4 L 3— FIZ& 5 Flexible NetFlow OEEIZDINT

Flexible NetFlow OZgIEZEFH L 2— F [Source PrefixJ

Flexible NetFlow D HFRIE &4 L 2 — K [source prefix] Tlix, Fv hU—27 T 7 4 v 7 DEETL
TV 4 RAZESWT T e —3ME S E T, Flexible NetFlow O HERIEFHRE AL 2 — F [source
prefix] Tix, LLAT® NetFlow @ [source prefix] #£/% ¥ v = LR U, key 3 X O nonkey 7 1 —

IV RBERERET,

COFEMERFHALT— NI, IPvVABEOIPv6 N7 7 4 v 7 DI TE £,

Flexible NetFlow D FERTEZKHF A L 2 — K Tsource prefix] THEHA SN 5 key ¥ &£ O nonkey 7 1 — /v

&, £ 16 ITRLET,

% 16 Flexible NetFlow DERIEZFH L a— K ISource Prefix] TERAEI S key B&LU
nonkey 7 4 —JL F
key 7l nonkey
Z4—ILF Z4—ILF EH
IP Source autonomous |Key EETIPT RLAOBHBL AT LA (BT £213 A),
system
IPv4 or IPv6 Source Key BETLIP 7 RLRALEERS VT4 VA TATD
Prefix PR, 700, BN EN T e ETEET IP
T RVADT VT 47 A,
IPv4 or IPv6 Source Key EELT VT4 7 ADE v MK,
Mask
Interface Input Key N T4 I BREINTA L ET—T AR,
Flow Direction Key 7 u—NEH XD,
Counter Bytes Nonkey T —WNTHILI N A ML
Counter Packets Nonkey Tu—RNTRHEmSNT Ty MM
Time Stamp System Nonkey BWONT y MRS LT & & DV AT LIRE)IE
Uptime First (2 YURHEAN, ZOFA AREYCT—FLT
N ORER)
Time Stamp System Nonkey WEONRT y NP I T L&DV AT ARBHEKE

Uptime Last

(S UBHN, ZOF AL AREPICT— LT
D DOFERH])
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HHE&EEH L I— FIZ& 5 Flexible NetFlow o&El=2Lvt B

Flexible NetFlow OERIEZEZHA L 3— F Source Prefix ToS|

Flexible NetFlow D HRliEE#HF A L = — F [source prefix ToS| Tix, *xv hV—7 "I 7 1 v 7 Dk
BV 7 4 7 ZAB X ToS EIZHESWT T v —Ef S E T, Flexible NetFlow D 3FI1EZH 7+
L 2— R Tsource prefix ToS| TiX. LLAi® NetFlow @ [source prefix ToS] ¥ v v = LR L,

key 3 £ W nonkey 7 4 —/V RMEH S NVE T,

COFEMERFALI— L, 7—F 22X Y 7 F v L, ThaH LT NetFlow XIS 7 /A Z 2 @it
TRy NU—=7 b7 T4 v DEETERIDOHEIC, FHIRILDLET,

COFEMEREA L a— RIE, IPv4 b T 7 40 v 7 OGTIETIERTEET,

Flexible NetFlow O FERIEFKHE A L 2 — K Tsource prefix ToS| THEMA S 45 key # L U nonkey
TA4—=NFE, K ITITRLET,

® 17 Flexible NetFlow DERIEZEFH L 32— K ISource Prefix ToS] TERAEHh 3 key LU
nonkey 7 4 —JL F

key F1z[& nonkey

J4—ILF Z4—ILF pif

IP ToS Key ToS 7 4 — /v RD1H,

IP Source autonomous |Key EETIPT FLAOBHBL AT A (BT £213#A),

system

IPv4 Source Prefix Key EEITLIP 7T RLRALEBE LSV T4 VA TATD
FMERLRE, Eok. ENSNhTT a—RNETEE L IP
T RLVADT VT 47 A,

IPv4 Source Mask Key EEES VT4 7 ADE Yy MK,

Interface Input Key N7 4w I BZEINTAVET—T oA R,

Flow Direction Key 7 a—NER I N,

Counter Bytes Nonkey 7a—HNTRBEENTAA ML

Counter Packets Nonkey 7u—NTR#S ST Ty MR,

Time Stamp System Nonkey BWO/NT Y SRS LI & & DV AT LRI

Uptime First fl (RVBHEM, ZOFT A ABRRINCT— LT
DB DIRER)

Time Stamp System Nonkey WEONRT y MRS T L&DV AT ARBHEKE

Uptime Last

(2 VBN, ZOF AL ABRKEHITT— R LT
b DOEE])




HAEEHFH L a— FIT& 3 Cisco 10S Flexible NetFlow D€ |

WM So— =-4A0EMESEFAL 31— F£ER LT Flexible NetFlow DEEH:

JO0— E-AHADERIEERALI—FEFERLT-
Flexible NetFlow D& E A%

.

GE)

ZOHEDOZ AL, Tu— T=F HOFEAERG L2 — P2l LT Flexible NetFlow & &7 %
FiEZERLTWET,

INLDOX AT T, £OX AT THEA SN D Flexible NetFlow 22~ > R E R+ —U — F L5
EINRENTHET, b Flexible NetFlow =t~ > K CEH ATRERZ DD ¥ — 7 — K & 5%k
\Z2WTIE, [Cisco I0S Flexible NetFlow Command Referencel] % 2L T 7230,

FHIERFE L 2 — R&#H L T Flexible NetFlow # %R L OA F—T W2 T BITiE, ROX AT
EEITLET,

o [HHERKEALI—FEHHLEZIPVE bT 7 4 v 7D 7 00— F=FOFE] (P20) (KZ4H)

o [HAIERFALI—FEEHLIZIPV6 NT7 7 4 v D7 a— =20k E] (P21) (KH)

o [ B =T 2 A Z~DIPv4 7u— E=FZDOHEM] (P23) (WH)

e 2B =Tz 2~DIPv6 7u— =X O] (P.24) (KZH)

e [Tu— =X DIBHEDAT —F ZADFE R (P25) (HEE)

o [Tu— =X OREOMHE] (P.26) (TLE)

o [A 2% —7x A AT Flexible NetFlow 284 F—7 /LI TWD Z L DR (P.27) (EE)

e [Tu—F=4 ¥ v vaNOT—ZDOER] (P28) (ER)

ENEREFALO—FZFEHALEZIPVYA S5O0 v o0 70— EZSDERE

JA— =4

H#ER

FIEDOHE

Tu— B X HOEMERZE LI —REFHEHALTIPVE h o7 4 v 7D 70— F=XERETDHIC
IE. WRDOMEZ AY #EITLET,

Kom— F=FF, FRCEEMTONAEBIOF Yy v a2 FHoTWET, 72— E=ZITIT.
Xyrvia U MNIONEFELVAT U NEERTDHEDOOLI— RARKLETT, La—F I7r—~vv
ME, WINDOFEMERFAL I— RO 7+ —~» MITEETR, EER=— 1T Flexible
NetFlow D 7o — L a—Rar7 4 Fal—3 g2 F— FTecollect 3L N match =2~ RAfEH L.
MEOLVa—R 74—~y FEERTAHZEHTEET,

Jo—F=HDlLa—K Jx—~<v h&record 2~ RTCEETAHIZIE, TORHIICTn— T=HF %
WHLTHDTRTOAS A —T = A0b, 77— F=XEHIRLTBSLERDH Y £,

1. enable
2. configure terminal

3. flow monitor monitor-name
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FIED

ATy T A1

ATFvT 2

ATvF 3

ATv7 4

ATFYyS 5

ATvT 6

JO0— E-4 AOEMEEEH L a— F£&EA L Flexible NetFlow oiEsz M

4. description description

5. record {netflow-original | netflow ipv4 record [peer]}

6. end

ARV RERRTIVa Y

E[:3)

enable

il -

Router> enable

¥+ EXEC ®— K& A 32— LET,
o Tl T EINREFREINTEL, NAT—=REASL
*7,

configure terminal

il :

Router# configure terminal

Ja—n) a7 4 F¥al—yar T— RERBL
£7

flow monitor monitor-name

il -

Router (config)# flow monitor FLOW-MONITOR-1

Z7u— E®=%%/Ek L. Flexible NetFlow 7 1 — &

=% ar74¥al—rar T REEHBELET,

o IDawryRTIE, BMFOT7u— =X 5 LW
THZELLTEET,

description description

il -

Router (config-flow-monitor)# description Used
for monitoring IPv4 traffic

(LE) 7n— E=XOHMAEERLET,

record {netflow-original | netflow ipv4 record
[peer]}

Bl :

Router (config-flow-monitor)# record netflow
ipv4 original-input

Ju— FE=XDlLa— REEELET,

end

il -

Router (config-flow-monitor) # end

Flexible NetFlow 7 u— F=# 237 (¥ =2 L —
vay E— REKTLT, f# EXEC £— RIZREY
ij‘o

EHEEFHALIO—FZFERALRZIPVG 57409y 0O 70— E=Z3NERTE

To— T X HOFEFIERFALI—FEFHLTIPV6 N7 7 4 v /7D 70— F=HX ERETDHIC

X, ROMER AT FETLET,

JO0— E=4

Kr7m— =X E, FRCEEMTONZMEBIOF vy a2 o TWET, £7 12— E=XITIE,
Xyvva ZNIORNFELAT Y N ERTDHEDOOLI— RBMETT, La— K T7r—<v
MI, WITNDOOHEFIEREAL I— RO T+ —~ v MITEXET, HER2—VX Flexible
NetFlow D 7o — L a—R a7 4 Fal—3 g F— RTcollect 3L N match =~ RAEHA L,
MAOLVa—K 74—~y hEERTHI EHTEET,

"
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BN So— =-4RAOENESESEHL 31— F£EM LT Flexible NetFlow OBES%

HHER

Ju—F=ZPDLa—RK Jx—<v h&xrecord 2~ RTLEETHIZE, FORIICZTu— =4 %
HHLTHLITARTOA U F—T oA AnD, 77— F=X2HIBRLTEBMERH D 7,

FIEDOHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record netflow ipvé record [peer]
6. end
FlEDFHHE
ATV RFFERET7OV3 Y B#
AT7Yv 7T 1 enable ¥i#E EXEC E— F& A x—7 iz LET,
o TulsTERRRINTZH, RAT—FE AL
Router> enable °
ATFvF 2 configure terminal Ja—)L a7 40X al— gy F— REBBL
i ﬁ‘o
i :
Router# configure terminal
XFw 7 3 flow monitor monitor-name 77— =4 %{Ea& L. Flexible NetFlow 7 17— &
= ar74Xal—rary E—REHHBELET,
Rﬁu :t ( fig)# f1 it FLOW-MONITOR-2 ' :@ZVV}\Tli\ %ﬁ@7u’“q}:&%ﬁﬁ
outer (config ow monitor - - FBHILbLTExET,
RTFvT 4 description description (EE) 7a— E=FO#HARER LET,
B :
Router (config-flow-monitor)# description Used
for monitoring IPv6 traffic
RFw 7 5 record netflow ipvé record [peer] 7R — EF=FOLa— REHEELET,
B :
Router (config-flow-monitor)# record netflow
ipvé original-input
ATv7 6 end Flexible NetFlow 7o — E£=% a7 4 ¥ =2 L —
Yar ET—REKT LT, Fi EXEC £— FIZREY
i - 7,
Router (config-flow-monitor) # end
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A28 —TD A A~ANDIPv4 78— E=2DEH

TIT 4 TICTDHENS, IPv4 70— F=F 2K 1 DDA LV F—T = A AZHEATHILENRH Y 9,
Ta— F= B A AL E—T A RZHEHALTIPVE 70— F=F 5T 75 4 7T 51201, IROMEX
A7 HFEITLET,

Hl#¥=18
FRIEFFE L 2— K [NetFlow originall, F721% NetFlow IPv4 original input] # 7 u— £=4C
f8E LT, LIATO NetFlow 2= 2 L— A5, 7u— =45 AJ)] (%B) NF7714>7D
I TR TEET,
FHIEZF L 2— K [NetFlow IPv4 original output] %7 v — £ =4 (ZfE L. 15 NetFlow 7
IO T 4 v THREE T I 2 L — b AEAIR., Tu— =52 GBE) bT T4 v I OGHTE
FIZEHTEET,
FIROBHE
1. enable
2. configure terminal
3. interface type number
4. ip flow monitor monitor-name {input | output}
5. end
FlIEDEEH
AT FFERET7TIVaY B
AT7Y97 1 enable FifE EXEC £— K& A F— T M LET,
e TRV IMERINEL, RATU—KREANL
Router> enable °
2FvS 2 configure terminal Ja—nR) a7 4 Fal—gry T— RERBL
£7
i
Router# configure terminal
AFvwT 3 interface type number A EBE—T oA AEEEL, AV X —T = A A
T4X¥al—Yary E—RFEFBLET,
i
Router (config)# interface ethernet 0/0
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ATv7 4

AFwFT 5

ATV FFEREFTIYaY

=)

ip flow monitor monitor-name {input | output}

il :

Router (config-if)# ip flow monitor
FLOW-MONITOR-1 input

VB E R D 70— F=HF %, T T 4 v DS
GLBA L H—T oA AZEYYBTEHZ LT, O
Ju— FT=HETIT 47T LET,

e MLAVH—TxAAT
ip flow monitor monitor-name input ¥ X T
ip flow monitor monitor-name output =~ > K
ARETHIET, ANWEMIIDNT 7 4 v 75y
WraRIFICRETCEET, Ao ~Z
T4y I aitic, BirLTvn— =2 &[T
EE

end

il :

Router (config-if) # end

A H =Tz R ar7 4 Fal—var E—K&
T LT, ¥t EXEC £— FIZREDY £,

A2 —TD A AADIPV6 70— E=2DEH

TIT A4 TICTDHRENIIPV6 70— F=H KK 1 DDA VX —T oA AZEHT2LELRH Y 7,
TH— F= AR A —T oA RACEALTIPVE 70— F=2 52T 75 4 72T HIT1E. IRONIEH

H#ER

FIEDHE

A7 BT LET,

#
-

YOI

JiEFEH L 2— K [NetFlow IPv6 original input] % 7 17— € =42 E L T, LLATD NetFlow %
2= 258, 7e— =X % A (BE) NI T4 v 7O FIEHTEET,

HHIEFRE L 2— K [NetFlow IPv6 original output] % 7 v — £ =X ZfFE LT, 171 NetFlow 7
AT 4 THREE I 2 L— T BRI, Yu— =& BE) FT T4 v 7O

TR TEET,

enable
configure terminal

interface type number

o A~ ODd =

end

ipv6 flow monitor monitor-name {input | output}
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FIED

ATy T A1

ATFvT 2

ATvF 3

ATv7 4

ATFvT 5

70— EZ3DHREDRAT—RADERT

ATiR &

JO0— E-4 AOEMEEEH L a— F£&EA L Flexible NetFlow oiEsz M

ARV RERERTIVa Y

E[:3)

enable

il -

Router> enable

¥+ EXEC T— K& A 32— LET,
e TulTEINREFREINTEL, NAT—REASL
*7,

configure terminal

il :

Router# configure terminal

Ja—n) a7 4 ¥al—yar T— RERBL
£7

interface type number

il -

Router (config)# interface ethernet 0/0

AVE—T2A AZ/EL, AV F—T =2 A 3
T4 F¥al—TaryE—RFEEBLEST,

ipv6é flow monitor monitor-name {input | output}

i :
Router (config-if) # ipv6 flow monitor
FLOW-MONITOR-2 input

ERRiEAD 7T a— F=X %, T T 4 v 7 DOOiT%t
B A L E—T A RACEHVYTHZET, 20
TH— = AET T4 T LET,

e AV H—T A AT
ipv6 flow monitor monitor-name input 3 X O
ipv6 flow monitor monitor-name output =~ >~
RERETLHIET, ABEHOID T 7 4 w7
I EFRHICRETEET, Ao 7
T4 v I oic, B T7n— =42 EHT
TET,

end

il

Router (config-if) # end

f B =Tz A a7 4 Fal—rary ET—FK%E
T LT, %M EXEC £— FIZED £7,

Tn— F=FDBEDAT —F AR AT HITIE, ROEBEF A7 #FTLET,

TR—E=H Xy v aNO TR —%KRFT L7011, NetFlow original L =2 — R TER 73k
WICHAT DN T T4 v 7 R ETHA L H—T oA AT, A 7u— E=FZHATLULERD Y

e
FIEOHE
1. enable
2. show flow monitor
FIRD
AFv7 1 enable
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enable =~ RIZk - T, HHEEXECE—RFRZBMBELET (Fr 7 FRERRINTEZHENRAT—RE
ATTLET),

Router> enable
Router#

show flow monitor
show flow monitor =~ > FTIZ, ¥BELT- 72— E=ZDHEDAT —Z ANERINET,

Router# show flow monitor

Flow Monitor FLOW-MONITOR-1:

Description: Used for monitoring IPv4 traffic
Flow Record: netflow ipv4 original-input
Cache:

Type: normal

Status: allocated

Size: 4096 entries / 196620 bytes

Inactive Timeout: 15 secs

Active Timeout: 1800 secs

Update Timeout: 1800 secs

Flow Monitor FLOW-MONITOR-2:

Description: Used for monitoring IPv6 traffic
Flow Record: netflow ipv6 original-input
Cache:

Type: normal

Status: allocated

Size: 4096 entries / 278544 bytes

Inactive Timeout: 15 secs

Active Timeout: 1800 secs

Update Timeout: 1800 secs

70— E- 2 DREDHER

ARG H

FIEDHE

FIED

AFvFT 1

AN Llcar7ZsFalb—vary axvy FElERT2I0E. ROEEX A7 2FETLET,

TR— F=H Xy aNOT R —ERRTDH72OIZIEL, NetFlow original L = — R CER I iz
WIHAETDN T T4 v P eZETHA X —T oA A, ANN7u— =X EZHEHTH50ERHD
F7

1. enable

2. show running-config flow monitor

enable

enable =~ RIZL > T, HEEEXECE— Rz LET (Fr 7 FRRRINTEENRNATY—RE
ADLET),

Router> enable

O
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Router#

show running-config flow monitor

show running-config flow monitor =~ FTiX, fEEL /7 — E=FDa 74 Falb— g
av s RRRRINET,

Router# show running-config flow monitor
Building configuration...

Current configuration:
|
flow monitor FLOW-MONITOR-1
description Used for monitoring IPv4 traffic
record netflow ipv4 original-input
|
flow monitor FLOW-MONITOR-2
description Used for monitoring IPvé6 traffic
record netflow ipvé original-input
|

end

4 >3 —7 x4 XT Flexible NetFlow i’ 1€ 2—TJILiEEhTLNEZ &D

FIEDHE

FIED

AFvFT 1

A & —7 x4 AT Flexible NetFlow 28 A4 2 — 72725 TWAH Z & ZHERT HI21F., ROMEEX A
T EFITLET,

1. enable

2. show flow interface type number

enable

enable =~ RIZX > T, HEEXECE— Rz LET (R 7 FRRRINTEHENNATY—RE
ADLET),

Router> enable
Router#

show flow interface type number

show flow interface =~ Kt kK> T, 4 % —7 = A AT Flexible NetFlow A X —7 /{72 ->T
WA Z EDRMRINET,

Router# show flow interface ethernet 0/0

"
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Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Input
traffic(ipvo) : on

20— E=F2 vy PalDT—FDERR
To— T2 Xy vV aNOT—HERRTBHIZE, ROLEFX AT H2FEITLET,

RIiR 4

Ta— =X Fx v aNOTa—%KRT H7-HIZIEL, NetFlow original L = — R TER I iz
BICHEGT DN T 74 v 0 2% ETHA 0 F—T oA R, ANT7e— FE=F AT 20LENHY

7,
FIEOHE

1. enable

2. show flow monitor name monitor-name cache format record
FIED 44

AFv7 1 enable

enable =~ RIZL > T, HEEXEC E— Rz LET (R FRRRINTEBNRNAY— %
AHLET),

Router> enable
Router#

AFw 7 2 show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ K A MU /T, 7o— €=
DX X v aNIHBHAT—F A, HEHER, BLOW7a— F—FRERINET,

Router# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type: Normal
Cache size: 4096
Current entries: 1
High Watermark: 2

Flows added:

Flows aged:
- Active timeout ( 1800 secs)
- Inactive timeout ( 15 secs)

- Event aged
- Watermark aged
- Emergency aged

O O O J O J

IP DESTINATION AS: 0
IPV4 DESTINATION PREFIX: 172.16.10.0
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IPV4 DESTINATION MASK: /24
INTERFACE OUTPUT: Et1/0
FLOW DIRECTION: Input
counter bytes: 4292430
counter packets: 4305
timestamp first: 15853684
timestamp last: 15860868

Router# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type: Normal
Cache size: 4096
Current entries: 6
High Watermark: 8
Flows added: 1048
Flows aged: 1042

- Active timeout ( 1800 secs) 11
- Inactive timeout ( 15 secs) 1031
- Event aged 0
- Watermark aged 0
- Emergency aged 0

IPV6 FLOW LABEL: 0

IPV6 EXTENSION MAP: 0x00000040

IPV6 SOURCE ADDRESS: 2001:DB8:1:ABCD::1

IPV6 DESTINATION ADDRESS: 2001:DB8:4:ABCD::2

TRNS SOURCE PORT: 3000

TRNS DESTINATION PORT: 55

INTERFACE INPUT: Et0/0

FLOW DIRECTION: Input

FLOW SAMPLER ID: 0

IP PROTOCOL: 17

IP TOS: 0x00

ip source as: 0

ip destination as: 0

ipv6 next hop address: HH

ipv6 source mask: /48

ipv6 destination mask: /0

tcp flags: 0x00

interface output: Null

counter bytes: 521192

counter packets: 9307

timestamp first: 9899684

timestamp last: 11660744

IPV6 FLOW LABEL: 0

IPV6 EXTENSION MAP: 0x00000000

IPV6 SOURCE ADDRESS: FE80::A8AA:BBFF:FEBB:CC03

IPV6 DESTINATION ADDRESS: FF02::9

TRNS SOURCE PORT: 521

TRNS DESTINATION PORT: 521

INTERFACE INPUT: Et0/0

FLOW DIRECTION: Input

FLOW SAMPLER ID: 0

IP PROTOCOL: 17

IP TOS: 0xEQ

ip source as: 0

ip destination as: 0

ipvé next hop address: HH

ipv6 source mask: /10

ipv6 destination mask: /0
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tcp flags: 0x00
interface output: Null
counter bytes: 92
counter packets: 1
timestamp first: 11653832
timestamp last: 11653832

ERIEREFHA L O— FIZ& % Flexible NetFlow 0)s%5E

Z T, ROBREBNTHOWTHEBHALE T,
e [IPv4 +7 7 ¢ v 27 H® Flexible NetFlow FHHjCEHF AL 32— RORE : #1] (P.30)
o [IPv6 +T 7 1 v 7 l® Flexible NetFlow SHREZEFE AL a2 — FOFRE : #i) (P.30)

IPv4 +3 7 1 v % FD Flexible NetFlow SRIEERF#A# L J— FDEKTE : Hi

W DB, Flexible NetFlow OHERIEFKFE AL 2 — K [BGP ToS next-hopl Z#{E/H L T, IPv4d ~ 7
T4 EERT S V0 — T2 X ERET S HEEARLTHET,

OV UTNE, Fa—r L ar T 4 Fal—v gy T FhLBBLET,
I

flow monitor FLOW-MONITOR-1

record netflow ipv4 bgp-nexthop-tos

exit

|

ip cef
|

interface Ethernet 0/0
ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
!

IPvé k3 7 1 v % F® Flexible NetFlow ERIE&RFHA L J3— FDERE : B

OB, Flexible NetFlow D FHlIEEF AL 2 — K [source prefix) #HEH LT, IPv6 N7 7 4 v 7
EERT L 70— F=FE2RETDHEEZRLTVWET,

OV UL, Ta—)L ar T 4 X alb— gy B— RBBLET,

flow monitor FLOW-MONITOR-2
record netflow ipv6é source-prefix
exit

ip cef

ipvé cef

|

interface Ethernet 0/0

ipv6 address 2001:DB8:2:ABCD::2/48

ipvée flow monitor FLOW-MONITOR-2 input
I
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RDEXE

Quality of Service (QoS) ¢WHIEE=%V >/, 77V r—varB8Illa—% 7n— =4V
7eTIaTrA VT X2 VT oM E, RED BT 2 Flexible NetFlow O & 72 3% E
DFEMIZ2TiX, [Customizing Cisco 10S Flexible NetFlow Flow Records and Flow Monitors] “E
Va—LEBRLTIIZEN,

TR— YTV TERELT, T T4 v 7O LD CPU A — "=~y NEZEHT 55813,
[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |
EFV2—LEZRLTIEZS N,

Flexible NetFlow (Zxt L CTF —# =7 2R — h & ET 54414, [Configuring Data Export for Cisco
10S Flexible NetFlow with Flow Exporters] €Y= — L& BB LTI Z S0,

SEEH

Z Z TlE., Flexible NetFlow (2R3 2 S EERHI DWW THH L £ 7,

EEEE SRk

Cisco IOS == F [Cisco 10S Master Commands List, All Releases ]
Flexible NetFlow DHEE [Cisco I0S Flexible NetFlow Overview |

Flexible NetFlow O#iEn — F~ v 7 [Cisco IOS Flexible NetFlow Features Roadmap |

Flexible NetFlow (2 & % LLRif D NetFlow @ = I = L — |[Getting Started with Configuring Cisco I0S Flexible NetFlow |
var

Flexible NetFlow 7 —# #x27 AR — h§ 575D 7 |[Configuring Data Export for Cisco IOS Flexible NetFlow with

0— T AR—FDRE Flow Exporters]

Flexible NetFlow O # A &% < A X [Customizing Cisco IOS Flexible NetFlow Flow Records and Flow
Monitors |

Flexible NetFlow @ k7 7 1t v 7 Bt & 6 A —/3— |[Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the

~y RO D7 a— 7Y v TRE CPU Overhead of Analyzing Traffic |

Flexible NetFlow Top N Talkers Zfff L 7= >~ s 7 — |[Using Cisco I0S Flexible NetFlow Top N Talkers to Analyze

7 ST T 4 w7 Do Network Traffic

Flexible NetFlow H® IPv4 < /L Fx ¥ A MEFHEHR | Configuring IPv4 Multicast Statistics Support for Cisco IOS

PR— N ORE Flexible NetFlow

Flexible NetFlow ® 2> 7 4 ¥ a2 L — 3> a~< 2 R |[Cisco I0S Flexible NetFlow Command Reference]

&

B 24 ML
L _
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MIB MIB UYY

L BIRLZT7 Ty F 74 —24, CiscolOS VU —2&, BIXOWREL »
D MIB OBFTEHRR L THE v ra— K3 512i%, %D URL IZH
% Cisco MIB Locator {1 L £,
http://www.cisco.com/go/mibs

RFC 24 kL

RFC 3954

[Cisco Systems NetFlow Services Export Version 9]

DRADTY ZHI HR— bk

BB

>y

FHOURLIZT Z7EALT, YAaDT 7=k
A= M ERKBIZIEH L T 7ZE0,

UTEELIEFIEREHEITT DO Web 4 F RS
HET,

T =hN B R— N ERZITD

V7 N zTEFE—RT 5

X2 VT 4 OMEFEEERET D, Fikv Aol
mOEX 2 VT BT 5 XEEZIT 5
V=V BIRY Y= ANT I ERATH

- Product Alert D515 % &k

- Field Notice ® %15 % &%

- Bug Toolkit % F L 72 BE&1 O [ &E D i 57
- Networking Professionals (NetPro) =2 I ==7 ¢
T, HINBEDT 4 Ad v v a Bt %
b= T VI—ANT I ERAT D
+ TAC Case Collection YV — /L&A LT, "— K=
TRBE, N7 F—< AT E R MEE A
VETIT 4 TIRER LOMRT D
ZD Web A+ EDOY—NCT 7B AT HERIT.
Cisco.com ®a 7 A > ID BLUV/IRAT — RPRHLET
7

http://www.cisco.com/cisco/web/support/index.html
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(F)

I8, ZOEYV 22— LV THHALIEHMELZ Y A ML, BREOREHR~DY v 7 2R LET, ZOK
21X, Cisco I0S Release 12.2(1). & %\ X Cisco 10S Release 12.2(1) E721% 12.0(3)S Bl U U —
ATHANELITEEINTEREZT A RENTHET,

IR EN TR Z OHEAMTORSBEDFERIZ DWW TIiE, [Cisco IOS Flexible NetFlow Features
Roadmap)] ZZML T ZE Wy,

THHEMAD CiscolOS Y7 b =7 VY —R2koTiE, a2 ROPIT—EFEATERNEDORH Y
I+, BEOa~<vry FICETAV U —2FRICHONWTE, 2w RV 77 LA v=a T LEEBRL
TLZE W,

TT7Y R T —bDOYR—FBIYY T FU =T A A=YOYR— MIBET SEHEREBET D21,
Cisco Feature Navigator % {ffl L =9, Cisco Feature Navigator Zfifi 42 & HFEDOY 7 b =7 V
U—2Z, Hfety b, T Ty b7+ — 2%V R — 95 Cisco [0S LUV Catalyst OS @ ¥ 7 k
7T A A=V &EHBITEET, Cisco Feature Navigator [Zi%, http://www.cisco.com/go/cfn 725 7
J7EALTLEE, Cisco.com DT AU Y MINEH D FHA,

# 181, BFED CiscolOS V7 b =7 U U —AEETHEDEREAR YR — 45 CiscoIOS V7 k
7 VU —REFERLET, FIZHRIN TW2RWED, CiscolOS Y7 bo =7 VU —REED
B D) ) —RATHZOMEEZ Y R— K LET,
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HERER yyy—=x HEEE®

Flexible NetFlow 12.2(33)SRC |Flexible NetFlow 2N & A S F L7-,
12.4(9)T

Z OBEED Y R — MM, Cisco 7200 ¥ U —X L—X L L
T Cisco I0S Release 12.2(33)SRC TS E LT,

Flexible NetFlow B4REIZ DWW ClX, ROFHEIZHANH Y
9,

o [HEFEFFEH L =— FIZ L % Flexible NetFlow 2% &
OFTtESEMtE) (P2)

o [HFTEFF AL 32— R L 5 Flexible NetFlow D%
EIZOWT) (P2)

e [Ton— F=FHOFAIEREFA L2 —FEEHLE
Flexible NetFlow O#% & 5i%] (P.20)

o [HAIEHKF AL 32— FIZ X D Flexible NetFlow D&%
EFl (P.30)

WKDOa~y RPBEAFEZIIERESNE L7, cache
(Flexible NetFlow) . clear flow exporter. clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source, collect ipv4 total-length. collect ipv4 ttl,
collect routing, collect timestamp sys-uptime. collect
transport, collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter., debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow) .
match ipv4. match ipv4 destination. match ipv4
fragmentation, match ipv4 section, match ipv4 source,
match ipv4 total-length, match ipv4 ttl. match
routing, match transport, match transport icmp ipv4.
match transport tcp. match transport udp. mode
(Flexible NetFlow) . option (Flexible NetFlow) .
record, sampler, show flow exporter. show flow
interface, show flow monitor, show flow record, show
sampler. source (Flexible NetFlow). statistics packet,
template data timeout. transport (Flexible NetFlow)
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RS yy—=x HEETE®

Flexible NetFlow—IPv6 Unicast Flows 12.2(33)SRE |Flexible NetFlow TIPv6 FT 7 4 v 7 R TX 7,
12.4(20)T

Z OMRED Y R — MiE, Cisco 7200 F £ T* 7300 Network
Processing Engine (NPE; X h U —Z4WET ) o
J—X —%HMH & LT, Cisco I0S Release 12.2(33)SRE
TEMEhE L,

Flexible NetFlow—IPv6 Unicast Flows BEREIC DU T,
WOFBIZHHARH Y 7,

o [HPIEREALI—REHEHALZIPV6 T 7 4 v Y
DT7a— FT=HFOFKE] (P21)

o [ B —Tx A ZA~DIPV6 71— F=X D]
(P.24)

e [IPv6 T 7 ¢ v 7 FH® Flexible NetFlow = #ii & 72 %
KL a— RORE : fFl) (P.30)

WROa~y RPBEAEFIEFEEINE LT, collect
routing. debug flow record. match routing. record,
show flow monitor. show flow record. collect ipv6.
collect ipv6 destination. collect ipv6é extension map.
collect ipv6 fragmentation, collect ipv6 hop-limit,
collect ipv6 length. collect ipvé section. collect ipv6
source, collect transport icmp ipv6, ipv6 flow monitor,
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section.
match ipv6 source. match transport icmp ipvé
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70— T AR—%ZI12& % Cisco 10S
Eﬁlexible NetFlow O T7—4%2 T XHKR— kD
EXTE

ZDRF=2Ay ML, NetFlow 2L 7 X2 FETL TS UNIX =72 8D U E—F VAT b~
Flexible NetFlow 7 — 4% % T/ AR — T 25780 — 7 AR —FIZONT, BLURZOHKEFIENT
HEnTnET,

NetFlow (%, /V—# &b /37 v b OKEHEHRD S 54D, Cisco I0S Hfffd 1 > T9, NetFlow
W, IP Ry RU—IMLEEO IP 7 — % 2 BiET 572D O HERE T9, NetFlow ZFIf55 &.
Xy b= X2 VT o OER, Xy NT—ZFE, NT T4 v 700, BEXRIP T T 4
VT EYIR— T AEDOT =2 NG5 FE T,

Flexible NetFlow (%, FEEOEMHIZEDOET AT 74 v VMR TA—F 2D AE <A AT HHEEL B
4%z LT, LLETO NetFlow LY SN TV E9, Flexible NetFlow Tix., T 7 4 v 7 5#F
D= DOIEFIEHMERBRLEER LTV . BRAAERBRa AR —3 bEEAL T -4 %7 2
R—=bTEHZERNEHITRY 7,

HAETRHROBRR

IOFEYVa—/VIRHEN TV DEED —#2A, ZHEMoY 7 by =7 VY —2THR—-FEhTH
ROWEERH Y ET, BRFOBRBIERB L OES IO WL, ZHEADOT 7y b7+ —ABLOY 7 K
2T VIU—=ZADY U =R )= 2BRLTLLEE, ZOFVa— /IR EN TV HHEEICET S
HMERBLIZY . SEERTR—FINTWEY U —RZETL2Y A SR T 5121,
[Flexible NetFlow O#RENE ] (P.16) 2B LTI Z &V,

7Ty b7 —AOPR— b 725N Cisco IOS BL W Catalyst OS V7 b V=7 A A—TDHHR— |

R B2 MR 5121%, Cisco Feature Navigator % {# fl L &4, Cisco Feature Navigator {213,
http://www.cisco.com/go/cfn 7257 7 A L TL 7Z2&V, Cisco.com DT AT MIMEH Y FHA,

v,
CISCO.
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o [7rm— =7 2R—%|Z L% Flexible NetFlow ®F —#% T 7 ZAR— F%EDOHRIESME] (P.2)
e [Z7u— 7 AR —H#IZ X5 Flexible NetFlow OF—4 T 7 AR — & OHFFE] (P.2)
o [7Bo— T/ ZKR—H#(ZL% Flexible NetFlow OF —#% =7 ZHR— MMZ2TJ (P3)

e 78— 27 AR —HIZ LB Flexible NetFlow D7 —% =7 AR — hOFREHE] (P.4)

e [7m— =/ AR —#|Z L% Flexible NetFlow 7 —% =27 AR — O ER ) (P.11)

o R (P.14)

o BZEEHE (P14)

e [Flexible NetFlow DFEREIE ] (P.16)

JA— I AFR—4A(Z& 3 Flexible NetFlow 5 —#4
I RAR— FEREDRREH
Flexible NetFlow # &% T3 2 121%, IROFIHFEFMZN 72 L TWAMNERH D 9,

e [Cisco IOS Flexible NetFlow Overview| F¥a—/VICR#HEINTZHEE LB LTWAE D L,

e Fv hU—2 5,314 2T, Flexible NetFlow 2397 — F &7 CiscoIOS UV U —ANKEE L T\ D
Z &, Flexible NetFlow # %8R — kL7 CiscolOS Y7 b =7 VU —ZADY A MIDOWTIL,
[Cisco I0S Flexible NetFlow Features Roadmap| #Z&M L T Z&W,

IPv4d F5 2499

o XYy RNU—Z FNRAAN, IPVANL—T 4V THICEREEN TS &,

o VAATIAT VA TAU—T 4T EREFNBR AT ZIRAT VA T T =T 4 T DNT
A, fEHF oL —# B L O Flexible NetFlow A4 X —7 W BT _RCOA L F—T = A A
TA X —TNMZENTWNWDHZ L,

IPv6 571499

o Xy RT—7 FRARAN, IPV6 V—TFT 4V ZTHICREENTWS Z &,

e VARIATURATVLA TFT—F 47 IPV6 ETIINWHNL AT T/ AT LR T T —F 1)
DOWFINA, T O — %35 L0 Flexible NetFlow & 4 2 —7 M2 T 5T RTOA v ¥ —
T2 A ATARX—TNMIZENTWNBE I L,

70— 9 XAHKR—421ZX& 5 Flexible NetFlow O5—4%
I RAR— FREDHIFEIE

71— 2 ZK— 4|2 k% Flexible NetFlow OF — 4 =27 A4 — hOFEEITIT. K0 HIK I8N
SnET,

¢ Cisco IOS Release 12.4(22)T THEMIZHM S4L7z NetFlow /X—Y a3 > 5 27 AR — |k 7r hajn
1%, Flexible NetFlow X"— a v 5 OBt H AL a— RE2ERT L 70— F=F 21 THR—
FEIET,
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20— I AR—AIZL 5 Flexible NetFlow ®O5F—#4
I RAR—FZDNT

TJu— TJ AR—ZERET DI, TORNCROMEZHFE L T SLERIH Y £7,
o [Z7o— =/ ZR—%] (P.3)
e [Flexible NetFlow 7 2 — = 7 2 R—% OFl| 4] (P.3)

70— I RAR—4

To— T AR—FF, A= FORENICMIL L3R —3r e LTEREREST, =7 ZAKR—
A, 7 —F=HF ¥y v amnb NetFlow 2L 7 X2 D) T—h VAT L~T—H ETJ AHR—
NT27ebiz, 7e— F=XIZHVYConET, 7r— F=XiE, RO AR—FEHF— |
T&EET, 7 AXR—=HX, TNRMEHENI 7V — =4, BIOTF—HDOx 7 AR— ML
% NetFlow 2 L7 % Y AT AOBHZEDETCH AT A A TEET,

Flexible NetFlow 70— TH X EKR—E DF =

Flexible NetFlow Tid. IS U T, ZHOIEIE R T — 2V AR—HEHRETEET,
Flexible NetFlow 7 o — =7 AR —X21E, RO L 5 RRLERH Y £,

o TJu— TV AR—FEMFEMRTEHE, GG LRDHLDFAATDONT T 47 HOTT A
R=HEBERTEDZD, b T T4 v &8 AT LD NetFlow =2 L7 ZITEETEET,
LLRETD NetFlow TiX, O ENETXRTO R T 74 v 7 DF ¥ v aNDT—EZRN, K2 OD
T AR— MNMEIZEFESE L,

o TH— TV AR—FTIE, | oD T — F=FIZHOXHEKR 10 DT AR—ZNHR—FEhE
94, LLE® NetFlow TlE, 1 2OF ¥ v =2 |lZ20X, 2 DOy AR — MNa P FICHlR ST
F L=,

» Cisco IOS Release 12.4Q0)T LIED Y U —ATlX, 7r— =7 AR—F T, =7 AK— FEiZik
&N 5847~ FN® Class of Service (CoS; —E X 7 T R) A TEA7H, xy hU—7
BIRTNry MR 7744V T o REESNE T, LLATD NetFlow =27 AR—Z X, =7
AR— MEIZEEFEEIND 7y FNTCoS L CWEHATL,

 Cisco I0S Release 12.4Q20)T LLED UV — 2 Tld, 7u— =7 AK—% +5 7 4 v 7 &b T
xET,
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70— I XAHKR—4A1Z& 5 Flexible NetFlow ®)5F—4%
I RKR—FDEREARE

Z DD X A7 T, Flexible NetFlow CTIEIND T —% &, FMR 00 ERGFEOT-DIZY E— F
VAT AT AR — b T DHHIEICOWNTHBHLET,

70— IHRKR—4%

71— 7 AFR—HFX, Flexible NetFlow TWE L 77 —F %, NetFlow 2L 7 X0 E—h ¥
AT DIHEET LD ShEY, 7o— 27 AR—=FTEI T AR—F 7m hajl LT,
User Datagram Protocol (UDP; =—% 5 —% 7 Z A 7a bajL) #FEHLET,

HHEE

FNENOT I AR—=EZ BN R— T 2556%1L 1 2720 TT, BEOWEELIT—F 2T/ AKR—FT5D
LBAEE, 07— 2 AFR—FEREL, TNLETu— TE=XICED Y THMLERH Y 77,
Ju— T AR—ENTa— F=HITEBMENDE, TRr— F=X Xy o anbDT—X TR
R— F A X =T £,

GE) hboXAZ T, 20X A7 THEH &1L Flexible NetFlow 22~ > RIZMEed—7 — K& 5%k
PN RENTHET, 5O Flexible NetFlow =t~ > K CEH ATRERZ DD ¥ — 7 — K & 5%k
\Z2WTIE, [Cisco I0S Flexible NetFlow Command Referencel] %ML T 7230,

Flexible NetFlow T —# 7 AR — M &K ET DL, ZOHEOX A7 B RITLET,
o [Tu— 7 ZAR—FDHRE] (P4) (XZH)

e [Tu— I AR—ZOBIEDAT —Z ADFER| (P.6) (TE)

o [Tn— /7 2AR—FZOXREWHR (P7) (EE)

o [F—% =7 2R— M X% Flexible NetFlow &% @& & A x—7 k) (P.8) (W4ZH)

o [TH—F=F ¥ v aDTF—H 7 AR— DA RX—T IR >TWEHZ LR (P.10)
(&)

JO0— I H9REKR—FDERE
T — T AR—BZERETHICIL, WOVBEZAT ZFEITLET,

FIEDHE

enable

configure terminal

flow exporter exporter-name

description description

destination {ip-address | hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9}

N o o s~ D=

dscp dscp
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FIEDH

b &2 A

ATvS 2

ATvF 3

ATv7 4

ATFvT 5

AFvT 6

ATFYF 7T

78— T4 RK—4I2& 5 Flexible NetFlow 0F—4 TR F— roEEsE B

8. source interface-type interface-number

9. option {exporter-stats | interface-table | sampler-table} [timeout seconds]

10. output-features

11. template data timeout seconds
12. transport udp udp-port

13. ttl seconds

14. end

ATV RFFERERTIVaY

B

enable

Bl :

Router> enable

KM EXEC E— R& A F—7 iz L £,

o U EIRERRINIEL, RAT—FREANL
i‘d—o

configure terminal

il :

Router# configure terminal

Jua—nN) ar7 4 FXFal—ygr B— REeRlBL
i‘é—o

flow exporter exporter-name

il

Router (config) # flow exporter EXPORTER-1

7u— xJ AR—%%{ER L, Flexible NetFlow 7

O— T/ AR—HF a7 4FXal—vary ET— K%

BtE L9,

e ZDawrRTIE, EFOT7u— J AKR—X
EEETAZLE L TXET,

description description

B :
Router (config-flow-exporter)# description
Exports to the datacenter

(fEE) B ER LU show flow exporter =~ > KD H
NERFREIND, =7 AR—FORMERELET,

destination {ip-address | hostname} [vrf
vrf-name]

il :

Router (config-flow-exporter)# destination
172.16.10.2

T AR—=HF DR AT LD IP T RV AFEIER
A NGERELET,

export-protocol {netflow-v5 | netflow-v9}

il -

Router (config-flow-exporter)# export-protocol
netflow-v9

T AR—H T S5 NetFlow =27 AR — K 7
g halos—g CEEELET,

e T 74/ 1 : netflow-v9

dscp dscp

il

Router (config-flow-exporter)# dscp 63

(EE) 27 AR—Z L > THEEENLITFT—4 5
2 @ Differentiated Services Code Point (DSCP) /¢
TA—HEBRELET,

o dscp BIBOHEMEIZ, 0~63 TI, 774/ F:0

"
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&

ATv7 9

2A7Tv7 10

ATy 1

ATv7T 12

ATv7 13

ATv7 14

ATV FFEREEF7IVaY

=)

source interface-type interface-number

il -

Router (config-flow-exporter)# source ethernet
0/0

EE) =7 AKR— b ENDET—X 7 7 LDKETIP
TRLRELT, =2 AR—=FTIPT7 FL A&
TH0—IN A E—T oA AEEELET,

option {exporter-stats | interface-table |
sampler-table} [timeout seconds]

i
Router (config-flow-exporter) #
exporter-stats timeout 120

option

LE) 2/ AR—ZDOFTvary 7= NTF A =4
RELET,
o 3O0ODA TV a U EFFICRETEET,

o seconds BB OEHPMIL. 1 ~ 86,400 T, T 7 %
v k600

output-features

il :

Router (config-flow-exporter)# output-features

(f£3#) Quality of Service (QoS; —E A WE) BX
U SbZ2ER Lz, =7 ZAR—F 7y FOEE
A X—T M LET,

template data timeout seconds

il

Router (config-flow-exporter) #
timeout 120

template data

L) ZA LT MIESS T L— FOFES
RELET,
e seconds BIEDHFHIL.
=24 R,

1 ~ 86400 TJ (86400

transport udp udp-port

il :

Router (config-flow-exporter)# transport udp 650

SOV AT LN, T AR—NENDT—XT T L%
HH%75 UDP R— b EIEEL £,

o udp-port 5IEOHMIL, 1~ 65536 TT,

ttl seconds

il

Router (config-flow-exporter)# ttl 15

(EE) =7 AR—ENLREEINDIT—F T T LD
Time-to-Live (TTL; f#fe FIRERFH) EZ X E L E T,

e seconds B OHFHIT, 1 ~ 255 T,

end

il -

Router (config-flow-exporter) # end

Ja— T AR—H a7 4 Fal—T g F—FK
T LT, ¥ EXEC E— FIZEY £,

20— I RAR—E2DBWEDRAT—2 ADERTR

T0— T AR—FZDOBEDAT —H AR FRTHITIE, WOEBX A7 #FITLET,

FIROHME
1. enable
2. show flow exporter exporter-name
FIED
ATv7 1 enable

N




| 72A— x5 RHK—%I<& B Cisco 10S Flexible NetFlow ®7—4 LY XKR— FDEE
70— T4 AKR—4&I2& 5 Flexible NetFlow DF—4% T4 R KR— rOFEHE B

enable =~ RIZk - T, HHEEXECE—RFRZBMBELET (Fr 7 FRERRINTEZHENRNATY—RE
ATTLET),

Router> enable
Router#

ATw7 2 show flow exporter exporter-name

show flow exporter =~ > R T, HEELL 70— =2/ AR—FDBHED AT —H ANRERINET,

Router# show flow exporter EXPORTER-1

Flow Exporter EXPORTER-1:
Description: Exports to the datacenter
Transport Configuration:
Destination IP address: 172.16.10.2

Source IP address: 172.16.6.2
Source Interface: Ethernet0/0
Transport Protocol: UDP
Destination Port: 650

Source Port: 55864

DSCP: 0x3F

TTL: 15

Output Features: Used

Options Configuration:
exporter-stats (timeout 120 seconds)
interface-table (timeout 120 seconds)
sampler-table (timeout 120 seconds)

70— I AKR—2 DX ERER
ANNLaryr7 4 F¥al—rvay avy REERTDHICIE. WOEEX AT EZFEITLET,

FIEDHE

1. enable

2. show running-config flow exporter exporter-name

FIEDH

AFv7 1 enable

enable =~ RIZk > T, HHEEXEC E— RZBMBELET (Fr 7 FRERRINTEZHENRAT—RE
ATTLET),

Router> enable
Router#

ATw7 2 show running-config flow exporter exporter-name

show running-config flow exporter =~ > FTiX, fAELIc7n— =V AR—FZDa L7 1 Fa b —
Yary avy RRRRINET,

Router# show running-config flow exporter EXPORTER-1

Building configuration...
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Current configuration:

|

flow exporter EXPORTER-1
description Exports to the datacenter
destination 172.16.10.2

source Ethernet0/0

output-features

dscp 63

ttl 15

transport udp 650

template data timeout 120

option exporter-stats timeout 120
option interface-table timeout 120
option sampler-table timeout 120

end

T—4 T AiR— k2 & B Flexible NetFlow &EFEE A R—TILE

JO0— E=4

HHEE

FIEDOHE

Xy va T HEZIAR—DITDNT T4 v I DIATEHRETHIZE, 7e— =% %2ERT
HUVERBHYVET, 1 DDA v EF—T oA A2 T70— F=FZBHALTT—ZDO= 7 AR — %
B bl LT, Ta— = HEAFZ—TNCTEMERLY £, T—F% =7 AR — kT Flexible
NetFlow # 3 E L TA X — 7/ T B2, ROMEBEX AT #FITLET,

Kr7m— =X E, FRCEEMTONZMEBIOF vy v a o THWET, 71— E=XITIT,
Xyvva 2 NIORNFELAT YV NEERTDHEDOOLI— RBMETT, La— K T7r—<v
MI, WITNOOHEFIEREAL I— RO T+ —~ v MITEXET, HER2—VX Flexible
NetFlow D 7o — L a—R a7 4 Fal—3 g2 F— RTcollect 3L N match =2~ RA{EHA L,
MAOLVa—K 74—~y hEERTHI EHTEET,

Juo— F=ZPDLa—R Zx—<v h&xrecord 2~ RTEETHIZIE, FOHIICZTue— =4 %
BWAHLTHITRTOS U F—T =2 AL, 70— T=XEHIBRLTBSLERLY £197,

FRIEFRFE L 2 — K [NetFlow original ), F72i1% NetFlow IPv4 original input] & %\ %
NetFlow IPv6 original input] %7 v — E=XIZFHE L T, LAETO NetFlow # =X =2 L'— M 256
X, 7ue— =% AJ) (XB) FTT7 4y ORHIEIFICERTEET,

HHEZEF L 2 — K [NetFlow IPv4 original output] F72i% [NetFlow IPv6 original output] % 7
= E=ZHELT, HA NetFlow 77 V> 7 4 Y 7ffEez =2 L— T D55HA1F, 7u— €=
ZHRMT (BE) NI 74y 7 OGTEITIERTEET,

enable
configure terminal
flow monitor monitor-name

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}

o~ Obd =

exporter exporter-name
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ATFvT 3

AFvT 4

AFwFT 5

ATYT 6

ATFYF 7T
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exit

interface type number

© ©o N o

end

{ip | ipv6} flow monitor monitor-name {input | output}

AU RFEREF7IIY

=]: 5]

enable

il

Router> enable

¥+ EXEC ®— K& A x—7 L LET,

s TulTRIRFIRENILE, NAT—=FE AL
£,

configure terminal

il -

Router# configure terminal

Jua—)Lary 7 4 FXal—ay B— ReBEBL
7

flow monitor monitor-name

Bl :

Router (config) # flow monitor FLOW-MONITOR-1

7n— =X %{Ef% L. Flexible NetFlow 7 o — &

= ar74FXal—ary Ew—RFERBLET,

e ZavLyKRTIE, BMEO7u— =X 5 EH
TAHZELTEET,

record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

i
Router (config-flow-monitor)# record netflow
ipv4 original-input

Jo— E=ZDlLa— REEELET,

exporter exporter-name

il -

Router (config-flow-monitor) # exporter
EXPORTER-1

VERCE A DT 7 AR—F DLARTEFRELET,

exit

il :

Router (config-flow-monitor)# exit

Flexible NetFlow 72— =% 27 (¥ a2 L —
vary E—FREKTLC, ZJu—\)L a7 ¥z
L—yary = RNIZEYFET,

interface type number

il

Router (config) # interface ethernet 0/0

AHE =T A RAEBREL, A/ H—T xR 2
T 4Xal—Tary B— REEBLEST,
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ATV FFEREEF7IVaY B

RAFvT 8 {ip | ipv6} flow monitor monitor-name {input | VERS D 7 u— =R A, NTT7 47 OO

output}

il :

Router (config-if)# ip flow monitor
FLOW-MONITOR-1 input

BLIRDBA L H =T 2 A AZEINVBTHZ LT, =D
T — T HET VT 4TI LET,

2FYv 7S 9 end

il -

Router (config-if) # end

TJa— A LB —T A A AT 4 Fal— g
F— R&EKT LT, ¥ EXEC E— FITREY £7°,

20— F=3 v yoaDT—32 THORR—FEBRA R—TILIZHE-TLVS

—EDHER

;

AT

FIEDHE

FIED

AFvFT 1

To— T2 Xy aDT—H TJ AR— B, R =TI 2o TND Z L HfERT DI, RO
EBEX AT BFEITLET,

THR— F=H Xy aNOTR—ERRT DH7-OICIE, NetFlow original L = — R CER I L%
BICHEGT DN T 74 v 0 2% ETHA 0 F—T oA R, ANT7n— FE=F AT 0LENHY
iﬁ—o

1. enable

2. show flow monitor name monitor-name

enable

enable =~ RIZL > T, HEEXECE— R LET (R 7 FRRRINTEHENRNATY—RE
AHLET),

Router> enable
Router#

show flow monitor name monitor-name
T — T X DAT— X AEFEHEREF R LE T,

Router# show flow monitor name FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: User defined
Flow Record: netflow original-input
Flow Exporter: EXPORTER-1
Cache:
Type: normal
Status: allocated
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Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs

Active Timeout: 1800 secs

Update Timeout: 1800 secs

20— 9 RAKR—4A1Z& S Flexible NetFlow 7—4 T4
AR— FDERTEH

T 2T, ROBEFCONTHALET,

o ME¥D= 7 AR— MEDKRE : #1) (P.11)

e QoS #fif Lz AR —k X7y hORFOHKE : #l) (P.12)
o [IN—=Vgr 527 AR—-FDORE: #]] (P13)

BHDOTY AR— FEDKTE : H

WOENL, IPv4 B L IPV6 D b T 7 ¢ v 7| Flexible NetFlow OO T 7 AR — Mer2RETH
HEERLTWET,

OV UTINVE, Tr—N a7 4 Fal—vay E—RPLBLET,
!

flow exporter EXPORTER-1
destination 172.16.10.2

transport udp 90

exit

!

flow exporter EXPORTER-2
destination 172.16.10.3

transport udp 90

exit

!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input
exporter EXPORTER-2

exporter EXPORTER-1

|

1

flow monitor FLOW-MONITOR-2

record netflow ipvé original-input
exporter EXPORTER-2

exporter EXPORTER-1
|

ip cef

|

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 input
ipv6e flow monitor FLOW-MONITOR-2 input
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WOFRTMNNE, 70— F=FIZLD2 OO AR—FZ~DT —FZ DT AR — bERLTWET,

Router# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description:
Flow Record:
Flow Exporter:

Cache:
Type:
Status:
Size:
Inactive Timeout:
Active Timeout:
Update Timeout:

QoS #EARA LT RKR—

WOHITIL, Quality of

User defined

netflow original-input
EXPORTER-1

EXPORTER-2

normal

allocated

4096 entries / 311316 bytes
15 secs

1800 secs

1800 secs

b7y FDEEDETE : B

Service (QoS; ¥— v A{'HE) %M L T Flexible NetFlow =2 A7 — K /X

Ty FOBEERET D HEE R LET,

N

GE)  sEEAA R (IP 7 FL % 10.0.1.2) ~® Flexible NetFlow =27 2R —k s34 v M, QoS ZHMH LT
A —HFXy b A F—T x4 R0/ TEESNET,

OV UL, Ta—L ary T 4 Xalb— gy B— R LEBLET,

flow record FLOW-RECORD-1
match ipv4 source address
collect counter packets

flow exporter FLOW-EXPORTER-1

destination 10.0.1.2
output-features

dscp 18
|

flow monitor FLOW-MONITOR-1

record FLOW-RECORD-1
exporter FLOW-EXPORT
cache entries 1024

!

ip cef

|

ER-1

class-map match-any COS3

policy-map PH LABS FRL 64k 16k 16k 8k 8k

class COS3
bandwidth percent 2
random-detect dscp-

based

random-detect exponential-weighting-constant 1

random-detect dscp
|
interface Ethernet0/0
ip address 10.0.0.1

18 200 300 10

255.255.255.0

ip flow monitor FLOW-MONITOR-1 input

interface Ethernet0/1
ip address 10.0.1.1

255.255.255.0

service-policy output PH_LABS FRL 64k 16k 16k 8k 8k
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WOFRRHEINE, =7 AR —FENTZT—F TD QoS OFEHZREEIZT 2 H IHERE R — &AL
7. 70— F=HTOT—H =7 AFR—brERLTWVWET,

Router# show flow monitor FLOW-MONITOR-1

Flow Exporter FLOW-EXPORTER-1:
Description: User defined
Transport Configuration:

Destination IP address: 10.0.1.2

Source IP address: 10.0.0.1
Transport Protocol: UDP
Destination Port: 9995
Source Port: 56750
DSCP: 0x12
TTL: 255
Output Features: Used

g S IS 2 =19 —
N—23 205 TP AR—FDKTE : Hi
WOHIE, Flexible NetFlow IZxf9 2 /N—a v 5 27 AKR— hOREFEEZRLTHET,
ZOYUTFNE, Fa—r L ar T 4 Fal—vay T— FLKBLET,
!
flow exporter EXPORTER-1
destination 172.16.10.2
export-protocol netflow-v5
transport udp 90
exit
!
flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input

exporter EXPORTER-1
|

ip cef

|

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
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RDEXE

QoS tHgiEE=X V7 THV r—varBlta—F yo—x=x ) rFarvryA) v
7. 8X2 VT 48R 8L FED HINIZXET 5 Flexible NetFlow @ 7238 E D FEMIIZ DWW T,
Customizing Cisco IOS Flexible NetFlow Flow Records and Flow Monitors| £ = —/L &M L T<

ZEWN,

To— Yo FY T EREL T,

NI 74y I D CPU A — "=~y FEBET 55613,

[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |

T2 EZRLTIIEZSN,

Flexible NetFlow (25t L TW NN DFRTERF L a— RERET 25613, IConfiguring Cisco
10S Flexible NetFlow with Predefined Records] £ = — /L &SR LTI &0,

SEEH

Z Z TlE., Flexible NetFlow (2R3 2 SEERHI DWW THH L £ 7,

BERE

BR%

CiscoI0S 2w K

[ Cisco I0S Master Commands List, All Releases]

Flexible NetFlow D#f5E

[Cisco 10S Flexible NetFlow Overview |

Flexible NetFlow O#gen — K< v 7

[Cisco IOS Flexible NetFlow Features Roadmap

Flexible NetFlow (& & % LLRiT D NetFlow O =3 = L —
va v

[Getting Started with Configuring Cisco I0S Flexible NetFlow |

Flexible NetFlow O 7 A % <A X

[Customizing Cisco IOS Flexible NetFlow Flow Records and Flow
Monitors |

Flexible NetFlow ® kT 7 ¢ v 7 BEARIZ L B A — /3 —
~y FBERO7DD T 0a— S0 7 ) v THRGE

[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the
CPU Overhead of Analyzing Traffic]

HAERE H L 22— K& H L7z Flexible NetFlow @

Ax AE

Configuring Cisco 10S Flexible NetFlow with Predefined Records

Flexible NetFlow Top N Talkers Z{£fH L7z v h U —
7 NTT 4w Do

[Using Cisco IOS Flexible NetFlow Top N Talkers to Analyze
Network Traffic]

Flexible NetFlow @ IPv4 <~ /L F % v A M HEEHE#
PAR—FORE

[Configuring IPv4 Multicast Statistics Support for Cisco IOS
Flexible NetFlow ]

Flexible NetFlow ® =27 4 ¥ 2L —v g a<w U R

[Cisco I0S Flexible NetFlow Command Reference]
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URL 2% % Cisco MIB Locator ZfH L £9°,

http://www.cisco.com/go/mibs
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TR ENTWARNW Z O OMEEDFEMIZ VW TIE, [Cisco 1I0S Flexible NetFlow Features
Roadmap] ZZML T ZE WY,

T RN T A= LD R— I BIRY 7 =T A A—VOVR— MIEATLEREHRET DI,
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Flexible NetFlow O#geiEs MW

1 Flexible NetFlow D#EETEHR
HERER yyy—=x HEEE®
Flexible NetFlow 12.2(33)SRC |Flexible NetFlow N & A S F L7-,

12.40)T ZOEREO Y R — M, Cisco 7200 ~ U —X —Z & L

T Cisco I0S Release 12.2(33)SRC TEM S E LT,

Flexible NetFlow B4REIZ DWW ClX, ROFHEIZHANH Y
9,

o [Z7u— =/ AKR—%IZ X% Flexible NetFlow O —
& 7 AR— NRREOREESEM (P.2)

e 77— =/ AR—H#|Z L% Flexible NetFlow ®F —
X Ty AR— Mo T (P3)

o [Z7uo— >/ 2R —%|Z X% Flexible NetFlow O F —
& T AR— hOFIEFE) (P4)

e [7m— =7 2R —%|Z X% Flexible NetFlow & — %
T 7 AR— hORERF ] (P.11)

WKOa~y RPEAETZIIERESNE L7, cache
(Flexible NetFlow) . clear flow exporter. clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source, collect ipv4 total-length. collect ipv4 ttl,
collect routing, collect timestamp sys-uptime, collect
transport, collect transport icmp ipv4. collect
transport tcp, collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow) .
match ipv4. match ipv4 destination. match ipv4
fragmentation, match ipv4 section, match ipv4 source.
match ipv4 total-length, match ipv4 ttl, match
routing, match transport, match transport icmp ipv4,
match transport tcp. match transport udp. mode
(Flexible NetFlow) . option (Flexible NetFlow) .
record, sampler. show flow exporter. show flow
interface, show flow monitor, show flow record. show
sampler, source (Flexible NetFlow). statistics packet,
template data timeout, transport (Flexible NetFlow)




28— 9 RFKR—4[2& B Cisco 10S Flexible NetFlow ®7—4 T XHK— FORE |

B Flexible NetFlow D#EERER

£ 1 Flexible NetFlow DHSEEIESR (=)

BERER y1)y—x - AE

Flexible NetFlow—IPv4 Unicast Flows 12.2(33)SRC |Flexible NetFlow TIPv4 N5 7 4 v 7 #BEHTX £9,
12.49)T

Z OMRED YR — X, Cisco 7200 ¥V —X L—X L L
T Cisco I0S Release 12.2(33)SRC TEMENFE L7z,

Flexible NetFlow : IPv4 Unicast Flows ¥¥RE(Z > Tk,
WOEBIZHHARH Y 7,

o [F—% =/ ZR— MZ L% Flexible NetFlow & %
LA x—T 1k (P.8)

o o=y Z2R—rloFE  #l) (P.11)

WDa~vy RPHANELITEREINE L7, collect
routing, debug flow record. collect ipv4, collect ipv4
destination, collect ipv4 fragmentation, collect ipv4
section, collect ipv4 source, ip flow monitor, match
ipv4, match ipv4 destination, match ipv4
fragmentation, match ipv4 section, match ipv4 source,

match routing, record., show flow monitor. show flow
record

Flexible NetFlow—NetFlow v9 Export Format [12.2(33)SRE | N~ 30 9D/ AR —F 77—~ "EFEH LT/
12.4(9)T AH—k Ry N EEETEET,

Z OMRED YR — MiE, Cisco 7200 5 L UF 7300 Network
Processing Engine (NPE; ry N —ZJ Bz ) &
J—X —4H & LT, Cisco I0S Release 12.2(33)SRE

TEMmEnE L,

Flexible NetFlow—NetFlowV9 Export Format #4#E(Z-D
TiE, ROBFHEZHALH Y £,

o [Tu— /7 AR—FDHFE] (P4)

COMREDOTEODICEANEIIEFE SN b E
A,
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Flexible NetFlow O#geiEs MW

£ 1 Flexible NetFlow D#EETER (=)

HREA Jy—= HEERR

Flexible NetFlow—IPv6 Unicast Flows 12.2(33)SRE |Flexible NetFlow TIPv6 FT 7 4 v 7 R TX 7,

12420T Z OMRED Y R — MiE, Cisco 7200 F £ T* 7300 Network
Processing Engine (NPE; X h U —Z4WET ) o
J—X —%HMH & LT, Cisco I0S Release 12.2(33)SRE
TEMEhE L,

Flexible NetFlow—IPv6 Unicast Flows BEREIC DU T,
WOFBIZHHARH Y 7,

o [F—% =7 2R — T X% Flexible NetFlow & #% &
LA x—7 4] (P.8)

o ¥ o=y 2R—roFE  #l) (P.11)

WOa~vy RPHANELITEREINE LT, collect
routing, debug flow record. match routing, record.
show flow monitor, show flow record. collect ipv6.
collect ipv6 destination, collect ipv6 extension map,
collect ipv6 fragmentation, collect ipv6 hop-limit,
collect ipv6 length, collect ipvé section, collect ipv6
source, collect transport icmp ipv6, ipv6 flow monitor,
match ipv6. match ipvé destination. match ipvé
extension map. match ipvé fragmentation, match ipv6
hop-limit., match ipvé length. match ipvé6 section.
match ipv6 source, match transport icmp ipvé

Flexible NetFlow—Output Features on Data 12.4(20)T QoS BX UMW FALZHEAHL T, =7 AKX —h /7y hEE
Export fEcxEd,

Flexible NetFlow—Output Features #4822 Tk, &k D
FIEIZHHRH D £,

o [To— 2/ AR—ZDFHE] (P4)

e QoS #fEH LIz AR — bk /X7y hOEREORK
&l (P12)

WDz~ RPEAINE L7, output-features

Flexible NetFlow—NetFlow V5 Export Protocol |[12.2(33)SRE | R—T 3o 50z AR —F Far hbarr @ EHL T X
12.422)T F—=h Ty hEEETEET,

Z OMEEDOY R — ML, Cisco 7200 3 L T* 7300 Network
Processing Engine (NPE; X R U —Z4WF T ) o
Y—X —%H L LT, Cisco IOS Release 12.2(33)SRE
TEMSE LT,

Flexible NetFlow—NetFlowV5 export protocol #EEIZ DU
T, ROFHIZHARH Y 7,

o [Z7uo— >/ 2R —%|Z X% Flexible NetFlow O F —
X Ty AR— FEREOHIFIEIE] (P.2)

o [To— =l AR—2DFE] (P4)
o IN—=Var 5/ AR—FOFKE: Fl) (P.13)
WDz~ RPNEAZINE L7, export-protocol

| .“
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o TRoOEE] (P.19)

o [ZEHE (P.20)

o [Flexible NetFlow O#iEfE#H | (P.22)

Flexible NetFlow 70— La—F&LU70— =40
HARXZTA4 XDEHREH

Flexible NetFlow Z & ET 512X, KOAHESRMFZM7Z L TWALERH Y 97,
e [(Cisco IOS Flexible NetFlow Overview] F¥a— MR #HINTZHNEE L<HEHMBELTWAE D L,

» [Cisco I0S Flexible NetFlow Command Referencell TIR®D 2~ RIZEFR Sz, Flexible
NetFlow @ key 7 4 —/V RZ L SBEL TNWDH Z &,

— match flow

— match interface

— match {ipv4 | ipv6}
— match routing

— match transport

» [Cisco I0S Flexible NetFlow Command Referencell TIR®D 2~ RIZEFR Sz, Flexible
NetFlow @ nonkey 7 4 —/L K& X< HEL TW5H Z &,

— collect counter

— collect flow

— collect interface

— collect {ipv4 | ipv6}

— collect routing

— collect timestamp sys-uptime

— collect transport
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e nonkey 7 14—/ R
— SEEIP 7 NLX
- RETIPT FL A
— AV E =Tz A ADANBLOHT

=

%< O —FiX. DoS KEDFEM7: Flexible NetFlow RARN R H—&END L9, ZTibD key B&
U nonkey 7 4 —/L FZEH LT, —#%M7 Flexible NetFlow =% Z&E L T\ ET,

Flexible NetFlow 70— La—FK&U7O0— E=40D
HARRATA XA

CZWWRTH AT, RO EETOTDDOTHEEZRLTWET,
e Flexible NetFlow 72— L a— RKOBHAHX <A X,

e Flexible NetFlow 72— E=X D Hh AHX <A X,

e Flexible NetFlow @A %— 7 L1k,

INHDOX A TE, £OX AT TEH S5 Flexible NetFlow =+ & RIZKERF—U — FLgl¥
IR RINTWET, Zhbo Flexible NetFlow =2~ > R CEH AREAR Z Do F— 7 — K & 515
\Z2WTCIE, [Cisco I0S Flexible NetFlow Command Referencel] % 2 L T 72X\,

Flexible NetFlow 72— L a— FRB LW 7o — =% % 1 A X~ X L. Flexible NetFlow % A %—
TN T BT, DR AT 2 FEITLET,

o [HW2Z LN Z7u— La—RO#El (P4 (WH)

e [Tuo— La—KROBIEDAT—Z ADFE R (P.6) (EFE)

o [7m— La— ROXREMR (P.7) (EE)

o [hAZ L T7u— =4Ok (P.8) (L)

o [To— F=2HDOBEDAT—X ADFK K] (P11) (EE)

o [Tw— E=FokiEMR) (P11) (B

o (AU —TxAfA~DT7u— F=XDiEHA] P.12) (LH)

o [ A2 % —7 = A AT Flexible NetFlow 231 3r—7 /LI TW5BH Z L OfgiR) (P.13) (L&)
o [Ton—F=# Xy viaNOF—2DFExR] (P.14) (IEE)

ARAL 70— La—FDHTE

AAZL 77— La—RiE, HEOBNTINI 74y T—REnhT ool ET, B A
2 T7u— La—RE, key 74—V FE LU THEMTLRIE 1 50 match ZEHEDRMEE T, WX
nonkey 7 4 —/b F& L THMT 5K 1 5D collect FHENLE T,

NAZ L 7u— La— 2L, HEOIEG EHAGERFELET, TOX AT Tk, "EERIES &
HMABEED 1 DEERTHTOOFIREZRLET, ZOXR7OFIREZLEIE U TERT L &, HE
DB E ST H AL L 7u— La— REERTE E1,
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AAZ L Tu— La— ReERT 5123, ROZRAZE2FTLET,

MPv4 £721XIPv6 77 4 vy VIO AZ L 7a— L a— RORGE]

IPv4d £1XIPv6 +5 74 v VRADAREZ L J0— LO— FORE

ZDZRATTIE, IPv4 721 LIPV6 N T 7 4 v 7 ADOH AL L 7 u— L a— NOERIZH AT 2 FIA
ZRLET, ZHUE IPvE L7203 IPV6 b T 7 (1 v I DBRFEDT =2 ZRIET S - DIER S ET,

FIEDHE

FIEDEH#

AFvT A1

ATvT 2

ATFvS 3

ATv7 4

1. enable
2. configure terminal
3. flow record record-name
4. description descrription
5. match {ipv4 | ipv6} {destination | source} {address | {mask | prefix} [minimum-mask mask]}
6. HEISLTAT v SZBVEL, La—RFOZOMO key 7 4 —/V REHRELET,
7. collect {ipv4 | ipv6} source {address | {mask | prefix} [minimum-mask mask]}
8 WEIGUTAT 7 TH#MBVIKL, La— ROZDMD nonkey 7 4 —/V RERELE T,
9. end

ARV RFERERET7IVaY Bl

enable F5HE EXEC E— R&A X —T7 M LET,

s TuYyTIMREIRENIZL, NATU—=FEZANJL

i EJrRN

Router> enable

configure terminal Jua—sN)L ary7 4 F¥alb—var T— ReiEL
£7

i

Router# configure terminal

flow record record-name 71— L a— R&{ERk L. Flexible NetFlow 72— L

a—Rary74¥X¥al—var T—FElBLET,

Bl s Zoavry TR, BEFOT7r— La— &k
Router (config) # flow record FLOW-RECORD-1 Eﬁ‘é LT i@‘o

description description EE) 7u— La— RomBAZIER L £,

Bl

Router (config-flow-record) # description Used
for basic traffic analysis
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AFwFT 5

AFvT 6

& A

&

&

ATV FFEREF7IVaY

=)

match {ipv4 | ipv6} {destination | source}
{address | {mask | prefix} [minimum-mask mask]}

i
Router (config-flow-record) # match ipvé
destination address

7u— La—FRKDkey 74—V REHRELET,

GE) ZofiTiE, va—KRKDkey 74—/ REL
T, IPv4 5657 RLA%3E L £7, match
ipvd =< > N CHERFTREZR E DML key
74—V K, BEWkey 7 14—V ROFZEIC
i A ATRE 72 % DAL match =2~ > RiZH2>W\ T
%, [Cisco IOS Flexible NetFlow Command
Referencell #Z ML T IZ&E W,

MBS LU TCAT 5 2 0iIKL, La—ROExD
fthod key 7 4 — IV REBRELET,

collect {ipv4 | ipv6} source {address | {mask |

prefix} [minimum-mask mask]}

Bl :
Router (config-flow-record) # collect ipv4 source
address

Va—FRdnonkey 7 4 —/L FE LT, 1 2B LD

IPv4 XZL7 4 —/V RERELET,

GE) ZofITHE, L=— KD nonkey 7 4 —/L K
LLT, IPVAXELT FLRAEZRELET,
nonkey 7 o —/V FORBREIMEH "R 72 % DAt
O collect =1~ > RO\ TiE, [Cisco I0S
Flexible NetFlow Command Reference] %%
LTLESN,

VEIZSCTAT vy 7T 2BVRL, La—FDZxoD
ftho> nonkey 7 4 —/L R&BRE L £,

end

Bl :

Router (config-flow-record) # end

Flexible NetFlow 7e— L a— R a7 4 X o L —
vay E—REKT LT, 5l EXEC £— RIZREY
E3r D

20— La—FOBREDRAT—FADER

77— La— RKOBEDAT —F A EFRTHIZE, RKOTEEF AT 2FITLET,

enable =~ RIZX > T, HHEEXEC E— RZBMBLET (o7 FREREINTEZLNRAT—RE

FlgnHH=E
1. enable
2. show flow record
FIED 4
AFv7 1 enable
ABDLFET),
Router> enable
Router#
ATv7 2 show flow record

show flow record =~ > N T,

Router# show flow record

BELEE70— E=XDOBEO AT — X ARERINET,
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flow record FLOW-RECORD-2:

Description: Used for basic IPv6
No. of users: 1
Total field space: 53 bytes
Fields:
match ipv6 destination address
collect ipv6 protocol

collect
collect

ipv6 source address
transport source-port
transport destination-port
counter bytes

counter packets

timestamp sys-uptime first
timestamp sys-uptime last

collect
collect
collect
collect
collect

flow record FLOW-RECORD-1:

Description: Used for basic IPv4
No. of users: 1

Total field space: 29 bytes

Fields:

match ipv4 destination address
ipv4 protocol

ipv4 source address
transport source-port
transport destination-port
counter bytes

counter packets

timestamp sys-uptime first
timestamp sys-uptime last

collect
collect
collect
collect
collect
collect
collect
collect

70— La— FORERER

AN Llrar74Xal—yay avy Rk

traffic analysis

traffic analysis

BT DI, ROEBX AT ZETLET,

enable =~ NIZX > T, % EXEC E— FZBmLET (Fr o7 FRRRINEHARAT— R

FIROHE
1. enable
2. show running-config flow record
FIEDEHH
A797 1 enable
ATTLET),
Router> enable
Router#
AT7wv7 2 show running-config flow record

show running-config flow record =~ > FCTIZ fEEL 727 — FE=4Dar T 1 Falb—va =

~ Y RBRERESNET,

Router# show running-config flow record

Current configuration:
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|

flow record FLOW-RECORD-2
description Used for basic IPv6 traffic analysis
match ipv6é destination address
collect ipv6 protocol

collect ipvé6 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last
|

!

flow record FLOW-RECORD-1
description Used for basic IPv4 traffic analysis
match ipv4 destination address
collect ipvé4 protocol

collect ipv4 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last

AR L 70— E=S2DER

HAZ L Ta— T=FEERT DT, ROMSEX A7 ZFITLET,

JA— =4
Koo — T=H I, FRICEEMTONZEIOF Y v 2o TWET, £V — =X |Ti%,
Fyrvia T MNIONEFELAT U NEERTIHEOOLa— RRMLETT, Z0La— FERT.
FAEBEFALAOIERD 1 22752 b, @ER—YN flowrecord =2~ > REHH L THAZ LE
REMEHET DL TEET, ZOXRI T, [ AFL 7Ju— La—RoRE] (P4) TIER L
Lva—REfEHLET,

ATEEH

Flexible NetFlow D EFRF AL a— R TliE, PAX AL La— 2T 538581%. COX A7 %
EATTHANCAH AL L La— RafER L TRBLERSHY £, #AF L 7u— La— RO T,
BXOEOERFECONTIE, (HAZ A 77— La— RoHE| (P4) #BRL TSN,

TS DT AR— DD, 7u— E=Z|IIT7n— 27 AR—FEBINT 25813, COXA 7%
BTT AN AR —ZEER L TBLLERHY T, 72— =7 AR—FIZTHONT, BLO*E
DYER T ISV T, [Configuring Data Export for Cisco I0S Flexible NetFlow with Flow
Exporters] Y2 —/LEZZRL T ZEW,
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HHER

7u— E=4Trecord 2~ FO/NRT A—FZETS 520, £ DH1IC no ip flow monitor =2~ K
ZERALT, BHSNZT_RTOAS v F—T 2 AnbT7r— E=F ZHIRL TEBLERDH D 3,
ip flow monitor =~ > ROFEMIZ DWW TIX, [Cisco I0S Flexible NetFlow Command Referencel] % %

BLTSEEN,

FIEOHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description string
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active seconds | inactive seconds | update seconds} | type
{immediate | normal | permanent} }
7. PEELTAT Y7 62V IEL, Z20O70— F=FDF vy via NI A—FOEFEKTL
i ﬁ_o
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
FIED
av Y RFEREZF7THIVaY B
AT7v7 1 enable Bk EXEC £— R& A x—7 M LET,
e T IRRRINTEH, RNAU—REANL
i : £7
Router> enable
RXFw T 2 configure terminal Jua—sN)L aryZ 4 FXalb—var E— RFReHisL
i ‘é—o
il :
Router# configure terminal
X597 3 flow monitor monitor-name 7nu— ®=X%{E L, Flexible NetFlow 7 = — &
=% ar74¥al—rar T—REEHBELET,
i e ZDavwryRTI, MFEO 7 — =42 AR
Router (config) # flow monitor FLOW-MONITOR-1 #5 -t zt') T‘é‘ i?‘
RFyF 4 description string (LE) 70— =X ORNEERLET,
i :
Router (config-flow-monitor)# description Used
for basic ipv4 traffic analysis
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AFwFT 5

AFvT 6

ATFYF 7T

&

& A

2A7Fv7 10

ATFv7 1

ATV FFEREF7IVaY

E]:5)

record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

il :

Router (config-flow-monitor)# record
FLOW-RECORD-1

Jo— E=ZDlLa— REEELET,

cache {entries number | timeout {active seconds
| inactive seconds| update seconds} | type
{immediate | normal | permanent}}

il

Router (config-flow-monitor)# cache entries 1000

UER) #A4 L7 0 ME, ¥y v v=a0x> U

Xrvia IATRE, Ju— E=HDF v vz

T A= EERLET,

o F¥va ¥A 7N immediate [ZFKE I LT
584 . timeout 3 — U — RICEEMT ST
F—U— FOMITEHZ /e £,

MBI U TATy 76 Zf0VIKL, ZO78r— %
ZHDR X v a RTA—HDOEREK T LET,

statistics packet protocol

i
Router (config-flow-monitor) #
protocol

statistics packet

({T:#) Flexible NetFlow E=% O 7 u | 2 LA E#EE
FHESRONEL A 2 —T VI LET,

statistics packet size

Bl
Router (config-flow-monitor) # statistics packet

size

({F-7) Flexible NetFlow & =% O Y% A X5 HHEEHE
WONEL A X —TNMIZLET,

exporter exporter-name

EE) EREHDOT 7 AR—F DA4RIZIEE L ET,
o TH— T AR—ZIIONT, BLRFDOHKRE

K FFIEIZ DWW T, TConfiguring Data Export for

Router (config-flow-monitor)# exporter Cisco 108 Flexible NetFlow with Flow

FXPORTER-1 Exporters] €Y a2 —/LZ&RL T Z S0,

end Flexible NetFlow 7 m— F=#% a7 { X2 L —
vary EF—Fe&T LT, FiE EXEC £— FIZREDY

i x9,

Router (config-flow-monitor)# end
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70— EZSDBEAEDRAT—F ADKRTR

Tn— F=HFDBEDAT —F AERKRTHITIE, WROEEF A7 2FTLET,

FIEDHE

1. enable

2. show flow monitor monitor-name

FIED

AFv7 1 enable

enable =~ RIZL > T, B EXEC E— RFZM#HBLET (R FBRRRINTEBNRNAY— RE
AHLET),

Router> enable
Router#

AFw 7 2 show flow monitor monitor-name

show flow monitor =~ RClE, 8L 7 00— E=ZDHED AT — X ARERINET,

Router# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic ipv4 traffic analysis
Flow Record: FLOW-RECORD-1
Flow Exporter: EXPORTER-1
Cache:
Type: normal
Status: allocated
Size: 1000 entries / 50052 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
Stats:

protocol distribution
size distribution

— SN o e S
JA— T2 DTSR
AN LT T 4 %¥al—say avy FERRTSIIE. KOEES 27 5547 LET

FIEDHE

1. enable

2. show running-config flow monitor monitor-name

FEn &4
AFv7 1 enable

enable =~ RIZL > T, HEEXECE— RFZM#HBLET (R FBRRRINTEBNRNAY— RE
ADLET),

| .“
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A7y 2

Router> enable
Router#

show running-config flow monitor

show running-config flow monitor =~ > F T, fEEL/L 77— FE=FDa 7 4Fal— g
av Y RRRREINET,

Router# show running-config flow monitor FLOW-MONITOR-1

Current configuration:

|

flow monitor FLOW-MONITOR-1

description Used for basic ipv4 traffic analysis
record FLOW-RECORD-1

exporter EXPORTER-1

cache entries 1000

statistics packet protocol

statistics packet size

AB—T A AANND70— E=2DEA

HHER

FIEDHE

TIT 4 TICTBHENC, 7uo— T=HERK 1 oD Vv E—T o RATEATAILERHY F3, 7
O— F=HX 52T 7T 47T DI, RONEZ AT HFRITLET,

HFRIEFKFE # L 2 — K [NetFlow original ], F721% NetFlow IPv4 original input] & %\ %
[NetFlow IPv6 original input] %7 v — E=FIZFEE L T, LD NetFlow # =3 = L— M 25354
iZ. Flexible NetFlow 7 n— £=%%& A7) (5) FI7 74 v 7Ot £7,

FHIEFRF L 2— K [NetFlow IPv4 original output] F7-i% NetFlow IPv6 original output] % 7
o— E=HXIZHEELT, i NetFlow 7 Vo7 4 > 7HiEE =X = L— b T 5484 1%, Flexible
NetFlow 7o — £=2 %)) BIE) NI 74 v 7 OGIHETIHENTE £,

enable

configure terminal

interface type number

{ip | ipv6} flow monitor monitor-name {input | output}

ATy T 3L AEBMOIEL, NI 7 4 v 7 BERTOINN—FDOMOTXTOAL L F—T = A ATT
O— E=4%T7 7T 4712 LET,

6. end

o b v N =
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FlED 4
ATy FFEEE7IaY B
AT97F 1  enable ¥ EXEC E— R& A F—7 M LET,
e T T IRRRINTZH, RAU—REZASL
fl F7,
Router> enable
AFwT 2 configure terminal Ja—nN) ary74X¥alb—varyE— ReEBL
ESraN
i :
Router# configure terminal
XFw 7 3 interface type number A B —T A ABEEL, A v F—T A A 3
T4 Xal—var ET—RERHBLET,
i :
Router (config)# interface ethernet 0/0
RTFvT 4 {ip | ipv6} flow monitor monitor-name {input | ERRiEAD 7T a— F=X %, T T 4 v 7 DOOiT%t
outputs QLIRHA L H—T 2 A ATHY U THILT, 20
Ta— = HETIT4TICLET,
i :
Router (config-if)# ip flow monitor
FLOW-MONITOR-1 input
RTYT 5 2RF 9T 3L A4EBMOVKEL, NI T4 v RERT D |—
N—FDOMDFTRTCDOA L H—T =2 f ATT7 00— F
=HETITA4TICLET,
XTYv 7S 6 end AV F =Tz A a7 4 Falb—Tar ET—R%E
T LT, F#E EXEC E— FIZEV £,
i -
Router (config-if) # end

4 % —7 4 AT Flexible NetFlow 731/ R—JJLILEShTWB Z L DHER

A & —7 x4 AT Flexible NetFlow 234 2 — 7 T2 5> TWAH Z & ZHERT HI21T, IROEELX A
T EFEITLET,
FlgnH=

1. enable

2. show flow interface [ type number |
FIEDEHH

AFv7 1 enable

enable =~ NIZX > T, % EXEC E— FZBnLET (Fr o7 FRRRINEHARAT— R
ANLET),

Router> enable

Router#
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show flow interface

show flow interface =~ RiZ k> T, £ ¥ —7 = A AT Flexible NetFlow 281 X — 7 /LiZ72> T
WD ERMERSNET,

Router# show flow interface ethernet 0/0

Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Input
traffic(ipvo) : on

Router# show flow interface ethernet 1/0

Interface Ethernetl/0

FNF': monitor: FLOW-MONITOR-1
direction: Output
traffic(ip): on

FNF': monitor: FLOW-MONITOR-2
direction: Output
traffic (ipvé) : on

JO0— =48 X v aADT—2DERTE

ARG H

FIEDHE

FIED*H

ATFyvFT 1

Tn— F=28 Xy vy aWNOT = 2 FKRT DI ROEEF A7 ZFATLET,

TR— E=X Xy v aNOTn—%2FK AT H7ZOIC1E, NetFlow original b = — R TER I fLHE
WCHEAETD N T T4 v 7R ETHA A —T oA A2, AN T7u— F=F EHATINERDHY 3,

1. enable

2. show flow monitor name monitor-name cache format record

enable

enable =~ RIZk - T, HHEEXECE—RZBMBELET (Fr 7 FRERRINTEZENRAT—RE
ATTLET),

Router> enable
Router#

show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ K A M) 7 TiE, 7e— F=
DXy aNIZhHDAT—F A, fHiti#H, 8L 7e— F—2nEKrInEd,
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Router# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV4
ipv4
trns
trns

source address:
source port:
destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

IPV4
ipv4
trns

source address:
source port:
destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

trns

IpV4
ipv4
trns

source address:
source port:

trns destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

DESTINATION ADDRESS:

DESTINATION ADDRESS:

DESTINATION ADDRESS:

Normal
1000
4
4
101
97
1800 secs) 3
15 secs) 94
0
0
0
172.16.10.5
10.10.11.1
25
25
72840
1821
21237828
22086520
6

172.16.10.2
10.10.10.2
20

20

3913860
7326
21238788
22088080

6

172.16.10.200
192.168.67.6
0

3073

51072

1824

21239228
22087980

1

Router# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV6
ipvé
trns
trns

source address:
source port:
destination port:

DESTINATION ADDRESS:

Normal
1000
2
3

95

93

1800 secs) 0
15 secs) 93

0

0

0

2001:DB8:4:ABCD::2
2001:DB8:1:ABCD::1
33572

23
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counter bytes: 19140
counter packets: 349
timestamp first: 2172704
timestamp last: 2198272
ip protocol: 6

IPV6 DESTINATION ADDRESS: FF02::9
ipvé source address: FE80::A8AA:BBFF:FEBB:CC03
trns source port: 521
trns destination port: 521
counter bytes: 92
counter packets: 1
timestamp first: 2195672
timestamp last: 2195672
ip protocol: 17

Flexible NetFlow 70— La—F&LU70— E=4D
HARETA XDETEH

ZIZTIE, ROBEFNZHSOWTHA L ET

o [HREZR 70 —DEMPHIBENTZAATE— La—R Xy v 20RE : 6] (P.16)
o [IPV6 NI 7 4w ZEMMOI AL L 77— La— NRE : ] (P.17)
o IMAC & XU VLAN #EaHE ®EARL M O Flexible NetFlow DFXiE : i)
e [ AJ) VRF %R — D72 ® Flexible NetFlow D% E : #] (P.18)

o Xy MU= R=2DOT7 7V r—3 a iBiko7=%H 0 Flexible NetFlow DR E : #i]

(P.18)

(P.19)

ARG O—DEMNFIREIN-KATO— LaA—F £v v aDRE : HI

WO, V=B DT RTDA L E—T 2 A ATD, AT F7 +—E R (ToS) 7 14—/ R R
FERT LRI ENTWEST, ZoHfli%, show flow monitor =~ RZEH L T/L—& EoiEm
TR Xy T Ty L, DWIHEHTLIZEEZHAMELTVD D, T AR—FIIREINEHA,

OV TNVE, Te— b ar7 4 Fab—vary BT— LB LET,

!

ip cef

|

flow record QOS RECORD

description UD: Flow Record to monitor the use of TOS within this router/network

match interface input

match interface output

match ipv4 tos

collect counter packets

collect counter bytes

exit

!

flow monitor QOS MONITOR

description UD: Flow Monitor which watches the limited combinations of interface and TOS
record QOS RECORD
cache type permanent
cache entries 8192
exit

! 275 (combos of interfaces) * 256 (values of TOS)
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|
interface ethernet0/0

ip flow monitor QOS MONITOR input
exit

!
interface ethernet0/1

ip flow monitor QOS MONITOR input
exit

!

interface ethernet0/2

ip flow monitor QOS MONITOR input
exit

!

interface serial2/0

ip flow monitor QOS MONITOR input
exit

!

interface serial2/1

ip flow monitor QOS MONITOR input
|

show flow monitor =~ > FOHNIZIE, Fv v Va2 DBEDORAT —F ANREKRINET,

Router# show flow monitor QOS MONITOR cache

Cache type: Permanent
Cache size: 8192
Current entries: 2
High Watermark: 2
Flows added: 2
Updates sent ( 1800 secs) 0

IPv6 FrS 7«4 v OBERAODARE L 70— La—FKEE : #

WOFETIX, IPv6 NS 7 4 v VERRO AR L 7u— La—R Xy v a2 2ERLET,
OV UL, Ta—L ar T 4 X alb— gy B— R LBLET,

|
ip cef
ipvée cef
|
flow record FLOW-RECORD-2
description Used for basic IPv6 traffic analysis
match ipv6é destination address
collect ipv6 protocol
collect ipv6 source address
collect transport source-port
collect transport destination-port
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
|
flow monitor FLOW-MONITOR-2
description Used for basic IPv6 traffic analysis
record FLOW-RECORD-2
cache entries 1000
statistics packet protocol
statistics packet size
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interface Ethernet0/0

ipv6 address 2001:DB8:2:ABCD::2/48
ipv6 flow monitor FLOW-MONITOR-2 input
|

interface Ethernetl/0

ipv6 address 2001:DB8:3:ABCD::1/48

ipv6e flow monitor FLOW-MONITOR-2 output
|

MAC & & U VLAN #aHEHRERAD Flexible NetFlow DEXTE : i

WOHFNL., MAC B LT VLAN # et #E 17 H 12 Flexible NetFlow ## €4 2 HFEEZ R L TWET,
OV UL, Ta—L ar T 4 Xalb— gy B— R LEBLET,

|

flow record LAYER-2-FIELDS-1

match ipv4 source address

match ipv4 destination address

collect datalink dotlg vlan output
collect datalink mac source address input
collect datalink mac source address output
collect datalink mac destination address input
collect flow direction

collect counter bytes

collect counter packets

!

exit

!

!

flow monitor FLOW-MONITOR-4

record LAYER-2-FIELDS-1

exit

!

ip cef

|

interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
!

AN VRF H#R— kDD Flexible NetFlow DE%5E : 41

WROFITIL, Virtual Route Forwarding (VRF) ID # key 7 4 —/V R& LTIUET H7r— La— R%
FOANN7n— E=22#AT25ZLT. V—F2DEET Y FipHD VREID OIUEZRELET,

OV UTNE, Tr— N ar T 4 Fal—var B ROLBBLET,
!

flow record rm 1

match routing vrf input

match ipv4 source address
match ipv4 destination address
collect interface input
collect interface output
collect counter packets

|

flow monitor mm 1

record rm_1
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zotex A

|
interface Serial2/0
ip vrf forwarding green

ip address 172.16.2.2 255.255.255.252
ip flow monitor mm_1 output

|

end

2YRT—=9 R=ZRADTF7T) 75— 3 VREDT-6HD Flexible NetFlow

MDERTE : il

RDEXE

WROFITIE, 77V r—varvfhkkey 74—V RFELTNETH7e— La—Rizforn— €=
FBMT LT AEBO2ABDIP AAMNITRONDT TV r—rar JLIlRed 7 u—%zfE
%9 %7212, Network Based Application Recognition (NBAR) Z{EH L £,

OV TVF, Tue—nL arT o Falb—vary TR 6HBLET,
!

flow record rm 1

match application name

match ipv4 source address

match ipv4 destination address

collect interface input

collect interface output

collect counter packets
!

flow monitor mm 1

record rm 1

I

interface FastEthernet0/0

ip address 172.16.2.2 255.255.255.0

ip flow monitor mm_1 input
|

end

Flexible NetFlow (2%t L CT7 —# =7 AR — h & ET 54414, [Configuring Data Export for Cisco
10S Flexible NetFlow with Flow Exporters] ¥ 2 — /L2 &ML T 7E 30,

7a— P TV TERELT, N T T4 v I g & D CPU A — =~y R8T 55513,
[Using Cisco IOS Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing Traffic |
EFVa—LEZRLTIES N,

Flexible NetFlow (Zxf L TW TN MO FERIERF L a— FERET 254613, Configuring Cisco
IOS Flexible NetFlow with Predefined Records| E¥ =2 — /L Z S LTI,
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[Cisco I0S Flexible NetFlow Overview |

Flexible NetFlow OfrEn — K~ v 7

[Cisco IOS Flexible NetFlow Features Roadmap |

Flexible NetFlow (& X % LLAT®D NetFlow O =3 = L —
vay

[Getting Started with Configuring Cisco 10S Flexible NetFlow |

Flexible NetFlow 7 — 4% # L7 AR — T 572D 7
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Configuring Data Export for Cisco I0S Flexible NetFlow with
Flow Exporters ]

Flexible NetFlow @ s T 7 ¢ v 7 EEHRIZ K D A4 —/—
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[Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the
CPU Overhead of Analyzing Traffic |

FHIEFRE L 2 — R&fEH L7z Flexible NetFlow @
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X IE

Configuring Cisco I0S Flexible NetFlow with Predefined Records

Flexible NetFlow Top N Talkers #fffl L7z %>~ h U —
7 NT T4 v DI

[Using Cisco IOS Flexible NetFlow Top N Talkers to Analyze
Network Traffic |

Flexible NetFlow /@ IPv4 <~ /L F % v 2 MNEEHE R
BR—FORE

[Configuring IPv4 Multicast Statistics Support for Cisco I0S
Flexible NetFlow |

Flexible NetFlow ® =2 7 4 ¥ 2L —v g a<w U R

[Cisco 10S Flexible NetFlow Command Referencel

&

B a4 kL

L _

MiB MIB UJ>s

L BIRLZT Ty b7+ —24, CiscolOS VU —RA, BIOWERELE »

Fd MIB OBFiA R L TE 7 ra— R4 512i. %k URL I2dH
% Cisco MIB Locator i L £,
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RFC

RFC

24 kL

RFC 3954
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ATEHANELITEEINTHREZT A RENTHET,

IR ENTWRNZ OHEAMTORSBEDFERIZ DWW TIE, [Cisco IOS Flexible NetFlow Features
Roadmap)] ZZML T 7ZE Wy,

THHEMAD CiscolOS Y7 b =7 VY —R2koTiE, a2 ROPIT—EFEATERNEDRH Y
I+, BEOa~<y FICETAY U —2FRRICHONWTEL, 2w RV 77 LA v=aT7 VEERL
TLZE W,

Ty R 7= LDV R—FBLRY T FU =T A A=YOYR— MBI SEHEREBET D21,
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1 Flexible NetFlow D#EETEHR
HERER yyy—=x HEEE®
Flexible NetFlow 12.2(33)SRC |Flexible NetFlow N & A S F L7-,

12.400T ZOEREO Y R — M, Cisco 7200 ~ U —X —Z & L

T Cisco I0S Release 12.2(33)SRC TEM S E LT,

Flexible NetFlow B4REIZ DWW ClX, ROFHEIZHANH Y
9,

e [Flexible NetFlow 72— L a— B IO 7o— &=
DI AR ~ A XORHESEME) (P.2)

e [Flexible NetFlow 7u— L a— B LR 70— =
BDH AL <A XIZHONT] (P.3)

e [Flexible NetFlow 7u— L a— R FBLR 70— =
HDH AR~ A XFjE] (P4)

e [Flexible NetFlow 7u— L a— B IO 72— T=
B DAAB A ZXDOFEER (P.16)

KO~y RPBEAETZIIERESNE L7, cache
(Flexible NetFlow) . clear flow exporter, clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source, collect ipv4 total-length. collect ipv4 ttl,
collect routing, collect timestamp sys-uptime, collect
transport, collect transport icmp ipv4. collect
transport tcp, collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter. flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow) .
match ipv4. match ipv4 destination. match ipv4
fragmentation, match ipv4 section, match ipv4 source.
match ipv4 total-length, match ipv4 ttl, match
routing, match transport, match transport icmp ipv4,
match transport tcp. match transport udp. mode
(Flexible NetFlow) . option (Flexible NetFlow) .
record, sampler. show flow exporter. show flow
interface, show flow monitor, show flow record. show
sampler, source (Flexible NetFlow). statistics packet,
template data timeout, transport (Flexible NetFlow)
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BERER y1)y—x - AE

Flexible NetFlow—IPv4 Unicast Flows 12.2(33)SRC |Flexible NetFlow TIPv4 N5 7 4 v 7 #BEHTX £9,
12.49)T

Z OMRED YR — X, Cisco 7200 ¥V —X L—X L L
T Cisco I0S Release 12.2(33)SRC TEMENFE L7z,

Flexible NetFlow : IPv4 Unicast Flows ¥¥RE(Z > Tk,
WOEBIZHHARH Y 7,

o [IPv4 £721X1IPV6 NI 7 4w 7 HOH AR L 70—
La—FKoEEl (P5)

o TS X —TxfA~DTO— T=XDEMH] (P.12)

WDa~ FREANEIIIEFESNE LT, collect routing,
debug flow record. collect ipv4, collect ipv4 destination,
collect ipv4 fragmentation, collect ipv4 section, collect
ipv4 source, ip flow monitor, match ipv4, match ipv4
destination, match ipv4 fragmentation, match ipv4
section, match ipv4 source., match routing, record, show
flow monitor, show flow record

Flexible NetFlow—Layer 2 Fields 12.2(33)SRE [MAC 7 K1 AR{R48 LAN (VLAN) ID %2 XD LA ¥ 2
12.422)T |74 =V FO#EHEREZ, F T 74 v 7 DORETE LT,
Z OBEED Y AR — ML, Cisco 7200 3 & U 7300 Network
Processing Engine (NPE; ry N —ZJ Bz ) &
J—X —4H & LT, Cisco I0S Release 12.2(33)SRE
TEMSIE LTz,
Flexible NetFlow—Layer 2 Fields #REIZ 2V Tik, IRD%
HIZFARH 0 7,

e [MAC $ LT VLAN HaHE #ESLH O Flexible

NetFlow DX E : #i) (P.18)

WDa<y RPHAELFERINE LT,

collect datalink dotlq vlan, collect datalink mac.
match datalink dotlq vlan, match datalink mac
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Flexible NetFlow—IPv6 Unicast Flows 12.2(33)SRE |Flexible NetFlow TIPv6 FT 7 4 v 7 R TX 7,
12.4(20)T

Z ORERED AR — M, Cisco 7200 ¥ XU 7300 Network
Processing Engine (NPE; X h U —Z4WET ) o
J—X —%HMH & LT, Cisco I0S Release 12.2(33)SRE
TEMEhE L,

Flexible NetFlow—IPv6 Unicast Flows BEREIC DU T,
WOFBIZHHARH Y 7,

e [ZTon— La—FNOBEOAT—XADFER] (P.6)
o TS X —TxfA~DTO— T=XDEMH] (P.12)

o IIPV6 N7 74 w7 BERHOIAK L 71— La— K
e il (PA7)

WKDOa~y RPBEAEEFIEREINE LT, collect
routing. debug flow record. match routing. record.
show flow monitor. show flow record. collect ipv6,
collect ipv6 destination. collect ipv6é extension map.
collect ipv6 fragmentation, collect ipv6 hop-limit,
collect ipv6 length, collect ipvé section. collect ipv6
source, collect transport icmp ipv6, ipv6 flow monitor.
match ipv6. match ipv6 destination. match ipvé
extension map. match ipv6 fragmentation. match ipvé
hop-limit, match ipv6 length, match ipv6 section,
match ipv6 source. match transport icmp ipvé

Flexible NetFlow—Ingress VRF Support 12.2(33)SRE |VRFID # key % 7-iZnonkey 7 4 —/L K& LCUUET 5 7
15.0(1)M n— La— ReFoAN7r— =X &2+ 52 LT,
N—HZ DFEE /T > R b Virtual Route Forwarding
(VRF) ID #INETEET,

Z ORERED AR — M, Cisco 7200 ¥ XU 7300 Network
Processing Engine (NPE; X h U —Z4WET ) o
J—X —%HMH & LT, Cisco IOS Release 12.2(33)SRE
TEMENhE L,

Flexible NetFlow—Ingress VRF Support F4AE(Z B3 2 1F#
. ROBICFEHF SN THET,

e [ AJ] VRF " R— rdD7=H D Flexible NetFlow D%
&l (P18)

WD~y RPEANEIIETSILE LTz, collect
routing. match routing, option (Flexible NetFlow) .
show flow monitor
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Flexible NetFlow—NBAR Application 15.0(HM Network Based Application Recognition (NBAR) % f# 3
Recognition . TTV = a 4% key £721E nonkey 7 4 —/L R

LLTUNETEZ 7o — La— Refo7n— =% %3 f
THZLET,. FEED2 EOIP FAMEHTRoNDET Y
r—a v Dl B e B T a—OVER SRR D FT,
NBAR Application Recognition #B#kHEREIZ DWW Tid, %k D
KIEIZHBEANRDH Y £,

o [Ry NU—7 R=2DT7 7V r—= 3 VW0 =o

® Flexible NetFlow O : #il) (P.19)
WDa<y RPREAELIIETEINE LT,

collect application name, match application name,
option (Flexible NetFlow). show flow monitor
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IPV6 OWFhs, AT o /L—% B X O Flexible NetFlow & A 2 — 7 2T 54T _RTDA
H—=T 2 ATA X =T NIIENTWNWDLZ &,

Flexible NetFlow > 75122V T

Flexible NetFlow # 77 % ET 2121E, ZORNCROBEREZ ML TH LERH D £,
e [Tm—Hr77) (P2)

JO0— Y9275

Tao—HrF5F. A= FORERITMSILT-ar R R—3rr e LTERENEST, 7e— 75
I, Ofrtge e L CRIRS AN v M EFIFRT 5 Z & T, Flexible NetFlow % 179 %7 /31 X
PNDLAMERBT 2O ISNEY, V7T TR TUF LR REENT ) 7R
(F—F) BMEHEINET,

o TEEW): VTV T EITHIEZNNT, R—DF 7V 7 ROy arMiHEhET,

o FURL VTN UTEITHIENNC, TUXMMTERINZY TV 7 ROV a UAMERH &
nEJ,
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| Cisco IOS Flexible NetFlow 2A—# Y U5 #@AL=. F5 71499 3#H CPU F—/3—A v FOEF,
IJn— 4> FYLT%EBEL. Flexible NetFlow D F57 ¢ v 7 ##iI& B CPU +—/i—~v F2BET 2 5% M

Ta— BTV TTIE, V= F N T v VAL E =Y U BEREK LET, Te— B2
VT IEEMTDE. Tu— T2 ZROTTRENRT Y NN T D0, Tn— F=F 2 FT
THN—H D — "=~y REARIIRRSNET, 77— F=XTHofiand 7y MDD T 5
L. 7R— E=XOF vy v VBN SNDIEROGEL, TS C TR T LET,

%77 % ip flow monitor =~ R CA U X —T7 2 A AT L, Yo7 onrve— =4 LM
HEEbhET,

20— Y92 F) 5 %%E L. Flexible NetFlow @ 5
T4 999HIZ&B CPUA—N—A~AY FEBRT I HE

Tua— BTV TICKo T, TR E R DTy N T 579, Flexible NetFlow @ k7
T4 w7 aNIic LD CPU A — 3=~y A LET,

GE) nb0XAZ T, 20X A7 THEMA X5 Flexible NetFlow 2t~ RIZ#MHef— 7 — K& 54K
EARENTVET, ZH 50 Flexible NetFlow =< > R T RIRERZ OO F—T — R & 5|4k
\Z2WTIE, [Cisco I0S Flexible NetFlow Command Referencel] % 2 1L T 7230,

Tu— Y7 T EEE L, Flexible NetFlow O T 7 ¢ v 7 5#712 &k 5 CPU A ——~ v &R
W DI, RDOF A7 34T LET,

o [Ton— =0T (P3) (KLH)

o [(Tun—H TV ITOREEAX—T b (P.5) (WHH)

o [Tu— P T IHREDAT—H A LIIHFEROF R (P7) (EE)

JO0— EZANDBE

B TFIE, T — BT F B TA U —T oA RCHEAENET, Yo TV TR R—T
MZTBIZE, ZORNICZ e — F=FEERL, DT 877407 DFATEREL TBLLE
BHVET, 70— FT=HERETDHITIE. ROMBEX AT ZEITLET,

JA— =4
Koo — T=H I, FRICEEMTONZEIOF Y v 2o TWET, £V — =X |Ji%,
FrYva TV NIONBELELAT U M2 EETAHAEODOLa—RBMETT, La—K Txp—~ v
MI., WINDLDFFHIEEFH»L 2 — RO 73—~y MITEET0, BER—3 X Flexible
NetFlow D 7o — L a— R a>7 ¥zl —3 32 F— RTecollect 3L VW match =~ F&EFEH L.
MEOLVa—RK 7x—<vy hEERT DL L TEET,

HHEIE

7r— E=#Trecord 2~ FONRTA—=FZEHTT 52X, £ DHIIC no ip flow monitor =~ K
EHEALT, MHSETRTOS v F—T oA Apb 70— =X ZHBRLTEBLERLY £,
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W So— 452 7FULF%BEL. Flexible NetFlow @ 574 95 3#1=& b CPU #—/"—~v FEBRT 35%

FIROHE

FIED*H

ATy T A1

ATvT 2

AFvFT 3

ATvT 4

&

ATvT 6

enable
configure terminal
flow monitor monitor-name

description description

o 9 w2

end

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}

ARV RERERTIVa Y

E[:3)

enable

il :

Router> enable

¥i# EXEC =— K& A 12— LET,

e TulUT IREFREINTEL, RAU—FKE AL
ij‘o

configure terminal

il

Router# configure terminal

Fa—n) ar 74 ¥al—vay B— REBEGL
s

flow monitor monitor-name

il -

Router (config)# flow monitor FLOW-MONITOR-1

7u— =% %1ERk L. Flexible NetFlow 7 & — %

=F ar74FXal—ary Ew—RFERBLET,

e ZDawYRTIE, MFO7u— =X LR
TAHZIELTEET,

description description

i :
Router (config-flow-monitor)# description Used
for basic traffic analysis

(ER) 7un— E=FOHHEIERLET,

record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

i :
Router (config-flow-monitor)# record netflow
ipv4 original-input

Ju— F=XDlLa— REEELET,

end

Bl :

Router (config-flow-monitor) # end

Flexible NetFlow 72— F=4% 27 (¥ =2 L —
Yary ' REKT LT, FHE EXEC £ — RIZREY
e
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J0—HvFYLFTEEEL, Flexible NetFlow ® F57 4 92 8#il<k s CPU A —/1"—~v F2BET35% M

20— B TYUITDEEEL R—TILE

HHEE

FIROHE

FIEDH

AFvT A1

ATFvT 2

ATFvS 3

A7v7 4

Tu— YT TERELTARX—TNTT DI, RONEX A7 #FITLET,

FHIEFRF L 32— K [NetFlow original ], F72i% NetFlow IPv4 original input] & %\ %
[NetFlow IPv6 original input] % 7 = — E=ZIZEE L T, LD NetFlow =3 = L— M 23854
X, 7u— E=4%AJ] (Z1B) NFT7 4y I OSWIEFICEHATEET,

FERIERHF &L 2— K [NetFlow IPv4 original output] F 721X [NetFlow IPv6 original output| % 7
n— E=ZHREL T, W NetFlow 7D 7 4 VAT I 2 L— M 5581, 77— £=
ZEWM BB N7 4w ONHIEFICERTEET,

1. enable
2. configure terminal
3. sampler sampler-name
4. description description
5. mode {deterministic | random} 1 out-of window-size
6. exit
7. interface type number
8. ({ip |ipv6} flow monitor monitor-name [[sampler] sampler-name] {input | output}
9. end
ARV RFERET7IaY Bl
enable ¥t EXEC £— F&A X —T7VIZLET,
o TulTERRRINTZH, RAT—FE AL
Bl £
Router> enable
configure terminal Ju—r ) ar7 4 Xal—gry T— ReBHBL
i‘é—o
B :
Router# configure terminal
sampler sampler-name YT ITEEER L, Yo T a4 X2l —T g
v E—FZRRMLET,
Bl s ZDOaATYRTIE, BMFEOY T IEEESTDH T
Router (config) # sampler SAMPLER-1 Ly TexEd
description description (EE) 7a— Yo7 03HEZER L 7,
B :
Router (config-sampler)# description Sample at
50%
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AFwFT 5

ATvT 6

AFvT 7

ATvT 8

& A

ATV FFEREFTIYaY

=)

mode {deterministic | random} 1 out-of
window-size

il :

Router (config-sampler) # mode random 1 out-of 2

77 E—REeva— BI040 Ry A
AEBELET,
*  window-size I DOEFHIX, 2 ~ 32,768 T,

exit

il

Router (config-sampler)# exit

7T a7 4 ¥al—vary EF—REKTL,
Ju—r)L ar7 4 ¥al—vary E—RIREDE
\?AO

interface type number

il -

Router (config) # interface ethernet 0/0

ALHE—T2ARAEBREL, A/ F—T xR
T4 Xal—Tary ET—REEBLEST,

{ip | ipv6} flow monitor monitor-name
[ [sampler] sampler-name] {input | output}

il :

Router (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input

B L7 — =4t on— Yo7 I% 4 X —
T A RZEIVY T, oY T EAL F—T NI
ESC

end

il -

Router (config-if) # end

A H =Tz R ary7 4 Fal—var E—K&
T LT, ¥t EXEC £— FIZEDY £,




| Cisco IOS Flexible NetFlow 2A—# Y U5 #@AL=. F5 71499 3#H CPU F—/3—A v FOEF,
IJn— 427U EHEAL. Flexible NetFlow ® F5 7 1 v 4 4#il=& B CPU A —/i—~vy FEEET 2-00ken B

20— YU TSHEDAT—E X LHEHEHRORT

HRELTAF—T N L7 0 — P T TDORAT—F R LFHIEREZFTRT BT, ROEEF A7

EFEITLET,
FIROHME

1. enable

2. show sampler sampler-name
FIED

AFv7 1 enable

enable =~ RIZL > T, B EXEC E— RFZM#HBLET (R FBRRRINTEBNRNAY— RE
AHLET),

Router> enable
Router#

AT7wF 2 show sampler sampler-name

show sampler =~ > FCliX, BELEV V7T OHRED AT —FZ ANKRENET,

Router# show sampler SAMPLER-1

Sampler SAMPLER-1:

ID: 2
Description: Sample at 50%
Type: random

Rate: 1 out of 2
Samples: 2482
Requests: 4964

Users (1):

flow monitor FLOW-MONITOR-1 (ip,Et0/0,I 2482 out of 4964

JO0— YT o5 %#ERL. Flexible NetFlow @ + <5
249 99HIZ&LD CPUA—/\—A~y FEEFTH1=6HD
Sl

2T, ROFBEFNZ DWW T L ET,
o (IPVv4 NT7 7 4 v 7 HOMEERNY 7T DFRELEA X—T 4] (P.8)
o [IPv6 N7 7 4 v 7 ROEENY 7T OFREEA x—7 M) (P.8)

e [To— F=NA U H—T 2 ATAFZ—TMELENTWEIELED, 77— =4 ~DV 77
B (P.9)

e [Tu— F=A200L0H 7T DHIK] (P9)
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W So— 427U U %ERAL. Flexible NetFlow ® k57 4 v 2 ##il2& % CPU F—/S—A~y FEBRT 3= DREH

IPvd +5 T4 v ADEENY LV TSDREEA R2—TILIE

LOFNE, IPvA BT NT 7 4 v 7 FOMEEN Y PV U P EREBLOA R —T b T 5 2R L
‘/Cb\i‘é—o

OV TNE, Fe—nbary 4 Fal—vary B oA LET,
!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-output
exit

!

sampler SAMPLER-1

mode deterministic 1 out-of 2

exit

!
ip cef

|
interface Ethernet0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 output
|

WOFINE, IPvA AT NT 7 4 v 7 ROREERY 7 U T EBEB LA X —T b T 5 HEEZR L
TWVWET,

OV TNVF, Ta—L arT 4 Fab—vary B— 6B LET,
!

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input
exit

!

sampler SAMPLER-1

mode deterministic 1 out-of 2

exit

!
ip cef

|
interface Ethernet 0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input
|

IPv6 57«4 v ADEEMY VY ITSDREELA R—TILE

LOFE, IPv6 BT NTF 7 4 v 7 FOMEEN Y PV U P EREBLOA R —T b T B HEEZR L
‘/Cb\i‘é—o

OV UTINE, Ta—o b ar 7 4 Fal—vay B KpLEBLET,
I

flow monitor FLOW-MONITOR-2

record netflow ipvé original-output

exit

!

sampler SAMPLER-1

mode deterministic 1 out-of 2

exit

|

ip cef
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ipv6é cef
|
interface Ethernet 0/0
ipv6 address 2001:DB8:2:ABCD::2/48

ipvé flow monitor FLOW-MONITOR-2 sampler SAMPLER-1 output
I

WOFENX, IPV6 AT NT 7 4 v 7 ORENY > 7 ) v 7 adRERS L0 F—7 b+ 5 FHikERL
‘/Cb\i‘é—o
OV UTINE, Ta— L ar T Fal—vary BE— LB LET,
!
flow monitor FLOW-MONITOR-2
record netflow ipvé original-input

exit
|

sampler SAMPLER-1

mode deterministic 1 out-of 2
exit

!

ip cef

ipv6e cef

|

interface Ethernet 0/0

ipv6 address 2001:DB8:2:ABCD::2/48

ipvée flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input
I

20— TR B —D A ATAR—TIIEShTWBRIFEED.
JO0— E=AADY L TSEM

WOBNX, YT IR/ LTA L H—T oA A LTAX—TMLENTWVWDL 77— E=X V0TI %
BIMLEY ELEBEEIC, FOLITDEnERLTWET,

Router (config) # interface Ethernet 0/0
Router (config-if)# ip flow monitor FLOW-MONITOR-1l sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

ROFNE, A F—T x4 Anb 70— F=F&HIBRL, V27 F7HY TAHRX—TWLTEDL LT
TAHHEERLTVET,
Router (config) # interface Ethernet 0/0

Router (config-if)# no ip flow monitor FLOW-MONITOR-1 input
Router (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

JA— EZ4hbDY 2 TS DHIER
WORIE, sampler ¥— 7 — K & 5%/ L T flow monitor 2~ > KEZHB AL, £ F—T A A LD
Ta— = InbYUTIERAIRLED L LESGAIC. EORIIIRDINETLTVET,

Router (config) # interface Ethernet 0/0
Router (config-if)# ip flow monitor FLOW-MONITOR-1 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in sampled mode and cannot be
enabled in full mode.

| .“
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N xo#z

WOHNL, Yo7 T7HD TAF—TMEENTWbE 70— =X —T A ANLHIERL, ¥
VITRLTAX =T METEL LI T 2 HEEZRLTNET,
Router (config) # interface Ethernet 0/0

Router (config-if) # no ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
Router (config-if)# ip flow monitor FLOW-MONITOR-1 input

RDEX

Quality of Service (QoS) L #KiEE=4V> 7/ TV r—var8Lla—% 7a— =)
rer7urzrA V7 vx 2T 4ol FRED HNIZHTT % Flexible NetFlow & 723
DFEHIZ DU TIE, [Customizing Cisco IOS Flexible NetFlow Flow Records and Flow Monitors| &

Va—nESRLTIEIN,

Flexible NetFlow (Zxt L TW TN DHAIERF A L 27— FERET 2851, [Configuring Cisco
10S Flexible NetFlow with Predefined Records] £ = — /L &SR LTI &0,

Flexible NetFlow (2%t L TF —% =7 AR — h &R ET %A 1. [Configuring Data Export for Cisco
10S Flexible NetFlow with Flow Exporters] €Y 2 —/L &SR LTI ZI 0,

SEEY

T Z T3, Flexible NetFlow (2B 9 5 2 ZEEHI SOV TR L £ 9,

BEEEH

BERE

BHR%

CiscoI0S 2~ F

[ Cisco I0S Master Commands List, All Releases]

Flexible NetFlow O#E

[Cisco I0S Flexible NetFlow Overview |

Flexible NetFlow OffEn — K~ v 7

lCisco I0S Flexible NetFlow Features Roadmap |

Flexible NetFlow (Z L 5 LR D NetFlow D=3 = L —
varv

[Getting Started with Configuring Cisco 10S Flexible NetFlow |

Flexible NetFlow 7 — 4% & =7 AR — T 572D~
O— TJ AR—ZDHET

[Configuring Data Export for Cisco I0S Flexible NetFlow with
Flow Exporters |

Flexible NetFlow @O A X <A X

[Customizing Cisco IOS Flexible NetFlow Flow Records and Flow
Monitors |

HAERBE A L2 — K& H L7z Flexible NetFlow @

ix AE

[Configuring Cisco I0S Flexible NetFlow with Predefined Records |

Flexible NetFlow Top N Talkers #ffH L7 %~ F U —
7 hTT7 4y 7 O

[Using Cisco I0S Flexible NetFlow Top N Talkers to Analyze
Network Traffic|

Flexible NetFlow JH® IPv4 = /L F x ¥ A FEEHEHR
HAR—FNOBRE

[Configuring IPv4 Multicast Statistics Support for Cisco IOS
Flexible NetFlow |

Flexible NetFlow ® 2> 7 4 F a2l — gy a<w 2 K

[Cisco 10S Flexible NetFlow Command Referencel

B
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/fnetflow_feat_rdmap.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get_start_cfg_fnflow.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cust_fnflow_rec_mon.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_fnflow_predf_rec.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cgf-topn.html
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cgf-mcast.html
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http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/cfg_de_fnflow_exprts.html
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MiB MIB Y2Y

L BIRLZT Ty b7+ —24 CiscolOS VU —2, BILUHEEL v
FO MIB OHTa R L TH vy r— RT3 521, ko URL IZH
% Cisco MIB Locator &M L £ 7,
http://www.cisco.com/go/mibs

RFC 24 kL

RFC 3954

[Cisco Systems NetFlow Services Export Version 9]

DRADTY =ZHIL HR—k

i

o

FHDOURLIZTZ7EALT, YAaDT 7 =h)L %
A= M ERKRBIZIEH L T 7ZE0,

UT2E8L 3 I ERIEEICZ O Web A N33R
HET,

T =HNHR— N EZITD
VTRV T R a—RT5

X2 VT OMEFEERET S, Flodorall
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Flexible NetFlow D#EETE R

(F)

FLIZ, 2OFEVa2a— L TRALIHEEZ Y A ML, FEOREHHR~DY 7 Z2 R LET, ZOFK
21X, Cisco I0S Release 12.2(1). & %\ X Cisco I0S Release 12.2(1) E721% 12.0(3)S Bl U U —
ATEHANELITEEINTHREZT A RENTHET,

IR ENTWRNZ OHEAMTORSBEDFERIZ DWW TIE, [Cisco IOS Flexible NetFlow Features
Roadmap)] ZZML T 7ZE Wy,

THHEMAD CiscolOS Y7 b =7 VY —R2koTiE, a2 ROPIT—EFEATERNEDRH Y
I+, BEOa~<y FICETAY U —2FRRICHONWTEL, 2w RV 77 LA v=aT7 VEERL
TLZE W,

Ty R 7= LDV R—FBLRY T FU =T A A=YOYR— MBI SEHEREBET D21,
Cisco Feature Navigator % {ffl L =9, Cisco Feature Navigator Zfifi 425 ¢ fFEDOY 7 b =7 V
U—2Z, Hfety b, T Ty b7+ — 2%V AR — T 5 Cisco [0S LUV Catalyst OS @ ¥ 7 k
7T A A=V &EHBITEET, Cisco Feature Navigator [Zi%, http://www.cisco.com/go/cfn 725 7
J7EALTLEE, Cisco.com DT AU Y MINLEH D FHA,

#£ 112, BHFED CiscolOS Y7 h =7 U U —RARETHREDHIEL VR — F3 5 CiscolOS V7 b
7 VU —REFERLET, FRICHRINTWARWED, CiscolOS Y7 bv =7 U U —ZAHD
B ) —ATHZOMEEZTFR—FLET,
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http://www.cisco.com/go/cfn
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Flexible NetFlow O#geiEs MW

1 Flexible NetFlow D#EETEHR
HERER yyy—=x HEEE®
Flexible NetFlow 12.2(33)SRC |Flexible NetFlow N & A S F L7-,

12.400T ZOEREO Y R — M, Cisco 7200 ~ U —X —Z & L

T Cisco I0S Release 12.2(33)SRC TEM S E LT,

Flexible NetFlow B4REIZ DWW ClX, ROFHEIZHANH Y
9,

o [Tua— V7Y T EERTHZOORESRM] (P.2)
e [Flexible NetFlow > 7 7122\ T (P.2)

e [7o— Yo 7Y T &%E L. Flexible NetFlow ™
N7 7 4w 7 AL D CPU A — 3=y R Z2RH
T 551k (P.3)

e [7uo— Yo7V 7%/ L., Flexible NetFlow ®
N7 4w 7 SHC LD CPU A — "= R &R
THOOKER ) (P.7)

WKOa~y RPEAFETZIIERESNE L7, cache
(Flexible NetFlow) . clear flow exporter, clear flow
monitor. clear sampler. collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source, collect ipv4 total-length. collect ipv4 ttl,
collect routing, collect timestamp sys-uptime, collect
transport, collect transport icmp ipv4. collect
transport tcp, collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter. flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow) .
match ipv4. match ipv4 destination. match ipv4
fragmentation, match ipv4 section, match ipv4 source.
match ipv4 total-length, match ipv4 ttl, match
routing, match transport, match transport icmp ipv4,
match transport tcp. match transport udp. mode
(Flexible NetFlow) . option (Flexible NetFlow) .
record, sampler. show flow exporter. show flow
interface, show flow monitor, show flow record. show
sampler, source (Flexible NetFlow). statistics packet,
template data timeout, transport (Flexible NetFlow)
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WODa~vy FPHANEITIEREINE LT, collect
routing, debug flow record. match routing, record,
show flow monitor, show flow record. collect ipv6.
collect ipv6 destination, collect ipv6 extension map,
collect ipv6 fragmentation, collect ipv6 hop-limit,
collect ipv6 length, collect ipv6 section. collect ipv6
source, collect transport icmp ipv6. ipv6 flow monitor.
match ipv6. match ipvé destination. match ipvé
extension map. match ipvé fragmentation, match ipv6
hop-limit. match ipv6 length. match ipvé6 section.
match ipv6 source, match transport icmp ipvé
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