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1. enable

2. configure terminal

3. ip tcp synwait-time seconds

4. ip tcp path-mtu-discovery [age-timer {minutes | infinite} ]
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ip tcp timestamp

ip tcp window-size bytes
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7. ip tcp chunk-size characters
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9. ip tcp ecn
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0. ip tcp queuemax packets
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enable

i

Router> enable

¥i# EXEC T— K& A 12— LET,
o Tur T EINFRINTEH, RATU—FKEBEATILET,

configure terminal

il

Router# configure terminal

Ju—)L ar7 4 F¥Fal—yary ®— REefBLET,

ip tcp synwait-time
seconds

i :
Router (config)# ip tcp
synwait-time 60

(fE&) Cisco IOS Y 7 b T =7 % TCP Kt DWEL % 384T T D7 HIRFH 4 3%
ELET,

o TT7FNNMII0OMTT,

ip tcp path-mtu-discovery
[age-timer {minutes |
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Router (config)# ip tcp
path-mtu-discovery
age-timer 11
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eI <3, 7 7 4V MEIX 10 0 CT9, A T30 5T,

* infinite : age timer %7 4 Z—7LIC L E T,

ip tcp selective-ack

i) .
Router (config)# ip tcp
selective-ack

(EE) TCP BRIMHERBICE A *—7 M LET,

ip tcp timestamp

i
Router (config) # ip tcp
timestamp

(EE) TCP A LAZ T oA X—=T M LET,
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ATFYT 7

&

&

2797 10

—HFFH97E TCP SYN /N7y

FIEDHE

ARV RFERRTIVa Y

B

ip tcp chunk-size
characters

i :
Router (config)# ip tcp
chunk-size 64000

(f£&) Telnet = rlogin (2x%19 % TCP AU — F YA &R EL £,
GE) ZOWEEETLHZEITHELETA,

ip tcp window-size bytes

B :
Router (config)# ip tcp
window-size 75000

(EF) TCP V4> FU A X ELET,

o bytes FIHUTIZ 0 ~ 1073741823 DEBARETEET, VA4 FU A
=V TBLFN Y R—FTEL 519212, TCP YV 1 FU %
A X% 65535 LV RELTORERHYET, Va4 FU X7 —V 7R
REISNTWRWES, T 74V DT 4> R A X% 4128 TY,

Cisco 10S Release 15.0(1)M LAFETiX, bytes 515 % 68 ~
1073741823 OEEHIIFHRETE ET,

GE)

ip tcp ecn

il

Router (config)# ip tcp ecn

(fE&) TCP ® ECN %A X —7LIZ L E T,

ip tcp queuemax packets

)
Router (config) # ip tcp
queuemax 10

(£E) TCP#EFa— VA XERELET,

x9S MSS fE. XU MTU DERE

J—F @i T 5 — Ry b (BRI SYN By RBREEINZTCP 7 A2 F) O MSS %23 iE
L, IP X7y b MTU YA XERET DT, ZOEEEZFITLET,

ip tep adjust-mss 2~ RERIUA v H—7 =24 A LTipmtu 2~ RERETIHHEIE,. kKoa~
VREMEEMATL L HHERELET,

e ip tcp adjust-mss 1452

e ip mtu 1492

enable

ip mtu bytes

o o~ WD =

end

configure terminal

interface type number

ip tep adjust-mss max-segment-size
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FIED

b & b

AFvF 2

ATFvT 3

ATvT 4

ATFvT 5

ATvT 6

TcPoZEsE B

AU RERE7IV3 Y

=]:5)

enable

i

Router> enable

¥i# EXEC T— K& A 12— LET,
o Tur T EINFRINTEH, RATU—FKEBEATILET,

configure terminal

il

Router# configure terminal

Ju—)L ar7 4 F¥Fal—yary ®— REefBLET,

interface type number

i
Router (config) # interface
ethernet 0/1

AE =T 2 AAFATEREL,. AV F—T 2 A AT 4 FXa2l—T3
vE— REBBLET,

ip tcp adjust-mss
max-segment-size

i
Router (config-if)# ip tcp
adjust-mss 1452

JL—Z Z @45 TCP SYN /%4 b MSS fEZFHHEE L £9°,

e max-segment-size B131Z1%, MSS &34 MNHEITIHRELET, HETE
HIEDOEFHIX 500 ~ 1460 T,

ip mtu bytes

i :
Router (config-if)# ip mtu
1492

KA LH—T 2 A RAZBWTERESIND IP X7y b MTU ¥ A X% 34 b
B CRHRELET,

end

il

Router (config-if) # end

Ju—nN) ar7 4 Fal—ygry E®—RNIREY £,

TCP /INT#—T VR INS A—RDFERR

FIEDHE

e dh =

show tcp [/ine-number] [teb address]
show tcp brief [all | numeric]
debug ip tcp transactions

debug ip tcp congestion
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FIED

AFv 7 1 show tep [line-number] [teb address]
TCP Hf D AT —# A% KA LET, BIHBINF—T— RiZkD LB TT,
o line-number : ({L3&) Telnet #fi A T — &% A DHaxt 118 7=,
e tcb : (fFE) ECN x5 D5 Transmission Control Block (TCB; $z5HI# 7w > 7).,
* address: ({LE) TCB 7 FL- 2 (16 ##0), Az, 0x0 ~ OXFFFFFFFF T3,

Wiz, ECN 23R rTRE 72 B2fe 1 B9~ 2 3 MG & 16 47 K L A TFHK/R7 5 show tep tecb =~ K
OB ERLUET,

Router# show tcp tcb 0x62CD2BB8

Connection state is LISTEN, I/O status: 1, unread input bytes: 0
Connection is ECN enabled

Local host: 10.10.10.1, Local port: 179

Foreign host: 10.10.10.2, Foreign port: 12000

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x4F31940) :

Timer Starts Wakeups Next
Retrans 0 0 0x0
TimeWait 0 0 0x0
AckHold 0 0 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 0 snduna: 0 sndnxt: 0 sndwnd: 0
irs: 0 rcvnxt: 0 rcvwnd: 4128 delrcvwnd: 0

SRTT: 0 ms, RTTO: 2000 ms, RTV: 2000 ms, KRTT: O ms
minRTT: 60000 ms, maxRTT: 0 ms, ACK hold: 200 ms
Flags: passive open, higher precedence, retransmission timeout

TCB is waiting for TCP Process (67)

Datagrams (max data segment is 516 bytes):

Rcvd: 6 (out of order: 0), with data: 0, total data bytes: 0

Sent: 0 (retransmit: 0, fastretransmit: 0), with data: 0, total data
bytes: 0

CiscolOS VI b7 €025 UT«
WIZ, Y7 =T BV2TF VT 4 A4 A—T5 show tep teb =~ > KOSl E R LET,
Router# show tcp tcb 0x1059C10

Connection state is ESTAB, I/O status: 0, unread input bytes: 0
Local host: 10.4.2.32, Local port: 23

Foreign host: 10.4.2.39, Foreign port: 11000

VRF table id is: O

Current send queue size: 0 (max 65536)
Current receive queue size: 0 (max 32768) mis-ordered: 0 bytes

Event Timers (current time is OxB9ACBO) :
Timer Starts Wakeups Next (msec)
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ATFvFT 2

TcPoZEsE B

Retrans

SendWnd

TimeWait

AckHold

KeepAlive 1
PmtuAger

GiveUp

Throttle

719999

O O O 0O O o
O O O O b O O O
O O O N O O O O

irs: 1633857851 rcvnxt: 1633857890 rcvadv: 1633890620 rcvwnd: 32730
iss: 4231531315 snduna: 4231531392 sndnxt: 4231531392 sndwnd: 4052
sndmax: 4231531392 sndcwnd: 10220

SRTT: 84 ms, RTTO: 650 ms, RTV: 69 ms, KRTT: 0 ms
minRTT: 0 ms, maxRTT: 200 ms, ACK hold: 200 ms

Keepalive time: 7200 sec, SYN wait time: 75 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE

State flags: none
Feature flags: Nagle

Request flags: none
Window scales: rcv 0, snd 0, request rcv 0, request snd 0O
Timestamp option: recent 0, recent age 0, last ACK sent 0

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460
Rcvd: 14 (out of order: 0), with data: 10, total data bytes: 38
Sent: 10 (retransmit: 0, fastretransmit: 0), with data: 5, total data bytes: 76

Header prediction hit rate: 72 %
Socket states: SS_ISCONNECTED, SS PRIV

Read buffer flags: SB WAIT, SB SEL, SB DEL WAKEUP
Read notifications: 4

Write buffer flags: SB_DEL_WAKEUP
Write notifications: 0
Socket status: 0

show tcp brief [all | numeric]
UEE) 7 RLRAZ PR TR R LET,

TCP #keD = KR A > MIBIT 2 2 2 £ 779 512X, show tep brief =2~ REEHA L F
7, Domain Name System (DNS; KA A > F—2L VAT L) KA MEROT RLATTRTHOT Y
RRA Y MCETAAT—F AE2FRTHI0E, A varoal F—UV—F&FEHALET, Z0F—
J— REFEHRLTWARWEAIL, LISTEN 27— O KR4 > MIFRENEEAL, [P EXROT
RLVATTRTOTY RRA » MIETLZRAT—F 2E2FRTHI21E,. A7 3 D numeric F —
J—REFEHLET,

Jb—% T ip domain-lookup =~ K23 X —7/LiZ7 > TV T show tep brief =~ RAEITEI iz
B, HWARROEZO DN —FJSERFRIZIETITES 20 £9, WERFHEZ R T 512, ip
domain-lookup =~ > R&7 4 E—7 VI LET,
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TCP OF|EHE

AFvT 3

ATFvT 4

WIZ, 22— Telnet TV AT AT L TV 5D show tep brief =~ > RTOH DB EZRLET,

Router# show tcp brief

TCB Local Address Foreign Address (state)
609789AC Router.cisco.com.23 cider.cisco.com.3733 ESTAB

wOFIL, numeric ¥F—V— FZFEHLTIPEROT RLANERENEZHBDOIP T 7T 4 BT 4 &0
LTWEd,

Router# show tcp brief numeric

TCB Local Address Foreign Address (state)
6523A4FC 10.1.25.3.11000 10.1.25.3.23 ESTAB
65239A84 10.1.25.3.23 10.1.25.3.11000 ESTAB
653FCBBC *.1723 *.* LISTEN

debug ip tcp transactions

Wk, Wk, EE AT Y PO X HIZEER TCP b7 U7 va VI 2F#EF R 51213,
debug ip tep transactions =~ > FEfLET, Zoa~vr Nx, 72V 7 LAY EEICOBE
ENDTCP/AP Xy N =27 TONRT 3 —< 2 A LOMEEZT NNy 745 L X ICHICHERTT,

&IZ. debug ip tep transactions =~ > KOHIFIZ R L E T,

Router# debug ip tcp transactions

TCP: sending SYN, seqg 168108, ack 88655553

TCPO: Connection to 10.9.0.13:22530, advertising MSS 966
TCPO: state was LISTEN -> SYNRCVD [23 -> 10.9.0.13(22530)]
TCPO: state was SYNSENT -> SYNRCVD [23 -> 10.9.0.13(22530)]
TCPO: Connection to 10.9.0.13:22530, received MSS 956

TCPO: restart retransmission in 5996

TCPO: state was SYNRCVD -> ESTAB [23 -> 10.9.0.13(22530)]
TCP2: restart retransmission in 10689

TCP2: restart retransmission in 10641

TCP2: restart retransmission in 10633

TCP2: restart retransmission in 13384 -> 10.0.0.13(16151)]
TCPO: restart retransmission in 5996 [23 -> 10.0.0.13(16151)]

debug ip tcp transactions =~ > N OWRDITIL, TCP BE#H Y B NY F— RIZBIT LI Z & &R
LTWET,

fast re-transmit - sndcwnd - 512, snd last - 33884268765

debug ip tep transactions =~ > R ORDOITIZ, TCP NEiH Y # 3 F— KD & X (C EEMRIEL
EnZEsnz2 e (117H) &, BoMRISERZEINRTWEzZ e 21TH) 2R LTWET,
TCPO:ignoring second congestion in same window sndcwn - 512, snd 1lst - 33884268765
TCPO:partial ACK received sndcwnd:338842495

debug ip tcp congestion

debug ip tcp congestion =~ > Fi%, TCP & A N> MIBTAEREFRTH720HHLET,
F7-. debug ip tep congestion =~ KX, 7—X U 7@ ETUY 3iF7=, TCP/IP *v vV —7 k
O EOMEET Ny VT 5 OIEHTEET, S5, Z0a~vr Rix, TCP OXEY 1« F
U, T Ry BIOEREBELEVVEY 0> RURNOIELOEIZETAERLERLET,

&IiZ, debug ip tcp congestion =~ > FOHAHIZ R L ET,

Router# debug ip tcp congestion

*May 20 22:49:49.091: Setting New Reno as congestion control algorithm
*May 22 05:21:47.281: Advance cwnd by 12
*May 22 05:21:47.281: TCP85FDOC10: sndcwnd: 1472
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*May 22 05:21:47.285: Advance cwnd by 3
*May 22 05:21:47.285: TCP85FDO0C10: sndcwnd: 1475
*May 22 05:21:47.285: Advance cwnd by 3
*May 22 05:21:47.285: TCP85FD0C10: sndcwnd: 1478
*May 22 05:21:47.285: Advance cwnd by 9
*May 22 05:21:47.285: TCP85FD0C10: sndcwnd: 1487
*May 20 22:50:32.559: [New Reno] sndcwnd: 8388480 ssthresh: 65535 snd mark: 232322
*May 20 22:50:32.559: 10.168.10.10:42416 <---> 10.168.30.11:49100 congestion window
changes
*May 20 22:50:32.559: cwnd from 8388480 to 2514841, ssthresh from 65535 to 2514841

Cisco I0S TCP Tl%., New Reno 237 7 4/ MgEHI#H 7 V=V AATY, ZL, 77V r—vayr
T Binary Increase Congestion Control (BIC) ##&#EHlfH 7 L) XA L LTHMTL2 2L TEE
T, WiZ, BIC fEHEHIE T L2V X A% L7- debug ip tep congestion =~ > K55 O H )i % 7R

L%

Rout

*May
*May
*May
*May
*May
*May
*May
*May
*May

R

er#

22
22
22
22
22
22
22
22
22

debug

05
05
05
05
05
05
05:
05
05

:21:
:21:
:21:
:21:
:21:
:21:
21:
:21:
:21:

ip

42
47
47
47
47
47
47
47
47

tecp

.281:
.281:
.281:
.285:
.285:
.285:
.285:
.285:
.285:

*May 20 22:
last_cwnd:

*May 20 22:
changes
*May 20
*May 20

22:
22:

TCP DR EHI

o [
L
L
L

50:32.559:

8388480

50:32.559:

50:32.559:
50:32.559:

congestion

Setting BIC as congestion control algorithm
Advance cwnd by 12

TCP85FDOC10: sndcwnd: 1472

Advance cwnd by 3

TCP85FDOC10: sndcwnd: 1475

Advance cwnd by 3

TCP85FD0C10: sndcwnd: 1478

Advance cwnd by 9

TCP85FDOC10: sndcwnd: 1487

[BIC] sndcwnd: 8388480 ssthresh: 65535 bic last max cwnd: 0

10.168.10.10:42416 <---> 10.168.30.11:49100 congestion window

cwnd from 8388480 to 2514841, ssthresh from 65535 to 2514841
bic last max cwnd changes from 0 to 8388480

: TCP ECN D% & D) (P.16)

: TCP MSS ## o] (P.18)

cTCP 77U r—ay 7T JPLiEDORIE )
P JERTOT FLAdFERE] (P.19)

(P.19)
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5 : TCP ECN D&% D#ER

WOHITIL, TCP ECN R ESNTWNWD Z L2 fERT D5 HiEa R LET,

Router# show running-config

Building configuration...

ip tcp ecn ! ECN is configured.

WOFITIE, FEESh=HE (m—Hv ARAR) T, TCP 2% ECN %G E 9 InOERTiEZ R L
iﬁ—o

Router# show tcp tcb 123456A

!Local host

Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Connection is ECN Enabled
Local host: 10.

Foreign host:

1.25.31, Local port: 11002

10.1.25.34, Foreign port: 23

ROFITIE, 1 5O7 FLRZHOWTHGEREZRRSELHEEZRLTHNET,

Router# show tcp brief

!
TCB
609

789C

Local address Foreign Address (state)

Router.cisco.com.23 cider.cisco.com.3733 ESTAB

WOBITIE, IP TCPECN 7\ kA 2 =T VI D HEERLET,

Router# debug ip tcp ecn

TCP ECN debugging is on

Router# telnet 10.1.25.31

Trying 10.1.25.
I

01l:
0l:
01l:
01

43:19:
43:21:
43:21:
:43:21:

10.1.
10.1.
cwnd

10.1.

31 ...

25.35:11000 <---> 10.1.25.31:23 out ECN-setup SYN
25.35:11000 <---> 10.1.25.31:23 congestion window changes
from 1460 to 1460, ssthresh from 65535 to 2920

25.35:11000 <---> 10.1.25.31:23 in non-ECN-setup SYN-ACK

TCP ##i7 ECN 2F| 3 2 & &1, TNLIRNZA A L, Echo Congestion Experience (ECE; —

o —HFIERRER) 8 L O Congestion Window Reduced (CWR; #gi#E Y ¢ > Roigid) By hAi~y #—
\CERE & TV % ECN-setup SYN (synchronization) /X% v b % U £— hOHisIZ%k Y 9, ECE B
JOCWR EY NEBRETDE, BEBEOZ L Tixa, #EFDO TCP B ECN #I&THDHZ & & U E—
FOWAIZRLET, UEt— FOHEAIEL, ECN-setup SYN-ACK (f#FBIEE) X7 v M B EEA A K
WZxED 9,
Z oD Tout ECN-setup SYNJ 7% X MM, ECE B> & CWR By R E I SYN /Y7 » b
MWYE—bF ZURNCEEENTEZLEZE®LET, linnon-ECN-setup SYN-ACK ] 1Ti%, VE— D
v L ECN Bk 2 AGR T D EsRINE & Loz, ZoOk' vy a U TIXECN ZzRHTE a2
ELERLET,
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WDT Ry 7 HINE, W5 Ol T ECN MREN A F—7 L ThHbH Z L& LET, ECN-setup SYN
W2t L. AP ONE S ECN-setup SYN-ACK A v & — V% L TEARBOMRICEZIRLE LT,
COEEROUB DY v g o Tlid, ECN 2T £,

Router# telnet 10.10.10.10

Trying 10.10.10.10 ... Open

Password required, but none set

|

1d20h: 10.1.25.34:11003 <---> 10.1.25.35:23 out ECN-setup SYN
1d20h: 10.1.25.34:11003 <---> 10.1.25.35:23 in ECN-setup SYN-ACK

WL, RAMPERINTNWD Z L2 HRT D HEZRLET,

Router# show debugging

|

TCP:

TCP Packet debugging is on
TCP ECN debugging is on

|

Router# telnet 10.1.25.234

|

Trying 10.1.25.234

|

00:02:48: 10.1.25.31:11001 <---> 10.1.25.234:23 out ECN-setup SYN

00:02:48: tcpO0: O CLOSED 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:02:50: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:02:50: cwnd from 1460 to 1460, ssthresh from 65535 to 2920

00:02:50: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:02:54: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:02:54: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:02:54: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:03:02: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:02: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:02: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:03:18: 10.1.25.31:11001 <---> 10.1.25.234:23 SYN with ECN disabled

00:03:18: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:18: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:18: tcpO: O SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

00:03:20: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:20: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:20: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

00:03:24: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:24: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:24: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

00:03:32: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:32: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:32: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

!Connection timed out; remote host not responding
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| : TCP MSS R DT

TCP MSS HEn rRO T4l

= 1

L—A

&S

A

Ethernet0/0
IP7KLZX

10.0.1.1 255.255.255.0

IL—%C
3

Interface Ethernet 0/0
IP7FLR
192.168.1.1 255.255.255.0

e Ethernet2/0
' IP 7 KL X 10.0.1.2 255.255.255.0

TCP MSS 500
JL—45 B

170888

W’ORFITIE, LIZRT RARaPFIOA 2 —T =4 AFHEEEZFHE L CHRERT DI HEEZRLET,
N—=H BT, AV E =Tz ADPHBEELERELET,

Router_ B(config)# interface ethernet2/0
Router B(config-if)# ip tcp adjust-mss 500

MSS FHENRHRE STV —% BE2FEH LT, »—% AbL—4% CIZ Telnet LE T,

Router A# telnet 192.168.1.1
Trying 192.168.1.1... Open

=2 CET NNy THNEERLET,

Router C# debug ip tcp transactions

Sep 5
Sep 5
500

Sep 5
Sep 5
Sep 5

=% BT

18

18:

18:
18:
18:

42
42:

42:
42:
42

46.247:
46.247:

46.247:
46.247:
46.251:

TCPO: state was LISTEN -> SYNRCVD [23 -> 10.0.1.1(38437)]
TCP: tcb 32290C0 connection to 10.0.1.1:38437, peer MSS 500,

TCP: sending SYN, seq 580539401, ack 6015751
TCPO: Connection to 10.0.1.1:38437, advertising MSS 500
TCPO: state was SYNRCVD -> ESTAB [23 -> 10.0.1.1(38437)]

RIE SN & B DI MSS 28 500 ITTHESNET,

wOFL, MSS % 1452 12 L7 PPPoE 7 A4 7 v hOFREZEZ R LET,

Router (config) # vpdn enable

Router (config) # no vpdn logging

Router (config) # vpdn-group 1

Router (config-vpdn) # request-dialin

Router (config-vpdn-reg-in) # protocol pppoe

Router (config-vpdn-reg-in) # exit

Router (config-vpdn) # exit

Router (config)# interface Ethernet0

Router (config-if)# ip address 192.168.100.1.255.255.255.0
config-if)# ip tcp adjust-mss 1452

Router
Router

Router (config-if)# exit
Router (config) # interface ATMO

Router (config-if) #
Router (config-if) #

Router (config-if
Router (config-if
Router (config-if
Router (config-if
Router (config-if

(
(
(
(
(
(
(
(
(
(
(config-if)# ip nat inside
(
(
(
(
(
(
(
(
(

)
) #
) #
) #
) #
) #

no ip address

exit

no atm ilmi-keepalive

pve 8/35

pppoe client dial-pool-number 1

dsl equipment-type CPE

dsl operating-mode GSHDSL symmetric annex B

MSS is
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Router (config-if) # dsl linerate AUTO
Router (config-if) # exit
Router (config) # interface Dialerl
Router (config-if)# ip address negotiated
Router (config-if)# ip mtu 1492
Router (config-if ip nat outside
Router (config-if encapsulation ppp
Router (config-if dialer pool 1
(
Router (config-if ppp authentication pap callin
Router (config-if
Router (config-if
Router (config-if) # exit
Router (config)# ip route 0.0.0.0.0.0.0.0 Dialerl
(

)

) #
) #
) #

Router (config-if) # dialer-group 1

) #
) #
) #

TcP o@eEs W

PPP pap sent-username sohodyn password 7 141B1309000528
ip nat inside source list 101 Dialerl overload

Router (config) # access-list permit ip 192.168.100.0.0.0.0.255 any

Bl : TCP 77V r—ay I3 JHhERORE

WKOMIIE, showtep 2~ REEM L CERSINLZT TS (AT —F A AT v ary) ZRLTHD

£,

Router# show tcp

Status Flags: passive open, active open, retransmission timeout

App closed

Option Flags: vrf id set
IP Precedence value: 6

SRTT: 273 ms, RTTO: 490 ms, RTV: 217 ms, KRTT: O ms
minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms

Bl :IPEKXTOD7 FLADERT

wOFL, numeric ¥—V— RZEHA L CTIPERDT KL REZERRTDIP T 7T 4T 4 &2 RL T

i‘a‘o

Router# show tcp brief numeric

TCB Local Address Foreign Address
6523A4FC 10.1.25.3.11000 10.1.25.3.23
65239A84 10.1.25.3.23 10.1.25.3.11000
653FCBBC *.1723 *.* LISTEN

(state)
ESTAB
ESTAB
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P77V r—yay $—ERavwr K. avwr R’ |[Cisco 10S IP Application Services Command Referencel
X, Aavr RE—F, axr REE, 7740 bk
. FRICET 2FEESRE, B0

PMTUD [ Configuring IP Services ]
TCP & = U 7 1 HEE e [TCP Out-of-Order Packet Support for Cisco 10S Firewall and
Cisco I0S IPS]
» [Configuring TCP Intercept (Preventing Denial-of-Service
Attacks)]
TCP ~ v & —Eiff. » [Configuring Class-Based RTP and TCP Header Compression]

7 T ANR—AD TCP ~ v ¥ —J£Hi » [Configuring TCP Header Compression]

NZTNYa—T 47 TCP [Internetwork Troubleshooting Handbook | @ [Troubleshooting
TCP/IP) D¥R5y

&

HE 24 kL
LW EZIIEE SN HBEYFR— STy |[—
FHA, Fio, BEHFOBRKICHT DR — MIEFIX
HYEE A,

MIB

MIB MBYYY

CISCO-TCP-MIB WMIRENZT Ty v I —Ab, V2 YT =T V) —2 B
FO74—Fx Yy FOMIB ZHRBELTHX Y a— T 5120,
o URL 124 % Cisco MIB Locator Z{#H L ¥4,

http://www.cisco.com/go/mibs
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RFC 2018 [TCP Selective Acknowledgment Options |

RFC 2581 [TCP Congestion Control ]

RFC 3168 [ The Addition of Explicit Congestion Notification (ECN) to IP]
RFC 3782 [The NewReno Modification to TCP's Fast Recovery Algorithm |
RFC 4022

[Management Information Base for the Transmission Control
Protocol (TCP))
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EHDOURLIZTZEALT, YAaOr 7 =h) W%
A= FERRKBIIEH LTI E S0,

UT%E S FSERELICT O Web 34 R 23T
bHET,

T I =HN IR—NEZIT D

V7 Ny T EX Y e—FRT5

X2 VT o O ERE TS, FE Rl
mOEX =2 U7 o BECHT 2 EZIT D
=L BIWRNY Y —RANT I ERATH

- Product Alert D321 % &

- Field Notice ® 3215 %%

- Bug Toolkit % fii i L 7= Bt o B O #5E

- Networking Professionals (NetPro) = I ==7 ¢
T, HENBEDT 4 2T v g 2Bt %

s b=z T VY —=RANT I ERT S

+ TAC Case Collection ¥V — V&AL T, ~"— K7 =
TRBE, N T F—v AT D R EE A
VHETIT 4 TIFEB L ORI T S

ZD Web VA b EDOY— T 7k 2T BRI,
Cisco.com D12 7' A > ID B L OVSA T — R3S,
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b, ==
TCP M##aeTHHR
£ 1T, ZOECEHI N TV LHEERL L ORENRREFHR~D ) 7 2R LET,

TITY R T =L PR YT T =T A A=Y PR— MBI L1 ®RE AT T 5121, Cisco
Feature Navigator Z{# i L £, Cisco Feature Navigator i+ 25 &, FFEDOY 7 v =T U U —
AL T4—=F ¥ By b, FHEETTI T4 E IR TDEY T 2T A AV EERTEE
9, Cisco Feature Navigator (2%, http://www.cisco.com/go/ctn 7257 7 A L %4, Cisco.com D7
AT NMINEDY A,

~

() E LG BEDY T =T UU—x kA L NOBREICHT 29— FAEASHEY 7 h =T
V=2 E R LET, BB ORVHAED . 20OV T R o =T UU—R kLA LHBEDY Y —
2T b2 OMEEN AR — F SHE T

% 1 TCP D#ALIEIR
HRER Jy—x HRETEER
TCP 77V r—ay 757 g 12.42)T TCP 7 7V r—3 3 75 FHiEMKREIZ L > T, TCP 7

12231)SB2 | F U — g CETHBINO 7 5 7 RFERATREICR Y %
T, 7T TNNE, AT HARF T g tng 2 D
HATWRHDET, AT —HRXAT7TT1E, BEXALT D
M 77V —varyrzu—X, JRACORY (SYNC)
N RyvzA 778 TCPERHDAT —X2 A% R LET,
BIMo 77 7%, VRE BBIDBNEE I THENE 9 h,
Z—PFRFEF N DD, F—T T TA T XA ~—BHE
FNE S MR EDRESF TS arDAT—  a R LET,
WOETIE, ZOMKRRICET AEHRICOVTHHALET,
e [TCP TV —ary 75 7] (P7)

o [TCP /87—~ A XF A—X DR (P.11)

o Bl :TCP 77V r—ary 77 JHEORTE]
(P.19)

2= R show tep 28 Z OHERBIC L VA IR E LT,
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% 1 TCP O#EEIER (H=)
HEeR Jyy—x HEEIER
TCP ¥E#E AR 12.3(NT TCP EHEEBRERE A T2 &, B—D Y 1 RUNTH

ooy RREELTWS & & TCP XEMI 5 5 ik
WSENTy MEE= 2 TEET, DAL, SEAEEEY
HNY B— REKTT D0, 3 L EOEEMRICE T v
NEfFo THHBIRORISE N7 v NEBEEBET LI, £
HHFEA S ~v—DAR— 2AX— b E/HLE L, 2T,
T ;= AOMEIZRDZ ENHY £ LT,

RFC 2581 B3 LW RFC 3782 »FEIETIX, mEY 4N D
IR ZAE T 2 DRI B~ DS B AT m R U A
NY FTAITYRXAOHKBIZHIGEL, H—D T 4> RUNT
BEATr y BB R LTV DRWTONRT —~ A E KL
%Li‘é—o

ZOEEIE, BEFEOEEY ANY T R ADOELT
T, ZOMEEZ A R2—TNVERIEZT 4 —TNICTHa<
VRIEHD EHEA,

debug ip tcp transactions =~ > KOHix, ROKEE
FRTH I LR T, MRRISERY y M EE=4T 5 &
HTHE S TWVWET,

o ENEVU DAY T— FITBITLT- TCP,

o HEYU BN T— NORINIZAZ LTI EET D RIS,
o Z(E LIZER RIS,
ZOMRRIZET AR OV T, ROKHEEBL TL
72X,

o [TCP #gE#EM#E ) (P.6)

o ITCP N7 4 —~2 A NT A —% DR (P.11)

2= R debug ip tep transactions 73 Z OFERRIC L W AHE
SNE LT,
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® 1 TCP Oi#fEikiR (HE)
BEHER Jy—=x HRETRR
TCP BA7= #5385 12.3(NT Explicit Congestion Notification (ECN; TCP B/~ BH7 2

) HERETIE, PO —F BIREOBRA MRy hU—
VRN EZ LIHSo TWAH I LA BHMTEDL LT &

7T, F7o. Telnet, Web ., HFECBBGET —F DlsEx
Eile, BILONT y MEKOEBEEZZ AT Y r—a
VICBEAT T 572 TCP By v a v o R — kb &
NTWET, ZOMEOR SIL, T — X EERFOEE S
7y MEKOBRB T,

ZOMBEIZET AFEMIC OV T, ROFHEESHL TL
7ZE0,

o [TCP WRRryEE#EE @A (P.6)

o [TCP T 4 —<L A RTA=FZDFHT] (P.8)
o [TCP N7 —~2 A RXTA—EDR] (P.11)
e [ : TCP ECN O E D] (P.16)

debug ip tcp ecn. ip tep ecn., show debugging. show
tep DF A~ KRB ZOBRRICEI VAL IETINE
L7z,

TCP MIB for RFC 4022 # AR — |k

Cisco 10S XE

TCP MIB for RFC 4022 #7"— FMERE T, RFC 4022

3.1.0 SG [ Management Information Base for the Transmission
12.2(33)XN | Control Protocol (TCP)| \ZxI¥ %R — FAEA S E
L7z, RFC 4022 1%, TCP 0EHEF G LM LI ¥ 579
@ TCP MIB D4y T4,
COMREICE Y, FHENELIEATE S Za vy Rixd
nDEEA
TCP MSS 7% 12.2(4)T TCP MSS FHMAE Clx, /v— & Zilild 5 — K73
12.2(8)T o b (BRI SYN By FRRFE SN TCP 7 AV )
12.2(18)ZU2 | » Maximum Segment Size (MSS; fx k&2 A b o1
12.2(28)SB ) ZRETHIENTEDLLIICRY ET,

12.2(33)SRA
12.2(33)SXH
15.0(1)S

ZOREIE. 12.2(4)T THIO THEASHE LT,

ZOBBEIC IV EASRIZa v R, 12.2(8)T Tip
adjust-mss 7> 5 ip tcp adjust-mss [ZEE v E Lz,

12.2(28)SB B LN 12.2(33)SRA T, Z DHERENY 7 A
H—T oA ATRETEDL Lo icibanE L,

ZOMERIZET HFEMIC OV TR, ROFHEESHRL TS
TEEWN,

e« [TCP MSS %) (P.6)

o [—Ay72 TCP SYN /X7 MIxfd % MSS i, B &
O'MTU O &) (P.10)

o [f] : TCP MSS Fi#EoaE ) (P.18)

2~ K ip tep adjust-mss 28 Z OEEEIC L WV EA S E
L7z,
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3.1.0 SG TT7 FLRAERRLIEY . BERICBEEM T 54172 VRF
12.42)T T—TNEFRRLIEDTOHBENREAINLTHET,

12.2(31)SB2

ROETIE, ZOHERICET D HERICOVTIHA L ET,
o [TCP Show #E8&) (P.7)

o [TCP X7 4 —~1 A KT A—XDOREE] (P.11)

o Il :IPEXTHOT FL2ADER] (P.19)

2> K show tep brief 8 Z OfEIC L WV EF IR E L
7o

TCP V4> Ry X7 —=V 7

12.2(8)T
12.2(31)SB2

TCP U ¢ > Ry 27—V v 7 RREIL, RFC 1323 DD 1 v
Ky 2=V o7 7 a O R—FE2BMNMLELE,
Long Fat Network (LFN; ZHf@iBER >y hT—7) &
FEEI B IRTI CRBE DR Z FFo % v R U — 7 RIEET
D TCP D/INT —~ U A WET D2, LY KRER
T4 Ry A ANHERINET, TCP Y 4> FD &
=0 70T, OV R— FERIELET,

ZOBBRICET 2RI OV T, ROBFHAZRL TL
TEEWN,

e ITCPYV 4> Ry AFr—U 7] (P5)
o [TCP 74—~ A RFA—HDHE] (P.8)
o [TCP X7 4—~>2 A T A—HOWE] (P.11)

ip broadcast-address =~ > RHZ OHE CE A £ /2134
TInE L,
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