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Y ORERZIR 2T D72, ICMP A v E—UIZBT 25 ICMP A v B —URNREEND Z L i3H 0 FH A,

ICMP 2L - T, IP OFHEENREDLNDEZ ER, T—4 7T ARBERCHBIA vE—URREESND Z
ERMEFEIC D Z L EH 0 ERAL, —HOT—X T T ML, THEENREINDIZ LR, Fay
TENBZERHVET, IPEFERATA LT e hanid, EEEOEWEERRD NS
BE. BHEMEZEDL-OOMEOFNEE EETLZMERNH Y T,

IPv6 35 X OV ICMP DFEHIIC DWW TiE, K@ URL I2#fi ST % [Cisco 10S IPv6 Configuration
Guide] @ TImplementing IPv6 Addressing and Basic Connectivity] Z#ZM L T 7Z &,

http://www.cisco.com/en/US/docs/ios/ipv6/configuration/guide/ip6-addrg_bsc con.html

ICMP 25ZEFRETS— Avt—

SRR NDT FV r—3 g AR L TA v b=V BRBICEETERWERIE, XA 73D TF— Xy
T —UMBHEEINET, ICMP ~v X —IZEFID 6 DD a— RiT, RO L D REFERREEIENRENET,

0:xy hU—7BZERRE
1: AR MEGEREE

e 2: 7w haVEERRE
3
4

: RN— MEEARRE
T T AT = a VBB THAHDIZ [Don't Fragment] (DF) B> FRERESNTND
o 5: YV —2 L— NBRiE L

CiscolOS V7 b U = 7%, ICMP Bl ARGESEET T — A v —V 04k EMIETEET, Ziux TL—
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COTNRA A FESTKBEGIRED LR, Ny FERT A RNE Yy TIZEEFETEDLINLTT, VX
ALY N AvE—U, BEHCHHL, = DOZET AL AEHIRL, &0 BEENIC AR E2RTT
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DODMAC 7 RVAREDTIP X7 v baEZE L, LANA Y H—7 A ADEFO /T v MR LN
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MACT Ao v T 4 74—y b, Z77A M A —% Xy b, FDDI A v X —T = A A L CTHHR—
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FHoOry FEE S FEERFFEL, IPEEIEMICESWTHEZ Y — P LET, ZO#REILT T
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CiscoIOS V7 b =7 Tk, Y7y MIF v RBAOT T 4T 4T, ZHUEL, Y7y hO&K
BN T RAHEMTHY, T XTOY Yy MITREAR—RICERINALZEE2ERLET, 7-& %
IX, & CiscoI0OS Yt RITIE, 77 ANERTHE SN 1 OV Ty NaFEZENTEET, Th
i, VAT LHENMIZT 7 ANVRBRTFEE Y Y TS UNIX RZOMD AL —TF ¢ 7 VAT AL TR
A=

show 2~ K& clear 2~ NI, BAEOHKEL —EHT DX 27 o A HMNITEELET, 20k
W, avwrRcka7 7y a0%, CLITAALE 22 ID THEESNTZBED 7 a v 22D
)ﬂ éﬂij‘o

% OT SV r—rarTiE, BTNy ZHBTshow 2~ R clear =~ > RBRMLENZ/R Y F
T, WIZ, Zhb0a~vy RBRRICNLST TV FoFzRLET,

o 77U —varH323F, EEMCY Sy MEFERALTWET, BIEOCMENSGEZSL L, X
NEL DYy MIFHETE D AR—ANESTWAHIITTT, =770, Zhilbk, Yo7y %3
L eENRTEERA, ZDXD7REE, showsockets =~ REHEH LT, ¥_XToHOY 7w h &
N2 ERKBITHEH L TWE2, E72iF FIHRER) RERO Y7y MRHENE I DEFHRD
ENTEET,

o TV r—2aiFHEDY Ty N ARV MNBBETLIOF %L CNET, UDP &7 A2 b8
RODOELER, 77V r—vaid7 77 4 78RV EFAL, 2D X5 7%E . show udp =
YU REMHALT, E=4 SN T0LHA N PDOY R 2R RFL, UDP V7 v b AV FRE=
HENTWEN, £3 Y7y N ITATTIRBT IV r—2a DT 7T 4 TARITKRI L T 7
WEHIW T D Z ENTEET,

e TTU—vavid, EOTrERAIIHEHTLIITRTOVY Sy FEHLEIELTVWET, ZDX&
I 72854, clear sockets =~ F&EEH LT, Y7 v e, ZOTFHIZH D TCP/UDP #fi £ 7=
% Stream Control Transmission Protocol (SCTP) 7V v x=—Ta v OM AT LN TEE
\?AO

IP 4 —E 2 DBRES K

e Xy hU—27® DoS BENL O] (P.7) (LE)

e [ICMP Unreachable Rate Limiting User Feedback @& | (P.9) ((£EE)
o IMTU 7w s H A4 X% E] (P11) (1)

e MIPTHULT 47 ORE] (P12) (EF)

e NMP Xy hU—2OE=FY LT LArTF A (P14) (EE)

Y FT—9 D DoS WEHL L DIRE

ICMP 1Z, /SA, b—h, Xy b= REIZETOEREZY L—FT2HIET, IP N7 747 %Y
A—=FLET, ICMP A vt—F, Xy hT—2 v~ v VI EREBGT 5 2 L& BICKEREEIC
FoTHHENDZERNHVEST, IP Y= V—FT 4 7 2EHALT, FETIPAANMIIP Ry k
J— 7 FDONL— MR ETHZENTEET, IPY—ANL—T 4 RNExy hT—7 TOEHDBH
WHERENZ LEFHo7mizh £dA, HOIP EETIEH, Y—RA-b— b X7y DR EUNCLEE S
NBENWZERHY, V—AN—TFT 4T F 7 arZRELTCTFT—Z 7 ITLIIEETHZLET, 2
LOFEREEEITTETARA AN T atTDHIER"HY 7,

ARETHBEY . ICMP A vtE—T L IP Y—RA A—F 4 v T3 T 4 E—7 I LT &0,
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enable

configure terminal
no ip source-route
interface type/number
no ip unreachables

no ip redirects

N o g ks~ D=

no ip mask-reply

FIEDEHH

avw Y KRERIZFZOIOaY BeY

AT97F 1 enable Wi EXEC E— F& A X—7 M LET,

- s TnlTFREIRFRINEL, NATU—-FE AN LET,
) :

Router> enable

2FvS 2 configure terminal Ja—R) ary7 4 Fal—rary T—REREBELET,

il

Router# configure terminal

RXFw 7T 3 no ip source-route IPY—AN—TFT 4T %TF 48— VI LET,

i
Router (config) # no ip
source-route

RTFw T 4 interface type/number Bt AL VAT e f ABEEL. AV B —T e A A DY T 4 Fa L—
Tvary E'—FREHEBELET,
il
Router (config) # interface
null 0O
RXFw7 5B no ip unreachables B EARE ICMP Y2 Fa /LR A FEEARREA v E—VORELT 4B —
TMILET, ZOa<wrRiE, T4 N TAF—T AT Ro TWET,
#il - GE) FEREA v E—VEF 4 =TT B L IPPMTUD b5 «
Router (config-if)# no ip =T ET, X2 T 4 AN MR CiscolOS V7 b =T
unreachables RV BEREA v —VERET LD TT,
A797 6 no ip redirects N— b EFEFT L5720, ICMP VXA L b A vt —VO%EEET 4 E—7
MILET, Zoa<wr RN, T740 M TAR—=T N> TVET,
Bl :
Router (config-if) # no ip
redirects
AT7T97 7 no ip mask-reply ICMP ~ R 7 JE&E A v b=V DREEET 4 E—T M LE T,
il

Router (config-if) # no ip
mask-reply
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ICMP Unreachable Rate Limiting User Feedback MD&&5E

FIROHME

FIED

ATy T A1

ATFvT 2

AFvFT 3

DX AL, BIER

HESESE/ STy P OREHEREZ T T2 V7 L, BEARESMLEA v E— Y OMFEZ

BETDHEDIZETLET, ZOXRAI TR, Xy b v (LEVWE) &, aryy— ~onu
X A=Y NI AT—FTHHBLRELET, ZOXAZE, LEWVEZERELEZRISHLL
aX 7 ERGET AHAICAERTT,

enable

exit

IR o

configure terminal

clear ip icmp rate-limit [interface-type interface-number]

ip icmp rate-limit unreachable [df] [ms] [log [packets] [interval-ms]]

show ip icmp rate-limit [interface-type interface-number)

ARV FERERT2Va Y

E[:3)

enable

il

Router> enable

¥+ EXEC T— K& A 2 —7 M LET,
o T T EIMFRINTEH, RATU—FKEBEATLET,

clear ip icmp rate-limit
[interface-type
interface-number]

i :
Router# clear ip icmp
rate-limit ethernet 2/3

RESNETRTOAS v Z—T A ZIZHT 5, HIED ICMP BIERRERE
HHRET XTI VT LET, A7 2 D interface-type 5155 &
interface-number B\ AEMHT L. 1 DDA % —7 = A4 AT HHEE
BHROBN 7 VT INET,

configure terminal

il

Router# configure terminal

Ja—nN) ar7Z4X¥al—yary E— REREBELET,
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ATvT 4

ATFvT 5

ATYT 6

Bl

ARV RFERRTIVa Y

B

ip icmp rate-limit
unreachable [df] [ms] [log
[packets] [interval-ms]]

i :

Router (config)# ip icmp
rate-limit unreachable df
log 1100 12000

Ay —=VERIZONT, ICMP BERRRSEA v E—VD L — MR E |
TIT— AyE—V rlOLEVEEZEELET, 7744 FTIE 058D
BIHZ 2 DL EDOBFEREA v —VNEESHARVEIICLET,
BIEBLOF—U— NIk LB TT,

o df: ({£&E) ICMP ~ v #—IZ Don't Fragment] (DF) tv F2ERE S
NTCWde, T=27 70777 A T—vaiftbiEti, df
F-—U—FZEELLVE, TOMDTXTOH A T O3 EAGE
AvE—UREFEINET,

o ms: (EE) BIERERA v E— U0 ER SN D ME, AT 1 ~
4294967295 T4,

e log: (IER) =7— AvbE—Y0Y AL, ELHREIEITKO LB T,
— packets : (fEF) R 7 AERO LEWVEZRET D37y M, 7

7 # /v Ml 1000 T,
— interval-ms : (fEE) nXr 7 Ay v—UN M) AT—SNDHEO
REMHIR, 7 7 4L Mid 60000 (143) T,

GE) a~UPFEaRETLIETSRATY FRBBLET,

exit

il

Router# exit

¥t EXEC £— FIZED ¥4,

show ip icmp rate-limit
[interface-type
interface-number]

il
Router# show ip icmp
rate-limit ethernet 2/3

(EE) RESNTZTRTOA v —T x4 AT 5, BIED ICMP Z5EA
BEHAHERE TR CERLET, A7V 3 O interface-type 513k &
interface-number BV EMRAT L. 1 2O ¥ —7 = A AT HHEGE
HROHLBERINET,

WIT, A4 ¥ —7 = A AZBIFEARRERSEIE R /R T 5 show ip icmp rate-limit =~ > KO H 16 %7~

bi‘d—o

Router# show ip icmp rate-limit

Interval

Interface

Ethernet0/0
Ethernet0/2
Serial3/0/3

(millisecond)

DF bit unreachables All other unreachables
500 500

# All other unreachables

# DF bit unreachables

0 0
0 0
0 19

The greatest number of unreachables is on serial interface 3/0/3.
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MTU /37y b 34 XDERTE

FIEDOHE

TRCOAS L H—T =2 A R Z1E, T 74/ 5 MTU 7 v b A4 ARRESHLTWET, Cisco I0S
ThI2TNA =T 2 ATHEENTWHWDE MTU VA X2 B IP X7y hDT T T AT —
varEITHI LT, IPMTU A4 XEHET LN TEET,

MTU 5 ZH 345 mtuAf v X —7 2 A A7 4FXal— gy avy REEH). IPMTUﬂﬁ
OB ERIELET, BIED IPMTU 3 MTUEE R U THLHAIC MTU EZEE TS &

MTU EI1Z#H L MTU 12— £1 % X 51 B ﬁEéMiﬁottL\%@Liéfii@iﬁmo
SFED, IPMTUEAZZFELTSH, mtu f VX —T =2 A a7 4FXal— gy avr ROHEIZI
L EE A,

WA T 47 LICH DT A AT, EFICEMESE5720IERE 7w h 2 MTU 241+ 5 43
N ET,

ZDZATIE, HEA L H =T A AD MTU X7y b A ZERETHDICFEATLET,

enable
configure terminal
interface type/number

ip mtu bytes

o A~ D=

exit
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Flgn 4
aAv Y RFEREETIVaY B
ATYFT 1 enable i EXEC £E— & A X—7 VI LET,
. o Tul T IREREINTEZL, NAU—RZANLET,
i
Router> enable
RFvwT 2 configure terminal ryua—R) ary7 4 Fal—yary T— RERBELET,
i :
Router# configure terminal
2797 3 interface type/number RETHA L H—T 2 A AEHE L, A HF =Tz A AT f Fal—
vary E—RERBLET,
i
Router (config) # interface
ethernetl/1
AT97F 4 ip mtu bytes A B =T 24 ADPMTU X7y b A4 ZE2RELET,
i :
Router (config-if)# ip mtu
300
ATyT 5 exit it EXEC £— RIZE D £,
i :
Router (config-if) # exit

IP7hO T4 T DERE
IPTHI T 4 TEAR—TNCTHED, ZOZATIFA L E—T oA AT EICETLET,

FIEDHE

enable

configure terminal

ip accounting-threshold threshold

ip accounting-list ip-address wildcard
ip accounting-transits count
interface type/number

ip accounting [access-violations] [output-packets]

© N o g kN =

ip accounting mac-address {input | output}
EJ s
ip accounting precedence {input | output}
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FIED

b & b

ATy T 2

AFvFT 3

ATv7 4

ATFvT 5

AFvT 6

ATFYF 7T

ATv7 8

IPH—EzxoEesz N

avwvFk B
enable ¥i# EXEC T— K& A 12— LET,
15 : o Tur T EINFRINTEH, RATU—FKEBEATILET,

Router> enable

configure terminal

i

Router# configure terminal

Ju—nN) ar7 4 ¥al—ygry B— RelBLET,

ip accounting-threshold
threshold

i :
Router (config) # ip
accounting-threshold 500

(FEE) (FRT 27 00T 7 20 b ORKRBEHRELET,

ip accounting-list
ip-address wildcard

i) .

Router (config) # ip
accounting-list 192.31.0.0
0.0.255.255

UEE) RANDTH T 4 TIERETANVEZ Y T LET,

ip accounting-transits
count

i :
Router (config) # ip
accounting-transits 100

LR IPTHhHY T 47 T—ARX=RHEMINDPkL 2 — Fo¥s
il L E 4,

interface type/number

i
Router (config) # interface
ethernetl/1

AR =T A AREEL. AV E —T A AT 4 Fal—g F—
NEBIE L £7,

ip accounting
[access-violations]
[output-packets]

i :

Router (config-if) # ip
accounting
access-violations

AR IP T T 4 v T A X —T M LET,

o FF L 3 D access-violations F— TV — REZEA LT IP 727X U R
MZ—E Loz IP b T 7 4 vV ERBET DD IPT I T v
THERER A 2 —T M LET,

o A7 3 ® output-packets ¥—TU— REFHL T, S ¥ —T A A LD
IP Ty NINZESWTIP T AT T 4 T A X —T VI LET,

ip accounting mac-address
{input | output}
F 2l

ip accounting precedence
{input | output}

il
Router (config-if) # ip
accounting mac-address output

E
il

Router (config-if) # ip
accounting precedence output

UEE) =5 (A F72E3E () X7 > o MAC 7 KL R IZESW
CTIPT AU YT AT ERELET,
FIE

ER) =15 (AN FiEE
T T 4 T RBRELET,

(HA1) 287 b OB RIARIZ SV C TP
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IPRY FID—IDE=ZR)ITEAVDTFUR

FIROHME

GE)

AFvFT 1

ATFvF 2

ATFvFT 3

WPL—T 4T T—TN, Z*xvia, T—EX—R Yy h 7o XA0ONERE. BEOHIE
WEERTEET, HROBWAEHEAL T, VY —2ADEHEZHLZY ., *v MU — 7 RIEZfigk
L7 Cc&E4,

clear ip traffic
clear ip accounting [checkpoint]

clear sockets process-id

o b=

show ip accounting [checkpoint] [output-packets | access-violations]
show interface [type number] mac

show interface [type number] precedence

show ip redirects

show ip sockets

show sockets process-id [detail] [events]

0. show udp [detail]

o © ® N o o

11. show ip traffic

Cisco I0S Release 12.4(11T 3 L OLIED U U — X TlE, show ip sockets =~ > FiX show udp,
show sockets, 35 J U show ip setp =2~ > RICE & #ix 541 E L7z, show ip sctp =2~ > FOFERHIZD
Wi, [Cisco 10S Voice Command Reference] %ML T E &,

clear ip traffic
TRCOA LB —T2A A LIZHDIZTRXTOIP VT 74 v IEFEAID 2 %27 VT D%, RO=
~ v REFEALET,

Router# clear ip traffic

clear ip accounting [checkpoint]

BEDX Yy o, 7—T)N, T—FX—ZADTXTONFEHIRTEET, Fxrvia, 7—T7,
FAET —FRN—=RL, BFEOHENINI /o720, WHIRbBEZNOHL X7V TTHI L
DUBEIZRVEST, IPT AT T AV IR R =TV THIEERLTITATRIP T IV T 4T
F—HER=R %7 VT B2, ROa~>y REFEHALET,

Router# clear ip accounting

IPT7 DT AV TNAT—TNANTHDIEZIITF = IRA L FIMERENTZIP T AT T 4T
F=ER—=2A &7 VT HIZF, koa~vr REEHALET,

Router# clear ip accounting checkpoint

clear sockets process-id

TRTCOIP V7Y FEFAL, TOFMICHD F T AR— MEREBTEDO T 2ADT — 2 iE% 7
V7452, oa~<r RefffLET,

Router# clear sockets 35
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All sockets (TCP, UDP and SCTP) for this process will be cleared.
Do you want to proceed? [yes/nol: y
Cleared sockets for PID 35

show ip accounting [checkpoint] [output-packets | access-violations]

T7EA VA NDR—FERRT SHIZIL, show ip accounting =~ > REHEMALES, Zoavw K
EHEATCE, T, AV F—T 2 A AR—ATIPTHV YT A T oA F—TNVICTIHLERD
(=

FxvIRA Y N T —FRX—=R %R RFT HITIX, checkpoint ¥ — 7 — Fa#HHLET, 77&8R 2
fa—b =L, V=T 4 VT ERRTILEOH L3y MIBET AEREFEET 5121,
output-packets ¥ — 7 — FZfH L E T, EELEBEDT OERED Ty hT—HLroeT
72 A VA NOEERRT DHITIX, access-violations ¥ — T — RZEHALEF, 7y MUz kv,
REE DFBINTKT DB EBEORW, (HEOIRS /2 L) RSN Y £7, access-violations ¥ — 7 —
REFRELRNE, ZOavr RTE 7740 FT 778X VA M= LTAV—T 4 T Sh
Feriy MR FERENET,

output-packets & — 7 — K & access-violations *— UV — FO L H 5 LI FE LR2WEAIE, T 740 b
“C output-packets 23MEHA S E T,

WIZ, show ip acecounting =~ > RO A &R L E T,

Router# show ip accounting

Source Destination Packets Bytes
172.16.19.40 192.168.67.20 7 306
172.16.13.55 192.168.67.20 67 2749
172.16.2.50 192.168.33.51 17 1111
172.16.2.50 172.31.2.1 5 319
172.16.2.50 172.31.1.2 463 30991
172.16.19.40 172.16.2.1 4 262
172.16.19.40 172.16.1.2 28 2552
172.16.20.2 172.16.6.100 39 2184
172.16.13.55 172.16.1.2 35 3020
172.16.19.40 192.168.33.51 1986 95091
172.16.2.50 192.168.67.20 233 14908
172.16.13.28 192.168.67.53 390 24817
172.16.13.55 192.168.33.51 214669 9806659
172.16.13.111 172.16.6.23 27739 1126607
172.16.13.44 192.168.33.51 35412 1523980
192.168.7.21 172.163.1.2 11 824
172.16.13.28 192.168.33.2 21 1762
172.16.2.166 192.168.7.130 797 141054
172.16.3.11 192.168.67.53 4 246
192.168.7.21 192.168.33.51 15696 695635
192.168.7.24 192.168.67.20 21 916
172.16.13.111 172.16.10.1 16 1137

accounting threshold exceeded for 7 packets and 433 bytes

KIZ. show ip accounting access-violations =~ > KOH B EZ R LET, 77X U R MNMZ—FKt
T N—T g T ENRho Tl R ENET,

Router# show ip accounting access-violations

Source Destination Packets Bytes ACL
172.16.19.40 192.168.67.20 7 306 77
172.16.13.55 192.168.67.20 67 2749 185
172.16.2.50 192.168.33.51 17 1111 140
172.16.2.50 172.16.2.1 5 319 140
172.16.19.40 172.16.2.1 4 262 77

Accounting data age is 41
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AFwT 5

AFvF 7

AFv7 8

show interface [type number] mac

MAC 7 Hh O v T 4 v TRHICREEINT A VX —T oA ADEHREFE/RT H1Z1%, show interface mac
a<  REFEHALET, KIT, show interface mac =~ > FOH IfHlZ R L £9,

Router# show interface ethernet 0/1 mac

Ethernet0/1

Input (511 free)

0007.£618.4449(228): 4 packets, 456 bytes, last: 2684ms ago
Total: 4 packets, 456 bytes

Output (511 free)

0007.£618.4449(228): 4 packets, 456 bytes, last: 2692ms ago
Total: 4 packets, 456 bytes

show interface [type number] precedence
BRI T B T 4V TRICERE SN A v ¥ —7 =4 ADFE#REZFERT 5121%, show interface
precedence =~ N&fHH L £,

WIZ, show interface precedence =~ > RO IflZRLET, ZOHITIEX, G0 Ty e
A NILIP Ty bEZE (AN)) FRIEEE (D) 72402 —T oA RO TRBTEN, #
R IP BEIEALIZE SV TY — FERET,

Router# show interface ethernet 0/1 precedence

Ethernet0/1

Input

Precedence 0: 4 packets, 456 bytes
Output

Precedence 0: 4 packets, 456 bytes

show ip redirects

TIT7HNEN—FDT FLABLIWICMP U XA L7 b Avb—VEZETIRANDT RLAZE
% 25I21%, show ip redirects =~ > R&@HH L ET,

&Iz, show ip redirects =~ > FOH A ZRLET,

Router# show ip redirects

Default gateway is 172.16.80.29

Host Gateway Last Use Total Uses Interface
172.16.1.111 172.16.80.240 0:00 9 Ethernet0
172.16.1.4 172.16.80.240 0:00 4 EthernetO

show ip sockets

IP V7 MEHZRSRL, HHLTHWE Y7y RBRELSBWTNS Z & 2R T 5121%, show ip
sockets 2~ RZMFEHALET, n—H N L VE—FDZY KRSV BB HEHIT. BFESNTZHR—
MR L CERR N S L E T,

Iz, show ip sockets =~ > ROHIFIZ R LET,

Router# show ip sockets

Proto Remote Port Local Port In Out Stat TTY OutputIF

17 10.0.0.0 0 172.16.186.193 67 0 0 1 0
17 172.16.191.135 514 172.16.191.129 1811 O 0 0 0
17 172.16.135.20 514 172.16.191.1 4125 0 0 0 0
17 172.16.207.163 49 172.16.186.193 49 0 0 9 0
17 10.0.0.0 123 172.16.186.193 123 0 0 1 0
88 10.0.0.0 0 172.16.186.193 202 0 0 0 0
17 172.16.96.59 32856 172.16.191.1 161 0 0 1 0
17 --listen-- -—any-- 496 O 0 1 0
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show sockets process-id [detail] [events]

BEBWTWE Y Iy RO EERTR L., process-id SIBEHRELTr 7V AR—K Fr bar etk
AT AREIRM A FRT B1T1%, show sockets =~ FEFEHALEY, ®ic, BELLZnE X
THWTWD V7 v b D% ~1 show sockets =~ RO AHIZR L E7,

Router# show sockets 35

Total open sockets - TCP:7, UDP:0, SCTP:O0
KIZ, BN TWAFR L7 RIZ20 T, detail ¥—7— R&HEH L TEHREZZR R LESAOH B %
ALET,

Router# show sockets 35 detail

FD LPort FPort Proto Type TransID
0 5000 O TCP

State: SS ISBOUND

Options: SO_ACCEPTCONN

STREAM 0x6654DEBC

1 5001 O TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

STREAM 0x6654E494

2 5002 O TCP
State: SS_ISBOUND
Options: SO ACCEPTCONN

STREAM 0x656710BO

3 5003 0 TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

STREAM 0x65671688

4 5004 O TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

STREAM 0x65671C60

5 5005 O TCP
State: SS_ISBOUND
Options: SO ACCEPTCONN

STREAM 0x65672238

6 5006 O TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

STREAM 0x64C7840C

Total open sockets - TCP:7, UDP:0, SCTP:0

WIS, TP Yy b Ay MR Z RIS D02  LET,

Router# show sockets 35 events

Events watched for this process: READ
FD Watched Present Select Present
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(E)

AFv 7T 11

show udp [detail]

UDP 7at AT 5 IP V7 v MERARRT D2, showudp =2~ FEEHLET, RKIZ,

UDP V7 v MIET 23 EMEREZR T IHEZ R LET,

Router# show udp detail

Proto Remote Port Local Port In Out Stat TTY OutputlIF
17 10.0.0.0 0 10.0.21.70 67 0 0 2211 0
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 10.0.0.0 0 10.0.21.70 2517 O 0 11 0
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat TTY OutputlF
17 10.0.0.0 0 10.0.21.70 5000 0 © 211 0
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat TTY OutputlIF
17 10.0.0.0 0 10.0.21.70 5001 O O 211 0
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 10.0.0.0 0 10.0.21.70 5002 0 O 211 0
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 10.0.0.0 0 10.0.21.70 5003 0 O 211 0
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 10.0.0.0 0 10.0.21.70 5004 0 O 211 0
Queues: output 0

input 0 (drops 0, max 50, highwater 0)

Cisco IOS Release 12.4(11)T B L ULIED Y U — 2 TiX, show ip sockets =~ > N/X show udp,
show sockets, 35 L U show ip sctp =~ RIZ{EEHix HiLE L7z, show ip sctp =< > FOFEMIZD

WX, [Cisco I10S Voice Command Reference] %2 L T &0,

show ip traffic

IP 71 s 2 VHEHE S 2 2R3 51213, show ip traffic =~ > R&H LE 3, KIZ, clear ip traffic

a<w L RTOZUTENTEIP NI 7 4 v 7EEHEROBIZ R L ET,

Router# clear ip traffic
Router# show ip traffic

IP statistics:

Rcvd: 0 total, 0 local destination
0 format errors, 0 checksum errors, 0 bad hop count
0 unknown protocol, 0 not a gateway
0 security failures, 0 bad options, 0 with options
Opts: 0 end, 0 nop, 0 basic security, 0 loose source route
0 timestamp, 0 extended security, 0 record route
0 stream ID, 0 strict source route, 0 alert, 0 cipso
0 other
Frags: 0 reassembled, 0 timeouts, 0 couldn't reassemble
0 fragmented, 0 couldn't fragment
Bcast: 0 received, 0 sent
Mcast: 0 received, 0 sent
Sent: 0 generated, 0 forwarded
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Drop: 0 encapsulation failed, 0 unresolved, 0 no adjacency
0 no route, 0 unicast RPF, 0 forced drop

ICMP statistics:

Rcvd: 0 format errors, 0 checksum errors, 0 redirects, 0 unreachable
echo, 0 echo reply, 0 mask requests, 0 mask replies, 0 quench
parameter, 0 timestamp, 0 info request, 0 other

irdp solicitations, 0 irdp advertisements

redirects, 0 unreachable, 0 echo, 0 echo reply

mask requests, 0 mask replies, 0 quench, 0 timestamp

Sent:

info reply, 0 time exceeded, 0 parameter problem
irdp solicitations, 0 irdp advertisements

O O O O O O o

UDP statistics:
Rcvd: 0 total, 0 checksum errors, 0 no port
Sent: 0 total, 0 forwarded broadcasts

TCP statistics:
Rcvd: 0 total, 0 checksum errors, 0 no port
Sent: 0 total

Probe statistics:
Rcvd: 0 address requests, 0 address replies

0 proxy name requests, 0 where-is requests, 0 other
Sent: 0 address requests, 0 address replies (0 proxy)

0 proxy name replies, 0 where-is replies

EGP statistics:
Rcvd: 0 total, 0 format errors, 0 checksum errors, 0 no listener
Sent: 0 total

IGRP statistics:
Rcvd: 0 total, 0 checksum errors
Sent: 0 total

OSPF statistics:

Rcvd: 0 total, 0 checksum errors
0 hello, 0 database desc, 0 link state reqg
0 link state updates, 0 link state acks

Sent: 0 total

IP-IGRP2 statistics:
Rcvd: 0 total
Sent: 0 total

PIMv2 statistics: Sent/Received

Total: 0/0, O checksum errors, 0 format errors
Registers: 0/0, Register Stops: 0/0, Hellos: 0/0
Join/Prunes: 0/0, Asserts: 0/0, grafts: 0/0
Bootstraps: 0/0, Candidate RP Advertisements: 0/0

IGMP statistics: Sent/Received

Total: 0/0, Format errors: 0/0, Checksum errors: 0/0
Host Queries: 0/0, Host Reports: 0/0, Host Leaves: 0/0
DVMRP: 0/0, PIM: 0/0
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IP 4—E X D& EH

o [ffl: DoS WEEMNLDFRy T —7 DR (P.20)
o [l : ICMP BIiZERRESLSE A 7 Z Oi%E] (P.20)
e [ : MTU 47 v kA4 XOE] (P.20)

e Bl IPTHULYT 47 ORRE] (P21)

5 : DoS WEMN DRy FT—U DIRE

WIZ, ICMP 233 & Jb— b, BLORy b — 27 REBICHT 2E#®E Y L— LRV E oI, A —%
v k00 D—FDICMP 77 4V haEHES 5612 R LET, ZO&) RERIT, KEENL Y b
V=7 =y B TEREANFTHEDIMENSND ATREMENH Y £,

BERREA v —V2F 4 —7 T 5 &, IPPMTUD &5 4 B—7 02725 &0 9 BIRAGR A
HYFET, Tk, CiscolOS Y7 b = TIZEFERTEA v E—VERETH LI RTHZ LI
KoTR T A AR BKEIET 5720 TT, Xy hI—27 7 A2 MRIZT A ZADOBEHN V7L
FEEIEHETEXA NI 740 v RXE2—v (IFLASFERAESN V=Y FAL ZAOEEN DI NE S
AV R CTELEETD) DALNIEAIE, TXAATHEVFEHI N WA TV a v E2T 4 8—T 0
T2 EEHERELES,

Router# configure terminal

Router (config) # no ip source-route
Router (config) #interface ethernet 0/0
Router (config-if) # no ip unreachables
Router (config-if)# no ip redirects
Router (config-if)# no ip mask-reply

%l : ICMP EZEREEETLN V2 Z DERE

WIZ, BIERRESESE N7 v MEHERZ T ~TZ U7 L, BERREIEA v E— Y OMBEEET 5%
BOFERLET, ZOBFITE, ATy b ITCIOLEVEL, Iy Y —~DuXr T oy t—
CEMNI AT ORBLEELET,

Router# clear ip icmp rate-limit ethernet 0/0

Router# configure terminal
Router (config)# ip icmp rate-limit unreachable df log 1100 12000

#l : MTU /N7y b 3 XOERE

W, A=Y Xy b A F =T A20/0 DFT 7+ D MTU T v b A Z&FET 6% L
ij‘o
Router# configure terminal

Router (config) # interface ethernet 0/0
Router (config-if)# ip mtu 300
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Router# configure terminal

Router (config) # interface ethernet0/5

Router (config-if)# ip accounting mac-address input
Router (config-if)# ip accounting mac-address output
Router (config-if)# ip accounting precedence input
Router (config-if)# ip accounting precedence output

WIZ, TI7ERAVARNMI—HLRWIP N7 7 4 v 7 ERETL2HEEHEHL., 2P TV T o
VT T AR RSN DL a— RO E 100 IZREL T, 7AT T4 v T kA F—T )L
T 5P RLET,

Router# configure terminal

Router (config) # ip accounting-transits 100

Router (config) # interface ethernet0/5

Router (config-if)# ip accounting output-packets
Router (config-if) # ip accounting access-violations
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IP7 FLyv o7 by — AR EFEE [Cisco I0S IP Addressing Services Configuration Guide]

IP77&2 UR}b

[ Cisco I10S Security Configuration Guide: Securing the Data Plane ]
@ TAccess Control Lists (ACLs) |

P77V r—vary —vRavwr K. avwr B |[Cisco 10S IP Application Services Command Referencel

W, avy R E—FR, avr REE. 741 %
B EAICET AEEFIE, B IO

RFC

RFC 24 kL

RFC 791 [ Internet Protocol )

RFC 792 [ Internet Control Message Protocol]
RFC 1191 [Path MTU discovery)
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£ 112, ZOREIEH SN TV DHEEEL L OCRKNLRREFTHR~DY 7 2R LET,

TIY R T =L YR YT U 2T A 2= PR— MIEAT LEREAFT SI1T1E, Cisco
Feature Navigator Z{f /i L £, Cisco Feature Navigator 42 &, FFEDY 7 +v =T U U—
A, T 4—Fx By b, FRETT T4 —LbEFR—b DY T 2T A A—VEMRTEE
9, Cisco Feature Navigator (2%, http://www.cisco.com/go/ctn 7»57 7 & A L£79, Cisco.com D7
AT MINEDY EH A,
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GF) HRIC.HEDYZ7bv=7 V=2 bLANOBEICHT DV HR—FREASNEZY T Fy =T
VYV —=ARETFERLET, I ORWNEY, 20OV 7 =T U —X bAoAV EBDOY Y —
ATHEDHEENYAR—hShET,
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Clear IP Traffic CLI 12.42)T Clear IP Traffic CLI #§#EC. clear ip traffic =~ > K73

122331)SB2 | ASRELE, Tk, —%%2 Y o— R+ 50T
R N—F EDOFTRTOIP FT7 4 v 7 #EEHERN 2 Y
TEINDEIITRVELE, BEMEEHDDIZH, ZD=
vV REANTDEE, =PRI e 7 FRERRER
e

Z DOFEREIX. Cisco IOS Release 12.42)T TEA SHF L7z,

ZOBERICET D3I OV T, ROBHEZZHL TS
TEEW,

e [PXy NI~V DE=HY LT ERAVTF U R
(P.14)

22 K clear ip traffic 28 Z OBREIC L W HEA I E LTz,
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ICMP Unreachable Rate Limiting User 12.42)T ICMP Unreachable Rate Limiting User Feedback #&HE(Z &

Feedback

12.2(31)SB2

V., BlERERGIETHIT-DICHEINT - Ny y &7
V7 LCERTDHIENTEET, TT7— AvbE—T% b
V=325 LEXVWEORREHRETEET, AvkE—T R
X TNEREND E, TV — VIR RINET,

Z OFEREIX. Cisco 10S Release 12.4(2)T TEA SN FE L7z,

Z ORERRICEET DI OV TR, IROBHAZHL TS
ZEW,

o TICMP D% (P.2)

o [Y—vRIERLE] (P4)

» [ICMP Unreachable Rate Limiting User Feedback &%

£l (P9)

o [l :DoS H®rHDxRy MV —27 O] (P.20)
clear ip icmp rate-limit. ip icmp rate-limit unreachable,
show ip icmp rate-limit O % 2~ > R332 OREREIC L v &
ANFERFZEEINFE LT,

IP Precedence Accounting

12.2(21)
12.1(27b)E1
12.1(5)T15
12.2(25)S
12.2(33)SRA
12.2(18)SXF13
12.2(33) SXHI
15.0(1)S

IP Precedence Accounting #§EIZ LV, A v F—T =1 R
LB ESNTIP N T 7 4 vy I DT AT T 4
TIPS N ES, ZOMRRIZ, IP Ny P EREE(E
LIt v H—T 2 A AT LTy MO ERHE XA MK
DOEFEFRE L, P EEIEMICESWTHIREZ Y — ML E
T, ZOBETTRTOS v E—T=f ABIOH T A
H—7xA ATHR—h&Sh, CEF, dCEF, 7u—_ &
FORERAAL v F o TR —FLET,

Z OIS T 2FMIC oW T, ROKHEEZSRL TL

TEEW,

e MIPMAC T AV YT 4 v 7 EBRIENLT D T 4
71 (P.6)

o Fl:IPTHTLT 4T OEE] (P21)

show interface precedence ¥ & (U} ip accounting precedence
DHE A R ZOBEICEVEASNE L,
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Show and Clear Commands for IOS Sockets [12.4(11)T

Show and Clear Commands for IOS Sockets #%6E1Z 13, show
udp. show sockets, 33 JTF clear sockets =~ > RAVE A X
NELE, ZnboH Lna~y R, CiscolOS Y47 v b
TATZIVOE=FY VTREBRIZESLBET,

Z OBERRIZBET 2FEMIC oW TR, ROZHESH L TL
7220,

e [Show and Clear Commands for IOS Sockets] (P.6)

e MPRXY NT—UDE=ZFY LT ERATF LA
(P.14)

clear sockets. show sockets. show udp O% =~ K73
COMRBICEVEANELIFETINE L,

2~ K show ip sockets 28 Z OF§REIC L W BHa I E Liz,
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