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cS52499 T4L5Y) V5HAD IPv6 ACL DERE L UERTE

k=55

Hl#=ER

FIEDOHE

ZIZTHE, NI4T 4NBV T L, 7747 U+ —0E UTHREL, EITEBTENRY AL
AEMET LR Y VT —=F 0T TRAL RERET D HIEICOWTHHALET, ROEETIE,
IPv6 ACL % 1ER L. Cisco I0S Release 12.2(13)T 3 LT 12.0(23)S £/-13EDO Y U —ATH T
TAv T " TANEY L TTEHLIICEDIPV6 ACL 2R ET A HFIEICHOVWTHH L £,

Cisco 10S Release 12.2(13)T # L T8 12.0(23)S £ -3 MKD U ) — 2 T, FLEBIED DI, 7
2=/ 27 4 X¥al—vay E— RTOdeny ¥—7— K& permit ¥—7 — R EE L7- ipvé
access-list =~ > RPRF| & AR— S TWET, Z7EL, ZFe— ar7 4 ¥alb—var
ET— FCHEGSHEMEHFTRM 2R L CEREINTZ IPV6 ACL X, IPVO6 T 27 A UA N a7 4Fa
L—yay ®— RCEBREISNET, BSN7 IPv6 ACL #EDFIZ >V T, 4] : IPvé6 ACL OfE
B L ONEH ) DEAESZRL T EE N,

e % IPv6 ACL 2L, IPv6 A N—RBEA X —T NMITDHT-OOREBRM R A — L NEENT
WET, =—%X, ACL WIZ deny ipv6 any any LEFIET L2 L TCINHDNL—/L & FEXTX
FT, IPv6 XA N—ET A TIK, IPv6 Xy T —7 @ —ERERFAT 720, T 74V
KT, A F—Tx2 A ALTDIPV6 RA N—FE T v FDOEZIEDN IPv6 ACL IZ L » THEERH
WZFFA S ET, IPv4 DA, IPv6 R A N—HE T v AT YT 25 Address Resolution
Protocol (ARP; 7 RL A7 1 k=v) TiX, llOT—% V7 LAY 7a havizflRAd
B, TITFINET, £ F—Tx2AAETH ARP /A7 v s DO%%Z{E2 IPv4 ACL (2 L - THY
BRI SN ET,

o Wl "—Z® ACL L UFm ACL i%,Cisco 12000 >V —X 7 J v h 7 +— AL LD IPv4 7213
IPv6 TiEY AR — F I TWEHA, Cisco 12000 >V —XTix, IPv6 @ permit =~ KD
reflect ¥ —7 — K| timeout ¥ —7 — K, B L time-range ¥ —7 — AR SN TWET,

enable
configure terminal

ipv6 access-list access-list-name

A w d =

permit protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label value]
[fragments] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [reflect name
[timeout value]] [routing] [routing-type routing-number] [sequence value] [time-range name]
EJll s

deny protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label value]
[fragments] [log] [log-input] [mobility] [mobility-type [mhA-number | mh-type]] [routing]
[routing-type routing-number] [sequence value] [time-range name] [undetermined-transport]
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FIED

AFy71

ATy7 2

AFy73

AFy7 4

AU RFERE7I 3

=]:5)

enable

i :

Router> enable

¥t EXEC £— K& A 2 —7 iz LET,
o MEZNUTARAAU—REZANLET,

configure terminal

Bl :

Router# configure terminal

ra—N) ar7 4 Xal—ay B— REBEBLET,

ipv6é access-list access-list-name

i :

Router (config) # ipv6 access-list outbound

IPv6 ACL #FE#% L. IPv6 77X VX K a7 4 ¥
L—3 gy B— FREBBLET,

o qaccess-list name B1421%. IPv6 ACL D4 RiZ#8E L
F7, IPv6 ACL ODAHNCAR_— 2138 L2 &
OHZEEFTEERA, Fh, KHEERFICTHI L
ITTEERA,

permit protocol
{source-ipvé-prefix/prefix-length | any | host
source-ipvé-address | auth} [operator
[port-number] ]
{destination-ipvé6-prefix/prefix-length |any|
host destination-ipvé-address |auth} [operator
[port-number]] [dest-option-type [doh-number
doh-typel]l [dscp value] [flow-label value]
[fragments] [log] [log-input] [mobility]
[mobility-type [mh-number | mh-type]l] [reflect
name [timeout value]] [routing] [routing-type
routing-number] [sequence value] [time-range
name]

E S

deny protocol
{source-ipvé-prefix/prefix-length | any |
source-ipvé-address | auth} [operator
[port-number] ]
{destination-ipvé-prefix/prefix-length |
host destination-ipvé-address | auth}
[operator [port—number]] [dest—option—type
[doh—number| doh—type]][dscp value] [flow—label
value] [fragments] [log] [log-input][mobility]
[mobility—type[mh—number‘|mh—type]][routing]
[routing—type routing—number][sequence value]
[time—range name] [undetermined—transport

host

any |

Bl -

Router (config-ipvé6-acl) # permit tcp
2001:0DB8:0300:0201::/32 eq telnet any reflect
reflectout

Fox

Bl :

Router (config-ipvé6-acl) # deny tcp host
2001:0db8:1::1 any log-input

IPv6 ACL OFF A S&E - ITE GRS AE L £,
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A23—7 x4 X~D IPv6 ACL DiER

Z ZTlE. Cisco IOS Release 12.2(13)T B LT 12.0(23)S £ 723D Y U — 2T IPv6 ACL %A >
H—T7 oA REHT D FIEIZONTHEALET,

FIEDOHE
1. enable
2. configure terminal
3. interface type number
4. ipv6 traffic-filter access-list-name {in | out}
FlED A
ARV ERFERET7IVaY B
A79y7 1 enable Rt EXEC ®— K& A x—7 L LE T,
Bl o MEITEUTHARY—FREANLET,
Router> enable
AFw7 2 configure terminal Ja—\)yarZ 4 Xalb—vary ®T— RNt LET,
il :
Router# configure terminal
A7y73 interface type number A B =T oA ADIA TBEOFEEEEEL, A5 —
TxzAf A ar7 4 Xal—vary T—REEHBELET,
i :
Router (config)# interface ethernet 0
ATy7F 4 ipvé traffic-filter access-list-name {in | HELZIPV6 77 EA VA RE, BIOAT v 7 TIREL
out) oA v =T oA ZITHA L ET,
i :
Router (config-if)# ipv6 traffic-filter
outbound out

vty ~D 7 Y & X Ol

TITiH, —F LD vty ~DOT 7B A EHIRT B HEICOWTHRHALET,
e [IPv6 ACL DERRICE DT 78 A 7T A 7 4V H U 7Ok (P.8)
o[BS ERRE~D IPv6 ACL DM (P.10)

IPv6 ACL DERKICK DT IR VSR T4 V7D

CIZTIHVIPVOACL 2ERLCT 78 A 7 TR T4 N ) U TaBHITLET, V—F LD vty ~
D7 72 A EHIRT D HIECOWTHHA L ET,




| IPV6 EFaAVTFAANDEST7499 TANEELVIFAT7I+—LORE

FIROHE

FIED*H
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enable
configure terminal
ipv6 access-list access-list-name

permit protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label
value] [fragments] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [reflect
name [timeout value]] [routing] [routing-type routing-number] [sequence value] [time-range
name]

E

deny protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label
value] [fragments] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [routing]
[routing-type routing-number] [sequence value] [time-range name] [undetermined-transport]

ARV FFERERTIVaY B

AF97 1 enable

Bl :

Router> enable

¥i#E EXEC E— F& A x—7 iz LET,
o MEIIGUTANRAT—REANLET,

AFY7 2 configure terminal Ja—s\ v arZ 4 FXalb—ary T—RERKLET,

fl :

Router# configure terminal




IPV6 X2 UTAADIST499 J4NEELVIFATI+—LOEE |
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ARV RFERRERTIYaY B
AT797F 3 ipvé access-list access-1list-name IPv6 ACL 2E# L. IPV6 727 A URX KN 2327 4 X
L—yay B—RERBLET,
i :
Router (config)# ipv6 access-list cisco
A7y7 4 permit protocol IPv6 ACL OFF Al £ 7z TG R 2 fE L £

{source-ipvé-prefix/prefix-length | any | host
source-ipvé-address | auth} [operator
[port-number] ]
{destination-ipvé-prefix/prefix-length |any|
host destination-ipvé-address |auth}
[operator [port-number]] [dest-option-type
[doh-number |doh—type]] [dscp value]
[flow-label value] [fragments] [log]
[log-input] [mobility] [mobility-type

[mh-number | mh-type]] [reflect name [timeout
value]] [routing] [routing-type
routing-number] [sequence value] [time-range
name]

E S

deny protocol
{source—ipv6—prefix/prefix—length | any | host
source-ipvé-address | auth} [operator
[port—numberﬂ
{destination—ipv6—prefix/prefix—length| any
host destination-ipvé-address | auth}
[operator [port—number]] [dest—option—type
[doh—number| doh—type]][dscp Value]
[flow-label Value] [fragments] [log]
[log—input][mobility][mobility—type[mh—number
|mh—type]][routing][routing—type
routing-number| | sequence Value][time-range
name] [undetermined—transport

i :

Router (config-ipvé6-acl)# permit ipv6 host
2001:0DB8:0:4::32 any eq telnet

ER S

ol :

Router (config-ipvé6-acl) # deny ipv6 host
2001:0DB8:0:6::6/32 any

R imKEEE~ND IPv6 ACL DER
TIRAITAT4NEYTHDIPv6 ACL #1ER LT-d &I /& LB K E#RIZE D ACL
ZEATHMSEND Y £9, ROEETIE., AENRERRIC ACL Z@HT 5 HiEE2RLET,
FlENHE

1. enable
2. configure terminal

3. line [aux | console | tty | vty] line-number [ending-line-number)
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4. ipv6 access-class ipv6-access-list-name {in | out}

FlIEDEEH
QY RERR7IVaY B
27971 enable FebE EXEC E— R& A RX—7 MICLET,
bl o PENUTARRATU—FEANLET,
Router> enable
AT797F 2 configure terminal sa— b arZ4¥al—vary TG LET,
Bl

Router# configure terminal

Z-T-‘y7’3 line [aux | console | tty | vty] line-number %ﬁj‘é%ﬁ@@%ﬁ%?&%ljb\ FAy a7 4 Xal—

[ending-line-number] gy E— }\%Eﬁﬁﬁ Lij—o

- o ZOBITIE, vty ¥F—U—FEMEHLT, VE—F =

Router (config)# line vty 0 4 C s 77&“!27\)%@{}’%?&%%*@%%%*5%[/&?—0
AFw7 4 ipvé access-class ipvé-access-list-name {in | IPv6 ACL |ZE2SW T, L—& ¢ OO EERER & REH:

out) a7 AN )T LET,

#l:

Router (config-line) # ipv6 access-class cisco
in

TCP I UDP T v F U J DERE

AH OF#EIZBE%RR <, TCP £721X UDP +7 7 4 » 2 % ULP (TCP, UDP, ICMP, SCTP 72 &) IZ
MLTCwyF I/ TEET, ZOMENEAINDIETIE, 20X %~y T 7id AH BEE LW
BRI TEE L,

AH NFEAET 23561, permiticmp =~ R X M deny iemp =~ > R T auth ¥—7— R&fEHT
5&, TCP £71ZUDP F 57 4 v 27 % ULP IR LT~y F o/ T&£9, AH BfFE LRV TCP %
7213 UDP hT 7 4 v 7 Tlidk, ~ v F U 7I3ETINET A,

AH ~y X —DFETHEEF,. IPv6 b7 7 4 v 7 %2 ULP R LT~y F L7/ Tc&FEd, 2O~ F
VU7 EEITTHITIE, permit 2~ RE2iT deny 2~ > REMFEHT S & X2, protocol 51451 ahp
FFarEANLET,

ZOMEETIE, AH BPFEET 2581, TCP £721XUDP FJ9 7 4 v 7% ULP IZH LT v F 7T

EET,
FIEDOHE
1. enable
2. configure terminal
3. ipv6 access-list access-list-name
4. permit icmp auth

EJ s
deny icmp auth
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FIED

AFy71

ATy7 2

AFy73

ATy7 4

Ay RFERE7IaY

E]:5)

enable

il :

Router# enable

¥ EXEC £— K& A x—7 iz LET,
o MEITINULTARRAT—REANLET,

configure terminal

Bl :

Router# configure terminal

Ta—) ar 7 4 ¥al—vgy B— REBEBELEST,

ipv6é access-list access-list-name

il :

Router (config) # ipv6 access-list listl

IPv6 77 ®ARA VA RNEERL NAN—FEIPV6 T 7 1A U
Ahavy7Z4F¥al—vay BE—RIILET,

permit icmp auth
EJ s

deny icmp auth

Bl :

Router (config-ipvé-acl) # permit icmp auth

AH OFEIZRL Lz~ v F U 7IfEH &5 auth F—
U— K& LT, IPv6 ACL O a4t L i 5245
ELET,

Cisco I0S Release 12.2(11)T. 12.0(22)S. Ff=[FLEID ) J—XRIZE I
5637499 740522 IPv6 ACL DYERL

Z ZTlE. Cisco I0S Release 12.2(11)T. 12.0(22)S. F7=1ZLARID U U — AT ACL % VERk$ & 0Nl H

T HHEICOWTHIALET,

e [Cisco IOS Release 12.2(11)T. 12.0(22)S. E72IZLATO Y U —21TEF % IPv6 ACL OfFhk ]

(P.12)

e [Cisco IOS Release 12.2(11)T. 12.0(22)S. F7=IZLRTOY V—A DA  H—T7 = A A~D IPv6

ACL oEH | (P.13)

Cisco l0S Release 12.2(11)T. 12.0(22)S. 1=IZLFTD Y Y —RIZF1+3 IPv6 ACL DER

Z Z T, IPv6 ACL %#1E& L. Cisco I0S Release 12.2(11)T. 12.0(22)S. E7-XLIFTio ) U —=2 D b
T4 v EBBELIIT Ry 7T D5 LD IPv6 ACL 2% ET 5 HFIEIC DWW T L £,

H#ER

o source-ipv6-prefix 515 k- T,

NI T4 0BTy FIRERT FVARNC T 42 7S

AL, destination-ipv6-prefix I L > T, VT 74 v 7 BTy MEET RLABNZT 4 v 2

YITENET,
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e CiscolOS Y7 by =7 TlE, 77tA2 UXNAOFHFAL LI OEGOLEMETITE S LT, IPv6 7
L7 47 AR LET, T_NTOIPV6 727X VAN (FABICHETOLETHNEELTY
RWT 78X VA NEET) ITE, mEO—BSEMH L LU THEERYZL deny any any CAVE F T
FT, EFEUNTHEHINDI T TAF VT AEBELIT—F  AEIX, XNT27EA UAKNTHEH
AENsIEELZRLTWVET,

FIEDOHE
enable
configure terminal
ipv6 access-list access-list-name {permit | deny} {source-ipv6-prefix/prefix-length | any}
{destination-ipv6-prefix/prefix-length | any} [priority value]
FlED A
ARV RERETIVa Y B
A7y7 1 enable FiME EXEC E— K& A X —7 M LET,
. o BEELTARAT— FEANLET,
Router> enable
2797 2 configure terminal Jua—) a7 4 FXalb—rary ET—RE2REBELET,
i :
Router# configure terminal
ATFy7T 3 ipv6é access-list access-list-name {permit | IPv6 ACL Z1Efk L. ACL OIFESRSLHF I35 M2 3%
deny} {source-ipvé-prefix/prefix-length | any} ﬁ?L/ii@A
{destination-ipvé-prefix/prefix-length | any} ¢
[priority value]
il :
Router (config)# ipv6 access-list list2 deny
fec0:0:0:2::/64 any

Cisco IOS Release 12.2(11)T. 12.0(22)S. F£/=IELURID Y —ZADA VB3 —T 24 A~D
IPv6 ACL O5&EHA

Z Z TlE. Cisco IOS Release 12.2(11)T, 12.0(22)S. E7-EZURIDO Y U —=ADA v F —T = A AT
IPv6 ACL #i@ A9 2 FIEIZ oW T L £,

FlIaOHE
enable
configure terminal

interface type number

AL b=

ipv6 traffic-filter access-list-name {in | out}
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FlED 4
ARV RFEREFT7IVaY B
27971 enable Bl EXEC E— K& A % —7 M LET,
. o NI UTRATU—FEANLET,
Router> enable
A797 2 configure terminal Jua—n)ary7 4 F¥al—ay T— NEEBLET,
Bl
Router# configure terminal
A797 3 interface type number A E =T 2 ADEA TBIOEFESEREL, A4 —
TxA A AT 4 Falb—var E—ReRBLET,
#l:
Router (config) # interface ethernet 0
AT7Y7T 4 ipvé traffic-filter access-list-name {in | EELEIPVO T 7R UXRNE, BIORT v I THEEL
out) oA B =T = AT L ET,
#l:
Router (config-if)# ipvé traffic-filter 1list2
out

Cisco 10S Firewall for IPv6 D&5E

Z ZTiX, IPv6 BEEH @ Cisco I0S Firewall 5% €3 5 HFIEIZOWTHMBELEST, ZOFRES TV A
T, Xy b A2 ard ACL O FEMHH L ET,

FIROHE

enable
configure terminal

ipv6 unicast-routing

o b=

ipv6 inspect name inspection-name protocol [alert {on | off}] [audit-trail {on | off}] [timeout
seconds]

interface type number
ipv6 address {ipv6-address/prefix-length | prefix-name sub-bits/prefix-length}
ipv6 enable

ipv6 traffic-filter access-list-name {in | out}

© ©o N o

ipv6 inspect inspect-name

. ipv6 access-list access-list-name

-—
- O

permit protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label
value] [fragments] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [reflect
name [timeout value]] [routing] [routing-type routing-number] [sequence value] [time-range
name]
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F720X

deny protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label
value] [fragments] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [routing]
[routing-type routing-number] [sequence value] [time-range name] [undetermined-transport]

FIED*H

ATy7 1

AFy7 2

ATy73

A7v7 4

ATy75

AFy7 6

AFy7 T

AFy7 8

ARV FFEREETIVaY

B

enable

Bl :

Router> enable

i#e EXEC ®— R&A 3x—7 LT,
o MEIZEUTHRAY—KRKEAALET,

configure terminal

fl :

Router# configure terminal

Ju—N) ar7 4 Fal—rary ®— 2B LET,

ipv6é unicast-routing

Bl :

Router (config)# ipv6 unicast-routing

[Pv6 2=F ¥ A N L—FT 4 VT A FX—T I LET,

ipv6é inspect name inspection-name protocol
[alert {on | off}] [audit-trail {on | off}]
[timeout seconds]

#l
Router (config)# ipv6 inspect name ipvé_ test
icmp timeout 60

T AT U F—LHO—HD IPV6 f VAT g JL—
NEEFRLET,

interface type number

Bl :

Router (config)# interface FastEthernet0/0

AVANRT v a UINEITINDA L H—T oA AEEEL
jzj_o

ipvé address {ipv6-address/prefix-length |
prefix-name sub-bits/prefix-length}

Bl -
Router (config-if)# ipv6 address
3FFE:C000:0:7::/64 eui-64

A VAR g A B —T A AZADT RLAZEELE
R

ipv6é enable

Bl :

Router (config-if) # ipv6 enable

IPV6 V—T 4 > T %A X—T M LET,

GE) ZOFMEZ. IPv6 7T FLRAEZ AT v 7 6 THREL
TS HEITEME ATRETT,

ipv6é traffic-filter access-list-name {in |
out}

i :
Router (config-if)# ipv6 traffic-filter
outbound out

BELZIPV6 77X UANE, BIOAT v FTHEEL
A H—T 2 AT LET,
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ATy79

AF9710

ATy7

ARV FEREETIVa Y

B

ipv6é inspect inspection-name {in | out}

Bl :

Router (config)# ipv6 inspect ipv6 test in

— DA AR g — LV EERLET,

ipv6é access-list access-list-name

fl :

Router (config)# ipvé6 access-list outbound

IPv6 ACL #EF L, IPV6 77 ER URA K a7 4K
L—yar E—RFERBRLET, »—ZIZLD,
Router(config-ipv6-acD# (2 kI 2 AN TER N E T,

permit protocol
{source-ipvé6-prefix/prefix-length | any | host
source-ipvé-address | auth} [operator
[port-number] ]
{destination-ipvé6-prefix/prefix—-length |any|
host destination-ipvé-address |auth} [operator
[port-number]] [dest-option-type [doh-number
doh-type]] [dscp value] [flow-label value]
[fragments] [log] [log-input] [mobility]
[mobility-type [mh-number | mh-typel] [reflect
name [timeout value]] [routing] [routing-type
routing-number] [sequence value] [time-range
name]

ER S

deny protocol
{source—ipv6—prefix/prefix—length| any| host
source-ipvé-address | auth} [operator
[port—numberﬂ
{destination—ipv6—prefix/prefix—length| any
host destination-ipvé-address | auth}
[operator [port—numbez]] [dest—option—type
[doh—number| doh—type]][dscp Value] [flow-label
value] [fragments] [log] [log—input][mobility]
[mobility—type[mh—number| mh—type]][routing]
routing-type routing-number| | sequence value
[time—range name] [undetermined—transport

i :

Router (config-ipvé6-acl)# permit tcp
2001:0DB8:0300:0201::/32 any reflect
reflectout

ER S

Bl :
Router (config-ipvé-acl) # deny tcp
fec0:0:0:0201::/64 any

IPv6 ACL OF G ETITERERGZIBEL T,

PAM for IPv6 DE&5E

o« [PAMHDIPV6 T 272 75 A 7 4 VZDOER] (P.16)
e [PAM ~DIPV6 T 27t RA 7T A 74 /LED5EH] (P.18)

PAM D IPv6 77X 73R T4 LB DER

O

ZIZTE PAMBRETHMT 2 IPV6 7278 A 752 7 4 V2 2EKT D HIEIZHO W THLET,
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FIROHE

FIED*H

o b=

IPV6 £EX1UFA~ADFS5 T4 99 T4 NEELVIT7A7I9r—O=EAE B

enable
configure terminal
ipv6 access-list access-list-name

permit protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label
value] [fragments] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [reflect
name [timeout value]] [routing] [routing-type routing-number] [sequence value] [time-range
name]

E

deny protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [doh-number | doh-type]] [dscp value] [flow-label
value] [fragments] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [routing]
[routing-type routing-number] [sequence value] [time-range name] [undetermined-transport]

AT FFERERTIYaY B

27971 enable

Bl

Router> enable

¥i#E EXEC E— F& A x—7 iz LET,
o MEIIGUTANRAT—REANLET,

AFY7 2 configure terminal Ja—s\ v arZ 4 FXalb—ary T—RERKLET,

i -

Router# configure terminal
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ATy73

AFy7 4

AT FFERERTIVaY

B

ipv6é access-list access-list-name

Bl

Router (config) # ipv6 access-list outbound

IPv6 ACL #E#H L. IPv6 77 &®A VA K a7 4K
L—var E—RERBELET, V—ZIT&o T,
Router(config-ipv6-acl)# ~DEENER SN ET,

permit protocol
{source-ipvé6-prefix/prefix-length | any | host
source-ipvé-address | auth} [operator
[port-number] ]
{destination-ipvé6-prefix/prefix-length |any|
host destination-ipvé6-address |auth} [operator
[port-number]] [dest-option-type [doh-number
doh-typel] [dscp value] [flow-label value]
[fragments] [log] [log-input] [mobility]
[mobility-type [mh-number | mh-typel]l] [reflect
name [timeout value]] [routing] [routing-type
routing-number] [sequence value] [time-range
name]

F72x

deny protocol
{source—ipv6—prefix/prefix—length | any | host
source-ipvé6-address | auth} [operator
[port—numberﬂ
{destination—ipv6—prefix/prefix—length| any
host destination-ipvé-address | auth}
[operator [port—numberﬂ [dest-option-type
[doh—number| doh—type]][dscp Value] [flow—label
Value] [fragments] [1og] [log—input][mobility]
[mobility-type Dnh—number| mh—type]][routing]
[routing—type routing—number][sequence Value]
[time—range name] [undetermined—transport]

Bl

Router (config-ipvé-acl) # permit tcp
2001:0DB8:0300:0201::/32 any reflect
reflectout

F70X

ol :

Router (config-ipvé6-acl)# deny tcp
fec0:0:0:0201::/64 any

IPv6 ACL OFF RIS F 13L& 2R E L £,

PAM ~AD IPv6 77X 73R T14LEDER

FIROHME

1. enable

2. configure terminal

3. ipv6 port-map application-name port port-num [list acl-name)




| IPV6 EFaAVTFAANDEST7499 TANEELVIFAT7I+—LORE
IPV6 X1 UFAADFSTA 9T T4 NEEELVIFA79+—NOREHE B

FIRD
ARV RFEREFRT7IVaY B
AFY7 1 enable FitE EXEC £— R&A x—7MCLET,
. o MEIRUTHRAY—FREZANLET,
Router> enable
AFw7 2 configure terminal Jsa—\L arZ4Xalb—vary ET—RefBLET,
Bl -

Router# configure terminal

AFv7 3 ipvé port-map application-name port port-num AT AD PAM ZHEST LU E T,
[list acl-name]

Bl :
Router (config) # ipv6 port-map ftp port 8090
list PAMACL

IPV6 TDY—UR—ZADIT7A T IA—ILDHRTE
WOVERETIE, IPv6 BEEEIZ K LT Cisco I0S DY — 2 R—2AD 7 7 4 TV 4 — V5B ET D HEER
LET,
o REXAT NFA—F <~y TOEE] (P.19)
e IRELAT 772~y TOMEKEMHEHT (P.20)
o X AT RY o— =y FOMEMREFEH] (P21)
e TE¥FXaVUT g V=Y —r XTOMER (P22)

BERAT INSA—8 T TOHRE

FIEDHE

enable
configure terminal
parameter-map type inspect {parameter-map-name | global | default}

sessions maximum sessions

o A D=

ipv6 routing-enforcement-header loose
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FIED

Ay RFEREF7IaY

E]:5)

27971 enable

#l:

Router> enable

¥t EXEC £— K& A 2 —7 iz LET,
o TV IBRRREINTZH, NAT—REATILET,

AFw7 2 configure terminal

Hl:

Router# configure terminal

Ja—N) ar7 4 ¥al—gy T— REEBLET,

X-T-v7’3 parameter-map type inspect {parameter-map-name
| global | default}

Bl
Router (config) # parameter-map type inspect
vb6-param-map

RET 7 v a AR LR LEVWE, ¥4 A7 U e
ELWo T RITA—FHORES AT T A—F v
EREL, W—HENRTRA—HF vy a7 Fal—
var E'—RIZLET,

AFY7 4 sessions maximum sessions

i -

Router (config-profile)# sessions maximum 10000

V= T RITAHETRE R BKFF A B v v a VB AERE L
£,

ZFy7 5 ipv6é routing-enforcement-header loose

Bl
Router (config-profile)# ipvé
routing-enforcement-header loose

L — IPv6 1AL & O P AL AN 2 24 L £,

BREAAT VX2 TOEREMSER

FIEDHE

enable

configure terminal

match protocol tep
match protocol udp

match protocol icmp

N o o s~ D=

match protocol ftp

class-map type inspect {match-any | match-all} class-map-name
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FIED

AU RFEREF7IIY

E]:5)

27971 enable

#l:

Router> enable

¥ EXEC £— K& A x—7 iz LET,
o TV IBRRRENTZH, NAT—REASLET,

AFw7 2 configure terminal

Hl:

Router# configure terminal

Ta—) ar 7 4 ¥al—vgy B— REBEBLEST,

AFv7 3 class-map type inspect {match-any | match-all}
class-map-name

Bl
Router (config-profile)# class-map type inspect
match-any v6-class

BEXAT VTR <y TEERL, V—FET T ATy
S ar74Xalb—3ary ET—RIILET,

AFY7 4 match protocol tcp

i -

Router (config-cmap) # match protocol tcp

TCP IZHEASNWTI TR v T O—HILEEFELET,

AF797 5 match protocol udp

Bl

Router (config-cmap) # match protocol udp

UDP IZHSWTI TA v~ 7 O—EHMELRELET,

AF¥%7 6 match protocol icmp

i -

Router (config-cmap) # match protocol icmp

ICMP IZEEASWTC I TR v~ P O—HILEEZFRTELE T,

AF797F 7 match protocol ftp

Bl

Router (config-cmap) # match protocol ftp

FTP IZHSWTI T A v~ v 7 O—FHEEERE L F7,

BRERAT RY— 2y TOEREER

FIEDHE

enable

configure terminal

class type inspect class-map-name

o O bd =

inspect [parameter-map-name]

policy-map type inspect policy-map-name
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FIED

AFy71

ATy7 2

AFy73

AFy7 4

ATy75

AU RFERE7IaY

E]:5)

enable

i :

Router> enable

¥t EXEC £— K& A 2 —7 iz LET,
o TV IBRRREINTZH, NAT—REATILET,

configure terminal

Bl :

Router# configure terminal

Ja—N) ar7 4 ¥al—gy T— REEBLET,

policy-map type inspect policy-map-name

#l :
Router (config) # policy-map type inspect
ve-policy

MEXYA T R o— <o T wERKL, V—FEKRKY —
vyl ar74¥al—yarEF—RNILET,

class type inspect class-map-name

#l
Router (config-pmap) # class type inspect
ve-class

TOvarnETEND T T4 v (VT R) BEEEL
ji‘j_o

inspect [parameter-map-name]

Bl :

Router (config-pmap) # inspect

CiscoIOS AT —F 7NV Xy b A VAR Va kA
R—=T NI LET,

tFXa)Tqa J=2EJ—2 RTOER

FIEDHE

enable
configure terminal
zone security 1

Zone security 2

o~ Obd =

zone-pair security zone-pair-name source {source-zone-name | self | default} destination

{destination-zone-name | self | default}

6. service-policy type inspect policy-map-name
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FIED

Ay RFEREF7IaY

E]:5)

A7y7 1 enable Bl EXEC E— K& A % —7 M LET,
- s TulTEIBRRRINTH, NAUY—FEANLET,
Router> enable
2797 2 configure terminal Ja—N) a7 4 Xal—ary T— RRE2EBLET,
Bl
Router# configure terminal
AT7Y7 3 zone security {zone-name | default} X270 V= FBERRLET,
o o VU RTEERTEDLLID, SR LB 200E
’ , X2 l7T g VU ERERTDLIZEEHRLET,
Router (global) # zone security 1
ZF97 4 zone security {zone-name | default} X2 UT 0 S EERLET,
- o V=V RTEEERTEDLLIIC, A<t b2o0k
: U o ey ; at 4%
Router (global) # zone security 2 Fal 74 %{’EE}ZT% &%?ﬁﬁbiﬂ_o
AFY7T 5 zone-pair security zone-pair-name source S R EER L, V= ES— X a T 4 X
{source-zone-name | self | default} L— gy E—RICLES
destination {destination-zone-name | self | °
default}
i
Router (global) # zone-pair security zp source
z1l destination z2
AF97 6 service-policy type inspect policy-map-name T AT IV R — T o) — XTI

#l:

Router (config-sec-zone-pair)# service-policy
type inspect vé6-policy

jij_o

IPv6 ¥ 1) T 1 DERE & EEDHERE

ZITIEIPV6 EF 2 U T 4 ATV a VORGELIMELIERT D0 OHHERRT 2 TIEICONT
BALET, BEDSCTRO A~ FEMALT, RELEFEEZMRBLET,

FIROHE

1. show crypto ipsec sa [map map-name | address | identity | interface interface-type
interface-number | peer [vrf fvrf-name] address | vrf ivrf-name | ipv6 [interface-type

interface-number]]| [detail]

show crypto isakmp profile

o 9w DN

show crypto isakmp peer [config | detail]

show crypto isakmp sa [active | standby | detail | nat]
show ipv6 access-list [access-list-name]

show ipv6 inspect {name inspection-name | config | interfaces | session [detail] | all}

"o
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show ipv6 port-map [application | port port-number]
show ipv6 prefix-list [detail | summary] [/ist-name]
show ipv6 virtual-reassembly interface interface-type

10. show logging [slot slot-number | summary]

FIEDEHH

AFy71

AFy7 2

ATy73

AFy7 4

AFy75

ATy7 6

ATy 1

AFy7 8

T

av Y FRERIZFTIOaY B

show crypto ipsec sa [map map-name | address HIEDOSAICE»THEHENTWAREEZR RLET,
| identity | interface interface-type
interface-number | peer [vrf fvrf-name]
address | vrf ivrf-name | ipv6é [interface-type
interface-number]] [detail]

Bl :

Router# show crypto ipsec sa ipvé6

show crypto isakmp peer [config | detail] BT OMBPER I LET,

i :

Router# show crypto isakmp peer

show crypto isakmp profile N—RITEFESNTND ISAKMP 711 7 7 A L& 3§ =T
UANLET,
i -

Router# show crypto isakmp profile

show crypto isakmp sa [active | standby | HIED IKE SA #F < L%x1,
detail | nat]

Bl :

Router# show crypto isakmp sa

show ipvé access-list [access-list-name] HEOTRTOIPVO T 7 EA VA NORNEREFZERLET,

il :

Router# show ipvé6 access-list

show ipvé inspect {name inspection-name | CBAC OB EB IOy a U IEREZEFZRLET,
config | interfaces | session [detail] | all}

Bl :

Router# show ipvé6 inspect interfaces

show ipv6 port-map [application | port PAM OREXFRLET,
port-number]

Bl :
Router# show ipv6 port-map ftp

show ipvé prefix-list [detail | summary] IPVv6 7L 7 4 7 A UARNELIEIPV6 T L7 47 A U A K
[1ist-name] DTy M VICETAEREF R LET,

fl :

Router# show ipv6 prefix-list
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ARV RFFERERTIVa Y B

AT797 9 show ipvé virtual-reassembly interface VFR OFEB IO E®RE2FR R LET,
interface-type

il :
Router# show ipvé6 virtual-reassembly
interface el/1
AF97 10 show logging [slot slot-number | summary] AT A XLy (syslog) OWRER L OMERED S 2T L
aXy T Ry 7y ONRERRLET,
e log ¥—Y— FE 7T log-input ¥— 7 — RB¥EE S
7278 A VAN MUE Ny PREDOT 7k
A2 VAR MY —BLESGAICRERINET,

Bl :

Router# show logging

IPv6 tXa1 )T DRELEBED S TN a—T142T

COMEEOEETIE. IPV6EX 2T 4 7 a v OREEIMERZ NI IS a—TFT 4T TAED
DEREFRT D HFECOWTHHALET, ROa~y RELBER L XA LT, RELBEY

R LET,
FIRDOHE
1. enable
2. clear ipv6 access-list [access-list-name]
3. clear ipv6 inspect {session session-number | all}
4. clear ipv6 prefix-list [prefix-list-name] [ipv6-prefix/prefix-length]
5. debug crypto ipsec
6. debug crypto engine packet [detail]
7. debug ipv6 inspect {function-trace | object-creation | object-deletion | events | timers | protocol
| detailed}
8. debug ipv6 packet [access-list access-list-name] [detail]
FlED A
ARV RERETIVa Y B
A79y71 enable ##HE EXEC £— R& A % —7 /M LET,
”. o MEZNULTARRAT—REANLET,
Router# enable
AF797T 2 clear ipv6 access-list [access-list-name] IPV6 772 A UR D —Fhoor 22ty FLET,
Bl :
Router# clear ipv6 access-list tin
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ARV EFERRTIYaY B
AT797F 3 clear ipvé inspect {session session-number | BEED IPVEO By va ET-133T_XTO IPv6 A o ARY
all} varkyvaEHIRLET,
#l
Router# clear ipvé6 inspect all
AF97 4 clear ipvé prefix-list [prefix-list-name] IPv6 L7 47 A2 YA Ny DB &2
[ipvé-prefix/prefix-length] Yy hLET
il :
Router# clear ipvé prefix-list
AFYy7 5 debug crypto ipsec IPsec v bV —27 ARV aFRLET,
i :
Router# debug crypto ipsec
AT797 6 debug crypto engine packet [detail] IPv6 X7 hORNEEZFERLET,
Bl : A
Router# debug crypto engine packet FE BNy BRI DS, Zoaw
VREMHHTEE, VAT LADT T T 4
DAL, CPUMHENE 2D FREMENH Y
ij‘o
ATY7 7 debug ipvé inspect {function-trace | Cisco I0S Firewall 4 X MIEHTHA v E—VERRL
object-creation | object-deletion | events | *4
timers | protocol | detailed} °
il :
Router# debug ipv6 inspect timers
AT7Y7 8 debug ipvé packet [access-list IPV6 X7 "DT R T Aovv—T5FE R LET,
access-list-name] [detail]
Bl :
Router# debug ipvé packet access-list PAK-ACL

7

2T ROBDBIZHSWTHBILET,

o [show crypto ipsec sa ipv6 =2~ > KOHAH] (P.27)

e [show crypto isakmp peer =~ > FOHF] (P.28)

e [show crypto isakmp profile =~ > ROH 1] (P.28)

e [show crypto isakmp sa =~ > KOH 61 (P.28)

e [show ipv6 access-list =~ > KOH Bl (P.29)

o [show ipv6 prefix-list =~ > KOl (P.29)

o [show ipv6 virtual-reassembly =~ > RO HF3l] (P.29)
o [show logging =~ Rl (P.30)

o [clear ipv6 access-list =~ > RO H A6l (P.30)
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show crypto ipsec sa ipv6 27> FOH Al
&IZ. show crypto ipsec sa ipv6 =~ > FOHAFIZ R L ET,

Router# show crypto ipsec sa ipvé

interface: TunnelO

Crypto map tag: TunnelO-head-0, local addr 3FFE:2002::A8BB:CCFF:FE01:9002

protected vrf: (none)

local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (::/0/0/0)

current _peer 3FFE:2002::A8BB:CCFF:FE01:2C02 port 500
PERMIT, flags={origin_is_acl,}

#pkts encaps: 133, #pkts encrypt: 133, #pkts digest: 133
#pkts decaps: 133, #pkts decrypt: 133, #pkts verify: 133

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O

#pkts not decompressed: 0, #pkts decompress failed: 0O

#send errors 60, #recv errors 0

local crypto endpt.: 3FFE:2002::A8BB:CCFF:FE01:9002,
remote crypto endpt.: 3FFE:2002::A8BB:CCFF:FE01:2C02
path mtu 1514, ip mtu 1514

current outbound spi: 0x28551D9A(676666778)

inbound esp sas:
spi: 0x2104850C(553944332)
transform: esp-des ,
in use settings ={Tunnel, }
conn id: 93, flow id: SW:93, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4397507/148)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:

spi: 0x967698CB(2524354763)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
conn id: 93, flow id: SW:93, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4397507/147)
replay detection support: Y
Status: ACTIVE

inbound pcp sas:

outbound esp sas:
spi: O0x28551D9A(676666778)
transform: esp-des ,
in use settings ={Tunnel, }
conn id: 94, flow id: SW:94, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4397508/147)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:
spi: OxA83EO05B5(2822636981)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
conn id: 94, flow id: SW:94, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4397508/147)
replay detection support: Y
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Status: ACTIVE

outbound pcp sas:

show crypto isakmp peer 1< > FDOH Al
WOMABIE, IPv6 L—F EOET O ERL THET,

Router# show crypto isakmp peer detail

Peer: 2001:0DB8:0:1::1 Port: 500 Local: 2001:0DB8:0:2::1
Phasel id: 2001:0DB8:0:1::1

flags:

NAS Port: 0 (Normal)

IKE SAs: 1 IPsec SA bundles: 1

last locker: 0x141A188, last last locker: 0x0
last_unlocker: 0x0, last last unlocker: 0x0

show crypto isakmp profile a3< > FOHHAHI
WO NFNL, IPv6 L— X TERINTVWD ISAKMP a7 7 A L& RLTWET,

Router# show crypto isakmp profile

ISAKMP PROFILE tom

Identities matched are:

ipv6-address 2001:0DB8:0:1::1/32
Certificate maps matched are:

Identity presented is: ipvé-address fgdn
keyring (s): <none>

trustpoint(s): <all>

show crypto isakmp sa a< > FOHAH
WOMDBNE, 7277 477 IPv6 T3 ZAD SA R LTWET, IPv4d T A RITIET 7T 4 7 TT,

Router# show crypto isakmp sa detail

Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH
Lifetime Cap.

IPv6 Crypto ISAKMP SA

dst: 3FFE:2002::A8BB:CCFF:FE01:2C02
src: 3FFE:2002::A8BB:CCFF:FE01:9002

conn-id: 1001 I-VRF: Status: ACTIVE Encr: des Hash: sha Auth:
psk
DH: 1 Lifetime: 23:45:00 Cap: D Engine-id:Conn-id = SW:1

dst: 3FFE:2002::A8BB:CCFF:FE01:2C02
src: 3FFE:2002::A8BB:CCFF:FE01:9002

conn-id: 1002 I-VRF: Status: ACTIVE Encr: des Hash: sha Auth:
psk
DH: 1 Lifetime: 23:45:01 Cap: D Engine-id:Conn-id = SW:2
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show ipv6 access-list 27> FOH Hi

WOFITIL, show ipvé access-list =~ FEZHAL T, IPv6 ACL RIEELSFEEENTWND Z & %
ABLTVWET,

Router> show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp reflect tcptraffic (8 matches) sequence 10
permit tcp any any eq telnet reflect tcptraffic (15 matches) sequence 20
permit udp any any reflect udptraffic sequence 30

IPv6 access list tcptraffic (reflexive) (per-user)
permit tcp host 2001:0DB8:1::32 eq bgp host 2001:0DB8:2::32 eq 11000 timeout 300 (time
left 243) sequence 1
permit tcp host 2001:0DB8:1::32 eqg telnet host 2001:0DB8:2::32 eg 11001 timeout 300
(time left 296) sequence 2

IPv6 access list outbound
evaluate udptraffic
evaluate tcptraffic

show ipv6 prefix-list 2 <> FOH A4l
Iz, detail ¥—7 — R&ZH$57E L 7= show ipvé prefix-list =~ > KO il %R L ET,

Router# show ipvé prefix-list detail

Prefix-list with the last deletion/insertion: bgp-in
ipvé prefix-list 6to4:
count: 1, range entries: 0, sequences: 5 - 5, refcount: 2
seq 5 permit 2001:0db8::/32 (hit count: 313, refcount: 1)
ipv6 prefix-list aggregate:
count: 2, range entries: 2, sequences: 5 - 10, refcount: 30
seq 5 deny 3FFE:C00::/24 ge 25 (hit count: 568, refcount: 1)
seq 10 permit ::/0 le 48 (hit count: 31310, refcount: 1)
ipvé prefix-list bgp-in:
count: 6, range entries: 3, sequences: 5 - 30, refcount: 31
seq 5 deny 5F00::/8 le 128 (hit count: 0, refcount: 1)
seq 10 deny ::/0 (hit count: 0, refcount: 1)
seq 15 deny ::/1 (hit count: 0, refcount: 1)
seq 20 deny ::/2 (hit count: 0, refcount: 1)
seq 25 deny ::/3 ge 4 (hit count: 0, refcount: 1)
seq 30 permit ::/0 le 128 (hit count: 240664, refcount: 0)

show ipv6 virtual-reassembly 2 <> FOH A5
KIZ, interface ¥ — 7 — K% 57 L 7= show ipv6 virtual-reassembly =~ > FOH 2R L ET,

Router# show ipvé virtual-reassembly interface el/1

Configuration Information:

Virtual Fragment Reassembly (VFR) is ENABLED...

Maximum number of datagram that can be reassembled at a time: 64
Maximum number of fragments per datagram: 8

Timeout value of a datagram: 3 seconds

Statistical Information:

Number of datagram being reassembled:12
Number of fragments being processed:48
Total number of datagram reassembled:6950
Total number of datagram failed: 9
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show logging a7 > FOHEAH
WOFITIE, show logging =~ > &ML T, listl LWHLARIOT 7 A U A NDEYIOIT (7 —
FrA10) IL—FHTruX s o N EERLET,

Router> show logging

00:00:36: $IPV6-6-ACCESSLOGP: list 1ist1l/10 permitted tcp 2001:0db8:1::1(11001)
(Ethernet0/0) -> 2001:0db8:1::2(179), 1 packet

clear ipv6 access-list A< > FOH Al

WOFITIL, show ipvé access-list =~ FEZHH LT, listl EWH£4RTOT 7 EA A MHDO—E
D—FH v HEFRRLET, clear ipv6 access-list 2~ KERITL T, listl L WIARTDOT 7 &R
VA NHO—FHI %%y s LET, showipv6 access-list 2~ > REHEFMH LT, —Hb v
ANy PERTZ EERLET,

Router> show ipv6é access-list listl

IPv6 access list listl
permit tcp any any log-input (6 matches) sequence 10
permit icmp any any echo-request log-input sequence 20
permit icmp any any echo-reply log-input sequence 30

Router# clear ipv6 access-list listl
Router# show ipv6 access-list listl
IPv6 access list listl
permit tcp any any log-input sequence 10

permit icmp any any echo-request log-input sequence 20
permit icmp any any echo-reply log-input sequence 30

IPV6 EXa1 )T A4~NDLST7490 24IL32EXU0T774
T A —ILDEZEDETEH

o [ :1Pv6 ACL OfEpkds LU (P.30)

o [ vty ~DOT 7 v ZDHIH] (P.32)

o [fl: TCP 721X UDP ~ v F v 7 0i%iE] (P.32)

e [#i : Cisco I0S Firewall for IPv6 ®z%¢7E ) (P.33)

e [f] : Cisco I0S Zone-Based Firewall for IPv6 ®Oz¢E | (P.33)

%I : IPv6 ACL DEmE &K UEH

o [# : Release 12.2(13)T F7=1% 12.0(23)S A IPv6 ACL OfERkE KON (P.30)
o Il 12.2(11)T. 12.0(22)S. F7=IZLETO Y U —2H D IPv6 ACL OfFERkds KON ) (P.31)

#l : Release 12.2(13)T %£7=1% 12.0(23)S F® IPv6 ACL DIERLE & USEA

Iz, Cisco I0S Release 12.2(13)T #FEIT L TV AL —F OBl EZRLET,
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#l : 12.2(11)T.

IPV6 EX2UTFA~DFSTA9Y T4 NEBLUVITFA79r—LOREOEES N

ZOfFITIX, OUTBOUND 3 XUV INBOUND & W9 4R 2 2D IPv6 ACL #3%E L., MWD ACL
EA—Y XY b A F =T A0 LOEEINT 7407 BB 74 v 7 ICHEMALET,
OUTBOUND U A FHOEH & 2 FZBDOFHFRI= h UL, v F7—2 2001:0DB8:0300:0201::/32 »>
HEE SN2 T _TD TCP ¥ X O User Datagram Protocol (UDP; =—¥ 5 —X 7' J A 7’ ha)
NTy NIRA =Y Ry A F =T 2 A R0 TITK ZEEZHALET, £/, = MV IE
REFLECTOUT & W5 ZRIO—E72 IPv6 UV 7127 7 ACLEZXELT, /1 —V Xy b A ¥ —
Z7xA A0 ETE)E GEE) TCPBEIOUDP Ny ha7 40X )7 LET, OUTBOUND U A
FORMIOESET L MUIE, v FU—7 £ec0:0:0:0201::/64 N HEESINIZT_RTOAr v b (KE1E
JEIPV6 7 FUADKRFID 64 € hE LTHA ha—h)L L7 47 X £ec0:0:0:0201 ZF>/37 v
F) BDA—Y Ry F A2 F =T 20N TITF L E2ERLET,

INBOUND VU % k@ evaluate =~ > KiZ, REFLECTOUT &\ 5 & RiD—W)2 IPv6 V 7 L7 v 7
ACLZA—Y Ry b A F—Tx24 A0 EOERE TCP BLOUDP N7y M LET,
OUTBOUND VU A M2 X »THA5 TCP £71X UDP X7 v M A —HY Ry b A v F—T A A0 LT
FFal & =%4. INBOUND U A ~Z REFLECTOUT VY A b &AL T, )7 (GFE) TCP BL W
UDP 7 > &G GHE) LET,

ipvé access-list OUTBOUND

permit tcp 2001:0DB8:0300:0201::/32 any reflect REFLECTOUT

permit udp 2001:0DB8:0300:0201::/32 any reflect REFLECTOUT
deny fec0:0:0:0201::/64 any

ipvé access-list INBOUND
evaluate REFLECTOUT

interface ethernet 0
ipvé traffic-filter OUTBOUND out
ipv6 traffic-filter INBOUND in

OUTBOUND % 721% INBOUND ACL Otk D= b U & LT permit any any XA & N TWVRNOD
T A—HPRy b A F =T xR0 ~DODHAYBFHFAIENDDIE, ACL IZHEINIZF= 2 Y
\Z—%3 25 TCP & UDP X7 v b, 8L ACL NOBFERM 2R 3F ] B2 —37 2 ICMP X7 v M2
12720 £ (ACL OKRREICH 2 BREY7 deny all £iFIE, A X —T =2 A XA LOMOTRTDONRT
b A TEEARLET),

ROFNE, Cisco I0S Release 12.2(13)T £72i% 12.0(23)S # FE(TT 5/ —F ETEITTEET,

WOFNE, HTTP 727 v A% B FOREEORRICHIR L, FFrREANOT 77 0 BT 4 kT 5 XD
W ELET,

time-range lunchtime
periodic weekdays 12:00 to 13:00

ipv6 access-list OUTBOUND

permit tcp any any eq www time-range lunchtime
deny tcp any any eq www log-input

permit tcp 2001:0DB8::/32 any

permit udp 2001:0DB8::/32 any

12.0(22)S. EH=(ZLFTIDOY ) —XFAD IPv6 ACL DR E & UEA

IZ, Cisco I0S Release 12.2(11)T, 12.0(22)S. EIEILLREIDO Y UV — R ZFEITT H/N— X TORZ R

LET,

ZOFEITIE, list2 WS ARTD IPv6 ACL ZFREL, TD ACL A A —HY Ry b A ¥ —T x4 20 Lk
DRIENT 74 v Z7ICHEALET, #i2, KUIO ACL = hUIE, v U —7 fec0:0:0:2::/64 (%

BILIPV6 7 KL ZADRAID 64 v hE LTHA hu—hL FL7 47 R fec0:0:0:2 o35 v 1)

"=
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DA—FFy P AL F =T Z0DLHTITL I EEESELET, 2FDDOACL = MV T, 0
MDOTRTDOIFT T4 I WA= R P A EZ—T 2 A0DOHTIH ZEZHFALET, 2FD
DT FUIE, % IPv6 ACL ORBICHEERAYZ: deny all RUERH D720, LBV ET,

ipv6 access-list list2 deny fec0:0:0:2::/64 any
ipv6 access-list 1list2 permit any any

interface ethernet 0
ipvé traffic-filter list2 out

[F Ua%EAS, Cisco I0S Release 12.2(13)T, 12.0(23)S. £ LEDOY V=R E2ETL TN DHL—H
THEASNTWEHEAE, TOREIEFIROEIICIPV6 77 A VA av 7 4 Fal—var =K
WCEMELET,

ipv6 access-list list2

deny ipv6 fec0:0:0:2::/64 any
permit ipvé6 any any

interface ethernet 0
ipvée traffic-filter 1list2 out

IPv6 i, 7 e— )L 207 4 Fa2l—2al =KL IPV6 T 7 EBRA VAN a7 4 Xal—vs
v E— FIZE# X2 permit any any 305 X (Y deny any any L C7' e b 2L ¥4 7L LCHENIC
REINET,

Bl : vty ~DT Y 2 RDEIE

WOFITIL, AR ARERR 0 ~ 4 IZHFEFET 28HFL. acll EWIHILARTO IPv6 77 R Y A MIESN
TIANZY T ENET,
ipvé access-list acll

permit ipv6 host 2001:0DB8:0:4::2/32 any
I

line vty 0 4
ipvé access-class acll in

Bl : TCP £1=IZ UDP T Y F U I DERTE

KOBTIE, AH OFTZHnb 5T, T XTOTCP VT 7 4 v 7 &AL TWVET,

IPv6 access list examplel
permit tcp any any

WOFITIE, AH ~» & —BIEET A7 TCP 7212 UDP @i 277l L CWE3, AH MFEE
LZRWTCP £721X UDP N7 7 4 v 7 Tk, vy F U 7I3FETINEREA,
IPv6 access list example?2

deny tcp host 2001::1 any log sequence 5

permit tcp any any auth sequence 10
permit udp any any auth sequence 20

WOFITIX, I~y X —ZEOTRTDOIPv6 bT 7 4 v 7 ZFFRILTWET,

IPv6 access list example3
permit ahp any any
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5l : Cisco I0S Firewall for IPv6 D&E

Z ® Cisco 10S Firewall £ EHITIE, A1 NIV R 74 AMEZBIOT U MRD U K 74 L FEREIC
AL, 77282 VRAFEZRMALTE I 74 v 7 2B L TVET, ZOREA T =X L0F, KEN
MeFrSh D, Bifrot v v a Y OBEDR ATy MCESWT, RENTLKD M T 74 v 7 ZdF /45
BT
enable
configure terminal

ipv6é unicast-routing

ipv6 inspect name ipv6 test icmp timeout 60

ipv6 inspect name ipv6 test tcp timeout 60

ipv6 inspect name ipvé6_test udp timeout 60

interface FastEthernet0/0
ipv6 address 3FFE:C000:0:7::/64 eui-64
ipv6 enable
ipvé traffic-filter INBOUND out
ipv6 inspect ipvé_test in

interface FastEthernet0/1
ipv6 address 3FFE:C000:1:7::/64 eui-64
ipv6 enable
ipvé traffic-filter OUTBOUND in

! This is used for 3745b connection to tftpboot server
interface FastEthernet4/0

ip address 192.168.17.33 255.255.255.0

duplex auto

speed 100

ip default-gateway 192.168.17.8
! end of tftpboot server config

! Access-lists to deny everything except for Neighbor Discovery ICMP messages
ipv6é access-list INBOUND

permit icmp any any nd-na

permit icmp any any nd-ns

deny ipv6 any any log

ipv6 access-1list OUTBOUND
permit icmp any any nd-na
permit icmp any any nd-ns
deny ipvé6 any any log

5] : Cisco I0S Zone-Based Firewall for IPv6 D%5E

Wi, = R=ADT 7 AT U —Ve A X =T NI L, L—FZ@ET5IPv6 T 7 4 v 7 D
HEEERATIHERLET,

parameter-map type inspect vé6-param-map
sessions maximum 10000

ipv6 routing-header-enforcement loose

|

!
class-map type inspect match-any v6-class
match protocol tcp

match protocol udp

match protocol icmp

match protocol ftp
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policy-map type inspect vé6-policy
class type inspect vé6-class

inspect

|

zone security zl

zone security z2

|

zone-pair security zp source zl destination z2
service-policy type inspect vé6-policy
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