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Dawy MEAZHELE L £,
* ip tcp adjust-mss 1452
* ip mtu 1492

FIROHE

enable
configure terminal

interface type number

ip mtu bytes

o o Wb =

end

ip tcp adjust-mss max-segment-size
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FIED

ARV FFERETI2Va Y E]:)

A¥971 enable

¥i#E EXEC £— K& A 32 —7 L2 LE T,
o TulTIMEFREINTESL, NATU—FREASLET,

B
Router> enable
AFv72 configure terminal Ja—) a7 4 FXFalb—rary ET—REEBELET,
Bl :
Router# configure terminal
AFy7 3 interface type number A EBE—T A A B TEHREL, A F—T A A 2
V74 FKal—vay ' RERKBLET,
B
Router (config) # interface ethernet0/1
AT97 4 ip tcp adjust-mss max-segment-size JL— & Zi@imd 5 TCP SYN X4 > k> MSS iz 3% L
F£9, max-segment-size 518ITI1X. MSS &/ A FEALT
B : BELET, HETE2MHEOHFEIZ 500 ~ 1460 T,
Router (config-if)# ip tcp adjust-mss 1452
AFY75 ip mtu bytes KA HE—T A RZBOTERFEND IP Ty FD
MTU # A X% A PR TRELET,
B
Router (config-if)# ip mtu 1492
27976 end Ja—sNpar7Z Fal—vary = RICEDET,
Bl :

Router (config-if) # end

TCP N TAH—T R INTG A—RDFEER

FIEDOHE

FIE D4

ATFvFT1

DUITOEETIE, REINT TCP N7 4 —< 2 A NRT A —Z DOFERFTIEIZONWTRLET,

1. show tcp [line-number] [tcb address]
2. show tcp brief [all | numeric]

3. debug ip tcp transactions

show tep [line-number] [teb address)

TCP #fiD AT —Z A% KR LET, SIBBLIOF—U—RNIRDOLBY TT,
o line-number : ({£3&) Telnet #f5i A T — &% A DHax T8 7,
e tcb : (fFE) ECN s D#E#: D Transmission Control Block (TCB; $z&HIH 7 v > 7).,
e address: ({EE) TCB 7 FL- 2 (16 ##0), A%, 0x0 ~ OXFFFFFFFF T3,

WIZ, ECN 23 FI I rTRE 22 Befpe |2 B - 2 3EMifE R & 16 #4T N L A THIRT 2 show tep teh 22 R
HOBIZ R L £,
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Router# show tcp tcb 0x62CD2BBS8

Connection state is LISTEN, I/O status: 1, unread input bytes: 0
Connection is ECN enabled

Local host: 10.10.10.1, Local port: 179

Foreign host: 10.10.10.2, Foreign port: 12000

Enqueued packets for retransmit: 0, input: O mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x4F31940) :

Timer Starts Wakeups Next
Retrans 0 0 0x0
TimeWait 0 0 0x0
AckHold 0 0 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 0 snduna: 0 sndnxt: 0 sndwnd: 0
irs: 0 rcvnxt: 0 rcvwnd: 4128 delrcvwnd: 0

SRTT: 0 ms, RTTO: 2000 ms, RTV: 2000 ms, KRTT: O ms
minRTT: 60000 ms, maxRTT: 0 ms, ACK hold: 200 ms
Flags: passive open, higher precedence, retransmission timeout

TCB is waiting for TCP Process (67)

Datagrams (max data segment is 516 bytes):

Rcvd: 6 (out of order: 0), with data: 0, total data bytes: 0

Sent: 0 (retransmit: 0, fastretransmit: 0), with data: 0, total data
bytes: 0

CiscolOS VI b7 £9a23 )T«

WL, Y7 o7 FY2T VT 4 A A—=IM5 show tep teb 2~ > ROHNH R L ET,
Router# show tcp tcb 0x1059C10

Connection state is ESTAB, I/O status: 0, unread input bytes: 0

Local host: 10.4.2.32, Local port: 23

Foreign host: 10.4.2.39, Foreign port: 11000
VRF table id is: 0

Current send queue size: 0 (max 65536)
Current receive queue size: 0 (max 32768) mis-ordered: 0 bytes

Event Timers (current time is OxB9ACBO) :

Timer Starts Wakeups Next (msec)

Retrans 6 0 0

SendWnd 0 0 0

TimeWait 0 0 0

AckHold 8 4 0

KeepAlive 11 0 7199992

PmtuAger 0 0 0

GiveUp 0 0 0

Throttle 0 0 0

irs: 1633857851 rcvnxt: 1633857890 rcvadv: 1633890620 rcvwnd: 32730
iss: 4231531315 snduna: 4231531392 sndnxt: 4231531392 sndwnd: 4052
sndmax: 4231531392 sndcwnd: 10220

SRTT: 84 ms, RTTO: 650 ms, RTV: 69 ms, KRTT: 0 ms
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minRTT: 0 ms, maxRTT: 200 ms, ACK hold: 200 ms

Keepalive time: 7200 sec, SYN wait time: 75 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE

State flags: none
Feature flags: Nagle

Request flags: none
Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460
Rcvd: 14 (out of order: 0), with data: 10, total data bytes: 38
Sent: 10 (retransmit: 0, fastretransmit: 0), with data: 5, total data bytes: 76

Header prediction hit rate: 72 %
Socket states: SS_ISCONNECTED, SS_PRIV

Read buffer flags: SB WAIT, SB SEL, SB DEL WAKEUP
Read notifications: 4

Write buffer flags: SB DEL WAKEUP
Write notifications: 0
Socket status: 0

show tcp brief [all | numeric]
EE) 7 R 2Z P BN TERLET,

TCP B D= RARA > MBI AR 2R R7 521X, show tep brief 2~ > NEfEH L ET,
F—U— FiFKRD LB Y TF, Domain Name System (DNS; KA A F—2h VAT L) KA MR
DT RLATTRTOLTY RRA 2 MIETDHIAT =X A2HKRTDHIZE, A7varoall ¥—U—
FEFEHALET, 2OF—U—FREBRELRNE XL, LISTEN A7 — DT 2 RKRA V MIFRREN
FtHA, IPEROT RLATTRTOZ Y RRA V MIBETAAT X A5 FRTHITE, 79
> ® numeric ¥—7V— F&EFEHLET,

Jb—# T ip domain-lookup =~ > KA A R —T /L{Z72 - T show tep brief =~ > RNFET I N2
Gy WARROIZH DN —Z RERITFEFICES 20 £9°, GBI EZ R T 5120, ip
domain-lookup =~ > K& 7 4 E—7MIZLET,

Wiz, =—2 Telnet T AT AZHHE LT 5 [H D show tep brief =~ > RTOHAHEZRLET,

Router# show tcp brief

TCB Local Address Foreign Address (state)
609789AC Router.cisco.com.23 cider.cisco.com.3733 ESTAB

WO TIE, numeric ¥—V—FEHEHL, [PFEXOT FLAETIP T 774 T 4 2FRLET,

Router# show tcp brief numeric

TCB Local Address Foreign Address (state)
6523A4FC 10.1.25.3.11000 10.1.25.3.23 ESTAB
65239A84 10.1.25.3.23 10.1.25.3.11000 ESTAB
653FCBBC *.1723 *.* LISTEN




| TCP &

AFvT 3

TcP e M

debug ip tcp transactions

REEZ b, HE, EEARZ Y FOXDICEER TCP NI V7 v a BT 2 ERRT 5121
debug ip tep transactions =~ FZfFEALEST, 20~ N, =%V 7 LAY EEIZHHE ’Eé
N5 TCP/IP Xy NI =2 TONRT 3 —< A LOMEEZT Ny 745 & SITHICARTT,

KIZ, debug ip tcp transactions =~ > RO 2R LET,

Router# debug ip tcp transactions

TCP: sending SYN, seqg 168108, ack 88655553

TCPO: Connection to 10.9.0.13:22530, advertising MSS 966
TCPO: state was LISTEN -> SYNRCVD [23 -> 10.9.0.13(22530)]
TCPO: state was SYNSENT -> SYNRCVD [23 -> 10.9.0.13(22530)]
TCPO: Connection to 10.9.0.13:22530, received MSS 956

TCPO: restart retransmission in 5996

TCPO: state was SYNRCVD -> ESTAB [23 -> 10.9.0.13(22530)]
TCP2: restart retransmission in 10689

TCP2: restart retransmission in 10641

TCP2: restart retransmission in 10633

TCP2: restart retransmission in 13384 -> 10.0.0.13(16151)]
TCPO: restart retransmission in 5996 [23 -> 10.0.0.13(16151)]

debug ip tep transactions =~ > N DORDITIZ, TCP @Y ANV E— NIIBIT L2 & &R L
TWET,

fast re-transmit - sndcwnd - 512, snd last - 33884268765

debug ip tep transactlons a<y FHAOROITIE, g hAN) E— FPICEEERINEEZE LD

L (117EH) &, BINEEZE L2 21TH) 2L TWVET,
TCPO:ignoring second congestion in same window sndcwn - 512, snd 1lst - 33884268765

TCPO:partial ACK received sndcwnd:338842495

TCP D% EH!

TCP ECN

2T, ROBREFTONTHHALET,

e [TCP ECN &% EDOfed : Bl (P.13)

o [TCP MSS #H#EDOE : ) (P.15)

o ITCPT7FV/ir—ary 7770k : ) (P17)
o MPEAXTOT RLAFEFR: ) (P.17)

REDHED : fI

WROFITIE, ECN REDHERTIEEZRLET,

Router# show running-config

Building configuration...

ip tcp ecn ! ECN is configured.
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WoOBITIE, fBESNER (m—hL RmA ) BT, TCP 2 ECN e E 9 D OMRGiEZ R L
iﬁ‘o

Router# show tcp tcb 123456A

!Local host

|

Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Connection is ECN Enabled

Local host: 10.1.25.31, Local port: 11002

Foreign host: 10.1.25.34, Foreign port: 23

WROFITIZ, 1 2O7 FLRZOWTHGERER RS ELHEERLTONET,
Router# show tcp brief

|

TCB Local address Foreign Address (state)
609789C Router.cisco.com.23 cider.cisco.com.3733 ESTAB

WOFITIZ, IP TCP ECN 78y VA X =7 M T 5 ika R LET,
Router# debug ip tcp ecn

TCP ECN debugging is on
I

Router# telnet 10.1.25.31

Trying 10.1.25.31 ...

|

01:43:19: 10.1.25.35:11000 <---> 10.1.25.31:23 out ECN-setup SYN
01:43:21: 10.1.25.35:11000 <---> 10.1.25.31:23 congestion window changes
01:43:21: cwnd from 1460 to 1460, ssthresh from 65535 to 2920

01:43:21: 10.1.25.35:11000 <---> 10.1.25.31:23 in non-ECN-setup SYN-ACK

TCP #%e7% ECN #5325 & 21X, ZNLIANZA A M. Echo Congestion Experience (ECE; —

o —iFEEREER) 1 L O Congestion Window Reduced (CWR; #E#E Y ¢ > FUEiAd) By RAi~y Z—
IZERE & T 5 ECN-setup SYN (synchronization) /X7 > % U E— hOiAIZ%EY £9°, ECE B
FOCWR By hERETDH L, ﬁ%@ LTI, BEFDO TCP AR ECN ®aTHDZ & U E—
F@Jﬂ'”ﬁm RLET, VE— bOSAIEL, ECN-setup SYN-ACK (#FBIEE) X7 v D EEEMHAA R
2k F9,

J:O)WJO) lout ECN-setup SYN] 171X, ECE & CWR By 3R E &N SYN X7 v bR Y E— D
CkfEanZ L&/ LET, lin non-ECN-setup SYN-ACK ] 17i%, VU E— b DSk ECN &
*%%um?"éﬁﬁu USEE LIpnollzd, 2Oy v a TIXTECN 2R CcE VW xR LET,

WOT Ry 7 E W5 O T ECN #EEN A X —7 L Th 5 Z L Z” LET, ECN-setup SYN
Wxf L, FFR O R 2 ECN-setup SYN-ACK 2 vtE— V%M L CRBOMBISE XK LE L,
ZOREOLUKOE v v a Tk, ECN 2 TE £,

Router# telnet 10.10.10.10

Trying 10.10.10.10 ... Open

Password required, but none set

|

1d20h: 10.1.25.34:11003 <---> 10.1.25.35:23 out ECN-setup SYN
1d20h: 10.1.25.34:11003 <---> 10.1.25.35:23 in ECN-setup SYN-ACK

Wi, RASPER SN TND Z & 2R T 2 HEEZRLET,

Router# show debugging

|

TCP:
TCP Packet debugging is on
TCP ECN debugging is on
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Router# telnet 10.1.25.234
I

Trying 10.1.25.234

|

00:02:48: 10.1.25.31:11001 <---> 10.1.25.234:23 out ECN-setup SYN

00:02:48: tcpO: O CLOSED 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:02:50: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:02:50: cwnd from 1460 to 1460, ssthresh from 65535 to 2920

00:02:50: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:02:54: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:02:54: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:02:54: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:03:02: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:02: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:02: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 ECE CWR SYN WIN 4128

00:03:18: 10.1.25.31:11001 <---> 10.1.25.234:23 SYN with ECN disabled

00:03:18: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:18: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:18: tcp0: O SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

00:03:20: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:20: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:20: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

00:03:24: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:24: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:24: tcpO: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

00:03:32: 10.1.25.31:11001 <---> 10.1.25.234:23 congestion window changes

00:03:32: cwnd from 1460 to 1460, ssthresh from 2920 to 2920

00:03:32: tcp0: R SYNSENT 10.1.25.234:11001 10.1.25.31:23 seq 1922220018
OPTS 4 SYN WIN 4128

!Connection timed out; remote host not responding

TCP MSS RAEDEE : HI

1 TCP MSS 520 RO PHl

JL—% A IL—% C
Ethernet0/0

& 5 =

10.0.1.1 255.255.255.0

Interface Ethernet 0/0
IP7FLZXR
192.168.1.1 255.255.255.0

e Ethernet2/0
- IP 7 KL X 10.0.1.2 255.255.255.0

TCP MSS 500
IL—4 B

170888

TCP DR EHI
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WROFITIE, A F =7 =2 ZAOMEEEZRE L THRT D HE2 LES, V=4 BT, v ¥—

T A AOFEEMEEHRELET,

Router_ B(config)# interface ethernet2/0
Router B(config-if)# ip tcp adjust-mss 500

JL—% A L—F CIZ Telnet THEfE L4, /L—& B TliE

Router A# telnet 192.168.1.1
Trying 192.168.1.1... Open

=2 CET Ny THNEERLET,

Router C# debug ip tcp transactions

Sep 5 18:42:46.247: TCPO: state was LISTEN -> SYNRCVD [2
Sep 5 18:42:46.247: TCP: tcb 32290C0 connection to 10.0.
500

Sep 5 18:42:46.247: TCP: sending SYN, seq 580539401, ack
Sep 5 18:42:46.247: TCPO: Connection to 10.0.1.1:38437,
Sep 5 18:42:46.251: TCPO: state was SYNRCVD -> ESTAB [23

JL—# B TREINIZEBYIZMSS 23 500 IZTHEINET,

MSS FHENRHREINTNET,

3 ->10.0.1.1(38437)]
1.1:38437, peer MSS 500,

6015751
advertising MSS 500
-> 10.0.1.1(38437)]

WOHNX., MSS fE% 1452 1 L7 PPPOE 7 947 FOREEZ R LET,

vpdn enable
no vpdn logging
|
vpdn-group 1
request-dialin
protocol pppoe
|
interface Ethernet0
ip address 192.168.100.1.255.255.255.0
ip tcp adjust-mss 1452
ip nat inside
|
interface ATMO
no ip address
no atm ilmi-keepalive
pvc 8/35
pppoe client dial-pool-number 1
|
dsl equipment-type CPE
dsl operating-mode GSHDSL symmetric annex B
dsl linerate AUTO
|
interface Dialerl
ip address negotiated
ip mtu 1492
ip nat outside
encapsulation ppp
dialer pool 1
dialer-group 1
ppp authentication pap callin
pPpp pap sent-username sohodyn password 7 141B1309000528
|
ip nat inside source list 101 Dialerl overload
ip route 0.0.0.0.0.0.0.0 Dialerl
access-list permit ip 192.168.100.0.0.0.0.255 any

MSS is
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WOHIIE, showtep A~ REFESTRRINTZT TV (RTF—F A, BIO®AE T av) R0

£,

Router# show tcp

Status Flags: passive open, active open, retransmission timeout

App closed

Option Flags: vrf id set
IP Precedence value: 6

SRTT: 273 ms, RTTO: 490 ms, RTV: 217 ms, KRTT: O ms
minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms

IP X THD7 FLAKRTK : #i

WOFITIX, numeric ¥—7Y— FEEH L, IPEROT RLAMETIP 77T 4 ET 2R RLET,

Router# show tcp brief numeric

TCB Local Address
6523A4FC 10.1.25.3.11000
65239A84 10.1.25.3.23
653FCBBC *.1723 *.* LISTEN

Foreign Address
10.1.25.3.23
10.1.25.3.11000

(state)
ESTAB
ESTAB




TCP OB |

N zotoszzs
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BHR%

IP7 RLwi oty — b 2REFEE

[Cisco 10S IP Addressing Services Configuration Guide]

P77V r—vary =R avwr R avwr R
X, avy FE—F, avy FEE, 7741 b
EL BRICET 2 EEEH, B XU

[Cisco 10S IP Application Services Command Referencel

PMTUD

[ Configuring IP Services]

TCP &%= U 7 1 #45E

[TCP Out-of-Order Packet Support for Cisco 10S Firewall and
Cisco I0S IPS]

[ Configuring TCP Intercept (Preventing Denial-of-Service
Attacks)]

TCP ~ v & — £,
75 ANR—ZD TCP ~ v & —F#Hi

[ Configuring Class-Based RTP and TCP Header Compression]
[ Configuring TCP Header Compression]

NNy a—T 47 TCP

[Internetwork Troubleshooting Handbook) @ TTroubleshooting
TCP/IP) D5y

&

e 24 kL
LW EZIEE SN REEE Y R— ST |[—

FHA, T2, BBFEOBRBKICHT DR — MIEFEIX

HYEEA,

MIB

MIB MIBY>%

CISCO-TCP-MIB

BN L7=7TF7 >y b7+ —24, CiscolOS VU —A, BLUOKREE v~
FDOMIB #E L TH¥ v a— KT B541E, kO URLIZHD
Cisco MIB Locator ZffH L £7,

http://www.cisco.com/go/mibs

RFC

RFC 24 ML

RFC 793 [ Transmission Control Protocol |
RFC 1191 [ Path MTU discovery)

RFC 1323

[TCP Extensions for High Performance|

B


http://www.cisco.com/en/US/docs/ios/qos/configuration/guide/config_cb_hdr_comp.html
http://www.cisco.com/en/US/docs/ios/qos/configuration/guide/config_tcp_hdr_comp.html
http://www.cisco.com/en/US/docs/ios/ipapp/command/reference/iap_book.html
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_ipserv.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_out_order_fwall.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_out_order_fwall.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_tcp_intercpt.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_tcp_intercpt.html
http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/index.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/tr1907.htm#xtocid49170
http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/tr1907.htm#xtocid49170
http://www.cisco.com/go/mibs
http://www.ietf.org/rfc/rfc0793.txt?number=793
http://www.ietf.org/rfc/rfc1191.txt?number=1191
http://www.ietf.org/rfc/rfc1323.txt?number=1323
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RFC 24 RV

RFC 2018 [TCP Selective Acknowledgment Options |

RFC 2581 [TCP Congestion Control ]

RFC 3168 [The Addition of Explicit Congestion Notification (ECN) to IP|
RFC 3782 [The NewReno Modification to TCP's Fast Recovery Algorithm)
RFC 4022

[Management Information Base for the Transmission Control
Protocol (TCP)]



http://www.ietf.org/rfc/rfc4022.txt?number=4022
http://www.ietf.org/rfc/rfc4022.txt?number=4022
http://www.ietf.org/rfc/rfc2018.txt?number=2018
http://www.ietf.org/rfc/rfc2581.txt?number=2581
http://www.ietf.org/rfc/rfc3168.txt?number=3168
http://www.ietf.org/rfc/rfc3782.txt?number=3782
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F£ 112, ZOFEIIEHSIN TV IOIHEELS LORKH 2R EFTR~OY 7 2R LET, ZORITIE,

Cisco 10S U U —% 12.2(1) AED U U — A CH¥A F 7= 3BT S MAe7 1T &5 LET,
ZZICEREORNT 7 u U —OEEDFEIZ W TIE, [Cisco IOS IP Application Services Features
Roadmap] F7-1% TFHRP Features Roadmap] #Z&H L T 7ZE0,

THEMAD CiscolOS Y7 b =7 VY —RZkoTiE, a2 FORIT—EFEHATEXRNEDRH Y
9, BEOa< RIZETZY U —2FRICHOVWTEL, a<r R T77 LA w=a2T7 VEBRL
TLTEEW,



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_rm.html
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