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clear ip sctp statistics. show ip sctp association list, show ip sctp association parameters. show ip sctp
association statistics, show ip sctp errors. show ip sctp instances. show ip sctp statistics
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clear sctp statistics, show sctp association, show sctp association list, show sctp association parameters.

show sctp association statistics, show sctp errors. show sctp instance, show sctp instances, show sctp
instances, show sctp statistics
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packet-drop 0x81 PACKET-DROP Fx 7,
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shutdown 0x07 SHUTDOWN F v 7,
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FlIEOBE
1. enable
2. configure terminal
3. ip sctp authenticate {chunk-type | chunk-number}
4. ip sctp asconf {authenticate check |auto}
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Router> enable

configure terminal

Bl :

Router# configure terminal

Jua—)L ar7 4 Fal—yary E— REHBLET,

ip sctp authenticate {chunk-type |
chunk-number}

%l :

Router (config)# ip sctp authenticate sack
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ip sctp asconf {authenticate check |auto}

#il

Router (config) # ip sctp asconf auto

(FB) V—FTIP 7 RLAOEF|ITN LT HEIIC
ASCONF F¥ > 7 %#XE+ 5L 512, £72. ASCONF
F v BEETDHENCT Y RARA » MR FEE VAR — b
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SCTP 7YYL I—23 ENTA—2 (T 3EHRODERT
SCTP 7Y v x—a v bRXT 2A—F | ZETHIHHRERRTIHICNE, KOa~vr REFERHLET,
N

(GF) HEHERAERTT D SCTP =~ Fid, &H%IT clear sctp statistics 2~ > NEFEIT LI RZITHELINLH N
WLUMNBRTEEH A, clear sctp statistics =~ > NIZ X > T, 7T SCTP #itfE#H (@D T Y
Yr—a YEFIZ A AL SRR L ORERICa LS REER) RS ET,

FIEDHE

show sctp association list

show sctp association parameters
show sctp association statistics
show sctp errors

show sctp instance

show sctp instances

N o g kDN =

show sctp statistics
FIED

ATw7 1 show sctp association list

show sctp association list =~ F&fEHT 5L, BED SCTP 7V v —a b A UV AZ U AR
T BEDOSCTP 7Y v =—va v OREE, BIOT Vv —vaviHEIN WD a—hri Xk
QY E—FOR—=FEZET FLABRFRRSNET, RIT, ML LIZREBICHLBEDT Vo — g
VE3ORFT LU ERLET, A VAZ U RABRHITFNRODRNRHEBY ENEADT Y v EZ—a v
E—DA v AF L AZBELTWET,

Router# show sctp association list
*** SCTP Association List ***x*

AssoclID:O0, Instance ID:0
Current state:ESTABLISHED
Local port:8989, Addrs:10.1.0.2 10.2.0.2
Remote port:8989, Addrs:10.6.0.4 10.5.0.4

AssocID:1, 1Instance ID:0
Current state:ESTABLISHED
Local port:8989, Addrs:10.1.0.2 10.2.0.2
Remote port:8990, Addrs:10.6.0.4 10.5.0.4

AssocID:2, Instance ID:0
Current state:ESTABLISHED
Local port:8989, Addrs:10.1.0.2 10.2.0.2
Remote port:8991, Addrs:10.6.0.4 10.5.0.4

AFw 7 2  show sctp association parameters

show sctp association parameters =~ > N2 il 95 &, SCTP 7V v =—v a vV OZEMEEZIET D
T, BRYICR M S B eI BT o MEHE R, BROR y U=V EEA I AR RS E
T FL MELET VYV —va ORI A—FELFERINET,
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TV E—Va VREES VL AlE, T V= a VBT REE, v — AL BX Y E— O
R—+rES LT RL A2 Y, show sctp association list =~ > N L RFEOERNFRENET, £/,

ATFvFT 3

BHEOTIA4A <) EERELERREINET,
WOHNENE, 7YY= a 0D IPSCTP 7 Vo —2 gy NI AXA—FERLET,

Router# show sctp association parameters 0
** SCTP Association Parameters **

AssocID: 0 Context: 0 InstanceID: 1

Assoc state: ESTABLISHED Uptime: 19:05:57.425
Local port: 8181

Local addresses: 10.1.0.3 10.2.0.3

Remote port: 8181

Primary dest addr: 10.5.0.4

Effective primary dest addr: 10.5.0.4
Destination addresses:

10.5.0.4: State: ACTIVE
Heartbeats: Enabled Timeout: 30000 ms
RTO/RTT/SRTT: 1000/16/38 ms TOS: 0 MTU: 1500
cwnd: 5364 ssthresh: 3000 outstand: 768
Num retrans: 0 Max retrans: 5 Num times failed: 0

10.6.0.4: State: ACTIVE
Heartbeats: Enabled Timeout: 30000 ms
RTO/RTT/SRTT: 1000/4/7 ms TOS: 0 MTU: 1500
cwnd: 3960 ssthresh: 3000 outstand: 0
Num retrans: 0 Max retrans: 5 Num times failed: 0

Local vertag: 9A245CD4 Remote vertag: 2A08D122

Num inbound streams: 10 outbound streams: 10

Max assoc retrans: 5 Max init retrans: 8

CumSack timeout: 200 ms Bundle timeout: 100 ms

Min RTO: 1000 ms Max RTO: 60000 ms

LocalRwnd: 18000 Low: 13455 RemoteRwnd: 15252 Low: 13161
Congest levels: 0 current level: 0 high mark: 325

show sctp association statistics

Zoa<wy REMERT D E, KHEZIC clear setp statistics =~ K% SCTP 7V v —3v 2 ix LT

EIT LD AT REIC A o T2 IF SR T NE R ENE T,
WOHAFNZ, SCTP 7 Vi =— a3y 0 DBRBEERERLET,

Router# show sctp association statistics 0
** SCTP Association Statistics **

AssocID/InstanceID: 0/1

Current State: ESTABLISHED

Control Chunks
Sent: 623874 Rcvd: 660227

Data Chunks Sent
Total: 14235644 Retransmitted: 60487
Ordered: 6369678 Unordered: 6371263
Avg bundled: 18 Total Bytes: 640603980

Data Chunks Rcvd
Total: 14496585 Discarded: 1755575
Ordered: 6369741 Unordered: 6371269
Avg bundled: 18 Total Bytes: 652346325
Out of Seqg TSN: 3069353
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ULP Dgrams
Sent: 12740941 Ready: 12740961 Rcvd: 12740941

show sctp errors

show sctp errors =~ > K& % & clear sctp statistics =~ > K T2 SCTP #aHE#aA 7 U
T ENERAN LR U T ENTHETRTOT Y Vo= a VHOTRTOT T —RNERENET,
TT—=RaX T INTWRNE XX, HAKEZEO LIRS ET, kO IHNIL, SCTP =7 —
NhdrEyarzrLET,

Router# show sctp errors
** SCTP Error Statistics **

Invalid verification tag:

iy

Communication Lost:
Destination Address Failed:
Unknown INIT params rcvd:
Invalid cookie signature:
Expired cookie:

Peer restarted:

N = BB O Wwoy o
()}

No Listening instance:

show sctp instance

show sctp instance =2~ > R&fEHAT 2L, 2~ RECTIHREENS ID OA VA X U AZONWTHE
RESNTVDOHERPEREINET, A VAX U RAFE S, m—AL F— b, BEOT KL RADFHRD

RRESNET, A AZ L ADIRBEIX. available £7213 deletion pending DT HINTY, A A
VADHIBRERNDHDIZHED LT, O U AX LV RZBERLINTNDET Y v o= a b b
B, A v AX AT deletion pending DIREEICEAIT L E T, 1 VA X U AZELICHIBRTE 20

D, ROVIHEEORBIIBITLET, ZOA U AX U ANDFIBT Vv —va idiksn, &
BOT Y= a PR T LEVRBT D LA VA Z U ARHIRSILET,

TI7HNVEDOEEBLOREA N —LFE Koty v a r THABINRRENET) 12, FET /v
TV a VRN TAEDIHEHENE T, ZOA VAZVRIZHENDRERT Vo —va UFEN
ETREN, BLEELTWIIEE T Vi z—va v DRy ay MRBRINET,

WOHEIIFIE, SCTP A v AX A0 DIFHREFZRLTNET, ZOFITEH, A AXRA0Tr—F
L AR— 1K 1000 ZfEHL, BIEOLZA, 3507 Vv —raryidbb 4,

Router# show sctp instance 0

Instance ID:0 Local port:1000 State:available
Local addrs:10.1.0.2 10.2.0.2
Default streams inbound:1 outbound:1
Current associations: (max allowed:200)
AssocID:0 State:ESTABLISHED Remote port:8989
Dest addrs:10.6.0.4 10.5.0.4
AssocID:1 State:ESTABLISHED Remote port:8990
Dest addrs:10.6.0.4 10.5.0.4
AssocID:2 State:ESTABLISHED Remote port:8991
Dest addrs:10.6.0.4 10.5.0.4

show sctp instances

show sctp instances 2~ RZHT DL, BIEREINTWVDEA YV AZ V ADENZENDONERNER
ENFEF, AV AFUAFG, B—HIL FA— b, BLOT FLADEFERBFRINE T, 12X
ZDIRREIX. available %721 deletion pending D\WFHTT, A LV AZ LV ADOHIBRERRZH DT
BMbod, 20OV AZ LV RAZBERLENTNWDET Y= a rBbdGae, A VAX VAT
deletion pending DIREEICBITLE T, A Vv AF U AZELICHIBRTE oWz, b D ITRBOIREE
WCBATLET, ZOA LV AZ LV ANDOFHERT Y vo—y 3 VERIESh, KREOT VY z— g VR
KTLEOVRET D EA U RAZ U ARHIBRENET,
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FI7FNVEIOEFEBLOREA N —LFFIL, HET /v —v a2+ 5-0ICHINE
T IDA VAR R SNDRRT Vo —a VEENRBETRIN, b LEEL TR T Vv
T—TaryDA Ty vay RRFRRINET,

show sctp instances =~ &2 AN T B L &1L, o< FEXOP T, instances Z 52 E£RHETH A 7
THMERHY £, COHBEEABETANILLS L35 &, B —I2 L > T show sctp instance
instance-id 2~ R THDH ERBRINET,

WO IENIE, H7RIPSCTP A v A X AR LET, ZOFTIL, 2 OOBEDA AKX ANT
T 4T THETT, ¥IDDA AKX A TR — b 8989, 2 FHITA—F 9191 - TC\WET, 1
AR AR 0L 3 DOBIEDT Vo —2aRNH 0 AV AX L ABIA 1 IITBEDT Vv
T—aliEb FEEA,

Router# show sctp instances
***% SCTP Instances ****

Instance ID:0 Local port:8989
Instance state:available
Local addrs:10.1.0.2 10.2.0.2
Default streams inbound:1 outbound:1
Current associations: (max allowed:6)
AssocID:0 State:ESTABLISHED Remote port:8989
Dest addrs:10.6.0.4 10.5.0.4
AssocID:1 State:ESTABLISHED Remote port:8990
Dest addrs:10.6.0.4 10.5.0.4
AssocID:2 State:ESTABLISHED Remote port:8991
Dest addrs:10.6.0.4 10.5.0.4

Instance ID:1 Local port:9191
Instance state:available

Local addrs:10.1.0.2 10.2.0.2

Default streams inbound:1 outbound:1

No current associations established for this instance.
Max allowed:6

show sctp statistics

show sctp statistics =~ > NZ{EfT 2 &, &K D clear sctp statistics =~ > RE/TRENLERE I N
T T SCTP HEHEFRAF /RSN ET, ZOBFRITIE, BUEMZ SN TN LT RTOT Y =z —
YarDEE, BIXOKTLET Y vo—va v OBENREENE T, BRINDIFFHERIL. Ex 0
TV = a Y ORREFRRONAETT, KIZ, SCTP FatlE Mo H Il zm LET,

Router# show sctp statistics

*** SCTP Overall Statistics ****

Total Chunks Sent: 2097
Total Chunks Rcvd: 2766
Data Chunks Rcvd In Seq: 538
Data Chunks Rcvd Out of Seqg: 0
Total Data Chunks Sent: 538
Total Data Chunks Rcvd: 538
Total Data Bytes Sent: 53800
Total Data Bytes Rcvd: 53800
Total Data Chunks Discarded: 0
Total Data Chunks Retrans: 0
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Total SCTP Dgrams Sent: 1561
Total SCTP Dgrams Rcvd: 2228
Total ULP Dgrams Sent: 538
Total ULP Dgrams Ready: 538
Total ULP Dgrams Rcvd: 538

SCTP 7VSI—23 ENTA—AD STV a—TFT1VT

FIRDOHE

T, SCTP 7 /v m— g v b RNIFGA—ED NG TN a—F 4V INCHEIRT NNy 7 aw
RIZOWTEB L £,

ET DL AT LATIE, N7 —< A, REE, V7T, BIOEEICET AT Ay S a<w 2 FR
BFITE, ZHBEDFAy Y av NFMEEDOT VT —3 g o ROERERT FLADBELF T L,

T ST VY vo—2a b OREMREEHRT 2 -OIEHTCEET,

NI =< A, B, VT T NAREEICONWTLUNDT RNy 7 a<w v RIZRKREDOH N EART S Z
ERBDHTED, TV a yOBELSIEEITARERHVET, ZN60avr Rk, 7 AR
BE, 737740 v 7 ENREFITHRNEZIZRBELTHERH LTSI,

GE)

SCTP 7w 7 a~> ROEL X, NI 7 4 v 7 BIERIFLETN, LELLICERIND A v

T—UNRT Vv a VB ERREITIENDLIOT, HEIEMAT LI, EREEMETD >
AFLATIHEHA LN TL FEWN, BIEF O 27 AT A EEERH 5 2~ RO T,

ZOFEREEMY K LERLFET,

SCTP 5 \y 7/ a<r R+ 5E, BIEDO SCTP 7V v — g U RTCICHT A IERNFR S
NFET, HEOT V> — a VICBETAILIITXERA,

debug ip sctp api
debug ip sctp congestion

debug ip sctp init

A O b=

debug ip sctp multihome
debug ip sctp performance
debug ip sctp revchunks
debug ip sctp rto

debug ip sctp segments
debug ip sctp segmentv

o © ©®© N o @

0. debug ip sctp signal

11. debug ip sctp state

12. debug ip sctp sndchunks
13. debug ip sctp timer

14. debug ip sctp warnings
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debug ip sctp api

debug ip sctp api =~ FEMHEH T2 &, TS TWHTTD SCTP Application Programming
Interface (APL; 77U —vay 7ul oI v A2 —TxA4R) UL EZDO/RT A—HRNEK
IRENET,

R

debugip sctp api 2~ NiX, REDO NTF 7 4w 7 EAR LT Vo —a VOBEELIEZ 9 gk
WD, bTT7 47 BREZVEIERO AT ATEMEDARNE I IZ LT ZEN,

Wiz, Zoa<ry KoY 7 vhzrLE9,

Router# debug ip sctp api

*Mar 1 00:31:14.211: SCTP: sctp_send: Assoc ID: 1

*Mar 1 00:31:14.211: SCTP: stream num: 10

*Mar 1 00:31:14.211: SCTP: bptr: 62EE332C, dptr: 4F7B598
*Mar 1 00:31:14.211: SCTP: datalen: 100

*Mar 1 00:31:14.211: SCTP: context: 1

*Mar 1 00:31:14.211: SCTP: lifetime: 0

*Mar 1 00:31:14.211: SCTP: unorder flag: FALSE
*Mar 1 00:31:14.211: SCTP: bundle flag: TRUE
*Mar 1 00:31:14.211: SCTP: sctp_send successful return
*Mar 1 00:31:14.211: SCTP: sctp_ receive: Assoc ID: 1

*Mar 1 00:31:14.215: SCTP: max data len: 100

debug ip sctp congestion

debug ip sctp congestion =~ FEHEHTH & FELT FLAZTEOEEY +  FU (cwnd) A,
B—ANBIRVE—FDOLY—_"—=T 4 Ky (wnd) NTF A =72 L BIEOERE/ T A —Z D
FEICRR T D S EIERANRY IRRRINET, T—4 T ¥ 7 DAY RV L OEERFICE
WNFREINET, BUED cwnd i, rwnd i, BL PV E— D rwnd fliZRLET, TOH, T—
BHEFEELIINY RV TELEE, FHRETERP oL EZIIRREINET, Ty 7 B8V E—F
V7 CHRIGE SNz & & ROAEAL MBS EIOY E— F rwnd EREFH SN ET,

FHRIT, FLOF ¥ 7 E2ZEFELTu—Phb rwnd A~ X—ZANED L7z & &<, Upper-Layer Protocol
(ULP; BAifg~7 v b =) 28 SCTP b7 —4 77 AEZ T . Fyv 7 MEishTa—hv
rwnd AN—RAZMRT D EEZICHRRFINES, KIS, Z0avwr POV 7V ZRLET,

Router# debug ip sctp congestion

SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc

Slow start 10.6.0.4, cwnd 3000

: Data chunks rcvd, local rwnd 7800

: Free chunks, local rwnd 9000

: Data chunks rcvd, local rwnd 8200

: Add Sack, local a_rwnd 8200

: Free chunks, local rwnd 9000

: Data chunks rcvd, local rwnd 7800

: Data chunks rcvd, local rwnd 7000

: Add Sack, local a rwnd 7000

: Free chunks, local rwnd 9000

: Bundle for 10.5.0.4, rem rwnd 14000, cwnd 19500, outstand O
: Bundled 12 chunks, remote rwnd 12800, outstand 1200

: Bundling data, next chunk datalen (100) > remaining mtu size
: Bundle for 10.5.0.4, rem rwnd 12800, cwnd 19500, outstand 1200
: Bundled 12 chunks, remote rwnd 11600, outstand 2400

O O O O O OO OO0 oo o o o

"
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SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:

Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc

O O O O O O OO OO OO0 O0OO0O0OO0OO0O0OOoOOoO0o oo oo oo

Bundling data, next chunk datalLen
Bundle for 10.5.0.4, rem rwnd 11600,
Bundled 12 chunks, remote rwnd 10400,
Bundling data, next chunk datalLen
Bundle for 10.5.0.4, rem rwnd 10400,
Bundled 4 chunks, remote rwnd 10000,
No additional chunks waiting.

Data chunks rcvd, local rwnd 7800
Data chunks rcvd, local rwnd 7000
Add Ssack, local a rwnd 7000
Chunk A22F3B45 ack'd, dest
Chunk A22F3B46 ack'd, dest
Chunk A22F3B47 ack'd, dest
Chunk A22F3B48 ack'd, dest
Chunk A22F3B49 ack'd, dest
Chunk A22F3B4A ack'd, dest
Chunk A22F3B4B ack'd, dest
Chunk A22F3B4C ack'd, dest
Chunk A22F3B4D ack'd, dest
Chunk A22F3B4E ack'd, dest
Chunk A22F3B4F ack'd, dest
Chunk A22F3B50 ack'd, dest
Chunk A22F3B51 ack'd, dest
Chunk A22F3B52 ack'd, dest
Chunk A22F3B53 ack'd, dest
Chunk A22F3B54 ack'd, dest
Chunk A22F3B55 ack'd, dest
Chunk A22F3B56 ack'd, dest

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

R T U T e

~

O O O O O OO OO OO oo oo o oo
L T T St S o e e e L T Y St St S o

~

[C2INC, B, G, N, R G, RGN C) R, NG RN R, G NG BN G BN B E)

debug ip sctp init

debug ip sctp init 2~ FEEHATH L, HLWT YL z—2 a L OgHLICEBRT 2T —% 77 08
LT OFDMOBERNERENE T, INIT, INIT ACK, COOKIE ECHO, ¥ X1 COOKIE ACK

F X I EELTRTOGILT ¥ v 7 BNERENET, 20Ty 7 a<wr RNiE, vy —7r v
AEBMRT AT ¥ 7 AR T AIZODIMHEHTEETN, 7Y vz —va BN rdb&, BHEInk
F—2 Fy I FERRENET AL, TORD, TV T — g UKL CHEMESLA LI R RIER H

53:

53:
53:
53:
53:
53:

53:
53:
53:

53:
53:
53:
53:
53:
53:
53:

53:
53:

5L EIT,
Router# debug
*Mar 1 00:
is 0

*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
9000

*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
18000

*Mar 1 00:
*Mar 1 00:
*Mar 1 00:

53:

(100)

(100)

> remaining mtu size
cwnd 19500, outstand 2400
outstand 3600

> remaining mtu size
cwnd 19500, outstand 3600
outstand 4000

3900
3800
3700
3600
3500
3400
3300
3200
3100
3000
2900
2800
2700
2600
2500
2400
2300
2200

outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding
outstanding

cNZ77 4y 7a—RNHE28ERPDV AT ATHEHALTHELETT,

ip sctp init

07.279: SCTP Test: Attempting to open assoc to remote port 8787...assoc ID
07.279: SCTP: Process Assoc Request

07.279: SCTP: Assoc 0: dest addr list:

07.279: SCTP: addr 10.5.0.4

07.279: SCTP: addr 10.6.0.4

07.279:

13.279: SCTP: Assoc 0: Send Init

13.279: SCTP: INIT_CHUNK, len 42

13.279: SCTP: Initiate Tag: B4A10C4D, Initial TSN: B4A10C4D, rwnd
13.279: SCTP: Streams Inbound: 13, Outbound: 13

13.279: SCTP: IP Addr: 10.1.0.2

13.279: SCTP: IP Addr: 10.2.0.2

13.279: SCTP: Supported addr types: 5

13.307: SCTP: Process Init

13.307: SCTP: INIT CHUNK, len 42

13.307: SCTP: Initiate Tag: 3C2D8327, Initial TSN: 3C2D8327, rwnd
13.307: SCTP: Streams Inbound: 13, Outbound: 13

13.307: SCTP: IP Addr: 10.5.0.4

13.307: SCTP: IP Addr: 10.6.0.4
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*Mar 1 00:53:13.307: SCTP: Supported addr types:
*Mar 1 00:53:13.307: SCTP: Assoc 0O: Send InitAck

*Mar 1 00:53:13.307: SCTP: INIT ACK CHUNK, len 124
*Mar 1 00:53:13.307: SCTP: Initiate Tag: B4A10C4D, Initial TSN: B4A10C4D, rwnd
9000

*Mar 1 00:53:13.307: SCTP: Streams Inbound: 13, Outbound: 13
*Mar 1 00:53:13.307: SCTP: Responder cookie len 88
*Mar 1 00:53:13.307: SCTP: IP Addr: 10.1.0.2

*Mar 1 00:53:13.307: SCTP: IP Addr: 10.2.0.2

*Mar 1 00:53:13.311: SCTP: Assoc 0O: Process Cookie

*Mar 1 00:53:13.311: SCTP: COOKIE ECHO CHUNK, len 88
*Mar 1 00:53:13.311: SCTP: Assoc 0: dest addr list:

*Mar 1 00:53:13.311: SCTP: addr 10.5.0.4
*Mar 1 00:53:13.311: SCTP: addr 10.6.0.4
*Mar 1 00:53:13.311:

*Mar 1 00:53:13.311: SCTP: Instance O dest addr list:

*Mar 1 00:53:13.311: SCTP: addr 10.5.0.4
*Mar 1 00:53:13.311: SCTP: addr 10.6.0.4
*Mar 1 00:53:13.311:

*Mar 1 00:53:13.311: SCTP: Assoc 0O: Send CookieAck

*Mar 1 00:53:13.311: SCTP: COOKIE_ACK_CHUNK

debug ip sctp multihome

debug ip sctp multihome =~ > REfFEHT L L vV FFH—A 7 RLRAORHAZERT LT —4 77 A
DOFRETLEIBENFZRINET, INIT Fv o7 OEEZERVLFE—2MEINTWEE X, 2oL F
DIPT RLARFA—=FNINIT Fr 7 IZEHENET, vy MT = ICWEPFHEEL TOR T,
ZL DG, T—H T TAETTARYORERT RLRAZREINETR, 747 T 2B eh ¥
U7 RVRACHEESNLDZELHY ET,

=

=

debug ip sctp multihome =~ > REMHAT 25 &L, EEBLOZEFELEZZNEThOT—X 7 F AT 1
DOF Ry JITNERSNET, BEF O AT A TIHEEICHEHA L T EEW,

Wiz, Zoa<ry KoY 7 vHhz R LET,

Router# debug ip sctp multihome

SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 1404

SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 476

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 28
SCTP: Assoc 0: Send Data to dest 10.5.0.4

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 1404
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 1404
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 1404
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 476
SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 28

SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 28

SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 1404

SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 1404

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 28
SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 1404

SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 476

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 28
SCTP: Assoc 0: Send Data to dest 10.5.0.4

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 1404
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 1404
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 1404
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 476
SCTP: Rcvd s=10.6.0.4 8787, d=10.2.0.2 8787, len 44

SCTP: Sent: Assoc 0: s=10.2.0.2 8787, d=10.6.0.4 8787, len 44
SCTP: Rcvd s=10.5.0.4 8787, d=10.1.0.2 8787, len 28




Stream Control Transmission Protocol |

SCTP ME&EAE

& A

SCTP: Rcvd s=10.5.0.4 8787, d=10.
SCTP: Rcvd s=10.5.0.4 8787, d=10.
SCTP: Rcvd s=10.5.0.4 8787, d=10.

1 8787, len 28
1
1
SCTP: Sent: Assoc 0: s=10.1.0.2 87
1
1

2

.2 8787, len 1404

2 8787, len 1404

, d=10.5.0.4 8787, len 28
.2 8787, len 1404

2 8787, len 476

SCTP: Rcvd s=10.5.0.4 8787, d=10.
SCTP: Rcvd s=10.5.0.4 8787, d=10.

debug ip sctp performance

debug ip sctp performance =~ F&ffif3 5L, Fx 7 LEZET—F 77450 1 BH-h OFLHE
NERENFET, WolzAA F—T /L EN% L, debugip sctp performance =~ > RiZ 10 BT LicZd
HRAEFRLET, EHEITREZICHIERAZ V7 ENTHrOORFETH Y . BEEZEIhTH
DT —HTTNET v 7 OBEN EREITIIR SN TOWRWARENR H D Z L ITER L T Z a0,

WOBFITIZ, "IN T =P A TRy TRA X =TSN L&, FFEITBENFT 7 0 v 7R
DERINTWET, 7L, TNO6OEEIFEMETIERNEZZ6NDHD T, cearipsctp 2~ K
DETINE L, PHIEEFTICHESNL, EMR NI 7 4 v 7 HBEZXBLTHNET,

Router# debug ip sctp performance

SCTP Sent: SCTP Dgrams 5, Chunks 28, Data Chunks 29, ULP Dgrams 29
SCTP Rcvd: SCTP Dgrams 7, Chunks 28, Data Chunks 29, ULP Dgrams 29
Chunks Discarded: 0, Retransmitted 0

SCTP Sent: SCTP Dgrams 6, Chunks 29, Data Chunks 30, ULP Dgrams 30
SCTP Rcvd: SCTP Dgrams 7, Chunks 29, Data Chunks 30, ULP Dgrams 30
Chunks Discarded: 0, Retransmitted 0

SCTP Sent: SCTP Dgrams 6, Chunks 29, Data Chunks 31, ULP Dgrams 31
SCTP Rcvd: SCTP Dgrams 7, Chunks 30, Data Chunks 31, ULP Dgrams 31
Chunks Discarded: 0, Retransmitted 0

SCTP Sent: SCTP Dgrams 6, Chunks 30, Data Chunks 31, ULP Dgrams 31
SCTP Rcvd: SCTP Dgrams 7, Chunks 31, Data Chunks 32, ULP Dgrams 31
Chunks Discarded: 0, Retransmitted 0

SCTP Sent: SCTP Dgrams 6, Chunks 31, Data Chunks 32, ULP Dgrams 32
SCTP Rcvd: SCTP Dgrams 7, Chunks 32, Data Chunks 32, ULP Dgrams 32
Chunks Discarded: 0, Retransmitted 0

Router# clear ip sctp statistics

SCTP Sent: SCTP Dgrams 30, Chunks 210, Data Chunks 199, ULP Dgrams 201
SCTP Rcvd: SCTP Dgrams 30, Chunks 208, Data Chunks 198, ULP Dgrams 198
Chunks Discarded: 0, Retransmitted 0

SCTP Sent: SCTP Dgrams 30, Chunks 210, Data Chunks 199, ULP Dgrams 200
SCTP Rcvd: SCTP Dgrams 30, Chunks 209, Data Chunks 199, ULP Dgrams 199
Chunks Discarded: 0, Retransmitted 0

SCTP Sent: SCTP Dgrams 30, Chunks 211, Data Chunks 200, ULP Dgrams 199
SCTP Rcvd: SCTP Dgrams 30, Chunks 209, Data Chunks 198, ULP Dgrams 198
Chunks Discarded: 0, Retransmitted 0

debug ip sctp rcvchunks

debug ip sctp revehunks 2 v > REEHT 2 L ZEINZTF ¥y 7 ICETAERNARRINES, £
NENOZEINETF XY Z7IZHT AN —LFG, V=T AFS, Ty /& Fyor 70
Transmission Sequence Number (TSN; 5k —7 U AEKF), BLOF ¥ I/ BH LWT—F 7 F A
DHDNEDWVIEBECHRR S NTZT — 4 77 LOEHZROPNRERRINET, 2~ R TIE,
TR T TENZDOF X I ZERIZER LTZONE S TRV, BLOBKLESGAIE, BELEA
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R =D =4 A HNE I, ULP ICEETELDMNE S mnFranEd, VE—h
WCIEEENTZ SACK WFERENET, HRISEENEZBF TSN, EEhs 777 A0 b0, BXW
T—=H 7T AN ULP IZZESNZIZ ERENET,

AFyFT 7T

debug ip sctp revehunks =~ > REFEH T L& ZELELENENDOT —F 7 J DIEEOT Ny
TITRAERENET, BEF O AT ATIHERICEHA LTI EI 0,

WOFITIER, BZ AL MEENTET—F T8, AR —AL0, O—HF LV ARKZFO0OD2ODF ¥V
TZEINTVET, BIIOF ¥ 7RI 1452 T, 2FBIX 1 A ST, BAOF ¥ o 7 iTH LW
TR T T LAOF ¥V THDHIEERLETH, 2FHOTF ¥ 7 13T TICHmK SNV BEET —
BTTED—ETHHILERLET, BUOTF v 7 #0FT2 L JBFEBY THmRET LT RN
7o, FFEEMETEERA, 2FBOTF v 7 2%ET5E, T— X7 7 AFIERFEBVICET LE
T 77V —v a3 r—4 77 0%%E L, MFOF ¥ 7 BRERZLIC (DFEV, 7T 7 A b
7L T) ZEEINZI EPHERIEEDTZDHIZ SACK IZRENET,

Router# debug ip sctp rcvchunks

SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc
SCTP: Assoc

: New chunk (0/0/1452/2C33D822) for new dgram (0)

: dgram (0) is in seqg

: Add Sack Chunk, CumTSN=2C33D822, numFrags=0

: New chunk (0/0/1/2C33D823) for existing dgram (0)
: dgram (0) is complete

: ApplRecv chunk 0/0/1452/2C33D822

: ApplRecv chunk 0/0/1/2C33D823

: Add Sack Chunk, CumTSN=2C33D823, numFrags=0

O O O O o o o o

debug ip sctp rto

debugipsctprto =~ > REfFHAT L L, 7—% Fx 7 OFERBPORIGED/ —FE— hDDIC,
FR(E (retrans) # A A7 U MEIZFATINICRENSR RINET,

debugipsctprto 2~ FEEHT L L, REOHNINERINDZ ENXHY T, BEFO T
LATEHEEICEHALTIE SN,

WOFITIE, EHTEL5ET FLRIT 1 DT T, Fy o2 HEEEESND 0N,
Retransmission Timeout (RTO; FEEZ A A7 U N) D 2 {52720 £,

Router# debug ip sctp rto

SCTP: Assoc 0: destaddr 10.5.0.4, retrans timeout on chunk 942BAC55
SCTP: Assoc 0: destaddr 10.5.0.4, rto backoff 2000 ms
SCTP: Assoc 0: destaddr 10.5.0.4, retrans timeout on chunk 942BACS55
SCTP: Assoc 0: destaddr 10.5.0.4, rto backoff 4000 ms
SCTP: Assoc 0: destaddr 10.5.0.4, retrans timeout on chunk 942BAC55
SCTP: Assoc 0: destaddr 10.5.0.4, rto backoff 8000 ms
SCTP: Assoc 0: destaddr 10.5.0.4, retrans timeout on chunk 942BAC55
SCTP: Assoc 0: destaddr 10.5.0.4, rto backoff 16000 ms
SCTP: Assoc 0: destaddr 10.5.0.4, retrans timeout on chunk 942BAC55
SCTP: Assoc 0: destaddr 10.5.0.4, rto backoff 32000 ms

debug ip sctp segments

debug ip sctp segments 1 /] T, EZESNETXNTCOT—F 7T hEZNEFNICEENDIF Y70
FTRINET, BT AN T AT a<wr Nk, MSBLUOHEMO 2 SOBXRHY £, 22T
S TE 7 A MIAIBENTEY, ENENOT ¥ 7 XA TOERPERPFBREINET,
FEHIE R TOH T2V T, debug ip sctp segmenty =~ RZHBM L T Z &0,

"o
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A

EE  debugip sctp segments 7~ 2 FTIL, BEXEINLENENLDE T AL MZOWTW DD )
FINERSNET, BEF O AT ATIHEEICHER LT Z &0,
WO, 7Y vm—va YBEELER, W D0DA—FE— FRREESN, VE—FDOTL KK
A MCEERRELTT Y vm—va URABREB Sl 2R LET,
Router# debug ip sctp segments
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 56
SCTP: INIT_CHUNK, Tag: 3C72A02A, TSN: 3C72A02A
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 56
SCTP: INIT CHUNK, Tag: 13E5AD6C, TSN: 13ES5AD6C
SCTP: Sent: Assoc NULL: s=10.1.0.2 8787, d=10.5.0.4 8787, len 136
SCTP: INIT ACK CHUNK, Tag: 3C72A02A, TSN: 3C72A02A
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 100
SCTP: COOKIE_ECHO_CHUNK, len 88
SCTP: Sent: Assoc NULL: s=10.1.0.2 8787, d=10.5.0.4 8787, len 16
SCTP: COOKIE ACK_CHUNK
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 52
SCTP: HEARTBEAT CHUNK
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 52
SCTP: HEARTBEAT_ CHUNK
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 52
SCTP: HEARTBEAT_ CHUNK
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 56
SCTP: INIT CHUNK, Tag: 4F2D8235, TSN: 4F2D8235
SCTP: Sent: Assoc NULL: s=10.1.0.2 8787, d=10.5.0.4 8787, len 136
SCTP: INIT_ACK CHUNK, Tag: 7DD7E424, TSN: 7DD7E424
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 100
SCTP: COOKIE ECHO CHUNK, len 88
SCTP: Sent: Assoc NULL: s=10.1.0.2 8787, d=10.5.0.4 8787, len 16
SCTP: COOKIE ACK CHUNK
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 144
SCTP: SACK_CHUNK, TSN ack: 7DD7E423, rwnd 18000, num frags 0O
SCTP: DATA_CHUNK, 4/0/100/4F2D8235
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 28
SCTP: SACK_CHUNK, TSN ack: 4F2D8235, rwnd 8900, num frags O
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 128
SCTP: DATA CHUNK, 4/0/100/7DD7E424
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 28
SCTP: SACK CHUNK, TSN ack: 7DD7E424, rwnd 17900, num frags 0
SCTP: Recv: Assoc 0: s=10.6.0.4 8787, d=10.2.0.2 8787, len 44
SCTP: HEARTBEAT_ CHUNK
SCTP: Sent: Assoc 0: s=10.2.0.2 8787, d=10.6.0.4 8787, len 44
SCTP: HEARTBEAT ACK_CHUNK
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 128
SCTP: DATA CHUNK, 7/0/100/4F2D8236
SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 144
SCTP: SACK_CHUNK, TSN ack: 4F2D8236, rwnd 9000, num frags O
SCTP: DATA CHUNK, 7/0/100/7DD7E425
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 28
SCTP: SACK_CHUNK, TSN ack: 7DD7E424, rwnd 18000, num frags 0
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 28
SCTP: SACK_CHUNK, TSN ack: 7DD7E425, rwnd 17900, num frags 0
SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 128
SCTP: DATA CHUNK, 4/1/100/4F2D8237

AFv7 9 debugip sctp segmenty
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debug ip sctp segmentv 2~ > R CliL, EZFEINTEZNENDOET A MZONWTWL DD HIIT

- -
— —

AR SNET,

MEFEE X TR A MR AIENTRBY . FNEFENDOT ¥ 7 XA T D

MEHRBERRSNET (HHEXNTOHIINT OV TIE, debug ip sctp segments =~ REZZH L T

&),

=

2T7Fv7F 10

debug ip sctp segmentv =< > R Tk, EZEINLEENENDOE T AL MIOWTEEOHIIITH

AR ENET, BIETOV AT ATIHEEICHEHL T ZEW,

WO L, 7Y vm—ya PSR, W OMhDNn— bk E— RRIEE
A2 MIEERFELTT Y Yo —3a ryAlFESSn=HE2 R~ LET,

Router# debug ip sctp segmentv

S, VE—bhDOT U RR

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 56, ver tag O

SCTP: INIT CHUNK, len 42

SCTP: Initiate Tag: B131ED6A, Initial TSN: B131ED6A, rwnd 9000

SCTP: Streams Inbound: 13, Outbound: 13

SCTP: IP Addr: 10.1.0.2

SCTP: IP Addr: 10.2.0.2

SCTP: Supported addr types: 5

SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 56, ver tag O

SCTP: INIT CHUNK, len 42

SCTP: Initiate Tag: 5516B2F3, Initial TSN: 5516B2F3, rwnd 18000

SCTP: Streams Inbound: 13, Outbound: 13

SCTP: IP Addr: 10.5.0.4

SCTP: IP Addr: 10.6.0.4

SCTP: Supported addr types: 5

SCTP: Sent: Assoc NULL: s=10.1.0.2 8787, d=10.5.0.4 8787, len 136, ver tag 5516B2F3
SCTP: INIT ACK CHUNK, len 124

SCTP: Initiate Tag: B131ED6A, Initial TSN: B131ED6A, rwnd 9000

SCTP: Streams Inbound: 13, Outbound: 13

SCTP: Responder cookie len 88

SCTP: IP Addr: 10.1.0.2

SCTP: IP Addr: 10.2.0.2

SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 100, ver tag B131ED6A
SCTP: COOKIE ECHO CHUNK, len 88

SCTP: Sent: Assoc NULL: s=10.1.0.2 8787, d=10.5.0.4 8787, len 16, ver tag 5516B2F3
SCTP: COOKIE_ACK_ CHUNK

SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 144, ver tag B131ED6A
SCTP: SACK_CHUNK, len 16

SCTP: TSN ack: (0xB131ED69)

SCTP: Rcv win credit: 18000

SCTP: Num frags: 0

SCTP: DATA CHUNK, flags 3, chunkLen 116

SCTP: DATA CHUNK, 0/0/100/5516B2F3

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 28, ver tag 5516B2F3
SCTP: SACK_CHUNK, len 16

SCTP: TSN ack: (0x5516B2F3)

SCTP: Rcv win credit: 8900

SCTP: Num frags: O

SCTP: Sent: Assoc 0: s=10.1.0.2 8787, d=10.5.0.4 8787, len 128, ver tag 5516B2F3
SCTP: DATA CHUNK, flags 3, chunkLen 116

SCTP: DATA_ CHUNK, 0/0/100/B131ED6A

SCTP: Recv: Assoc 0: s=10.6.0.4 8787, d=10.2.0.2 8787, len 44, ver tag BL131ED6A
SCTP: HEARTBEAT CHUNK

SCTP: Sent: Assoc 0: s=10.2.0.2 8787, d=10.6.0.4 8787, len 44, ver tag 5516B2F3
SCTP: HEARTBEAT ACK CHUNK

SCTP: Recv: Assoc 0: s=10.5.0.4 8787, d=10.1.0.2 8787, len 28, ver tag B131ED6A
SCTP: SACK_CHUNK, len 16

debug ip sctp signal

"
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debug ip sctp signal =2~ > FE2EHT DL, 77V r— 9 o FE 721X ULP IZMITFIZ SCTP 22 H#EE S
Ny 7 FABRERENET, ZhbDY 7 FniE, ULPICT Vv o—3 3 OREBEBSLCEE LT
FLAZ@ELET, TOIEN, FHOZET - PFHTEIC R > & ULP IZEESND V7
W%%Diﬁﬁ FAEMENMENEZD, UTFOHABI TR L TWHWERA, BIEOT Yo —3 3 )

ELTWDIEHEAIE, ZOTF NNy 7 avr e TE £, REEBLIMNCET 2 HAITAER SR
ﬁWtw\E¢¢®VX?ATﬁﬁLT%§éT?Otﬁb\VX?AT%ﬁéﬂé7VVI~V5V
Hexy NU—7 OREWITEGFT 52D T, EELTHEHAL T EEW,

debug ip sctp state

debug ip sctp state =~ > Kit, %< D4, debugip sctp signal 2~ > FEREHIHBH I ET, 2o
Dawy ReE—#IERTLE, 7Yy —va VOREEICOVTEMICHR TE £,

WORTIE, FrLWT Vo —a yRERINWELSNET, RIZ, ET7BT VY vrm—TarEHild
L, TYvZ—TarBNRBL, BRI SN TWAZ L E2F#LET, o—ALETIE, BEOTF v
VI DOBFEENRI L WEERRBEEBELATRITLEYE LD, TV vm—va U BRRRLES
LERLET, TORER, 7V vz—Ta it @BEORAOLD) KL, KTLET, ULP 22 H
TYVZ—arEHORITT Lo EREN, ZORBIFEH LET, VE—F ETLLDT ¥ v
MEDUZEIZLD, Ba—HV E7IE vy v MU URERISEEGEREBIZBITLT, 7YY —va
VORTNEORICHEET, B, BTV o—va UREITERETI L ET,

Router# debug ip sctp signal
Router# debug ip sctp state

<new assoc attempt>

00:20:08: SCTP: Assoc
00:20:15: SCTP: Assoc
00:20:15: SCTP: Assoc
00:21:03: SCTP: Assoc
00:21:03: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
<new assoc attempt>

00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
<new assoc attempt>

00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc
00:21:04: SCTP: Assoc

state CLOSED -> COOKIE WAIT
state COOKIE WAIT -> ESTABLISHED
Sent ASSOC UP signal for CONFIGD ASSOC
Restart rcvd from peer
Sent ASSOC_RESTART signal
chunk 62EA7F40 retransmitted more than max times, failing assoc
Sent ASSOC FAILED signal, reason: SCTP_COMM LOST
Sent ASSOC_TERMINATE signal
state ESTABLISHED -> CLOSED

O O O O O o o o o

state CLOSED -> COOKIE WAIT

state COOKIE WAIT -> COOKIE ECHOED
state COOKIE ECHOED -> ESTABLISHED
Sent ASSOC _UP signal for CONFIGD ASSOC
Sent TERMINATE PENDING signal

state ESTABLISHED -> SHUTDOWN ACKSENT
Sent ASSOC_TERMINATE signal

state SHUTDOWN ACKSENT -> CLOSED

O O O O O O o o

state CLOSED -> COOKIE WAIT

state COOKIE WAIT -> COOKIE ECHOED
state COOKIE ECHOED -> ESTABLISHED
Sent ASSOC _UP signal for CONFIGD ASSOC

o O O O

debug ip sctp sndchunks

debug ip sctp sndchunks =~ > REfEH55 L, VE—FD SCTP ETICEEINLE TR TOFT v 7
(ZOWTRD L O RIFERBFITRSNET,

o T—HNVDSCTP ETNHDT 7 r— 3 kg E:R

e UE—DFETIENY MVBLUEEINLEZT ¥ 7

e EWIEZEBELEFY Y Z7%7T, UE—F T2 5H D SACK WLHH
e WREEMITIIv—Z ENTFr Y
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debug ip sctp sndchunks =~ > RiX, 222V D NF 7 4 v 7 RENH H5GA .

KIEDF— 5 % %

LET, BT D27 A TIHEEIHEA LTS ZE 0,

Router# debug

SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:
SCTP:

Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc
Assoc

O O O O O O O O O OO OO OO OO0 OO0 OO0 O0O OO0 OO0 O0O0O0O0OO0OO0OO0OO0OO0OO0OO0OO0O0O0OO0O0OOO0OOOOOoOOoOoOoO oo o

ip sctp sndchunks

ApplSend, chunk: 0/10412/100/A23134F8 to 10.5.0.4
ApplSend, chunk: 5/10443/100/A23134F9 to 10.5.0.4
ApplSend, chunk: 5/10448/100/A231355C to 10.5.0.4

Set oldest chunk for dest 10.5.0.4 to
Bundling data,
Bundling data,
Bundling data,
Bundling data,
Bundling data,

Process Sack
Reset oldest
Process Sack
Reset oldest
Process Sack
Reset oldest
Process Sack
Reset oldest

TSN A23134F8
0/10412/100/A23134F8, outstanding 100
5/10443/100/A23134F9, outstanding 200
4/10545/100/A23134FA, outstanding 300
added 10/10371/100/A23134FB, outstanding 400
added 11/10382/100/A23134FC, outstanding 500
Chunk, CumTSN=A231350F, numFrags=0

chunk on addr 10.5.0.4 to A2313510

Chunk, CumTSN=A2313527, numFrags=0

chunk on addr 10.5.0.4 to A2313528

Chunk, CumTSN=A231353F, numFrags=0

chunk on addr 10.5.0.4 to A2313540

Chunk, CumTSN=A2313557, numFrags=0

chunk on addr 10.5.0.4 to A2313558

added
added
added

ApplSend, chunk: 10/10385/100/A23135BE to 10.5.0.4
ApplSend, chunk: 8/10230/100/A23135BF to 10.5.0.4
ApplSend, chunk: 5/10459/100/A23135C0 to 10.5.0.4
ApplSend, chunk: 4/10558/100/A23135C1 to 10.5.0.4

Set oldest chunk
Bundling data,
Bundling data,

Process Sack
Reset oldest
Process Sack
Reset oldest
Process Sack
ApplSend,
ApplSend,
ApplSend,

chunk:
chunk:
chunk:

for dest 10.5.0.4 to TSN A231355D

added 5/10449/100/A231355D, outstanding 100
added 3/10490/100/A231355E, outstanding 200
Chunk, CumTSN=A23135A4, numFrags=0

chunk on addr 10.5.0.4 to A23135A5

Chunk, CumTSN=A23135BC, numFrags=0

chunk on addr 10.5.0.4 to A23135BD

Chunk, CumTSN=A23135Cl, numFrags=0
5/10460/100/A23135C2 to 10.5.0.4
5/10461/100/A23135C3 to 10.5.0.4
11/10403/100/A2313626 to 10.5.0.4

Set oldest chunk for dest 10.5.0.4 to TSN A23135C2

Bundling data,
Bundling data,
Bundling data,
Bundling data,
Bundling data,
Bundled 12 chunk(s)
Bundling data,
Bundling data,
Bundling data,
Bundling data,
Bundling data,
Bundled 5 chunk(s)

A23135C2
A23135C3
A23135C4
A23135C5
A23135C6
A23135C7
A23135C8
A23135CH9
A23135CA
Bundled 6 chunk(s)

Mark
Mark
Mark
Mark
Mark
Mark
Mark
Mark
Mark

chunk
chunk
chunk
chunk
chunk
chunk
chunk
chunk
chunk

added
added
added
added
added

100
200
300
400
500

5/10460/100/A23135C2,
5/10461/100/A23135C3,
5/10462/100/A23135C4,
4/10559/100/A23135C5, outstanding
4/10560/100/A23135C6, outstanding
in next dgram to 10.5.0.4
added 1/10418/100/A2313622, outstanding
added 3/10502/100/A2313623, outstanding
added 7/10482/100/A2313624, outstanding 9900
added 3/10503/100/A2313625, outstanding 10000
added 11/10403/100/A2313626, outstanding 10100
in next dgram to 10.5.0.4
for
for

outstanding
outstanding
outstanding

9700
9800

retrans
retrans
for retrans
for

for

retrans
retrans
for retrans
for

for

retrans
retrans
for retrans
in next dgram to 10.6.0.4

Mark chunk A23135C2 for retrans
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SCTP: Assoc 0: Mark chunk A23135C3 for retrans
SCTP: Assoc 0: Mark chunk A23135C4 for retrans

debug ip sctp timer

debug ip sctp timer =~ > R, T XTOMLMH, EILBLIO MY H—S#7 SCTP # A = —IZDWVTD
HMERTLET, £< D SCTP ¥ 1 ~v—i&, B L7%ZIC, HIRONEL TS ECHER LEE
oo TNHDEZA~—TIE, ZA~—%BRATDRIOFOH LA LT, K< R L TIZZ A

< —PHRYINIZ 2 B MEIET A ETIEME LEFA, & 2E, BYOFT v 7 BREFEShiz L &,
HEEHAA~—FHB LETH, TNIHLS T 7 TRUHET 2R H 5 L ik, HOBBTLZ &
H 0 EHA,

IE

27y 14

debug ip sctp timer =~ > NIV OEOH N EZ AR L ET, BHEH O A7 A TIHEEISEHL
TLTEEY,

LR O, debugip sctp timer =~ KL DO RLET,

Router# debug ip sctp timer

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

SCTP: Assoc 0: Timer BUNDLE triggered

SCTP: Assoc 0: Starting RETRANS timer for destaddr 10.5.0.4
SCTP: Assoc 0: Starting RETRANS timer for destaddr 10.5.0.4
SCTP: Timer already started, not restarting

SCTP: Assoc 0: Starting RETRANS timer for destaddr 10.5.0.4
SCTP: Timer already started, not restarting

SCTP: Assoc 0: Starting RETRANS timer for destaddr 10.5.0.4
SCTP: Timer already started, not restarting

SCTP: Assoc 0: Stopping RETRANS timer for destaddr 10.5.0.4
SCTP: Assoc 0: Starting RETRANS timer for destaddr 10.
SCTP: Assoc 0: Stopping RETRANS timer for destaddr 10.5.0.4
SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

SCTP: Assoc 0: Stopping CUMSACK timer

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Assoc 0: Starting CUMSACK timer

SCTP: Timer already started, not restarting

w
o
i

debug ip sctp warnings

debug ip sctp warnings =~ > RiX, WH OREICB I DHEREZEZTRLET, ZHDOREX, Ko
M BERFELETH, BEEZRTHEGLRERVEEG SV ET, UNE, BEL LTI I7RES
NieA Xy RRRREDOHITT,

Router# debug ip sctp warnings

SCTP: Assoc 0: No cookie in InitAck, discarding

SCTP: Assoc 0: Incoming INIT ACK: inbound streams reqd 15, allowed 13

SCTP: Assoc 0: Incoming INIT ACK request: outbound streams req'd 13, allowed 1
SCTP: Assoc 0: Remote verification tag in init ack is zero, discarding
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SCTP: Remote verification tag in init is zero, discarding

SCTP: Assoc 0: Rwnd less than min allowed (1500) in incoming INITACK, rcvd 0
SCTP: Assoc 0: Rwnd less than min allowed (1500) in incoming INITACK, rcvd 1499
SCTP: Rwnd in INIT too small (0), discarding

SCTP: Rwnd in INIT too small (1499), discarding

SCTP: Unknown INIT param 16537 (0x4099), length 8

SCTP: Assoc 0: Unknown INITACK param 153 (0x99), length 8

SCTP: Assoc 0: No cookie in InitAck, discarding

SCTP: Assoc 0: No cookie in InitAck, discarding

SCTP: Processing INIT, invalid param len 0, discarding...

SCTP: Assoc 0: Processing INITACK, invalid param len 0, discarding...

SCTP DE&REH!
TR, ROBERIZHOWTHB L ET,
o [SCTP /X T A =X DiEF : Bl (P.21)

SCTP BEE/\NT A — 2 DEE : i

ITOBTIX, 7947 MCREEZERT S SCTP 7 —% Fy 72 EHEL, »—ZTIPT7 KL A
DOEFIZE L THEMIC ASCONF Fv > 7 #5535 X 512 SCTP 28% ¥+ 5 a2 r L ¥ T,

configure terminal
ip sctp authenticate data
ip sctp asconf auto

ZDDSEEH

Z ZClE, SCTP ¥4rEIC BT A BhEEEHI DWW TR L £ 9,
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N zotoszzs

nE

SCTP X+ 2577V r—va v

e [ PRI Backhaul Using the Stream Control Transmission Protocol
and the ISDN Q.921 User Adaptation Layer]

e [Netflow Reliable Export with SCTP]

SCTP =2~ R :a~v FEX, a2 RE—F, =
<~V RERE, 7740 FEE, FHICETIEESE
IH, BIXOW

[Cisco 10S IP Application Services Command Referencel

&

e 24 ML
ZOBRENY R — T2 LW EZIIEFE SN

HEIIH D THA, Tz, ZOERIZK D2BEFEHRED

PAR— MIEEILH Y FH A,

MIB

MIB MIB Y >4

ZOBREN T AR — T BH L MIB i3H 0 £H A,
F72 2 OMEEIC L SEEFE MIB O% R — MIEFEILH
DEHFA,

BIRLETT7 v 74 —4, CiscolOS UV U —A, BIOWEREYR v
FDO MIB B LTHF Y ro— R 5841%, koD URL IZH 5
Cisco MIB Locator ZfH L £9°,

http://www.cisco.com/go/mibs

RFC

RFC

24 IV

RFC 2960
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http://www.cisco.com/en/US/docs/ios/12_2t/12_2t11/feature/guide/ft_0546.html
http://www.cisco.com/en/US/docs/ios/12_2t/12_2t11/feature/guide/ft_0546.html
http://www.cisco.com/en/US/docs/ios/netflow/configuration/guide/nflow_export_sctp.html
http://www.cisco.com/en/US/docs/ios/ipapp/command/reference/iap_book.html
http://www.cisco.com/go/mibs
http://www.ietf.org/rfc/rfc2960.txt?number=2960
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