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5. no ip unreachables
6. no ip redirects

7. no ip mask-reply
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A¥971 enable

Bl :

ATy72

A597 3

ATy7 4

A5y7 5

A797 6

ySOVA

Router> enable

¥i#E EXEC ®— K& A 2 —7 L2 LE T,
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configure terminal
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Router# configure terminal
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Router (config) # no ip source-route
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EEET A E—TMIZLET, ZOaw NI, T4
R CA R —T N5 THVET,

no ip mask-reply

B :

Router (config-if)# no ip mask-reply

ICMP w27 JEEA v —VDEEEAT 4 E—T VT LE
‘d—o

ICMP Unreachable Rate Limiting User Feedback D& 5E

DR AT, BIERRESEIE AT v POMEIERET XTI VT L, BERERLA v -V OMEE
BETDHEDIZETLET, ZOXRAITHEH, Xy b v (LEWHE) &, ary—i~dnu
T A= NI A—THHBLHRELET, ZOXRA7F, LEWVHEEZRELEZRICHLL

n XS ERGETAHEAICERTT,
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FIEDOHE

enable

configure terminal

exit

o e A~ Wb =

FIEDEH#

AFy71

ATy72

27973

ATy7 4

IPH—ExnEesz A

clear ip icmp rate-limit [interface-type interface-number|

ip icmp rate-limit unreachable [df] [ms] [log [packets] [interval-ms]]

show ip icmp rate-limit [interface-type interface-number)

ARV RFERRT7IVaY

E]:)

enable

Bl :

Router> enable

¥i#e EXEC ®— K& A 32 —7 L2 LE T,
o TulrTIMEREINESL, XATU—FEANLET,

clear ip icmp rate-limit [interface-type
interface-number]

%l :

Router# clear ip icmp rate-limit ethernet 2/3

BRESNETRATOA v F—T oA AT H, BED
ICMP EERREREHERZ T ~T7 VT LET, A7 =
> @ interface-type Bl & interface-number 515 % # 3
BHEL1ODA U H—T oA AET BHEEHERDO DY
U7 EnEY,

configure terminal

#il

Router# configure terminal

ra—nN) ar7 4 X¥al—ay B— REBEBLET,

ip icmp rate-limit unreachable
[packets] [interval-ms]]

[df] [ms] [log

B
Router (config) # ip icmp rate-limit unreachable
df log 1100 12000

A =V ERIZOWT, ICMP BIERGESEIEA vE—
DL —hffEE, =TF7— A=Y DO LIVELIE
FELET, T 74 bTIE, 0.5 ORI 2 DLl LB
REEA v E—UREEENRVEIICLET,
SlEBLOF—U— ko LB TT,

o df: (&) ICMP ~» % —{Z [Don't Fragment|
(DF) By FRBREINTWBLE, T—HTT7LD7
FITAT—varidfTbhE®hi, df $—U— K%
BELRWE, ZOMOTXTOH A FO5MERIER
HEA Y E—UNEEINET,

o ms: (EE) BlIEARREA v EB—UBNEMRINDEIR,
BHh&EPHIL 1 ~ 4294967295 T,

e log: (FE) =9 — Avt—YDU R, BiERE
BiIko LB TT,
— packets : ({EE) v 7ARO LEWEZRET S
Ny N, T 7 4V MEK 1000 T,
— interval-ms : (fEE) X7 Ay —UR R
H— & 2 HMBOREFHIR, 7 7 4L % 60000

(14) T,
GE) a~rFERETLETIICAT Y FABML
£,

"
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B PY—EXOBESE

ARV FFERERTI2Va Y E]:3)

AT975  exit

HefE EXEC B— FNIZEDY £7°,

Bl :
Router# exit
AFv7 6 show ip icmp rate-limit [interface-type (EE) /HTEINFETRTOA v EZ—T A AT 5,
intertacemnumber] BUED ICMP BRI A T~ CRALET, 47
¥ a O interface-type 5l1E & interface-number 5140 %
# - ML, 1 2DA 0 Z—7 = A RZBHT DHEHE WO S
Router# show ip icmp rate-limit ethernet 2/3 ﬁ§§§ﬁ%é§*L§37ro

Bl

WIZ, A F—7 oA AZBERRE/ RS0 2 KRR T 5 show ip icmp rate-limit =~ > NOH %2R~ L
iﬁ—o

Router# show ip icmp rate-limit

DF bit unreachables All other unreachables
Interval (millisecond) 500 500
Interface # DF bit unreachables # All other unreachables
Ethernet0/0 0 0
Ethernet0/2 0 0
Serial3/0/3 0 19

The greatest number of unreachables is on serial interface 3/0/3.

MTU /N7y k Y4 XDEFE

FIEDOHE

TRTCOA X =T A AIZF, T 74/ 5 MTU 7 v b 4 IANRFEINTWET, Cisco IOS
TR 2TNA L H =T 2 AZHEESINTNDE MTU A XEBXBIP Xy DT T T AT —
arvEITHILIIC, IPMTU A R EfHEIT 22N TEET,

MTU B2 ZE T 5 &L (mtu A > ¥ — 7:4x:y74¥;waay:vyP%ﬁﬁ)IPMﬂMﬁ
WCHEBEZRIELET, BED IPMTU 3 MTUEERICTHHEAIC MTU EEEET 5 &

MTU 138 L MTU IZ—39 2 X 5 I BEIL wﬁéﬂi#otﬁbx%@kiéfiiwiﬂho
S2FY, IPMTUEZZE LT, mtu A X —T 2R 27 4FXal—ary avwy ROHEIZIE
FELEEA,

WELAT 47 LIZH DT A AT, EFICEMESE5720IERE 7 7 h 2w MTU 2413 5 %3
WY ET,

TDEAIE, FBEA L F—T 2 AD MTU X7 v b A REBETHZDICFEITLET,

enable
configure terminal
interface type/number

ip mtu bytes

o DN =

exit
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E]:)

FIEDFHE

av Y RFERIEFFTISaY
AZFv71 enable

B

ATy72

A597 3

ATy7 4

A5y7 5

Router> enable

¥i#E EXEC £— K& A 32 —7 L2 LE T,
o TulTIMEFREINTESL, NATU—FREASLET,

configure terminal

B

Router# configure terminal

ya—r ) ary 74 X¥al—ay B— REEELET,

interface type/number

Bl :

Router (config) # interface ethernetl/1

RET DA =T =2 A AEHEL, A F—T =X A
V74X a2l —vary B— REHEBLET,

ip mtu bytes

B :
Router (config-if) # ip mtu 300

A E—=T 2L AZADIPMTU X7 v b A4 &R ELET,

exit

Bl :

Router (config-if) # exit

Fike EXEC £— FIZRD £,

IP7HhoYT 4T DERE

IPTHI T 4 TEARX—TNCTHED, ZOZATIFA L EZ—T 2 A AT EICETLET,

FIRDOHE

enable

configure terminal

interface type/number

© N ook~ D=

F2X

ip accounting-threshold threshold
ip accounting-list ip-address wildcard

ip accounting-transits count

ip accounting [access-violations] [output-packets]

ip accounting mac-address {input | output}

ip accounting precedence {input | output}
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B PY—EXOBESE

FIED
avwv kR B
ATy71 enable Fi#E EXEC E— R& A F— 7 Mc LET,
- o Ul T INRFRENTZH, NAU—REANLET,

ATy72

A597 3

ATy7 4

ATY75

A797 6

ySOVA

ATY7 8

B

Router> enable

configure terminal

B

Router# configure terminal

sa—N\) ar74X¥al—yary B— ReBBLET,

ip accounting-threshold threshold

Bl :

Router (config) # ip accounting-threshold 500

ER) Bk T 27T 47 =0 N ORKEEHE
LET,

ip accounting-list ip-address wildcard

Bl :
Router (config)# ip accounting-list 192.31.0.0
0.0.255.255

(ER) RANOTH T 4 VTR ETANZI T L
i‘?‘o

ip accounting-transits count

%l :

Router (config) # ip accounting-transits 100

EE) IP T AT T 40 T—2_X—=2 Tk S D ik
L a— FOHZRIEL £,

interface type/number

%l :

Router (config) # interface ethernetl/1

AVE—T 2 A RAEREL, AV F—T A AT 4
Xal—igry ET—RFEBBLET,

ip accounting [access-violations]
[output-packets]

%l :
Router (config-if) # ip accounting
access-violations

EROBRIP T AT 4 o T A X—T NI LET,

o F 7 3 D access-violations ¥ — U — K& LT,
P77 A VURANMI—ELE»P>TZIP T 7400 %
BETDEDIPTHUUT 4 v THEER A 2 —T NIC
LET,

e F7a ® output-packets ¥ —7 — FZfH L T,

AVHE—=Tx2AAEDIP Ny MITIZFESWHTIP 7
WO T4 T e FX—T I LET,

ip accounting mac-address {input | output}

E el

ip accounting precedence {input | output}

Bl :
Router (config-if)# ip accounting mac-address
output

Ep

% :
Router (config-if) # ip accounting precedence
output

(HEE) ZIE (Ah) F2EsE (BhH) X7y o MAC
T RLRIZESWTIP T OO T 4 T HRELET,

ER S

UER) =ZME (AN Fi3kE (WD) <Xy hoEgIA
P FESWCTIP T AT 4 v T HRELET,
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PRy FI—ODEZB YT EAVTFUR

FIEDOHE

IPAL—F 40 FT—TN, Fyvia, T—EX—2X YViyh Fakv2A0NERE., BEOHKE
WERRTEET, HROBEHREFEAL T, VY —ADIEMAEEZ M LD, *y bU— 7 REZfiFk
L= c&E £,

IP Ry NI DFE=F YT AT T URAEITHIICNE, ZOXATOEBEOFINELZFEITLTLE
S,

clear ip traffic
clear ip accounting [checkpoint]

clear sockets process-id

-

show ip accounting [checkpoint] [output-packets | access-violations]
show interface [type number] mac

show interface [type number] precedence

show ip redirects

show ip sockets

show sockets process-id [detail] [events]

. show udp [detail]

o © © N o o

-
= o

. show ip traffic

CiscoI0S UV U —Z 124(1DT B X VLAEED U U — X TiL, show ip sockets =~ > K| show udp,
show sockets, 351 U show ip setp =~ > RIZEEH#ix HivE L7z, showip sctp =~ ROFEMIZ O
TiX. [Cisco 10S Voice Command Referencel %ZM L T 723V,

clear ip traffic
TRCOA L HZ—T 24 ALIZHDITXTCOIP VT 74w IHEFIAD 2 E2 7 ) TTDHIZE, RO=
<~ REFEHLET,

Router# clear ip traffic

clear ip accounting [checkpoint]

BEDF ¥ vva, FoTh, Fed R DT _RTONEEHBRTEET, Xvvia, 77,
FTF AN AL, BEOMES DI o) W RS BENDHD L EIL I VT T L
BB £, P T AT T AV TIRA R—T ATl d L XTI T4 TIRIP THO VT 42 )
FepN— A% Y TFHICE, KO Ay REMEH LET,

Router# clear ip accounting

IPT7 AT AV ITNAFT—TNTHDBEXIITF 2 IRA Y FIMERENTZIP T AT T 4T
F= A RXR=2 %7 VT T 5L, RO~ REFEHLET,

Router# clear ip accounting checkpoint

clear sockets process-id

FTRTCTOIP 7y bEHL, TOTNMICHD b TV AR— b EREMED T o ADT — X iEi&EE 7
V745121, Woa~y ReFHLET,

"o
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ATy 4

Router# clear sockets 35

All sockets (TCP, UDP and SCTP) for this process will be cleared.
Do you want to proceed? [yes/nol: y
Cleared sockets for PID 35

show ip accounting [checkpoint] [output-packets | access-violations]

T8 A URAMDAR—HEFKRT BIZIE, show ip accounting =~ > REHFEH L £, Zoa<wr K%
AT, T AV F T2 A AR—ATIPTHI VT 4 v T oA F—TNMCT HUNERH
7,

FxyIRAL N T —=F_X—=2%FK T HITIL, checkpoint ¥ — 7 — FaZfEHLES, 7782 2
fo—ne—HL, V=T 4 T aRRTILBEDH D7y MIET LHEREFRET 2120,
output-packets ¥ — 7 — FZH L E T, EETLEBEDT OERED Ty hT—HLigroseT
I A UARNDOEEFRRT HITIE, access-violations ¥ — U — FZHHLE3, 7y MLy,
FEE DFEINTK T DB BEORW, (HEOIRS /2 L) RSN £7, access-violations ¥ — 7 —
RERELZNE, Z0Oavwy RTE, 774V T 7278A VAMI—EHLTAL—T 47 &N
TNy MERFRRESNET,

output-packets & — 7 — K & access-violations ¥ — 7V — FOEH L BIFEELARWEAIX. T 74V N T
output-packets 23 H I AL E T,

IKIZ, show ip accounting =~ > ROl Z R L ET,

Router# show ip accounting

Source Destination Packets Bytes
172.16.19.40 192.168.67.20 7 306
172.16.13.55 192.168.67.20 67 2749
172.16.2.50 192.168.33.51 17 1111
172.16.2.50 172.31.2.1 5 319
172.16.2.50 172.31.1.2 463 30991
172.16.19.40 172.16.2.1 4 262
172.16.19.40 172.16.1.2 28 2552
172.16.20.2 172.16.6.100 39 2184
172.16.13.55 172.16.1.2 35 3020
172.16.19.40 192.168.33.51 1986 95091
172.16.2.50 192.168.67.20 233 14908
172.16.13.28 192.168.67.53 390 24817
172.16.13.55 192.168.33.51 214669 9806659
172.16.13.111 172.16.6.23 27739 1126607
172.16.13.44 192.168.33.51 35412 1523980
192.168.7.21 172.163.1.2 11 824
172.16.13.28 192.168.33.2 21 1762
172.16.2.166 192.168.7.130 797 141054
172.16.3.11 192.168.67.53 4 246
192.168.7.21 192.168.33.51 15696 695635
192.168.7.24 192.168.67.20 21 916
172.16.13.111 172.16.10.1 16 1137

accounting threshold exceeded for 7 packets and 433 bytes

IKIZ, show ip accounting access-violations =~ > FOMH Sl E R LET, 77 A U R MI—FET,
=T 4 T ENIE oty MBS ET,

Router# show ip accounting access-violations

Source Destination Packets Bytes ACL
172.16.19.40 192.168.67.20 7 306 77
172.16.13.55 192.168.67.20 67 2749 185
172.16.2.50 192.168.33.51 17 1111 140
172.16.2.50 172.16.2.1 5 319 140
172.16.19.40 172.16.2.1 4 262 77
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AFvF 7

A7y 8
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Accounting data age is 41

show interface [type number] mac

MAC 7 hH O T 4V TRHICREESNT A VX —T oA ADEWREFE/RT HIZ1L, show interface mac
a2 FEMHLET, KIZ. show interface mac =~ > FOH NI EZ R L £,

Router# show interface ethernet 0/1 mac

Ethernet0/1

Input (511 free)

0007.£618.4449(228): 4 packets, 456 bytes, last: 2684ms ago
Total: 4 packets, 456 bytes

Output (511 free)

0007.£618.4449(228): 4 packets, 456 bytes, last: 2692ms ago
Total: 4 packets, 456 bytes

show interface [fype number] precedence

BERIENET T T 4 VTR EINTA v F— T = A ADNE R AT TT 5121, show interface
precedence 2~ &AL £,

WKIZ, show interface precedence =~ RO NHIZRLET, ZOFITIL, Bt/ Ty bAoA
MO P STy b 2ZE (AH) EEEE (W) 75404 —T7 24 ATOWTHEB S, /R
I3 IP BSEIEN ISV T Y — b &N E T,

Router# show interface ethernet 0/1 precedence

Ethernet0/1

Input

Precedence 0: 4 packets, 456 bytes
Output

Precedence 0: 4 packets, 456 bytes

show ip redirects

TI7AN K NM—2DT RLABLRICMP V¥4 L7 b Ayt —VhZETHFRANDOT RLAER
RTBHITIE, show ip redirects =~ FAEHA L £,

KIZ, show ip redirects =~ > ROl Z R LES,

Router# show ip redirects

Default gateway is 172.16.80.29

Host Gateway Last Use Total Uses Interface
172.16.1.111 172.16.80.240 0:00 9 Ethernet0
172.16.1.4 172.16.80.240 0:00 4 EthernetO

show ip sockets

IP Y7y MEREFRRL, FHLTWD Y7y FBRELLBWTWSD Z & 28T 5121, showip
sockets 2~ REHHLET, 2=t VE—RFDZY RRAL U MRBHDIGAIE, HEINZR—
AR L CHR ML S VE T,

IRIZ, show ip sockets =~ > RO B &R LET,

Router# show ip sockets

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 10.0.0.0 0 172.16.186.193 67 0 0 1 0

17 172.16.191.135 514 172.16.191.129 1811 O 0 0 0

17 172.16.135.20 514 172.16.191.1 4125 0 0 0 0

17 172.16.207.163 49 172.16.186.193 49 0 0 9 0

17 10.0.0.0 123 172.16.186.193 123 0 0 1 0

88 10.0.0.0 0 172.16.186.193 202 0 0 0 0
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AFv7 9

2Fv7 10

17 172.16.96.59
17 --listen--

32856

172.16.191.1
-—any--

show sockets process-id [detail] [events]

BEBRWCTWE Yy o aERTR L, process-id SIBEHRELTCE IV AKR—K Y bar etk
ANZEE T AEMEIRILE KR T B ITIX, showsockets =~ FEMFAHLET, KRIZ, FHELLZYvrEAT

BHWVTWB V7w b DfR$ % <3 show sockets =~ > RO F1filZ R~ L £9,

Router# show sockets 35

Total open sockets - TCP:7,

UDP:0, SCTP:0

WIZ, BAWTWAR L 7 at 22250, detail ¥—V — F&2EH L CTREREZERLEBEAOH 6%

F~LET,

Router# show sockets 35
FD LPort FPort Proto

0 5000 O TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

1 5001 O TCP
State: SS_ISBOUND
Options: SO ACCEPTCONN

2 5002 O TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

3 5003 O TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

4 5004 O TCP
State: SS_ISBOUND
Options: SO ACCEPTCONN

5 5005 0 TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

6 5006 O TCP
State: SS_ISBOUND
Options: SO_ACCEPTCONN

Total open sockets - TCP:7,

WIS, IP Yy b Ay MERZRTRT D0 2" LET,

Router# show sockets 35

Events watched for this process:

detail

Type

STREAM

STREAM

STREAM

STREAM

STREAM

STREAM

STREAM

events

UDP:

TransID

0x6654DEBC

0x6654E494

0x656710B0

0x65671688

0x65671C60

0x65672238

0x64C7840C

0, SCTP:0

READ

FD Watched Present Select Present

show udp [detail]

UDP 7rEAZBT 2 IP Vv MEBRERFRTHITIE, showudp =~ FEMFEHLET, KIT,

UDP V7 v MIBET23#MIEREZRTTOHERLET,

O
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Router# show udp detail

Proto Remote Port Local Port In Out Stat
17 10.0.0.0 0 10.0.21.70 67 0 0 2211
Queues: output O

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat
17 10.0.0.0 0 10.0.21.70 2517 O 0 11
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat
17 10.0.0.0 0 10.0.21.70 5000 O O 211
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat
17 10.0.0.0 0 10.0.21.70 5001 O O 211
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat
17 10.0.0.0 0 10.0.21.70 5002 0 O 211
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat
17 10.0.0.0 0 10.0.21.70 5003 0 O 211
Queues: output 0

input 0 (drops 0, max 50, highwater 0)
Proto Remote Port Local Port In Out Stat
17 10.0.0.0 0 10.0.21.70 5004 0 O 211
Queues: output 0

input 0 (drops 0, max 50, highwater 0)

TTY

TTY

TTY

TTY

TTY

TTY

TTY
0

IPH—ExnEesz A

OutputIF

OutputIF

OutputIF

OutputIF

OutputIF

OutputIF

OutputIF

CiscoIOS UV U —2 124(11NT BLULURED Y U — R Tid, show ip sockets =~ > NX show udp,
show sockets, 3L (N showipsctp 2~ NIZEEHEX HLE L7, showip setp 2~ ROFEMIZ O

Tix. [Cisco 10S Voice Command Referencel %#ZH L T 7Z&W,

show ip traffic

IP 71 bk 2 VHEHE S 2 &R 3 51213, show ip traffic =~ > FE&H LE 3, KIZ, clear ip traffic =

~Y RTUUTENETP b7 4 v 2 atEROb &R LE T,

Router# clear ip traffic
Router# show ip traffic

IP statistics:

Rcvd: 0 total, 0 local destination
0 format errors, 0 checksum errors, 0 bad hop count
0 unknown protocol, 0 not a gateway
0 security failures, 0 bad options, 0 with options
Opts: 0 end, 0 nop, 0 basic security, 0 loose source route
0 timestamp, 0 extended security, 0 record route
0 stream ID, 0 strict source route, 0 alert, 0 cipso
0 other
Frags: 0 reassembled, 0 timeouts, 0 couldn't reassemble
0 fragmented, 0 couldn't fragment
Bcast: 0 received, 0 sent
Mcast: 0 received, 0 sent
Sent: 0 generated, 0 forwarded

Drop: 0 encapsulation failed, 0 unresolved, 0 no adjacency

0 no route, 0 unicast RPF, 0 forced drop

ICMP statistics:
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Rcvd: format errors,
echo, 0 echo reply,
parameter, 0 timestamp,
irdp solicitations,
Sent: redirects,
mask requests,
info reply,

irdp solicitations,

UDP statistics:
Rcvd: 0 total,
Sent: 0 total,

TCP statistics:
Rcvd: 0 total,
Sent: 0 total

Probe statistics:
Rcvd: 0 address requests,
0 proxy name requests,
Sent: 0 address requests,
0 proxy name replies,

EGP statistics:
Rcvd: 0 total,
Sent: 0 total

0 format errors,

IGRP statistics:
Rcvd: 0 total,
Sent: 0 total

OSPF statistics:

Rcvd: 0 total,
0 hello, 0 database desc,
0 link state updates,

Sent: 0 total

IP-IGRP2 statistics:
Rcvd: 0 total
Sent: 0 total

PIMv2 statistics:
Total: 0/0,
Registers:
Join/Prunes:
Bootstraps:

Sent/Received
0 checksum errors,
0/0, Register Stops:
0/0, Asserts: 0/0,
0/0!

IGMP statistics: Sent/Received

Total: 0/0, Format errors: 0/0,
Host Queries: 0/0, Host Reports:
DVMRP: 0/0, PIM: 0/0

IP Y —EXDEREH

0 checksum errors,
0 mask requests,

0 checksum errors,
0 forwarded broadcasts

0 checksum errors,

0 where-is requests,
0 address replies

0 unreachable
0 gquench

0 redirects,
0 mask replies,

0 info request, 0 other

0 irdp advertisements
0 unreachable,
0 mask replies,
0 time exceeded,
0 irdp advertisements

0 echo, 0 echo reply
0 quench, 0 timestamp
0 parameter problem

0 no port

0 no port

0 address replies

0 other
(0 proxy)

0 where-is replies

0 checksum errors, 0 no listener

0 checksum errors

0 checksum errors

0 link state req

0 link state acks

0 format errors
0/0, Hellos: 0/0
grafts: 0/0

Candidate RP_Advertisements: 0/0

Checksum errors: 0/0
0/0, Host Leaves: 0/0

ZIZTE, RO IP REFNZ DWW T LET,

o Xy FU—27® DoS W& DI

51 (P.19)

o [ICMP ZiEARRESEE I U ¥ ORE - ) (P.19)

o IMTU /"7 v k YA XORIE :

il (P.19)
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e NMPTHY LT 47 DHFE ) (P.19)

v bT—% D DoS WEMN DR : fI

WIZ, Xy NU—7 = o VU T EREBRBTLIZEAEME LEHBEIC I TRAEND Z 0D
HRA b= b, Xy FU—=ZREBICHETAHERE ICMP 8 L—LARVWE ST D0, A —
Fy b AE—=Tx2AA00DICMP OF 7 4V sO—ZEEST L2 LET,

FEAREA v E— V5T 8 —7NICT 5L, IPPMTUD b7 4t —7 R0 £F, SR F 4 2D
NYMNCiscolOS V7 by = TIZL VEIERERA v —VEEETHOTT, PEOT A 2055
K hT—27 27 A MBRH Y, HHOREEEOH B T T 4 v 7 NE— (Do IR SN
WL =Y FNAAWDEH DL IR T A R TEALLTV) BHIGEEE. T/ ANREDLD
e HETHRASNA RO R I ZEIRT AL A LT v a v B LET,

configure terminal

no ip source-route
interface ethernet 0/0
no ip unreachables

no ip redirects

no ip mask-reply

ICMP ZEAREEEFXED Y 2 DERE : Bl

WIT, BHRERESILENNT v MEEHEREZ T XTZ V7 L, BERRLEA v —VORBREZRET 5%
GOFERLET, ZOFITIE, XFry M BT EOLEWEE, aryY—A~DuaX s Xyk—
RN T—THMBELRELET,

clear ip icmp rate-limit ethernet 0/0

configure terminal
ip icmp rate-limit unreachable df log 1100 12000

MTU /N7y b 4 XDETE : i

WIZ, A=V Ry b A2 Z—TxA4R0/0DF 75/ EDMTU 7> b A REBETDHHZRL
iﬁ—o

configure terminal
interface ethernet 0/0
ip mtu 300

IP7Hho T4 DERE : B

WIZ, HEEFEITLEFHRD MAC 7 R A, BXOSEZET L8y o 1P BENEMIZESNTIP 74 Y
VT4 T A R—T T LR ERLET,

configure terminal

interface ethernet0/5

ip accounting mac-address input
ip accounting mac-address output
ip accounting precedence input
ip accounting precedence output
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configure terminal
ip accounting-transits 100
interface ethernet0/5

ip accounting output-packets
ip accounting access-violations
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[ Cisco I10S Security Configuration Guide: Securing the Data Plane ]
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[Cisco 10S IP Application Services Command Referencel

RFC

RFC 24 ML

RFC 791 [ Internet Protocol ]

RFC 792 [ Internet Control Message Protocol )
RFC 1191 [ Path MTU discovery)
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Roadmap] F721% [FHRP Features Roadmap] #ZH L T2 &,

THEHD CiscolOS Y7 F 7 =7 VU —R(ZL->Tik, a~ry FOFIZ—EHEHATEZ2WHL0RHD
T4, HEoa<vr FIZET2V ) =2 EFRICHOVWTEL, 2~ R UV T77 LA ~=aT7 V28R L
TLTE&EW,

Cisco Feature Navigator Z {9 5&., 79y h 74 —LBILRY 7 by xT A4 A=V DY R— b

A& fsE T & £, Cisco Feature Navigator 2L ¥, £® Cisco I0S 35 LU Catalyst OS V7 h v =7
AA=YUR/{EDY 7 by =7 V)=, T4—F ¥ By b, FET Ty b7+ —L2% Y R— KT

DD Z & TEE T, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn 7257 7 & X
L#¥9, Cisco.com D7 AUy MINLEH D FHA,

~
GE) #£ 1121, —#HD CiscolOS V7 bv =7 VU —ZADH b KEDHEREN M) O TEA Z#7- Cisco I0S
V7R xT7 VY —REFREHMENTOVET, FICHARLTHARNAE Y | 20X, —&#ED
CiscolOS Y7 b =7 VU —=XDLUKED Y )V —ZATHHYR—FINFET,
=z 1 IP 4 — E R DS EEIER
HEER yyy—=x HEETEER
Clear IP Traffic CLI 12.42)T Clear IP Traffic CLI #%#EC. clear ip traffic =~ K7V

12.2(31)SB2 ASNELE, ZhIZkY, »—&% Y a— RT50TIE
R N—=Z LEDOFT_XTOIP bTF 7 4 v 7 HFHFEHRR 2 Y
TEINDEIITRVELE, BEEEHDHIZDH, ZD=
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Z OHEIE, CiscolOS VU —2 12.4(2)T TEAINE

L7,
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ICMP Unreachable Rate Limiting User 12.42)T ICMP Unreachable Rate Limiting User Feedback H$#E(Z &

Feedback

12.2(31)SB2

D, BIERRERELETHLI-DICHES NI ry a2 Y
U7 LTCERTDHIENTEET, 27— AvE—T% b
VI —FHLEVMEORIREZRETCEET, AvkE—T B
XU MERShD L, av Y —NICERINET,

Z OHEEIX, CiscoIOS VU —2 124(2)T TEHAINE

L7,

Z OERICBIT B REMICOWNTIE, ROFIHEEZ SR L TL
EEw,

o [ICMP O#3] (P.2)

o [H—ERIERKE] (P4)

e [TCMP Unreachable Rate Limiting User Feedback ® 3%

&) (P.8)

o [Xy FU—2® DoS WM 6O : 1) (P.19)
clear ip icmp rate-limit, ip icmp rate-limit unreachable,
show ip icmp rate-limit D45 2~ > R8Z OEREIC L W EA
FlEETFINE LT,

IP Precedence Accounting

12.2(21)
12.1(27b)E1
12.1(5)T15
12.2(25)S
12.2(33)SRA
12.2(18)SXF13
12.2(33)SXH1

IP Precedence Accounting #§8EIC LV, A F—T =1 R
BRI SWNTIP N7 4 v I DT I T 4>
TPt S ET, ORI, IP NT v N EERE
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show interface precedence ¥ J T ip accounting precedence
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Show and Clear Commands for IOS Sockets [12.4(11)T Show and Clear Commands for I0S Sockets #%fFEIC 1%,

show udp. show sockets, and clear sockets =~ > R7/3VE A
ENFELE, IhH0H L~ Kk, Cisco I0S
o b IATFTIDE=EY v TREEIIEL D £,

Z OMRRIZET DM OV TR, ROFHEZSHEL T
TEEW,

e [Show and Clear Commands for IOS Sockets] (P.6)
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clear sockets, show sockets, show udp P% =2~ RN Z O

MEEEIC X VB AFZIIEFTINE LT,
2= K show ip sockets 28 Z DREEEIC L D B S E LT,
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