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ile Blockin

F AudiofVideo ((mp2, (wav, et

O Carnpressed (Lzip, tar, eta)

[T Executable [exe, .dll, etc)
Filtering Rules

Settings [T 1rmages (.gif, Jjpa, etc)

[ Java [.jar, java, etc]

[T Microsoft Cffice (idoc, vxls, eta]

File extenszions to block:

| Add

Blacked file extenzions:

vbs= Delete |
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X 4-2 1492 TDH

Dear Client of Example Bank:

Wye are currently updating our software. We kindly ask you to follow the reference
below to confirm your data; otherwise your access to the system may be blocked.

http:ffweb . wa-us. example. com/signin/scriptsflogin/user_setup.jsp

Wye are grateful for your cooperation.
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ZFw 71 ASDM @ Configuration > Trend Micro Content Security > Web C Configure URL Blocking % 2 V
27 LT, URLBlocking 7 1 " U ZFR/RLET,
AFw 72 URLBIlocking 7 f > K7 ® Via Local List # 7 C, Match 7 1 —/L FiZ7 12 v 27 32% URL % A/
LET, ROMATHETEET,
o IEffE72 Web A 4
e URL*—U—F
o UFH
Match 7 1 —/V RO NI DT 4 —~< T 4 VT OFEMIIOWTIL A T4 ~VT BB L
TLIEEWY,
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AF9F3 =V E1DOANT LT Block 27 U 27 LT, Block List {Z URL B8 L EJ, =~V
ZHIFMCIEET HIT1Z, Do NotBlock %7 U 27 L Tx > kU % Block List Exceptions |ZiB/1 L %
T, = MV IFHIBRT2ETCT e vy I RRELIIHSNOFE ETT,
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GE) 7wuylE3BINDO) A REA L R—FTHIELTEET, A VR—FFD7 711
BREDT7 +—< vy b THLILEPRDH Y £3, FEZOWTE, ATy ~NT B
LTLEEN,

4312, = h U H3H 5 URLBlocking 7 ¢ > K7 (Via Local List %# 7)) Of|Z R L ET,

E4-3 URLITAVFRUT 942K

i -
7/ TREND MICRO"InterScanfor Cisco CSC SSM ot | e =] (3TREND
URL Blocking P i
Surnrmary
2 [l G5V | | ¥ia Local List ™| Via Pattern File (PhishTrap) | Motification
b Mail (POP3
- wal;h((H'I'I')P) URL Blocking: Enabled Disable |

Scanning URLs to Block

Match: I
T web site [example: 'sxx,com' matches 'sxx.com' and all of its subsites)

0 uRL keyword [exarmple: 'yyy' stving riatches all URL:s containing 'yyy')

Filtering Rules

(o) String/IP address (exac-match, example: zzz.com/file matches only 'zzz,com/ifile')

Settings
Blockl Do Mot Block |

¥ File Transfer (FTP)

¥ Update Import block list and exceptions: I Browse... | I port |

»Logs | e

b Administration
Users ara naver allowed to access URLs included in this list

*zant
waw.example com®
*dating®
Remaoue Rerauve All I

Access to these URLs is always allowed.

waw, example, org®

Remaoue | Rerauve All I

Save I Cancell i
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ASDM O Configuration > Trend Micro Content Security > Web T Configure URL Blocking V > 7 %
7 U > 27 LT, URLBlocking 7 t > KU %ZF/x L£7, #KIZ, Via Pattern File (PhishTrap) ¥ 7 %
70y LET,

7 7 4/ hTit, Trend Micro PhishTrap /X% —> 7 7 A MIBEIDO T 4 v v T H A b, ARA
TxT YA b, TANVZIES A b EEEOANEFRICEEM T oA B BEO YA LR
AV A~ (EEOHMNOIZOORIFET D Web 1 ) L, 7r v 27 LEJ, Submit
the Potential Phishing URL to TrendLabs 7 1 —/L K& fli ] L C, PhishTrap /X% —> 7 7 A /LIZiB
MT20ERH 5 EBbNDYA S EEALTL &V, TrendLabs TV A FEFHEL T, 0
k27T a rBNEUTHLIGAE TV A NEBNMTAZENHY £,

Notification ¥ 7% 7 U v 7 L C. 70 v 7 ENTWEY A MZT7E®AL LD &L LEEGAIZ2—Y
DT TUFIZEREND, TIANV DAY=V DOTFA MR LET, T4 ~ATIC
FIPRENTWET, 774NV EDORA v E—VEMHATRR L CLEXTDHIET, 7TXANED A
<A RXLET,

TLED, Save z#27 V w 7 LTREEZT v 77— bFLET,
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() Z OEBEIZIZ Plus 7 A & ADBME T,

B @ URL Blocking 7 ¢ > K7 CTiEF L7 URL (X, FWIZFFAI &SN D0, WL EN D 000nd
n»nctd, LanL, URL 74/%7)/71%% E&fif4 5 &, URL %777:)1 RE L. %m@ﬂ#
M UARRARFRD & L CEz IR L, SBIEMRICIIRIET 2 K9 ICA T V2 — AT 5 LR T
xE9,

WD 6 >DURL AT Y RHY £7,
* Company-prohibited
* Not work related
* Research topics
* Business function

* Customer defined
¢ Others

T 7 A T, SR TEE L7 A MZEE R SRR oM S T r y 7 SRE T,

T4 E Y VTERE

URL 7 4 V& U » TEERER R ET D123, IROFIEZEITLET,

ATv7F1 ASDM ® Configuration > Trend Micro Content Security > Web < Configure URL Filtering Settings
%7 Y w7 LT, URL Filtering Settings 7 1 > R % &/~ L £7, URL Categories ¥ 7 T, KRS
NTWDBYTATAVBIOENT AVICED L TONET 740 FOSEERFH LT, 04T
DSR2 & 9 AT L7, 72 & 21X, [Mllegal Drugs) 1%, [Company-prohibited] %7 =
VoOY7h7 30T, BEHRT—EASELOEAIX. 207 I U % Company-prohibited (457
FHLT-EFICTHZ M TEET, Illegal Drugs 7 = /7‘1:/7X¥E7 Vw7 LT, E#EIEYICE
WD A RDT A NE ) U T F—=T M LET, 7272 L BB TH B 035413, Mllegal Drugs
H7 %7 2V % [Business function] J7 I VICHSETL2LERH HAREMERH Y £3, BOEO
FEICOWTIE, AT A ST EBRLTIIEZEN,

ATFwFT2 VT HTIVONEERSIL, RELEE, YT AT IVOF 2w IRy I AR LT, T4
WE) T FTT AT _XRCOY T HT IV A X—T NI LET,

ATYT3 AX=TNC LY T AT IVORCT 4 V2 Y T a2fTblend oMb 55813, URL
Filtering Exceptions ¥ 7% 7 V v 7 L¥7, 74V U 7B S URL & Match I i
AN LET, ROHEATHETEET,

o IEHE7R Web A M4
e URLF—U—FR

o UFH
Match 7 ( —/V RO NV DT 4 —<vT 4 T OFMZONWTE A T4~V T2
TLIEE,
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T MU E1DOANTEHHENC AdAd %7 U » 7 LT, Do Not Filter the Following Sites U A k(2 URL
EBELET, = FVITHIBRT D ETHIS DO EE T,

~

(F)

BIFDV A AV R— T HZEHTEET, A VA= TDT7 7 AIVITEFED T 4 —
<y FTHHIMLENRHY £, HFEZOWTI, v IA4 0 ~LVTE2FRLTLEEN,

Schedule # 7% 7V v 27 LT, %R & RadHABLI N HORMZER L 9, EFRH L
L CTHRE Lo 2Rk, BEIMICREER & L TRESNET,

Save 7 Vw7 LT, URL 74 NVE )V ITHREXT v FT— M LET,

Reclassify URL % 7% 7 U » 7 LC, RHeH 72 URL Z7HHi7 5 72 9|2 TrendLabs (2264 L £ 97,

451 TR

URL %7 h 7 3 %, M2 07 T | BRI (FIET256) . BIOMERI
TSN /ARTHRF A 7 ¥ 2 — 2BV M T, AT AV TTIANZ N TRITOIZA IS
EWRETDH 74N ZHAIZE Y Y CTEJ, ASDM @ Configuration > Trend Micro Content
Security > Web T Configure URL Filtering Rules Y > 2 % 7 U »» 7 LT, URL Filtering Rules 7/ 1 >
FyzRRLET, K44 2SR T ZE0,

B 4-4  URL Filtering Rules 91 > K9
‘yTREND MICRO™InterScan~for Cisco CSC SSM Log Off | [Help =l @I'?E'.‘E
URL Filtering Rules @
) summary
b Mail (SMTP) URL Filtering
¥ Mail (POP3)

URL filtering:

Enabled = Disable I

Filter the Selected Categories

~ Web (HTTP)

Scanning o S L S R e S R
File Blocking URL Category Block During Wark Time Block During Leisure Time
URL Blocking Cornpany prohibited sites W ol
URL Filtering Mot work related - -
Filtering Rules AT s r |
?ettings I Business function related |_ I_
”> File Transfer (FTP} PP r -

Pl | Others O O

F Logs

¥ Adrministration ilﬂl
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T, T u v T H5A. R, KB, 320 ERELET, FEMIC OV TR,
FTA L ~NTESRLUTLLEZY, Save 27 Vv 7 LTRELZT v 7T — M LET,
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