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<7,

ZDSKUDF =T )b
SIM &, [F] Uitk y <3t
BWDOFW 77 /g v—
ZEHALUCLTER LT
HSPA X—AD X v h
U — 7 CraVMEEM: &
TILT— v LFR—=
v RSRE AR L E 9,
F 2TV SIMIL, B D
FW 77 v —%{%H
LTARA vFF—r3—
ML F9,

@® ZhiF.Ze—n
BLOA—A
N7 U T i
I} ® 4G+ WIFI
SKU T,

e 1800 MHz (4% 3)
e 2100 MHz (453 1)
e 2600 MHz (453 7)
HSPA+:

e 850 MHz (1 5)
e 900 MHz (#51 8)
e 1900 MHz (#718 2)
e 2100 MHz (#53% 1)
EDGE/GPRS/GSM:

e 850 MHz

e 900 MHz

e 1800 MHz

e 1900 MHz
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*# 2 Cisco 819HG-4G .55 TF Cisco 819G-4G ISR TH#»— F XA T3 4G LTE SKU ($6Z)

SKU ID A E—F B EmEIR JEI I Bgy ik

C819G-LTE-MNA- |C819G-LTE-MNA-K9 i% | * LTE J'a—s3v (39— |LTE:

K9 7‘13*‘/\‘/1/ ]7/("\71/;{ e HSPA+ EV/Q%J:U fitl
. = e 850 Mh % 19
Xy bU—/ EHO~ F—A KT T) 2(FF519)
JLF%E— K LTE SKU * EDGE/GPRS/G e 1500 Mhz (H545 21)
. Sierra Wireless ffi@é SM e 2100 Mhz (#:1% 1)
MC7354-MNA 7 A7% | « CDMA
HELET 3G (UMTS.HSPA+ . HSPA) :

° e EVDO

C819G-LTE-MNA-K9
1. FE58{L Cisco 819
VY =X N—FTT,
3GPP LD A Z D
SKU DyLE R w1
-15 ~50C T3 ,3GPP 3
LD A TE -15 ~ 55C
<7,

ZDSKUDF =T )b
SIM &, [F] Uik Py <3t
BWOFW 77 /) av—
ZHEHLUCTLTER LW
HSPA X—AD X v
U — 7 TV MM &
TILT— v LFR—=
v IURSRE AR L E 9,
F 2TV SIMIL, B D
FW 57 ) a ¥ — % {#i
LTAA v FF—r3—

PIRAELE T,

B o SKUIZIX
WiFi &3 o — /L
TH A,

e 800 Mhz (51 6)

e 850 Mhz (#1 5)

e 850 Mhz (#15% 19)

e 2100 Mhz (|53 1)
2G (GSM,EDGE,GPRS) :
e 850 Mhz

e 900 Mhz

e 1800 Mhz

e 1900 Mhz
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#% 312, Cisco 880 33 L. (N Cisco890 'V — X ISR TR TE A X EXE/R4GLTESKU ZRr L £,

# 3 Cisco 880 %k UF Cisco 890 3 U —X'ISR TH##— } X#.3 4G LTE SKU
SKUID T—F BRI JE BRI B
C881G-4G-GA-K9 | » LTE Ja—s3 LTE: Ja—r)L UYL
* HSPA+ f’l _D//_’; |+ 800 MHz ({5 5k 20) Z x 5 g 7 e fo Zg%
* HSPA FoBLOA— | * 900 MHz (415 8) B % (% 2. 7= Cisco 880
e UMTS ARZUT) e 1800 MHz (4% 3) ) — X ISR, i
« EDGE e 2100 MHz (#15 1) ,Cfiﬁr;‘?,vﬁflef -
e GPRS e 2600 MHz (#:15 7) MC7304 &5 LD
3G (UMTS. HSPA+. HSPA) : BLTNET,
e 800 MHz (##15 6)
o 850 MHz (##15 5)
e 900 MHz (#1k 8)
e 1900 MHz (4711 2)
e 2100 MHz (15 1)
2G (GSM.EDGE,GPRS) :
e 850 MHz
e 900 MHz
e 1800 MHz
e 1900 MHz
C887VAG-4G-GA- | » LTE Ja—s L LTE: Za—)L UL YL
K9 * HSPA+ f’:j;?_’; |+ 800 MHz ({5 5k 20) Z j‘ 5 ; 7 rfTﬁE ;i%
* HSPA FoBEOA— | * 900 MHz (7515 8) B % {f 2. 7= Cisco 880
e UMTS ARZUT) e 1800 MHz (1 3) > J—X ISR,
C887VAG-4G-GA-K
* EDGE * 2100 MHz (4% 1) 9 {213 Sierra Wireless
e GPRS e 2600 MHz (#51 7) MC7304 &5 LD

3G (UMTS.HSPA+.HSPA) :

e 800 MHz (##15 6)

e 850 MHz (1 5)

e 900 MHz (11 8)

e 1900 MHz (#1 2)

e 2100 MHz (15 1)
2G (GSM.EDGE,GPRS) :

e 850 MHz

e 900 MHz

e 1800 MHz

e 1900 MHz

JBLTWET,
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7 3 Cisco 880 .55t Cf Cisco 890 =V —XISR TH i — F&X#3 4G LTE SKU ($¢Z)

SKUID £—F B R B BT
C896VAG-LTE-GA- e LTE Jma— N )L LTE: Jua—)L I A% 1L
K9 . HSPA+ (5=1>75 1 800 MHz (#4 20) Ay hU—I WO

—a—U—7 \ ~/VFE— N LTE #%
e HSPA Y RBLID * 900 MHz (#i715 8) HE %1 % 7= Cisco 890
e UMTS F—AKZ VY e 1800 MHz (#515 3) > J— X ISR,
7) " C896VAG-LTE-GA-
* EDGE * 2100 MHz (15 1) K9 [Z1Z Sierra
e GPRS e 2600 MHz (H515 7) Wireless MC7304 &
3G (UMTS. HSPA+. HSPA) : ;M”HE LT
e 800 MHz (#% 6)
e 850 MHz (%15 5)
e 900 MHz (%15 8)
e 1900 MHz (#:15; 2)
e 2100 MHz (8% 1)
2G(GSM.EDGE.GPRS) :
e 850 MHz
e 900 MHz
e 1800 MHz
e 1900 MHz
C897VAG-LTE-GA- | « LTE 7L LTE: ra—n) AL
Ko . (F—p < s A Fy hT—=2 O
HSPA+ 700 e 800 MHz (#:% 20 .
—a—Y—F Z(ﬂ”? ) <L FE— I LTE k¥
* HSPA R.BEOH— | * 900 MHz (4 8) HE % { % 7= Cisco 890
e UMTS ARZUT) e 1800 MHz (#:1% 3) > J—X ISR,
" C897VAG-LTE-GA-
* EDGE * 2100 MHz (45 1) K9 (21X Sierra
e GPRS e 2600 MHz (B35 7) Wireless MC7304 &
3G (UMTS. HSPA+. HSPA) : gf’j’ﬁﬁ LT

e 800 MHz (411 6)

o 850 MHz (##15 5)

e 900 MHz (#1k 8)

e 1900 MHz (4711 2)

e 2100 MHz (15 1)
2G (GSM.EDGE,GPRS) :

e 850 MHz

e 900 MHz

e 1800 MHz

e 1900 MHz
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# 3 Cisco 880 5. U Cisco 890 3V —X'ISR TH#— F &#.5 4G LTE SKU (§£)
SKU ID E—FK B VEREIR JE B B ik A
C897VAMG-LTE- | » LTE 7L LTE: Za—r\L T A YL
GA-K9 . (3—m o e A Fy NT—Z7HD
HSPA+ ZIN e 800 MHz (#5485 20 .
ma—U—F Z(W?Z ) ~ /L FE— I LTE #
* HSPA R.BEOA— | © 900 MHz (4 8) HE %5 2 7= Cisco 890
e UMTS ARZUT) e 1800 MHz (#:1i 3) ) —XISR,
" C897VAMG-LTE-GA-
* EDGE * 2100 MHz (%745 1) K9 |Z 1% Sierra Wireless
e GPRS e 2600 MHz (H515 7) MC7304 &5 LM 8
3G (UMTS. HSPA+. HSPA) : LTnET,
e 800 MHz (#:15 6)
e 850 MHz (#¥15 5)
e 900 MHz (%15 8)
e 1900 MHz (1 2)
e 2100 MHz (#4% 1)
2G (GSM.EDGE,GPRS) :
e 850 MHz
e 900 MHz
e 1800 MHz
e 1900 MHz
C898EAG-LTE-GA- | » LTE 7L LTE: ra—\)L AL
K9 . (3—m s A Fy NT—27 HO
HSPA+ 7N e 800 MHz (#:% 20 .
ma—U—F Z(ﬂ”? ) < /L F%&— K LTE i
* HSPA R.BEOH— | * 900 MHz (4 8) HE % {f % 7= Cisco 890
e UMTS ALZVU7) e 1800 MHz (4% 3) > — X ISR,
i C898EAG-LTE-GA-
* EDGE * 2100 MHz (%745 1) K9 (2% Sierra
e GPRS e 2600 MHz (451 7) Wireless MC7304 &

3G (UMTS.HSPA+.HSPA) :

800 MHz (#15% 6)
850 MHz (#51% 5)
900 MHz (735 8)
1900 MHz (11 2)
2100 MHz (#735% 1)

2G (GSM,EDGE,GPRS) :

850 MHz
900 MHz
1800 MHz
1900 MHz

TANR L TWE
j—O

l Cisco4G U A1 ¥ - X WAN EHWIC



| CiscodGLTE Y 7 k7 = THERA A K

Cisco 4G LTE o1 M

# 3 Cisco 880 5. U Cisco 890 3V —X'ISR TH#— F &#.5 4G LTE SKU (§£)
SKU ID T—F B VEFEIR JE I Bk AR
C899G-LTE-GA-K | « LTE el LTE: ra—\)L AL
9 . EE= e ARy NT—=27 D
HSPA+ ZIN e 800 MHz (4548 20 .
ma—U—Fy (i 20) ~ LFE— F LTE #
* HSPA R.BEO— | © 900 MHz (4 8) HE % {5 % 7= Cisco 890
« UMTS ARTYT) e 1800 MHz (#15k 3) v ) — X ISR,
" C899G-LTE-GA-K9
* EDGE * 2100 MHz (#745k 1) IZ 1% Sierra Wireless
e GPRS e 2600 MHz (H515 7) MC7304 &5 L3 fF
3G (UMTS. HSPA+. HSPA) : BLTRET,
e 800 MHz (#% 6)
e 850 MHz (%15 5)
e 900 MHz (%15 8)
e 1900 MHz (#:15; 2)
e 2100 MHz (8% 1)
2G(GSM.EDGE.GPRS) :
e 850 MHz
e 900 MHz
e 1800 MHz
e 1900 MHz
C899G-LTE-VZ-K9 | » LTE Jt>k (Verizon) |LTE: Verizon Wireless 1 =
e EVDO Rev-A o AWS (HilH 4 T —7 )EH@Z/I/%%
(H5 )‘ %— K LTE HHE % i
e IXRTT e 700 MHz (i1 13) Z 7= Cisco 890 >
e PCS 1900 MHz (#15 25) J —XISR,
C899G-LTE-VZ-K9
3G: {2 1% Sierra Wireless
e 800 MHz (#:8% ~7 5 2 0) MC7350 &5 L2 T
e 1900 MHz (i1 7 < A 1) BLTNET.
e 800 MHz (¥4 7 < * 10)
2G:
e 800 MHz (¥4 ~7 7 % 0)
e 1900 MHz (127 < A 1)
e 800 MHz (#7157 7 Z 10)
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# 3 Cisco 880 % J: X Cisco 890 3 J —X'ISR T##— F X#.3 4G LTE SKU (§£&)
SKUID FT—FK B EFEIR JE R oI5k A
C899G-LTE-NA-K | ¢ LTE bk (AT&T. |LTE: KEBIODFHD
9 . Bell-Canada JA¥ LA Ry b
HSPA+ N o AWS (Bl 4
Roger, Telus, ¥ (Fest )\ U—7 Ho<= T
* HSPA YOF oo | e 700 MHz ({5 5) & — N LTE ke 2 ff
e UMTS KEIEDTH | o 850 MHz (8545 17) Z 7= Cisco 890 ¥
@ GSM/LTE % ) — X ISR,
e EDGE ) e 1900 MHz (#¥15 2) C899G-LTE-NA-K9
e GPRS e 2600 MHz (B35 7) {21 Sierra Wireless
) MC7354 &5 L HMF
3G (UMTS,.HSPA+ HSPA) : BLC\Ed
e 1900 MHz (15 2)
o AWS (Hfik 4)
e 850 (Hrik 5)
2G (GSM,EDGE, GPRS) :
e 850 MHz
e 900 MHz
e 1800 MHz
e 1900 MHz
C899G-LTE-ST-K9 | « LTE 46k (Sprint) LTE: Sprint Wireless %
U—s7 o<
e EVDO Rev-A o AWS (#:1H 4 b ”
(il 4) £ — N LTE #8E % {5
e IxRTT e 700 MHz (3% 13)

e PCS 1900 MHz (71 25)
3G:

e 800 MHz (#7157 7 % 0)

e 1900 MHz (i 7 7 A 1)

e 800 MHz (i~ 7 X 10)

e 800 MHz (% 7 7 = 0)
e 1900 MHz (5127 < % 1)
e 800 MHz (1~ 7 A 10)

Z 7~ Cisco 890 v

J — X ISR,
C899G-LTE-ST-K9
{21 Sierra Wireless
MC7350 &5 L5
BLTHET,
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# 3 Cisco 880 .75 ) UF Cisco 890 =V —<'ISR THH— I X# 35 4G LTE SKU (§)
SKU ID FT—FK B ERR K JEI I Fay ik AR
C899G-LTE-JP-K9 | ¢ LTE 7a— )L LTE: Ja—L T AL
o HSPA+ CHA) . 800 MHz (£ 2 2 Xy hU—2HO
800 MHz (#7 jz 0) L FTE— F LTE
e HSPA e 850 MHz (#715 19) HE % {i§ 2. 7= Cisco 890
« UMTS e 900 MHz (£15 8) ) — ISR,
C899G-LTE-JP-K9 (T
* EDGE * 1500 MHz (#75k 21) 1% Sierra Wireless
e GPRS e 1800 MHz (H51 3) MC7330 &5 L3

3G (UMTS.HSPA+.HSPA) :

2100 MHz (&8¢ 1)
2600 MHz (#:15% 7)

800 MHz (4515 6)
850 MHz (#5135 5)
900 MHz (i 8)
1900 MHz (#15 2)
2100 MHz (H¥3% 1)

2G (GSM.EDGE, GPRS) :

850 MHz
900 MHz
1800 MHz
1900 MHz

JBEL CWET,

1 CTAGLTE X7 v b a7 Xy NU—J 7T—%TFT 7 F v ZHHALET,
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&1 AGLTE Doy | a7 Fy pU—2 FT—FF 2 F+

HLR/HSS PCRF

Griisea SGi
| 187 ]
1 SAE GW
- : S4 (PDN GW and
S3 S11| Serving GW)
N f-2°-- MME |-
SGS S2a/b/c

ISR G2
with cellular
EHWIC

Non-3GPP access

7—h Serving Gateway (SGW) (X, =2 —H% 'L —rDE LU T 4 7o h—& LTHHRE
JxA H—i T, a—F—% Xry " e Lr—T 47 BXOrELET, E/-.LTEE
L OMh o> 3 GPP il U T 4 7o 1 —Th & Y £9, Packet Data Network
(PDN) 7' — h 7 = A (PGW) 1L, 2 — Vs (UE) D T 7 4 v 7 BHAD T 5K A
Y MZRDZEIZK S TUE MBIy b T —% Xy MU — 7 ~OHfi & 2
L FE 9,

UE 345D PDN (27 7 B A 5 1= DICEED PGW & ORIFFER 2 F 25508 H
D EFTPGW L AR Y > —fifT. 2 —F~D Ny b 7o Y o7 YR —
MAENEZ . BLXONry b A7) == TR T LET.PGW O EH H —DD
T 78X . 3GPP L JE3GPP Hiiff & DRIOEE Y T4 T h—& L THERET 5 2
LT, %A ITIL. WIMAX <X° 3GPP2(CDMA 1X.EvDO) 72 ERd 0 97,

System Architecture Evolution GW (SAE GW) i, Evolved Packet Core (EPC) N ™ PGW
BLOSGW Hieah >~ 7 1+ 7 4 TT,

RNC Radio Network Controller (RNC) 1. #5%t45E @ Radio Access Network (RAN) O il #1112
BEZFH DL ETRNC TVERY V-2 EHB IO —HOEL Y 7 ¢ EBEEREL 5
FL. =Y F =2 NENSNA L ~FETITENA DS EE SN LN SN E
TENDEHRA 2 B TT,RNCIZAT 4T 7 — b= A (MGW) 24 L CRIFRAZ O
a7 oy FU—ZITER LET,

BTS Base Transceiver Station,

BSC Base Station Controller,
SGSN Service GPRS Support Node,
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Cisco 4G LTE = oaigesy: M

TE DHITRSFRM

=2 BYERECEE SN D AGLTE DXy NU—2 ALy URKETT AR — b3
s %%$¥%®*w‘<wwni&@%&@%—&y—kéﬁﬁuf<ﬁéw
]7/(171/1‘& EX7D/\/(& 0)‘& EX77‘/ L;‘kﬁib bu]\%uunﬁ%/l‘_‘ﬂ/
(SIM) 1 — Rzl 2 B ER H Y £,

4G LTE Y A ¥ L 2 WAN EHWIC % 721 Cisco 819 /L — ¥ & ET HHIIC SIM 7 — K& Bt
DFHTDMENRSHD £9,SIM I — RO AT FIEIZOWTELIE. T—F a—Ho
SIM & E (36 X—) &L T &V,

GPS HEBEZ FEN S B 2 7-DIC . GPS #EEAZ VR — FTAAFX U RT7 oy T U T TRHRES
NTWAIRERHY FT,4 A b= VIZBT D EBRIZOWTIX. [ Cisco 4G Indoor/Outdoor
Active GPS Antenna (GPS-ACT-ANTM-SMA)J~ =27 V2SR L T &V,

GPS FEFE #5411 . GPS #EAE & NMEA AEDO M F 2R ETALERH Y 4,

TE DHIFIEIR

Cisco4AGLTE Z#RET ABII ROFKIFEB I MEA LOH A RTA N L72B8-> T EENY,

BUEBHETSER Yy NV =213, 22— L XT 7 —DM 2P R— M LET,

TA YL RABEOERMHICEY BETLAL—Ty NI EHL WD Ry hU—2 T
TIT 4TI — P OREITEERUC L > T ST ETT,

BBy NV =X ARy MU —27 LR LT, K0 RERBIENFA L E 7, BT
L—MEI 77 /e y—BlOlEFEEEICELAINET . Xy MU — 7 TRENFAEL T
WOHHGEBIER LV RELSRDGERH Y £TBIEIESRFIIKFL. Ry FT—2 T
REENEEL TV HE. LV RERDIGERHY £F,

T 2BEFREENSOY —EABKIO —ETH L HlKFH,

SMS: —JEIZZEE 1 A~DR K160 LFEDOT XA A vb— 1 BETRR—FEINE
FToRERTHFAMIEESINDANCEY 2V A XICEBPICEIVEEO b ET,

SNMP =— 2 =2 "R ETENDHL—Z TIINMS BLUO=—2 = v FAETICEET S
X5 CiscolOS CLI Zfifl L C @7 78X 2> ha— (7= L 21T .SNMP H#—/\ o
ST 4R E)ERTETHILENRNDHY 7,

SNMP SET #i{E % FEIET AL E B 7T T AN —% L= SNMP V3 2R TET5Z &
B R HELE L 9,

Cisco 4G-LTE D #RE

Cisco 4G LTE WWAN EHWIC. Cisco 819 3 J — X 4G LTE ISR, Cisco C880 3 J — X 4G LTE ISR,
B L Cisco C890 +V — X AGLTE ISR (X R D ERfREAZ R — M L £,

Ja— )V IRY Y g =7 AT A (GPS) B XU National Marine Electronics Association
(NMEA) A b U —3 7,

4G a—h AvE—Y Hh—ER(SMS)
3G/4G Simple Network Management Protocol (SNMP) MIB
FILVBLOAY I T 7DV v s HOHBE Y827 = — L F— S —
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e MIP (Multichannel-interface-processor) 7' = 7 7 A JLi% TE

o HERILEDVE—IDBLDOT—H a—1A Ny 7 OBt

o Ya—hAyvkE—UH—ERA(SM)ICLDVE—IRLDOT—Z T =1y 7 DA
* 4GLTEZE L7277 =LV =27 DYVE—hT v 77 L—FR

o KIEBWrT=XVU T

* Mobile Equipment Personalization (MEP) ® & » 7 38 L OV v 7 figBrE&RE

e SIMDuyZEBLIUn v 7 fRERIEGE

e ¥/VFPDN a7 F A b

e QoS

4G GPS & NMEA

S

()

Cisco 10S Release 15.3(3)M LA D U ) — 2 Tld MERAY 22 BT O 15 ) 2 #2444 % Global
Positioning System (GPS) #8223, ¥ 48— h %5 @ Cisco 819 'V — X 4G LTE ISR 3 £ U} Cisco 4G
LTE EHWIC CTF 7 4 /b h TA 3 —7 272V % L 7=, Cisco C880 > U — X E L X Cisco C890
J—ZX4GLTEISR TIL.GPS $ 7 7 4 /)L h TA X —T N7 > T ET,

7 7 4 7 GPS IZ SubMiniature version A (SMA) R— h CHHR— b ENET. 77T 4 7 GPS T
VTFIEAZ L RT Ry B R TOARYER—EINET. T T 47 GPS 7 v 7 FIZi, )
RIEE LUV %E GPS Ly — NICIREE L 223 & | [R#ih 7 — 7 VR KR 2 RIS 2 DI+ 5 A v
ZAREICT D AL DR ) A AR PG ENE T 777 47 GPS 7 7 S OEEITIE,
GPS L' v —/NSMA "R— b M SDE )N ML TT B HOWTIE H:GPS 77V r—v 3 >
DIRA N =R~ B 7> a 025 X—D) 2B LT E X0,
KEHFLEE RS 2 (NMEA) JiB TliL.GPS & — # % G EHWIC & Cisco 819 ISR O\ 412>
MO COM AR — FEB X WNTCP/AP A —H % v bR 2/ LT IO GPS X— 2D 7T 7Y
r— g URNEMET A HEEET T N4 A (Windows X—ZDPC R E)ICA MY —I 7 LET,
D GPS I L U NMEA ##E7° . Cisco 4G LTE EHWIC, Cisco 819 >V — X 4G LTE ISR, Cisco
C880 > — X 4G LTE ISR, L X Cisco C890 +J — X 4G LTE ISR THR— FENTWE T,
e GPSRAZL  FRT7Try ET—FFHEX—ZAD GPS),

e Cisco IOS CLI R FEFE,

* NMEA XGPS 7 —# & =27 AR — M ATRERAEE KOS U 7L R— |k,

o N—F vy TINEEFRNTINET 7Y r—2a v,

e CISCO-WAN-3G-MIB WD 472 =7 ~Z GPS 3 L TN NMEA ¥ %t

e Cisco4G LTE EHWIC |Z IPNMEA 2 U — 3 > 7 7 a D BktiE,

e Cisco 819 U — X 4G LTE ISR, Cisco C880 'V — X 4G LTE ISR, 3 X I} Cisco C890 + U —

ZAGLTEISRIZIP £33 U 7/ NMEA A N —3I v A7 arondnnshR—
rLET,

A-GPS E— FiIH AR —F SN TWHEE A,

GPS 7T F D v b7 v FEIEIZDWTIX. [ Cisco 4G Indoor/Outdoor Active GPS Antenna
(GPS-ACT-ANTM-SMA))~ =27 VSR L T 72 &0,
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B :GPS 7Y r—3 3 L DIRA N — N~ DEERE

AT 71
ATy 2
A7 v7 3
AT o7 4
AT w75
2T v 7 6
AT o7 1
ATy 8
AFv7 9

()

GPS 77UV r—varBRARNTHYE—RF = IINMEA T —4 %7 4 — R TXET, % —
NI A=YV Fy 8 r—7NVEFEHL T E7ZITLAN H5 0 E WAN R U — 27 #H T/L—
R CEET . 77V —2 a0 TV T R— 2 R—KFLTWAEE VU TV
R—Fx2I2b—var 7l T r5%FT LT, LAN 721X WAN ki CTHRAET U 7L R— b
EERRLET,

Microsoft Streets & Trips I&, Microsoft ® Web A " H XU m—RTELH T4V A V7
F =T TY,

Cisco 819 ISR % IP #% 1 C Microsoft Streets & Trips 2AEIET 5 PC (28§ 2 11X kD FIEZE
EITLET,

A —H Ry N =T NLTPC EL—FEDRITES,

PC &L /V—X Tping xETTEHI L AR LET,

PCOY YT AR—FUEA LI ZEETLET,

show line =~ > K% it EXEC E— RCHEITL T, /L—# LD NMEA A— h&HE L ET,
Jb—% O NMEA R— MIEHR T 2608 ) 70 R— b EAE L £,

PC C Microsoft Streets & Trips % fZ#H) L £,

[GPS Menu] # &R L £ 7,

[Start Tracking] #7 V v 7 L7,

JL— % C show cellular gps =~ > RO THE T 1 v 7 A& RG LizG6  BIEMEN 7T 7
RSN~y P EOZOMEEZRLET O TREAACO Ry b =Y VBERINET,

BT 47 A EEEE L TWRWEES Microsoft 7 7 r—> g NIFZ AL T Mo
TOrsnEJ,

va—hk AvE— — % (SMS) HEE

Cisco 4G LTE EHWIC, Cisco 819 > U — X 4GLTE ISR, Cisco C880 >V — X 4G LTEISR. B L O}
Cisco C890 > U — X 4G LTEISR IZ.SMS A vt —VDZ(E EE. T —HA 7 HIREHR— 1
LET, 2OV R— ML HKK25 BOZET A MNETFEBE.ZNLUEORA v =D 24
AT7ANalr—rar~DT —hATNEENET,SMS ITEBOBEFHEETHRA—F X
N T E 4, Cisco 4G LTE EHWIC, Cisco 819 2 Y — X 4GLTE ISR, Cisco C880 > U — X 4G LTE
ISR, L 1* Cisco C890 + Y — X 4G LTE ISR I £ 7= M Z|ZJ&H U C LTE SMS 725 3G B LV 2G
SMS 77 Jav— IZHHILT HREEZ A L TVET,

Cisco 4G LTE ISR ORI H DB GEMT A AF A v =V RZEHFON—FIZRET DL E
T BLT— FZU—52NALT4GENLT— V7 ETSMS TF AN AvE—VREEL.ED
BZAGHE DN —F WBZIZH DT A A (HERBIERE)TEM L ET.2ET 31 AL B EG0T
NRA 2K AISEEZRT ORI Ta 252 H LET K 2 TENANAIL TAAL ZANEF
FRITANA A~D 70— 2OV T L E9,SMS XEVNEIMET 27201, = K 2—% (X
THXANMET NA A ESBIEETT XA MNAT T 7 U BHETT, = K 2—FRTF A K
B 77 2 L T RWEA D SMS BT F A Mukic@lH S nE4,
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SMS 12X BT —% a—n Ny J7iEZ G HIT T BEAEIL CiscodGLTEISR (T F A b A v
T —UEREETLLE T ARG A Yy Py T ET, ZOBREICIT ENER S A2
LAy =Y A7 V== T REEN. ZNICK VRO 2 T o 2EmD  ARIERa—L

Ny 7 EREPRTE X,
& 2 SMS % FU—2

(@)

(((A))

=

=

/ N
Local cell Receiving cell
tower tower

=1 ,

./‘ D e
Cisco Router

Any Text capable
device

©
©
Yol
(=3
©
[}

User end

SIM 7 — RofEH

Cisco 4G LTE EHWIC, Cisco 819 ) — X 4GLTE ISR, Cisco C880 > J —X 4G LTEISR. B L}
CiscoC890 2 — X 4GLTEISR ICIE. H—E R Fu A X —n LM XNA 7 7 F ¢ 772 SIM
B— RPLETH,SIM I — NITEE v v 7 DR S LR TRt S v 8 A FB7E = (PIN)
RLUTHHATESL LI R>TVET.SIMAT vy 7 SN TWAHEHA . EHWIC IZ#iA L T
AKBa— R LTHERATE £,

SIM X . WIHIREETH —E R T " X =l Lo TERSINA.PIN 22— RFA ~8HN)Ick->T
Oy 4T5ZENTEETPIN 22— NZOoWNWTE —E R (/X —ZBnwabe< 72
U,

SIM 2 v 7 HEFETIZ.PIN =2 — RIZ KA SIM O u v 7 LN ETTEX HFRINTET AL AT

DOIHFEHFTREICT AN TEET, a2V —LFE 1T ISR ~D Telnet/SSH #H T Cisco I0S
CLI ZfH L T.SIM ®u v 7 8 LRI A2 FE4T L £,
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SIM & v 7 2MThi7=#%I1L. W U PIN 2 L TN FEITENRWVIEY  a— L 2B TE F
Ao BRFFILPIN D% E % L T Cisco I0S |2 X » THBMICEIT SN E T, HE) SIM FREEIC %)
TBHZDOMAFRTEIZ. CiscolOSCLIZHEH L TNL—FDAX— T v a7 4 Fal—3
CO—EE L TIThbIET,

Cisco IOS X EMNITHILDH & ISR IZLTE %ﬁ%ﬁﬁ#f%iﬁ“ ISR X LTE Bt D HIIZ G E S 4
7= PIN %ﬁﬂﬂ L CERFE L % 9, Cisco IOS PIN SR AJE L TV DM PIN 2 1E L < 2 W iEA I,
SIM FBREIF IR U e i3 Bs SN ER A,

7y 7 ZFL72 SIM MBID ISR E 72T DT 31 2 CBE ST it :tt:' > 7 7z SIM
PMFELET % EHWIC 728[F U ISR OB EHWIC % 12 v k| %%ﬁént AL ISR B E B AW
HVENH Y £, EIX ISREHWIC 212 v R EEIC lﬁ@@v;%:/&ma* |2 BESE AT
BNET,ZHNICED SIM B — RBREKBINTWARNWT AL R Lo TUIERAEN WD &0
PREEENFE T, /21 H—0 ISR NIZHE S D LTE EHWIC 28 % % 3413, % LTE EHWIC/SIM (2
W72 PIN N &5 2 & MEFE S £ 4, LTE $5t &2 E 7 ICBMAT D IIT T N1 A %
I L T —ar he—F Aoy hC R~ R (SIM o v 7 IZfEf3 51E U PIN
T)EZSNTWAERLEND Y £9,

WOFNEZEMEH L TSIM Z5%ELET,
e PINa—FRZMHLZSIM A—FRKory 7 BLO07 a2y 7 (36 X—)
e SIMIL 74 X2l —1aDOETAL TR 7 7A)LD0EMA ] ~—)

RESNEHRICVELWPIN Z2HT 2 Z SI3FEFICEETT BT e v 7 Sz SIM
DOu 7 FREBEFATRIC, 2 v 7 S37z SIM 2k L Tif-» 7= PIN 28#fE 3 M AT &5 & SIM
H—FRix7aevy 7 EnEd,

PUK 2— K&ZHA LT r v 7 &7z SIM 1 — REZfERCT& £94,PUK 22— RIZ2W\W T,
P—E R TS = ZBWEDEL I,

SIM D7 1 v 7 R %#1T 9 121Z ., cellular <slor> Ite sim unblock <PUK code> <new PIN code> =
~ v REFEHALET,

—Z TAV NDOTREYa=rT

3G £7213 4GEHWIC ICETF A5 7 u by a =0 74320101 DL EDETFT A F—% 1
T ANEERTEET I DOUE(GT 27 /V)SIM I — KR TH—EYR Ta Xl Z—DT 75 4
TUAXYVATHTLIBA VAR LEINTWVILERNHY T, ET LT —HF Tz A
JEET ANIZFRICHEINTWET,

ET LDV —EAA AN EEEORIZHME L. ET L T—F 777 A /VOIER, EE HIER
HERITTHINFIROZ A7 BMERAINET,

o EFAEBWMER IO — AR HEOREE (30 ~—)

. EFLF—H F0T 7 ANOEREE.HIER G <— )

PNVFRATF AT BTV RATL a7 AV

IPYILVTFAT 47 BT VAT LAAMS) 707 7 A Vit vy v a VEMNL L, ET LRED—HS
THoT.TT LD NVRAM IZKEASNETIMS Xy MU =213 7 7 & ARFE L7 2
R—=2D IP i — AT, 72 v F—Fy b X"—=2D7 v harzEHL TR
2P FEIERFZATOATF AT 4T = RGN LET B>V £
LT—=8Ta7 7y A NVOERER HIFRIEZ > arG1X=)2ZRLTIEIN,
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4G LTE LED

# 412, 4GLTE EHWIC 3 X (X 819ISR ® LED O #i{EZ 7~ L E 7,

#4 4G LTE LED D@
LED £, 24 B9
SYS fga) FPGA DX 7 o — RR5ETLE L,
fk e (R k) ROMMON 72388 L T\ &9,
For o, (54T Cisco I0S 2388 L T\ E 97,
B (T— T v (VY N REZURT— T v PRI ENRE LT,
4 [A] 5L)
AT B AR FPGA X U rmn— RSN TV H5E
(ROMMON )
ACT o) FE A1 v F &— F GEWAN R— 3G LT —
A HE—T a2 A ABIR I TNV A Z—T A
AbLDORYy NI—=T TIT 4T 1,
HIT LAN I8¢ L CTWEH A
WWAN FROSAT — A TV a—VOBRENPBAS N TWT ERENLTW
HMIEZELTWER A,
(o< D LM BV 2 —LOBRENEASNTOT ERERE L
W) — 5842200 | TWET,
VR
ok fm (G < AR EV 2= VIFEEFELITZEF T,
— 400 X URA |
100 2 VA7
fk e O R)
— 500 I URA L, KENE—FOEY 22—/, TF L ERITA 7 TT
500 T URbA T
HIT EFY 2 —VOBEFENPAL> THOEEA,
GPS - EHWIC | #56a (504T) GPS FEEFE%# B L L7,
TH AT GPS %5  E—7 /L . GPS &— K & NMEA % T 7
LG GPS WA F— 7V F =% GPS BifgH ¢4,
GPS - 819 ISR | f e (#34T) GPS FEFEZ# TS L L7,
ok (RI%) GPS WEUGH T,
THAT GPS 1¥5 1+ —7 V. £ 7-1% GPS = — F & NMEA

FER LT GPS WA 2 —TF L TF,
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# 4 4G LTE LED D558 (§¢)
LED Ve LB
RSSI fk o ST 25 >-60dBm
FEHFIZHRME 5
e G REARK L%V E [§F <=-60 ~ 74 dBm
iR IE) o E
fRta (2 MR L7tk K ({55 <=-75 ~ 89 dBm
) W 7217 5
e EAELEZVE [(§58 <=-90 ~ 109 dBm
L) RO
TH AT 15 <=-110 dBm
i AR R BE 72 {5 &
SIM fre g (1 BEEFAEER Ay F0ODSIMIZT 2T 47T A2y 1O
L7212 FIEE A (SIMIZT 27T 4 7 TiEd 0 £ A,
f<)
HAagEA (1 FSHESER A2y N 1IOSIMIZT 2T 47T A2y h0D
L7212 [Elfk S (SIMIZT 77 4 7 Tlikd ) £ A,
f<)
Off/ikta, (2 [k S0 | Aay 0 SIM N Aoy k 1IZSIM2H
L7=t%., —WRefE k) D £,
/O (p-< Y 1E |2y FOIZSIMAHY Ay b 1I2SIM 2B dH
PRSI L%, K |0 EHA,
= 1k)
Off / Off WINHADAT y MZISIMDBH Y XA,
3G/4G frfa (1 B AR L%, — [1IXRTT.EGPRS. £ 721X GPRS #+—E 2 D4,
RFEEIE)
e (2 BEW L7-%.— [EVDO.EVDO/1xRTT. £ 7-1% UMTS #+—t 2D
BEE{ER 1) Yt
fEfa (3 B L7-% . — |[EVDO/1XxRTT RevA HSPA . F 7~ |3 HSUPA/HSDPA
RRE{E2 1) F—ERADLHE,
RO (4 B AR L72% . — [HSPA+ —E X D4,
RF(E IR
ok fm (AT) AG/LTE y—E X DH4,
AT PF—r 2L,

Cisco C880 3 L TN Cisco C890 >V — X 4G LTEISR T® 4GLTELED IZ oW TIX . IRD Y v 7 %
ZILTLEEN,

http://www.cisco.com/c/en/us/td/docs/routers/access/800/hardware/installation/guide/800HIG/prodove
rview.html#pgfld-1181416
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Cisco 4G LTE DR E FH ik
~

(#)  4GEHWIC TiE, 21 v b O,WIC O, AA— F 0 (X, I~ TDa~> FT0/0/0 TY,Cisco800 > I —
ZAGLTEBEET 7 v F 7+ — LTI TR TOa~vr P LTAry MoJ 2L £,

o TTFLESZHER IOV —E XA MO (30 ~—)
o ETALT—HX Ty ANVOIER LR HIFRGL—)
e </LFPDN 27T F A k(35 2—7)

o I— LEE(35 N—)

o F—4 a— LH®D SIM &E (36 X—)

o T—X aA—)LOEE (45 X—)

=7 MEBMES L O — & % WM OER

4

(#) EHWIC O%A unit 5IEIINV—% 2y h WIC 2y b BLOPFR— 2 RXT v a2 TRY-
THE L E4(0/0/0), Cisco 800 3 U — X 4G LTE ISR DA cunit 31T T _XTChHa~ RTR
gy MNojEfFEELET,

FIEDOBEE
1. show cellular unit network
2. show cellular unit radio
3. show cellular unit profile
4. show cellular unit security
5. show cellular unit all
FIEDFEM
a<wr RERRFTIVa v EJ:D]
AT \y7’ 1 |show cellular unit network @1%%%%* S ]\ J—27 . + ‘H-/]’ ]\ . b I U{ﬁﬂ% ﬂ‘ﬁlé
Y —ERCETEHRER R LET,
] -
Device# show cellular 0/0/0 network
Z2F w7 2 |show cellular unit radio MAER DRI AR L ER
() LT LB S O EEREICIL . RSST 78 -90 dBm
Bl EHEZDOMLENDD T,
Device# show cellular 0/0/0 radio
AT 7 3 |show cellular unit profile ERENEET A F—4 Tu7 7 A MTET B IE#RE
~LET,
B .
Device# show cellular 0/0/0 profile
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gV REREIT IV a v BE
A7 v 4 |show cellular unit security SIMBEXOREFT LA v 7 AT —XACETAEF 2
VT 4 EHRERLET,
] .
Device# show cellular 0/0/0 security
17“‘/7 5 |show cellular unit all %?A\ﬁfﬁﬁé;ﬂf:jjﬂ77/]’/1/\§13§,%7§{§%0)§§§\;‘r\y
NO—7 X VT 4 R EICET2MANRERE R

Device# show cellular 0/0/0 all

EBT LT —F TuT 7 A VOIER.E R HIER

Cisco 4G LTE EHWIC, Cisco 819 + U — X 4G LTE ISR, Cisco C880 > U — X 4G LTE ISR & L O}
Cisco C890 >V — X 4G LTEISR C. ¥ 70 7 7 A NVEAERCTE LT, —HOET LDT 7 +
NEDAE =Ry N TR T 7 ANVEFITRDOELY TT,

e MC7700- Fu 77 AL 1
e MC7710- 777 A1
e MC7750- 7u 77 A3
e MC7304-7m77A/1
e MC7350- 7177 A)L3
e MC7354-7m77A/1
% SKU THR—FENDET LOFFEMCONTIEL R 1.£ 2. BLUE 322 LT &0,

T—& a7y A NVOER.ERE HIRICETAER EOTA FF14 v
F—F a7 ANDRETITIRDOTA RTA T LER->TLEE N,

o ETALIIT—F TrT 7 ANANTELTWAHEE (AT&T, Sprint, Verizon 72 &) il 1L 7 1
7 7 A )VEHEOEE | IARETT,

o PR AATHIZTu T 7 AN NRTA—FOEENLERGAIT FAIE LT, T 74V 8 7
07y ANVNTERZFELET,

o THuTFANEATERLIETE L. FNENR DR CTHEA LIZWIGEIZ APN 472 F
DNRNTA—=HEBZHI LT AT 7 7 A NVEERT DI ENRARETT, B, —EIC
TIT 4TI TEARTa 77 AT 1 DT THAIZ LICEERLTLEEN,

o T—X T a7y A)NEFRT DHIZIL, show cellular <> profile =~ > R&ZfiH L E 4,7 —#
T Ty ANMIT T AZ Y R () RFEREINET,

o T—H TuTrANMET —H a—NLOREHHEINET SOTe T A LEMF LR
WA ZDT T s A NET 74N NMITAELERHY T, T 74NN T T A VE
W4 5 I21% . Ite sim data-profile number =~ K& L £9,

e 3GPP B XU 3GPP2 DR EWH» 7 17 7 A V& a7 % 121%, debug cellular <0/x/0>

message profile =~ > K% % L show cellular 0 profile =~> K& A LET, 207
Ny 7 a=< KIiZ.MC7750 3 LU MC7350 &5 A %1 2. 7= 4G LTE SKU Tl fH aJfE T4,

A

() MC7750 (EHWIC-LTE-4G-V 3 X Y C819-LTE-4G-V) i i L CTWABE . ims Va7 7 A L (7
777 A/ l.show 2~ RNT* TERIND)DEFITRT DL LTI, — %
I APN OFFHIZC. 70 7 7 A V3 2ETTH0ERHD £,
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~
(&)  EHWIC O%5E unit 51TV —% 2vy P WIC 2y P BILUOKR—FE2RT v a2 TRE-
THIE L £ 9 (0/0/0) , Cisco 800 > U — X 4G LTE ISR D54 unit 55T T X THa~v RTA
2y MOJEREELET,
FINEDOBEE
1. cellular unit Ite profile [create | delete] profile-number [apn [authentication [username password
[bearer-type]lll
FIEDFEM
a<v v NERET v a v B A
A7 v 7 1 |cellular unit lte profile HiHE EXEC B — RTET L F—% 7107 7 AV EVER.ZF £ 7~ 13N

[create | delete]
profile-number [apn
[authentication [username
password [bearer-typellll

B :

Device# cellular 0/0/0 lte
profile create 2 apn.com pap
username pwd ipv4

BrLE9,
e profile-number 511X, BT LHICER SN T 0 7 7 A V5%
HELET SETDUMERTEL T 27 7 A VORRBUTIRD &
B TT,
- MC7700 - | K 16 710 7 7 A )L
- MC7710-&% K16 7’v 7 7 A )b
- MC7750-& K6 a7y A
- MC7304- K16 a7 v A )v
- MC7350- K6 7u~>7A)L
- MC7354 -/ K16 a7y AL

o (EE)apn 8l13%x. 707 7 A VNDT 7 & A KA b4 (APN) %
HBELETAPNIZV—ER g F—lc ko CTHRtEhEI .1
SOTaT A MIIE 1 OO APN FiFEIEECTEx E9,

o  (fEE) authentication 737 A — XX AT AL A T HfFEE L E
I, PR A REZR /8T A — %X chap.none (FBFE7: L) .pap. B L O
pap_chap (PAP % 7-/% CHAP §83E) T9~,

o (L&) username 3 X O password 51— R a4 X —n
BELET,

o (EE)bearer-type /X7 A —H X, 2 DT T 7 AI)VT/Nry K T—
ey va P SNELXIL 27— VRN LTRSS
L7 =4 XA u— NOFEEELZBEELET, FERRT —% A
7 NT A — 2. ipv4.ipv6. 35 L N ipvdv6 (IPv4 35 L TV IPv6) T,

B Zoa<wrRKEASTSHLE3GPP & 3GPP2 7' 7 7 A LDl )7
N MC7750 BELOMC7350 EF L LRI UARNT A—F B LT
fEE -3 EETE I NET,

) EFNETNOETALASKUDT 7NV OT—X a7 7 ANES

T RO EBY TH,

- MC7700,MC7710,MC7354 MC7304 - 7 7 7 A )L 1
- MC7750,MC7350 - 7’12 7 7 A )L 3

T 7 4V k 717 7 A VL show cellular unit profile =~ > R % fif [f]
FTHETAZY A (¥) TRRINET,
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R B

WIZ . EHWIC-4G-LTE-A TF 7 4V b 707 7 A NV E BT T 56 %2R LET,

router (config-controller)# lte sim data-profile 2 attach-profile 1
router (config-controller)# end
router#
router# sh run
Building configuration...
controller Cellular 0/1
lte sim profile 2
router# ping 8.8.4.4 rep 10
Type escape sequence to abort.

Sending 10, 100-byte ICMP Echos to 8.8.4.4, timeout is 2 seconds:
rrrrrrrrnd

Success rate is 100 percent (10/10), round-trip min/avg/max = 284/364/600 ms
router#

Iz show cellular =~ > ROH A Z R L £,

router# show cellular 0/1/0 profile
Profile 1 = INACTIVE **
PDP Type = IPv4
Access Point Name (APN) = Broadband
Profile 2 = ACTIVE*
PDP Type = IbPv4
PDP address = 10.176.207.8
Access Point Name (APN) = Broadband
Primary DNS address = 172.26.38.1
Secondary DNS address = 172.26.38.2
* - Default profile
** - LTE attach profile

WIZ TNy 7 a< RaEFEITT 51D show cellular =~ > RO HIZR7 L F9,

router# show cellular 0/0/0 profile

Profile 1 = INACTIVE **

PDP Type = IPv6

Access Point Name (APN) = vzwims

Profile 2 = INACTIVE

PDP Type = IPv4vé6

Access Point Name (APN) = vzwadmin

Profile 3 = ACTIVE*

PDP Type = IPv4vé

PDP address = 10.187.130.3

Access Point Name (APN) = VZWINTERNET
Primary DNS address = 198.224.173.135
Secondary DNS address = 198.224.174.135

Profile 4 = INACTIVE

PDP Type = IPv4dvé

Access Point Name (APN) = vzwapp

* - Default profile /* Note
** - LTE attach profile /* note

Cisco 4G 7V A ¥ L2 WAN EHWIC
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WIZ TNy 7 a< R&EFELIT L% D show cellular =~ > RO OB Z R L E9,

router# debug cellular 0/0/0 messages profile

PROFILE_3GPP2 debugging is on

router#

router #show cellular 0/0/0 profile

Profile 1 = INACTIVE **

PDP Type = IPv6

Access Point Name (APN) = vzwims

Profile 2 = INACTIVE

PDP Type = IPv4vé

Access Point Name (APN) = vzwadmin

Profile 3 = ACTIVE*

PDP Type = IPv4vé6

PDP address = 10.187.130.3

Access Point Name (APN) = VZWINTERNET
Primary DNS address = 198.224.173.135
Secondary DNS address = 198.224.174.135

Profile 4 = INACTIVE

PDP Type = IPv4dvé6

Access Point Name (APN) = vzwapp

3GPP2 Profiles:

PDN Type = IPv6

Access Point Name (APN) = vzwims
Profile 2 = INACTIVE

PDN Type = IPv4vé6

Access Point Name (APN) = vzwadmin
Profile 3 = INACTIVE*

PDN Type = IPv4vé6

Access Point Name (APN) = VZWINTERNET
Profile 4 = INACTIVE

PDN Type = IPv4vé6

Access Point Name (APN) = vzwapp

Profile 5 = INACTIVE

PDN Type = IPv4vé6

Access Point Name (APN) =

Profile 6 = INACTIVE

PDN Type = IPv4vé6

Access Point Name (APN)
* - Default profile
** - LTE attach profile
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~/VFPDN =2 TF A b

o — U E R

COMEEIX A DNEEBAT2 ) DNy N T =X Xy NI —JICERT D 2 L & ARE
LET, 2NICEY  2—313% PDN Z L2 2N F R &2 OHEH %ﬁxﬂ&?‘é:&ﬁif‘%iﬁ‘o
= zix 1%E@PDN%/\7“) v A A=y MERRITIZHEHN L2 %&H O PDN % VPN
B m I T 5 2 N TEXET,4 PDN IZIZIP 7 R L2 & QoS Btk 2 HANIC R & ¢ 5%
ZENTEET,

JL—Z OYFLDEIIZ 2 DD PDNIZKST D 20D FILT— A v Z—T = A ABPERRENE T,
e EHWIC L@ cellular 0/x/0 35 X U8 cellular 0/x/1
e C8xx L cellular 0 35 X OF cellular 1

INHDA U H =T 2 AL R UERY V=R AL T2 00 X4 —T (AL L
TERTEET,

ZOMREIZZ e — L A=A NT VT I FH BLOPAT&T SKU THAR—FENET, 2D
HEBEIL Sprint 35 £ TY Verizon SKU TiEH A — F INLEH A,

Z LA . EHWIC F DA o #—7 = A A cellular 0/x/0 33 X X C8xx D cellular 0 2 1 T H O
PDN & FEON, EHWIC E @ cellular 0/x/1 38 XN C8xx E @ cellular 1 % 2 % H @ PDN & FEONE 9,

2ODPDN ZHETHEC . EPTHRAOFIEEL LT FEZ2 50T —4% a—LEZRETHD
DERTCE BN T— A F—T oA ALEETHEBOWFIZEA L ET,

WL T—4 X7 T7—D7a77A)VE T 258LVI— A ¥ —7 A AFE7IL PDN 2B

HMATET, 2oFEIF. 2 he—F AT —ar T X2l —1 3T 1%HDPDN T

077 ANEEEMTLEET T 2EBEBEOPDNO T2 7 7 AL 1 FEHDOPDNIZHHEND

TaT7rAND I OLEOT e T A NERDETOT HEBELTLEZEZIW  EXIT1IEHD

PDN X7 a7 7 AV 1 2T 258556.2 % B PDN IZa— L3 flthsid & .2 % H O PDN
EEEBMIC e 7 A2 B LET,

HBRNT T4 I MW INEDENT— A X —T 2 ZAEN LN —T 4 T ENTH%. T —

2 a— NP EIN KA X —T oA AZX EREE Ay P —2 J:V)%ffb%ﬂ{lﬁlﬁlJ@IP

7 RLALEDNS 7 RLAREID YU CToHNET, 228, [l PDN NER Y vV — 25235325 8

E‘ BELTLKEZEEW,DFED A=y FZ2ET HRITIL. EBE 60 A TR MmO PDN

EHOANV—Ty NEZBETOILERD Y £T,

REBNZHOWTIE [l ~/LF PDN ORTEIEZ > a (13 X—) B8R LT EEN,

HEEEI X B D 3 DOBEFIBENRF S E T ROFEMAEEEERE Ik SN ET,
e Tx/Rx 734 |

o —/LNUIWTY 5 EL

o I—/L Dk H

o fICkoTa—Apgran/cn(2—Y E7 L FiF3Rry hT—72)

LB 2 £ 7% 9 5 121, show cellular unit connection history =~ > F& i L £9, Z DIRE
AT 2ET L 77— 2T BIXOSDK & OIREFEBFENRH S Z LICEE LTS ZE0,

Cisco 4G 7 1 ¥ L2 WAN EHWIC



CiscodGLTE Y7 F Y = THRIA ¥ |

W Cisco 4G LTE DR T FH %

W, a— NN T v 7 OHAEDa~y NKOR B ZRLET,

c1921-mc7304#show cell 0/1/0 connection call-history

Start Time Stop Time Duration
Fri Nov 7 10:30:11 2014 Fri Nov 7 10:31:28 2014 77 seconds
Call disconnect reason

Call end mode =

Session disconnect reason type = (0)
Session disconnect reason = (0)
Fri Nov 7 10:33:20 2014 ongoing

WIZ, A= NV R X T DG 0a~y ROl EZ R LET,
1921-mc7304#show cell 0/1/0 connection call-history

Start Time Stop Time Duration
Fri Nov 7 10:30:11 2014 Fri Nov 7 10:31:28 2014 77 seconds

Call disconnect reason

Call end mode =

Session disconnect reason type = (0)
Session disconnect reason = (0)
Fri Nov 7 10:33:20 2014 Fri Nov 7 10:36:14 2014 174 seconds

Call disconnect reason

Call end mode =
Session disconnect reason type = (0)
Session disconnect reason = (0)

Sk a— )L EO SIMEZE

e PIN=Z—FZEHLZEZSIM I — ROy 7B 07 ray 7 (36 X—)
e PIN 2— ROEHE (37 <—)

o ETFTLDEFX VT AIEROMER (BT X—)

e v/ I SIM O HEFRBFEDKE (38 X—)

o SIM DEfEALE v D% IE (39 ~<—3)

e SIMaV 7 4FXal—TalDETAL T T 7 ANDwEH 4] X—)

o T 2T )L SIM DF%JE (42 ~<—7)

PIN2—REZFERLZZSIM I —FDoey 78N T rry s

A

P—ER T, F =L EN/ZSIM b —RKan vy 7 E£idn v 78RS 51203, 2 OFE
¥EEITLET,

Mo PINPNERH L TC3EANEINDESIMI—RiZT7 v 7 SNET,SIMICRESINTY
HBELWPINZSLTANLTLEEWSIM I —FR 7oy 7 a4 . PUK 2— KoY —t
A TR B =BG ELZEW,PUK 2 — F&2#iH4T52L T SIMAI— K7y
U INEBRCEET,
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(#) EHWIC O% A unit 51T —% 2oy h WIC Ay M BXOFR—F 2 AT v =2 TRY]-
THRE L £9(0/0/0), Cisco 800 >V — X 4G LTE ISR DIEE unit BT+ X ChHa~w RTA
7y MNOJZEFETELET,

FNE D
1. cellular unir Ite sim {lock | unlock} pin
FIEDFEM
avr RERET 7V ay B
AT w7 1 |cellular unit lte sim {lock | unlock} pin PIN =— R & f ] LT.SIMI—FKZxzuv 7 F
ixrruey 7 LET,
i e pin-SIM I — K&Ew v Eizlda v 7 ik
Device# cellular 0/0/0 lte sim lock 1111 T ADICBEFEEZNOEREIND = —
R (4~ 837,

PIN=2— FOERE
SIM ® PIN = — R&EH 513 KD ¥ A7 2 EFTLET,

(#) EHWIC O% & unit 51T —% 2oy h WIC A2y b BEXOFR—F 2 AT v =2 TRY)-
THRE L £9(0/0/0), Cisco 800 >V — X 4G LTE ISR DIFEE unit 51T+ X ChHa~w RTA
7y MNOJZEFETELET,

FINEDOBEE

1. cellular unit Ite sim change-pin pin new-pin

FNED M

awl RERRT 7 v a 1
A5 v 7 1 |cellular unit lte sim change-pin pin new-pin %IJ )] ﬂ:-'l"c‘ 5iv7e PIN == — ]\;EZ'JQE Lij—o PIN
DEFEHILSIM e v 7 IRETH D LEN D
. D ET,

Device# cellular 0/0/0 lte sim change-pin 1111 1234

EFTFTLADEFX 2V T 4 FHOMER
TT DX U T A EREHERT DI ROZ AT ZFETLET,
N

() EHWIC O8A unit 51TV —% 2oy F WIC 22y h BEOR— 22T v a2 TRE-
THE L £ 9 (0/0/0), Cisco 800 > U — X 4G LTE ISR DA unit 31T+ X ThHa~w RTX
oy MojEfREELET,

Cisco 4G 7 A ¥ L 2 WAN EHWIC
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FIEDOBEE
1. show cellular unit security

FNEDFEA

a~ RERBRT 7V HE)
AT v/ 1 |show cellular unit security SIMD v 7 IREEZ ST ETLDOEX2 ) 7 ¢

HzEzr~LET,
#i
Device# show cellular 0/0/0 security

vy 7 &z SIM O BEIEREEDRE

AL SN TWARWPIN 23%E L C.ET L % &FET 5 Card Holder Verification (CHV1) = —
BTV TAN— R THIENTEET,

BE  BoPINEFGELTIBMANENDESIMA—RiI7 ey 7 SNET.SIMICHRESLTW
AHDELWPINZXLT AN L TLIEEWSIMA— KR T ey 7 EN=HE6.PUK 22— RO —t
A FanN, F—IZBWAEbEL TSN,

() CHVI 2ZETAHEDICE LSRN L~UL 0 @ PIN 2T 2881 IROFINEIC LN -
TLESWVW RSN~ 7 @ PIN il L T CHVI1 2% E T 5 HFIEIZ DWW TIE, [SIM
DG OREI 73 B9 X—) 2R L TLEE N,

() SIMRBEEPHEEET DT SIM 3 v 7 STV AMERH Y £7,SIM A7 —F A %2R T D
|21 show cellular unir security =~ > R&fH L £,

()  EHWIC OH unit 5183 —4% Aoy h WIC A2y h BIXOKR— 2 RA7 v aTXE -5
THE L £4(0/0/0), Cisco 800 < U — X 4G LTE ISR DA cunir 31T T _XTChHa~v RTA
gy MNojEfFEELET,

FIEDOBEE

1. configure terminal
2. controller cellular unit

3. Ite sim authenticate 0 pin

FEZIT
Ite sim authenticate 0 pin slot {0 | 1}

Cisco 4G 7 A ¥ L 2 WAN EHWIC
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o<y RERIIT IV ay

HH

AT w7 1 |configure terminal Ja—n) a4 X2l —ygr F— Fa2H
HBLET,
B :
Device# configure terminal
AT w7/ 2 |controller cellular unit LS —arie—F ar74 X2l —3 g
E— FZBBLET,
% :
Device(config)# controller cellular 0/0
A7 w7 3 |5 27 L SIM HfE % ¥ A — K L7224 Cisco 4G SIM CHV1 =t— K& JER 5L (0) F— U — K &

EHWIC D54 :

Ite sim authenticate 0 pin

7 = 7 )V SIM #§HE % i 2 7= Cisco 800 U — X 4G
LTE ISR O34

lte sim authenticate 0 pin slot {0 | 1}

] -

Device(config-controller)# lte sim authenticate 0
1111

PIN Z ] L CEREEL £9°, Z ®D PIN (%, &% D
LTE #fi CRAET D 7= DICET AMIEEINE
T B E ST PIN ICEASWCHIAER K INT 5 5
BT —H T R S VE T RRGREIC R L
oA T AIIT—% a— VAR LER A,

() Zoawr R IERFZ{E PIN MEH S
TWAGHEICORAGNTT b
PIN i/l L C CHVl =— R&Z&ET 5
W2 TSIM O EfbE v OFE I ' 7 v 3
(39 N—) AL T &N,

() slotX¥—U—REZOFT v ai. T =

7 /L SIM BERE S hir @ Cisco 800 Series 4G

LTEISR 7Z2iF CHAR— FEET,

SIM DR ELE > DFRE

e SN PIN #RETDITIZIPIN DAY T T IMEERET2LERNHY 3,27 T
T LV T O PIN #HifE L, Z ORf 5L PIN ZfH L TIHRGEED 72912 SIM CHV] = — R & 5%
ETHIZIXEXEC E— R Tk a~vr REAHLET,

~

() SIM OB S{LE L ZEETHE NATU— R LAZRTE L. 22— T4 LB AR AT — RERE
LA T TIMMNaT2/RAT— Reabt™ =L AT T U T ARBNHo 22T — K% SIM
PR~y RCHEHAT A Z LI > T 2= VLA ERAT - RBERESNET AT T T
PIN 28BS S L. SIM RBRECHEH &SN D & MBSz — W4 % CiscolOS =27 4 F o b —
varyhbHlIRTAZENTETET,

A

(FE)  SIM FRIEHERET AITIX.SIM N v 7 SNTWARERH Y £9,SIM AT —X A X iERT 5
|21 show cellular unit security =~ > R& L £,

N

(#) EHWIC O%4 unit 51TV —4 2y Fh WIC 22y b BLOPFR— 2 RXT v a2 TRY)-

THE L %9 (0/0/0), Cisco 800 > U — X 4G LTE ISR ®¥E cunit 51T+ _XTChHa<w RTX

2y hOJZfREL £,

Cisco 4G 7 1 ¥ L2 WAN EHWIC
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FIEDREE

FIEDFEH

1. configure terminal

service password-encryption

do show run | i name

controller cellular unit

o &1 & W DN

Ite sim authenticate {0 | 7} pin
FIT

Ite sim authenticate {0 | 7} pin slot {0 | 1}

1. exit
8. no username name

9. no service password-encryption

username name privilege 0 password pin

a<wy RERIET IV a v

HE)

A7 7 1 |configure terminal ra—) ary7 4 X2 lb—3ay F— NEH
HLUET,
%1 -
Device# configure terminal
17“‘/7 2 |service password-encryption INA T — ]\ODH%%f[ﬁ’L&/]) *_7“}14: L/i-g—o
#i
Device(config)# service password-encryption
A5w 7 3 |username name privilege 0 password pin :L»_-lj‘% LR A T — ]\%ﬁzﬁk Lij—o
o name: L —HVHERHELET,
ﬁ']: . /= — I ===
Device(config)# username SIM privilege 0 * pm'4 8 *ﬂ@ PIN = R %EFEIE Li‘j‘o
password 1111
A7 w7 4 |do show run | i name 2T w7 3 TER SN 22— LI T 5 R
fEEN/= 1L 7 @ PIN % &t — V4B ET
il - EFRALETBICRSND=2—PISIMI),
Device(config)# do show run | i SIM 257 v 7 6C(PINE LO)VEHTAE-DIZAT T
VI NAT = REabt—L%ET,
AT v/ 5 |controller cellular unit LT —arhn—F a7 4 X2l — g

B .

Device(config)# controller cellular 0/0

T— FERLET,

l Cisco4G U A1 ¥ - X WAN EHWIC
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a<wy RERIEIT IV ayv

HE)

A7 v/ 6

Cisco 4G LTE WWAN EHWIC D4 :
Ite sim authenticate {0 | 7} pin

7 =27V SIM #fe % Y AR — K95 Cisco
819(H)G-4G-G ISR DH 4 :

lte sim authenticate {0 | 7} pin slot {0 | 1}

%1

Device(config-controller)# lte sim authenticate
7 055A575E70

b ESnN/ZF—UV—RFRTBIO® AT v 4T
2757 E T PIN 2461 LT SIM CHV1
ZFAE L £9, Z @ PIN 1T, %% D LTE #ft T
AT A OICET LB EEINET . HTETIN
72 PIN ICEE S W TR R+ 5 856 .7 — 4

I N SNE T RREIC R L7256 E
FAFTF—% a— L EZHRBELET A,

~

slot ¥—V—R&EZFDOAF T aix.Ta
7V SIM HEREXT )& Cisco 800 Series 4G
LTEISR 7Z\F CHAR—MENET,

()

AT v 1 |exit FEE)ELVTG—ar he—F a7 4 F 2 b—
YarE—REKRTLET,
B :
Device(config-controller)# exit
A7 w77 8 |no username name (FEB)AT v 7 3 TER SN2 —F4 L XA
U— RF&HIBRLET,
#i
Device(config)# no username SIM
2727 9 |no service password-encryption (EE) AT — R b2 E5h{b L x4,

B .

Device(config)# no service password-encryption

SM=> 7 4 X2l —arvDETFTA a7 74 IVDEA

FINEDOBEE

1. configure terminal

2. controller cellular unit

3. Ite sim data-profile number attach-profile number

EEIT

Ite sim data-profile number attach-profile number slot {0 | 1}

Cisco 4G 7 1 ¥ L2 WAN EHWIC
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W Cisco 4G LTE O EH s
FNEDFEAE
a~wv NERRT 7V ay =):p]
AT w7 1 |configure terminal Ja—n) a4 X2l —ygr F— Fa2H
BLET,
B :
Device# configure terminal
AT w7 2 |controller cellular unit LI —aryho—I7 a7 4 FXFal— g
E— FZBBLET,
B :
Device(config)# controller cellular 0/0
A7 w7 3 |5 27 L SIM HREZ AR — h L72\ Cisco 4G (TRTOMCTIxx BT L)REINTT 0T 7

EHWIC D4 :

lte sim data-profile number attach-profile number

5 = 7 )L SIM B HBE % f 2. 7= Cisco 800 ¥V — X 4G
LTE ISR D54 :

lte sim profile number attach-profile number slot
{0 | 1}

B

Device(config-controller)# lte sim data-profile 2
attach-profile 1 slot 0

Device (config-controller)# lte sim data-profile 3
attach-profile 1 slot 1

ANEHFEZSIMEFDAT Y NEFICEALE
T, T 74NV M T TA<Y)Aey M0 T,

attach profile |X.LTE * v NV — 7 [CHfi T 5 E
TLATHENEND 07 74 LT,

data profile (X #EHEFH Xy NV —27 TF —X
DOEZFIHERT AT 7 7 AL TT,

>
&)

slot ¥— UV — R Z0F 7T a3, 5=
7 )V SIM HEHE XTI D Cisco 800 Series 4G
LTEISR 72\ CHR— ST,

T =27V SIM O E

T aTVSIMBRETIZ. T 7T 4 7R SIM B Ry hU—7 ~DEfi kKo 2/, 7 = —b

Fre Ay = K DR S N E T,
>

()

7 27V SIM YR — h i H DI, Cisco 819 > U — X 4G LTE ISR, Cisco C880 >V — X 4G

LTE ISR 35 L U} Cisco C890 'V — X 4G LTE ISR DA TH,E Y 2 /D ISR TIIEHK D 4G
EHWIC Z### 3452 ¢ TEX £4 2. EHWIC TiZTF 27/ SIM T R— SN EH A,

T 2T I/VSIMOEREBIZETIEALEDTA KT A4

F 2T SIMDEETIZ.IRDOHTA RIA N> TLEE0,
o TTUFNEITIXSIM Ay hORT T4~ Aoy h T . Aay M1 BRI T v ek

DET,

o 74~V SIMARY hEEFETHICIZ. ELVT—arite—TF ar7 4 Fal—vay
£— T Ite sim primary =~ > R&ZfH L £9,

e lte sim data-profile =~ > FZH L T & SIMIZ7r 7 7 A L E2HID Y TET, % SIM (2
T TardrANET T Ta 7y A RnBEEMTonTHET,

e Itesim data-profile = < > NN Ti. profile-number 75 SIM \ZBHHEAT T BT —4% o7 7 A
VB EM U E T, attach-profile-number 13, SIM \[ZBS# 27 % v F a7 7 4 L TT,

Cisco 4G 7 1 ¥ - X WAN EHWIC
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o THYFT TuT s ANOFEMPEEFEEN GRS TR B LTmEFER L
OBENRR2WGAIX. T —% TR 77 ANVERUEZEZEVLYTHZ ENTEET, 2L
NOGE BEFREEBEDOT Z v TF 70T 74N RIA—2 2R LT 7y A V%
YERK L | Ite sim data-profile =~ > RZH L T a7 7 A L EZEEID Y TET,

FIEDHE
1. configure terminal
2. controller cellular unit
3. Ite sim primary slot
4. lte sim max-retry number
5. lte sim authenticate [0 | 7] pin slot {0 | 1}
6. lte failover timeout-period
7. lte sim data-profile number attach-profile number slot {0 | 1}
FIEDFEH
a~vy RERIIT 7V ayv HEY
A3 w7 1 |configure terminal su—r) ar 7 4 X¥al— gy B— R
BRAE L £7
#i :
Device# configure terminal
A5 w7 2 |controller cellular unit LT —arho—F ar7 4 Xal— g
v E—RFERBLET,
B
Device (config)# controller cellular 0/0
AT w7 3 |lte sim primary slot EZ)FFA~VU SIM ATy hEELLT.0
T 1ZANLET,
B
Device (config-controller)# lte sim primary 1
A5 w7 4 |lte sim max-retry number (FEE) 7 =— N d— N —FRITORKEE | ~
65535 THEL E 3,7 7 4 /b MiEIE 10 TY,
#i :
Device (config-controller)# lte sim max-retry 20
A7 w7 5 |lte failovertimer timeout-period UEE)F 7 40 P Tl H—E 2N T 7

Bl

Device(config-controller)# lte failovertimer 6

Ko l-BHIT . 54~ SIMMBEDZV
SIMIZAA v FA—N"—FTHFETOT =—)b
A — N — WL 2 43T,

AA v FF—N—=FEFETDT =— )L F—/\—
AALNT T N2 1 ~THTHERELET,

Cisco 4G 7 1 ¥ L2 WAN EHWIC
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g RERIZT 7V a v =]

A7 v/ 6

lte sim data-profile number attach-profile number
slot {0 | 1}

] -

Device(config-controller)# lte sim data-profile 2
attach-profile 1 slot 0
Device(config-controller)# lte sim data-profile 2

attach-profile 1 slot 1 &)D jf?ro

BEINF-Tu 77 A NVEEE SIM & FD A
oy MEFICEALET . T 74NV (T T4~
y)xe v hZ 0TI,

200 SIMBGFEETBIHEIZ.ZOA VAR
ATCODBEREINTETa T 7 ANMIONWT . ST
A<=V BLOELI XY SIMEZHRTETLHIHLEDL

R EH

>
()

cellular 0 Ite sim activate slot <O or 1> 2~ > F&ZFH L CTSIM & FETT7 /7 4 X— FTE F T,

WIZ. T 2TV SIM 2R ET A2~ LET,

router# configure terminal
router (config)# controller Cellular 0

router (config-controller)# lte sim data-profile 1 attach-profile 1 slot 0
router (config-controller)# lte sim data-profile 2 attach-profile 2 slot 1

router (config-controller)# lte sim max-retry 20

(
(

router (config-controller)# lte sim primary slot 1
(

router (config-controller)# lte sim failovertimer 5

KIZSIMTT 7747 Ta7y A NVaeR T 0 EZRLET,

router# show cellular 0 profile
Profile Information

Profile 1 = INACTIVE
PDP Type = IPv4d
Access Point Name (APN) = internet.telenor.se
Profile 2 = ACTIVE* **
PDP Type = IPv4
PDP address = 78.78.16.214
Access Point Name (APN) = telia.online.se
Primary DNS address = 195.67.199.18
Secondary DNS address = 195.67.199.19
* - Default profile
** - LTE attach profile
Configured default profile for active SIM 1 is profile 2.

WIZT 2T IVSIM DAT —H A& FKrmT 56 %27 LFET,

router# show cellular 0 security

Active SIM = 0

SIM switchover attempts = 0

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3
router#

WIZT 2T IVSIM DAT —H A& FKRm T 56 %2 7 LFET,

router# show controller cellular 0

l Cisco4G U A1 ¥ - X WAN EHWIC
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Interface Cellular0
4G WWAN Modem - Global Multimode LTE/DC-HSPA+/HSPA+/HSPA/UMTS/EDGE/GPRS

Cellular modem configuration

Modem is recognized as valid

manufacture id: 0x00001199 product id: 0x000068A2
Power status: Active

Sierra Wireless Direct IP MC7710 modem

Cellular Dual SIM details:

SIM 0 is present
SIM 1 is present
SIM 0 is active SIM

7 —4F a—)LDORE

F—F a— L ERETHIIEIROFIEEZ ETLET,
o BT — AU H =T A ADEE 45 =)

e DDR DX IE (48 ~—3)

e DDR v 77 v 7 OKE (51 ~—)
3R T — 2 a— LR EE R L T0ET,

<
<

>

343308

Router  Carrier Network

& 3 EHWIC-4G-LTE THD7—4 22—/ DFGE
User(s) M Er&%%i?ﬁd :Data Call Setup Network
LTE Default Data Bearer
IP Address
Obtained

User Data Transmit/Receive

TNT— AV EF—T 2 ADHRE
TN T— A H—T oA AERET HITIL.EXEC T— R CRRBT A%k a~vr REASHLET,
A

(#) EHWIC O5H unit 18I —% 2oy h WIC Zuy b BIOR—= 1 22T v =2 TRY-
THE L £ 4 (0/0/0), Cisco 800 3 U — X 4G LTE ISR DA cunit 31T T _XTCHa~ R TR
gy MNojEfEELET,
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~

(#) CiscolOS U U —R 15.3(3)M I L O 15.3(1)T LAK%, dialer in-band, dialer string. script dialer % & ¢
Frv h A7 R REIL EEINETLAORBIZESOWTCHBAK I NLET.3GB LY
4G EHWIC SKU L [EFE 3G BLN4G L —ZZ, 2 b DREREZ R —F LE T,

FINEDOBEE

-

configure terminal
interface cellular unit

ip address negotiated
encapsulation slip

dialer in-band

dialer string string
dialer-group group-number

exit

© S8 N & o B W N

-
e

[name name]

chat-script script-name ”” “AT!CALL” TIMEOUT timeout-value “OK”

ip route nerwork-number network-mask {ip-address | interface} [administrative distance]

1. dialer-list dialer-group protocol protocol-name {permit | deny | list access-list-number |

access-group }
12. line unit

13. script dialer regular-expression

FNED M

awy RERIIT 7V av

HE)

A5 v 7 1 |configure terminal

Bl

Device# configure terminal

Ja—N) ary7 4 Xal—gryET—RN%y
Bas L £,

A5 v/ 2 |interface cellular unit

B

Device(config)# interface cellular 0/0/0

YN T— A —T oA AERELET,

A5 w7 3 |ip address negotiated

il

Device(config-if)# ip address negotiated

BEDA L2 —T oA ADIPT KL ANEIC
FEENnNs &2 ELET,

l Cisco4G U A1 ¥ - X WAN EHWIC
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awy RERIEIT 7V ayv

HE)

A7 v7 4 |encapsulation slip HHHERBE— RE73F A YA LT~ B
Jo—TF 4 > 7 (DDR)IZHf L CRRE SN A v
i - B =T 2 A ADV YTV T A HZ—F v
Device(config-if)# encapsulation slip NN 3/V(SLIP)777’IZ/1/1E7E§P§“/E LET,
X FERMIA v —T =2 ADT 7 4L b
‘(“j—()
A7 7 5 |dialer in-band DDR Z A F—T7 /WZ L A YN R 2 AT~
THEMHTLE) FBELLES I TV A 8 —
@‘IJ: 7:11/])7\78?&/'1?1/&'@40
Device(config-if)# dialer in-band
AFy7 6 |ataler string string A XNT B EEE LTI R T LET,
#i :
Device(config-if)# dialer string lte
AT v/ 7 |dialer-group group-number :]:E"JE* LA v B —T oA ADNBET S ;“4’ Yo 7
IR ITN—TDFFEEELET,
Bl -
Device(config-if)# dialer-group 1
2T 97 8 |exit Ja—N)ary7 4 Fal—raryE—RK%E
BRIt L £,
Bl
Device(config-if)# exit
15“‘)7" 9 |chat-script script-name ”” “AT!CALL” TIMEOUT 54’ Jy?ﬁ;ﬁﬁﬁééﬂf: E\ATDT o) }\g‘_‘)ﬁg
timeout-value “OK” HLET
ﬁ o
Bl
Device(config)# chat-script lte"" "AT!CALL"
TIMEOUT 60 "OK™“
A5 w7 10 |ip route network-number network-mask :J:E";l?é:hf:/l’ VAE—T A A %j[\ Lf\g&ﬁ;é
{ip-address \ interface} [administrative ﬂfl/\%)T F\: ==z ]\ 1/»_514, 7 54;‘4, AH A
distance] [name name] AL C EFMAXT (v b— NEHEST L
i‘a‘o
fg :'ce(conf'g)# ip route 209.165.200.225 () 774~ /])‘/5‘—7:1:/])7475§5v'7‘/
vi i i u . . . -~ = S
255.255.255.224 cellular 0/0/0 DEZLOREMIND LS A>T
Ty T A E—=T 2 ZAENTHIL—
MEX LT RO K&ERT FI=% |
V=T AT T AL AERTET D
ERHY ET,
27 w7 11 |dialer-list dialer-group protocol protocol-name BT AN 7 4w 7 DEAYT U AR A VERK

{permit | deny | list access-list-number |
access-group}

Bl

Device(config)# dialer-list 1 protocol ip list 1

L. 78 ha Rz LTCT 7B AEFFAI L
\i—g_‘(]
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avwy RERET 7Y ayv E):0]
A5 7 12 |line unit FAry a7 4 Xal—ary T— NEEE
LET,
#i :
Device(config)# line 0/0/0
AT w7 13 |script dialer regular-expression F 7 )Lk %7‘.&@7‘“\7 RN YA NN Z
ELET,
Bl -

Device(config-line)# script dialer lte

>
(&)

DDR DR E

FIEDOBEE

ko) A 2% —7 x4 A7 ip unnumbered cellular 0/0/0 T E STV 5354 . ip address
negotiated DOV IZ . BNV T — A VX —T 2 Af ATOEBEOAXT 4 v 7 IP T RUAZRE
TOMEPRDYET EVT— A =T =2 ZADFUNZONTUT B AR BNV T — A 2 —
7 = A ADi%E (Cisco EHWIC-4G-LTE) |77 ¥ 2 > (62 X—) 2L TL 2 &0,

TN T— A H—T 2 A RZX LT DDR 2% ET HIZIL.EXEC E— R CRHBT RO a~<
KaEAJTLET,

EHWIC D4 unit B1EUINL—% 2oy F WIC 22y b BEOR— 22T v a2 TRE-
THRE L £9(0/0/0), Cisco 800 >V — X 4G LTE ISR DIEE unit 51T+ X ChHa~v RTA
oy hojEFRELET,

-

configure terminal

2. interface cellular unit

3. ip address negotiated

4. encapsulation slip

5. dialer in-band

6. dialer pool-member number
1. interface dialer number

8. ip address negotiated

9. encapsulation slip

10. dialer pool number

11. dialer idle-timeout seconds
12. dialer string string

13. dialer-group group-number
14. exit

15. dialer-list dialer-group protocol protocol-name {permit | deny | list access-list-number |

access-group }
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16. access-list access-list-number permit ip-source-address

17. line unit
18. script dialer regular-expression

19. exit

20. chat-script script-name ”” “AT!CALL” TIMEOUT timeout-value “OK”

a<w Y RERIIT 7V 3y

HHY

2727 1 |configure terminal ya—n_) ary7 4 X¥al—3 gy T— K&
WBLET,
1 -
Device# configure terminal
AT w7 2 |interface cellular unit BN T— AV F—T A AERBELET,
B :
Device(config)# interface cellular 0/0/0
AT w7 3 |ip address negotiated BEDA L Z—T oA ADIP T KL ANEIZ
BEsnsZ Ex2EELET,
%l
Device(config-if)# ip address negotiated
AFy7 4 |encapsulation slip SR — NE A FAA L Fvr R
N—TF 4 > 7 (DDR)IZ*} L CREE S = A v~
il - BT 2 A ADIYIVTIVIFA 2 A Z—F v b
Device(config-if)# encapsulation slip 77k :I/I/(SLIP)ﬁ7‘12/1/ﬂ§%j‘:E‘E LET, 21
TR A 2 —T 2 ADT 7 4V N T,
A7 7 5 |dialer in-band DDR Z A F—T7/WZ L A YN R 2 AT~
THERMHAT LX) BELES I TV A 05—
'fﬁj: 7I/rxéf§£fé’bi¢o
Device(config-if)# dialer in-band
A7 w7 6 |dialer pool-member number BEDA L BE—T A ARNETHEXAYT I
TrANDEALT VT T—=LDFFEEEL
. £,
Device(config-if)# dialer pool-member 1
AT v 1 |interface dialer number BEDA VA —T 2 A ANBTDH LAY T o—
A — ITN—TDFEZEHEELET,
B :
Device(config-if)# interface dialer 1
AT w7 8 |ip address negotiated BEDA LA —T A ADIP T KL ANREIHIC

1 :

Device(config-if)# ip address negotiated

BfFREshsZLaBMELET,
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a<wVv RERIIT 7V a v

HE

A7 v7 9 |encapsulation slip RN E— FEE A YA T K
Jo—TF 4 > 7 (DDR)IZH L CTRRE SN A >~
i - B =T 2 ZADV VTN FAy LB =Ry k
. ) 0 e -
Device(config-if)# encapsulation slip 7'v k2L (SLIP) 1 7kl %j:'é‘m LET, 21
WXERMIA 2 —T 2 ADT 7 4V N T,
A7 7 10 |dialer pool number BIEOFSEY T Ry kU — 2 T B b IC
AT AL HE—T A ANFEHTEDHHAT
i - Vo7 T=nNOFEFERELET,
Device(config-if)# dialer pool 1
A7 w7 11 |dialer idle-timeout seconds FIfR & OB DHE I NT-HD . T A RIVERR
EEEPHEMNTHRELET,
%l
Device(config-if)# dialer idle-timeout 30
AFy7 12 |dialer string string FA NN BEEE TR ERE LET,
1 -
Device(config-if)# dialer string lte
A5 w7 13 |dialer-group group-number j:'é‘fg LAV E—T A 175\)@,‘?‘6 AT T
JRA ITN—TOFFEEELET,
B -
Device(config-if)# dialer-group 1
AT v 14 |exit Ja—N)p arZ4F¥alb—varyET— K2
WBLET,
i
Device(config-if)# exit
A5 v/ 15 |dialer-list dialer-group protocol protocol-name Eg{;ﬁf\‘j—é Ko7 4w DHEAYT AR 75_»1/|55jz
{permit | deny | list access-list-number | L. ha A2t LT 7 A %ZFA L
access-group} ji%f "
Bl -
Device(config)# dialer-1list 1 protocol ip list 1
X?“\yf 16 |access-list access-list-number permit &3{%—9’*5 A4 Fa 7 i&ﬁg% Li"?‘}
ip-source-address
B -
Device(config)# access-list 1 permit any
A7 v 7 11 |line unit SAyary74Xal—ary ET—REEEL
EJ
i
Device(config)# line 0/0/0
AT v/ 18 |script dialer regular-expression FIFNKNEFTTFTLDODF Yy N R NEEE

Bl

Device(config-line)# script dialer lte

LET,
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awy RERRT 7V ay EN:D]
2597 19 |exit T4 AT 4 FXal—aryET—FEKTL
\i—;«(}
%l
Device(config-line)# exit
AT v/ 20 |chat-script script-name ”” “AT!CALL” TIMEOUT EAXY TR ENT-5 ATDT 2~ R2 EFH
timeout-value “OK” L/§57f
%l
Device(config)# chat-script lte"" "AT!CALL"

TIMEOUT 60 "OK“

DDR Xy 7 7 v 7 DRE

T~V ER AT =X L NER L EI ANy I T v TR ARG T DT V— % TRO A
D1oEFEHTEET,

o NI T T A E =T oA R RAZNADREBOEEMEL . 7T A~) A F—T =
AAEFRTa halnFg g LIRS LT v IRREICZAR Y £9,

o WHENIAAT A I N—F NI T v T A EZ—Tx A AENTEHRIKI. 7T 4~ ki
D7 RI=A KL —TF 4 - ﬁf/(;zfg VAL HEREWT RI =AML —TFT 4 v fFif AH
AW T TAS) A B =T 2 A ANFT T T HETIN—T 4 T T—TVIZIIHIE
LEHA,

o HANXT UFx v F HAYT U v FITEANYIV NI T T EN—T 4 THERE L #E
BTN 7T v TR TT,

NI T 9T AVE—T oA AEHERTHA V4 —T =4 ADRE

>
(&)

FHNEDOBEZE

TN T— A =T 2 A ABLOZEOMOIERAT VTN A Z—T A ZADNR T T v/
f B =T 2 AIRETETETA,

1 OFRIFEBOA L Z—T oA AEZBRTE L TR I T v A B —T o ZA2FERATHIC
X Zae—)ary 4 Fal—Tary BT— RORPI RO~y REefEHLET,

1. interface frype number
2. backup interface cellular number

3. backup delay enable-delay-period disable-delay-period
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FNEDFEAE
a~vy RERRT7TI7vay BHY
A5 w7 1 |interface type number Ny 77 \~/7°§jvbé/( VHE—T A X%_ﬁéﬁ;
L AVHE—TzA AT 4 Falb—T g
@J: t— I\‘\%Bﬁﬁé\bi?o
Device(config)# interface atm 0/0/0
AT w7 2 |backup interface cellular number TN TG — A B —T A ABN T T L
LTHRELET,
B
Device(config-if)# backup interface cellular 0/0/0
27 v 3 |backup delay enable-delay-period WA A —T 2 A ADK T LA L Ny

disable-delay-period

B

Device (config-if)# backup delay 0 10

IT T A H—T A APRHEN I DHEE
LOM.BIOWHA L X —T 24 ANR DL
RENRNY T T v TN DR E DT
DO BIEEFRELET,

4GGPS B X UNMEA 7 —% X F U —3I T DA x—T7 VL

NMEA 2.0 {Z% i L7280 GPS 7' a v 2 — 77 -r—3 g VAT GPS NMEA 5 —# A b
V= 0% A X —T T T& BDIL.Cisco 4G LTE EHWIC, Cisco 819 > J — X 4G LTE ISR,
Cisco C880 Y — X 4G LTE ISR. Cisco C890 > U — X 4G LTE ISR {Z72 ¥ £,

FIEDOBEE

EHWIC O& unit 51 TL—4 2oy b WICA2y h R— 2 AT v a2 TRY > THEE

L %7 (0/0/0) , Cisco 800 >V — & 4G LTE ISR D55 unit 51T T X ToOa~v > RTAr v |k

Moz ELEd,

1. configure terminal
controller cellular unit

(ff:7%) Ite gps enable

Ite gps mode standalone

L

Ite gps nmea {ip | serial [streaming]}

720X

Ite gps nmea
end
show cellular unitr gps

show cellular unir gps detail

© o N &

show running
show line

11. telnet ip address port

l Cisco4G U A1 ¥ - X WAN EHWIC



| CiscodGLTE Y 7 k7 = THERA A K

Cisco 4G LTE p 5 M

FNEDFEAE
a<wy R .8
A7 w7 1 |configure terminal a7 4 Fal—TaryE— REHEBELET,
Bl
Device# configure terminal
AT w7 2 |controller cellular unit oy ke—S5 LT — a7 4 X2l — g
VE—RNEMLET,
B
Device(config)# controller cellular 0
A7 97 3 |lte gps enable (fEE) 7 7 4V F TIL.GPS B3 A X —T T
2o CWETATS OB T GPS VT 1 E—
Bl TMZENTWS A . Zoaxy R L
Device (config-controller)# lte gps enable TH—bE R EZ A X —7 VI LET,
27 v 4 |lte gps mode standalone 2ZH K71y GPS F— Ra A X —7 2L
£7
Bl
Device(config-controller)# lte gps mode standalone
A7 v 5 |lte gps nmea {ip | serial [streaming]} NMEA X Y —3 o 72 A4 x—T V2 LET,
E e
lte gps nmea Cisco 4G LTE EHWIC (X IPNMEA A U —=3
PG EYE— R LET, LR TP A
- V=T A ABLOVI TN A X —T =
Device (config-controller)# lte gps nmea ip /r A 7\]‘70‘\/5' :/cj:{iﬁﬁ(‘% E’H_‘/uo
Cisco 819 4G LTE ISR, Cisco C880 +* U — X 4G
LTE ISR, 3 X O Cisco C890 ~ V — X 4G LTE
ISR [Z. RO NMEA A U —3 v 7 F7 v 3
vEYR—MNLET,
o ip:IP A X —7 A A%&IT %5 NMEA,
e serial: > U TN A LB —T = Af AENT
% NMEA,
o streaming:/ 7 A — 4 % 38400 (bps 7~ —
L — }).4800(bps "— L — k.7 7 /L b
fi) . line-config (TTY [Elf = > 7 ¢ ¥ =
L—a U aRE)
(##) CiscolOS U U —215.4(3)T T, lte gps
nmea serial ip =2~ > RiZ> U7/ A
K —T = A R %K A7z Cisco 800 >V —
R N—Z TCOREHARETT,
A7 v7 6 |end arvihu—9 ar74Xal—vary ET—F
ZHET L FiHE EXEC E— RIZRY £,
Bl

Device(config-controller)# end
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a<wy R B
A5 w7 7 |show cellular unit gps WD GPS F— X DEH & TR LET,
. o GPS OIREENS # (GPS %), GPS Hif5. GPS
" A%h)
Device# show cellular 0/0/0 gps
o HWESNIZGPS E—KRAX RTrY)
GPS Info - N . o1
_____________ o GPS DIERBINZ A L RAZ VT EH
GPS Feature: enabled e o
. =%
GPS Port Selected: DIV port GPS ﬁﬁé@fﬁ$§
GPS State: GPS enabled o GPSHEBE (A RX—T NVETITT 4 E—T L)
GPS Mode Configured: standalone . ., .
Last Location Fix Error: Offline [0x0] ° @*ﬂéﬂfi GPS &"— bk (g)ﬂ GPS\j;\)J:U
GPS Error Count: 13 XA T A LUEBEED GPS A— )
Latitude: 37 Deg 24 Min 58 Sec North
Longitude: 121 Deg 55 Min 7 Sec West
Timestamp (GMT): Thu Aug 15 14:23:35 2013
Fix type index: 0, Height: 15 m
A5 v 7 8 |show cellular unit gps detail m@?wy@ﬁﬁ%%ﬁbiﬁo
B
Device# show cellular 0 gps detail
GPS Info
GPS Feature: enabled
GPS Port Selected: DIV port
GPS State: GPS enabled
GPS Mode Configured: standalone
Last Location Fix Error: Offline [0x0]
GPS Error Count: 71
Latitude: 37 Deg 24 Min 58 Sec North
Longitude: 121 Deg 55 Min 7 Sec West
Timestamp (GMT): Fri Aug 16 10:46:25 2013
Fix type index: 0, Height: 20 m
HDOP: 0.8, GPS Mode Used: standalone
Satellite Info
Satellite #1, elevation 18, azimuth 52, SNR 30 *
Satellite #4, elevation 13, azimuth 165, SNR 29 *
Satellite #7, elevation 3, azimuth 133, SNR 22
Satellite #8, elevation 33, azimuth 126, SNR 29 *
Satellite #9, elevation 33, azimuth 133, SNR 0 *
Satellite #11, elevation 4, azimuth 39, SNR 0
Satellite #15, elevation 29, azimuth 284, SNR 0 *
Satellite #17, elevation 84, azimuth 118, SNR 0 *
Satellite #26, elevation 38, azimuth 224, SNR 0
A5 w7 9 |show running config REOH N EFERLET,
Bl
Device# show running config
!
controller Cellular 0
lte gps mode standalone
lte gps nmea ip
|
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B!

A7 97 10

show line

B
Device# show line
Tty Typ Tx/Rx A Modem Roty AccO AccI
Uses Noise Overruns Int
* 0 CTY - - - - -
0 0 0/0 -

1 AUX 0/0 - - - - -
0 0 0/0 -

2 TTY 9600/9600 - - - - -
0 0 0/0 -
I 3 TTY - inout - - -
0 0 0/0 Cce0
I 6 TTY - inout - - -
0 24101 0/0 NMO/0/5

10 VTY - - - - -
0 0 0/0 -

11 VTY - - - - -
0 0 0/0 -

12 VTY - - - - -
0 0 0/0 -

13 VTY - - - - -
0 0 0/0 -

14 VTY - - - - -
0 0 0/0 -

Line(s) not in async mode -or- with no hardware
support:
4-5, 7-9

FHEFRMIA— hFESZEZRRLES,

NMEA 2R E 415 & . Cisco I0S 73 NMEA 3
AR — FEERR L E T A — FEFIET T v
N7 4 — I TE L E 9, 2 OB T, FER
R—=FEZILTT A6 TT,

27Fvy7 1

telnet ip address port

Bl

Device# telnet 10.1.1.1 2006

Trying 10.1.1.1, 2006 ...Open

SGPRMC, ,V,,,,,4,,,,,N*53
$GPGSV,3,1,11,01,17,049,34,04,16,164,30,08,29,129,
32,09,29,136,38*70

$GPGSV, 3,2,11,15,29,281,37,17,83,073,36,28,,,41,07
,00,135, *4B
$GPGSV,3,3,11,11,01,037,,12,00,272,,24,18,313, *46
$GLGSV,2,1,08,78,23,323,27,86,25,030,27,77,67,014,
25,76,37,112,32*6D
$GLGSV,2,2,08,88,39,203,32,87,81,070,31,68,01,292,
34,69,,,*5A
SGPGGA,185555.0,3724.984762,N,12155.122163,wW, 1,04,
13.3,23.2,M,-27.0,M,, *6A
SPQXFI,185555.0,3724.984762,N,12155.122163,W,23.2,
264.53,176.14,9.08*46
SGNGNS,185555.0,3724.984762,N,12155.122163,W, AN, 04
,13.3,23.2,-27.0,,*51

$GPVTG, , T, ,M, ,N, ,K,N*2C
SGPRMC,185555.0,A,3724.984762,N,12155.122163,W,,,1
60813, , ,A*7B

$GPGSA,A,3,08,09,15,17,,,,,,,,,16.2,13.3,9.2*3E
$GNGSA,A,3,08,09,15,17,,,,,,,.,,16.2,13.3,9.2*20
SGNGSA,A,3,,/vsvrrrrssi/16.2,13.3,9.2%23

NMEA A h U= U I RA X —T NI DB L,
GPS 7 ¢ v 7 ARG ST E 9 DT
b oF . EF AIZ NMEA &R— kT NMEA
FT—H APM) =37 EBKLET NMEA
AN— 2 U /3—Z Telnet & FE17 L CT.NMEA
F=HEF v TEET,
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2

4GSMS X v E— VT DOHRE
~

@ EHWIC ® 2> 5 X% A P TlI unit 31 CcnL—% 2oy P WIC A2y N R— 2 AT v 2T
X8> THE L FET(0/0/0),Cisco 800 > U — X 4G LTE ISR D4 unit Bl IZ T X ThHa~v
FCcAxuy MNOJZEELET,

%

FIEDOBEE
1. configure terminal
2. controller cellular unit
3. lte sms archive path FTP-URL
4. cellular unit 1te sms view {all | ID | summary}
5 end
6. show cellular unit sms
1. cellular unit I1te sms send number
8. cellular unir Ite sms delete [all | id]
FNEDFEAE
a<w K A
A7 w7 1 |configure terminal a7 4 X2l —aryE— NEBEBLET,
Bl
Device# configure terminal
AT v/ 2 controller cellular unit ayvher—F5 LT — a7 4 Fal—
Var E—REBBLET,
#i:
Device(config)# controller cellular 0/1/0
A5 3 |lte sms archive path FTP-URL F_THOAHS SMS A vtE— % %5 FTP
Y= NOT HNHE NRAERELET, T4 VHF
R RABFRET D E . SMS A v E—UNEER X
Device (config-controller)# lte sms archive path DZEINDI 73+ NVEORRBIZ KDL I
ftp://username:password@l72.25.211.175/SMS-LTE outbox F L N inbox 7 g @jﬁ’](:ﬁ'j}u é ﬂi‘j—o

ftp://172.25.211.175/SMS-LTE/outbox
ftp://172.25.211.175/SMS-LTE/inbox

AT v/ 4 |cellular unit lte sms view {all | ID | summary} ETFAMIESTZEINEBEETIAN Ay

=Y ORNFERRLET,

o all: =7 AT Ko TRAF Sz hk 255 A
DERTHFAN Ay EB—VONEEER

ID FROM YY/MM/DD HR:MN:SC SIZE L/jz—gpo

il :

Device# cellular 0/0/0 lte sms view summary

CONTENT . = — N > 2 e
0 4442235525 12/05/29 10:50:13 137 ¢ ID';'E’{DT#X b AvE=TO ?‘\%?E’fi
Your entry last month has... éj/w} ID(O -~ 255) DA 7-12»—‘/0)??4%'
2 5553337777 13/08/01 10:24:56 5 AERLALET,

First — ~ 2, f= . =
3 5553337777 13/08/01 10:25:02 6 * Sl‘mmary'%TA&‘\%:of(i%D SR
Second TXANAvE—VOERNERRTLET,
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A7 v7 5 |end Ay 7 4 Xal—vary ET— REKET LK
e EXEC £— RIZIED £7°,
#i:
Device(config)# end
2797 6 show cellular unit sms EZEEINTEZTFAN Ayb—U0FTTO
HMERRTLET, A v = VHFRITITERGE
#l: B NG T — A T RERET F A b
Device# show cellular 0/0/0 sms Ay E—INEFENE 9,372 FAILED &
Incoming Message Information 2o 25 E LTE HA DT 7 —FMNAE£R S

e nNoEabH0 £,

SMS stored in modem = 20

SMS archived since booting up = 0

Total SMS deleted since booting up = 0
Storage records allocated = 25

Storage records used = 20

Number of callbacks triggered by SMS = 0

Number of successful archive since booting up = 0
Number of failed archive since booting up = 0
Outgoing Message Information

Total SMS sent successfully = 0

Total SMS send failure = 0

Number of outgoing SMS pending = 0

Number of successful archive since booting up = 0

Number of failed archive since booting up = 0
Last Outgoing SMS Status = SUCCESS
Copy-to-SIM Status = 0x0

Send-to-Network Status = 0x0
Report-Outgoing-Message-Number :

Reference Number = 0
Result Code = 0x0
Diag Code = 0x0 0x0 0x0 0x0 0x0

SMS Archive URL = ftp://lab:lab@l.3.150.1/outbox

ATyl cellular unit lte sms send number I—PIZTFFARN AvE— FT0oR”H B
Yitr MDA 7225 #H ~D 4G LTE /3> K
#il: SMS * v —YEEEA X —7 /M LET,
Device# cellular 0/1/0 lte sms send 15554443333 number %|§&(i\SDAS A )'{Z“i)ééﬁgifg)ﬁggé
L TT

() 10T E 72X 1L Mo (FBES) F 5237 *
A N EEET DO O Y 2R 5 E R
T, 7o & 20T sk £ 20T
L T3 T IR A — R &
EH A,

AT 2 cellular unit lte sms delete [all | id] (FEE)YAEY NS 1 OOAYE—VID 20T
TNTORFEHA v =V ZHIRLE T,

il :

Device# cellular 0/1/0 lte sms delete all
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QoS

BEREIIR

QoS DFRE DRI

Quality of Service (QoS) 1%, % v bV — 7 OHEHERFIZFEE DY — B A DESMEL A2 RGE L £,
LTE * v~ 7 —7 TiX.QoS (F=—¥ e (UE) & X7 v h 7 —4% v hU—2 (PDN) 7 — h
r714’0>F'EJ CHEREINET, QoS WELX BT 57 —% X7 7 —Dk v M éhia‘ ~

— I RFEDH AT A7 P —E A (ToS) #1559 % PDN 7 — h v =1 L UE OIZEIT 5
{/iffé!?“—& AT VoIP 72 Enfile LTHEITFTONET  _XT 71X T 74 vy Ja—F 07
L— MTFT) N T A —=F LIMEINBENNTA—FDEty hTHAlSNET, = FY—x2 2 R TR
TIT— LD QoS NEITEAH LI I0SRRy NT—IHREDM T T, ZNEDRT T —|Z
HIIER N T A =2 N SN ET, 728 2L VoIP b T 7 1 v 7 1% ARGE S iz #iakig & )
DU TOHNTEREDRT T —IC Lo TBEESNBIORT 77—l L-oTZITFEEILD Web 77
UYDONT T 4 v X0 bERSRET,

ISRG2 /L —# @ Cisco 4G-LTE A > 4 — 7 = A AT, . % v b T — 776 Bk 7= QoS DI
A—hrLET.HD UE &£ DOIZ QoS BDEEXSNTWNDIEA.ZD UE DRy MU — 7 Ikt L
m& Ty RU—ZNUE L a7 Xy NI —7 OMICRT 7 —% L E T, NN OHE
T 7ANVNDT—H X7 T —ODHMNUE & Xy hU—27 LOMTIERSNET, 2D OF
HRT 7 — %ML T 5012, 2—FICKDBMEINEDH Y TH A,
ISRG2 /L—Z @ CiscodG-LTE A > Z—T7 = A AT H K8 ODODXRT F—%HR—FrLET, 21
HOXRT T —X. a7 Xy NI =T ~DEHKIZCUBIZE Ve —RShb T 7490 7
00— 77 L— h(TFT) RT A —Z 2SO THERENFE T, AR A b —Z T, F7 74 v 74
Ky =2—VEr 7 T5ECHRETILEND Y 3, [FAEEIZ. L—% D 10S QoS % E/XT A —
HUE BERE D LTEQoS /N T A —H b —HTHLIICHETLHLERH Y 5, — AN
3GIZT7 =Ny 73T HL UEILTI7A~YPDPa Ly THFANEHREL. H—~DPDP 27
XA RENLETRTCORN T T4 w7 7a—¢ L B BHAXT I —0NEIBRsSnE9,

QoS IZIX K DOHIKFEAEH S FE 3,
o UEMIGEIMAENTZ QoS iR — & EH A,
e QS DT RA—=H T 2—H Xy U TOV—ERAEKICL - TRESNET,

e I0SQoS HTIT. V—ER Tu"fF—xy hU— 7@}%%2%%@03& ﬁzbﬂ\éz%ﬁ
75% D FE 9, BEE D LTE QoS D /3T A —H B8 U T-3546 kS35 AN 10S QoS %
KBS DN H Y £,

&M

LTE QoS I%.Cisco I0S 15.5()T LAED YV U — 2 THR— N FET,

Quality of Service DR E

41X, 4GLTE * v h U —27 TD QoS FEIEDOMIEX T7,
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& 4 4G LTE %> p U —2 T?D QoS

Remote

Branch

Cust A LTE Packet Core —

=) =

N —
KUPGW

CPE side I0S HQoS HQ side QoS
marking (based on marking (based on
Enterprise criteria) Enterprise criteria)

CPE ASR5K/HA
1 GTP Tunnel 1
1 1

Default Bearer : Match ANY : QCl : 8

Dedicated Bearer 1 : DSCP TOS : A0 Mask : EO QCI : 1

- Prioritizing Traffic using same LTE link
- Default bearer filter will match all traffic

- Dedicated bearer : Match particular TOS Traffic

364171

Sample TOS/MASK : AO/EO

WOFNE MR EDOY L T ERLTWET, ZOFITIX. RO LHITR F9,

e T RZ—YFNEDNT T 4 v ZITISRG2 LV —F TCv—F 7 EXNFET, 2LV BR
I x VTR REFT D2 LTEQoS RV v—%fHL T NI 74 vl a~v B 7352
LMW TEES,

o TURI—HFDTNRAANLD T T 4 v TIFATNA L E—T oA AT —F 7 I,
HhA =T 2 A ATRI T TINET HNA L H—T 24 ZATORY > 7%,
Ty UTBRMHTERY =2 SN TETTEET,

o INIHEREFI Ay N —ZI3E AT 47T THH-O AR EEREE T, A v F —
T2 A(BNT— A H—=T 24 RA) TR ST 7 4 v 7HEIRY > —2 & B L OE
g2 L CTIHERY Y —REERANTER LEC XA VT A AN T T ) r—a vk
PR—FCTEET,I0SQoS ZE L HESEALTEDIIF. N T 74 v 7 ==Y 7% A
LAY e LTE #iiE %2 . =0 R 2—HFOFEETIREL TW L BERH Y £3,

ZORFITIEH K U TBRROLTE RV o—%4 M4 L EJ,

e 1T T7ANKERTT—RAKN T 74— |

e 17 GBR EHX7T 7 —:DSCP CS4 % # 1] :500 Kbps £ TD L — hfil[R

e 1 GBR BJfX7 7 —:DSCP CS5 % #F7]:50 Kbps £ TH L — LR

o BIRDOVHHWIEZZE L NI 7 4w 713 1.5Mbps IZV = —E 7 ENTWET
S5 AN T 74 v D~—%0 7 K)o —REERLET,
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& 5 AGFZZ 4 2 D—F 7 K >— RE
__class-map match-all MARK-CS3 interface Gi 0/1
match access-group 103 ip address 23.23.23.1 255.255.255.0

class-map match-all MARK-CS4
match access-group 104

service-policy input ingress
class-map match-all MARK-CS5 ]
match access-group 105

policy-map ingress

class MARK-CS4
set dscp cs4

class MARK-CS5 ﬂ?f:ﬁiz
set dscp cs5 -

class MARK-CS3 _bsery
set dscp cs3
~ access-list 103 permit udp any any eq 5003 .‘gl’f ~ o
access-list 104 permit udp any any eq 16454  — ... > 3
access-list 105 permit udp any any eq 22345 DSCP “X” 3
OIS TANR—AD T T 4 v 7HIERY v —REZRLET,
& 6 HG2 FX NX=D}FZF 71 2 DY > —RE
class-map match-any CS5-EF interface CellularO
match ip precedence 5 ip address negotiated
class-map match-any PREC-3 encapsulation slip
match ip precedence 3
class-map match-any PREC-4 service-policy output LTE-shaper

match ip precedence 4
class-map match-any CS3-4
match ip precedence 3 4

policy-map LTE-shaper

class class-default 'é%r:tfsl
shape average 1500000

service-policy ded-bearer

364541

..... LTE EPC
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class-map match-any CS5-EF

match ip precedence 5

class-map match-any PREC-3

match ip precedence 3

class-map match-any PREC-4

match ip precedence 4

class-map match-any CS3-4

match ip precedence 3 4
match access-group 111

policy-map LTE-SHAPER
class class-default
shape average 1500000

service-policy ded-bearer

QoS HERED

Cisco 4G LTE p 5 M

policy-map SUB-CLASS-34
class PREC-3
bandwidth 100
class PREC-4
bandwidth 200

policy-map ded-bearer
class CS3-4
shape average 500000
set dscp cs4
bandwidth 500
service-policy SUB-CLASS-34

class CS5-EF
police 50000
priority
class class-default c
e gress
fair-queue Control

random-detect dscp-based

364542

LTE EPC

B E DFEMINZ DN TIELL [ Quality of Service Solutions Configuration Guide Library, Cisco

I0S Release 1SM&T) % ML TL 72 &0,

QWSDRNFINYa—FT 47

N—H DT — T v T QoS 231 F—
ELVT— A B —T 2 A AN 22— syslog A /‘IZ“—‘/%JE%D LET, £/ TFT 7'
Ty ANNBAT Ry ?‘7 ZA R SUBEYINCI SN Y Wit~
RiExE TFT 717 7 A L2

BEIZ

T 2—HIT BFOMD

TNThHLHEARET LBFRy MU =7 T 5

IHb Ay E—UNEESNE
BT ct INCEHETLMLERHY F7,

FS5IX.IFESE &M’/\/ N CAREND syslog A vE—TD—ETT,

#5 syslog X »t&—3

syslog X vz — Bl

DEDICATED_BEARER_UP: BHART I =B EvE L7, show cellular =2~ >~ F"i’ﬁﬂq L
Dedicated bearer THMRT Z—0 TFT b — L &3 L Z 1208 LT QoS R E %
(bearer_id=%d) in HWIC EAL %+

slot %d/%d is now UP °

DEDICATED_BEARER DOWN: | X ¢ |z B NMIER Ry N U — 27 OREN S 5 RN & 0 %

Dedicated bearer
(bearer_id=%d) in HWIC
slot %$d/%d is now down

Fo v U7 ICHAE LTS 2SN,

DEDICATED_BEARER_DELET
ED: Dedicated bearer
(bearer_id=%d) in HWIC
slot %d/%d is now
deleted

HRARND QoS KEHE . ET LDOREEL —HTHLIICEET LM
BN H Y £9,show cellular =~ > RZHH L TXT7 5 —0 TFT
N— BB L BAND QoS HE% TFT L—/L & —E+25 X9
ICRELET,

Cisco 4G 7 1 ¥ L2 WAN EHWIC
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#5 syslog 4 > t&—2

syslog A vy &— A

DEDICATED_BEARER MODIF g7 5 — % ENAE S E Lz, show cellular =1~ > K% fff
IED: Dedicated bearer ALTRTS5—OTFT A — L %R L KA D QoS v % TFT

b id=%d SN
(bearer_1d=5d) Nl T D LS ICRELET,
configuration in HWIC

slot %d/%d is modified

4G LTE D% EH

o BlEARENT— AL H—T A ADFEE (Cisco EHWIC-4G-LTE) (62 ~X—)

o BlHARENT — ¥ —T A ADFKE (Cisco 819 4G LTE ISR) (63 ~X—73)

o WOV NT— A H—T 2 ADERE (63 X—)

e Bl:ENT— AL H =T ADREZI LT GRE b R/ (64 ~—)

o NAT B LW IPsec L7y 77 v 7L L TDAGLTE VA ¥ L A WAN(65 ~—)
o SIM DFTE: (67 ~<X—)

o SMSICEADT—& a— Ny VEHRE H(T1 =—)

o NAAYT A H—T 2 A AR L72WNWZA YT U5 v T OFRE (72 =)

o NI AYT A F—T A A%MNT 2 dialer-persistent DFXE : il (72 ~—27)

o ffil:~/LF PDN OFIE (73 ~—)

Bl BERENT— A F—T A4 ZADFEE (Cisco EHWIC-4G-LTE)

K. T T4V ELTHREND LY BALT— A A —T 2 A RAEBHREL. T 74/ b L—
ML TRETHHERLET,

Device# show running-config
chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
encapsulation slip
dialer in-band

dialer string lte
dialer-group 1

async mode interactive

ip route 172.22.1.10 255.255.255.255 cellular 0/0/0
dialer-list 1 protocol ip permit
line 0/0/0

script dialer 1lte
modem InOut

Cisco 4G 7 A ¥ L 2 WAN EHWIC
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Gl RN TG— [ F—T = ZADHEE (Cisco 819 4G LTE ISR)

WIZ.TI7A4~ ) ELTHERASN. T 74V b= LTRTEEIND2 LT — A  H—T =
AAERETHHERLET,

chat-script lte "" "AT!CALL1" TIMEOUT 20 "OK"
|
!
controller Cellular 0
|
!
interface Cellular0
ip address negotiated
encapsulation slip
load-interval 30
dialer in-band
dialer idle-timeout 0
dialer string lte
dialer-group 1
no peer default ip address
async mode interactive
routing dynamic
|
ip route 172.22.1.10 255.255.255.255 cellular 0/0/0
|
dialer-list 1 protocol ip permit
|
line 3
script dialer 1lte
modem InOut
no exec
transport input all
transport output all

RO N T — A VA —T = ADHRE

2T ROBREFNZ DN T L £,
o NHAAYT AL F =T = A AEMMLRNTA YT T v F OBGE (63 —)
o WNEFAYT AL F—T A A% T % dialer-persistent DFXIE (64 ~—3)

NREATYT A EZ—T 2 A RAEFEHALBRNFTAY T U4 YT DRE

WIZANEBEAXYT A B —T 2 A RABHEH L 72WAAY T O T E2RETHHERLET,
KFETFTHFANMIFAY I Uy FICEEOERERE L a~v RexrLET,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0

ip address negotiated

encapsulation slip

dialer in-band

dialer string LTE

dialer watch-group 1

async mode interactive

|
dialer watch-1list 1 ip 5.6.7.8 0.0.0.0

dialer watch-list 1 delay route-check initial 60

Cisco 4G 7V A ¥ L2 WAN EHWIC
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dialer watch-list 1 delay connect 1

|

ip route 0.0.0.0 0.0.0.0 cellular 0/0/0
line 0/0/0

script dialer LTE

modem InOut

no exec

transport input all

transport output all

NMEA YT A5 —T = A Z%EAT 5 dialer-persistent DFRE

WIZIHEA YT A2 —T = A ZA&MHT 5 dialer-persistent Z 5% E 3 D61 %~ LE T, KF
7 ¥ A M dialer-persistent [CEA D EE /L~ RERLET,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
encapsulation slip
dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic

interface Dialerl

ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout 0
dialer string lte
dialer persistent
dialer-group 1

dialer-list 1 protocol ip permit
ip route 0.0.0.0 0.0.0.0 dialer 1

line 0/0/0

script dialer 1lte
modem InOut

no exec

transport input all
transport output all

Bl eV — A BF—T 2 ADOHFREZI L= GRE F /L

WIZ.GRE > )b A X —7 = A A} ip address unnumbered cellular interface TR E ST
WA ARIC AXT 4 v 7 IPT RLVAERET D0 2R LET,

~
(##) GRE P RANOFRTEF .V —ERA oL X —NLTEA VX —T = AO/NT U7 IPT K
VAL TV AEAICZITT P R— &N E1,
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WG LTE pzeE B

TITARX—=RFIPT FLRAEMERATHY—ER M X—DFE KA NV —FRA 2 N AHF
7427 GRE b XD~ RaTT7A4A_X—=KIPT7T RLARIZ. b9 DT RE/RT
Yy Z7 IP7 FLRICERET HZ LIXTEETA,

interface Tunnel2

ip unnumbered <internal LAN interface GE0/0 etc.>
tunnel source Cellular0
tunnel destination a.b.c.d
interface Cellular0

ip address negotiated
encapsulation slip

no ip mroute-cache

dialer in-band

dialer string lte
dialer-group 1

async mode interactive

NAT B XU IPsec ZfEH L7 Ny 77 v 7L LTDAGLTEY A ¥ L A

WAN

WIZNAT B LW IPSec 3w 77 v 7L LT b—% FIZ4G-LTE VA ¥ L 2 WAN ZHET
DB % m L FET,

HEIIHRECEFHA, EEOA LTy MIEFEE Y NV —7 —ERIZLH-T
F9,

B
0
CSHW

ip dhcp excluded-address 10.4.0.254

|

ip dhcp pool lan-pool
network 10.4.0.0 255.255.0.0
dns-server 10.4.0.254
default-router 10.4.0.254

|

|

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

crypto isakmp policy 1

encr 3des

authentication pre-share
crypto isakmp key address a.b.c.d
|

1
crypto ipsec transform-set ah-sha-hmac esp-3des
|
crypto map gsml 10 ipsec-isakmp
set peer a.b.c.d

set transform-set

match address 103

|

!

interface ATM0/0/0

no ip address

ip virtual-reassembly
load-interval 30

no atm ilmi-keepalive

dsl operating-mode auto
|

Cisco 4G 7 1 ¥ L2 WAN EHWIC
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interface ATM0/0/0.1 point-to-point
backup interface Cellular0/3/0
ip nat outside

ip virtual-reassembly

no snmp trap link-status

pve 0/35

pppoe-client dial-pool-number 2
|
!
interface Cellular0/3/0

ip address negotiated

ip nat outside

ip virtual-reassembly
encapsulation slip

no ip mroute-cache

dialer in-band

dialer idle-timeout 0

dialer string lte
dialer-group 1

async mode interactive

crypto map gsml

interface Vlanl04

description used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0

ip nat inside

ip virtual-reassembly

|
interface Dialer2

ip address negotiated

ip mtu 1492

ip nat outside

ip virtual-reassembly

encapsulation ppp

load-interval 30

dialer pool 2

dialer-group 2

ppp authentication chap callin

ppp chap hostname cisco@dsl.com

ppp chap password 0 cisco

ppp ipcp dns request

crypto map gsml

|

ip local policy route-map track-primary-if

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

|

!

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload
ip nat inside source route-map nat2dsl interface Dialer2 overload
|

ip sla 1

icmp-echo 2.2.2.2 source-interface Dialer2

timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

access-list 1 permit any

access-1list 101 deny ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255
access-list 101 permit ip 10.4.0.0 0.0.255.255 any
access-list 102 permit icmp any host 2.2.2.2

access-list 103 permit ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255
dialer-list 1 protocol ip list 1

dialer-list 2 protocol ip permit
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|

!
route-map track-primary-if permit 10
match ip address 102

set interface Dialer2

|
route-map nat2dsl permit 10
match ip address 101

match interface Dialer2

|
route-map nat2cell permit 10
match ip address 101

match interface Cellular0/3/0
|

line 0/3/0

exec-timeout 0 0O

script dialer lte

login

modem InOut

TI7ARXR—=FIPT RLAZFEHT L —E R Fr/34 Z—|Zx L T, erypto ipsec
transform-set esp =~ > K (-2 F U  esp-aes esp-sha256-hmac...) ] L £,

SIM D% E : il

e SIMI—FRDu v 7 fl67 ~—)

o SIM I — RDw v 7 fiftli: il (68 ~=—3)
o HE) SIM FBFE: 5] (68 ~—2)

e PIN 2— ROZEHE (69 ~—)

o WFEALENT= PIN OF%E (70 ~<—3)

SIM b — FKowa v 7 4]
WOFNE.SIMZr vy 7325 FEEZRLTOWET, ZOREFNTERIECTRE#HINEZTF A MIT

IRV RNERTIEODICHEHEINTEY @Foay Yy — Vil hEFRR LESSICIEERRINE

A,
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Device#

!

! SIM is in unlocked state.

!

Device# cellular 0/0/0 lte sim lock 1111

11 ITWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM.Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#

Apr 26 19:35:28.339: %CELLWAN-2-MODEM_DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 19:35:59.967: %CELLWAN-2-MODEM_UP: Modem in HWIC slot 0/0 is now UP
Device#

Cisco 4G 7 1 ¥ L2 WAN EHWIC




CiscodGLTE Y7 F Y = THRIA ¥ |

W 4G LTE o Esl

SIM1— FDwm

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Device#

!

! SIM is in locked state.

v 7 fER il

WOHNIZ.SIMET>ay 735 FEEZRLTWET, ZOREFNTEETRHIN-T XA
MIza Ay bERTEDIEHENTBY @EOay ) — L HEERLESBAICITRRE
NEHEA,

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Device#

!

! SIM is in locked state.

Device# cellular 0/0/0 lte sim unlock 1111

' IWARNING: SIM will be unlocked with pin=1111(4).

Do not enter new PIN to unlock SIM.Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Device#

!

! SIM is in unlocked state.
!

H &) SIM 323t : 5]

WROBNL, BE) SIM GRAEZ R ET 2 H1EZ R L TWET, ZOREFIN TRHA TR S 72T *
ZMEIARA FERTOIEH S TERY J8FE 0= Y — VI 2F0R LT a I3 F R
ShEEA,

Device# show cellular 0/0/0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Device#

!

! SIM is in unlocked state.

!

Device# cellular 0/0/0 lte sim lock 1111

' ITWARNING: SIM will be locked with pin=1111(4).
Do not enter new PIN to lock SIM.Enter PIN that the SIM is configured with.
Call will be disconnected!!!
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Are you sure you want to proceed?[confirm]

Device#

Apr 26 21:22:34.555: %CELLWAN-2-MODEM_DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:23:06.495: %CELLWAN-2-MODEM_UP: Modem in HWIC slot 0/0 is now UP

Device#
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Device#

!

! SIM is in locked state.SIM needs to be in locked state for SIM authentication to
! work.

!

Device#

Device# conf term

Enter configuration commands, one per line.End with CNTL/Z.
Device(config)# controller cellular 0/0

Device (config-controller)# lte sim authenticate 0 1111
CHV1 configured and sent to modem for verification
Device(config-controller)# end

Device#

Apr 26 21:23:50.571: %SYS-5-CONFIG_I: Configured from console by console
Device#

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Device#

! SIM is now in locked state but it can be used for connectivity since authentication is
! good.Authentication can be saved in the router configuration so that when you boot up
! the router with the same locked SIM, connection can be established with the correct

! Cisco IOS configuration.

PIN =— FDZEFE 4

WOFNT . EN Y B THENZPIN a— REERET5HEEZ R L TCWET, ZOREFHN CTEIK TR
HINTZTXFAMIaA PERTEDIEHEINLTBY @Hyoay Y —LVHhEFRRLE

GAEIIIRRENEE A,
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Device#

!

! SIM is in unlocked state.

!

Device#

Device# cellular 0/0/0 lte sim lock 1111

' ITWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM.Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#

Apr 26 21:58:11.903: %CELLWAN-2-MODEM_DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:58:43.775: %CELLWAN-2-MODEM_UP: Modem in HWIC slot 0/0 is now UP

Cisco 4G 7V A ¥ L2 WAN EHWIC
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Device#
Device# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Device#

!

! SIM is in locked state.SIM needs to be in locked state to change its PIN.
!

Device#

Device# cellular 0/0/0 lte sim change-pin 1111 0000

' ITWARNING: SIM PIN will be changed from:1111(4) to:0000(4)

Call will be disconnected.If old PIN is entered incorrectly in 3 attempt(s), SIM will be
blocked!!!

Are you sure you want to proceed?[confirm]

Resetting modem, please wait...

CHV1 code change has been completed.Please enter the new PIN in controller configuration
for verfication

Device#

Apr 26 21:59:16.735: %CELLWAN-2-MODEM_DOWN: Modem in HWIC slot 0/0 is DOWN

Apr 26 21:59:48.387: %CELLWAN-2-MODEM_UP: Modem in HWIC slot 0/0 is now UP

Device#

Device#

Device# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Device#

!

! SIM stays in locked state, as expected, but with new PIN.
!

Device# cellular 0/0/0 lte sim unlock 0000

' ITWARNING: SIM will be unlocked with pin=0000(4).

Do not enter new PIN to unlock SIM.Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Device#
Device# show cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Device#

!

! Unlock with new PIN is successful.Hence, changing PIN was successful.
!

57z PIN OFRE : 5

WOFNT BB SN PIN ZHFH L CHE SIM B AR ET HHEERLTVWET, ZORE
FINTEMA TR INZT XA MIaA LV MR RTEDIEAINTEY @FEoa Y —
HOZFRLUEBBRIIIE RSN EE A

Device# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Device (config)# service password-encryption
Device(config)# username SIM privilege 0 password 1111
Device(config)# do sh run | i SIM

username SIM privilege 0 password 7 055A575E70.

Cisco 4G 7 A ¥ L 2 WAN EHWIC
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!

! Copy the encrypted level 7 PIN.Use this scrambled PIN in the SIM authentication
! command.

!

Device(config) #

Device(config)# controller cellular 0/0

Device(config-controller)# lte sim authenticate 7 055A575E70

CHV1 configured and sent to modem for verification
Device(config-controller)# exit

Device(config)# no username SIM

Device(config)# end

May 14 20:20:52.603: %SYS-5-CONFIG_I: Configured from console by console

SMS 2L A5 —& a—)L XNy 7 ERE

WOFNZ SMSIZE DT —H a— Ny JEEEE XA YT AV H—T o2 ATHERELT.TF
AR Ay E—VEETACEETHI LT —2Eiay T v 7 L BEMES2MHL
TARERI—ANRy JEREZPRT DL & TTF— ¥ A2 X270 5 Hikd R LET,

()  WoOEIT EFEHEES14001234567 1T HEa—LVOREZ RS TT,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
encapsulation slip
dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic

|

interface Dialerl

ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout 0
dialer string lte
dialer caller 14001234567 callback
dialer-group 1

|

ip route 172.22.1.10 255.255.255.255 Cellular0/0/0
dialer-list 1 protocol ip permit
|

line 0/0/0

script dialer LTE

modem InOut

no exec

transport input all

transport output all
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%@ﬁ%??4V&~7:4R%ﬁ%b&mﬁ4kiﬁiy?®%
5]

WIZANEBEAXYT A B —T 2 A RABHEH L 72WAANY T O v T ERETDHHERLET,
KFETFTHFAMIFAY I Uy FICEEOERERE L a~v RexrLET,

chat-script lte "" "AT!CALL1l" TIMEOUT 20 "OK"
interface Cellular0

ip address negotiated

encapsulation slip

dialer in-band

dialer string LTE

dialer watch-group 1

async mode interactive

|

dialer watch-list 1 ip 5.6.7.8 0.0.0.0
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1

|

ip route 0.0.0.0 0.0.0.0 cellular O

line 3

script dialer LTE

modem InOut

no exec

transport input all

transport output all

NEEAYT A F—T A A %{FEHT % dialer-persistent D3R iE : il

WIZ AL A YT A2 —T = A ZA%&EHT 5 dialer-persistent 5% E T 26l % 7~ LE T, K5
7 % A & dialer-persistent (ZEH A DEE R a~v 2 FE2RLET,

interface Cellular0

ip address negotiated
encapsulation slip
dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic
interface Dialerl

ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout 0
dialer string lte
dialer persistent
dialer-group 1

|

dialer-list 1 protocol ip permit
ip route 0.0.0.0 0.0.0.0 dialer 1
line 3

script dialer 1lte
modem InOut

no exec

transport input all
transport output all

Cisco 4G 7 A ¥ L 2 WAN EHWIC
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5] :~ /L F PDN DR E

WKIZ,~/VF PDN 2R ET HHl %2~ LET,

chat-script lte "" "AT!CALL" TIMEOUT 20

|

interface Cellular0

ip address negotiated
encapsulation slip
dialer in-band
dialer idle-timeout 0
dialer string lte
dialer-group 1
no peer default ip address
async mode interactive
routing dynamic

|

interface Cellularl

ip address negotiated
encapsulation slip
dialer in-band
dialer idle-timeout 0
dialer string lte
dialer-group 1

|

ip route 141.141.141.141 255.255.255.255 Cellularl
ip route 192.169.187.254 255.255.255.255 Cellular0

|

line 3

exec-timeout 0 0 script dialer lte
modem InOut

no exec

transport input all
transport output all
rxspeed 100000000
txspeed 50000000

|

line 8

script dialer 1lte
modem InOut

no exec

transport input all
transport output all
rxspeed 100000000
txspeed 50000000

sGLTEnzEs W

WRIZ,¥/VF PDN BIED AT — X ADMRIFEHTEba~ > RenrLET,

C800-router#sh cellular 0 profile
Profile 1 = ACTIVE* **

PDP Type = IPv4

PDP address = 21.21.21.204

Access Point Name (APN) = basic
Authentication = None

Primary DNS address = 171.70.168.183
Secondary DNS address = 173.36.131.10
Profile 2 = ACTIVE

PDP Type = Ibv4

PDP address = 22.22.22.111

Access Point Name (APN) = mpdn
Authentication = None

Cisco 4G 7 1 ¥ L2 WAN EHWIC



CiscodGLTE Y7 F Y = THRIA ¥ |

W 4G LTE o Esl

Primary DNS address = 171.70.168.183
Secondary DNS address = 173.36.131.10
INACTIVE

Profile 3 =
———————— PDP

Type =

Access Point Name

Authenticat
Profile 4 =

PDP Type =

Access Point Name

Authenticat

Ipv4
(APN) =

ion = None
INACTIVE
Ipv4

(APN) =
ion = None

* - Default profile
** - LTE attach profile

Configured default profile for active SIM 0 is profile 1.

aaaauth

basic?2

C800-router#sh cellular 0 connection
Packet Session Status

Profile 1,
Cellular0:

Data Transmitted =

IP address

= 21.21

600 byt
.21.204

ACTIVE

es, Received = 500 bytes

Primary DNS address = 171.70.168.183
Secondary DNS address = 173.36.131.10
Packet Session Status

Profile 2,
Cellularl:

Data Transmitted =

IP address

= 22.22

ACTIVE

1800 bytes, Received = 1800 bytes

.22.111

Primary DNS address = 171.70.168.183
Secondary DNS address = 17

Profile 3,
Profile 4
Profile 5
Profile 6,
Profile 7
Profile 8
Profile 9,
Profile 10,
Profile 11,
Profile 12,
Profile 13,
Profile 14,
Profile 15,
Profile 16,

Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet

Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session

3.36.13
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status

C800-router#sh ip interface brief
IP-Address

Interface
Cellular0
Cellularl

FastEthernetO
FastEthernetl
FastEthernet2
FastEthernet3
GigabitEthernet0

Loopback0
SerialO
Vlanl
Vlan2

21.21.21.204 YES IPCP up
22.22.22.111 YES IPCP up
unassigned YES unset up
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES NVRAM down
1.1.1.1 YES NVRAM up
unassigned YES NVRAM
5.13.1.22 YES NVRAM

72.119.152.9 YES NVRAM down

C800-router#show ip dns view
DNS View default parameters:

Logging is

off

DNS Resolver settings:
Domain lookup is disabled

1.

10
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE

OK?Method Status

Protocol
up
up

up
down
down
down

down

up

administratively down down

up
down
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Default domain name:
Domain search list:
Lookup timeout: 3 seconds
Lookup retries: 2
Domain name-servers:
171.70.168.183
173.36.131.10
DNS Server settings:
Forwarding of queries is disabled
Forwarder timeout: 3 seconds
Forwarder retries: 2 C800-router#sh cellular 0 profile
Profile 1 = ACTIVE* **
PDP Type = IPv4
PDP address = 21.21.21.204
Access Point Name (APN) = basic
Authentication = None
Primary DNS address = 171.70.168.183
Secondary DNS address = 173.36.131.10
Profile 2 = ACTIVE
PDP Type = IPv4d
PDP address = 22.22.22.111
Access Point Name (APN) = mpdn
Authentication = None
Primary DNS address = 171.70.168.183
Secondary DNS address = 173.36.131.10
Profile 3 = INACTIVE
———————— PDP Type = IbPv4
Access Point Name (APN) = aaaauth
Authentication = None
Profile 4 = INACTIVE
PDP Type = Ibv4
Access Point Name (APN) = basic2
Authentication = None
* - Default profile
** - LTE attach profile

Configured default profile for active SIM 0 is profile 1.

C800-router#sh cellular 0 connection

Profile 1, Packet Session Status = ACTIVE
Cellular0:

Data Transmitted = 600 bytes, Received = 500 bytes
IP address = 21.21.21.204

Primary DNS address = 171.70.168.183
Secondary DNS address = 173.36.131.10
Profile 2, Packet Session Status = ACTIVE
Cellularl:

Data Transmitted = 1800 bytes, Received = 1800 bytes
IP address = 22.22.22.111

Primary DNS address = 171.70.168.183
Secondary DNS address = 173.36.131.10
Profile 3, Packet Session Status = INACTIVE
Profile 4, Packet Session Status = INACTIVE
Profile 5, Packet Session Status = INACTIVE
Profile 6, Packet Session Status = INACTIVE
Profile 7, Packet Session Status = INACTIVE
Profile 8, Packet Session Status = INACTIVE
Profile 9, Packet Session Status = INACTIVE
Profile 10, Packet Session Status = INACTIVE
Profile 11, Packet Session Status = INACTIVE

Cisco 4G 7V A ¥ L2 WAN EHWIC
| "=




CiscodGLTE Y7 F Y = THRIA ¥ |

W 4G LTE o Esl

Profile 12, Packet Session Status = INACTIVE
Profile 13, Packet Session Status = INACTIVE
Profile 14, Packet Session Status = INACTIVE
Profile 15, Packet Session Status = INACTIVE
Profile 16, Packet Session Status = INACTIVE

C800-router#sh ip interface brief

Interface IP-Address OK?Method Status Protocol
Cellular0 21.21.21.204 YES IPCP up up
Cellularl 22.22.22.111 YES IPCP up up
FastEthernet0 unassigned YES unset up up
FastEthernetl unassigned YES unset down down
FastEthernet2 unassigned YES unset down down
FastEthernet3 unassigned YES unset down down
GigabitEthernet0 unassigned YES NVRAM down down

Loopback0 1.1.1.1 YES NVRAM up up
Serial0 unassigned YES NVRAM administratively down down
Vlanl 5.13.1.22 YES NVRAM up up
Vlan2 72.119.152.9 YES NVRAM down down

C800-router#show ip dns view
DNS View default parameters:
Logging is off
DNS Resolver settings:
Domain lookup is disabled
Default domain name:
Domain search list:
Lookup timeout: 3 seconds
Lookup retries: 2
Domain name-servers:
171.70.168.183
173.36.131.10
DNS Server settings:
Forwarding of queries is disabled
Forwarder timeout: 3 seconds
Forwarder retries: 2
Forwarder addresses:
Forwarder addresses:

PLMN DfR 3R 35 X UGRR

Cisco I0S U U —R 15.53) M1 LAETIL, FEIO T Y v 7 T R ENL )L Xy RU—7
(PLMN) 23 Cisco 8xx /L —# B LN EHWIC THAR— I FET, ZOMELHEHAT 2 & R
BE72 PLMN Z#Z8 L.Z® PLMN O 1 DIC#fE T £,

FERERIRR
IR OFIFIEIEN ,PLMN OfR%E &BFICEH SN ET,
e LTE20BIUNMCT3xx FF L VU —XP FTCHFE—FINET,

o BHEWOENLT— V= AN B—I T EVR—FLTWENE I DEHERT HLEN
HFEF,

e B—I V7V EVR—FFTESIMI—FEHFEHALTVWAILERDHD 7,
o ZOMEHEIXAGHWIiFi 77 v N7 4 — A TIEHHA—FENEHA,

o YR—=IHEDT7—L T =T N—T 3 0% 5.558.x LT,

o PR—FHRDIOS U U — A% CiscolOS UV U —2A 15.5(3)MI1 LI T,
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o< R

EETT7 v b7+ —ATRE RO~ FEEHLET,
e cellular x Ite plmn search

e show cellular x network

sGLTEnzEs W

e cellular x Ite plmn select <mode> <mcc> <mnc> <rat> <duration>

EHWIC CliZ ko a~<y2 REHERLET,

e cellular x/x/x Ite plmn search

e show cellular x/x/x network

e cellular x/x/x Ite plmn select <mode> <mcc> <mne> <rat> <duration>

v MU — 7 DRER

cellular 0 Ite plmn search =~ > FZ i L C i HAHEZ2 PLMN Z g CE £, kI, * v b
U— 7 BT o0 2R LET,

routerf#cellular 0 lte plmn search

Searching for available PLMNs.This may take up to 3 minutes.

Please wait

PLMN search done.Please use

"show cellular 0 network"

to see available PLMNS

5% . show cellular 0 network =~ > R&fEH L CHEAAERX Yy hU—27 BB L £,

router#show cellular 0 network

Current
Current
Current
Current
Network
Network

Mobile Country Code (
Mobile Network Code (MNC)
(

System Time = Fri Sep 18 18:49:24 2015

Service Status =
Service =

Packet

Roaming Status =
Selection Mode =

= 02

- UK

Packet switch domain (PS)

Location Area Code

Cell ID = 34319
Available PLMNs:
Idx MCC MNC RAT
1 234 10 wumts
2 234 10 gsm
3 234 20 umts
4 234 30 umts
5 234 15 gsm
6 234 33 gsm
7 234 20 1lte
8 234 30 gsm
9 234 15 umts
10 234 30 1lte
11 234 10 1lte
12 234 15 1te

(LAC)

Desc

02 -
3 UK
EE
voda
EE
3 UK
EE
voda
EE
02 -
voda

MCC)

Normal

switched
Roaming

Manual

234
10

state

UK
UK

UK

UK

UK
UK

4931
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X MU —7 OEFER

ERAIREe R Yy MU — 7 OB FECIT, BEE— R dfle— N FET— KO3 204147
WY ET, HET— FTIX L — XX SIM OERT 2Ky U — 2 ICHBICHER L £ 3,58
flE— FTIE. Ry NV =7 ORFEEZETIC MRy N —7 hBEMOR Yy NU—2
2 — ZICEEINGERSEET Ry NV BMERTERWVWINL—F R Ey T =2
B T W IEAIT L —Z X R IRRED £ F & 72 W £ 77, cellular x Ite plmn select auto =
<~V REMEHLT.SIM OFERT L1y MU =7 28 C& £9, FEIT— N TIX REHHERD
DFEMFRERR R Yy U — 7 Z@INTE £,

RIS FETRy NV =7 2RET LB 2R L £T,

router#cellular 0 lte plmn select manual ?
<0-999> Mobile Country Code (MCC)

router#cellular 0 lte plmn select manual 234 ?
<0-999> Mobile Network Code (MNC)

router#cellular 0 lte plmn select manual 234 10 ?

gsm GSM
lte LTE
umts UMTS

routerf#cellular 0 lte plmn select manual 234 10 gsm ?
permanent PERMANENT
power-cycle POWER_CYCLE

routerf#cellular 0 lte plmn select manual 234 10 gsm powe
routerf#cellular 0 lte plmn select manual 234 10 gsm power-cycle ?
<cr>

routerf#cellular 0 lte plmn select manual 234 10 gsm power-cycle
WA RFIIC R >y FU— 7 Z@INSE L0152~ L ET,

router#cellular 0 lte plmn select force ?
<0-999> Mobile Country Code (MCC)

router#cellular 0 lte plmn select force 310 ?
<0-999> Mobile Network Code (MNC)

router#cellular 0 lte plmn select force 310 410 ?
<2-3> MNC Digits Ex 23 means 2 Digits, 023 Means 3 Digits

router#cellular 0 lte plmn select force 310 410 2 ?
gsm GSM
lte LTE
umts UMTS

router#cellular 0 lte plmn select force 310 410 2 1
router#cellular 0 lte plmn select force 310 410 2 1lte ?
permanent PERMANENT
power-cycle POWER_CYCLE

Router#cellular 0 lte plmn select force 310 410 2 lte power-cycle ?
<cr>

Router#cellular 0 lte plmn select force 310 410 2 lte power-cycle
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PLMN DOiZR O

show cellular 0 network ==~ > K%} L C.,PLMN ORN AR TX £ 7,

router#show cellular 0 network

Current System Time = Fri Sep 18 18:53:25 2015
Current Service Status = Normal

Current Service = Packet switched

Current Roaming Status = Roaming

Network Selection Mode = Manual

Network = 02 - UK

Mobile Country Code (MCC) = 234

Mobile Network Code (MNC) = 10

Packet switch domain(PS) state = Attached
Location Area Code (LAC) = 4931

Cell ID = 34319

Available PLMNs:

Idx MCC MNC RAT Desc

1 234 10 umts 02 - UK
2 234 10 gsm 02 - UK
3 234 20 umts 3 UK

4 234 30 umts EE

5 234 15 gsm voda UK
6 234 33 gsm EE

7 234 20 1lte 3 UK

8 234 30 gsm EE

9 234 15 umts voda UK
10 234 30 1lte EE

11 234 10 1lte 02 - UK
12 234 15 1te voda UK

router#show cellular 0 radio

Radio power mode = ON

Channel Number = 122

Current Band = GSM 900 Extended

Current RSSI -48 dBm

Current ECIO = -127 dBm

Radio Access Technology (RAT) Preference = GSM
Radio Access Technology (RAT) Selected = EDGE

Ay T =72 X o TUI N —Z DERPFFAISNR2NGERH D £3,
DFy bV =27 2RI DULERDHY 97,

DL RGAIE A

—HNFRy NT— 7 |[ZHfm CE WAL =T 22 FRE L ET,

TTFTLDT 77— T TDOT ST L —FR

7 6 Tl,Cisco 4G LTE EHWIC ¥ X O Cisco 800 3V — X 4G LTE ISR TH AR — k 415 Sierra
Wireless 5 LIZOWTHHALET, T LD 77— =T (E.CiscolOS =~ R&fH LT
Ty ST L—RTEET, 77— LU =T L, Crossword Express (cwe) 7 7 - /L C, Cisco.com D
TAY LAY T RT =T Fon—RXR=IUnbpA 7 a— R TxET,

CIZTCHATAE 7y =T DT v 77 L— FEIEIZ. MCTIxx TF MO HEH SN E T,

MC73xx £T LD FJEEZKIZR L ET,

http://www.cisco.com/c/en/us/td/docs/routers/access/interfaces/firmware/Firmware_Upgrade.html

Cisco 4G 7 1 ¥ L2 WAN EHWIC
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#6 EFLSKU LT 7 —A D=7
SKU E5F A TZ7—AhU=xT VY—X
EHWIC-4G-LTE-A MC7700  |3.5.29.02 15.5(3)M LUK

C819G-4G-A-K9
C819HG-4G-A-K9

VAAFREET 7 — A?:th%ﬁmbf<téb\yx:hmﬁéﬂﬁw77 LT =T
NR=Va VA LEBEE VA VYLA Y —ER T a M F— 3y NU— 7 [ZHEEENL 55

ENH Y F1,
A
BE Tr7r—AUxT Ty — K ot 2R EBREAY S0 L—X DAL v FEFTIT
720, LT EZE W, 2N afTo 2856 =%7Aﬁiot<%ﬁbﬁ<ké%A#%DiT
~
E T7r7y—2bUxT XU T L—RIVYER—rEINTHEREA,
~

() 35x 77—z T T 1520M3ILLED Y 7 F 7 =T A4 A—UNMATT,

ETTLDT 7—L YT DFET v ST — R
PAATER T RTOFHEAL LOROBFRED LA LTEET A 77 —A U =T BLW
0S Y7 "7 A A=VOFEBT v 7 7L —R TR HLELET,
e LTENTZ7 A4~V ISRWAN A > X —7 = A AT\,
e LTE ME—®D ISR WAN A ' Z — 7 = A A T72\),
o Xy NT—JEHFIZISR ~DT U NAT R RERIIR—DINV T I 2ARD D,

~

@ WIRLEFHEEFACFECT ERENL 77— V=T 2V E—MNIXVr—FT5Z
EHTEET,

FIEDOBEE

2591 WBEFEEORIOBE 77—V zT 2 XU — KT BITIE KDY ZAaD Web ~_— 1T
T EALTLIEEN,

http://software.cisco.com/download/navigator.html

N

() U ET—h X yrua—ROHHEAGTIA YL R U 7 2 L’C\Cisco comMMbH 7T vk
WCHRECEFET AV H T2 A ABLOFAA YT EHET v 7IREIZT AT NG EA YT
BIXOEELA VY TERETILERNLD 9,
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ATFv 72 ZOXR—=V T ROAF T arPHERLET,
[Products] -> [Cisco Interfaces and Modules] -> [Cisco High-Speed WAN Interface Cards]

27 w7 3 [Cisco High-Speed WAN interface Cards] &7 U v 27 L C&IRT 2 & EHTE L — R 70
KO3 HRICERSNET3HH CIEHORNZ IR L G#EIRLTE 7y — AV =7 & 4
vrua—RLET,

5 7 RaAPDY T T Ao r— N Web N—2

Downloads Home > Products > Cisco Interfaces and Modules > Cisco High-Speed WAN Interface Cards

Find: Product Name e.g. 2811

ik i . Cisco Application Extension Platform Cisco 4G LTE Enhanced High-Speed WAN
Recently Used Products Modules and Interface Cards Interface Card for ATT
My Added Devices Cisco Application Networking Services Cisco 4G LTE Enhanced High-Speed WAN
Add Device Modules Interface Card for Verizon
Cisco Connected Grid Modules Cisco 4G LTE Enhanced High-Speed WAN
Cisco Ethernet Switching Network Modules Interface Cards for Europe
Cisco 4G LTE Wireless WAN Enhanced
Cisco Interface Cards High-speed WAN Interface Card
Cisco Line Cards Cisco 3G Wireless WAN (1xRTT, EVDO Rev
Cisco Modem Cards g.:};lt()) High-Speed Wan Interface Card -

Cisco Multiprocessor WAN Application
Modules
Cisco Network Modules

Cisco 3G Wireless WAN (1xRTT, EVDO Rev
A/Rel 0) High-Speed Wan Interface Card -

Verizon
ilsco Network Processing Englnes Cisco 3G Wireless WAN (GPRS/EDGE
Cisco Physical Security Modules for JUMTS/HSDPA) High-Speed Wan Interface
Routers Card
Cisco Route Processors and Route Switch Cisco 3G Wireless WAN (GPRS/EDGE
Processors /UMTS/HSDPA/HSUPA) Interface Card
Cisco Security Modules for Security
Appliances

Ciern Qanvicae Mndiilae

347764

AFvF 4 uxXol ar)—LEALX—T I LET,
A5y E Tr—AhUzT DT T T —RK 7o A%KBELET,

@ VE—FAFDLO—FRTRIATLARNTIA<Y Uo7 O8E HERNkkbnEd. 27
O— RBICEHEPRIELET AT v S TaX U A2 BRLEEAE. 7T vy 2 E T HF UV
O— R AT —ZAfEDT 7y —L =T 0l 77 A )VRBRAERIZRY 9,

2Fy S 6 ToT T L—RK FutvRAEHERLET,
259717 ISRZVo—RLTCT v L —K7okvx&2%ET LET,
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FNEDOZEEH

a<wy RERIET I av

HHY

AT

WD Web %A1 MIZdH 5 Cisco VA ¥ L A WAN
V7 N =T OX 7 — K Web A FEER
bi‘g‘o

http://software.cisco.com/download/navigator.html

CiscoVA VYL AWANY 7 h =T DXy a—R
R=JNZT 7 BATEET,CiscodG D7 7 — A
=7 BRI L ET,

>
()

Z D Web Y1 b, B & FA D Cisco.com
2—FOHENPFEHTEET,

ATv7T 2 | ZOR—=DT ROF T arinbERLET, |[Cisco High-Speed WAN interface Cards] % J##7%
[Products] -> [Cisco Interfaces and Modules] -> CHEHTEAI—RBX 7DLHI1235BIZFER
[Cisco High-Speed WAN Interface Cards] INFETI3HVETCITEHOR S AZEIRL @Y7
LTE 77— AU xzT7 %X ra—RLET,
ATv7 3 BIRLIELTE 77— =7 VU —R&2XT | L—FDT7Fva AEFEVICEFEFTLDT 7—A
vo— RLET, VT TrANEF T u—RLET,
A5 w7 4 |terminal monitor BHEEXECE—RouXoJ ary Y — LA x—7
Mz LT,
Bl
Device# terminal monitor
A5 v/ 5 |microcode reload cellular pa-bay slot T7—ATTDOT 7T L —RK 7av X4t L

modem-provision flash: filename

%l
Device# microcode reload cellular 0 1
modem-provision flash:<filename>.cwe

F/W Upgrade: Complete Successfully

i‘é—o

* pa-bay - EHWIC & Cisco 819,880 35 1 TF 890
J—AXISR OHE.0 Z A L £ T,

e slot - EHWIC O¥i4 . EHWIC RSN TV 5
0~3mDAr vy F&EFTY,Cisco 819,880,890
AGLTE U —XISR OE&IZ.0 2 HEH L ET.

A

()

VE—R - RORE UYL A
VU & LT . Ciscocom 67T vy a b
WCHAE CE ET .7 v /7 bL— RAEfZA &~
H =T 2 A ABL LA YT E2HET v 7R
REIZT DI AN X A P I B L OEE S A
YIERETHILENDHY 7,

A7 6

Cisco 4G LTE EHWIC D54 :

show cellular unit

Cisco 819 2 J — X 4G LTE ISR, Cisco C880
J — X 4G LTEISR.Cisco C890 >~V — X 4G LTE
ISR DA

show cellular 0 hardware
1 -
Device# show cellular 0 hardware

Modem Firmware Version = SWI9200X_03.05.10.02
Modem Firmware built = 2012/02/25 11:58:38

Ty =AU =2TDT v T L—F Fub A E2MREL
F9,
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g REREIT Vg v =]

25w 1 |reload

£7,
()

I0S 7V r—2ay V7 2T A A—=T%Y
O—RNL.77—bLUxT Ty F 7L —FR&E5%TL

1524)M3 LIED 10S Y 7 b7 =T & Y o —
FLTWAZ L E2IELET,

MC7700 E5 5 7 7 — AT = 7 DEBET v 77 L— K4

Device# microcode reload cellular 0 0 modem-provision f£lash:MC7700_ATT 03.05.10.02_00.cwe
Reload microcode?[confirm] <hit enter key>
Log status of firmware download in router flash?[confirm] <hit enter key>
Firmware download status will be logged in flash:fwlogfile

Microcode Reload Process launched for Cellular 37946756; hw type = 0x6F3

Device#

R R R R R R

The interface will be Shut Down for Firmware Upgrade

This will terminate any active data connections.
RS RS S S S S S S SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S

Modem radio has been turned off
EEEEEE SR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S

Modem will be upgraded!
Upgrade process will take up to 15 minutes.During
this time the modem will be unusable.
Please do not remove power or reload the router during

the upgrade process.
R R SRS S SRS SRS SRR RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Sending F/W[MC7700_ATT_03.05.10.02_00.cwe]

Firmware file: MC7700_ATT_03.05.10.02_00.cwe sent to the card

The current
19:31:09

The current
19:28:52

The current
The current
The current
The current
FW UPgrade:

*Feb 21 23:39:35.407:

F/W Upgrade:

*Feb 21 23:42:00.475:
*Feb 21 23:42:00.475:
*Feb 21 23:42:05.475:

modem

modem

modem
modem
modem
modem

to the card [41569157 bytes]:

F/W App Version: SWI9200X_01.00.03.01AP R2492 CARMD-EN-10526 2011/07/01

F/W Boot Version: SWI9200X_01.00.03.01BT R2492 CARMD-EN-10526 2011/07/01

Carrier String: 5
Device ID: MC7700

Package Identifier: MC7700_01.00.03.01_00_vzw_020.006_001

SKU ID: 1584083

In the progress.

Complete Successfully

Modem radio has been turned on

Device#fshow cellular

$CISCO800-2-MODEM_DOWN: Cellular(0 modem is now DOWN.

$CISCO800-2-MODEM_UP: CellularO modem is now UP.
$CISCO800-2-MODEM_DOWN: Cellular(0 modem is now DOWN.
%$CISCO800-2-MODEM_UP: Cellular0O modem is now UP.

0 hardware | incl Modem Firmware Version
Modem Firmware Version = SWI9200X_03.05.10.02

MC7710 5L 77— AU = T DFEBNT v 7 L— R 4

Device# microcode reload cellular 0 0 modem-provision
flash:MC7710_Global_03.05.19.04_00.cwe
Reload microcode?[confirm] <hit enter key>
Log status of firmware download in router flash?[confirm] <hit enter key>
Firmware download status will be logged in flash:fwlogfile

Microcode Reload Process launched for Cellular 37946756; hw type = 0x6F3

Device#

R R R R R R

The interface will be Shut Down for Firmware Upgrade

Cisco 4G 7 1 ¥ L2 WAN EHWIC



CiscodGLTE Y7 F Y = THRIA ¥ |

B =52077—29=707 v 77 L—FK

This will terminate any active data connections.
EEEEEE SR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEE S

Modem radio has been turned off
khkhkhkhkhkhkkhkkhkhkhkhkhkhkhkhkhkkhkkhkkhkhkhkhkhkhkhkhkhkkhkkhkkhkhkhkhrhrhkhkhkkhkhkhhhkhkhrhhhkkhkhkx*k

Modem will be upgraded!

Upgrade process will take up to 15 minutes.During
this time the modem will be unusable.

Please do not remove power or reload the router during

the upgrade process.

EEEEEEEE SRS EEREREREEEEEEEEEEEEEEEEEEEEEEEEE

Sending F/W[MC7710_Global_03.05.19.04_00.cwe] to the card [41569157 bytes]:
Firmware file: MC7710_Global_03.05.19.04_00.cwe sent to the card

The current modem F/W App Version:

19:31:09

The current modem F/W Boot Version:

19:28:52
The current modem Carrier

String:

5

The current modem Device ID: MC7710
The current modem Package Identifier: MC7710_03.00.11.00_00_vzw_020.006_001

The current modem SKU ID:

1584083

FW UPgrade: In the progress.
*Feb 21 23:39:35.407: %$CISCO800-2-MODEM_DOWN: Cellular0 modem is now DOWN.

F/W Upgrade: Complete Successfully

SWI9200X_03.00.11.00AP R2492 CARMD-EN-10526 2011/07/01

SWI9200X_03.00.11.00BT R2492 CARMD-EN-10526 2011/07/01

*Feb 21 23:42:00.475: %CISCO800-2-MODEM_UP: Cellular0 modem is now UP.
*Feb 21 23:42:00.475: %CISC0O800-2-MODEM_DOWN: Cellular0 modem is now DOWN.
*Feb 21 23:42:05.475: $CISC0O800-2-MODEM_UP: Cellular0 modem is now UP.
Modem radio has been turned on

Device# show cellular 0 hardware | incl Modem Firmware Version
Modem Firmware Version = SWI9200X_03.05.19.04

MC7750 =5 A 77— A = T OFE T v 77 L— K4

Device# microcode reload cellular 0 0 modem-provision flash:MC7750_VZW_03.05.10.06_00.cwe

Reload microcode? [confirm]

Device#

<hit enter key>

Log status of firmware download in router flash?[confirm] <hit enter key>
Firmware download status will be logged in flash:fwlogfile

Microcode Reload Process launched for Cellular 37946756; hw type = 0x6F3

EEEEEEEE SRS SRS EEREREREEEEEEEEEEEEEEEEEEEEEEEE

The interface will be Shut Down for Firmware Upgrade

This will terminate any active data connections.
Ak hkhkhkhkhkhkhhhkhkhkhkhhkhhkhkhkhkhhhkhkhkdkhhkhhkhkhkhkhrhhrdhkhkhkhkhrhrkhhkhkhdxhx*k

Modem radio has been turned off
EEEEEE SR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S

Modem will be upgraded!

Upgrade process will take up to 15 minutes.During
this time the modem will be unusable.
Please do not remove power or reload the router during

the upgrade process.

Khhkhkkkhkhkhhkhkhkhhkhhkhkhhhhkhkhkhkhkhkhhkhhkhkhkkhkhkhkhkkhkhkhkkkx*x

Sending F/W[MC7750_VzZW_03.05.10.06_00.cwe] to the card [41569157 bytes]:
Firmware file: MC7750_VZW_03.05.10.06_00.cwe sent to the card

The current modem F/W App Version:

19:31:09

The current modem F/W Boot Version:

19:28:52
The current modem Carrier

String:

5

The current modem Device ID: MC7750
The current modem Package Identifier: MC7750_01.00.09.03_00_vzw_020.006_001

The current modem SKU ID:

1584083

SWI%9600M_01.00.09.03AP R2492 CARMD-EN-10526 2011/07/01

SWI9600M_01.00.09.03BT R2492 CARMD-EN-10526 2011/07/01
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FW UPgrade: In the progress.

*Feb 21 23:39:35.407: %$CISCO800-2-MODEM_DOWN: Cellular(0 modem is now DOWN.
F/W Upgrade: Complete Successfully

*Feb 21 23:42:00.475: %CISCO800-2-MODEM_UP: Cellular0 modem is now UP.
*Feb 21 23:42:00.475: %$CISCO800-2-MODEM_DOWN: Cellular0 modem is now DOWN.
*Feb 21 23:42:05.475: $CISCO800-2-MODEM_UP: Cellular0 modem is now UP.
Modem radio has been turned on

Device#show cellular 0 hardware | incl Modem Firmware Version

Modem Firmware Version = SWI9600M_03.05.10.06

EEM 22 ) X 2R LI ET A 77— 02T DT v 1L—F

LTE 23ME—®D WAN A > 2 —T7 = A A ThHDHEF7 4 —/V FEB TSR ~Or —H )V E LT
U NAT R ROEET 77 ANRFIE LRV EE  Cisco 10S DFAIAIA XY F v X —Tx

(EEM) A7 U 7 b &R L7-HEN T v 77 L — R HEMER SN CTOET.EEM 227 U 7 MM
Ty =AU xT 5T v 7T —RL T LWTy—2b0u=T U —RLHEH#EMEDH D I0S V7
=27 A A=V & ISRIZYr—RFLET,

ETAT7—bUzTDFY A —REEEM AR ) hDOA VA M—)L

FINEDOBEE

AT o7 1

AT 9T 2

AT/ 3

A7 w7 4

ATy 5
AT v7 6
ATy 71
AT v 7 8
AT v 79

BEFEEEORTOREC 7 77— U xzT 2 X400 — KT 5 2FE KDY ATD Web _X—|Z
TI7EALTLIEEN,

http://software.cisco.com/download/navigator.html

JE—h ¥y — ROBE5 4G T4 Y LA U7 52H LT, Ciscocom 0 H 75 v a b
WCHRIE CEFEFT A V=T 2 A ABIOXA YT EEFET v IREICT DT A A YT
BLIOETEEA VYT 2RETILEND Y £7°,

ZOR=U T ROF TV a rhbERLET,
[Products] -> [Cisco Interfaces and Modules] -> [Cisco High-Speed WAN Interface Cards]

[Cisco High-Speed WAN interface Cards] #2 U v 7 L C®IRT 5 & EHTE A2 — R 70
I3 HBICERENETI3HE CIHEMAOREZ®INL J@UR LTE 77—V =T &4
Tj?/]:l*‘ F‘L/i—g«o

3HHCHEZEIRL NV—FDT7 Ty a AFVICHEEIZRLTE 77— AV =T 24U n—
FLET,

FITar 7 4 ¥ 2 L—3 3 )05 boot system flash: =~ > K& T X CTHIBRL 7,

REST A=A X =T M LET,

configure terminal

NWN—ZIZEEM A7 U " A —)L LET,
R —DEFEEINTHWDZ 2R LET,

Cisco 4G 7 1 ¥ L2 WAN EHWIC
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FNEDOZEEH

a<wV RERIXT IV a v

HEY

AT

WD Web A ~MZ&dH D Cisco VA ¥ L A WAN
VI NI 2TDOXE T a— K Web 4 F&FE
%Li‘a‘o

http://software.cisco.com/download/navigator.html

Cisco VA VYLAWANY 7 hy=T7DOF 7 a—R
R=JNZT 7 BATEET,CiscodG D7 7 — A
T 7 EIRIRLET,

>
()

Z @D Web %A ML B D Cisco.com
2—FOHENEHTEET,

ATv7 2 | ZOR—=VTIROF T2 a ) bi#ER LET, |[Cisco High-Speed WAN interface Cards] % &4 %
[Products] -> [Cisco Interfaces and Modules] -> L HEHTEXA—FRK 70 L 51235 HICERS
[Cisco High-Speed WAN Interface Cards] NET3FETCTEHOR L, AR L w7 LTE
Tr—Ahy T EXU e —RLET,
AT7v7 3 BRLIELTE 77 —L 7 =7 V) —2&HY L—FDT7Tva AEVITETLDT 7—L4h
ryue—RLET, VT TrANEXT L a—RRLET,
A7 w7 4 |no boot system flash:filename Ja—)L a7 4 F¥alb— gy F— RTUET
a7 4% 2 b—3 3 )5 boot system flash: =~
ol v RETATHIRLET,
Device(config)# no boot system
flash:cxxx-universalk9-mz.SPA.152-4. M2
AT v 5 |terminal monitor BHE EXEC F— RouXo 7 avJ—)vix A %—7
MZLET,
1 -
Device# terminal monitor
A7 w7 6 |configure terminal Ja—r)Lar7 4 Xal—yary Et— REEL
£7
%l
Device# configure terminal
A7 v7 1 | M DET 50 EEM Script 1 & EEM Script2 /b—#IZEEM A7 U 7 b A v A b— LET,
. - gt & /S Jo S - . _ . .
Zab—L(ZOBRORCHAESMUTE |y - 5 BEM 13 ISR 28912 LTE i 108 781
SP ZOTE AN S ORI T A A=V FTT 5 LUEL TERSATOE
Fal—va gl R LET, T L—Z A0S 15.2(4)M2 & E1F LTV 5 5
BVFATANCAZ U 7T NOWRDITHE XX
TLEEW,
action 1.3.4 set o0ld_IOS
"c$Splatform-universalk9-mz.SSA.V152_4_M LT
mo
WOEHITEEHZ
action 1.3.4 set o0ld_IOS
"c$platform-universalk9-mz.SPA.152-4.M2"
27w/ 8 show event manager policy registered R y—bxﬁﬁé NnNTWnWApZ L ;2{@%}3‘) bij—o

i

Device# show event manager policy registered

A7 VT NOBITNEFICREINT-Z L%
R LET,

()
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event manager applet FW authorization bypass
event none maxrun 1200

action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action

Version

action
action
action
action
action
action
action

1.

PR RPRPRPRPRERRERRERRRPRPRPRRERERERRR

I
= B 00 0 0 0 J

0

U UTUL DR WWWWWWWwwWwwNn R ooo

if $_none_argc ne "1"

.1 syslog msg "Incorrect number of arguments passed.Please check and try again"
.2 exit

.3 end

cli command "enable"

set slot_number "$_none_argl"

cli command "show version \ incl System image file"

.1 regexp "(.*)c(.*)-universalk9-(.*)\"""$_cli_result" _match _subl _sub2 _sub3
.2 set platform "$_sub2"

set current_IOS "c$_sub2-universalk9-$_sub3"

set 0ld_IOS "c$platform-universalk9-mz.SPA.152-4.M2"

set new_IOS "c$platform-universalk9-mz.SPA.152-4.M3"

set firmware "MC7700_ATT_03.05.10.02_00.cwe"

set old_firmware "SWI9200X_01.00.03.01"

.8 set new_firmware "SWI9200X_03.05.10.02"

if $platform eg "800"

.1 set cellular_interface 0

else

.1 set cellular_interface "0/S$slot_number/0"

.2 end

cli command "show cellular S$cellular_interface hardware | incl Modem Firmware

N oUW

string first "$new_firmware" "$_cli_result"

if $_string result ge 0

.1 syslog msg "Modem is already on new firmware $new_firmware.Exiting upgrade!!"
.2 exit

.3 end

if Scurrent_IOS ne $o0ld_IOS

.1 syslog msg "Current IOS version is incorrect.Please run $old_IOS before

starting upgrade.Exiting upgrade!!"

action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action

6.

Ul U OO U U U0 W W W W W W N NN

1
2
3
0
1
1
1
2
.3
0
1
1
1
2
3
4
5

1

.2 exit

end

cli command "show flash: | incl $new_IOS"
string first "S$new_IOS" "$_cli_result"

if $_string result 1t 0
.1 syslog msg "$new_IOS is not present in flash.Exiting upgrade!!"
.2 exit

end
cli command "show flash: \ incl $firmware"
string first "$Sfirmware" "$_cli_result"

if $_string result 1t 0

.1 syslog msg "S$firmware is not present in flash.Exiting upgrade!!"

.2 exit

end

cli command "configure terminal"

cli command "no boot system"

cli command "end"

cli command "microcode reload cellular 0 $slot_number modem-provision

flash:S$firmware" pattern "confirm"

action 6.2 cli command "y"

action 6.3 wait 400

action 6.4 cli command "event manager run router_reload $o0ld_IOS S$new_IOS $old_firmware
$cellular_interface"

action 6.5 wait 120

action 6.6 exit
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event manager applet router_reload authorization bypass
event none maxrun 120

action 1.
action 1
action 1
action 1.
action 1
action 2
Version"
action 2.
action 2.
action 2.
action 2.
action 2.
reload"

action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.

0

o W N

w w wN R

(G2 N2 B2 IO 2 IO, I RO BN, BN S TN

set 0ld_IOS "$_none_argl"

set new_IOS "S$_none_arg2"

set old_firmware "$_none_arg3"

set cellular_interface "$_none_arg4"

cli command "enable"

cli command "show cellular Scellular_interface hardware inc Modem Firmware

set _string_result "0"
string first "$old_firmware" "$_cli_result"
if $_string result ge "0O"

.1 set boot_IOS "S$Sold_IOS"
.2 syslog msg "Firmware did not Upgrade successfully.Please try again after

else

.1 set boot_IOS "S$new_IOS"
.2 syslog msg "Firmware upgraded successfully. value= $_string_result"
.3 end

cli command "configure terminal"

.1 cli command "boot system flash:$boot_IOS"

2 cli command "config-register 0x2102"

3 cli command "interface cellular $cellular_interface"
4 cli command "no shut"

5 cli command "end"

6 cli command "write memory"

7 reload

MC7710 E5ADEEM 2 7 J 7 + 1

event manager applet FW authorization bypass
event none

action 1.0

action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action

PR RPRPRPRPRPRERERRERRPPRPRERRRERERERR

Version
action
action
action
action
action
action

S N e

O Ul Ul Ul PR WWWWWWwWwWwwWwWwNDRE ooo

= 0 0 00 0 J

maxrun 1200

if $_none_argc ne "1"

.1 syslog msg "Incorrect number of arguments passed.Please check and try again"
.2 exit
.3 end

cli command "enable"
set slot_number "S$_none_argl"
cli command "show version \ incl System image file"

.1 regexp "(.*)c(.*)-universalk9-(.*)\"""$_cli_result" _match _subl _sub2 _sub3
2 set platform "S$_sub2"

3 set current_IOS "c$_sub2-universalk9-$_sub3"

4 set 0l1d_IO0S "cSplatform-universalk9-mz.SPA.152-4.M2"

5 set new_IOS "cS$platform-universalk9-mz.SPA.152-4.M3"

6 set firmware "MC7710_Global_03.05.19.04_00.cwe"

7 set old_firmware "SWI9200X_03.00.11.00"

.8 set new_firmware "SWI9200X_03.05.19.04"

if $platform eqg "800"

.1 set cellular_interface 0

else

.1 set cellular_interface "0/$slot_number/0"
.2 end

cli command "show cellular S$cellular_interface hardware | incl Modem Firmware

string first "$new_firmware" "$_cli_result"
if $_string result ge 0

.1 syslog msg "Modem is already on new firmware $new_firmware.Exiting upgrade!!"
.2 exit
.3 end

if Scurrent_IOS ne $o0ld_IOS
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action 2.1
starting
action
action
action
action
action
action
action
action

action
action
action
action
action
action
action
action
action 6.1

2.1
2.2
2.3
3.0
3.1
3.1
3.1
3.2
action 3.3
5.0
5.1
5.1
5.1
5.2
5.3
5.4
5.5

flash:$firmware"

action 6.2
action 6.3
action 6.4

ETFADT 77— Y2 T DT v T T L—F

.1 syslog msg "Current IOS version is incorrect.Please run $o0ld_IOS before

upgrade.Exiting upgrade!!"

.2 exit

end

cli command "show flash: | incl $new_IOS"
string first "$new_IOS" "$_cli_result"

if $_string result 1t 0

.1 syslog msg "$new_IOS is not present in flash.Exiting upgrade!!"
.2 exit

end

| incl $firmware"

"$_cli_result"

cli command "show flash:

string first "$firmware"
if $_string result 1t 0
.1 syslog msg "S$firmware is not present in flash.Exiting upgrade!!"
.2 exit

end

cli command "configure terminal"

cli command "no boot system"

cli command "end"

cli command "microcode reload cellular 0 S$slot_number modem-provision
pattern "confirm"

cli command "y"

wait 400

cli command "event manager run router_reload $o0ld_IOS $new_IOS $old_firmware

$Scellular_interface"

action 6.5
action 6.6

MC7710 €5 LD EEM 2 7 U 7

wait 120
exit

k2

event manager applet router_reload authorization bypass

event none
action 1.0
action 1
action 1
action 1.
action 1

2

o B W N

action

Version"
action 2.1
action 2.2
action 2.3
action 2.3
action 2.3
reload"

action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.
action 2.

(G2 O IO, RO, I IO RO RO BT ST SN

maxrun 120

set 0ld_IOS "S$_none_argl"

set new_IOS "$_none_arg2"

set old_firmware "S$_none_arg3"

set cellular_interface "S$_none_argd"

cli command "enable"

cli command "show cellular Scellular_interface hardware inc Modem Firmware
set _string_result "0O"

string first "$old_firmware" "S$_cli_result"

if $_string result ge "0"
.1 set boot_IOS "$old_IOS"
.2 syslog msg "Firmware did not Upgrade successfully.Please try again after

else

.1 set boot_IOS "S$new_IOS"

.2 syslog msg "Firmware upgraded successfully. value= $_string_result"
.3 end

cli command "configure terminal"

.1 cli command "boot system flash:S$boot_IOS"

2 cli command "config-register 0x2102"

3 cli command "interface cellular S$cellular_interface"
4 cli command "no shut"

5 cli command "end"

6 cli command "write memory"

7 reload
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event manager applet FW authorization bypass
event none maxrun 1200
action 1.0 if $_none_argc ne "1"

action 1.0.1 syslog msg "Incorrect number of arguments passed.Please check and try again"
action 1.0.2 exit

action 1.0.3 end

action 1.1 cli command "enable"

action 1.2 set slot_number "S$_none_argl"

action 1.3 cli command "show version \ incl System image file"

action 1.3.1 regexp "(.*)c(.*)-universalk9-(.*)\"""S_cli_result" _match _subl _sub2 _sub3
action 1.3.2 set platform "$_sub2"

action 1.3.3 set current_IOS "c$_sub2-universalk9-$_sub3"

action 1.3.4 set 0ld_IOS "cSplatform-universalk9-mz.SSA.V152_4_M_LTE"

action 1.3.5 set new_IOS "c$platform-universalk9-mz.SPA.152-4.M3"

action 1.3.6 set firmware "MC7750_VZW_03.05.10.06_00.cwe"

action 1.3.7 set old_firmware "SWI9600M_01.00.09.03"

action 1.3.8 set new_firmware "SWI9600M_03.05.10.06"

action 1.4 if $platform eg "800"

action 1.4.1 set cellular_interface 0

action 1.5 else

action 1.5.1 set cellular_interface "0/S$slot_number/0"

action 1.5.2 end

action 1.6 cli command "show cellular $cellular_interface hardware | incl Modem Firmware
Version"

action 1.7 string first "Snew_ firmware" "$_cli_result"

action 1.8 if $_string result ge 0

action 1.8.1 syslog msg "Modem is already on new firmware S$new_ firmware.Exiting upgrade!!"
action 1.8.2 exit

action 1.8.3 end

action 2.1 if $current_IOS ne $old_IOS

action 2.1.1 syslog msg "Current IOS version is incorrect.Please run $0ld_IOS before

starting upgrade.Exiting upgrade!!"

action 2.1.2 exit

action 2.2 end

action 2.3 cli command "show flash: | incl $new_IOS"

action 3.0 string first "Snew_IOS" "$_cli_result"

action 3.1 if $_string_result 1t O

action 3.1.1 syslog msg "Snew_IOS is not present in flash.Exiting upgrade!!"
action 3.1.2 exit

action 3.2 end

action 3.3 cli command "show flash: \ incl $firmware"

action 5.0 string first "S$Sfirmware" "S$_cli_result"

action 5.1 if $_string_result 1t O

action 5.1.1 syslog msg "Sfirmware is not present in flash.Exiting upgrade!!"
action 5.1.2 exit

action 5.2 end

action 5.3 cli command "configure terminal"

action 5.4 cli command “no boot system”

action 5.5 cli command “end”

action 6.1 cli command "microcode reload cellular 0 S$slot_number modem-provision
flash:S$firmware" pattern "confirm"

action 6.2 cli command "y"

action 6.3 wait 400

action 6.4 cli command "event manager run router_reload $0ld_IOS S$new_IOS $old_firmware
$cellular_interface"

action 6.5 wait 120

action 6.6 exit
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event manager applet router_reload authorization bypass

event none maxrun 120

"show cellular S$cellular_interface hardware

inc Modem Firmware

"$_cli_result"

.2 syslog msg "Firmware did not Upgrade successfully.Please try again after

.2 syslog msg "Firmware upgraded successfully. value= $_string_result"

"boot system flash:$boot_IOS"

“interface cellular S$cellular_interface”

action 1.0 set 0ld_IOS "$_none_argl"

action 1.1 set new_IOS "S$_none_arg2"

action 1.2 set old_firmware "$_none_arg3"
action 1.3 set cellular_interface "$_none_arg4d"
action 1.4 cli command "enable"

action 2.0 cli command

Version"

action 2.1 set _string_result "0O"

action 2.2 string first "S$old_firmware"
action 2.3 if $_string_ result ge "0O"

action 2.3.1 set boot_IOS "$old_IOS"

action 2.3

reload"

action 2.4 else

action 2.4.1 set boot_IOS "$new_IOS"

action 2.4

action 2.4.3 end

action 2.5 cli command "configure terminal"
action 2.5.1 cli command

action 2.5.2 cli command "config-register 0x2102"
action 2.5.3 cli command

action 2.5.4 cli command “no shut”

action 2.5.5 cli command "end"

action 2.5.6 cli command "write memory"
action 2.5.7 reload

FFATvTTVUV—FREEM 27 U 7 FD)L—F TDFELT

FIEDOBEE

A7 w7 1 event manager run fw slot-number
A7 w7 2 show cellular slot hardware
FIEDFEM

a<wy RERIEIT IV av

HHY

AT 71 event manager run fw slot-number EHWIC-4G-LTE A & » ]\ﬁ%%#gi Lij—o
(#) 800V —AXAGLTEISR 7 v K 7 4 — A
B : DY ARy M-S0 T, 1900,2900,
Device# event manager run fw 1 3900 77 v 7 +—.A. & EHWIC O¥4E A
7 v hF 51X EHWIC-4G-LTE 23§ A S 7z
ISR 2y FZfRELET,
Zﬁ“\yj’ 2 show cellular slot hardware 7 \y7°7“]/\—— }\75‘56133 L=z & %ﬁﬁ?ﬁ'\bi'ﬁ}? %

B :

Device# show cellular 0 hardware

Modem Firmware Version = SWI9200X_03.05.10.02
Modem Firmware built = 2012/02/25 11:58:38

T U= FRRI LG EIX PN T L Xy
t—URERINET,
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FTFANT T T — FRIIEDOEEM 2 27 U 7 s D— 2 b DY

FINEDOHEE
A7 v 7 1 configure terminal
27 w7 2 no event manager applet FW
A7 w7 3 noevent manager applet router_reload
27 v7 4 end
AT v 7 5  write memory
FNEDFEAD
avwY RERRT 7V ay HHY
2727 1 |configure terminal ra—n)L a7 4 FXalb—aryE— REBEEBL
\jz —;«O
B
Device# configure terminal
13“‘)7’ 2 no event manager applet applet-name /ff‘ﬂﬁji\%‘/r ~ ]\ -?Z‘\_:/JY, (EEM) 75,%77"1/\\/ ]\

Bl

Device(config)# no event manager applet FW
Device(config)# no event manager applet
router_ reload

DBEREMREL . ZOT F Ly hOT7 Ly b 3
T4 F¥alb—var - FEBMBLET,

27 v 7 3 |end

Jya—nN) ar7 4 Xal—vay B— REKT
L. Hi#E EXEC E— FZ B L £7,

By
Device(config)# end
A7 v 4 |write memory ISR ® NVRAM [ZFEfTar 7 4 Fab—a &k
ﬁbi‘d‘o
] :

Device# write memory

SNMP MIB

X @ Simple Management Network Protocol (SNMP) MIB (%, Cisco 4G LTE WWAN EHWIC, Cisco
819 U — X 4G LTE ISR 3 L U} Cisco C880 > U — X 4G LTE ISR 3 L T} Cisco C890 >V — X
4GLTE ' J —X ISR THR— SN TWET,

e [F-MIB
e ENTITY-MIB
¢ CISCO-WAN-3G-MIB

CISCO-WAN-3G-MIB CIZ . KDT —7 N &H 7 T —7 /N3G LUNLTE T 7 / 1a ¥ —[alifiZ
FR—=—hSHLTHET,

e ciscoWan3gMIB(661)
e ciscoWan3gMIBNotifs(0)

Cisco 4G 7 A ¥ L 2 WAN EHWIC
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e ciscoWan3gMIBObjects(1)

e c3gWanCommonTable(1)

e c3gWanGsm(3)

e c3gGsmldentityTable(1)

e c3gGsmNetworkTable(2)

e c3gGsmPdpProfile(3)

e ¢3gGsmPdpProfileTable(1)

e c3gGsmPacketSessionTable(2)

e c3gGsmRadio(4)

e c3gGsmRadioTable(1)

e c3gGsmSecurity(5)

e c3gGsmSecurityTable(1)
http://www.cisco.com/go/mibs ® Cisco MIB Locator 7>5 MIB # ¥ 7 > 1 — R TX E7,

SNMP 4G LTE DR 7E : fil
WDOFNZ  SNMP #EZX L — X ICHRTET A HEEXRLET,

snmp-server group neomobilityTeam v3 auth notify 3gView
snmp-server view 3gView ciscoWan3gMIB included
snmp-server community neomobility-test RW

snmp-server community public RW

snmp-server enable traps c3g

snmp-server host 172.19.153.53 neomobility c¢3g
snmp-server host 172.19.152.77 public c3g

snmp-server host 172.19.152.77 public udp-port 6059

WOFNZ SNMP %/ L C—HF LiBET DX IINAEA N TAAL ZAERET D HEEZRLET,

setenv SR_MGR_CONF_DIR /users/<userid>/mibtest
setenv SR_UTIL_COMMUNITY neomobility-test
setenv SR_UTIL_SNMP_VERSION -v2c

setenv SR_TRAP_TEST PORT 6059

NoTITNya—FT 4T
ZDt” 3 E CiscodG-LTE VA ¥ L 2 WANEHWIC ® T 7Ly 2 —F 4 7DDl
MBIy 7 7T 0y MERB IO ARER Y YV — ROV THB LET,
LED O&LBAIZ 2Tl [ Cisco 4G LTE Wireless WAN EHWIC]%# Z M L T 72 &0,
o T—X a— LREDMHR (94 X—)
o [EHIREZ DM (94 ~—)
o F—VERTRATEYT 1 DGR (94 ~—2)
o ELWVI—/LERIE (96 ~—)
e HMAETALADMBX L VM LIEET LD RN T TN a—T 4 7 (96 X—)
e 700 MHz O#: I8 CHEH T 2 LKA T BEFEE OET L%E (97 X—)

Cisco 4G 7V A ¥ L2 WAN EHWIC
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rNoTNY2—TF 4T

fT“‘5'ﬂ“‘ﬂ/ ﬁ?Dﬁgmr

—_—
T

AT o7

AT S 2

A7 97 3

AT 71

AT 9T 2

AT/ 3

T =8 A=)V E MR T DT RO FIENE T,

cellular profile create =~ > NZEH L CTET LA T—% a7 7 A VEERL . ELT— A
& 72 A ATDDR ZHE LB N—ZNLTA YL A Xy NT—7&H THAA NI ping
EEELET,

ping |2 R L7254 KD debug 35 X O show 2~ > RZHEH L TZORKET Ny 7 LET,
e debug chat
e debug modem
e debug dialer
¢ show cellular all
¢ show interface cellular
¢ show running-config

e show ip route

Inboa~y FOMAEREL AT ZEHEICHVEDEET,

FIRE DRER

Received Signal Strength Indication (RSSI) L~ /L DN IEF IR WEGES (72 & 2 1F, -110 dBm FKiili O 5
B) KD FNAZGENFE T,

TUT TG AR L ET.INC =27 Z 03 @EUNCEY i 54, LoD ki s Tun b
ZEEMERLET,

VE—h 7T FTE2FEHLTWAEE. T T 7 L— RV ZBE LT RSSI NiEI NN

EONEERLET,

DAYV AP —EX FaXfF—cfllngdbETC.2—HFOoNns5c ) 7t —E X 74 T
VT A RBDINEIDEHRLET,

P—ER T T YT 1 OReRR

l Cisco4G U A1 ¥ - X WAN EHWIC

W T TR SNET LT —4% 777 A VBEHR I LT T U 4D show
cellularall =~ > ROHNFIZ R LET, 22 TOT T —|L >>>>>>> THRMF RSN TWET,

Device# show cellular 0/0/0 all

Hardware Information

Modem Firmware Version = SWI9600M_01.00.09.03

Modem Firmware built = 2011/07/01 19:31:09

Hardware Version = 20460000

International Mobile Subscriber Identity (IMSI) = <specific sim number>
International Mobile Equipment Identity (IMEI) = <specific modem number>
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Electronic Serial Number (ESN) = <specific ESN in Hex> [specific ESN in Dec]
Integrated Circuit Card ID (ICCID) = <specific ICCID number>

Mobile Subscriber International Subscriber

IDentity Number (MSISDN) = <specific phone number>

Profile Information

* - Default profile >>>>>>>> no profile here.

Data Connection Information

Profile 1, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 2, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 3, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 4, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 5, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 6, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 7, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 8, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 9, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 10, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 11, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 12, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 13, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 14, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 15, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 16, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state

Network Information

Current Service Status = No service, Service Error = None
connected to the network.

Current Service = Packet Switched

Current Roaming Status = Home

Network Selection Mode = Automatic

Country = , Network =
Mobile Country Code (MCC)
Mobile Network Code (MNC)

Inn
o O

Radio Information

Radio power mode = Online

>>>>>>> no service means not

Cisco 4G 7V A ¥ L2 WAN EHWIC
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Current RSSI = -125 dBm >>>>>>> either no antenna, or bad antenna or out of
network.

Radio power mode = Online

LTE Technology Selected = LTE

Modem Security Information

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

E LW — L3R E

WIC.CHAT 227 V7 h 2L Ca— A nFESN TWAEEOH I Z R LET, X b
U= bZELEIPT RUARERINET, a— LR EDEFITITOIL, T — ¥ /XA
WTUWET,

debugs

debug modem
debup chat

Device#

Aug 25 18:46:59.604: CHAT0/0/0: Attempting async line dialer script

Aug 25 18:46:59.604: CHAT0/0/0: Dialing using Modem script: lte & System script: none
Aug 25 18:46:59.604: CHAT0/0/0: process started

Aug 25 18:46:59.604: CHAT0/0/0: Asserting DTR

Aug 25 18:46:59.604: CHAT0/0/0: Chat script lte started

Aug 25 18:46:59.604: CHAT0/0/0: Sending string: AT!CALL

Aug 25 18:46:59.604: CHAT0/0/0: Expecting string: OK

Aug 25 18:47:00.641: CHATO0/0/0: Completed match for expect: OK

Aug 25 18:47:00.641: CHATO0/0/0: Chat script lte finished, status = Success

Aug 25 18:47:00.641: TTY0/0/0: no timer type 1 to destroy

Aug 25 18:47:00.641: TTY0/0/0: no timer type 0 to destroy

Aug 25 18:47:00.641: TTY0/0/0: no timer type 2 to destroy

Aug 25 18:47:02.642: $LINK-3-UPDOWN: Interface Cellular0/0/0, changed state to up
Aug 25 18:47:02.642: %DIALER-6-BIND: Interface Ce0/0/0 bound to profile Dil

Aug 25 18:47:03.642: SLINEPROTO-5-UPDOWN: Line protocol on Interface Cellular0/0/0,
changed state to up (69.78.96.14) [OK]

MEETLADMeX LV V2 FERALEETAD NI TNV a—T 4 V7

Cisco I0S U U — 2 15.2(4)M2 B L U CiscoIOS U U — 2 15.3(1)T & 3G B L V4G oA At
fbo—H & L T.DM 12 7D Cisco I0S IZHE G S 41 M5 PC D LEENED 72 < 72 ) . DM = 7Y
HETu AN IRV ELE, Ay b —T LT —ar T 4 Fal—Y a3 EF— KT
Ite modem dm-log =~ > FZ AL T HADM X IV NET L ED N T T 4 v 7 BE=H
THEOIRETEET, HADM v X2 7 DRT A —FOFAZ OV TIE. [ Cisco 3G and 4G
Serviceability Enhancement User Guide]%& ZM L T 72 &\,

l Cisco4G U A1 ¥ - X WAN EHWIC
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zotorEgy W

700 MHz O CEM 4 S ALK AT BEEEE DT T LARE
ALK T O HWIC-3G kD556 46 L UV 700 MHz Otk CEM S 2 @EFHEE DR G F > b
U— 7 %P RS ROV E D ICET ARELZRD L)AL T HLENH Y £,
show cellular x/x/x all =2~ > ROMIJITK DO Z L 2R L ET,
e Current RSSIis —-125 dBM
¢ LTE Technology Preference = No preference specified (AUTO)

BT AR DIH W E A Y T DL 2RATADICET ARTEEZETT DI ULTD
CiscoIOS =~ RZ&EMA L £7,

Device# cellular 0/0/0 lte technology

auto Automatic LTE Technology Selection
cdma-lxrtt CDMA 1xRTT

cdma-evdo CDMA EVDO Rev A

cdma-hybrid HYBRID CDMA

gsm GSM

lte LTE

umts UMTS

Electronic Serial Number (ESN)

ESN F &1L, 16 EEHFKFL TET & T VVIZHEETLH I L TWE T, £721%. Cisco IOS CLI T
show cellular slot/port/hwic hardware =~ > R&fEH L CTHRET 52 L b T £,

ESN H# 5D BT RO LIBY TT,

Hardware Information

Electronic Serial Number (ESN)
Electronic Serial Number (ESN)

= O D BEEE B
RE

0x603c9854 [09603971156]
<gpecific ESN in hexadecimal> [specific ESN in decimal]

BAE R B v ==2T ) EA L
CiscoIOS =2~ K e [ Cisco 10S Master Commands List, All Releases]

http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

e [Configuring Cisco EHWIC and 880G for 3G (EV-DO Rev A)]

http://www.cisco.com/en/US/docs/routers/access/1800/1861/software/feat
ure/guide/mrwls_evdo.html

o [ Configuring 3G Wireless WAN on Modular and Fixed ISRs
(HWIC-3G-CDMA, HWIC-3G-CDMA-x, and PCEX-3G-CDMA-x)

http://www.cisco.com/en/US/docs/routers/access/1800/1861/software/feat
ure/guide/mrwlcdma.html
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=T HA MV

4G LTE EHWIC # X O Cisco 819 ISR =
SV

[ Cisco 10S Dial Technologies Command Reference]

N—= R =T OWEL A A h—)b

o [ Cisco 4G-LTE Wireless WAN EHWIC]

http://www.cisco.com/en/US/docs/routers/access/interfaces/ic/hardware/in
stallation/guide/EHWIC-4G-LTEHW .html

PR—FENHBI 22T T TFEBEL
Wr—7 )

e [Installing Cisco Interface Cards in Cisco Access Routers]

http://www.cisco.com/en/US/docs/routers/access/interfaces/ic/
hardware/installation/guide/inst_ic.html

e [Cisco 4G/3G Omnidirectional Dipole Antenna (4G-LTE-ANTM-D)]
http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4G3G_ant.html

e [Cisco 4G Indoor Ceiling-Mount Omnidirectional Antenna
(4G-ANTM-OM-CM) ]

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/
notes/antcm4gin.html

e [ Cisco Outdoor Omnidirectional Antenna for 2G/3G/4G Cellular
(ANT-4G-OMNI-OUT-N)J

http://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installi
ng/Outdoor_Omni_for_2G_3G_4G_Cellular.html

o [ Cisco Integrated 4G Low-Profile Outdoor Saucer Antenna
(ANT-4G-SR-OUT-TNC)J
http://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installi
ng/4G_LowProfile_Outdoor_Saucer.html

e [ Cisco Single-Port Antenna Stand for Multiband TNC Male-Terminated
Portable Antenna (Cisco 4G-AE015-R, Cisco 4G-AE010-R)]

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4Gantex15-10r.html

e [Cisco 4G Lightning Arrestor (4G-ACC-OUT-LA)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4Glar.html

o [Lightning Arrestor for the Cisco 1240 Connected Grid Router ]

http://www.cisco.com/en/US/docs/routers/connectedgrid/lightning_arresto
r/Lightning_Arrestor_for_the_Cisco_1240_Connected_Grid_Router.html

e [Cisco 4G Indoor/Outdoor Active GPS Antenna (GPS-ACT-ANTM-SMA )]
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Cisco 4G LTE oigpetzs M

MIBDU 2

e IF-MIB
e CISCO-ENTITY-VENDORTYPE-OID-MIB
e CISCO-WAN-3G-MIB

BRIy b7+ —AL CiscoY 7 b7 VY —2 BL
N7 4—F % By hOMIB #EZELTH T a— RT5854
1Z.7%® URL IZ3 % Cisco MIB Locator & {# ] L £,

http://www.cisco.com/go/mibs

RFC

RFC

ZA dv

RFC 3025

FENAJVIP DR X —F - TR E A O YLE

RaDT 7 =H)V P R—F

B!

yr7

HEDOURLICTZ7EALT Y RAamT 7 =k
R—=PrZ2HRRKBIEALTLEZEW, 26D
V—=RFI VT N 2T A A M=V LTRE
L7=0 v AanflEer 7/ av—IlET5H
W EZ R L7200 T 5720 L T2 S
W 2D Web A R EDY— T 7B AT HER
I%.Cisco.com 1 7 A4 ID BLXUVIA T — KR
VBT,

http://www.cisco.com/cisco/web/support/index.html

Cisco 4G LTE DOEEEEE &

#* 7T 20D ) —AEREERLET,

Ty R T A= LDY R FBLOY T hTx2T £ A—VOFR— MIETHERERKT S
IZ 1%, Cisco Feature Navigator % i ] L & 7, Cisco Feature Navigator Zfifl 325 & V7 hy =7
ARA=VPRYR=F T D2HEDY 7 " =7 V)V —A 74 —Fx By b EFTTFT7 v b

7 4 — L& ffEF T & £ 97, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn 726 7 7 & A
L %9, Ciscocom DT AV MIKLEDHY FH A,

S

) ETEFHY7F7=2T VU—A ML A U TEEEOYR—NREAINTZEEDY T Mo T
VDY) —ZX P52 R L TWET, F OIS ERICH Y BNARWEY FNRLEO—ED Y 7 7 x
7T VY —=Z2THLYR—FENFET,

Cisco 4G 7 1 ¥ L2 WAN EHWIC


http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

CiscodGLTE Y7 F Y = THRIA ¥ |

W Cisco 4G LTE OfpElEH

#7 Cisco 4G LTE DEsts#
BEREA JyYy—= BERETE R
ISRG2 »F =7 |Cisco 10S Cisco 4G LTE WWAN EHWIC (Verizon Wireless % b 7 — 2~ ] EHWIC-4G-LTE-V)
JLE&— K LTE |Release IZAGLTE BV 7 —B X O 3G #mEiE Ry NV —2 &R — b LET,4G-LTE £
DY R— b 15.1(4)M2 NANMRRTIZ, A F AT E Y FOREIE, L0 ZRA R ERLR Y h T — 27 Ol
HBIEORD E SN E e ) 7 o et S ivE T,
ZOMEREIX . CiscoISRG2 BV 2T T v b7 4 —AIZEBEAINE LT,
WDOa~y RPBEANELITELTINE LT,
e cellular slor Ite
e Under controller cellular unizt: default Ite, Ite event, lte radio, Ite sim, no lte
ISRG2 ®»5 =7 |CiscoIOS VU INTIEEIW D URL 5> 5 [Release Notes for Cisco 4G LTE Wireless WAN EHWIC 1.0]
)V E—RKLTE |U—2A EZRLTIES N,
YAR— hOfRER | 15.1(HM, e http//www.cisco.com/en/US/docs/routers/access/interfaces/Release/Notes/RN_MM4G
I52M LA 3 Gw AN pdf
DY Y—2R ’
ISR G2 /] Cisco I0S Z OFEREIL. Cisco 819HG-4G & Cisco 819G-4G LTEISR CTHAR— b & THET,
Multimode LTE |Release .
. R D 4G LTE WWAN EHWIC 28V U — A& L7,
4G D H— L 152ML | F JUmAShE
e EHWIC-4G-LTE-A:AT&T YA ¥ L A X v N =7 IZxT H2HEHA~ LT E—
R LTE,
e EHWICAG-LTE-G: 72— L UL ¥ LR Ry N =7 ZXIT2HEA~ LT
£— K LTE,
Multimode LTE EHWIC %, HSPA+, HSPA, UMTS, EDGE, ¥ X TN GPRS & 7 A #f 73
b0 ET, ZOBAEIZ.CiscoISRG2 TV 2T T v h 74— AICHEASNE LT,
4G LTE GPS Cisco IOS Cisco 819HG-4G ¥ L TF Cisco 819G-4G LTE ISR ¥ £ U 4G LTE EHWIC MC77xx &
NMEA.SMS. % Release T LI ROMREEZ AR — L TNET,
VU727 15.33M . TIUTATBEORY YT ToFF ReAD S oL Vg =S
SIM %7 — b 27 1 (GPS).
e 4G v a—k AvE—Y P —E X (SMS)HAE (SMS £ vt —TD%AF %15,
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