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cl oud- user @p0300- ai 0- 1-pri mary- 1: ~$ kubectl get namespace

NANVE STATUS AGE
cee-rce3l Active 54d
def aul t Active 57d
istio-system Active 57d
kube- node- | ease Active 57d
kube- public Active 57d
kube- syst em Active 57d
ngi nx-i ngress Active 57d
rcmrnml Active 54d
rcmrnm3 Active 54d
registry Active 57d
sm -certs Active 57d
sm - node- | abel Active 57d
sm - vi ps Active 57d

cl oud- user @p300- ai 0- 2- pri mary- 1: ~$ kubectl get namespace

NANVE STATUS AGE
cee-rce32 Active 54d
def aul t Active 57d
i stio-system Active 57d
kube- node- | ease Active 57d
kube- public Active 57d
kube- syst em Active 57d
ngi nx-i ngress Active 57d
rcmrnm2 Active 54d
rcmrn4 Active 54d
registry Active 57d
sm -certs Active 57d
sm - node- | abel Active 57d
sm - vi ps Active 57d
UPFEEZIP7 RL A
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[l ocal ] UPF317# show rcm info
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10.10.9.81
Chassis State: Active
Session State: SockActive
Rout e- Modi fi er: 32

RCM Control | er Address: 10.10.9. 179



RCM Control l er Port: 9200
RCM Control |l er Connection State: Connected

Ready To Connect: Yes

Managenment | P Address: 10. 10. 14. 33

Host 1D: UPF320

SSH | P Addr ess: 10. 10. 14. 40 (Acti vated)

X RANDAUPFRARBERBUTRBY EE A

CCTlE. RCMOPS CenterW AT — R ALZTIETEEXT,

[ up300-ai 0-2/rnB4] rcn# rcm show-status
nmessage :
{"status":[" Thu QOct 21 10:45:21 UTC 2021 : State is primary"]}

[up300-ai 0-2/rnB4] rcn# rcm show-statistics controller

nessage :
{
"keepal i ve_version": "65820a54450f 930458c01e4049bd01f 207bc6204e598f 0ad3184c401174f d448",
"keepal i ve_tineout": "2s",
"num_groups": 2,
"groups": |
{
"groupid": 2,

"endpoi nts_configured": 7,

"standby_configured": 1,

"pause_swi tchover": fal se,

"active": 6,

"standby": 1,

"endpoi nts": [

{

"endpoint": "10.10.9.85",
“bfd_status": "STATE UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_Active",
"route_nodifier": 32,
"pool _received": true,
"echo_received": 45359,
“management _i p": "10.10.14. 41",
"host _id": "UPF322",
"ssh_ip": "10.10. 14. 44"

"endpoi nt": "10.10.9. 86",
“bfd_status": "STATE UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",
"route_nodifier": 32,

"pool _received": true,
"echo_received": 4518,
"managenent _i p": "10.10. 14. 43",
"host _id": "UPF317",

"ssh_ip": "10.10. 14. 34"



"endpoi nt":
"bfd_status":
"upf_register

10. 10. 9. 94",
" STATE_UP",
ed": true,

"upf_connected": true,
"upf_state_received": "UpfMsgState_ Active",

"bfd_state":
"upf_state":
"route_nodifi

" BFDSt at e_UP",
"UPFSt at e_Acti ve",
er": 32,

"pool _received": true,
"echo_received": 4518,

"managemnment _i

p": "10.10.14.59",

"host _id": "UPF318",
"ssh_ip": "10.10. 14. 36"

"endpoi nt":
"bfd_status":
"upf_register

10. 10. 9. 81",
" STATE_UP",
ed": true,

"upf_connected": true,
"upf_state_received": "UpfMsgState_ Active",

"bfd_state":
"upf_state":
"route_nodifi

" BFDSt at e_UP",
"UPFSt at e_Acti ve",
er": 32,

"pool _received": true,
"echo_received": 45359,

"managemnment _i

p": "10.10. 14. 33",

"host _id": "UPF320",
"ssh_ip": "10.10. 14. 40"

"endpoi nt":
"bfd_status":
"upf_register

10. 10. 9. 82",
" STATE_UP",
ed": true,

"upf_connected": true,
"upf_state_received": "UpfMsgState_Standby",

"bfd_state":
"upf_state":
"route_nodifi

" BFDSt at e_ UP",
"UPFSt at e_St andby™",
er": B0,

"pool _received": fal se,
"echo_received": 4505,

"managemnment _i
"host id": "

p": "10.10. 14. 35",

"ssh_ip": "10.10.14. 60"

"endpoi nt":
"bfd_status":
"upf_register

10. 10. 9. 83",
" STATE_UP",
ed": true,

"upf_connected": true,
"upf_state_received": "UpfMsgState_ Active",

"bfd_state":
"upf_state":
"route_nodifi

" BFDSt at e_UP",
"UPFSt at e_Acti ve",
er": 30,

"pool _received": true,
"echo_received": 4518,

"managemnent _i

p": "10.10.14. 37",

"host _id": "UPF319",
"ssh_ip": "10.10.14. 38"

"endpoi nt": "10.10.9. 84",

"bfd_status":

" STATE_UP",

"upf_registered": true,



"upf_connected": true,
"upf_state_received": "UpfMsgState_ Active",
"bfd_state": "BFDState_ UP",

"upf_state": "UPFState_ Active",
"route_nodifier": 32,

"pool _received": true,

"echo_received": 4518,

"managenent _i p": "10.10. 14. 39",

"host _id": "UPF321",

"ssh_ip": "10.10. 14. 42"

}
]
b

RCMOPStE> &—HSOREDAZ > /N1 UPFDRE

RCM OPSA 5. rcm show-statistics controller 1Y RZFERAL T, AZV/NMIREDUPFZIEE
LET,

"endpoi nt": "10.10.9. 82",
"bfd_status": "STATE_UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_Standby",
"bfd state": "BFDState UP",
"upf_state": "UPFState_Standby”,
"route nodifier": 50,
"pool _received": fal se,
"echo_received": 4505,
"managenent _i p*: "10.10. 14. 35",
"host _id": "",

"ssh_ip": "10.10. 14. 60"

H
UPFIZOJ 4> L., RCME#mZREL 7,

[l ocal ] UPF318# show rcm info
Sat ur day Novenber 06 13:29:59 UTC 2021
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10. 10.9. 82
Chassis State: St andby
Session State: SockSt andby
Rout e- Modi fi er: 50

RCM Control | er Address: 10. 10.9.179
RCM Control I er Port: 9200

RCM Control Il er Connection State: Connected
Ready To Connect: Yes
Managenent | P Address: 10. 10. 14. 35
Host | Dt

SSH | P Addr ess: 10. 10. 14. 60 (Acti vated)

RCM OPS Center® Z DD ERABZIEHRZEXICRLET,

[ up300-ai 0-2/rnB4] rcn# rcm show-statistics

Possi bl e conpl eti ons:
bf dngr Show RCM BFDMgr Statistics information
checkpoi nt ngr Show RCM Checkpoi ntngr Statistics infornmation



confi gngr Show RCM Configmgr Statistics information
controller Show RCM Control ler Statistics information
| Cut put nodifiers

<Cr>

)1)—R21.24ORCMAA RZEX IV O—RLET,
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72— KNUP_SX _SESS ESTABLISHMENT SRICEEE TS UPFO1 D CRENBREETNEL I
CODTT—RE, SXKAOR—TIAADOEY I IVBIABRMEN, REENELEVEZ TE
&2 RLET,

GrafanaDfiEstEHRZ R &. YIMEHpdn_sess_createl- & V) 5G/4GHD LU BERENET || LT
Z— || upf_failure:

- PDU Session Status

56 PDU - CREATE SUCCESS RATE 56 PDU - CREATE FAILURE RATE 4G PDU - CREATE SUCCESS RATE 4G PDU - CREATE FAILURE RATE

021-11-02 06:04:00
4G PDU CREATE SUCCESS:  97%

0400 200 12:00 0400 aB00 1200 £00 o400 08:00

5C PDU CREATE SUCCESS SG PDU CREATE FAILURES AG POU CREATE & AG PDU CREATE SUCCESS

PROCEDURE FAILURES

pin_sess create || faillures || upf_failure 253

2021-11-02 06:04-30
pin_sess_croats || failures || upf_fallws: 214

chlZ k), pdn_sess_create || ZZ— || upf_failureld UPF419A" A TT :

[l ocal ] UPF419# show rcm info
Sat urday Novenber 06 14:01:30 UTC 2021
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10.10.11.83
Chassis State: Active
Session State: SockActive
Rout e- Modi fi er: 30

RCM Control | er Address: 10.10.11. 179
RCM Control |l er Port: 9200

RCM Control | er Connection State: Connected
Ready To Connect: Yes
Managenment | P Address: 10. 10. 14. 165
Host | Dt DNUD0417
SSH | P Addr ess: 10. 10. 14. 162 (Acti vat ed)

SMFTl, UPFRREZF I YU TERT., CDHA, UPFNAIPT RLAZRIBENHW KT

o


/content/dam/en/us/td/docs/wireless/upc/21-24/rcm-config-admin/21-24-rcm-config-admin.pdf

[snf/snf2] snf# show running-config profile network-element upf node-id n4-peer-UPF417
profile network-el ement upf upfl9

node-id n4- peer - UPF417
n4- peer - address ipv4 10.10.10. 17
n4- peer - port 8805
upf - group-profile upf-groupl
dnn-1i st [ internet ]
capacity 10
priority 1

exit

RIZ, GrafanaZ TUARETL T, REBEDZVUPFNAT7 RLRAEHBETEXT,

Grafana”Z L) :

sum(increase(proto_udp_res_msg_total{namespace=~"$namespace",
message_name="session_establishment_res", status="no_rsp_received_tx"} [15m])) by
(message_name, status, peer_info)

Z X)L {{message_name}} || {{status}} || {{peer_info}}

Grafanald, BENRELLEMERILENHYKRT, COBITIE, UPFAIICEEL TLWRT

o

SATALICERTIRIC, Ev2arsIx—2v0ELFHEE D TActy Ready, REEIZAR L
=%, RCMAA Y FA—/N—%ICsessmgrF ELKBREETNTVWEREVWCEEZRIETEEXT,

[l ocal ] UPF419# show srp checkpoint statistics verbose
Tuesday Novenber 02 17:24:01 UTC 2021

sngr state peer recovery pre-alloc chk-point rcvd chk- poi nt sent
i nst conn records calls full mcro full mcro
1 Actv Ready 0 0 1108 34001 14721 1200158
2 Actv Ready 0 0 1086 33879 17563 1347298
3 Actv Ready 0 0 1114 34491 15622 1222592
4 Actv Conn 0 0 5 923 0 0

5 Actv Ready 0 0 1106 34406 13872 1134403
6 Actv Conn 0 0 5 917 0 0

7 Actv Conn 0 0 5 920 0 0

8 Actv Conn 0 0 1 905 0 0

9 Actv Conn 0 0 5 916 0 0
10 Actv Conn 0 0 5 917 0 0
11 Actv Ready 0 0 1099 34442 13821 1167011
12 Actv Conn 0 0 5 916 0 0
13 Actv Conn 0 0 5 917 0 0
14 Actv Ready 0 0 1085 33831 13910 1162759
15 Actv Ready 0 0 1085 33360 13367 1081370
16 Actv Conn 0 0 4 921 0 0
17 Actv Ready 0 0 1100 35009 13789 1138089
18 Actv Ready 0 0 1092 33953 13980 1126028
19 Actv Conn 0 0 5 916 0 0
20 Actv Conn 0 0 5 918 0 0
21 Actv Ready 0 0 1098 33521 13636 1108875

22 Actv Ready 0 0 1090 34464 14529 1263419
BRI Ik
Zhik, CiscofEARNTYF U AT ACDETS)CSCvzI749ICB8EL TWE T, CDIEER
21.22.ua4.82694 B ICEEET N TV E T,


https://bst.cisco.com/quickview/bug/CSCvz97499

[0 58 5%

UPF419T, BL <> Rtask kill facility sessmgr instance <>% £ L TActv ReadyiR&E T & 7
Doty 2a NIV A ARV AZBEHTIZLEN BV ET, ChillkY), CORR
FEERLUET,

[l ocal ] UPF419# show srp checkpoint statistics verbose
Wednesday Novenber 03 16:44:57 UTC 2021

sngr state peer recovery pre-alloc chk-point rcvd chk- poi nt sent
i nst conn records calls full mcro full m cro
1 Actv Ready 0 0 1108 34001 38319 2267162
2 Actv Ready 0 0 1086 33879 40524 2428315
3 Actv Ready 0 0 1114 34491 39893 2335889
4 Actv Ready 0 0 0 0 12275 1049616
5 Actv Ready 0 0 1106 34406 37240 2172748
6 Actv Ready 0 0 0 0 13302 1040480
7 Actv Ready 0 0 0 0 12636 1062146
8 Actv Ready 0 0 0 0 11446 976169
9 Actv Ready 0 0 0 0 11647 972715
10 Actv Ready 0 0 0 0 11131 950436
11 Actv Ready 0 0 1099 34442 36696 2225847
12 Actv Ready 0 0 0 0 10739 919316
13 Actv Ready 0 0 0 0 11140 970384
14 Actv Ready 0 0 1085 33831 37206 2226049
15 Actv Ready 0 0 1085 33360 38135 2225816
16 Actv Ready 0 0 0 0 11159 946364
17 Actv Ready 0 0 1100 35009 37775 2242427
18 Actv Ready 0 0 1092 33953 37469 2181043
19 Actv Ready 0 0 0 0 13066 1055662
20 Actv Ready 0 0 0 0 10441 938350
21 Actv Ready 0 0 1098 33521 37238 2165185
22 Actv Ready 0 0 1090 34464 38227 2399415

AAYFA-N—%5|ERBCIUPFRERICINETSOY

X RCMTTFNYYT - OJHNERTRETHAICEZBIELET (FNY T OJ z2FAT
BBICTDHICARZERLET ). OF IV OHERSHEZSRL TS EE L,

RCMAARL—>art&r2—nOJLRI

| oggi ng | evel application debug

| oggi ng | evel transaction debug

l ogging |l evel tracing off

| oggi ng name infra.config.core |evel application warn

I oggi ng nanme infra.config.core level transaction warn

I oggi ng nane infra.resource_nonitor.core |evel application warn
I oggi ng nane infra.resource_nonitor.core |level transaction warn

ATY 7’/\’4 ATYTTF—2IN%E

1. BEOBE : MEOHBAREBRTEFNERYEEA. BEOHS /—REBlipETRTE. EI
IHhSMBERBERERODIXRIKEYET, LA, R4 Y FA-—N—ORENHE.
XXXXAEFETTUPF T, XXX YN BEUPFTHDEERTDERIBEET,



2. MEZBRIDAENFBEHRIEER. ThSZRETTKEEL,
3.RCM/N\—2 3 1B : RCMVMA'SRCM VMZEB AT 2 FEF, ARL -3+ %—
7 5 cat Jetc/smi/rcm-image-versionshow helimZ AF L £9, RCMOF &Ik, ARL—23
vt Z—hSshowheimZEITLET,
4. BBEORERFORCM TacT/V\Y JCNELZIFRCMOY ., HEICE 2Tk, PODNEEL EE
BHLSOJVEZERTBDEETEERT,
5, EORCMA T ZARVEILRINY VT YT THBINERLET. CNOBER. WHED
RCMART OIEHRZEHBLET,
6. TNTDA AR AN SRCMops-centerWERIT A 714 F1L—a>aHEBLET,
7. RCMSNMPRZY 7 ZIREL ET,
8. AMYFA—N—OEEICEREL, PIT17UPSSDEARRV/NAUP SSD%Z12F DR
KIBLZHEHLET,
9. EREACLIUCDWVWTERTBICIE. RCM controller, configmgr. checkpoint manager,
switchover, & & U'switchover-verbose statistics AN > RZFEAL £,
rcm show-statistics controller
rcm show-statistics configmgr
rcm show-statistics checkpointmgr
rcm show-statistics switchover
rcm show-statistics switchover-verbose
10. UPF & %z [FRCM®Msyslog.
M. AAYTFA-N—"RBECHEITIEAENEEE. HLWF I T 1 JUPF SSDEHWUPF7
V9T 14 7SSDIRBETYT, BEICK 2T, R4V FA—N—DRERRATHEVWTIT1TH
D7 —RLET, TOBHERK, BAEZBRIDIMVENHYET, TOERIC, ZVWTIT
1 713UP SSDZRETHHENHYET,
12. A4V FA-—N—FEE0HEEK. BBEOBREIC, vpn, sessmgr, sess-gr, KX
sxdemux®F/NY VAT EFHBOT VT A THSPNETBEEKUEET,
logging filter active facility sxdemux level debug
logging filter active facility sessmgr level debug
logging filter active facility sess-gr level debug
logging filter active facility vpn level debug
13. Sessmgrivonmgr¢ LS —/BENREL 5 E . Vpnmgr/Sessmgr A7 A %ETT,
sessmgr_instance_idld, BB RKEL A AR ATT, vpnmgr_instance_idld: .
RCMOTHFAMDOOAVTHFARNESTT,
R AV T #Meksessmgr{ > A& > A<sessmgr_instance_id>
BRAOVAF 7 7<) 7 1vpnmgrM > AR > A<vpnmgr_instance_id>
14. RCM HAOBEDZEE, MADA 2 AR AN SRCM TACDHdebug/podA T ZHBL £
LR

BEE 1T

. https://www.cisco.com/c/en/us/support/wireless/ultra-cloud-core-user-plane-function/products-
installation-and-configuration-guides-list.html
- TO AN HR—bK & RF I X2 N - Cisco Systems



https://www.cisco.com/c/ja_jp/support/wireless/ultra-cloud-core-user-plane-function/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ja_jp/support/wireless/ultra-cloud-core-user-plane-function/products-installation-and-configuration-guides-list.html
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