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Cisco Mobility Service Engine

mse-kw login: root
Password:
Last login: Fri Oct 21 15:46:34 on ttyl

Enter whether you would like to set up the initial
parameters manually or via the setup wizard.

setup parameters wvia Setup Wizard (yessno) [yes]:

=3
:MSETtY R7YZ7O7O 7 MAKRRENBVHEER, ROONRZAHDLET,
/opt/mse/setup/setup.sh.

B.RANBZRELEXT,



Please enter the requested information. At any prompt,
emter © to go back to the previous prompt. You may exit at
any time by typing <{Ctrl+C>.

You will be prompted to choose whether you wish to configure a
parameter, skip it, or reset it to its initial default value.
Skipping a parameter will leave it wunchanged from its current

value. 1

Changes made will only be applied to the system once all the
information 1s entered and verified.

Lurrent hostname=Ilmse-kwl
Conf igure hostname” (Yless(S)kips(U)se default [Skipl: y

The host name should be a unigque name that can identify
the device on the network. The hostname should start with
a letter, end with a letter or number, and contain only
letters, numbers, and dashes.

Enter a host name [mse-kwl:

.DNS RXA/VZBZRELET,
Configure domain wame? (Yles (S)kipsiU)se default [Skipl: y

Enter a domain wnwame for the network domain to which this device
belongs. The domain name should start with a letter, and it should
end with a valid domain name suffix such as ".com™. It must contain
only letters, numbers, dashes, and dots.

Enter a domain mame [corp.rf-demo.coml]:

774XV HAO—)LZHRELET,
Current role=[Primary]l
Configure High Availability? (Yles-s(3)kips(U)se default [Skipl:

A—HYRYINAVER=TIAANTA-ZDOHRE

Current IF address=[1H.1H.1H.11]

Current ethl netmask=[Z55.255.255.8]

Current gateway address=[18.18.18.1]

Configure ethld interface parameters? (Yless(S)kips(U)se default [Skipl:

CTethy AVB—TIAANTX—BZDADEROSNIHE. 2 2HD NIC FREICH
BETEREWVWE®D, Skip EADLT, XOFIEICEHKAXT,

The second ethernet interface is currently disabled for this machine.
Configure ethl interface parameters? (Yles/s(S)kips(Ulse default [Skipl:

F RETNETRLAR, COTTSATUATERAENDN—ARTIT 1 TWLCE LV
WCSEB Y AT ANDIPEGZRHIDIMEN HBYVET,
.DNSH—/NBHRZADLET, EEBRXAVBRICHEBZDNS =Nk 1 2EFTTY
ERDOEONYOTY T H—NEADLET,




Domain Mame Service (DN3) Setup

INS is currently enabled.

current DNS server 1=[18.18.18.181]

~onf igure DNS related parameters™ (Yless(S)kipsiUlse default [Skipl:

9. 834 L V—2ERELEXT, UTC (IBEWMRR ) ZEATZICZ2HRELET, T77)

RDRALYV—2THB New York MRIBICEES BAVWHE, OT—>3> XZ1—%23R
LT, ELWRAL V-2 RRLET,

Current timezone=[America-New Yorkl
Configure timezone? (Yles/s(SlkipsiUlze defanlt [Skipl: y

Enter the current date and time.

Flease identify a location o that time zone rules can bhe set correctly.
Pleazse select a continent or ocean.

1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

BEBOBREROZ IOV T MARRENLS, Skip EADLET,

Enter whether you wonld like to specify the

lay and time when you want the MSE to be restarted. IF you don't specifl
1. then

saturday 1 AM will be taken as default.

~onf lgure future restart day and time ¥ (YlesA(5)kip L[Skipl:
 BEZIFE, JE—D syslog HELET,
onf igure Remote Syslog Server to publishsM3E logs MSE logs.
Femote Syslog Server has not been conf igured for this machine.

.onf igure Remote Syslog Server Conf iguration parameters? (Yless(S)kips(Uds
11t [Skipl:

RYRND=0 BAL ORI (NTP) LR ATLBLERELET, NTP EF7
2aAVTEHN. DATLATERB AT LARBIMHMETEELET. NTPZ2/X—7ILICTS
BEe. DATLARZERE, BIRULLENTPH—NASBREETLET, T1E2—7IIICLIEEE
 BEOABERODTOV T RARRENET,

Hetwork Time Protocol (HTP) Setup.

If you choose to enable NTP, the =zuystem time will be
onf igured from NTP servers that you select. Otherwise,
jou Wwill be prompted to enter the current date and time,

NTF i= currently enabled.

Lurrent HTP server 1=01H.18.18.1H]

Current NTP server Z=[nonel

Conf igure NTP related parameters? (Yless(S)kips(U)se default [Skipl:

BIAY NF—ZREITRELIICROBZITOVTAARRENIZS, Skip EADLET,
Lurrent Login Banmer = [Uisco Mobility Serwvice Enginel
Lonfigure login banner (Ylesslolkipsillse default Lskipl:

O=AL VY=L A=K QT2 ELZ—TLELET. CONTX—RE, YAT
LAANOO—AN AV =N TIOEREAZ—TLELERTAE—TILICITDEHICEAL
F9, A=A TN 21—-FT AV ITHFRETRLSIC. O—A) IV II—b
OJA42 A Z—7INICTRHBENHYVET, 77 # )L MER Skip TT,




aystem console iz not re f11:1-d

Conf igure system console restrictions? (Yless(S)kips(U)se default [Skipl:

15. 5% 17 Y T)L (SSH) b—h OF AV EALZ—TLIZLET. CONSA—RiFE, ¥R
TLANOVE—N AV =N TFIOERZAZ—TLELRT =T IIICTH O ICE
LEF. VE—K RFTNZ21—FAIHNFRETBELSIC, SSHIL—~OTA %A
F—TNTRHBENHYET, EL, REOEFIUT A RUD—IC&2TR, 2D

7J'7°:/EI“/7'&7_-"4t—7‘)LL:TJ'6LlZ\E7§‘"§U¥'¢o

yoH root access 1= currently enabled
HHIIHHJ1 zsh a 25 for root (Yless(3)kips(Ulse default [Skipl: _

16. E—D1—H T—RBELTFNAT—ROBEZRELET, chSORENTA—RIF &
E&b)iﬁho 7_7 ;j-)l/ I\rg‘rj: Skip -Cj-o

single user mode password check is currently disahbled.

Conf igure =single wser mode password check (Yless(Slkipsil)se default [Skipl:

7. )L—8 NAD—RZZEELET, CcOFER, >ATLEFIVFTAICEVWTEETTY,
N, RFERFTHERENh, HFEICHIEFEEEFEV, BOBNAT—RZEIRLT
<EEV, NAD—ROBNMNZFHEF 8XFTT, F7AILNOILFI v I

root/password T9,

Conf igure root password? (Yles- (Slkip-s(Ulse default [Skipl: _
=N s

DIAEIENAT—RICEHETDINIX-FEZRELET,
Login and password stremgth related parameter setup

Maximum number of days a password may be used @ 99999

Minimum number of days allowed between password changes ok

Minimum acceptable password length @ disabled

Login delay after failed login @ 5

checking for strong passwords is currently enabled.

Conf igure loginspassword related parameters? (Yles/(5)kips(Ulse default

18.

19. 7—N NAT—R (Grub ) NAD—RZRELET, (723 V)ORENTAXA—ZIF
. BATREHYEEA, T7 4 )L NEW Skip TT,

aRUB passwor is not currently conf igured.

~onf i|_|llr e hHIh password (Yless(Dlisables(S)kips(U)se default [Skipl:

NCS BE1-HYREZREL XTI,

sonf igure NCS communication username? (Yles/s(S)kipsiU)se default [Skipl:

21 REDEEZEALEI,

Configuration Changed

Is the above information correct (yes, no,

ORI, TTEEOHZRLEXT,



T IR
Flushing firewall rules: [
Setting chains to policy ACCEPT: nat filter |
mloading iptables modules: Remowving netfilter NETLINE layer.
[
ip_tables: (C) ZBBB-ZBHG Netfilter Core Team
Hetfilter messages via HETLINK vB.38.
ip_comntrack wversion 2.4 (8192 buckets, 65536 max) 384 bytes per conntrack

starting MSE FPlatform

Flushing firewall rules: |
setting chains to policy ACCEFT: filter I
Imloading iptables modules: Remowving netfilter NETLINE layer.
[
zyslogd : unknown facility wname “"LOCAL="
ip_tables: (C) ZBBB-Z8B6 Hetfilter Core Team
fetfi1lter messages via AETLINK oH .38,
ip_comntrack wversion £.4 (819£ buckets,; 65536 max) JH4 bytes per conmtrack
dtarting Health Monitor, Waiting to check the status.
Health Monitor successfully started
Starting Admin process...
Started Admin process.
starting databasze
Natahaze started zuccessfullo. S5tarting Framewnrk and services
. getserverinfo N> RZERITL T, REZWALE T,
Active Wired Clients: B
Active Elements(Wireless Clients, Rogue APs, Rogue Clients,
lients, Tags) Limit: 115
Active Sessions: 1
Wireless Clients Not Tracked due to the limiting: 8
Tags Not Tracked due to the limiting: 8
Rogue APs Not Tracked due to the limiting: 8
Rogue Clients Mot Tracked due to the limiting: B
Interferers Not Tracked due to the limiting: 8
Wired Clients Not Tracked due to the limiting: 8
Total Elements(Wireless Clients, Rogue APs, Rogue Clients,
ients) Not Tracked due to the limiting: 8

subservice Name: Aeroscout Tag Engine
Admin Status: Disabled
Operation Status: Down

NCS A® MSE VA 0Oi&n

1.NCS I[cO%' 14 > L T, [Services] > [Mobility Services Engines] Zi#IRL £7,




Cisco Prime
Network Control System

e Monitor v  Configure v EESWI«-CERA FReports v Admini

B3 Mobility Services
Mobility Services Engines

lervices Engines
bility Services Engines

Synchronize Services

Synchronization History

High Availability
e Mame Device Ty Context Aware Motifications
MSAP
|g-| Identity Services
Demo Mok, y

2. R—=HAlOROY ZHA I )DABRND S, [Add Mobility Services Engine] Zi&IRL T, [Go]

JAIN  rootv LogOut | L 2>

- K¥K»

Add Mobikty Services Engine [ ] | Go |
- Select a command -
Add Location Server
becondary Server Delete Service(s)
Name | Synchronize Services
Cantd Synchronization History
servig Edit Configuration
wIPS Senvice Disabled Daown

Jot Supported

20V ILET,

3.MSE D—EDTF/NAAZ, MSE Y R7 YT TEMICRELEIPT7RLA, ¥7R—KA
DEBEBZEANLET, oo MSE Y RTYTRICRELZNCS A—HEHLT/NA
D—RZADLET, A—HEE. F7FILBD admin HSEELBVTLSEZW, 77
FINMEZERLET,
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4.[next] 20UV IO LET,

5. [Licensing] 20 1) v

JLT, AL AZHRBLET, A VAMN—IKTRE, F7#)LMD

TFESAEATHDTY, [Licensing] R— Tk, FM/ > RAZEBMBAFTLEEIHIBRT

EFT,
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7. [Select Mobility Service] X—= T, [Cisco Tag Engine] ( 7.0MR LABRTERTEE ) S F R
BR(DVDFATRNBRCRFIDRT Y R—KNA ) &RV UY VTS, [Partner Tag
Engine] 77> 3> ;KRR (Aeroscout BER ) B#IVYILET,

8. [Wireless Intrusion Protection Service] F I Y 9 RY VA&V UYOLT, EZX E— R

FOHLERO—HI) E— REBEO WIPS X1 U T 1 g2 TANLET,

O.[next) 20 )Y ULET,
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FIVIORY DAREAICLET,
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« U WS - Dol anion Witsd 5., | -

wiianflny  CrECG: Prarmag
cisco  Hetwork Conbrod Systems rast  LagOut

Edit MSE Configuration
Leesrg

Saleot Servica
Tracking

Pomagn Mlage

Synachuanidg Al

Bl L 1

12.BFEOELS LT 7OFOFIY IRY DARZFICL T, [Synchronize] 27 1) Y VL&
T, BT B &, [Status] FINEFHEh, FIERY ND— IR ERILE NI EN TR
ThFET,

(] Mame Type Status

System Campus > Building 14 > 1st Floor Floor Area ﬂ'

System Campus > Building 14 Building #
Synchronize Reset

13. BHEMEAET LI5S, [Done]l €0 Y UV LET, MSE RENRFENILEZRIAAT
AY RY DANRTRENET,



14.

15.
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9, 3 : Cisco Context-Awaretr—E Al&, WLC, NCS, 8 LU'MSEEOEHI/OY VI

KREKKELET, CO3ODNDATATNTHNEU NTP H—NZ2ELTHY, BUEH
WRENBREENTUVEFNE, Context-Aware H—E R EL<K#EELEEA. RFT

Noa—F 42T FEZFITTDHEIC. Context-Aware Y AT LANDITNTHIAVR—F>

RTORATA IOV INE—THRD L ZBRLTLIEE L,

BRULEY—EAO MSE 8KV I NO—ZBREZEFELET, MSE A, BIREhTL

P2H—EAOEINO—FEFEBELTVWSRCEZHERLET, XY ND—2 EE
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|.|||,|||| Cis00 Prmse:
cisca MNetwork Control System reat  Lag

.....

i) Please refer ta the Troublesheoting guide for adatnaal troubleshesating stess.

Controber reachable from HCS
Controber reachable from MSE
Controber tme 3ftar MSE time
MSE KeyHadh prédent on the Controler
Controber Keyhash matches with the MSE
Suggested Action
Flease chedk if the Mobility Senvice Stabus background (ack is enabled of manually run the thsi. I aftér 10 min the Nmsp connection still

shows as Inactive, please synchronize and unsynchronize the controller. NMSF Status may alse be Inactive, i the SHMF Community string of
the controlier s sat to Read-Only Access mods,

XEEES

Additional Information
HashEey micmatch Betweeen Controller 10.10.10.5 and MSE: mse2

WLC OV —)JL T, showauth-list ¥ REFEALET, XRIC, FATEZO5—3
O H=NABEVWEEO WLC OV —=ILoflaRLET,
(Cisco Controller) >show auth-l1ist

Authorize MIC APS against AAA ... ...ccecennnnnsns disabled
Authorize LSC APs against Aauth-List ............. disabled
APs Allowed to Join

AP with Manufacturing Installed Certificate.... yes

AP with self-signed Certificate................ no

AP with Locally significant Certificate........ no <

BT MSE ZEML, WLC &D NMSP #ERZHILTHICE. ROFIEZETLET.
MSE OV —)J)L T, cmdshell AY > KZ31TL T. show server-auth-info 1~ > R & E1T
LET, RIC. WLC ICEMTDLEHICERAEND MACT7 RLABITF—/\v 104l
ZRLET,

cmd> show server-auth-info
invoke command: com.aes.server.cli.CmdGetServerauthInfo

MAC Address: 00:0cC:29:55:6b:b7
Keay Hash: 1469187 dbl4ac53ac6l08e56b04d4 801 5bdd70d7
Certificate Type: 55C config

auth-list add ssc <mac address> <MSE keyhash>_1< > RZZ21TL, XIZshow auth-listZ
EITLET, R, MSENFWLC IC (F8 ) BMEhEBEE0HlZRLET,

(Cisco Ccontroller) configrauth-T1ist add ssc 00:0c:29:55:6b:b7 1469187dbldacs3ac6108e 5600404801 5bdd70d7

(Cisco funtruilerg config=exit
(Cisco Controller) »show auth-list

Authorize MIC APS 30ainNsT ABA .. ...ccscsssananans disabled
suthorize LSC APs against Awth-List ............. disabled
APs Allowed to Join
AP with Manufacturing Installed Certificate.... yes
AP with Self-Signed Certificate. ... .. vivnuuns no
AP with Locally significant Cervificate........ no
wac addr Cert Type Key Hash
O0:0e:29:55:6b:b7 55 1469187dbl4ac53acil08e56b04 44501 Shdd7 0d7

NCS T. NMSP ##H" Active 2 RLTVWD Z & 2HELE T,



& Groups
T Satus
i@ Server Events
& AudE Logs
iy NCS Abers
& NCS Events
& HMSP Connection Status

P Address Target Type | Varson NMSP Status  Echo Request Count | Echo Respongs

Lol f ME W

AN RZA2OUT7F7LUA

WLC Y R

config location expiry ?

client Timeout for
calibrating-client Timeout
tags Timeout for
rogue-aps Timeout for

show location ap-detect ?

clients

for calibrating clients
RFID tags

Rogue APs

all Display all (client/rfid/rogue-ap/rogue-client) information
client Display client information

rfid Display rfid information

rogue-ap Display rogue-ap information

rogue-client Display rogu
(Cisco Controller) >show lo

show client summary
Number of Clients..........
MAC Address AP Name
00:0e:9b:a4:7b:7d AP6
00:40:96:ad:51:0c AP6
(Cisco Controller) >show lo
Location Summary
Algorithm used:
Client

RSSI expiry timeout:

Half life:
Notify Threshold:
Calibrating Client

RSSI expiry timeout:

Half life:
Rogue AP

RSSI expiry timeout:

Half life:
Notify Threshold:
RFID Tag

RSSI expiry timeout:

Half life:
Notify Threshold:

show rfid config

RFID Tag data Collection...

e-client information
cation ap-detect client

Probing N/A No 802.11b 1 No
Probing N/A No 802.11b 1 No
cation summary

Average
5 sec
0 sec

0 db

5 sec
0 sec

5 sec
0 sec

0 db

5 sec
0 sec

...................... Enabled




RFID CIMEOUL . v vttt ittt ettt et e et et et et e eeeeenn 1200 seconds
REID MOBLI Lldty e ittt e e e ettt e e e e e e et ettt e e e eeeeenn Oui:00:14:7e : Vendor:pango State:Disabled

show rfid detail

RFID addresS . v v ittt ittt ittt e et et et et e e 00:0c:cc:7b:77:3b
V4o T Lo Aerosct

Last Heard. ..o u ittt et e e et e e e e e e e e 7 seconds ago
Packets Recelved. ... ...ttt 40121

Bytes Received. . ...ttt et ettt eeeiiaan 2567744

Detected Polling Interval..........c.uiiiieennnnn. 30 seconds

[T =T o o T 5 oY=

Content Header

CCX Tag VerSIOm . ¢ v vt e ettt ettt e ettt ee e e eeeennn 1

TR POWET ¢ v ittt ettt e e et e et e e et e et e et et 18 dBm
Channel . ... ...t e et e e 11

RET ClasS S e i i ittt ittt e e e e e e e e e e e e e e e e 6
Burst Length. ..... ...t et e 1

CCX Payload

Last Sequence Control. ..... .. iiiiieeennnnnnn 0
Payload length. ...... ..ttt e 29
Payload Data Hex Dump

00 02 00 33 02 07 42 00 00 00 00 00 00 03 05 01

41 bc 80 00 04 07 00 Oc cc 00 00 00 00 4

Nearby AP Statistics:

demo-AP1260(slot 0, chan 11) 6 seconds .... -48 dBm

show location plm

Location Path Loss Configuration

Calibration Client : Enabled , Radio: Uniband
Normal Clients : Disabled , Burst Interval: 60

(Cisco Controller) >config location ?

plm Configure Path Loss Measurement (CCX S60) messages

algorithm Configures the algorithm used to average RSSI and SNR values
notify-threshold Configure the LOCP notification threshold for RSSI measurements
rssi-half-life Configures half life when averaging two RSSI readings

expiry Configure the timeout for RSSI values

config location expiry client ?
<seconds> A value between 5 and 3600 seconds

config location rssi-half-life client ?
<seconds> Time in seconds (0,1,2,5,10,20,30,60,90,120,180,300 sec)

show nmsp subscription summary
Mobility Services Subscribed:



Server IP Services

172.19.32.122 RSSI, Info, Statistics, IDS

MSE Y > R

COOXV RZERITLT, MSEH—NDAT—RXAZHBILEXT,

[root@MSE ~]# getserverinfo

COOANVRERFTLT, 95478 MZYF2JAD Context Aware Engine ZR2EBL £

o

[root@MSE ~]# /etc/init.d/msed start
COIANVREEFTLT, 95A4T7> 8 NS YF2JHAD Context Aware Engine D AT—X A
ZHHBILET,

[rOOt@MSE ~1# /etc/init.d/msed status
COOXRVRZEFTLT, 94T~ 8T YF2THD Context Aware Engine ZFELE T

o

[root@MSE ~]# /etc/init.d/msed stop

COOXV RZRITLT, PMERITLET,

[root@MSE ~]# rundiag

X : rundiagdN > RiE. 954 7> MFADOcontext-aware engine®Z A 2 A7 7 A ZEET
BDIEOHICHELBMSE UDIBRZERTITADLOICEFEATEET,

BEEE ]

- MSE BREHA K (REBLTCYEBTFTSATFUR)
-MSE N1 PRAZEVT 1 RE

. CiscowIPS MAHA R

-BREX

TOZAhL BHR—bE RFI XN - Cisco Systems



http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/CAS_72.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_high_availability.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/technology/wips/deployment/guide/wipsdep.html?referring_site=bodynav
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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