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FlexconnectZ/ )L—7 L XILTHOVLANI Y E> Y

mobility expressiC i, default-flexgroup & FEIE 11 B 1D Dflexconnect I IL—7 LA H Y EB A, T
7AIRTIE., IXTOAPHAZOTIL—TICEBMENET,

ATY 71 FF, APTVLANZF VI OHR—RNEZRETIHEN HVET. <hlk. config
flexconnect group group_name vian enable 1Y > RZ AL TEITTEET,

For ex:

(Mobility_Express) >config flexconnect group default-flexgroup vlan enable

F VLIANYR—RNEEPICTEET, CnickyY), APEOTIL—TLARILOWLAN-vland
LWVlanaclX Y EV I HFIXTHIRENET, Ch&ETS5IN T REE, config flexconnect
group default-flexgroup vian disable © 9,

ATY T2VLANYR—KZEBMTBE, APORAT A 7JVLANOTFT 7 AL NEFICHEYET, &
f&. config flexconnect group default-flexgroup vian native vian_idY > RZERA U TEETE
9.

(Mobility_Express) >config flexconnect group default-flexgroup vlan native 10

AT Y 73:VLANY ¥ E > % % Service Set Identifier(SSID)IZ3E 119 % (ZI&. config flexconnect
group group_name wlan-vlan wlan_id add vian vlan vlan_id N> RZER I B HENFf BV ET,

For exanpl e:
(Mobility_Express) >config flexconnect group default-flexgroup w an-vlian wan 2 add vlan 20

chickV), SSIDES2OVLAN 20X YEVIFEMENET, XYEIHFAPICT Y aE
NTVWBAHhESH ZHERT SICIE., show ap config general AP_name 1Y > REE{TLE T,

(Mobility Express) >show ap config general APOOA3. 8EFA. DC16

Cisco AP ldentifier........ ... .. .. . iy 4

CisCO AP NamEB. . ..ot e e APOOA3. 8EFA. DC16

<out put cli pped>

Native Vlan Inheritance: ........................ G oup

Fl exConnect Mlan node :............ ... ... ....... Enabl ed

Native I D ... 1

MWLAN L o 15 (G oup- Specific)

ML AN 2 20 (Group-Specific) ----- This shows that a

group specific config of VLAN 20 has been applied to W.AN 2.

FAT A TVLANE T )L—T L RILOWLAN-VLANZEE &, GUIZFERL T Y195 2&ET
£ ¥, [Wireless Settings] > [WLANSs] > [Edit WLAN] > [VLAN & Firewalllc BB TE X4, K-
R &KSIC, [Use VLAN Tagging]# 7> 3> Z[Yes|ICEETRDHEN HY)E T,



Edit WLAN

General WLAN Security VLAM & Firewall Traffic Shaping

Client IP Management Network{Default) v

Use VLAN Tagging‘ Yes v
Native VLAN ID‘ 1

DHCP Scope |VLAH ID* 30 v

Enable Firewall HNo ¥

' VLAM and Firewall configuration apply to all . !
| WLAMSs configured with samea VLAN _ APPly Lancel

WLAN-VLANZZE Z HIBR 9 % (C k. V> Rconfig flexconnect group default-flexgroup wlan-vian
wlan wlan_id deleteZ AL £ 9,

For ex:
(Mobility_Express) >config fl exconnect group default-flexgroup wl an-vlian w an 2 delete

ATV T4 (AT232 ) BEDVLANICH U TACLERET D HEN H D54, config
flexconnect group default-flexgroup vlan add vian_id acl in-aciname out-aciname N> RZEH L
E 3

For ex:
(Mobility_Express) >config flexconnect group default-flexgroup vlan add 30 acl acl_in acl_out

—hi. show flexconnect group detail default-flexgroup 1Y > K CRRRTEXRT

(Mobi l'ity_Express) >show fl exconnect group detail default-flexgroup

Number of AP's in Goup: 3
<out put cli pped>

M AN 30
INgress ACL ... i acl _in
Egress ACL . ... i acl _out

show ap config general ap_name X > RZFEAL T, ACLFAPICT Y2 1&EhTWBHESH
ERBIDEETEET



(Mobility_Express) >show ap config general APOOA3. 8EFA. DC16

Cisco AP ldentifier........ ... .. 4

Cisco AP Name. ... ... APOOA3. 8EFA. DC16
<Cut put cli pped>

Group VLAN ACL Mappi ngs

VAN 30
Ingress ACL ... ... acl _in
Egress ACL ... .. acl _out

APLAXJITOVLANY Y E> Y

ATYT7T1:&F, APTVLANEF VT DY R—KNERETIHENHV) T, config ap
flexconnect vlan enabled ap_name X > RZFEATH &, ROBREERTTEET,

(Mobility_Express) >config ap flexconnect vlan enabl e APAOEC. F96C. E348
overide-ap7 7> 3> HenabledICFREETNTVBHE, ROLT—NRRENET,

Request failed: Override flag is enabled at the fl exconnect group.

overide-apA 7’2 3V IFAPEENREZ LEEZEL, JLYVRTINL—TOREODKEEMIZLE
T, cNZIBIETSICIE. config flexconnect group default-flexgroup vlan override-ap disable 1<
Y REFERALT, £Foveride-apA 72 3V EZEMCTIUEN HYVET, ChHAETLES
APEBEDREZITOENTEERT,

ATY 72 XEIZHLU T, config ap flexconnect vian native vlan_id ap_name N> RZEAL
T, XA TA17TVLANRERZEETEE T,

For ex:
(Mobility_Express) >config ap flexconnect vlan native 1 APAOEC. FO6C. E348

AT ¥ 7°3:config ap flexconnect vian wlan wlan_id vlan_id ap-name 1~ > R&Z AL T, VLAN-
WLANY YE T ZFZETEET,

For ex:
(Mobility_Express) >config ap flexconnect vlian w an 3 22 APAOEC. F96C. E348

show ap config general ap_name N> RZFEAL T, APEBDVLANRRENAPIZY YEVJ&
NTVWBELEBRETEET,

For ex:
(Mobility_Express) >show ap config general APAOEC. F96C. E348

Cisco AP ldentifier......... ... . ... . . . . ... 3

Cisco AP Name. . ... e e e e APAOEC. F96C. E348
<out put cli pped>

Fl exConnect Mlan node :.......................... Enabl ed

Native I D @, .. . 1

WEAN L 15 (G oup- Specific)
WEAN 2 20 (G oup-Specific)

MEAN 3 22 (AP-Specific) ----W.AN 3 config is AP



specific

— MWLAN-VLANY Y E> 7 (&. config ap flexconnect vlan remove wlan_id ap_name1~Y > K%
AL THIRTDZEETERT,

For ex:
(Mobility_Express) >config ap flexconnect vlan renove W an 3 APAOEC. F96C. E348

ATY T4 (A7232 )VLANACLEAPLARIITRET I HEN HDBEIE. configap
flexconnect vlian add vlan_id acl in-aclname out-aclname ap_name N > RZHERAULE T,

For ex:

(Mobility_Express) >config ap flexconnect vlan add 22 acl acl_in acl_out APAOEC. F96C. E348
This can be verified with the show ap config general conmand as shown here:
(Mobility_Express) >show ap config general APAOEC. F96C. E348

Cisco AP ldentifier........... ... 3

Cisco AP NamE. . . ... APAOEC. F96C. E348

<out put cli pped>
Fl exConnect VLAN ACL Mappi ngs

Ml an © 22
Ingress ACL ... ... acl _in
Egress ACL ... .. acl _out
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