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No. Time Source SrePort Destination DstPort  Protocol Length Tep Stream  Info
5413 3621.067000 10.162.21.22 3978082.129.130.230 443 TCP 74 259 39780-443 [SYN] Seq=0 Win=14600 Len=0 MSS=1460 SACK_PERM=1 T
5414 3621.070000 82.129.130.230 443 10.162.21.22 39780 TCP 74 259 443-39780 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 M55=1460 SA
5415 3621 EVEL) 39780 TCP 259 [TCP Retransmission] 443-39780 [SYN, ACK] Seq=0 Ack=1 Win=28
5416 3621.819000 3978082.129.130.230 259 39780-443 [ACK] seq=1 Ack=1 win=14608 Len=0 TSval=6739606 TS
5417 3622.089000 3978082.129.130.230 259 [TCP Dup ACK 5416#1] 39780-443 [ACK] Seq=1 Ack=1 Win=14608 L|
5418 3622.809000 3978082.129.130.230 259 cTient HeTllo
5426 3627.317000 39780 82.129.130.230 259 [TCP Retransmission] Client Hello
5428 3627.696000 S ALETel 7250 39780 TCP 259 443-39780 [FIN, ACK] Seq=1 Ack=1 win=29056 Len=0 TSval=29202
5435 3629.202000 o ALE10). Z2E10) 39780 TCP 259 [TCP Retransmission] 443-39780 [FIN, ACK] Seq=1 Ack=1l win=29
5442 3631.457000 RBOE230 39780 TCP 259 [TCP Retransmission] 443-39780 [FIN, ACK] Se Ack=1 wWin=29|
5444 3635.969000 HIBON230 443 10 39780 TCP 259 [TCP Retransmission] 443-39780 [FIN, ACK] Seq=1 Ack=1 Win=29
5449 3638.975000 10.162.21.22 3978082.129.130.230 443 SSL 282 259 [TCP Retransmission] Client Hello
5453 3680, 373000 10.162.21.22 3978082.129.130.230 443 SsL 282 259 [TCP Retransmission] Client Hello
5465 3800.847000 10.162.21.22 3978082.129.130.230 443 TCP 66 259 39780-443 [FIN, ACK] Seq=217 Ack=1 wWin=14608 Len=0 TSval=675
5469 3805.165000 10.162.21.22 BRI IO e, A - TSN P2 443 ssL 282 259 [TCP Retransmission] Client Hello
5470 3805.170000 82.129.130.230 39780 TCP 54 259 443-39780 [RsT] seq=1 wWin=0 Len=0
6057 4104.%07000 82.129.130.230 443 10.162.21.22 39780 TCP 54 259 443-39780 [RST, ACK] Seq=2 Ack=218 win=0 Len=0

T, RORICRTRSIZ, WhatsappD X —F T ICEAETNBSNIT 1 =)L RAFEEL &L
client-hello/N7Y ND16ER/NA N TT, LA 2T, client-hello/N7T Y M EWhatsapp&e LT
—OTET, REEhERA, CONTY M EEDFMEIINL—TICoBEEhnde, N7y R &
ROy 7EhBiz8H, client-hello/NTY NOBBOBEENrRSNET ( 7L —LES5449,
5453, 5469%Z S ), WREIIC. BENMETULUET, pcapllE LS54 70—V D2H RS
NET, Chik, WhatsappD A X—2F Y 7O—REBE, BRABTITAETAHNFRTTELRY
HEHTI,

M vihatsapp_whatsapp_2.12.176_and_ft_det l.pcap [Wireshark 1.12.2 (v1.12.2-0-g8! rom master-1. = | |

File Edit View Go Capture Analyze Statistics Telephony Iools Internals Help
DOANI BEXSI A DT L QA D WES%| B

Filter: | tcp.stream eq 7 D Expression. Clear Apply Save

802,11 Channel;| | [channel Offset:| | | FCS Filter: | All Frames ~ |None E Wireless Setfings.. Decryption Keys.

No. Time Source Destination Protocol Length Info -
855 190. 807000 k75, 31 ALsE B R CERE o ey 74 43488-443 [5YN] Seq=0 Win=14600 Len=0 M55=1436 SACK_PERM=1 TSval=575328 TSecr=0 WS=64
856 191.081000 17310005 2. 73 210,305 2 e 74 443-43488 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MS5=1436 WS=64 SACK_PERM=1 TSval=684235558
857 191.111000 173, 519,15, 58 7E 105, 25E. il 66 43488443 [ACK] Seq=1 Ack=1 Win=14656 Len=0 TSval=575383 TSecr=684235558
858 191.123000 175, 3. 15, 518 175,155, 255, 9 TLSv1 282 Client Hello
859 191. 385000 173,185, 2318).'8) 173, 28,115, 24 e 66 [TCP Window Update]l 443-43488 [ACK] Seqg=1 Ack=1 Win=525440 Len=0 TSval=684235862 TSecr=57538'
860 191.399000 AL el LeIs 2 LS, 219, 15, S TLSV1 1490 Server Hello
861 191.399000 173.193.239.9 175, 36, 15, 38 e 1490 [TCP segment of a reassembled PDU]
862 191.399000 173,183, 238.9 173,38, 13, 38 TLSv1 1314 Certificate
863 191.399000 173.193.239.9 SiE e e W B TLSV1 281 Server Key Exchange
864 191.415000 1175, 2 LS 2 aL7s), 185, 25 ) TCP 66 43488-443 [ACK] Seq=217 Ack=1425 Win=17536 Len=0 TSval=575450 TSecr=684235376
865 191.430000 173, 315, 3 173,183,238, 9 el 66 43488-443 [ACK] Seq=217 Ack=2849 Win=20416 Len=0 TSval=575450 TSecr=684235876 -
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Cipher Suites Length: 70
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Compression Methods Length: 1
@ Compression Methods (1 method)
Extensions Length: 96
= Extension: server_name
Type: server_name (0x0000)
Length: 24
= Server Name Indication extension
Server Name 1ist length: 22
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Verbosity |level 5

ChSOOAXRV R, PHIZAFET TV T3> 0B ERERHTLE T,

# show act anal yzer statistics nanme p2p application snapchat
# show act anal yzer statistics nane p2p application whatsapp

TSTAON—2a 0 2 BRITDICE -

#show pl ugi n p2p
Wednesday July 29 22:12:07 SAST 2015
plugin p2p
patch-directory /var/opt/lib
base-directory /lib
base-version 1.50.52055
modul e priority 1 version 1.139.505
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rul edef ssl _clienthello

tcp either-port = 443

tcp payl oad-length >= 44

tcp payl oad starts-with hex-signature 16-03
#exi t
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whatsapp ruledef. ( sid_040_rg_400_rate_99999/sid_040_rg_400_rate_0032/
sid_040_rg_400_rate_00064 4008 K OMEEDL —K ),

NERETIE. 954 T7 > hOhello/NT Y MARRE niruledeficEY RL, DAASL I REN
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rul ebase nbc-internet-rs action priority 1087 dynamni c-only rul edef What sApp_P2P_040_400_99999_Al | _i nternet charging-



action sid_040_rg_400_rate_99999 action priority 1088 dynami c-only rul edef What sApp_P2P_040_400_00064_Al| _i nt er net
chargi ng-acti on sid_040_rg_400_rate_00064 action priority 1089 dynam c-only rul edef

What sApp_P2P_040_400_00032_Al | _i nternet chargi ng-action sid_040_rg_400_rate_00032 action priority [1090-9909]
dynamic-only ruledef ssl_clienthello charging-action sid 040_rg 400_rate99999/00064/00032 -->
Higher priority than all-ip ruledef and charging action with rating group 400

action priority 9910 dynam c-only rul edef all-ip_004_012_00016_M _i nternet chargi ng-action
sid_004_rg 012 _rate_00016

action priority 9920 dynam c-only rul edef all-ip_004_012_00032_M _internet chargi ng-action
sid_004_rg 012 _rate_00032

action priority 9930 dynam c-only rul edef all-ip_004_012_00064_M _internet chargi ng-action
sid_004_rg_012_rate_00064

rul ebase nbc-iphone-rs

action priority 1206 dynam c-only rul edef Wat sApp_P2P_040_400_99999 Al |l _i phone chargi ng-acti on
sid_040_rg_400_rate_99999

action priority 1207 dynam c-only rul edef Wat sApp_P2P_040_400_00064_Al | _i phone chargi ng-acti on
sid_040_rg_400_rate_00064

action priority 1208 dynam c-only rul edef Wat sApp_P2P_040_400_00032_Al | _i phone chargi ng-acti on
sid_040_rg_400_rate_00032

action priority [1209-8999] dynamic-only ruledef ssl_clienthello charging-action

sid_040_rg 400_rate99999/00064/00032 --> Higher priority than all-ip ruledef and charging action
with rating group 400

action priority 9000 dynam c-only rul edef all-ip_015_150_00016_ALL_i phone chargi ng-action
sid_015_rg_150 rate_00016

action priority 9010 dynam c-only rul edef all-ip_015_150_00032_ALL_i phone chargi ng-action
sid_015_rg_ 150 rate_00032

action priority 9020 dynam c-only rul edef all-ip_015_150_00064_ALL_i phone chargi ng-action
sid_015_rg_150 rate_00064

action priority 9030 dynam c-only rul edef all-ip_015_150_99999 ALL_i phone chargi ng-action
sid_015_rg 150 rate_99999

chargi ng-action sid_040_rg_400_rate_99999
content-id 400
service-identifier 40

billing-action egcdr
cca charging credit
exit

rul edef ssl_clienthello

tcp either-port = 443

tcp payl oad-length >= 44

tcp payl oad starts-with hex-signature 16-03
exit
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