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[crxadmi n@nx] $ su -

Passwor d:

[root @nx] # cd /opt/haproxy/ssl/
[root @nx] # nkdir newcert

[root @nx] # cd newcert

X CMXDFEREDFT 7 # )L kT4 L U U E/opt/haproxy/ssl/ T T,

ATYT2COREF—TFAINZERLET,

[root @nx newcert]# openssl req -nodes -days 365 -newkey rsa: 2048 -keyout
/ opt/ haproxy/ssl/newcert/private.key -out /opt/haproxy/ssl/newcert/cert.crt
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nanme (2 letter code) [XX]:MX

State or Province Nane (full nane) []:Tlaxcal a

Locality Name (eg, city) [Default City]: Tlaxcal a

Organi zati on Name (eg, company) [Default Company Ltd]:C sco

Organi zational Unit Name (eg, section) []:TAC

Common Nane (eg, your nane or your server's hostname) []:cnx.exanple.com
Emai | Address []:cnx@xanpl e. com

ATYT3: H—=RN=—FTAICEL>TEREENECSRZEEBLET,

CMXH SREAZZEBL TH—RN—FT A ICEF IR ICE, catAV RZERITL TCSRZHE
F¥9. HAZMXMT77AIIICIE—T Y RR=ANTB D, Y—RN—FT 1 OEHICE IV TR
FEEETERT, RHlZ2RLET,

[root @nx newcert]# cat cert.crt

----- BEG N CERTI FI CATE REQUEST--- - -

M | COTCCAbk CAQAWY Ysx Cz AJ BgNVBAYTAK 1 YMREWDWYDVQQ DAhUbGF4Y2FsYTER
MASGALUEBWW VGxhe GNhbGEX Dj AMBgNVBA0MBUNpc 2 Nv MwwCg'YDVQQL DANUQUIVK
GDAVBgNVBAMVD2 N eC51 e Gt ¢ GxI LmNv b TEe MBWGCSqGSI b3DQEJARYPY214QGV4
YWiwbGUuY29t M | Bl j ANBgkghki GOWOBAQEFAAOCABAM | BCgKCAQEA2 Yy bDk DR
VRSWD19EVaJehsNj G9Cyo03vQPOPcAAdgj FBpUHM 8QNgn6 YFdHYZdpKaRTJXhzt m
fal 7Nevbll P/ pSBgYRXHXQEhI 9G 4DT0gT2T+AZ8] 3J9KMSe8Bakj 4qY8Ua7CGCdC
AB62Nz Ve DxDVB3gUD920Gox OF9VFE2hi RvCQr+d6gBRUTOXXt yLBAt cL3hki CEQx7
sDAS50wWZU7ysMdIVWHUBN4Agl z1 1gPyzl mr3dwR0gf OSYN4j 5+HOnr Yt r PBZSUbZaa
8pGXVu7sFt V8bahgt nYi CUti z9J+k5V9DB]j qpSzYzb3+KxeAA+g0i V3J1VzsLN 7
mvVoc T9oPaCEl 8w DAQABoAAWDQYJKoZI hvc NAQEFBQADggEBAI 6Q A4z Tf r WP2uS
xt N8X6p6aP8guU0b TWhGEMBEgBQUObBWYdhxal t Gt 1alt dNcl GLACeMPuk 7Wpsi H
r Us5ki | j I Ac2/ ANBao6/ nl v56vhGUx0dOqOf k/ gl br KL+a8Lx9i xt ee77aPZ1xVD
A/ n3FdNdSI i dWHOMAq8JunxbT33viMBh8H60qge/ JI 3BDnw4t RnkYaGM syWJ PCuO
TWPMagMknt vOJaECHLg4/ JZyVSdDi Tnib/ UBcEH2Rr cUP8i wj ykDpb/ V4t b4Vt gM
7+9HKxQRQH5Q i 8/ QyM36ct 0D+B7k6Upz Xvi 5FpvqGQWWXINC52suAt 0Qeezj 1J
r pudLUs=

----- END CERTI FI CATE REQUEST- - - - -

[root @nx newcert]#



ATYT4CMXNDA VR— NADIIAETF T -2 2B L ET,

RENEAABEERTZICE, BEF—, PEAAE, KFLTII—NIASZECXXT 714
ICEENEARBEZIE—T O RR—AMLET, BT pem7 7AI)LELTREFELTLSEZ WL,

ROBIE, RERONEAREOERNZRLTVET,

----- BEG N RSA PRI VATE KEY----- < Your Private Key
M | EpAl BAAKCAQEA2gXgEo7ouy Bf WiCkt ¢ YO8 ABWFW3dO0y GBr v ZRHY S2b3FWFRWS

----- END RSA PRI VATE KEY-----
----- BEGA N CERTI FI CATE----- < Your CMX server signed certificate
M | FEzCCAvugAW BAgl BFz ANBgk ghki GOWOBAQs FADCBI DEL MAk GA1UEBh MCVVVK

----- END CERTI FI CATE- - - - -
----- BEG N CERTI FI CATE----- < Your internediate CA certificates

----- END CERTI FI CATE- - - - -
----- BEG N CERTI FI CATE----- < The root CA certificate that signed your certificate
M | Ggj CCBIKgAW BAgl JAPj 9p1 Qv TgoMAOGCSqGS! b3DQEBOMUAM GUMXEWCQYD

.-~ -END CERTI FI CATE- - - - -
ATV 75 RRMAEETEZCMXICEIEALET,

OdE1I—32hS5CMXICBRENAIIBAEEZEHEATIICE, SFTP77US—> 3> zRE, B8
EFIOLTFOOYIIEERAL TCMXIZELHELET, RICRTRSIC, CMXDT7 A I)IFZRRTED
PBEFHVET,

Host:  sftp://<CMX-IP> Username: cmxadmin Password: ssssssssssss Port: = -

Status:  Retrieving directory listing...
Status:  Listing directory /home/cmxadmin
Status:  Directory listing of “fhome/cmxadmin® successful

Local site: [Users/ l4 Remote site: /home/cmxadmin

> System 8 ¥
v v 12 home
> Shared »
» admin
v cisco
> Trash
> -atom
bash_sessions
> _config Fllename Filesize Filetype Last modified  Permissions  Owner/Group
cups -
.ssh .cassandra Directory  03/01/1818:... drwxr-xr-x  cmxadmi...
Filename A Filesize Filetype Last modified -s5h Directory  10/23/17 08:... drwx------ cmxadmi...
. Jbash_history 14465 File 04/25M18 10.... -rw=-=---- cmxadmi...
Shared Directory 12/07/17 11:117:01 Jbash_logout 18 File 10/16/14 08:... -rw-r--r--  cmxadmi...
admin Directory 12/05/17 15:28:24 Jbash_profile 176 File 10/16/14 08:... -rw-r--r--  cmxadmi...
cisco Directory 02/21/18 08:34:00 Jbashrc 777 File 03/2718 11:0... -rw-r--r--  cmxadmi...

RIZ, FI—2EEBHE % /home/cmxadmin/7Z # A ICRSYTFRROYTFLET,

X : CMXADOSFTP#EHZZFRWVWEFZEDTFT 7 FIILNTF 14 L U MUJEk/home/cmxadmin/ T,

ATVT6: BRAAELEEVIERZEELE T, RIC, WEF—E2BC 72T IBHLE
¥ RICHZRLET,

[root@nx ~]# cd /hone/ cnxadm n/

[root @nx cnxadm n]# chnod 775 final.pem

[root @nx cnxadm n]# chown cnx:cnx final.pem

[root @nx cnxadm n]# nv final.pem/opt/haproxy/ssl/newert/
[root @nx cnxadm n]# cd /opt/haproxy/ssl/newcert/



[root @nx newcert]# |Is -la

total 16

drwxr-xr-x 2 root root 4096 Apr 25 12:30 .
drwxr-xr-x 4 cmx cmx 4096 Apr 25 09:25 ..
-rwr--r-- 1 root root 1054 Apr 25 11:01 cert.crt
-rwWXrwxr-x 1 cmx cnx 0 Apr 25 12:29 final.pem
-rwr--r-- 1 root root 1708 Apr 25 11:01 private. key
[root @nx newcert]#

ATYTT INTHELKBREEATVR L ZBRIELET,

[root @nx newcert]#openssl verify -CAfile /opt/haproxy/ssl/newcert/final.pem
[ opt/ haproxy/ssl/newcert/final.pem
[ opt/ haproxy/ssl/newcert/final.pem K

OKX Y E—I A RRENEKT,
ATYT78 . mEHNBIAAEEZAIAN—IL,. CMXEUT—KNLET,

[root @nx newcert]#cmxctl node ssl node enabl e --pem/opt/haproxy/ssl/newert/final.pem
enabl i ng ssl
ssl enabl ed

[root @nx newcert] #r eboot
ATYT9(A7232) : CMX103. 1 BZEITLTVEBEER., XRONTOXEZZT3H
REMLHYERT,

. CSCvh21464 :CMX WEBUIE, 1> AR—)L&hHEBRELEY — KN\—F  TREE
FALEEA

CONTIZKRY), CUXFERAENAZEHN TEE LA, COBRBZEFATDIEBREE., L VL

AREBES &R (2 T2250YThUYIRHRAL. CMXEUD—KTRZETT. 3

FH—HITT.

[root@nx ~]# cd /opt/haproxy/ssl/

[root @nx ssl]# nkdir backup

[root @nx ssl]# nmv host. pem backup/

[root @nx ssl]# nmv host. key backup/

[root@nx ssl]# In -s /opt/haproxy/ssl/newert/final.pem host.pem

[root@nx ssl]# In -s /opt/haproxy/ssl/newcert/private. key host. key

[root @nx ssl]#

[root@nx ssl]# Is -la

total 16

drwxr-xr-x 4 cmx cnmx 4096 Apr 25 12:59 .

drwxr-xr-x 6 cnx cnx 4096 Mar 31 2017 ..

I rwxrwxrwx 1 root root 36 Mar 26 09:58 host.key -> /opt/haproxy/ssl/newert/private. key
I rwxrwxrwx 1 root root 38 Mar 26 09: 58 host.pem -> /opt/haproxy/ssl/newcert/final.pem
drwxr-xr-x 2 root root 4096 Apr 25 12: 30 newcert

[root @nx ssl]#

[root @nx ssl]# reboot

TR

CMXOGUIZBZEE T, CNDFAIE. Google ChromeNEAENE T, URLDIEIZH B [Secure]
2770V YOLTIAHEZHRE, RICRITRSICFHEMERRLET,


https://tools.cisco.com/bugsearch/bug/CSCvh21464

CA-KCG-lab
o cmx.example.com

cmx.example.com
Issued by: CA-KCG-lab

Expires: Tuesday, January 19, 2021 at 13:50:21 Central
Standard Time

@ This certificate is valid

Zﬂrffﬁuﬂr

¥ Details
Country MX
State/Province Nuevo Leon
Locality Guadalupe
Organization mex-wireless
Organizational Unit  lab-mex-wireless
Common Name CA-KCG-lab

[ CA-KCG-lab
& [2] emx.example.com

Subject Name
Country MX
State/Province Tlaxcala
Locality Tlaxcala
Organization Cisco
Organizational Unit TAC
Common Name cmx.example.com
Email Address cmx@example.com

Mot Valid Before Wednesday, April 25, 2018 at 14:50:21 Central
Daylight Time

Mot Valid After Tuesday, January 19, 2021 at 13:50:21 Central
Standard Time

o
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