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In this exanple, tcpdunp is attenpted to be run as a 'cnxadmin' user.

[cmkadm n@ aughter ~]$ tcpdunp -i ethO port 16113
tcpdump: eth0: You don't have permission to capture on that device
(socket: Operation not permtted)

SSHEAZEFOY—IILERTCLIZ "cmxadminy 1—%e&LTOd4 L EE,

I BXET,

[cmkadm n@ aughter ~]$ su - root
Passwor d:
[root @aughter ~]#

T
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NTYREFF¥TFYENDAVR—TIAAEZXELETY, ifconfig-aZFEAL THEBETEXT

In this exanple, 10.10.10.25 is the IP address of CMX server and 'ethQ' is the interface it's
tied to on the server
[cmkadm n@ aughter ~]$ ifconfig -a ethO Li nk encap: Et hernet HwWAaddr 00: 50: 56: Al: 38: BB
inet addr:10.10.10.25 Bcast: 10.10.10.255 Mask: 255.255.255.0
inet6 addr: 2003: a04::250: 56ff: feal: 38bb/ 64 Scope: A oba
inet6 addr: fe80::250:56ff:feal: 38bb/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
RX packets: 32593118 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 3907086 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 3423603633 (3.1 G B) TX bytes: 603320575 (575.3 M B)

lo Li nk encap: Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MrU: 65536 Metric:1
RX packets: 1136948442 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 1136948442 errors: 0 dropped: 0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX byt es: 246702302162 (229.7 G B) TX bytes: 246702302162 (229.7 G B)

[ cnxadmi n@ aughter ~]$

NTY NOF*TF¥

Thi s exanpl e captures and displays all packets that are sourced fromport - 16113 and enter the
CMX server on the ethO interface

[root @aughter ~]# tcpdunp -i ethO src port 16113 tcpdunp: verbose output suppressed, use -v or
-vv for full protocol decode listening on ethO, |ink-type ENLOMB (Et hernet), capture size 65535
byt es 09: 50: 29. 530824 | P 172.18. 254. 249. 16113 > | aught er. ci sco. com 40020: Flags [P.], seq
983381312: 983382645, ack 2483597279, win 191, options [nop, nop, TS val 1792647414 ecr
1148435777], length 1333 09: 50: 31. 507118 | P 172. 18. 254. 249. 16113 > | aught er. ci sco. com 40020:
Flags [.], seq 1333:2715, ack 1, win 191, options [nop, nop, TS val 1792647908 ecr 1148437650],

I ength 1382 09:50:31.507186 | P 172.18. 254. 249. 16113 > | aughter.ci sco. com 40020: Flags [P.], seq
2715:2890, ack 1, win 191, options [nop, nop, TS val 1792647908 ecr 1148437650], length 175

09: 50: 33. 483166 | P 172.18. 254. 249. 16113 > | aughter.ci sco. com 40020: Flags [P.], seq 2890: 4239
ack 1, win 191, options [nop, nop, TS val 1792648402 ecr 1148439626], |ength 1349 09:50: 35. 459584
I P 172.18. 254.249. 16113 > | aughter. ci sco.com 40020: Flags [P.], seq 4239:5396, ack 1, win 191,
options [nop, hop, TS val 1792648896 ecr 1148441603], length 1157 ~C 5 packets captured 5 packets
received by filter 0 packets dropped by kernel [root@aughter ~]#

HOZ77A)LCREABLCR

In this exanple, tcpdunp would capture packets that are from 10.10.20.5 received on it's ethO
interface and wite it to a file naned TEST_NVSP_W.C. pcap

[root @aughter cnmxadmi n]# tcpdunp -i ethO src 10.10.20.5 -w TEST_NVSP_W.C. pcap
tcpdunp: listening on ethO, |ink-type ENLOMB (Ethernet), capture size 65535 bytes
ANC7 packets captured

7 packets received by filter

0 packets dropped by kernel

[root @aughter cnxadm n]#
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[root @aughter ~]# tcpdunp -Z root -i ethO -¢ 5 src 10.10.20.5 -w CMX_W.C_Capt ur e. pcap
tcpdunp: listening on ethO, |ink-type ENIOMB (Ethernet), capture size 65535 bytes

5 packets captured

6 packets received by filter

0 packets dropped by kernel

[root @aughter ~]#

TOMDTAIINEDTATSaY

[root @aughter cnmxadmin]# tcpdunp -i ethO dst 10.10.20.5 (filtered based on destination IP
addr ess)
[root @aughter crmxadmin]# tcpdunp -i ethO src 10.10.20.4 (filtered based on Source |P address)

[root @aughter cnxadmin]# tcpdunp -i ethO port 80 (filtered for packets on port 80 in both
di rections)

[root @aughter cnxadmin]# tcpdunp -i ethO port 443 (filtered for packets on port 443 in both
di rections)

T7AINICEZAENEFYTFYEIHT—NOBEDOTF ALY NJICRESES L, Wireshark% £
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