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Hyperlocationld, O —> 3> OREZEHD I ATIOMET T, COMEEOFMIC OWVWTIE.
FHyperlocation Deployment Guidesy ZZ B L T EE L\,

HyperlocationTld, 7YV EARA Y NAPICK D TERHEEhB IS4 T > RD (RSSILARIL ) &
Angle of Arrival(AcA)ICBET 2 T — R 2 AL E T,

NANOTr—2arzERTHICE. N\ANOOT—23> (D4VLAEF1 T4 HKRVE
“RWSM) ED21—-)ILENA—TF O TFHFYETT, Halo7 > TFHRAIBICRBOT > TF %
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FRICZ7O—7NT Y NNEEBLUEBRERHETED L, BANKYERICEY ET, FHMlE
cE5&CELIEED,

F J=. Hyperlocationld, CMXA"3365 Mobility Services Engine(MSE)YYIRBT 754 7 2 A& Izl /\
ATVREBET77TVT—232CA A= ILENTVRBEICOKEMICTEDHETT,

N=RIITOHARZAVIZOVWTE., CMXT—2>—hDR3IZSHBL T EE W,

RETTZAT 2 ADRTARA DA SBEWVWHEERF., ROVWFTIAHADIY REZRITTEEXT,

cnmxos inventory
cmxos verify
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CMX-AFRIVTY RENANIVARVIVA

AP : T ORARAZ N

NMSP:Network Mobility Service Protocol

SNMP:Simple Network Management Protocol

GUI : 2 74QWNI—HFA42E2—TI4A

CLI: ANV RZA2A422—=T T4 A

ICMP:Internet Control Message Protocol ( 1 > Z—% Y MNIfIX vy £—7O0K3J)L )
HTTP : N NN—FTFAREE7 O3

RSS| : REEERERT

NTP:Network Time Protocol ( XY RO —0 24 A7'OKNJJL)
MAC:Media Access Control

WSM:Wireless Security and Monitoring module
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ATYTTWLCTNAN—O7—2 3> zBMILET,
WLCTN\ANOT—>3>&2BMITDICE. ROOAX R4 2ERALET,
(Cisco Controller) >config advanced hyperl ocation enabl e

WLC GUITHyperlocationZ B#ICT D EETEET,

[Wireless] > [Access Points] > [Global configuration] > [Enable Hyperlocation ( FI Y 27RY 2 A
JICBBLET,

ATYT2CMXTNAN—AT—>3a > &2BMILET,
CMXTHyperlocatonZBMIZ T2 ICIE, GUIICOJA> L, XOFIEEEITLET,

RORIZRITRSIC, [AT AL(System)] > ( RETF A2 ) > [AT7—> 328 E(Location
Setup)] > [N\ N\NAT—> 3> EZBHCTB(FIVIRY VA)CBELET,

Location Calculation Parameters

Movement Detection Parameters

History Storage Parameters

F/z. Fastlocate (T—R7L—AICEDILOV—232 ) £B8MCAHD D, EZXE—R
(ENAN—O7—232 ) OAPELLREREN HBRY., FLENAN—Or—>3>E>1—
LEFERLTEMCILET, OV—>a Y —ERICEETZEEETEENTA—2HHY, C
NSZRABTEFRT, FHHICODVWTRE, C55ZFRBLTLEE,

FIESWLCTNAN—OT—>3> 2#FELET,
WLCTNAN—OT—>32HFBHEBE2>TVRIAESHZRRITDICEF. ROFIEEERTLE
EE

(Cisco Controller) >show advanced hyperlocation summary
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Hyperlocation............ . ... UP

Hyperlocation NTP Server........... ... ... ....... 10. 48. 39. 33
Hyperl ocation pak-rssi Threshold................. -70

Hyperl ocation pak-rssi Trigger-Threshold......... 10

Hyperl ocati on pak-rssi Reset-Threshold........... 8

Hyperl ocation pak-rssi Tineout................... 3

AP Name Et her net MAC Slots Hyperl ocati on
AP78ba. f 99f . 3c24 78: ba: f9:9d: a6: e0 3 UP

ATYTAEAPTNAN—OT—23a2FD1-)FREEATVRIHNESHZHIELET,

(Cisco Controller) >show ap inventory ?

<Ci sco AP> Enter the nanme of the Cisco AP.

al | Di spl ays inventory for all C sco APs

(Cisco Controller) >show ap inventory all

Inventory for AP78ba.f99f. 3c24

NAME: " AP3700" , DESCR: "Cisco Aironet 3700 Series (|EEE 802.11lac) Access Point"

PID. Al R-CAP37021-E-K9, WVID V03, SN FCWO915N9YJ

NAME: " Dot 11Radi 02" , DESCR "802.11N XOR Radi 0"

PID: AlR-RVMBO1OL-E-K9 , VID: V01, SN FOC19330ASB

MODULE NAME: "Hyperlocation Module w/Antenna" , DESCR: " Advanced Security Mdule (.1lacW)
w' Ant "
PID:. Al R-RV3010L- E- K9 ,VID: V01 ,SN. FOC19330ASB , MaxPower: 2000nmW

(Cisco Controller) >show ap module summary all

AP Nane Ext ernal Modul e Type

AP78ba. f 99f . 3c24 Hyperlocation Module w/Antenna
X N\OAQ=TF2FFANAN—O75—23>FD1-)ICEREATVEHLESHZRET
BPLERFRTEREA. BBLER TN ZYENICEREIIDILEN HYET,

ATYTEAPONAN—OT—> 3> ZHIELET,

ap#show capwap client rcb



Next hop MAC Address : 0014.f15f.f7ca
HYPERLOCATI ON ADM N STATE 1

W.C GATEVAY MAC : 00: 14: F1: 5F: F7: CA
WLC HYPERLOCATI ON SRC PORT : 9999

BLE Modul e State : ENABLED

MBE | P[ 0] © 10.48.71.21

MBE PORTI[ 0] : 2003

------- OQUTPUT OM TTED----------
TOVARA MNE, WLCRHTEHEEENDCMXICAAX Y E—DZEETHTIRARSA S
T9o APTIF1DOMSE IPEFAYR—RENhTVDE®H, BESTNTWVWAMSE IPAERTS
MSEIPTH2 & ZMIELET,

CMXEWLCABUH 7Y MMIBEELAEVIEEEF. WLC GATEWAY MACHWLCO T —KRJ T
AMACT RLATHDC E&HALET.

FNUADIHEE, WLC GATEWAY MACIECMX MACT7 RL ATT,
ATYTBCMXTONAN—OT—> 3> OER

BUIOFIEEF, TXTOH—EANFCMXTRITENTVRIAESH EHERTHETT, @HAXR
RENTVBREDR., N/ NN—O7—>a #eETERENET,

[cmxadmin@avitosin-1 ~]1$ cmxctl status
Done

The nodeagent service is currently running with PID: 19316

oo oo Hmmmm e o mm oo +
| Host | service | status | Uptime (HH:mm) |
oo oo Hmmmm e o mm oo +

Analytics | Running | 1 days, 02:14 |

|
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cache_6378 | Running | 1 days, 02:15 |
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cache_6379 | Running | 1 days, 02:14 |
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cache_6380 | Running | 1 days, 02:14 |
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cache_6381 | Running | 1 days, 02:14 |
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cache_6382 | Running | 1 days, 02:14 |
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cache_6383 | Running | 1 days, 02:14 |
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cache_6385 | Running | 1 days, 02:14 |
oo oo Hmmmm e o mm oo +
| avitosin-l.mse | Cassandra | Running | 1 days, 02:15 |
oo oo Hmmmm e o mm oo +

|

| avitosin-1.mse | Confd | Running | 1 days, 02:14 |



Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Configuration | Running | 1 days, 02:13 |
Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Connect | Running | 1 days, 02:13 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Consul | Running | 1 days, 02:15 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Database | Running | 1 days, 02:15 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Haproxy | Running | 1 days, 02:14 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-1l.mse | Hyperlocation | Running | 1 days, 02:12 |
Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-1l.mse | Influxdb | Running | 1 days, 02:14 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Iodocs | Running | 1 days, 02:14 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Location | Running | 1 days, 02:13 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-1l.mse | Matlabengine | Running | 1 days, 02:12 |
Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-1l.mse | Metrics | Running | 1 days, 02:14 |

Hmmmm e Hmmmm oo 4mmmmm e oo +
| avitosin-l.mse | Nmsplb | Running | 0 days, 01:47 |

Hmmmm e +

|

| avitosin-1l.mse | Qlesspyworker | Running | 1 days, 02:14 |
HFmm e Hmmm e Fmmm Fmm e +

AT Y TT.CMXAWLCH SAARHEZEIT DN ESH EHELET,

tcpdunp -i ethO dst port 2003 -w aoa3. pcap
Wireshark¥ ¥ 7’F ¥ &, CMXARICRT LD ICAABHEZZEL TVWR L ERLTVET,



‘s0® = apa3.pcap

4d = ® R Qe E\GF & = = @ Q Q F
ﬂ Apply a display filter ... <3/>
No. Time Source Destination Protocol Lengtt Info

1 @.000000 10.48.39,251 10.48.71.21 - Len=12@
2 0.003747 10.48.39.251 10.48.71.21 uopP 146 9999 - 2003 Len=104
3 1.887479 18.48.39.214 18.48.71.21 Upp 138 9999 - 2083 Len=BB
4 2.733577 19.48,39,214 10.48.71.21 upp 13@ 9999 - 2083 Len=88
5 2.999858 18.48.39.251 10.48.71.21 Upp 178 9999 - 2083 Len=136
6 3.801227 18.48.39,251 10.48.71.21 upp 162 9999 - 2003 Len=120
7 4.355249 108.48.39.214 18.48.71.21 upp 1456 9999 - 2083 Len=104
8 5.999538 18.48.39.251 10.48.71.21 upp 178 9999 - 2003 Len=136
9 6.880959 10.48.39.251 18.48.71.21 upopP 146 9999 - 2083 Len=104
18 8.999418 18.48.39.251 10.48.71.21 uppP 146 9999 - 2003 Len=104
11 9.888791 10.48.39.251 10.48.71.21 uppP 178 9999 - 2803 Len=136
12 9.262904 10.48.39.214 10.48.71.21 uppP 146 9999 - 2003 Len=104
13 18.B894785 10.48.39.214 10.48.71.21 upp 138 9999 - 2083 Len=B8
14 11.995126 10.48.39.251 10.48.71.21 uppP 194 9999 - 2003 Len=152
15 11.999193 10.48.39.251 10.48.71.21 uopP 162 9999 - 2083 Len=128
16 14.994992 10.48.39,251 10.48.71.21 Upr 178 9999 - 2083 Len=136
17 14.996368 10.48.39.251 10.48.71.21 uopP 162 9999 - 2003 Len=120
1B 17.994857 18.48.39.251 18.48.71.21 Upp 146 95999 - 2083 Len=104
19 17.996231 18.48.39.251 10.48.71.21 uop 162 9999 - 2083 Len=12@
28 1B.182843 18.48.39.251 18.48.71.21 uppP 138 9999 - 2083 Len=BB
21 21.098408 18.48.39,251 10.48.71.21 upp 146 9999 - 20063 Len=104
22 21.899952 10.48.39.251 10.48.71.21 upp 162 9999 - 2083 Len=120
23 24.098574 10.48,39,251 10.48.71.21 upp 146 9999 - 20063 Len=104
24 24.099804 10.48.39.251 10.48.71.21 uppP 162 9999 - 2803 Len=120
25 27.098099 10.48.39,251 10.48.71.21 uop 162 9999 - 2003 Len=120
26 27.099839 10.48.39.251 10.48.71.21 upop 138 9999 - 2083 Len=B8
27 28.8808307 108.48.39.164 10.48.71.21 uppP 146 9999 - 2003 Len=104
28 28.B81569 10.48.39.214 10.48.71.21 CAPP 146 CAPP MD5 Encrypted
29 30.094237 108.48.39.251 10.48.71.21 uppP 178 9999 - 2003 Len=136
3@ 38.997812 10.48.39.251 10.48.71.21 uopP 146 9999 - 2003 Len=104
31 38.513451 10.48.39.214 10.48.71.21 Upp 130 9999 - 2003 Len=88
32 38.515926 108.48.39.164 10.48.71.21 uoP 139 9999 - 2083 Len=B8

Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
Ethernet II, Src: Ciscolnc_Z2a:c4:a3 (@9:@6:f6:2a:cd:a3), Dst: Vmware_99:4e:19 (@0:50:56:99:4e:19)
Internet Protocol Version 4, Src: 10.48.39,251, Dst: 10.48.71.21
User Datagram Protocol, Src Port: 9999 (9999), Dst Port: 20883 (2803)
Data (128 bytes)
Data: ae 2f 44 f@ 00 @9 b4 5f ef @6 fd cb b7 6c @3 €7 ...
[Length: 12@]
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BRAFIBICOVWTE, BBICHUT "RES V232 TITICHALTLERT,

NZ7)L2a—b
CoTH. BEORSTAYI-F AT RATEBBBERLET,

OtV 3I>TR, CMXEEDSFIAICOVWTHIBALET, WLCECMXDRBICTFA T
FT—ILAEFEETHIHEEE. ROR—NEHSBENf BV ET,

- 16113 Network Mobility Services Protocol(NMSP)
. 2003 AoA ( APIZWLCIZ [ I+ TCapwapRI DACANT Y NE AT EILILT B o, R—K
2003ZWLCECMXNDE THS LENH VW ET )
. 80 HTTP
- 443 HTTPS
- Internet Control Message Protocol ( ICMP; 4 > 2 —% ¥ NEfIXY +=—2 77O
- 161, 162 Simple Network Management Protocol(SNMP)
SFIOA1 : NAN—AOT =232 FCMXTERICE2THY, WLCTHEHMIZAE>TLEL,

ZDIBE. WLCHASCMXICEEFEENDAAX Y E—2RHYERA. WLCT/NANNOT—> 3>
ZEMICL., CMXA'7R—BN2003TWLCH SAAX Y E—2 %2 ZETHILESIH EHERELET,

SFIA2ZWLCIECMXEFHL RB AN, FEARETI,

ZDFE. CMXEWLCHH A TNetwork Time Protocol(NTP) SR EZRL£T ( BN EHREL £
)

AP T > R# show capwap client rcb22{TL T, XOKRBZEWBLET,

Next hop MAC Address : 0014.f15f.f7ca
HYPERLOCATI ON ADM N STATE 1
W.C GATEWAY MAC : 00:14: F1: 5F: F7: CA
WLC HYPERLOCATI ON SRC PORT © 9999
BLE Modul e State . ENABLED

Renmpte Machine's IP : 0.0.0.0

BEEE ]

. CMX Hyperlocation® RS 7)1 —F 42 IFIVv OV ARNEZBRELET, ChSOFIET
BENRENBEWVWEES, SATOOHYR—KNT7A—=FALAICEAVEDEET (O RFIXUH
EFTIVIOVANOHEAR, 74—FALICHITZIBEORVIAKICRILEET )., L&
TACHR—KNUIIARNEAFA—T2LTLEZL,

TOZAN HR—bE REI XN - Cisco Systems
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