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B8, HEERFRIZATOMNOO—ZI2TICEFENZLDOTL—LNBETT, 802.11
WLANRAICEZE NS RVPEEE A TVIEE—HROEEFIUT 1 ARIE. XD2DTT,

« WPA/WPA2/WPA3 Personal:PSKIE V54 7> NORRIEICERAENET,

« WPA/WPA2/WPA3 Enterprise:Extensible Authentication Protocol(EAP) AR & & U'802.1x%&
FERALTODAVYLAIZAT U NEREEL. AAAY—NNBATI—YOLFoovIL (11—
HHENAT—R) | f@EAE, LRI N—J2ERIELET,

ZORFIXT KT, EAP-PEAPTWPA2 Enterprise WLANZ R L T, I[EEEZO R
(802.11r, 802.11k, H&LT802.11v) DEANEV, BLTF TN VA VYL AO—I Y DR1T
CEDESICHEBITZNERLET,

BEO—=7070RINAMNFMZ—TINICHE>TVS
SSID ( 802.11r, 802.11k, & & 1*802.11v )

TF7Z ) NOWLANRRETIE, IXTOZTORNINNFT7 I RTHERICE>TVET, FRT
&, D4 VLARIVZAT > NENM0BEDTIVEARA 2 NEOO—Z20 T "EAEFT, WLAND
FT7AINRNBENHDH, DEV), 802.11vE802.1KkICMATEEO—IVIHFERICH ST
WBNDT, >—ALABO—ZI2VI’EFETEET, O—Z2TAR NOMEROTA® Y 7' F
YT OB ERICRLET,

M. Time Source Destination Protocol  Channel  Len gth

5923  2023-89-19 21:55:55.315721 62:
5931 2023-09-19 21:55:55.315741 €
5933  2023-89-19 21:55:55.315749 62;
5634 2023-09-19 21:55:55.318767 62:

5938 €, S5ID="Roaming-Enabled”

(62:beia. B92.1 T 61 VHT /HE ing Dialeg ToOKeN=238, Flags=...ceueaC
6 697

cOO—IVTARYRORARNL—ARZRIZRALET,

2023/09/19 21:54:25.912523930 {wncd_x_R0-0}{1}: [client-orch-sm] [15403]: (note): MAC: 62be.a38b.07c5 R
!--- Reassociation Request is received from the client.

2023/09/19 21:54:25.912882280 {wncd_x_R0-0}{1}: [dotll-validate] [15403]: (info): MAC: 62be.a38b.07c5 D
I--- Since 802.11r is enabled, WLC/AP were able to validate/use the PMKID

821N BRMBIEE., VAT RN R YRTIOEARAVNMIO—ZI2TISTBHHTE, #
LWAPEDHIHINY RO IA N RITEhFET, COBSREERBITEHENRET, HRIDD/\>
RETIADOTR, DFAT U NETOEARA > NN ERIICPairwise Transient Key(PTK)FTE %

EITTEET, CNSOPTKF—F, VF4 7Y MFBRERTERIBNETZH, HILLE—

TY NAPTRIBICDELLERIC, 94T RNETIVRARAV NMCHEHAEhET,



MNa. Time Source Destination Protocol Channel Length Inf
5917 2023-89-19 21:55:55.303625 62:be:a3:8b:87:c5 Cisco_49:da:cf B882.11 248 Authentication, SN=1455, FN=@, FL

5928 2623-99=19 21:55:55.386599 Cisco_49:da:cf 62:be:a3:Bb:07:c5 B82.11 36 217 Authentication, SN=8, FN=8, Flags=........ (4

Frame 5928: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits)
Radiotap Header w@, Length 36
802,11 radio information
IEEE B82.11 Authentication, Flags: ........C
- IEEE 882.11 Wireless Management
Fixed parameters {6 bytes)
- Tagged parameters {147 bytes)
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 42
RSN Version: 1
Group Cipher Suite: @@:@f:ac (Ieee 882.11) AES (CCM)
Pairwise Cipher Suite Count: 1
¢ Pairwise Cipher Suite List @0:8f:ac (Ieee 882.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
¢ Auth Key Management (AKM) List 0@:8f:ac (Ieee 882.11) WPA @@:@f:ac (Iecce 802.11) FT over IEEE 802.1X
© RSN Capabilities: @x@e28
PMKID Count: 1
- PHMKID List
Tag: Mobility Domain
Tag: Fast BSS Transition
Tag Number: Fast BSS Transition (55)
Tag length: 96
¢ MIC Control: @x@ae
MIC: 200a0ad0ad0pnaenaRoanaoanadnadn
9761151 71T 284712b1031209c8721659630ae11001912541f
SHonce: 6G6d9b4BcEE461074bE1 1 274, a74b33012e471d
¢ Subelement: PHE-R1 key holder identifier (R1KH-ID)
Subelement: PMK-RO key holder identifier (REKH-ID)

2023/09/19 21:54:25.913247615 {wncd_x_R0-0}{1}: [dotll] [15403]: (note): MAC: 62be.a38b.07c5 Associatio
!I--- Reassociation Response is sent to the client.

2023/09/19 21:53:59.692212232 {wncd_x_R0-0}{1}: [client-orch-state] [15403]: (note): MAC: 62be.a38b.07c
I--- Client took an IP address and moved to run state.

SRERO—=>270770KNJ)LHERN7SSID ( 802.11r,
802.11k. & U802.11v)

D FI)ATIE, 8021XSSID'C“3"\"'C(D7°I:II\])Lb‘"ﬁ"‘)ﬂléhfb‘i?o CN/E. A
YLAISAT DT ORARA NE%E SDUFBECICIVTAT Y NTRERFRIAN
RELET, XORIE, 9547~ hb"EAPs&?ﬁEZﬂF‘V7157;75‘071(_&:7&5&%\‘6%%\ 13
BMTORBOBTT, LEN2T, EO/FEO—ZIVIAREAZ—TINICHE2TVEVES,
TEBBRIANfTTDOIhEL I,

3
5309 2023-89-19 21:44:36.730296 Cisco_49:daice Request, Identity
| OS2 2023-09-19 21:44:36.73853% a2:ca;ddieli87:c 89 Response, Identity

©BM1 2023-89-19 21:44:36.768163 a:ca:Sdzel:87:cd L2 Response, Legacy Nak [Response Only)
©O53IM 2003-09-19 21:44:56.770064 Cisco_d0:da: ce a2:cas :87:el 8z Request, Protected EAP (EAP-PEAP)

Suap 2023-89-15 21:44:56.813624 Lisco_49:da:ce a2:ca:9d:el:B7:ch 1888 Request, Protected !AP l!”-!”)
5344 2023-09-10 21:44:56.519333 a2zen:dd:el:B7:el Cises_49:da: o8 a2 1
536 2023-89-19 21:44:56.822226 Cisco_49:da:ce g 2872 1084  Request, Pmucmd w I%W)
5353 2023-99-19 21:44:56.825017 A2zca:9d:el:AT:cd a2 Response, Protected EAP (EAP-PEAP)

az:ca:9orel:67:cd ) 08 Response, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAP)

Over-The-Air7'0 N JJL %D



COO—32TARYMNOOY MNO—FRARNL—ADENEZRICRLET,

2023/09/19 21:44:47.425575500 {wncd_x_R0O-0}{1}:

[client-orch-sm] [15403]:

!--- Reasscoiation Request is received from the client.

2023/09/19 21:44:47.425980179 {wncd_x_R0O-0}{1}:

[dotll-validate] [15403]:

(note): MAC: a2ca.9del.87c9 R

(ERR) : MAC: a2ca.9del.87c9 Fa

!--- Since none of the roam methods are enabled, WLC/AP could not find any PMKID available.

2023/09/19 21:44:47.426252733 {wncd_x_R0O-0}{1}:

[dot11] [15403]:

!I--- Reasscoiation Response is sent to the client.

(note): MAC: a2ca.9del.87c9 Associatio

2023/09/19 21:44:47.444466744 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444469338 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444481064 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471913767 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471916029 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.475646582 {wncd_x_R0-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.627108647 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.627110791 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.631319121 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.657492378 {wncd_x_R0-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.657840708 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
!I--- Full Reauthentication EAP exchange packets.

2023/09/19 21:44:47.658787303 {wncd_x_R0-03}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.662831295 {wncd_x_R0-03}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
2023/09/19 21:44:47.662931971 {wncd_x_R0-03}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.665864464 {wncd_x_R0-03}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M

!--- 4-way handshake in order to compute the PTK/GTK keys.

802.11kA" B %17%SSID

802.1MkEBETW., 7747 NE, Y—EAXAEY NAOO—Z2J OB REEEZESDAPICE
FTEIBHRIEENTVEIRAN—LR—RNZERTEEXT, chll&kY, 94T FEIOT
DHEARA D NOBBERETDEIC, V94T NINY DT EEETIVT 147 BRFAF ¥
VEBETEEXRT, CI9800IEk. 11k assisted roami& FEENZHEEZEHR—RNLTVWET, O
gElk, 80211k ZA 7 MCRBILENEZRAN—VARNZERL TEELET. 802.11kEA
N=DVARNEFAFI RTERE N, WLCIRHRBEENEAPEDBEZD IS AT NRFEZZZE
BI3dH, BEBBAPLD2ONDITAT > NTEBRDBEENHYET,

2 MkZORINEHR—RNLTVEBEWVWITATURNE, ZTAN—VARNEREZZEELEEA,
ChnCkY), TNSODITAT N EXEITHFRKBILAABEICKEYET, TOHER, XA4N



—ARFCBOODENAIINAT—>3VVYTRIITTF-—EBEICREEINET,

V74T MNE, E—O2 TRMEEBRER(E)ZT RNRAXTDT IV EARAD MMIEER
FEsNTASDE, KAN—VARNDERZEEFELEY, RORE., VAT M TIEANR
A MNCBEERTSNIZRDB0211KT V>3 7L —LDHITT,



802.11 radio information
IEEE 802.11 Action, Flags: ........C
IEEE 802.11 Wireless Management
Fixed parameters
Category code: Radio Measurement (5)
Action code: Neighbor Report Response (5)
Dialog token: 42
Tagged parameters (9@ bytes)
Tag: Neighbor Report
Tag Number: Neighbor Report (52)
Tag length: 13
BSSID: Cisco_7f:a2:2f (14:16:9d:7f:a2:27)
BSSID Information: @x0@0802f7
Operating Class: 115
Channel Number: 36 (iterative measurements on that Channel Mumber)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_b9:35:ee (d4:78:9b:b9:35:ee)
BSSID Information: @x000802fT7
Operating Class: 121
Channel Number: 140 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Neighbor Report
Tag Number: MNeighbor Report (52)
Tag length: 13
BSSID: Cisco_la:1@:ce (d4:eB8:806:1a:1@:ce)
BSSID Information: @x000002f7
Operating Class: 121
Channel Number: 128 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_2b:a5:@e (@0:16:63:2b:a5:0e)
BSSID Information: @x000002f17
Operating Class: 125
Channel Number: 161 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_c9:be:2e (a@:23:9f:c9:be:2e)
BSSID Information: @x@eoeezf7
Operating Class: 118
Channel Number: 64 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_99:2b:@e (40:81:7a:99:2b:0e)
BSSID Infermation: @x000002f7
Operating Class: 118

Channel Number: 52 (iterative measurements on that Channel Number)
PHY Type: 0x07

Over-The-Airx 4 /N\—LR— K
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802 MMVEBETIE, T4 VLAZRY ND—0BRBICRD2DONDEERILREEN BV ET,

¢ RYRNT—UFYANCLBRBOMEEBRAT A KABBIL &Y, 954FYRONYF
UMEEABELET, COBME, F-R7L—ARRETBIEBIISATYRFAY
—7E- REMBTEBRMERLET. VSATUNCR, PYSTI—Y IV BLOTY
SI-YavRBRIL—LEEUT. COBATA KLBMFBAE NET,

TORCARARFDAYLADZAT NS —EOHB7L—L2Z2ELAEVES. 7Ot
ARAVRNBGOZAT U RNRYND—ODSBNIZERBL, 754T 2 NOBEER T & #ER
LEXT. BSSEAT7 A RILHBR., 7L—LZZERTICEERNTSNIEIZA4 T M ZAPHR
BTEDIRETI (V74T NEARAV—TREZHEFTED LD, NvTUOBHICENERT
)o COER, TYSI—23VHBICBHEENIREIL—LZNLTIAYLARIZATY
NCEFBENET, ROREE, POERARA ML SOBEERITRENEZRLTVET, C
DETIF. BSSORAT A RILHENBEBEMLTEEENATVERT, BUNFM1.024ZURICFEL L
SRkEm

Frame 6321: 251 bytes on wire (2088 bits), 251 bytes captured (2808 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Reassociation Response, Flags: ....R...C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Tagged parameters (181 bytes)
Tag: Supported Rates 12(B), 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (862.11n D1.18)
Tag: HT Information (802.11n D1.10)
Tag: Extended Capabilities (1@ octets]
Tag: VHT Capabilities
Tag: VHT Operation
Tag: BSS Max Idle Period
Tag Number: BSS Max Idle Period (90)
Tag length: 3
Max Idle Period (1000 TUs): 97
Idle Options: @x@0
....... @ = Protected Keep-Alive Required: @
egae @ed. = Reserved: 0x0@
Ext Tag: HE Capabilities
Ext Tag: HE Operation

Over-The-Air BSSHIR 0 &

« XY KND=OTANOA—Z2T i DAVYLAA DT ZARNZOFYH . 94T RNAH
EOTIOEARAV MDA SO—IVTTBEERRETEDRSICLET, ChiZkY, ¥
ZATNE, BUHGRY—EAEY NESS)UITO—Z2VJTERTIOEARAU N
AP)YDUARNZEETEXRT,

802.11vBSSEBITEE 7L —Al., RDID2DZFIATRIBRENTT,



1LIEBER  HLVTIERARAY MADOBITEIC, V54T MNE802.11v BSSBITEE Y
TVZXELT, BEERTITRZTIEARAI O NOKR)BYBRATS a2 Z#RD20. U7
AT EHEENATVRIREDAPE, O—I2JXOBERBT IV EARARNDUANE
BRI ZBSSHBITEEERTIHEITDENTEXRT,

2. FEBFEO—RNSAER : APOBERZERITDLHIC, APYREUINO—FLOT Y
TARANETIOZATMOO—RINT U RAZITADEDICTDHEE, 795414 T > MBI
APICHUTREETNATVRO—RNSVALEZEVEZEAD E, APEOBEERNTERITIST
XNTOFHFLWISAT U MNE, AT—RA1T (APES =) DTV I—23a>VRpETHEREILE
T, BE, EEENLEITATUONE, 94T MNTII—23a2ERZMEBLERTE
. ABUO—RBHRAPANDT YIS I—232EFAAET, ik, RSSIOERNSIE. EFDAPH
BREBLEATSAaVTHRIBEETT. EEARF, 1DDAPTH—EREZRHITILEFTICI0A
NDI1—HYHFVWBELFET, 802.11v BSS Transition Management(BSS)V L & FEH T &,
APARDOVICO—ZI T EDRBAPO V) AN ZREEFETRIHEIC, O—RNSABERZKYH
BICMEBTEET,

.IIEBEBOREIENEO—ZIVIER: DAVLAIVZATNERFZAF YL, RESV
FESTAPICO—I2 TR ENBEENET, £EEL, —BOIZTATURNTR., TA4/N—

APA RV BWESZREHETIHEETE, BEMITSNTVBIAPE—HEICEEETRDIAT I VFE

ENFRTRENET, chlF, ATI1YFIVTATNOBBEEHENRET, COBBEICKRLTS
I, 98000 hO—F k., RBILO—IJTERENIEEEEHR—NLTVET, Z D
BT, 94T RTF—BENTY RBIRVOF—ERL—RNDORSSINEREN, V94T >MDEA
BN ERICHARENETT, 802.11vBSSEREBEREG. REtEhiO—Z>>JZEILL
£, cOO—ZIVTWE., V747 NCEEFTr BEA<#EREThZEzBHL, O—=
URDAPO)ANZERBLET,



FATACOBRRNSTRE, RENMO—IDIJREINTORY RND—JICEBLTWAD T
TRHVERA, TOEARANEOANL Y ZHF+ZICREFT, ChAfGER Y
ICHBEETD CCZBRALTKEETV, Z5LAVE, BRCTR L, SSICEBENRE
ITRARESBYNET,

AP SITAT Y NCHEFENS802.11vBSSBITEEERIE, BERBHRBEEBETT, V5747
VRNRIERREARITDZLE, BEITDELEETEET, 980004 VL AO MO—FICIF,
Imminent Disassociation&E FEENBREA TS 3 oA HY), V54T M EERE N EBEAI
BOAPEBT7VYII—23a>LBWEEIC, 94T RNOT VI I—2 3 EREEFINICE
TLET, COONY REF, BEDWLANZ O7 7 4 )L Tbss-transition disassociation-

imminent N> RZFEALECLINSDARETEET,

BYIE 15 ¥

« 802.11r BSSE#EK1T
e 802.11kxX A4 /N\—1J) A b & Assisted Roaming



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html

« 802.11v BSS
« DRAADT VALY R—bEHXDO—R



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_802_11v_ewlc.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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